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<#root>

ciscoasa>
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Password:
ciscoasa#

configure term na

ciscoasa(config)#

ASA Flof lE LIERIZE Holste AMA S5 YGFLCH

<#froot>

ciscoasa(config)#

access-list Split_Tunnel _List remark The corporate network behind the ASA.

ciscoasa(config)#

access-list Split_Tunnel _List standard pernmit 10.0.1.0 255.255.255.0
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<#froot>



ciscoasa(config)#

group-policy hillvalleyvpn attributes

ciscoasa(config-group-policy)#
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<#root>

ciscoasa(config-group-policy)#

split-tunnel -policy tunnel specified

AZ3 B AMA S5 X|YE LI ol E2 S5 Split_Tunnel_ListY LIt

<#froot>

ciscoasa(config-group-policy)#

split-tunnel -network-1ist value Split_Tunnel _Li st
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<#root>

ciscoasa(config)#

tunnel -group hillvalleyvpn general -attributes

18 ¥ME B 28D 6
<#froot>

ciscoasa(config-tunnel-ipsec)#

defaul t - group-policy hillvalleyvpn
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<#root>

ciscoasa(config-group-policy)#

exit

ciscoasa(config)#



exit

ciscoasa#
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<#root>

ciscoasa#

copy running-config startup-config

Source filename [running-config]?
Cryptochecksum: 93bb3217 0f60bfa4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ciscoasa#
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<#froot>
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Pl X(confi g) #access-1ist Split_Tunnel _List standard pernmt 10.0.1.0 255.255.255.0
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<#root>

Pl X(config)#

vpngroup vpn3000 split-tunnel Split_Tunnel _Li st
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Cisco Systems VPN Client Version 4.0.5 (Rel)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.
Client Type(s): Windows, WinNT

Running on: 5.1.2600 Service Pack 2

1 14:20:09.532 07/27/06 Sev=Info/6 IKE/0x6300003B
Attempting to establish a connection with 172.22.1.160.

I-—- Qutput is supressed

18 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005D
Client sending a firewall request to concentrator

19 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005C
Firewall Policy: Product=Cisco Systems Integrated Client,
Capability= (Centralized Protection Policy).

20 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005C
Firewall Policy: Product=Cisco Intrusion Prevention Security Agent,

Capability= (Are you There?).

21 14:20:14.208 07/27/06 Sev=Info/4 IKE/0x63000013
SENDING >>> ISAKMP OAK TRANS *(HASH, ATTR) to 172.22.1.160

22 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300002F
Received ISAKMP packet: peer = 172.22.1.160

23 14:20:14.208 07/27/06 Sev=Info/4 IKE/0x63000014
RECEIVING <<< ISAKMP OAK TRANS *(HASH, ATTR) from 172.22.1.160

24 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x63000010




MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_ADDRESS: , value = 10.0.1.50

25 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x63000010
MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_NETMASK: , value = 255.255.255.0

26 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SAVEPWD: , value = 0x00000000

27 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_PFS: , value = 0x00000000

28 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000E
MODE_CFG_REPLY: Attribute = APPLICATION_VERSION, value = Cisco Systems,
Inc ASA5510 Version 7.2(1) built by root on Wed 31-May-06 14:45

I--- Split tunneling is permitted and the remote LAN is defined.

29 14:20:14.238 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SPLIT_INCLUDE (# of split_nets),
value = 0x00000001

30 14:20:14.238 07/27/06 Sev=Info/5 IKE/0x6300000F
SPLIT_NET #1

subnet = 10.0.1.0

mask = 255.255.255.0

protocol = 0
src port = 0
dest port=0

I-—-- Qutput is supressed.

PingR 2 2Z LAN HAA EHIAE
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HABS ALE5HE ZULICH VPN E210|¢1E S| 2Z LANS 192.168.0.0/240|H IP A7} 192.168.0.32]
A& L
<tfroot>
C:\>

ping 192.168.0.3

Pinging 192.168.0.3 with 32 bytes of data:
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Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

: bytes=32 time<lms TTL=255
: bytes=32 time<lms TTL=255
: bytes=32 time<lms TTL=255
: bytes=32 time<lms TTL=255
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Ping statistics for 192.168.0.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
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