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PPP

PPPE ZQIE-E-ZQIE 3

3E Safl L2 & L3(Layer 3) EEHEE M&E5t= CHE I|0f-F-I[o =
ZEZQLICLM 7IX Fo 24 2

. HE5)

- LCP(Link Control Protocol)

- NCP(Network Control Protocol)
Ho|E22 PPPO| Z=3tELICHLCPO|AME ZAI|Teo|M SHo| Ha 2 Sall 213 dEE &
g8 4+ AaLICNCPE 2 30IM AMElE 2t 13 Z2E ol ofsf HA U

PPP MM S¢t @3 = chgd 22 Ul 7Hx| B A= TI=—4ELct
- B3 - 23 dY el YR 2, PPPE 337t 2B HABIBEIE d9)2 0177 ™
E

of 2t2%|1 Me1E|o{of 5t= LCP &+ & AF835IMH, HES|3 2i|ojo] ¥7(E HEAFLICH
LCP= PPP 2132 Z235t= Olo| T AFREL|C}

. Authentication(@!&) - 15 A= F3dof| 2t CtE 0 LCPO|M NCPE 0|S3t7| {8 E
Q7do| otLIChLCP EHA B0l ¥ & Solet ¢ ¥4 mlo{= Al AHE5tT g olEl 2

& d'HES Suslior PPP7H HIER R B|0|012 O|SELICH

- HIE®|3 gjlo]od - NCP a2 F Iof7t LI ZEREZ S| §Mol| Solst= 8 E&E LI
B2 Xo{ ZEEZE IPCP(IP Control Protocol)2t & L|C}. |0 Zto| E&f 2
T l&Lchols %“%*El IP FA7F i1 MH|& SSUAof 2|ESto 14 Al IP FAE €T
&t = Microsoft Windows & 272 A& SEt0|AE M E5] 2Lt

- B BR-8F +E FU| S HNMER B2 = HHE ¥ = U&LICLLCPE =
2¥EE M st= o AFSELICH

L2TP

L2TPE PPPO| ZOIE & ZOIE S48 A LICLI2TPE E{IZE PPP T3l MES It
&3 WHE XMB35tH, 0|2 S8l PPP AIEXQIETJI IZ! AQXE HEQIE Sl E{L=

A& LICHL2TPE QIEHHAE AI850{ QIEEIH 8 MHIAE MB5tE o4 AMA & AlLiEIL
oM 71 Mo 2 HE|LICH 7H'E2 VPN(Virtual Private Network) 2| 7HE LT}

L2TPO| & 7IX| 7|8 2 2I™M QA & L2TP LAC(Access Concentrator)2t L2TP Network
Server(LNS)&IL|C}.

2 PPP

dn zng

rir

. LAC - LACE E{d A=EEXQIEQ| & & &S 5= LNSO| CHdt m|o{IL|CtLAC
HEE FEstn A EL'LNS Abolof| Ix[&L|ct oiZ!I2 PPP A4S S35l 4
&LICHLNSOHAM E0{21 Lt7tH= TZl2 L2TP E+'—E*§ S5 MEELct

. LNS - LNSE E{d O_"Eiglg_o_ Bt 2 o4&t 2 5t= LACH| CHEt L|o{ILICHLNS= LAC PPP
Eld2l MMO| £E22 X|™QL|Ctol= 048] LAC E+'-E*%','EI PPP MM & Q18 A(ingress) & =
oo HEZE SFste o Ak% ELCH.

L2TPOIM At 5tE F 7| HIAIX| & 0| /L &LICH.

LOL

. Mo HA|X| - L2TP= A[0o{ & Ci|O|E] HIA|X|& =2l Mo{ & Ci|o|&] "ol & L|Ck.CHeS
LH o R =&t Ao o4& 22|, S5 &l 2F 21 L MM Ao HAIX|E HMEELICH
x1|01 ©473 A|ZHO| LAC HE= LNSO!| BHEE(X| OF 11 Ao 9474 AMAm} 2E44A40| Q1= B Al A

Ab A AR B EEX] ELICHS R & MEIX| Q15 YH2 BHE A=ZQIE 7ol AHSE



L|C}.
. HIO|E{ HIAIX| - CllO|E] HIAIX|= L2TP E{EHE M&El= PPP ZH|2 Z&stst= ol A8 EH
L|CF.
L2TP= S5 &l UDP(User Datagram Protocol) ZE 17012 AM&3tmH, T L2TP I{Z!2 UDP O
O|E{2 & LHOAM & stELLICH e UDP o k2t E{E 7HAIR= AL 7Hs8H UDP ZEE M
EHStD X E 35 17012 UDP CHA O 2 MEFLICHSE M CHA XL E H5 = =41 UDP 3llHof
MEBE|E AA ZE HSO SUSH|ICIAA IEE RS2 DE AN JIISEI ZEE J|HIoZE MY
Ut AA U EMX| ZEJ MHE|H E{Do| X|& AlZH SO ZET SLUSHA 7 X|=|0o{ok &L
Ch.Cisco 10S Software0ll M AA L CHA ZTE HE = &4 UDP XE H3S 17012 MHELICH

+ > |

ok

&1 L2F(Layer 2 Forwarding) Z2EZ1} L2TPE St UDP ZE HE E ZRELICHEIH
Version ZEE MES5IH F ZE2EZE S FEE £ U&LICLI 12 L2FE, 7t 2= L2TPE LIEHH
LICtH

PPP & L2TP 5 & 29}

PPP Z2|E Ef'dE Sdll T sttd™ HAM AMoi 4 & MaE dgstioF &Lch.

Moifds d3XHoz HYstH Z PPP 44
89 st

0| 2 M 2| PPP/L2TP Connection Sequence(PPP/L2TP 21Z A|FHA) MMoHE 3 HMHA AL
Xt7t LACH| T3HE 4 M PPP 2 L2TP &3t A of cHall RHA[S| dBELICH O odlol M= =€l
O|EZ2 0| BT Z A28 = UX|P L2TP E{LE AlZH5H7| 250 DNIS(dialed number
identification service)E AF& & LIC} 0| A|ZAE SOHO 2500 EHE{0IAM PPP Ml4A49| A|ZF 247
HA|A AFEXLRF LAC ZHo| LCP H 4 2 B & 2152 EoiELct. O3 CHE LACE E{'E LHOi| A
L2TP B & MMS dY5t= &2 I LICHLACSH LNS 7Hel Zf PPP 17301 CHaH AlAM 0| A
HELICLL2TPE ZE 24 HIAIR|0|AM Z[o] BH'E D MM AHEXLE AHE5H0 PPP 22 CHE 5t
St CHE3teLIch ol2{er AlEAtE 2 Klo] 42 & MM M3 EHAo|M &Y & wetELLIchHEE
L MMIDE ZZ ZSEN ZELICHED A=XQIEE SUF B L MlMoi CH3H MZ CHE A
HAHE 7HELC

L

& 2t o2 nRet o0|E 7HKIH BE A MM AEXLE of X EE ot i 2 Zolth ASEL

E{ds M5t 2 HAA AFSALRE LNS 7Hof PPP 218 Z 2 MA T 22 ELICHLACE HSS
MPPP ZR2 s4AlgLICH 33 Zao|Y & CRC(cyclic redundancy check)= M7HE| 1 LT2P2
& sHE CHS E{ol LNSE MEELICH0{7|M L2TP THZ!E £ AIE|T 2 PPP QIE{H O A 04 A
SEE ZAXEH XEIELICHPPP NCP2| &4 0| 243t O3 IPCP7t 2l JWe = MedEL|ct od4
Ol 2t2E[A&LICH

PPP/L2TP ¢4 AIRA

O|HIES| A4 AlAQILICEH

1. ¢ AL XI7F PPP 9122 A|ZFEILICHLACE ZS =& LICHPPP @371 MHEIESL
Ct.

2. LCPE= ™7 ALKt LAC 7ol B4 EILICILACE A ALSAIe| £ E 2152 +#5t7| 28l
CHAP(Challenge Handshake Authentication Protocol) MZIX|& A&ELICH 3|A2 MM M



&0l LNSoi| M&E LICH 82 ICCN(Incoming-Call-Connected) | A AVP(attribute-value
pair) 33 ZFA| 215 SEHoE M&ELICH

3. DNISE A& XF7F VPDN(Virtual Private Dial-up Network) 22+0|1EQIX| &Ql5tE= O AHSE
L|Ct.

4. M3l 74 H5(614629)0f CHE 7|E E{HO0| Qi B2 M B2 HMatof &LICHRADIUSTH #
2l=lD EHd HE T} LACO 2 2= ELCH

5. Ao 24Z40| A|ZHE|A& LICHE'Z O] IDLE & EHRILICHE'E 7HA|XH(O] B LAC)7} LNSO]|
SCCRQ(Start-Control-Connection-Request)& & & LICH.SCCRQOE CHAP AEHU Q152
M 835tod Eidg Q1B stE = AVP 11 EXI7t Z& o Y&LICHT Eid A= ZQIENM SY
gt A E 21 UELICHOIM Ef'H0l WAIT-CTL-REPLY B0l J/&LICLLNSE E{LE 2
M2 & Q222 LNSE= SCCRP(Start-Control-Connection-Reply) 2 S & LI|Ct. SCCRPO|
= SCCRQO| & st= AVP 11 ™ZIX| 2 AVP 13 »EIX| SEH O] Z& &[0 U&LICHO|A B
‘0| WAIT-CTL-REPLY & E{o]l Q& LICHLACE SCCCN(Start-Control-Connection-
Connected) MIAIX|2 SEH&rLICHSCCCNE SCCRPOY CHEt SEto 2 AVP 132 Z & hLc}
.O|X| E{'20| Established 4 E{ILICILNSE LACOH| Z 0|7} 02! E2(ZLB) HIAIX|E MEE L
CtzLB HIAIX|= =&t £1L|Ct O|X| E{'20| Established & E{]L|Ct.

6. E{d 215 0| &t 2|1 E'0| HHEIRIELICHAIMO| O|M 7 F AEHRILICE.

7. 20| EXSIEE EH'E LHAIM M4 d7dof| Ciet 3ete mEto| =~ ELICHLACE MlMof| Y
st o724 HE 9 &7 ICRQ(Incoming-Call-Request)E& & EHLICH M[MO| OA| CHZ| S&
AEfQILICHINSE MM ID7F Z&El ICRP(Incoming-Call-Reply)E T&EHLICH MM 0] CH 7|
42 HEfQILICHLACE ICCN2 &5t LNSol| SEE Sstof Cist £7t HEE NS &
ChO| HEo|= LAC & ¥ ALSAL7L st FHatol LCP HE 7 ZEELICHAIM0| O
Established & EHL|CHLNS= LACO ZLB HIA|X|(=*t =) & MESELICH MA0] oA
Established & E{IL|C}.

8. MME M3t = LNSO| 7+4 AMA QIE{H|O[A T} MM ELICHICCNOM|M M3 E LCP 74|
adio|d HEE 7hAF HA|A CIE{H|0|A PPP AEH0] ZHA| M EILIC 0| MEoE & 2l
& dE7 ZEELUCH

9. LNS&= 21& ™MEIX|E HMHELICLICCNAUM MBE ZEA| 215 85 AVP 330| {4 & LCt.

10. AAA(Normal Authentication, Authorization, and Accounting) £ PPP Q15 3! H$t Ho47}

=AEL|CH
1. AL AHE 215 & Het £04E 2/l RADIUS HA|A 0| & EL|CH
12. RADIUS Access-AcceptZ =& ELICHET: §23 AFEXE7| =41 IPCP Configure-Request|
MASEIP FAE {8355 RADIUST HEE|&LICE

13. CHAP ‘&3 H|AIX|7} A AAE X0l A TS E LTt

14. PPP IPCP E& 0| 2t 2 £|11 OPENL Z MAELICLZAE ZZ Tt ¥4 QlEn o|A 0 MR
ElLICHOIN| ®Z3 At A7 AR T EBHEl 20| AIZHE £ Ql&LCH

PPP &l L2TP A B3l =&/



User LAC RADIUS LNS RADIUS

—Lm_.._
4_LME_E FPE SETUP

LEPF DOHFA CK :
AUTHE CHALLENGE REPONCE -

AVUTHORIE A TION Iﬂﬁﬂ:-ﬂ REFLY

TUNNEL INFORMA TION D (AANLOADED TOLAC

"' + Comirel

- ICRP -h
: ICCN - Sessinn
- ¥ Eonblichmen
- A4
: ; nummmunumimw
AUTHEN TICATION SUCCESS -+

FER- USER INFOENA TION D RANLOADED

| NCP (PCP) Conpletes | :

User Connection Established

PPP %! L2TP &3 M¥S EAIStE LACHIM 7tM2 ClHa

Jan 1 00:04:10.235: %1 NK-3-UPDOMN: | nterface Serial 0:0,
changed state to up

Jan 1 00:04:10.455: Se0:0 PPP: Treating connection as a callin
Jan 1 00:04:10.455: Se0:0 PPP: Phase is ESTABLI SH NG

Passi ve Open [0 sess, 0 |oad]

Jan 1 00:04:10.455: Se0:0 CHAP: Using alternate hostnane 5300-1

Jan 1 00:04:10.455: Se0:0 LCP: State is Listen

Jan 1 00:04:10.455: Se0:0 LCP: | CONFREQ [Listen] id 118 len 10

Jan 1 00:04:10.455: Se0:0 LCP: Magi cNunber Ox6EE4E865 (0x05066EE4E865)

Jan 1 00:04:10.455: Se0:0 CHAP: Using alternate hostnane 5300-1

Jan 1 00:04:10.455: Se0:0 LCP: O CONFREQ [Listen] id 11 len 28

Jan 1 00:04:10.455: Se0:0 LCP: Aut hProt o CHAP (0x0305C22305)

Jan 1 00:04:10.455: Se0:0 LCP: Magi cNunber 0x109D08F2 (0x0506109D08F2)

Jan 1 00:04:10.455: Se0:0 LCP: MRRU 1524 (0x110405F4)

Jan 1 00:04:10.455: Se0:0 LCP: Endpoi nt Di sc 1 Local (0x130901353330302D31)
Jan 1 00:04:10.455: Se0:0 LCP: O CONFACK [Listen] id 118 len 10

Jan 1 00:04:10.455: Se0:0 LCP: Magi cNunber Ox6EE4E865 (0x05066EE4E865)

Jan 1 00:04:10.495: Se0:0 LCP: | CONFREJ [ACKsent] id 11 len 17

Jan 1 00:04:10.495: Se0:0 LCP: MRRU 1524 (0x110405F4)

Jan 1 00:04:10.495: Se0:0 LCP: Endpoi nt Disc 1 Local (0x130901353330302D31)
Jan 1 00:04:10.495: Se0:0 LCP: O CONFREQ [ACKsent] id 12 len 15

Jan 1 00:04:10.495: Se0:0 LCP: Aut hProt o CHAP (0x0305C22305)

Jan 1 00:04:10.495: Se0:0 LCP: Magi cNunber 0x109D08F2 (0x0506109D08F2)

Jan 1 00:04:10.527: Se0:0 LCP: | CONFACK [ACKsent] id 12 len 15

Jan 1 00:04:10.527: Se0:0 LCP: Aut hProt o CHAP (0x0305C22305)



Jan 1 00:04:10.527: Se0:0 LCP: Magi cNunber 0x109D08F2 (0x0506109D08F2)
Jan 1 00:04:10.527: Se0:0 LCP: State is Open

Jan 1 00:04:10.527: Se0:0 PPP: Phase i s AUTHENTI CATI NG

by this end [0 sess, 0 |oad]

Jan 1 00:04:10.527: Se0:0 CHAP: Using alternate hostnane 5300-1

Jan 1 00:04:10.527: Se0:0 CHAP: O CHALLENGE id 6 len 27 from "5300-1"

Jan 1 00:04:10.555: Se0:0 CHAP: I RESPONSE id 6 len 27 from "2500-1"

Jan 1 00:04:10.555: Se0:0 PPP: Phase is FORWARDI NG [0 sess, 0 | oad]

Jan 1 00:04:10.555: Se0:0 VPDN: Got DNIS string 614629

Jan 1 00:04:10.555: Se0:0 VPDN: Looking for tunnel -- dnis:614629 --

Jan 1 00:04:10.555: Serial 0: 0 AAA/ AUTHOR/ VPDN (1692520761): Port="Seri al 0: 0'

list="default' service=NET

Jan 1 00:04:10.555: AAA/ AUTHOR/ VPDN: Serial 0: 0 (1692520761) user="'dni s: 614629’

Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): send AV servi ce=ppp
Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): send AV protocol =vpdn
Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): found list "default"
Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): Met hod=NSA _LAB (r adi us)

Jan 1 00:04:10.559: RADIUS: Initial Transmt Serial0:0 id 18 10.51. 6. 3: 1645,
Access- Request, len 112

Jan 1 00:04:10.559: Attribute 4 6 0A330644

Jan 1 00:04:10.559: Attribute 5 6 00000000

Jan 1 00:04:10.559: Attribute 26 17 00000009020B5365
Jan 1 00:04:10.559: Attribute 61 6 00000002

Jan 1 00:04:10.559: Attribute 1 13 646E6973

Jan 1 00:04:10.559: Attribute 30 8 36313436

Jan 1 00:04:10.559: Attribute 31 12 32303835

Jan 1 00:04:10.559: Attribute 2 18 DOA81832

Jan 1 00:04:10.559: Attribute 6 6 00000005

Jan 1 00:04:10.559: RADIUS: Received fromid 18 10.51. 6. 3: 1645,
Access- Accept, |len 156

Jan 1 00:04:10.559: Attribute 6 6 00000005

Jan 1 00:04:10.559: Attribute 26 29 0000000901177670
Jan 1 00:04:10.559: Attribute 26 26 0000000901147670
Jan 1 00:04:10.559: Attribute 26 36 00000009011E7670
Jan 1 00:04:10.559: Attribute 26 39 0000000901217670

Jan 1 00:04:10.563: RADIUS: saved authorization data
for user 626A0C10 at 62258960
Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:tunnel-type=12tp"

Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:tunnel-id=hgw"

Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:ip-addresses=10.51.6.82"
Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:l2tp-tunnel-password=hello"
Jan 1 00:04:10.563: AAA/ AUTHOR (1692520761):

Post aut hori zation status = PASS_ADD

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV servi ce=ppp

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV protocol =vpdn

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV tunnel -type=l2tp

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV tunnel -i d=hgw

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processing AV i p-addresses=10.51. 6. 82
Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV | 2t p-tunnel - passwor d=hel | o
Jan 1 00:04:10.563: Se0:0 VPDN RPMs/: Cot tunnel info for dnis: 614629

Jan 1 00:04:10.563: Se0:0 VPDN RPMS/ : LAC hgw

Jan 1 00:04:10.563: Se0:0 VPDN RPMS/ : | 2t p- busy- di sconnect yes

Jan 1 00:04:10.563: Se0:0 VPDN RPMS/ : | 2t p- t unnel - passwor d XXXXXX

Jan 1 00: 04:10.563: Se0: 0 VPDN RPMS/ : I P 10.51.6.82

Jan 1 00:04:10.563: Se0:0 VPDN/: curlvl 1 Address 0: 10.51.6. 82,

priority 1

Jan 1 00:04:10.563: Se0:0 VPDN : Sel ect non-active address 10.51. 6. 82,
priority 1

Jan 1 00:04:10.567: Tnl 17688 L2TP: SM State idle
Jan 1 00:04:10.567: Tnl 17688 L2TP: O SCCRQ
Jan 1 00:04:10.567: T™nl 17688 L2TP: O SCCRQ, flg TLS, ver 2,
len 128, tnl 0, ¢1 0, ns 0, nr O
C38 02 00 80 00 00 00 OO0 OO0 OO OO0 00 80 08 00 00
00 00 00 01 80 08 00 00 00 02 01 00 80 OA 00 0O



00 03 00 00 00 03 80 OA 00 00 00 04 00 00 00 ..
Jan 1 00:04:10.567: Tnl 17688 L2TP: Tunnel state change fromidle
to wait-ctl-reply
Jan 1 00:04:10.567: Tnl 17688 L2TP: SM State wait-ctl-reply

Jan 1 00:04:10.567: Se0:0 VPDN: Find LNS process created

Jan 1 00:04:10.567: Se0:0 VPDN: Forward to address 10.51.6.82

Jan 1 00:04:10.567: Se0:0 VPDN: Pending

Jan 1 00:04:10.567: Se0:0 VPDN: Process created

Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 0, len 8, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse SCCRP

Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 2, len 8, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Protocol Ver 256

Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 3, len 10, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Franmi ng Cap 0x3

Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 4, len 10, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Bearer Cap 0x3

Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 6, len 8, flag 0x0

Jan 1 00:04:10.659: Tnl 17688 L2TP: Firmware Ver 0x1120

Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 7, len 13, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Hostname | 2t p-gw

Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 8, len 25, flag 0x0

Jan 1 00:04:10.659: Tnl 17688 L2TP: Vendor Name Cisco Systemns, |nc.

Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 9, len 8, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Assigned Tunnel |D 55270

Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 10, len 8, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Rx W ndow Size 300

Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 11, len 22, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Chlng 98B296C28429E7ADC767237A45F31040
Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 13, len 22, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Chlng Resp 7C358F7A7BA21957C07801195DCADFAG
Jan 1 00:04:10.659: Tnl 17688 L2TP: No m ssing AVPs in SCCRP

Jan 1 00:04:10.659: T™nl 17688 L2TP: I SCCRP, flg TLS, ver 2,
len 154, tnl 17688, ¢l 0, ns 0, nr 1
C8 02 00 9A 45 18 00 00 00 00 00 01 80 08 00 00
00 00 00 02 80 08 00 00 00 02 01 00 80 OA 00 0O
00 03 00 00 00 03 80 OA 00 00 00 04 00 00 0O ..
Jan 1 00:04:10.659: Tnl 17688 L2TP: | SCCRP from | 2t p- gw
Jan 1 00:04:10.659: Tnl 17688 L2TP: Got a challenge from remote peer,
12tp-gw
Jan 1 00:04:10.659: Tnl 17688 L2TP: Got a response from remote peer, 1l2tp-gw
Jan 1 00:04:10.659: Tnl 17688 L2TP: Tunnel Authentication success
Jan 1 00:04:10.659: Tnl 17688 L2TP: Tunnel state change fromwait-ctl-reply
to established
Jan 1 00:04:10.663: Tnl 17688 L2TP: O SCCCN to | 2tp-gw tnlid 55270
Jan 1 00:04:10.663: Tnl 17688 L2TP: O SCCCN, flg TLS, ver 2, len 42,
tnl 55270, ¢cl1 0, ns 1, nr 1
C8 02 00 2A D7 E6 00 00 00 01 00 01 80 08 00 00
00 00 00 03 80 16 00 00 00 OD 96 39 53 18 41 AC
22 E3 10 3E 20 8E F7 D9 09 89
Jan 1 00:04:10.663: Tnl 17688 L2TP: SM State established
Jan 1 00:04:10.663: Tnl/C 17688/ 7 L2TP: Session FS enabl ed
Jan 1 00:04:10.663: Tnl/Cd 17688/ 7 L2TP: Session state change fromidle
to wait-for-tunne
Jan 1 00:04:10.663: Se0:0 Tnl/Cl 17688/7 L2TP: Create session
Jan 1 00:04:10.663: Tnl 17688 L2TP: SM State established
Jan 1 00:04:10.663: Se0:0 Tnl/Cd 17688/7 L2TP: O ICRQ to | 2tp-gw 55270/0
Jan 1 00:04:10.663: Se0:0 Tnl/Cl 17688/7 L2TP: O ICRQ, flg TLS,
ver 2, len 91, tnl 55270, ¢l 0, ns 2, nr 1
C8 02 00 5B D7 E6 00 00 00 02 00 01 80 08 00 00
00 00 00 OA 80 08 00 00 00 OE 00 07 80 OA 00 00
00 OF D1 14 C7r C5 80 OA 00 00 00 12 00 00 OO ..
Jan 1 00:04:10.667: Se0:0 Tnl/C 17688/7 L2TP: Session state change from
wait-for-tunnel to wait-reply
Jan 1 00:04:10.703: T™nl 17688 L2TP: I ZLB ctrl ack, flg TLS, ver 2,



len 12, tnl 17688, ¢l 0, ns 1, nr 2
Jan 1 00:04:10.795: Se0:0 Tnl/dO 17688/7 L2TP: Parse AVP 0, len 8,
flag 0x8000 (M
Jan 1 00:04:10.795: Se0:0 Tnl/d 17688/7 L2TP: Parse | CRP
Jan 1 00:04:10.795: Se0:0 Tnl/d 17688/7 L2TP: Parse AVP 14, len 8,
flag 0x8000 (M
Jan 1 00:04:10.795: Se0:0 Tnl/C 17688/7 L2TP: Assigned Call ID 45
Jan 1 00:04:10.795: Se0:0 Tnl/C 17688/7 L2TP: No m ssing AVPs in | CRP
Jan 1 00:04:10.795: Se0:0 Tnl/Cl 17688/7 L2TP: I ICRP, flg TLS,
ver 2, len 28, tnl 17688, ¢l 7, ns 1, nr 3
C8 02 00 1C 45 18 00 07 00 01 00 03 80 08 00 00
00 00 00 OB 80 08 00 00 00 OE 00 2D
Jan 1 00:04:10.795: Se0:0 Tnl/Cd 17688/7 L2TP: O ICCN to | 2tp-gw 55270/ 45
Jan 1 00:04:10.795: Se0:0 Tnl/Cl 17688/7 L2TP: O ICCN, flg TLS, ver 2,
len 151, tnl 55270, cl 45, ns 3, nr 2
C8 02 00 97 D7 E6 00 2D 00 03 00 02 80 08 00 00
00 00 00 0OC 80 OA 00 00 00 18 00 00 FA 00 00 OA
00 00 00 26 00 00 FA 00 80 OA 00 00 00 13 00 ...
Jan 1 00:04:10.795: Se0:0 Tnl/C 17688/7 L2TP: Session state change
fromwait-reply to established
Jan 1 00:04:10.899: T™nl 17688 L2TP: I ZLB ctrl ack, flg TLS, ver 2,
len 12, tnl 17688, cl 0, ns 2, nr 4
Jan 1 00:04:11.667: %/ NEPROTO 5- UPDOAN: Li ne protocol on Interface Serial0:0,
changed state to up
Jan 1 00:04:16.239: % SDN-6- CONNECT: Interface Serial0:0 is now connected to
2085730592 2500-1

PPP 3! L2TP 8} 38 EAlst= LNSOHM 7Hr ClHa

Jan 1 00:04:10.916: L2X: Parse AVP O, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.920: L2X: Parse SCCRQ

Jan 1 00:04:10.920: L2X: Parse AVP 2, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.924: L2X: Protocol Ver 256

Jan 1 00:04:10.924: L2X: Parse AVP 3, len 10, flag 0x0x8000 (M
Jan 1 00:04:10.928: L2X: Frami ng Cap 0x0x3

Jan 1 00:04:10.928: L2X: Parse AVP 4, len 10, flag 0x0x8000 (M
Jan 1 00: 04:10.932: L2X: Bearer Cap 0x0x3

Jan 1 00:04:10.932: L2X: Parse AVP 6, len 8, flag 0xO0x0

Jan 1 00:04:10.936: L2X: Firmwvare Ver 0x0x1130

Jan 1 00:04:10.936: L2X: Parse AVP 7, len 9, flag 0x0x8000 (M
Jan 1 00:04:10.940: L2X: Hostname hgw

Jan 1 00:04:10.940: L2X: Parse AVP 8, len 25, flag 0x0x0

Jan 1 00:04:10.944: L2X: Vendor Nanme Cisco Systens, Inc.

Jan 1 00:04:10.948: L2X: Parse AVP 9, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.952: L2X: Assigned Tunnel 1D 17688

Jan 1 00:04:10.952: L2X: Parse AVP 10, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.956: L2X: Rx Wndow Size 800

Jan 1 00:04:10.956: L2X: Parse AVP 11, len 22, flag 0x0x8000 (M
Jan 1 00:04:10.960: L2X: Chlng 545A2343FBE20EAO08BCA7B56E4A7D29E
Jan 1 00:04:10.964: L2X: No missing AVPs in SCCRQ

Jan 1 00:04:10.968: L2X: I SCCRQ, flg TLS, ver 2, len 128,

tnl 0, ¢l 0, ns 0, nr 0 contiguous pak, size 128

C8 02 00 80 00 00 00 00 00 00 00 00 80 08 00 00

00 00 00 01 80 08 00 00 00 02 01 00 80 OA 00 0O

00 03 00 00 00 03 80 OA 00 00 00 04 00 00 00 ...
Jan 1 00:04:10.975: L2TP: | SCCRQ from hgw tnl 17688
Jan 1 00:04:10.983: Tnl 55270 L2TP: Got a challenge in SCCRQ hgw
Jan 1 00:04:10.983: Tnl 55270 L2TP: New tunnel created for renote hgw,
address 10.51.6. 68
Jan 1 00:04:10.987: Tnl 55270 L2TP: O SCCRP to hgw tnlid 17688
Jan 1 00:04:10.991: Tnl 55270 L2TP: O SCCRP, flg TLS, ver 2,
len 154, tnl 17688, ¢l 0, ns 0, nr 1
Jan 1 00:04:10.999: contiguous buffer, size 154



C8 02 00 9A 45 18 00 00 00 00 00 01 80 08 00 00
00 00 00 02 80 08 00 00 00 02 01 00 80 OA 00 0O
00 03 00 00 00 03 80 OA 00 00 00 04 00 00 00 ...
Jan 1 00:04:11.003: Tnl 55270 L2TP: Tunnel state change fromidle
to wait-ctl-reply
Jan 1 00:04:11.019: Tnl 55270 L2TP: Parse AVP 0, len 8, flag 0x0x8000 (M

Jan 1 00:04:11.019: Tnl 55270 L2TP: Parse SCCCN

Jan 1 00:04:11.023: Tnl 55270 L2TP: Parse AVP 13, len 22, flag 0x0x8000 (M
Jan 1 00:04:11.023: Tnl 55270 L2TP: Chlng Resp 9639531841AC22E3103E208EF7D90989
Jan 1 00:04:11.031: Tnl 55270 L2TP: No m ssing AVPs in SCCCN

Jan 1 00:04:11.031: T™nl 55270 L2TP: I SCCCN, flg TLS, ver 2, len 42,
tnl 55270, cl 0, ns 1, nr 1 contiguous pak, size 42
C8 02 00 2A D7 E6 00 00 00 01 00 01 80 08 00 00
00 00 00 03 80 16 00 00 00 OD 96 39 53 18 41 AC
22 E3 10 3E 20 8E F7 D9 09 89
Jan 1 00:04:11.043: T™nl 55270 L2TP: O ZLB ctrl ack, flg TLS, ver 2,
len 12, tnl 17688, cl 0, ns 1, nr 2
Jan 1 00:04:11.047: contiguous buffer, size 12
C8 02 00 0C 45 18 00 00 00 01 00 02
Jan 1 00:04:11.051: Tnl 55270 L2TP: | SCCCN from hgw tnl 17688
Jan 1 00:04:11.055: Tnl 55270 L2TP: Got a Chall enge Response in SCCCN from hgw
Jan 1 00:04:11.055: Tnl 55270 L2TP: Tunnel Authentication success
Jan 1 00:04:11.059: Tnl 55270 L2TP: Tunnel state change fromwait-ctl-reply
to established
Jan 1 00:04:11.063: Tnl 55270 L2TP: SM State established

Jan 1 00:04:11.067: Tnl 55270 L2TP: Parse AVP 0, len 8, flag 0x0x8000 (M
Jan 1 00:04:11.071: Tnl 55270 L2TP: Parse | CRQ

Jan 1 00:04:11.071: Tnl 55270 L2TP: Parse AVP 14, len 8, flag 0x0x8000 (M
Jan 1 00:04:11.075: Tnl 55270 L2TP: Assigned Call ID 7

Jan 1 00:04:11.075: Tnl 55270 L2TP: Parse AVP 15, len 10, flag O0x0x8000 (M
Jan 1 00:04:11.079: Tnl 55270 L2TP: Serial Nunber

Jan 1 00:04:11.083: Tnl 55270 L2TP: Parse AVP 18, len 10, flag O0x0x8000 (M
Jan 1 00:04:11.083: Tnl 55270 L2TP: Bearer Type 1

Jan 1 00:04:11.087: Tnl 55270 L2TP: Parse AVP 22, len 16, flag 0x0x8000 (M
Jan 1 00:04:11.087: Tnl 55270 L2TP: Calling Nunber 2085730592

Jan 1 00:04:11.095: Tnl 55270 L2TP: Parse AVP 21, len 12, flag 0x0x8000 (M
Jan 1 00:04:11.095: Tnl 55270 L2TP: Called Nunber 614629

Jan 1 00:04:11.099: Tnl 55270 L2TP: Parse Cisco AVP 100, len 15, flag 0x0x0
Jan 1 00:04:11.102: Tnl 55270 L2TP: Cient NAS Port Serial0:0

Jan 1 00:04:11.106: Tnl 55270 L2TP: No m ssing AVPs in | CRQ

Jan 1 00:04:11.106: T™nl 55270 L2TP: I ICRQ, flg TLS, ver 2, len 91,
tnl 55270, ¢l 0, ns 2, nr 1 contiguous pak, size 91

C8 02 00 5B D7 E6 00 00 00 02 00 01 80 08 00 00

00 00 00 OA 80 08 00 00 00 OE 00 07 80 OA 00 00

00 OF D1 14 C7 C5 80 OA 00 00 00 12 00 00 0O ...
Jan 1 00:04:11.118: Tnl 55270 L2TP: | I CRQ fromhgw tnl 17688
Jan 1 00:04:11.122: Tnl/d 55270/ 45 L2TP: Session FS enabl ed
Jan 1 00:04:11.126: Tnl/d 55270/ 45 L2TP: Session state change
fromidle to wait-connect
Jan 1 00:04:11.126: Tnl/Cd 55270/ 45 L2TP: New session created
Jan 1 00:04:11.130: Tnl/d 55270/45 L2TP: O ICRP to hgw 17688/ 7
Jan 1 00:04:11.134: Tnl/Cl 55270/45 L2TP: O ICRP, flg TLS, ver 2,
len 28, tnl 17688, cl 7, ns 1, nr 3
Jan 1 00:04:11.138: contiguous buffer, size 28

C8 02 00 1C 45 18 00 07 00 01 00 03 80 08 00 00

00 00 00 OB 80 08 00 00 00 OE 00 2D
Jan 1 00:04:11.154: Tnl/d 55270/ 45 L2TP: Parse AVP 0, |len 8,
flag 0x0x8000 (M
Jan 1 00:04:11.158: Tnl/Cd 55270/ 45 L2TP: Parse | CCN
Jan 1 00:04:11.162: Tnl/d 55270/ 45 L2TP: Parse AVP 24, len 10,
flag 0x0x8000 (M
Jan 1 00:04:11.162: Tnl/d 55270/45 L2TP: Connect Speed 64000
Jan 1 00:04:11.166: Tnl/d 55270/45 L2TP: Parse AVP 38, len 10, flag 0x0x0
Jan 1 00:04:11.166: Tnl/d 55270/ 45 L2TP: Rx Speed 64000



Jan 1 00:04:11.170: Tnl/d 55270/ 45 L2TP: Parse AVP 19, len 10

flag 0x0x8000 (M

Jan 1 00:04:11.174: Tnl/d 55270/ 45 L2TP: Frami ng Type 2

Jan 1 00:04:11.174: Tnl/d 55270/ 45 L2TP: Parse AVP 27, len 17, flag 0x0x0
Jan 1 00:04:11.178: Tnl/d 55270/ 45 L2TP: Last Sent LCPREQ
0305C223050506109D08F2

Jan 1 00:04:11.182: Tnl/d 55270/45 L2TP: Parse AVP 28, len 12, flag 0x0x0
Jan 1 00:04:11.186: Tnl/ O 55270/ 45 L2TP: Last Rx LCPREQ 05066EE4E865

Jan 1 00:04:11.190: Tnl/d 55270/45 L2TP: Parse AVP 31, len 22, flag 0x0x0
Jan 1 00:04:11.194: Tnl/d 55270/45 L2TP: Proxy Auth Cha
5D0D008CB1677CF8BC354556321A7A74

Jan 1 00:04:11.198: Tnl/d 55270/ 45 L2TP: Parse AVP 32, len 8, flag 0x0x0
Jan 1 00:04:11.202: Tnl/d 55270/ 45 L2TP: Proxy Auth ID 6

Jan 1 00:04:11.206: Tnl/d 55270/45 L2TP: Parse AVP 30, len 12, flag 0x0x0
Jan 1 00:04:11.206: Tnl/d 55270/45 L2TP: Proxy Auth Name 2500-1

Jan 1 00:04:11.210: Tnl/d 55270/ 45 L2TP: Parse AVP 33, len 22

flag 0x0x8000 (M

Jan 1 00:04:11.214: Tnl/d 55270/ 45 L2TP: Proxy Auth Resp
CAL1CC2E4FA6899E8DF1B695C0A80883E

Jan 1 00:04:11.222: Tnl/d 55270/ 45 L2TP: Parse AVP 29, len 8, flag 0x0x0
Jan 1 00:04:11.222: Tnl/d 55270/ 45 L2TP: Proxy Auth Type 2

Jan 1 00:04:11.225: Tnl/d 55270/ 45 L2TP: No missing AVPs in | CCN

Jan 1 00:04:11.229: T™nl/Cl 55270/45 L2TP: I ICCN, flg TLS, ver 2,

len 151, tnl 55270, cl 45, ns 3, nr 2 contiguous pak, size 151

C8 02 00 97 D7 E6 00 2D 00 03 00 02 80 08 00 00

00 00 00 OC 80 OA 00 00 00 18 00 00 FA 00 00 OA

00 00 00 26 00 00 FA 00 80 OA OO0 00 00 13 00 ...
00:04:11.241: Tnl/Cl 55270/45 L2TP: O ZLB ctrl ack, flg TLS,
len 12, tnl 17688, ¢l 0, ns 2, nr 4

1 00: 04:11.245: contiguous buffer, size 12

C8 02 00 0C 45 18 00 00 00 02 00 04
00: 04: 11. 249: Tnl/C 55270/ 45 L2TP: | ICCN fromhgw tnl 17688, cl 7
00: 04: 11.253: Tnl/d 55270/ 45 L2TP: Session state change from

wai t -connect to established

Jan 1
ver 2,
Jan

Jan 1
Jan 1
Jan 1
Jan 1
Jan 1
Jan 1
Jan 1
now it
Jan 1

00: 04: 11. 257: Vi 4 VTEMPLATE: Hardware address 0030. 94f e. 1bbf

00: 04: 11.257: Vi4 VPDN: Virtual interface created for 2500-1
00:04:11.261: Vi4 PPP: Phase is DOWN, Setup

00:04:11.261: Vi4 VPDN: Clone fromVtenplate 1 filterPPP=0 bl ocki ng
00: 04: 11. 265: Vi 4 VTEMPLATE: Has a new cl onebl k vtenpl at e,

has vtenpl ate

00: 04: 11. 269: Vi 4 VTEMPLATE:

kkkkkkhkkhkkkkhk*k C:LO\IE VACI:ESS4 kkkkkhkkhkkhkhkkhkhkkhkkk*x

Jan

1

00: 04: 11.273: Vi4 VTEMPLATE: Cone from Virtual - Tenpl atel

interface Virtual - Access4

def aul t

i p address

no i p address

encap ppp

i p unnunber ed EthernetO

no peer default ip address

ppp aut hentication chap vpdn

ppp aut hori zation vpdn

default ip address pool default

ppp m

peer

end

Jan

1

00: 04: 12.892: 9% NK-3- UPDOMNN: I nterface Virtual - Access4,

changed state to up

Jan
Jan
Jan
Jan
Jan
Jan
Jan

1

P PR R PR

00:04:12.908: Vi4 PPP: Using set call direction

00:04:12.908: Vi4 PPP: Treating connection as a callin

00:04: 12.912: Vi4 PPP: Phase is ESTABLI SHI NG Passive Open
00:04:12.912: Vi4 LCP: State is Listen

00:04:12.920: Vi4 LCP: I FORCED CONFREQ len 11

00: 04: 12.924: Vi4 LCP: Aut hProt o CHAP (0x0305C22305)

00: 04: 12.924: Vi4 LCP: Magi cNurmber 0x109D08F2 ( 0x0506109D08F2)



Jan 1 00:04:12.928: Vi4 VPDN: PPP LCP accepted rcv CONFACK

Jan 1 00:04:12.928: Vi4 VPDN: PPP LCP accepted sent CONFACK

Jan 1 00:04:12.928: Vi4 PPP: Phase is AUTHENTICATING, by this end

Jan 1 00:04:12.932: Vi4 CHAP: O CHALLENGE id 3 len 27 from "1600-3"

Jan 1 00:04:12.940: Vi4 CHAP: I RESPONSE id 6 len 27 from "2500-1"

Jan 1 00:04:12.967: RADIUS: Initial Transmit Virtual - Access4 id 48

10. 51. 6. 3: 1645, Access-Request, |len 97

Jan 1 00:04:12.971: Attribute 4 6 0A330652

Jan 1 00:04:12.975: Attribute 5 6 00000004

Jan 1 00:04:12.975: Attribute 61 6 00000005

Jan 1 00:04:12.975: Attribute 1 8 32353030

Jan 1 00:04:12.979: Attribute 30 8 36313436

Jan 1 00:04:12.979: Attribute 31 12 32303835

Jan 1 00:04:12.979: Attribute 3 19 06CAl1CC2

Jan 1 00:04:12.983: Attribute 6 6 00000002

Jan 1 00:04:12.983: Attribute 7 6 00000001

Jan 1 00:04:12.987: RADIUS: Received fromid 48 10.51. 6. 3: 1645,

Access- Accept, len 38

Jan 1 00:04:12.991: Attribute 6 6 00000002

Jan 1 00:04:12.991: Attribute 7 6 00000001

Jan 1 00:04:12.991: Attribute 8 6 FFFFFFFF

Jan 1 00:04:12.999: AAA/ AUTHEN (3530581085): status = PASS

Jan 1 00:04:12.999: Vi4 AAA/ AUTHOR/ LCP: Aut horize LCP

Jan 1 00:04:13.003: Vi4 AAA/ AUTHOR/ LCP (1947215169): Port='Virtual - Access4
list="vpdn' service=NET

Jan 1 00:04:13.003: AAA/ AUTHOR/ LCP: Vi 4 (1947215169) user='2500-1

Jan 1 00:04:13.007: Vi4 AAA/ AUTHOR/ LCP (1947215169): send AV service=ppp
Jan 1 00:04:13.007: Vi4 AAA/ AUTHOR/ LCP (1947215169): send AV protocol =l cp
Jan 1 00:04:13.007: Vi4 AAA/ AUTHOR/ LCP (1947215169): found list "vpdn"
Jan 1 00:04:13.011: Vi4 AAA/ AUTHOR/ LCP (1947215169): Met hod=radi us (radi us)
Jan 1 00:04:13.015: Vi4 AAA/ AUTHOR (1947215169):

Post aut hori zation status = PASS_REPL

Jan 1 00:04:13.015: Vi4 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp

Jan 1 00:04:13.019: Vi4 CHAP: O SUCCESS id 6 len 4

Jan 1 00:04:13.023: Vi4 PPP: Phase is UP

Jan 1 00:04:13.027: Vi4 AAA/ AUTHOR/ FSM (0): Can we start |PCP?

Jan 1 00:04:13.027: Vi4 AAA/ AUTHOR/ FSM (536495163): Port="Virtual - Access4
list="vpdn' service=NET

Jan 1 00:04:13.031: AAA AUTHOR/ FSM Vi 4 (536495163) user='2500-1'

Jan 1 00:04:13.031: Vi4 AAA/ AUTHOR/ FSM (536495163): send AV servi ce=ppp
Jan 1 00:04:13.035: Vi4 AAA/ AUTHOR/ FSM (536495163): send AV protocol =i p
Jan 1 00:04:13.035: Vi4 AAA/ AUTHOR/ FSM (536495163): found list "vpdn"

Jan 1 00:04:13.039: Vi4 AAA/ AUTHOR/ FSM (536495163): Met hod=r adi us (radi us)
Jan 1 00:04:13.039: RADIUS: allowing negotiated framed address

Jan 1 00:04:13.043: Vi4 AAA/ AUTHOR (536495163):

Post aut horization status = PASS_REPL

Jan 1 00:04:13.043: Vi4 AAA/ AUTHOR/ FSM We can start | PCP

Jan 1 00:04:13.047: Vi4 IPCP: O CONFREQ [Closed] id 1 len 10

Jan 1 00:04:13.051: Vi4 |PCP: Address 10.51.6.82 (0x03060A330652)

Jan 1 00:04:13.102: Vi4 IPCP: | CONFREQ [ REQsent] id 187 len 16

Jan 1 00:04:13.114: Vi4 | PCP: ConpressType VJ 15 slots (0x0206002D0OF00)
Jan 1 00:04:13.118: Vi4 | PCP: Address 10.10.53.2 (0x03060A0A3502)

Jan 1 00:04:13.118: Vi4 AAN AUTHOR/ | PCP: Start. Her address 10.10.53.2

we want 0.0.0.0
1 00:04:13.122:

Jan
list="vpdn'
Jan 1 00: 04:
Jan 1 00: 04:
Jan 1 00: 04:
Jan 1 00: 04:
Jan 1 00: 04:
Jan 1 00: 04:
Jan 1

Jan 1

13. 126:
13. 126:
13. 130:
13. 130:
13. 134:
13. 134:

Vi 4 AAA AUTHOR/ | PCP (2669954081) :

servi ce=NET

AAA/ AUTHOR/ | PCP: Vi 4 (2669954081)
Vi 4 AAAN AUTHOR/ | PCP (2669954081) :
Vi 4 AAAN AUTHOR/ | PCP (2669954081) :
Vi 4 AAAN AUTHOR/ | PCP (2669954081) :
Vi 4 AAAN AUTHOR/ | PCP (2669954081) :
Vi 4 AAA AUTHOR/ | PCP (2669954081) :

Port='Virtual - Access4

user =' 2500- 1"

send AV service=ppp
send AV protocol =i p
send AV addr*10.10.53.2
found list "vpdn"

Met hod=r adi us (radi us)

00:04:13.138: RADIUS: allowing negotiated framed address 10.10.53.2
00: 04: 13. 142: Vi 4 AAA/ AUTHOR (2669954081) :



Post
Jan
Jan
Jan
Jan

aut hori zati on status = PASS_REPL

1 00: 04:13.146: Vi4 AAA AUTHOR/ | PCP: Processing AV servi ce=ppp

1 00: 04:13.146: Vi4 AAA AUTHOR/ | PCP: Processing AV addr=10.10.53.2
1 00: 04:13.150: Vi4 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

1 00:04:13.150: Vi4 AAA/ AUTHOR/ | PCP: Done. Her address 10.10.53. 2,

we want 10.10.53.2

Jan
Jan
Jan
Jan
Jan
Jan
Jan

1 00:04:13.154: Vi4 IPCP: O CONFREJ [ REQsent] id 187 len 10

1 00:04:13.154: Vi4 | PCP: ConpressType VJ 15 slots (0x0206002D0OF00)
1 00:04:13.162: Vi4 IPCP: | CONFACK [REQsent] id 1 len 10

1 00:04:13.162: Vi4 |PCP: Address 10.51.6.82 (0x03060A330652)

1 00:04:13.213: Vi4 IPCP: | CONFREQ [ACKrcvd] id 188 len 10

1 00:04:13.217: Vi4 |PCP: Address 10.10.53.2 (0x03060A0A3502)

1 00:04:13.217: Vi4 AAA/ AUTHOR/ | PCP: Start. Her address 10.10.53. 2,

we want 10.10.53.2

Jan
Jan
Jan
Jan

1 00:04:13.221: Vi4 AAA AUTHOR/ | PCP: Processing AV servi ce=ppp

1 00:04:13.221: Vi4 AAA AUTHOR/ | PCP: Processing AV addr=10.10.53.2
1 00:04:13.225: Vi4 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

1 00:04:13.225: Vi4 AAA/ AUTHOR/ | PCP: Done. Her address 10.10.53. 2,

we want 10.10.53.2

Jan
Jan
Jan
Jan
Jan

1 00:04:13.229: Vi4 IPCP: O CONFACK [ACKrcvd] id 188 len 10

1 00:04:13.233: Vi4 | PCP: Address 10.10.53.2 (0x03060A0A3502)
1 00:04:13.233: Vi4 IPCP: State is Open

1 00:04:13.261: Vi4 IPCP: Install route to 10.10.53.2

1 00: 04:14.015: %. NEPROTO 5- UPDOMN: Li ne protocol on

Interface Virtual - Access4, changed state to up

PPP/L2TP & Z#7| A|IBA

9.

.LNS&= 2Z PPP QIEHH[0|AE
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Ok
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User LAC RADIUS LM%

LUF Closed - FFF is Do, :

PPP ! | 2TP HZAE2 EAIStE LACHAM 7tX2 ClHa

Jan 1 00:04:27.375: % SDN-6- DI SCONNECT: Interface Serial 0:0

di sconnected from 2085730592 2500-1, call lasted 17 seconds

Jan 1 00:04:27.387: %l NK- 3- UPDOAN:

Interface Serial 0:0, changed state to down

Jan 1 00:04:27.387: Se0:0 PPP. Phase is TERM NATING [0 sess, 0 |oad]

Jan 1 00:04:27.387: Se0:0 LCP: State is Closed

Jan 1 00:04:27.387: Se0:0 PPP. Phase is DOMN [0 sess, 0 | oad]

Jan 1 00:04:27.387: Se0:0 VPDN: d eanup

Jan 1 00:04:27.387: Se0:0 VPDN: Reset

Jan 1 00:04:27.387: Se0:0 Tnl/d 17688/ 7 L2TP: O CDN to | 2tp-gw 55270/ 45

Jan 1 00:04:27.387: Se0:0 Tnl/Cl 17688/7 L2TP: O CDN,
flg TLS, ver 2, len 38, tnl 55270, cl 45, ns 4, nr 2

C8 02 00 26 D7 E6 00 2D 00 04 00 02 80 08 00 0O

00 00 00 OE 80 08 00 00 00 OE 00 07 80 OA 00 0O

00 01 00 01 00 0O
Jan 1 00:04:27.387: Se0:0 Tnl/Cl 17688/7 L2TP:
Destroying session
Jan 1 00:04:27.387: Se0:0 Tnl/C 17688/7 L2TP: Session state change
fromestablished to idle
Jan 1 00:04:27.387: Se0:0 Tnl/C 17688/7 L2TP: VPDN
Rel easing idb for LAC/LNS tunnel 17688/55270 session 7 state idle
Jan 1 00:04:27.387: Tnl 17688 L2TP: Tunnel state change from established
to no-sessions-|eft
Jan 1 00:04:27.387: Tnl 17688 L2TP: No more sessions in tunnel,
shutdown (likely) in 15 seconds
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Jan 1 00:04:27.431: T™nl 17688 L2TP: I ZLB ctrl ack, flg TLS, ver 2,

len 12, tnl 17688, cl 0, ns 2, nr 5

Jan 1 00:04:28.387: %. NEPROTO 5- UPDOMN:

Li ne protocol on Interface Serial 0:0, changed state to down

Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse AVP 0, len 8, flag 0x8000 (M

Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse StopCCN

Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse AVP 9, len 8, flag 0x8000 (M
Jan 1 00:04:37.383: Tnl 17688 L2TP: Assigned Tunnel |D 55270

Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse AVP 1, len 8, flag 0x8000 (M

Jan 1 00:04:37.387: L2X: Result code(1l): 1:
Request to clear control connection
Jan 1 00:04:37.387: Error code(0): No error
Jan 1 00:04:37.387: Tnl 17688 L2TP: No missing AVPs in StopCCN
Jan 1 00:04:37.387: Tnl 17688 L2TP: I StopCCN, flg TLS, ver 2,
len 36, tnl 17688, cl 0, ns 2, nr 5
C8 02 00 24 45 18 00 00 00 02 00 05 80 08 00 00
00 00 00 04 80 08 00 00 00 09 D7 E6 80 08 00 00
00 01 00 01
Jan 1 00:04:37.387: T™nl 17688 L2TP: O ZLB ctrl ack, flg TLS, ver 2,
len 12, tnl 55270, cl 0, ns 5, nr 3
C8 02 00 OC D7 E6 00 00 00 05 00 03
Jan 1 00:04:37.387: Tnl 17688 L2TP: | StopCCN from | 2tp-gw tnl 55270
Jan 1 00:04:37.387: Tnl 17688 L2TP: Shutdown tunnel
Jan 1 00:04:37.387: Tnl 17688 L2TP: Tunnel state change from no-sessions-|eft
toidle

PPP & L2TP HZAS E AIStE LNSHM 72 C|Ha

Jan 1 00:04:27.740: Vi4 Tnl/C 55270/ 45 L2TP:
Parse AVP 0, len 8, flag 0x0x8000 (M
Jan 1 00:04:27.740: Vi4 Tnl/C 55270/ 45 L2TP: Parse CDN
Jan 1 00:04:27.744: Vi4 Tnl/C 55270/ 45 L2TP:
Parse AVP 14, len 8, flag 0x0x8000 (M
Jan 1 00:04:27.748: Vi4 Tnl/C 55270/45 L2TP: Assigned Call ID 7
Jan 1 00:04:27.752: Vi4 Tnl/C 55270/ 45 L2TP:
Parse AVP 1, len 10, flag 0x0x8000 (M
Jan 1 00:04:27.752: Vi4 Tnl/C 55270/ 45 L2TP:
Result code(1): 1: Loss of carrier
Jan 1 00:04:27. 756: Error code(0): No error
Jan 1 00:04:27.756: Vi4 Tnl/C 55270/ 45 L2TP:
No mi ssing AVPs in CDN
Jan 1 00:04:27.760: Vi4 Tnl/Cl 55270/45 L2TP: I CDN, flg TLS, ver 2,
len 38, tnl 55270, cl 45, ns 4, nr 2 contiguous pak, size 38
C8 02 00 26 D7 E6 00 2D 00 04 00 02 80 08 00 00
00 00 00 OE 80 08 00 00 00 OE 00 07 80 OA 00 00
00 01 00 01 00 0O
Jan 1 00:04:27.772: Vi4 Tnl/Cl 55270/45 L2TP: O ZLB ctrl ack, flg TLS,
ver 2, len 12, tnl 17688, cl 0, ns 2, nr 5
Jan 1 00:04:27.776: contiguous buffer, size 12
C8 02 00 OC 45 18 00 00 00 02 00 05
Jan 1 00:04:27.780: Vi4 Tnl/d 55270/ 45 L2TP: | CDN from hgw tnl 17688, cl 7
Jan 1 00:04:27.780: Vi4 Tnl/Cl 55270/45 L2TP: Destroying session
Jan 1 00:04:27.784: Vi4 Tnl/C 55270/ 45 L2TP:
Session state change fromestablished to idle
Jan 1 00:04:27.788: Vi4 Tnl/C 55270/ 45 L2TP:
VPDN: Rel easing idb for LAC/ LNS tunnel 55270/17688 session 45 state idle
Jan 1 00:04:27.792: Vi4 VPDN: Reset
Jan 1 00:04:27.792: Tnl 55270 L2TP:
Tunnel state change from established to no-sessions-|eft
Jan 1 00:04:27.796: Tnl 55270 L2TP:
No more sessions in tunnel, shutdown (likely) in 10 seconds



Jan 1 00:04:27.800: %. NK-3-UPDOMN: | nterface Virtual - Access4,
changed state to down
Jan 1 00:04:27.816: Vi4 IPCP: State is Closed

Jan 1 00:04:27.820: Vi4 PPP: Phase is TERM NATI NG

Jan 1 00:04:27.820: Vi4 LCP: State is Closed

Jan 1 00:04:27.824: Vi4 PPP:. Phase is DOMW

Jan 1 00:04:27.839: Vi4 | PCP. Renobve route to 10.10.53.2

Jan 1 00:04:29.022: %. NEPROTO 5- UPDOMN:
Li ne protocol on Interface Virtual - Access4, changed state to down
Jan 1 00:04:37.720: Tnl 55270 L2TP: O StopCCN to hgwtnlid 17688
Jan 1 00:04:37.724: Tnl 55270 L2TP: O StopCCN, flg TLS, ver 2,
len 36, tnl 17688, cl 0, ns 2, nr 5
Jan 1 00:04:37.728: contiguous buffer, size 36
C8 02 00 24 45 18 00 00 00 02 00 05 80 08 00 00
00 00 00 04 80 08 00 00 00 09 D7 E6 80 08 00 00
00 01 00 01
Jan 1 00:04:37.736: Tnl 55270 L2TP:
Tunnel state change from no-sessions-left to shutting-down
Jan 1 00:04:37.740: Tnl 55270 L2TP: Shutdown tunnel
Jan 1 00:04:37.744: Tnl 55270 L2TP:
Tunnel state change from shutting-down to idle
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