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Easy IP 2} *E]

Easyl| P#show running-config
Bui | di ng configuration..

Current configuration:

version 12.0

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

1

host nane Easyl P

!

usernane | SP-AS password O ipnegotiate

! --- Username for remote router (ISP-AS) and shared
secret. ! --- Shared secret(used for CHAP) must be the
same on both sides. ip subnet-zero no ip donain-1ookup
no ip dhcp conflict logging ! --- Disable the recording
of DHCP address conflicts on the DHCP server. ip dhcp
excl uded-address 10.0.0.1 ! --- Specifies a IP address
that the DHCP server should not assign to clients. ip
dhcp pool soho ! --- Configure the DHCP address pool
name and enter DHCP pool configuration mode. network
10.0.0.0 255.0.0.0 ! --- Specifies the subnet network
number and mask of the DHCP address pool. default-router
10.0.0.1 ! --- Specifies the IP address of the default
router for a DHCP clients. lease infinite ! ---
Specifies the duration of the lease. ! isdn switch-type
basi c-5ess isdn voice-call-failure O ! interface




Et hernet0/0 ip address 10.0.0.1 255.0.0.0 ! --- 1P
address for the Ethernet interface. no ip directed-
broadcast ip nat inside ! --- Defines the interface as
internal for network address translation. ! ! Unused
ethernet interfaces omitted for brevity ! interface

BRI 1/0 ip address negotiated ! --- Enables PPP/IPCP
negotiation for this interface. no ip directed-broadcast
ip nat outside ! --- Defines the interface as external
for network address translation. encapsul ation ppp
dialer idle-timeout 60 ! --- Idle timeout (in seconds)for
this BRI interface. dialer string 97771200 ! ---
Specifies the telephone number required to reach the
central access server. dialer-group 1 ! --- Apply
interesting traffic defined in dialer-1ist 1. isdn
switch-type basic-5ess ppp authentication chap ! /--
Unused BRI interfaces omitted for brevity. ! ip nat

i nside source list 100 interface BRI 1/0 overload ! ---
Establishes dynamic source translation (with PAT) for
addresses which are ! --- identified by the access 1list
100. ip classless ip route 0.0.0.0 0.0.0.0 BRI1/0
permanent ! --- Default route is via BRI1/0. no ip http
server ! access-list 100 pernmit ip 10.0.0.0

0. 255.255. 255 any ! --- Defines an access list
permitting those addresses that are to be translated.
dialer-list 1 protocol ip permit ! --- Interesting
traffic is defined by dialer-listl. ! --- This is
applied to BRI1/0 using dialer-group 1. line con O
transport input none line aux O line vty O 4 login ! end

CtSS &QlgrL|Ct.

ol dMoiM= Hu|aefo|Mo| Mz 2Sst=X| #Hlst= Ol ALY =+ Us SEE M3

AL
L

£ show B2 show BB £ EME £ + U= &3 UEHZEIH T oA X[ZELICH

- show ip interface brief - QI1E{H|0|A0f 4 El CIE{HO|A AE) & IP FAE EAIRFLICEH

- show interfaces - S QIE{H|0|A 9| QIE{H|O|A A EHO CHEF &< Bl HEE XS ELIct.
- show ip nat statistics - NAT(Network Address Translation) SH|E & A|ELICH.

- show ip nat translations - 243 NAT #4&r2 E AIFLICH

. show isdn status - Z} ISDN zi|0|0{2| & EfE E A|IEFLICt ISDN Layer 1 2! 27} 2t S5t=X| &
ClIgtLICH RHMIE 2AXl s HE = BRI 24| sl 22 2|5l show isdn status & AIE EAME
xESIAAIL.

. show dialer - CtO|d2{ HEE EAIEfLICH.

M & show &3
Cl2 show HH -’%"‘-‘—.% Easy IP CtRE{7} B AIO|E HA|A Mol CHEE M3t HE HAZBE AR
5t7| 7ol BRI1/0 QIE{H[O|A T} RS &1 P $¢7+ RAX|THIP A E IPCPE AFE3510{ A EIL

Ct.

Easyl P#show ip interface brief
Interface | P- Addr ess OK? Met hod St at us Pr ol
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Ethernet0/0 10.0.0.1 YES manual up up

Et hernet 0/ 1 unassi gned YES manual adninistratively down dow

Et her net 0/ 2 unassi gned YES manual adninistratively down dow

Et hernet 0/ 3 unassi gned YES manual adninistratively down dow

BRI1/0 unassigned YES IPCP up up

! -- Interface is Up, but no IP Address 1is assigned since it 1is not connected BRI1/0:1
unassi gned YES unset down dow

BRI1/0:2 unassi gned YES unset down dow

! -- Both B-channels are down BRI 1/ 1 unassigned YES nanual admi nistratively down dow BRI 1/1:1
unassi gned YES unset administratively down dow BRI 1/1:2 unassi gned YES unset admi nistratively
down dow Easyl P#show interfaces bril/0
BRI1/0 is up, line protocol is up (spoofing)

Hardware is BRI with integrated NT1
Internet address will be negotiated using IPCP

MIU 1500 bytes, BW#64 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, | oopback not set

ClS show B £242 Easy IP Router7} Y AIO|E HMA MHEHQO| TSt & 1A A|E S
% BRI1/0 Q/E{H|0|A 7} PPP/IPCPE &35l 5 AIO|E HMA MHERE IP 4 200.1.0
A|SH

Easyl P#show ip interface brief

Interface | P- Addr ess OK? Met hod Status Prorocol
Ethernet0/0 10.0.0.1 YES manual up up

Et hernet 0/ 1 unassi gned YES manual adninistratively down dow

Et her net 0/ 2 unassi gned YES manual adninistratively down dow

Et hernet 0/ 3 unassi gned YES manual adninistratively down dow
BRI1/0 200.1.0.3 YES IPCP up up

! —— Int BRI1/0 has a registers IP address assigned after connection is up BRI1/0:1
unassigned YES unset up up

BRI 1/ 0: 2 unassi gned YES unset down dow

! -- 1st B-channel (BRI1/0:1) is UP BRI 1/1 unassigned YES manual administratively down dow
BRI 1/ 1: 1 unassi gned YES unset administratively down dow BRI 1/1:2 unassi gned YES unset
admi ni stratively down dow Easyl P#show interfaces bril/0
BRI1/0 is up, line protocol is up (sSpoofing)

Hardware is BRI with integrated NT1
Internet address is 200.1.0.3/32

MIU 1500 bytes, BW#64 Kbit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, | oopback not set

Easyl P#

LHE AME HESIT SAET Y AO|E HMA Mo 2188 5= U=X], NAT 7|S0| MCHE &
S3st=X| 042 E =flsHof °H—II:+ O| U2 &% ping REZIEIE ArE5to =-E = U&LICH
EasylP B} RE{0MH Z AO|E HMA ME{2| Ol QIE{H|O|AE pingdt pingl| £AE
EasylP 2t RE2| LAN(M &) FAE X|'HeLCt. o|FE A 5t mZ! 0| PATO|AM X2|=| LANS| 2
CIO[ETL B AIO|E HIERT St SAIE = U&LICH

Easyl P#ping

Protocol [ip]:

Target IP address: 192.168.16.1

! -- Ethernet interface IP address of the Central Site Access Server. Repeat count [5]: 10



Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Extended commands [n]: y

Source address or interface: 10.0.0.1

! --Ethernet interface IP address (private) of the Easy IP router. Type of service [0]: Set DF
bit in I P header? [no]: Validate reply data? [no]: Data pattern [OxABCD]: Loose, Strict, Record,
Ti mestanp, Verbose[none]: Sweep range of sizes [n]: Type escape sequence to abort. Sending 10,

100-byte ICMP Echos to 192.168.16.1, timeout is 2 seconds:
rrrrrrrrn

Success rate is 100 percent (10/10), round-trip min/avg/ max = 32/34/36 ns

?lo| EHoM= S E0[100%HE 2o ELICH &, NAT 7|SO| Mchz S35t SOHO &
7t 8L AO|E HMA Mt SAlE = QIZ 2 2|0lELICH CHS show BHE £ 204 A NAT #HEHo]|
CHEr XHHI?J HEE d2 + JU&LICH

Easyl P#show ip nat statistics
Total active translations: 10 (0 static, 10 dynanmic; 10 extended)
Outside interfaces:
BRI1/0, BRI1/0:1, BRI1/0:2
Inside interfaces:
Ethernet0/0
Hts: 169 M sses: 185
Expired transl ations: 175
Dynani ¢ mappi ngs
-- Inside Source
access-list 100 interface BRI1/0 refcount 10

Easyl P#show ip nat translations

Pro Inside global Inside local Outside local Outside global
icmp 200.1.0.3:32 10.0.0.1:32 192.168.16.1:32 192.168.16.1:32
icnp 200.1.0.3:33 10.0.0.1:33 192.168. 16. 1: 33 192. 168. 16. 1: 33
icnp 200.1.0.3:34 10.0.0.1: 34 192.168. 16.1: 34 192.168. 16. 1: 34
icnp 200.1.0.3:35 10.0.0.1: 35 192.168. 16. 1: 35 192. 168. 16. 1: 35
icnp 200.1.0.3:36 10.0.0.1: 36 192. 168. 16. 1: 36 192. 168. 16. 1: 36
icnp 200.1.0.3:37 10.0.0.1: 37 192. 168. 16. 1: 37 192. 168. 16. 1: 37
icnp 200.1.0.3:38 10.0.0.1: 38 192.168. 16. 1: 38 192.168. 16. 1: 38
icnp 200.1.0.3:39 10.0.0.1: 39 192. 168. 16. 1: 39 192. 168. 16. 1: 39
icnp 200.1.0.3:40 10.0.0.1: 40 192. 168. 16. 1: 40 192. 168. 16. 1: 40
icnp 200.1.0.3:41 10.0.0.1: 41 192.168.16.1: 41 192.168. 16. 1: 41
Easyl P#

CHS show isdn status B £242 ZF ISDN dilo|o{2| A EHE FEAIEFLICE ofleF Z ol Bffofof1 &
271 EAE|EX]| %*o._lﬂL—IEF.

Easyl P#show isdn status
G obal |1 SDN Switchtype = basi c-5ess
I SDN BRI 1/0 interface
dsl 8, interface | SDN Switchtype = basic-5ess
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 64, Ces = 1, SAPI = 0, State = MULTIPLE_FRAME_ ESTABLISHED
Layer 3 Status:
1 Active Layer 3 Call(s)
Activated dsl 8 CCBs = 1
CCB: cal | i d=8098, sapi =0, ces=1, B-chan=1, calltype=DATA
The Free Channel Mask: 0x80000002

AME 24 12 ME = BRI 24| 52232 2/5H show isdn status B2 A2 2 A

M
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B
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>
>
to
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CtZ show dialer 20| A= LHE A HELF IP F4(04: 10.0.0.1)0{ M Cto[€~I0
2 2Eo{EL|ct.

Easyl P#show dialer
BRI 1/0 - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status

97771200 23 0 00: 02: 02 successf ul Def aul t
0 incomng call(s) have been screened

0 incomng call(s) rejected for call back.

BRI1/0:1 - dialer type = | SDN

Idle tiner (120 secs), Fast idle tinmer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link |layer up

Dial reason: ip (s=10.0.0.1, d=192.168.16.1)
Time until disconnect 36 secs

Current call connected 00:02:03

Connected to 97771200 (ISP-AS)

BRI 1/0:2 - dialer type = | SDN
Idle tiner (120 secs), Fast idle tinmer (20 secs)

Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle

=X =

debug EH

&1 debug BHEE A™SHT| ol ClHT B0l CiEt S HEES HESFAHAL.

- debug ppp negotiation - PPP T2 E Z 4 T2 MA0] CHEt HEE NS LCt.
-HMEE M3 gLt

- debug ip nat - IP NAT(network address translation) 7|52 2 & El IP TiZlo]| Cj
St

- debug isdn 9921 - q.921 MH|A|X|2| C|O|H &3 B|olo{ C|HZE S MBS &Lt

- debug isdn q931 - q.931 HIA|X|e| HEL|Z HE ClHE S MBS g LCH

- debug dialer - 0} 2H2E S3tof Ciie DDR MEE AMIFLict

ClHT £= M&

CHS CIH ppp E& £2942 PPP/IPCP Z2EE 4 ZZMAE HoiELICH

r

Easyl| P#debug ppp negotiation
PPP protocol negotiation debugging is on

2d07h: BR1/0:1 IPCP: O CONFREQ [Closed] id 223 len 10
2d07h: BR1/0:1 IPCP: Address 0.0.0.0 (0x030600000000)
2d07h: BR1/0:1 CDPCP: O CONFREQ [Closed] id 63 len 4
2d07h: BR1/0:1 IPCP: I CONFREQ [ REQsent] id 47 len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.1 (0x0306C8010001)
2d07h: BR1/0:1 | PCP. O CONFACK [ REQsent] id 47 len 10

| AMEE

zQ
0jo

debug ip nat

e HEE A
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2d07h: BR1/0:1 | PCP: Address 200.1.0.1 (0x0306C8010001)
2d07h: BR1/0:1 CDPCP: | CONFREQ [ REQsent] id 41 Len 4
2d07h: BR1/0:1 CDPCP: O CONFACK [REQsent] id 41 Len 4
2d07h: BR1/0:1 I PCP: | CONFNAK [ ACKsent] id 223 Len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.3 (0x0306C8010003)
2d07h: BR1/0:1 | PCP: O CONFREQ [ ACKsent] id 224 Len 10
2d07h: BR1/0:1 | PCP: Address 200.1.0.3 (0x0306C8010003)
2d07h: BR1/0:1 CDPCP: | CONFACK [ACKsent] id 63 Len 4
2d07h: BR1/0:1 CDPCP: State is Open

2d07h: BR1/0:1 I PCP: | CONFACK [ACKsent] id 224 Len 10
2d07h: BR1/0:1 IPCP: Address 200.1.0.3 (0x0306C8010003)
2d07h: BR1/0:1 I PCP: State is Open

2d07h: BR1/0 IPCP: Install negotiated IP interface address 200.1.0.3

! -- The EasyIP router will install the negotiated WAN IP address. 2d07h: BR1/0 | PCP: Install
route to 200.1.0.1

! -——- A route to the Central Site Access Server 1is installed. 2d07h: % . NEPROTO 5- UPDOVWN: Li ne
protocol on Interface BRI 1/0:1, changed state Up 2d07h: 9% SDN- 6- CONNECT: Interface BRI1/0:1 is
now connected to 97771200 ISP-AS

Easyl P#

CIHH 2 ip nat £232 IP NAT(Network Address Translation) 7|52 2 #2HE |P m{Zlof CHEt HE
AL ct.

=1
=

Easyl P#debug ip nat detailed
I P NAT detail ed debugging is on

2d00h: NAT: o: icmp (10.0.0.1, 2015) -> (192.168.16.1, 2015) [909]
2d00h: NAT: i: iemp (10.0.0.1, 2015) -> (192.168.16.1, 2015) [909]
2d00h: NAT: ipnat_allocate_port: wanted 2015 got 2015

2d00h: NAT*: o: icmp (192.168.16.1, 2015) -> (200.1.0.3, 2015) [909]
2d00h: NAT: o: icmp (10.0.0.1, 2016) -> (192.168.16.1, 2016) [910]
2d00h: NAT: i: icmp (10.0.0.1, 2016) -> (192.168.16.1, 2016) [910]
2d00h: NAT: ipnat_allocate_port: wanted 2016 got 2016

2d00h: NAT*: o: icnp (192.168.16.1, 2016) -> (200.1.0.3, 2016) [910]
2d00h: NAT: o: icmp (10.0.0.1, 2017) -> (192.168.16.1, 2017) [911]
2d00h: NAT: i: icnmp (10.0.0.1, 2017) -> (192.168.16.1, 2017) [911]
2d00h: NAT: ipnat_allocate_port: wanted 2017 got 2017

2d00h: NAT*: o: icnp (192.168.16.1, 2017) -> (200.1.0.3, 2017) [911]
2d00h: NAT: o: icnmp (10.0.0.1, 2018) -> (192.168.16.1, 2018) [912]
2d00h: NAT: i: icnmp (10.0.0.1, 2018) -> (192.168.16.1, 2018) [912]

Easyl P#Aundebug all
Al'l possi bl e debuggi ng has been turned off

#ed HE

BRI 4| s1ZA& 2|5l show isdn status B2 AIR
- NAT =t¢d &1Q1 5l 7|1E NAT EE#E!

- NAT X|¥ HO|X]|

- 8 & 2 AMA 7| X[

. 7|& X[ % £ M - Cisco Systems
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