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Client

CUIC Server

Fort 80

Port 8081

Port 8444
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System(A|AH]) > Licenses(2+H0|4lA) > Manage Licenses(2H0|4lA & 2[) > Update License(2}O0|
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Clients

Load balancer

System > Network > IPs > |Pv4sE Z 2|gtL|Ct
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Configure P

[P Address 110

58 | Metmask 255

% . %5 . 0 |

Type Subnet [P

| hode |J!.drure

Virtual Router ID |

-] ICMP Responss* | NONE

ARP Responge” | NONE

~ | Traffic Domain ID |

Options
| ARP [/ ICMP

Wirtual Sercer

7] Dynamic Routing

Host Route
Enable

Gatewsy 1P |

| hletric

OSPF LSA Type

@TYPES © TYPEL  Aves |

Vserver RHI Level
MOME @) ONE_WSERVER

ALL_VSERVERS

Application Access Controls

[ ] Enable Management Access control to support the below listed applications.

7]
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1A, Add(F7HE
2EHA. Create(244d)
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£ F 7}t Type as Virtual IP(742 IP
= Mgglc.

[ l.'.rute” Close ]
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Contigure P x

IP Address M0 . 10 . 2 . 61 | Netmask 255 . 255 . 255 . 255 |
Type Virtual 1P | Mode Active |
Wirtual Router ID | E ICMP Response* |HDHE E|
ARP Response® | NOME [=] Traffic Domain ID | -]
Options
[ arP  [F] ICMP V] Wirtual Server [ Dynamic Routing
Host Route
[ Enable
Gateway IP T 0 . 0 . 0 | Metic 0 |
O5PF LSA Type
@ TYPES (O TYPEL Area| |
Veerver RHI Level

MONE (@ OME_VSERVER  ALL_VSERVERS
Application Access Controls
Enable Management Access control to support the below listed applications.

| Create || Close |
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Configure Route %

Mebarork 10 . 3 . 4 . 0

Metrnask 755
Traffic Domain ID
NULL Route Yes @ No
Gateway

10
Distance :1
Weight 1
0

Cost

Route Advertisment

Global State DISABLED

] Over-ride Global

Protocol

V] OSPF | RIP V] BGP VIS

] Monitored Static Route

| Create || Close |
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2k @422 Virtual Server(7H4 AEH)->Service(AH|A) 2! Server(AE)->Monitor(2 LIE{Z) L]
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Virtual Server Virtual Senver
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! | 8081)
Service htp (pont Service http (pont Service mip (pont | | Service http (pon |
80) for Server 1 80) forServer 2 8021)for Server 1 8081)for Server 2
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Traffic Management(E2i{Z! +2|) > Load Balancing(2E &4 4l) > Monitors(Z LIE{2)2 0|5 &t
LICE.

Hodton © | @ | H
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ZLIE|E MAd5l24™ Traffic Management(E2H=! 2 2]) > Load Balancing(ZE & 4)) >
Monitors(Z2L|E{)Z 0|53t Add(F7}) HHEE 2/}
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| Type* [TCP

'I Destingtion IP

'I Destination Port

""| Cymamic Time-out

'| Cymamic Intengal

Interval |1
Response ﬁme-w’:liﬂ I |S=l:u~nd;
Dovam Time |30 | |seconds
Digvistion I I |Ee|:nmds
Retries I!

SMIMP Alert Retries |0

].ﬂu:ﬁun

Syccess Retries Il

|

Eailure Retnies Il]

] Custarn Hesder

Enabled ] Rewerse

LRTHA (Least Responze Time using Monitanng)

Met Profile

[ Tos TosId |0

| [ Transparent

J Resp Time-out Threshold |

[onE

L] Treat back slash as escape character

l

[ Secure O 1P Tunnel

@ Help

umtt || Close |




Create Monitor 4

Name* [hitp_4081] | Type* [HTTP -]
Standard Parameters I Special Pmmgl;ersl k
Intenal 1 | [Minutes v| Destingtion 1P [ . . . IO w»v
EuspnnstTime-outllﬂ | |St:¢nd= *'| Destination Port | |
Down Tirme |30 | |seconds  +| Dymamic Time-out
Deviation | | [seconds  +| DynamicIntengal _ |
Retrie E Resp Time-out Thresholg |

Success Retries [1

|

SNIAP Alert Retries [0 | Action INONE -
|
|

Custorn Header f{

Eailure Retries |l2l
4 Enabled [ Reverss [] Treat back slash as escape character
Net Profile | -

[#] LRTM (Least Response Time using Monitomng)

0 Tos Tos 4 ||' | (] Transparent [] Secure ] IP Tunnel

& Help uual:e I | Close J
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| Type HTTP

[ Treat back slash a3 escape character

Response Codes
200 Add |
302




| Typer [HTTP-ECY -
Standard Parameters | Special Parameters |
Intenal |10 | [seconds  +| DestingtionIP . = . [mpY
Response Time-cut (9 | [seconds  *| Destination port | |
Do Time |30 | [seconds  *| Dymamic Time-out |
Devistion | | [stconds  *| DymamicIntersal . |
Fetrieg |3 | Resp Time-out Threshold | |
SNIAP Alert Retries |0 | Action NONE -|
Success Retries |1 | -
Eailure Retries |2 | Custom Header =
Enagled [] Reverse ] Treat back slash as escape character
[ LRTH (Least Response Time using Monitoring) LIRS I -

O Tos ToSI |0

| O Transparent [¥ Secure 1 1P Turnel

| Create || Close |
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Send Btring

GET https/F10.10.2. 46:3 4447 cuic/probe

[] Treat back slash as escape character
Becenss String

In Service

[] Treat back slash as escape characker




% =i

 Standard Parameters |

Special Parameters |

Interval |10 | |seconds | Destination IP | |01 pvs
Response Time-aut I'EI [ |S=l:n~nd; 'I Destination Port | |
Doam Time |!I.'I [ |E=:mdl- "*I Crgmammic Time-out | |
Digvistion I [ |Ee|:n~nds '| Cymamic Intengal | |
Retrie; E | Resp Time-out Threshold | |
SNIMP Alert Retries |0 | action [one -|
Syccess Retries |1 | -
Eailure Retries |2 | Custom Header %
& Enabled | — [] Treat back slash as escape character

7

LATH (Least Response Time using Monitoring)

Met Profile

[ Tos TosId |0

I [ Transparent

Secure O 1P Tunnel

@ Help

'_grem || Close |




Create Monitor

Mame* |{u:-‘|;_::uh5_htlps-er'.|

| Typer |HTTR-ECV -

Srandard Parameters  Special Pararmeters ]
Zend String
GET httpsff 10,102 4T 8444 cuicfprobe =

L] Treat back slash ys escape charscter
Becenve Sring

[n Service &

[] Treat back slash as escape character
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MetScaler > Traffic Managerment 3 Load Balancing > Serwers
Fdd Bction -
Hame Siale P Adde e | IDom-ain
ATL-CLEC-SUEd @ Enakled FLET R
ATL=CURCZLIES @ bnabled 10 R0 AT

I_Lrea'te ” Close |
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L

@ 1P Address (©) Domain Name |

IPAddress*

Traffic Domain ID

Translation IP Address
Translation Mask
Resolve Retry (secs)

[] IPv6 Domain

Enable after Creating

Comments

[ Create | Close |

vertime' [T

@ 1P Address ©) Domain Name |

IPAddress* 10 . 10

47 Elvaﬁl

Traffic Domain ID

Translation IP Address
Translation Mask
Resolve Retry (secs)

] IPvé Domain

Enable after Creating

Comments

[ Create ||_Close
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Service Mame® lcui c-httpfl-subd

Protocol*  |HTTP
Traffic Domain | |

L TL-CUIC-5UB4 (10,10.2.46)

Service State @ UP Murmber of Actree Clients |
Enable Health Monitoring [ AppFlow Logging
 Monitors | Policies | Profiles | Advanced | SsL setting: |
Lvailable Configured
Moriors | [mm Weight State
op - B
i
ping
.
hiip
=
Remove
tﬂp—ﬂ:‘f m= up
wadip- ey Probes: 68341 Failed [Total: 5614 Currentz 0 |
e Last Response: Success - TCP syn+ack received,
fip Responze Time: 0,357 millizec
Comments
& Help | [s]4 I | Clase I




Service Name* |cuic-httpli-subd | Server* [ATL-CUIC-5UB4 (10.10.2.45)
Profocol*  |HTTP ~| Por [g0

Traffic Domain | -|

Service State @ UP Mumber of Sctive Clients

Enable Health Monitoring [ AppFlow Logging
Monitors | Policies | Profiles Advanced | S5t settings |

~Thresholds
Mz Requests o | | | Max Bandwidth (kbits) [0
Mag Clients |0 | | | Monitor Threshotd |0

~[dle Tirme-out (secs)

Client 180 | Server [360
'EIE'.'E"IHJ

[ Use Source IP [] Client Keep-Altve [ TCP Buffering L] Compression

C1 ClientIP Header | |

Camments

@ Help




Service Name* | cuic-hitp

Protocol*  |[HTTP -|

Traffic Domain II] 'r|

Senvice State @ LIP

Disable [ | Enable Health hMonttaring (v AppFlow Logging
v c
. Monitors | policies | Profies | Advanced | S5t Settings |

Bossilable

Seryer® [ATL-CUIC-SUBM (10.10.2.45) =
Pt [ane1 |
Mumber of Active Clients |

Configured

State: UP

Probes: 68352  Failed [Total: 5630 Current: 0]

Last Response: Success - HTTP response code 302 recened,
Response Time: 0.754 millisec

Carmments

@ Help

Ii_l | Close I




Service Name* | cuic-httpB0801-sub4 |s-uw* |ATL-CUIC-5UB4 (10.10.2.45) |-
Profocol*  [HTTP ~| Porer [s051 ]
Tratfic Dormain |0 -|
Service State @ UP Number of Active Clients |
Eriable Health Monitoring [ AppFlow Logging
~Thresholds -
My Requests lo | | | Max Banchwidth (kbits) |0
Max Clients o | | | Menitor Threshold |0
~Idle Time-out (secs)
Client |180 | Server 360
Settings
[ Wse Saurce TP [ Client Eeep-Alive ] TCP Buffering  [] Compression
O Client 1B Header | | i
P it b
Comrments
@ Help | 0K I | Clase I




Service Marne® | cuic-hit

Protocol*  [SSL_BRIDGE

Traffic Domain Iﬂ

T|

Semdce State @ UP

Lorailable

[+l Enable Health onitoring [ AppFlow Logging
. Monitors | policies | Profiles | Advanced | Sst settings |

| Senver® [ATL-CUIC-SUBA (10.10.2.46) =
<] Ports 5444 |

Mumber of Sctree Clients |

Configured

State: LP

Probes: 384901  Failed [Total: 8624 Current: 0 ]
Last Response: Success - Pattern found in response.
Response Time: LA63 millisec

Camments

@ Help

I [0]4 ” Close I




Configure Service

Senvice Name* |cuic-httpa-subd Seryer* |ATL-CUIC-SUB4 (10,10.2.46) | =|
Pratocal® _ Rl - Paort*
Traffic Dormsin _ =]

Service State @ UP Mumber of Active Clients

Disable | [¥] Enable Health Monitoring ¥ AppFlow Logaging

Monitors | Policies | Profiles Advanced | ssL Settings

r Thresholds =
Max Requests [ | | | Mox Bandwidth (kbits) |0
Max Clients [

Maonitor Threshold ||:|

m

rIdle Time-out (secs)

Client 180 | Server [360

Settings

] Wse Sowrce P[] Client Keep-2live L] TCP Buffering
Header .

4 i1}

Carmrments

@ Help | Close
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| (8 [P Address Based O IP Pattern Based
Pratocal® [HTTP ~| PAddres* |10 .10 .2 .6l |
[ Metwork Wierer  Range |1 | Fort* |E'3 |
[ Enable DS54 [ Bypass ABAA Requests Tratfic Domain I | -|
ute @ UP [ Disable | [ AppFlowLogging
rLE hethad -
Method |Least Connection w| Mew Service Startup Request Rate | | |PeR_sECOND =]
Current Method: Round Robin fnerementintenat I I
Reazon: Bound serdce’s state changed to
up
rPersistence rBackup Persistence
Persistence  |SOURCEIP w| | | Persistence  [MONE ~|
Time-out {min) |40 || | Time-out (min) |2 |
PdMetmask | . . . |
10 BAnck | apath, 170 | =

Neme  |DEZ | ® 1P Address Based O IP Patter Based

Pratacal* [HTTP -] Paddress 10 .20 .2 .61 |
[ Network Vsrver Range |1 | Pore |s0g1 |
[ Enable DNS64 [ Bypass AAAA Requests Traffic Domain D | -

1010248
1010247
10102 46
1010247

Comments

@ Help I_L” Clase I




Configure Virtual Server [Load Balancing)

®
Hame*  |DC2-CLAC-HTTPS J
Protocal* o Paddees |10 .10 .2 . 6l
Fange Part®
| Enable DNZ54 [ Bypass ASBA Requests Traffic Dormaan ID
Srate @ UP | Dissble | [ AppFlow Logging
Services | Senvice Groups | Palicies | Method and F'tl:l:ttm:t] Advanced | Profiles | Sl Settings |
Sctrote Al Deactvate A <, Find |
|aceive |servce tme |P raxess | ot forotocor  [Seate | et | Dryriemic Vieigrt |
i cuic-hitpa-zubd 1010.2.46 8444 55L_BRD.. @ LP 13 |
¥ cuic-hitps-subs 1010247 8444 55L_BRD.. @ P 12 o
_11 Add _T Open ;:l Rerroese
Comments |
& Help Lk Clage
Rl&ad 18 M4
X&d 88 4ste{™ Traffic Management(EE{Z & 2|) > Load Balancing(2E #&4)) >
Persistence Groups(X|&4 I &)E 0[S5t1 Add(F7HE g LCt.
Method as Least Connection, Per3|stence as SOURCEIP and Time-out as 40now minutesE 41&4
guct ol 72 LW B0 M2 D E BIE 7t 302 M™E|of Q7| MEJLICH A2 T E] H._l_'.=_
Wt 2 g2 TAsob 2Tk Lol B Mol Chal CHE M2 D2 HIEE ass H2 of 2t
SHEELCH
Zf CUIC MHH = 3712 ZEO|M =& CH7[St 22 0{7|0f 37He| 7t&f MHE 25 Z & 3H0I= g LICH.

ZoI0|HE 7 EX CUIC MHZ o|O0| MEEIHTTP 80 ZEOf| CHgt e af
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P TR S
LinTigure Fers

Group Name IPgroupDC2 |
Persistence® [ SOURCEIP =
IPvd Netrmask ks : 255 255 255 |
IPv6 Mask Length [128 |
Time-out |40 |
Backup Persistence* | NONE =
Wirtual Senver Name® Configured (3) Rermove Al

DC2-CLIC-HTTP -

DC2-CUIC-HTTPE0S1 -

DCZ-CUIC-HTTPE =

] L ok ]| Close |
SES

1. http://support.citrix.com/proddocs/topic/netscaler/ns-gen-netscaler-wrapper-con.html
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