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O oL
Active FTP Passive FTP
Active FTP .

command @ client 1023 -> server 21
data ; client =>1022 <- server 20

Fassive FTF .
command @ client >1023 -2 server 21
data . client 1022 -=> server =1023

2 FTP

Y FTP ZEO|X= S2t0|HET ¢olo| HEr = ZE(N>1023)01A FTP M| BE £
2NZ2 AZELICH OHCIS Z20|MEE TE N>10232 Al 7|8 7| AlEStD FTP HtHoﬂ
FTP BF ZE N>10238 M&ELICH O oh8 MHE 22 40| ZE(ZE 20)0iA ZEt0|A
Eo| X|YE olo|ef ZEOf ChA| AAELICtH
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Al

N D 2= HEYT ALIEIQ= ASAOIM FTP ZIA7F 2 A45HEl AFEHOYIA ATstLIC
AlLig|@ 1. &M 2o s A= FTP 22}0|A
ASAQ| LIE HIEL3T0 ¢dAE ECI0|¢UE L 2|8 HEX T O| M.

HE 2|3 cto|o{1=H

192.168.1.15
0 o o | 1
I Step1: Control
FTP Server in Qutside I Connection
Metwork 1
|
Outside Network I
192.168.1.0/24 i
Inside Network 172.16.1.5
....... 5 172.16.1.0/124 Mapped IP - 192.168.1.5
I 2
] |
Step2 : Data 1 B 2B .12 q
Connection 1 e P
: Ed
FTP Client in Inside
HNetwork
Active Moide
N 23 of HmaElolMol M ABEIS 1P FA K AMAE QEIM BN R Bt

o| o|O|X|ofl EAIE ZWXEH, ASE HEQT MHoE IP172.16.1.58 A5t LIE WEK 30
Z2}0|HEQ} & ASAZF Q& LICH ME{7FIP 192.168.1.152| 2|5 HEL|3 0 {/&L|Ct. Z2t0|
HEE QIE HEL 3o oHZE IP 192.168.1.55 7t K| & LICt.

FTP ZdAtoll M Dynamic Port Channel(5%1 ZE #i'd)0| G2I22 Q|F QIE{Ho|AMM AMA S
E2 58 €It eigLch.

ZAx| 22y o]M od Al

<tfroot>

ASA Version 9.1(5)

!

hostname ASA

domain-name corp. com

enable password WwXYvtKrnjXqGbul encrypted
names

!

interface GigabitEthernet0/0



nameif Outside
security-level 0

ip address 192.168.1.2 255.255.255.0
|

interface GigabitEthernet0/1
nameif Inside
security-level 50

ip address 172.16.1.12 255.255.255.0
|

interface GigabitEthernet0/2
shutdown

no nameif

no security-level

no ip address

|
interface GigabitEthernet0/3
shutdown

no nameif

no security-level

no ip address

|
interface Management0/0
management-only

shutdown

no nameif

no security-level

no ip address

I--- Qutput is suppressed.

I--- Object groups is created to define the host.

obj ect network obj-172.16.1.5
subnet 172.16.1.0 255.255.255.0

I--- Object NAT is created to map Inside Client to Outside subnet IP.

obj ect network obj-172.16.1.5
nat (Inside, Qutside) dynamc 192.168.1.5

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default



inspect

dns preset_dns_map

inspect ftp

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

h323 h225
h323 ras
netbios
rsh

rtsp
skinny
esmtp
sglnet
sunrpc
tftp

sip
xdmcp

I--- This command tells the device to
I--- use the "global_policy" policy-map on all interfaces.

service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

<ffroot>

Client in Inside Network running ACTI VE FTP:

Ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Qutside
192.168.1.15:20 inside 172.16.1.5:61855
, idle 0:00:00, bytes 145096704, flags UIB

<--- Dynam ¢ Connection Opened

TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61854

, idle 0:00:00, bytes 434, flags UIO
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047|M Inside2| E2}0|¢d
CIS ECI0|MEE 6RE
[ClO|E] A2 Al&t5tD

AA ZE 618540t SMX| ZE 210] Cist AZAES A|ZHEL|CH a7
Ztot A Port HHEE MSEELICH a8 M7} AA ZTE 2000 EX
| 2% £0f| IZE BHHE Sl & ZE 7| ALHELICH

ol olOlx[oil ZA|E LHF QIE{m|0|AE HAME LICEH

Ho. Source Destination Protocal Length Info

17 12.102472 172.16.1.5 192.168.1.15 TCP 54 B1B54~21 [ACK] Seqel052038302 Ack=l737976541 win=131100 Lens=0
18 12.104013 192.168.1.15 172.16.1.5 FTP 96 Response: 220-FileZilla Server version 0.9.33 beta

19 12.104227 192.168.1.15 172.16.1.5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmsx.de)
2012.104395 192.168.1.15 172.16.1.5 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/Filezilla/
21 12.104456 172.16.1.5 192.168.1.15 TP 54 £1854-21 [ACK] Seq=1052038302 Ack=1737976628 win=131012 Len=0
22 12.108698 172.16.1.5 192.168.1.15 FTP 66 Request: USER cisco

23 12.109461 192.168.1.15 172.16.1.5 FTP B7 Response: 231 Password required for cisco

24 12.112726 172.16.1.5 192.168.1.15 FTP 69 Request: PASS ciscol2l

2512.113611 192.168.1.15 172.16.1.5 FTP 69 Response: 230 Logged on

26 12.115640 172.16.1.5 192.168.1.15 FTP 61 Reguest: CwD [

27 12.116311 192.168.1.15 172.16.1.5 FTP 101 Response: 250 OwWD successful. "/" 15 current directory.

28 12.327680 172.16.1.5 192.168.1.15 TR 54 61B54=21 [ACK] Seq=1052038336 Ack=17379767B4 win=130856 Len=0
29 13.761258 172.16.1.5 192.168.1.15 FTP 62 Reguest: TYPE I

762311 Response:

200 Tyue set o I

3 200 Port command success u
RETR n7000-52 .6.2.12.bin

36 13. L 172.16.1.5 FTP Besponse: 150 Opening data channel for file transfer.

37 13.768551 192.168.1.15 172.16.1.5 TP 54  20+61855 [ACK] Seg=2835235613 ack=266238505 win=131100 Len=0
38 13.769787 192.168.1.15 172.16.1.5 FTP=DATA 1434 FTP Data: 1380 bytes

39 13.769302 152.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Frame 31: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)
% Ethernet IT, Src: Vmware_ad:24:77 (00:50:56:ad:24:77), Dst: Cisco_c9:92:89 (00:19:e8:c9:92:89)
# Internet Protocol Version 4, Src: 172.16.1.5 (172.16.1.5). Dst: 192.166.1.15 (192.168.1.15)
@ Transmission Control Protocol, Src Port: 61854 (51854), Dst Port: 21 (21), Seq: 1052038344, Ack: 1737976803, Len: 25
= File Transfer Protocol (FTR)
= PORT 172,16,1,5,241,159r\n
Request command: PORT
Request arg: 172,16,1,5,241,159
Active IP address: 172.16.1.5 (172.16.1.5)
Active port: 61855
0010 00 41 4F 22 40 00 80 06 3c cB ac 10 01 05 <0 a8
Qo9 0l OF f1 DD 15 de bd o
gg gi 52 54 20 311 37 32 2c 31

0030 7F c§ 4e 16 OO0
Q040 31 2¢ 31 35 39 0d 0a

36 2C 31 2¢ 3% 2:

3

o| o|O|X[ol ZAIE CHE QF QUEH 0|AE A ELICH

o Time Source Distiration Piotocol  Rength Info

15 TP 54 61854+

5 Sl Al -WCK] Seq ‘.LS
. 103876 b i b FTP 96 Response: 220-Filezilla Server version 0.9.33 beta
.104105 = ) 7o [ FTF 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
.104273 = 1.5 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
2104334 S -1.15 TCP 54 B1854+21 [ACK] Seq=1859474368 Ack=213433729 Win=131012 Len=0
.1085591 a5 115 FTP 66 Request: USER cisco
.109323 o iy e Il FTP 87 Response: 331 Password required for cisco
1126804 = 15 o By FTP 59 Request: PASS ciscol2l
2113489 i 7 kL FTP 69 Response: 230 Logged on
. 115518 1. o k) FTP 61 PRequest: OWD /
116174 s o L FTP 101 Response: 250 WD successful, /" is current directory.
327574 2 .1.15 TP 54 61854-21 [ACK] Seq=1859474402 Ack=213433685 Win=130856 Len=0
- T61166 e o be Request: TYPE I
. 762173 5 i b 00 Type set to I

. 1.15 FTP gO 19 1,5, 241

kS

. 768032 192.168.1. 1.5 150 Opening data channel for file transfer.
37 13.768429 192.168.1.15 192.168.1.5 TCP 54 20461855 [ACK] Seq=1406112685 Ack=7ESE12050 win=131100 Len=0
38 13.769665 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
39 13. 769680 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Frame 31: B0 bytes on wire (640 bits), B0 bytes captured (640 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Vmware_ad:24:76 (00:50:56:ad:24:76)
m Internet Protocol Version 4, Src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.15 (192.168.1.15)
@ Transmission Control Protocol, Src Port: 61854 (61854), Dst Port: 21 (21), Seq: 1859474410, Ack: 213433904, Len: 26
2 File Transfer Protocol (FTP)
= PORT 192,168,1,5,241,158\r\n

Request command: PORT

Request arg: 192,168,1,5,241,159

active IP address: 192.168.1.5 (1%2.168.1.5)

Active port: £1855
0010 00 42 4F 22 40 00 BO 06 28 2f <0 a8 01 05 <0 aB P o —

0020 Q1 Of f1 9e 00 15 Ge d3 53 ea Oc b8 be 30 50 18 ...... n. £....0pP.
0030 7f c5 a7 7d 00 00 S0 4f 52 54 20 31 39 32 2c 31  ...}..PQ RT 192,1
0040 36 38 2c 3L 2c 35 2c 32 34 31 2¢ 31 35 39 Od Oa  68,1,5.,2 41,159..

|-I=I
e

ZE 2 674 3 0FX|2 27HE ALE5tod AHlAHEILICH RIZ4RE2 IP FL0[D 2R E2
LIC

LICt O] J&0|M 2 = UXO| IP FAE 192.168.1.50|11 241*256 + 159 = 61855 L|C}.

Capture(Z{&)= FTP AAI7F & 43HEl B Port Commands(ZE &) 9| 20| HAZIUS S £ 0
ZLICt. Inside Interface Capture= IP2| AA| Zt2 £ 0{FH Client for Server7} Cl|O|E AM'A&
otO|AE o A%t 7| fIsh B ZEE H04F 1 Outside Interface Capture= HEE FAE &

ELCh.

o My HI

]



AUEIR 2. £8 ZER FHEIFTP EE0|HE
ASAL| LIF HEL|Z o /e EEt0|UE & 2IF HER T U= A

HIE9I3 choloi 12

192.168.1.15
- é __________
1
I Step1: Control
FTP Server in Qutside 1 Connection
Network 1
|
Outside Network |
192.168.1.0/24 i3
Inside Hetwork 172.16.1.5
172.16.1.0/24 Mapped IP - 192.168.1.5
et =
1 2
Step2: Data . >l P .12 q
Connection ! T
I
1

FTP Client in Inside
Hetwork
Passive Mode

ks

<#root>

Client in Inside Network running Passive Mde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Qutside
192
.168.1.15: 60142 inside 172.16.1.5: 61839

, idle 0:00:00, bytes 184844288, flags UI

<--- Dynamic Connection Qpened.

TCP Outside

192.168.1.15: 21 inside 172.16.1.5: 61838

, idle 0:00:00, bytes 451, flags UIO

047|M LiF SCO|UE= A4 X E 61838 SMX| ZE 2110t AZAS AIRELICH IHA[E FTPO|



52 2Eto|AEE £ 25 AISELUCH met 22t0|AETH PASY BEE TS5 A
=6 FE o2 85T Set0IMEE Hlo|H g 2Isl sig A7Uof dZF LI

ol olOlx|ol ZAIE! LHF QIE{m|O|AE A E LICEH

421 [ACK] Seqel456310601 Ack=700898683 Win=131100 Lena0
Response: 220-FileZilla Server version 0.9.33 beta
Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

192.168.1.15
16.1.5

35.657717
51 35.659701
52 35.659853

53 35.660036 518368-21 [ACK] Seqel456310601 Ack=700898770 Win=131012 Lena(
54 35.660677 Response: 220 Please visit http: [/fsecurcefarge.net/projects/Filezilla/
55 35661837 Request: USER cisce

56 35, 664904 Response: 331 Password required for cisco

57 35.665621 Reguest: PASS ciscol2d

58 35.666521 Response: 230 Logged on

59 35.668825 Request: Cwh [/

50 35. 669496 Response: 250 CwD successful. "/ is current directory.

61 35.670351 Request: PwD

62 35.871022 Response: 257 "/ is current directory

63 35.873908 61838421 [ACK] Seq=1456310640 Ack=?0089395? Win=130824 Len=0
B4 37.549675 Request: TYPE I

.S50789 .16E .'L 15 Response: 200 Type set to I

equest:

71 37.559791 72.16.1.5 .168.1.15 61839460147 [ACK] Seq=597547300 Ack=2027855231 Win=262140 Len=0

72 37.560524 192.168.1.15 172.16.1.5 FTP 79 Responge: 150 Connection accepted
73 37.578223 192.168.1.15 172.16.1.5 FTP-DATS 1434 FTP Data: 1380 bytes
74 37578238 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Src: 192.168.1.15 (192.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
@ Transmission Control Protocel, Src Port: 21 (21), Dst Port: 61B38 (B1B38), Seq: 700898976, Ack: 1456310854, Len: 50
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode {192,168,1,15,234,238)4r\n
Response code: Entering Passiwve Mode (227)
Respense arg: Entering Passiwve Mode (192,168,1,15,234,238)
Passive IP address: 192.168.1.15 (192.168.1.15)
Passive port: 60142
0030 gL £f d0 fb 00 00 32 32 27 20 45 6e 74 €5 72 69 ...... 22 7 Enteri
0040 Ge 67 20 50 61 73 73 69 76 65 20 4d 6f B4 65 ng Passi we Mode
0050 28 31 39 32 2¢ 31 36 BB 2c 31 2¢ 31 35 2¢ 32 33 (%92.168 .1,15,23
Q0RO 34 2c 32 33 38 29 0d O 4,238)..

ol olOlx|ol ZAIEl CH= 2|F QE{m|0|AE AXMELICE

Prgtecol

Length_Info

3E~21 [MK] seq 2543303556Ack 599?40451 Win=131100 Leno

35. 657580

al.
.B59532 -1.15 FTP 96 Response: 220-FileZilla Server version 0.9.33 beta
. 659686 115 FTP 99 Response: 220-written by Tim Kosse (Tim. Kosscligmc de}
. 659884 o ] TCP 54 61B38+21 [ACK] Seq=2543303556 Ack=593740538 Win=131012 Len=0
. 660510 .1.15 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
. 661700 inh FTP 66 Request: USER cisco
664736 1.15 FTP 87 Response: 331 Password required for cisco
.B65484 =l FTP 69 Request: PASS ciscolll
. BGEIEY 115 FTFP 59 Response: 230 Logged on
. 668673 ke, FTP 61 Request: CwWD [/
LB69344 .1.15 FTP 101 Response: 250 OwD successful. /" is current directory.
-BF0199 25 ETP 59 Request: PWD
LBFOBTO .1.15 FTP 85 Response: 257 "/" is current directory.
.BF3FEE o L TCP 54 £1838-+21 [ACK] Seq=2542303595 Ack=599740725 Win=130824 Len=0
. 549569 210 FTP 62 Request: TYPE I
. 550822 i i 200 Type set to I

WAL 1 ) o oo B 6163960142 [ACK] Seq=T3T7' n=262140 Len=0
72 37.560356 -1.15 192.168.1.5 FTP 79 Response: 150 Connection accepted

73 37.578071 S I 1 192.168.1.5 FTR=DATA 1434 FTP Data: 1380 bytes

74 37.5780B6 1.15 192.168.1.5 FTP-DAT# 1434 FTP Data: 1380 bvtes

& Internet Protocel Version 4, Src: 192.168,1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
 Transmission Contral Protoco] Src Port: 21 (21}, Dst Port: 61838 (61838), Seq: 599740744, Ack: 254330360%, Len: 50
= File Transfer Protocel (FTP)
= 227 Entering Passive Mode (192.168,1,15,23d,238)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passiwve Mode ({192, 168,1,15,234,238)
Passive IP address: 192.168.1.15 (192.168.1.15)
Passive port: 60142
01 ff dc bd 00 00 32 32 37 20 45 6e 74 65 | E—— 2 7 Enteri

0030 72§

0040 Ge 67 20 50 61 73 73 69 76 63 20 4d 6f 64 65 20 Passi ve Mode
0050 28 31 39 32 2c 31 36 38 2c A 2c 1 3 2c 2 N (%92 168 ,1,1%,23
0060 34 2 338 2 Oa 38)..

ZEOof chet AldtE SYstH FxIELICH

Ao AZ B ZWAH FTP AALZL G5t El B9 ASAE Z &l IP £fS ChA| &LCh 8 HofE
HAg ol 8 ZE IS Lot

CIEt 22 32 4 M2 HEQLICE FTP AL A o+ &



<ffroot>

ciscoasa(config)# sh conn
2 in use, 3 most used

TCP Outside

192.168. 1. 15: 21 inside 172.16.1.5: 61878

, idle 0:00:09, bytes 433, flags UIO
TCP Outside

192.168. 1. 15: 21 inside 172.16.1.5: 61875

, idle 0:00:29, bytes 259, flags UIO

FTP AAt7} gio™ 2 E HHEZ CHA| ELHZ|BE A 5HX|BF, 2[F 0 M Original IP7F NATE|X| &£ 2
PORTZ 24l |-E§ SHO| H&LICH HEoME 22 #H40| LIEF & LT

Zx|aglo|M E{0ld 2 =0 MHE fixup protocol ftp 21 HZ0| i FTP HALS HIZMSIE = ¢
&Lct.

S

FTP AAL7I g™ Z2}0|2E 7} Insidedd| /S [ PASY H- 0 2 SEFLICH Insided I 2= ZE
HZo| gz, OI Q1AR ZF InsideOll M A|ZHEILICE

AlLE| 3. &8 2o chs = HE FTP 22I0|HE
ASAS| 2|F HERZ0 = ZCI0|E L DMZ U ELZH Ues HH

L E<|= Ctojo{ 1 &Y

TO2008:15 | | | | e e -
]
1 Step1: Control
] , Connection
Ll : 1
FTP Client in Outside Outside Network 1
PIERYeOTl 192.168.1.0/24 N
Active Mode ] mlatlie 0 N o oam am o mm e ms oam omm omm =
DMZ Hetwork 172.16.1.5
172.16.1.0°24 Mapped IP - 192.168.1.5
e i -
]
Step2 : Data L 12 q
Connection 1 | ]
1
]

R o L e o e e i e e e e FTP Server in pmMz2
Hetwork



A RS-
=o.

<#root>
ASA(config)#

show runni ng-config

ASA Version 9.1(5)
|
hostname ASA
domain-name corp .com
enabTle password WwXYvtKrnjXqGbul encrypted
names
|
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
|
interface GigabitEthernet0/1
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
|
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface Management0/0
management-only
shutdown
no nameif
no security-level
no ip address

I--- Qutput is suppressed.

l--- Permit inbound FTP control traffic.

access-list 100 extended permt tcp any host 192.168.1.5 eq ftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5



I--- Object NAT is created to map FTP server with IP of Outside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside

class-map inspection_default

match default-inspection-traffic

!

!

policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default

inspect dns preset_dns_map

inspect ftp

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
|

h323 h225
h323 ras
netbios
rsh

rtsp
skinny
esmtp
sglnet
sunrpc
tftp

sip
xdmcp

l-—-- This command tells the device to

1--- use the "global_policy" policy-map on all interfaces.

service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#



<tfroot>

Client in CQutside Network running in Active Mde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP outside 192.168. 1. 15:55836 DWZ 172.16.1.5: 21,

idle 0:00:00, bytes 470, flags UIOB

TCP outside 192.168. 1. 15: 55837 DVZ 172. 16. 1. 5: 20,

idle 0:00:00, bytes 225595694, flags UI

<--- Dynanic Port channel

o| o|O|x|ofl EAIEl CHE DMZ QIE{H|0|AE ZHR{EFLIC}.

o Tirme Zource Destination Frotocol Length Info

$5836=21 [ACK] Seq=3317358683 Ack=3073360303 Win=131100 Len=0

AF
TR
wa

B

17 12.037214 192.168.1.15  172.16.1.5

18 12.038257 172.16.1.5 192.168.1.15 FTe 96 Response: 220-FileZilla Server wersion 0.9.33 beta
19 12.038434 172.16.1.5 192.168.1.15 FTP 99 Response: 220-written by Tim Kesse (Tim.Kosse@gmyx.de)
20 12.038511 172.16.1.5 192.168.1.15 FTP 115 Response: 220 Please visit http:/ffsourceforge.net/projects/filezilla/
21 12.038770 192.168.1.15 172.16.1.5 TEP 54 55836-21 [ACK] Seqm33173I58683 Ack=3073360390 Win=131012 Len=0
22 12.039228 192.168.1.15 172.16.1.5 FTP B6  Request: USER cisco
23 12, 040677 172.16.1.5 192.168.1.15 FTP 87 Respense: 331 Password required for cisco
24 12.044767 192.168.1.15 172.16.1.5 FTP B9 Request: PASS ciscolll
25 12,045575 172.16.1.5 192.168.1.15 FTP 6% Response: 230 Logged on
26 12.049313 192.168.1.15 172.16.1.5 FTP 61 Request: CwD /
27 12.049939 172.16.1.5 192.168.1.15 FTP 101 Response: 250 WD successful. "/" is current directory.
28 12.053036 192.168.1.15 172.16.1.5 FTP 59 Request: PWD
29 12.053677 172.16.1.5 192.168.1.15 FTF 85 Response: 257 "/ 95 current directory.
30 12, 274888 192.168.1.15 172.16.1.5 TCP 54 5583621 [ACK] Seqe=3317358722 Ack=3073360577 Win=130824 Len=0
31 13.799702 192.168.1.15 172.16.1.5 FTe B2 Request: TYPE I
2 FTP 2 sponse:

Response: 200 Port comman SUCCEsS
84 Request: S'FOR n?OlJD sz :l(g 6.2.12. bin

802540

L

35 13.803959 192.168.1.15 172.16.1.5

? 1.54 ?..S 9...5 FTP P.se; 150 Opening data channe1for ﬁ'letransﬁer

39 13.806043 172.16.1.5 192.168.1.15  TcP S4 2055837 [ACK] Seq=1812810162 Ack=177579186 Win=131100 Len=0
4013.820321 192.168.1,15  172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

41 13.820321 192.168.1.15  172.16.1.5 FTP-DATA 1434 FTP Data: 1380 butes

@ Internet Protocel Wersion 4, Srci 192.168.1.15 (192.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
Transmission Contrel Protocel, Src Port: 55836 (55836), Dst Port: 21 (21), Seq: 3317358730, Ack: 3073360596, Len: 26
= File Transfer Protocel (FTP)
= PORT 192,168.1,15,218,2%\r\n
Request command: PORT
Reguest arg: 192,168,1,15,21B,29
Active IP address: 192.168.1.15 (192.166.1.15)
Active port: 55837

0010 00 42 7a 10 40 00 80 06 11 d% cO a8 01 Of ac 10 BZ.@ .
01 05 da lc 00 15 c5 ba e0 Ba b7 2f c2 dd4 5018 ........ ... 7B

0030 7f bd 31 Od 00 Q0 50 4 52 54 20 31 39 32 2¢ 31 ..1.., PO RT 192,1
36 38 2c 31 2c 31 35 2c 31 38 Zc 32 39 0d Oa 53 1,1%, 218,29..

ol olOlx|of ZAIE CHZ 2|F QE{m|0|AE AXFLICE



N

Lource Destimation Protocol Length Info

L 049803

2 s 55836-21 [ACK] Seq=24660%6899 Ack=y26281312 Win=131100 Len=0
24 12.050316 s o Bl FTP Response: 220-FileZilla Server wersion 0.9,33 beta
25 12, 051054 ks L 1S FTP Response: 220-written by Tim Kosse (Tim.Kosse@gm:,de)
26 12.051115 SR i o B FTP Response: 220 Please wisit http://sourceforge.net/projects/Filezilla/
27 12.051359 i e B b Fr TCP 55836+21 [AcK] Seq=2466096899 Ack=726281399 wWin=131012 Len=0
28 12. 051817 Zianl iy o bt FTP Request: USER cisco
29 12.053281 o Loy SLLS: FTP Response: 331 Password required for cisco
30 12, 057355 115 1.5 FTP Request: PASS ciscol2d
31 12.05819%4 LIRS =TS1S. FTP Recponse: 230 Logged on
32 12. 061902 i 5 4 .15 ETP Request: CwD /
33 12. 062558 e SL=1S FTP Response: 250 WD successful. "/" is current directory.
34 12. 065640 .1.15 i I FTP Request: PWD
35 12. 066281 = T SLSEE, FTP Response: 257 /" is current directory.
36 12. 287476 2o i b 5 e TCP 55836-21 [ACK] Seq=245660%5938 Ack=726281586 Win=130824 Len=0
37 13.812275 1,15 e LS FTR Request: TVPE I
B13145 i 1 : 200 Type set to I

3.814 .1.15 F 1, 15721

.B15159 S 200 Port command successfu

L B16548 s TOR n7000-52-dkd. 6 2.bi

.B18058 3 Response: 150 Opening data channel for file transfer.
45 13.B18653 192 168.1.5 192.168.1.15 ‘l‘i: 2055837 [ACK] Seq=3719615816 Ack=2377334291 win=131100 Len=0
46 13, 832910 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
47 13.832925 192.168.1.15 192.168.1.5 FTP=DATS 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Src: 152.168.1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
@ Transmission Control Protocol, Src Port: 55836 (5SE36), Dst Port: 21 (21), Seq: 2466096346, Ack: 726281605, Len: 26
= File Transfer Protoce]l (FTP)
= PORT 192,168,1,15,218,2%\r\n
Request command: PORT
Request arg: 192,168,1,15,218,29
Active IP address: 192.168.1.15 (192.168.1.1%)
Active port: $5837

0010 00 42 7a 10 40 00 B0 06 fd 40 o0 a8 01 Of c0 a8  .Bz.@... .@......
0020 01 05 da 1c 00 15 92 fd a7 32 2b 4a 2d 85 50 16  ........ L 24)-.P.
0030 7f bd a? bf 00 00 S0 4f 52 54 20 31 39 32 2c 31 ...... PO RT 192,1
0040 36 38 2c ¥ 2c 31 3% 2c 32 31 38 2c 32 39 Od Oa  68,1,15, 218,29..

07| EEI0|MEE HE|E 2= ZEI0|ME 192.168.1.158 Al™st 1 ZE 21 | DMZOH UE M
ot A4S AIXELICH O OFS SEl0|MYEE 6/ S 210 & El port BEE Mol ™S
Eof AggLIct 2 OhE MHE &4 ZELO| H|0[E o % ZOOE AIEFE

u°l'

ALUE|IR 4. 8 ZEE A™¥st= FTP 22t0[AE

ASAL| 2|F HE®L|Z0| Rl 2Et0|HUE X DMZ HELZ o QU= MH

93 cholofa

192.168.1.15 P o ] N R B e e MR A
]
]
i Step1: Control
: Connection
L i 1 i, ]
FTP Client in Outside Outside Network %
Sl 192.168.1.0/24
Passive Mode i AR L i i
DMZ Network 172.16.1.5
e i e L o o 172.16.1.0:24 Mapped IP - 192.168.1.5
b
1 2
! Az
|
Step2 : Data |
Connection !
Vo e e e e e e e o = FTP Server in DMZ
Hetwork

o1z

<#root>

Client in Qutside Network running in Passive Mde FTP:



ciscoasa(config)# sh conn
3 in use, 3 most used

TCP
Qutsi de 192.168.1.15:60071 DvZ 172.16.1.5:61781

, idle 0:00:00, bytes 184718032, flags UOB

<--- Dynam c channel Open

TCP

CQut si de 192.168.1.15: 60070 DVZ 172.16.1.5:21

, idle 0:00:00, bytes 413,
flags UIOB

54 6007021 [ACK] Seqed728693669 Ack=337133644 win=131100 Len=0

ddd

\166.1.15

. 517527
18 23.521479 172.16.1.5 FTP 95 Response: 220-Filezilla Server version 0.9.33 beta
19 23.521708 172.16:1.5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
20 23,521967 172.16.1.5 FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezillas
21 23.522196 192.168.1.15 TCP 54 60070+21 [ACK] Seq=3728695689 Ack=397133931 win=131012 Len=0
22 23.523737 192.168.1.15 FTP B5 Request: USER cisco
23 23.524546 172.16.1.5 FTP B7 Response: 331 Password required for cisco
24 23.526468 192.168.1.15 FTP B9 Request: PASS ciscol23
25 23.528284 172.16.1.5 FTP B9 Response: 230 Logged on
26 23.531885 192.168.1.15 FTP 61 Request: OwD /
27 23.532602 172.16.1.5 FTP 101 Response: 250 OwD successful. "/" is current directory.
28 23.536661 192.166.1.15 FTP 62 Request: TYPE I

537378 6.1.5 FTP 73 Response: 200 Type set to I

IBB42 TP Reques PASY

1 Bl
-

35 23.544518 192.168.1.15 172.16.1.5 TCP 54 B0071+61781 [ACK] Seq=4174881932 Ack=4186544817 win=262140 Len=0
36 23. 546029 172.16.1.5 192.168.1.15 FTP 79 Response: 150 Connection accepted

37 23.549172 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

38 23. 549187 172.16.1.5 192.168.1.1% FTP-DATA 1434 FTP Data: 1380 bytes

39 23.549569 192.168.1.15 172.16.1.5 TCP 54 6S0071+51781 [ACK] Seq=4174881932 Ack=4136547577 Win=262140 Len=0
40 23.549813 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

41 23, 549828 172.16.1.5 152.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

@ Internet Protocol Version 4, Src: 172.16.1.5 (172.16.1.5), Dst: 192.166.1.15 (192.168.1.15)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 60070 (60070), Seq: 397134106, Ack: 3728695737, Len: 47
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode (172,16,1,5,241,85)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Wede (172,16,1,5,241,85)
Passive IP address: 172.16.1.5 (172.16.1.5)
Passive port: 61781
0030 0L ff dB 3F 00 00 32 32 37 20 45 Ge 74 65 72 69  ...7..22 7 Enteri
0040 6 67 20 S0 61 73 73 69 T6 65 20 4d 6F &4 B5 20 ng Passi wve Hode
0050 2% 31 37 32 2c 31 36 2c 31 2c 35 2c 32 34 31 Zc é 72,16, 1,5,241,
0060 38 35 29 Od Oa 5)..
Bad e A v L ae DT L. e m aan e COF R =

ol olOlx|ol ZAIEl CH= 2|F QIE{m|0|AE AXMELICE



Destanation Protocol

48

T P 070+21 [ACK] Seq=2627142458 Ac

L 5 FTP 96 Response: 220-FileZilla Server wversion 0.9.33 beta

b 5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

Sl 5 FTP 115 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
.1.15 TCP 54 007021 [ACK] SeqeZ627142456 Ack=14936461895 win=131012 Len=(
b FTP 66 Request: USER cisco

1. FTP 87 Response: 331 Password regquired for cisco

Sl FTP B9 Request: PASS ciscol23

Sk FTP £9 Response: 230 Logged on

e FTP 61 Request: CWD /

2Bk FTP 101 Response: 250 CwD successful. "/" is current directory.

el FTP 62 Request: TYPE I

o i FTP Response: 200 Type set to I

1. FTP

0105 FTP

s FTP

6007161781 [ACK] Seqe3735016103 Ack=10473I60619 Win=262140 Len=0

. 556740 1.1 2 4
50 23.558281 192.168.1.5 192.168.1.15 FTP 79 Response: 150 Connection accepted
51 23,561409 192.168.1.5 192.168.1.15 FTF-DATA 1434 FTP Data: 1380 bytes
52 23.561424 152.168.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
53 23. 561806 192.168.1.15% 192.168.1.5 TCP 54 BOOT1+61781 [ACK] Seq=3795016103 Ack=1047363379 Win=262140 Len=0
54 23,562065 192.168.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes
55 23.562081 152.188.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

% Frame 45: 102 bytes on wire (816 bits), 102 bytes captured (616 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Ost: vmware_ad:24:76 (00:50:56:ad:24:76)
& Internet Protocol version 4, Src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.15 (192.168.1.1%)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 60070 (60070}, Seq: 1495462070, Ack: 2627142506, Len: 48
= File Transfer Protocol (FTR)
5 227 Entering Passive Mode (192,168,1,5,241,85M\r\n
Response code: Entering Passiwve Mode (227)
Response arg: Entering Passive Mode (192,168,1,5,241,8%5)
0030 01 fF 2 £5 00 0D 32 32 37 20 45 6e 74 65 72 69  ...... 22 7 Enterd
0040 €e 67 20 50 B1 73 73 69 76 65 20 4d 5F B4 65 20 ng Passi wve Mode
0050 28 31 39 32 2c 31 36 38 2c 31 2¢ 35 2c 312 4 31 (gQE.lSB \1,5,241
0060 2¢ 38 3% 29 Od Oa 85)..

7|2 FTP oiZE[7o|4d HAt 74

ZlgMez Hu|adoldos 2 7|2 oiE2l7 0l HAF Eei =t YRstE HAO0| ZF &[0
Ao ZE QAEHo[A 0| ECfE ol HAZF HEEHLICHZ ZE EH). 7|2 ofEE|7 0l HAFE

2o Z Z2EZ0| 7|2 T Eof CHdt Eci=lo| = ELICH

<#root>
ASA(config)#

policy-map gl obal _policy

2. class inspection_default WS A&stL|C}.

<#root>
ASA(config-pmap)#

cl ass inspection_default


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

3. inspect FTP HY & Al&ErL|C}.

<#root>
ASA(config-pmap-c)#

i nspect FTP

4. inspect FTP strict 3& =
Mol el BHES MESHK| 2S5 slod ESE HER3

QUEH| 0| A 0| M strict EM S EJ5tetH FTP HAl= CFE S E N

« FTP BB0| &£2/z|o{oF £t o{ZEt0[AA0|M M BHEE & LICH

« Security Appliance= LH& El B

« 227 X PORT BE2 27 EXtGol ZA|ZIX| ef=X| & lgfL|CH

A 727 strict 2M2 A2 51 FTP RFCE Uz stH| 245Hk| o= FTP 22H0|ME 7} Al

o
Ijef = QU&LICH strict S44 ALE0f| CHEH RHM|EH LIS 2 strict S AHE 2 HZsHAA

HEZ TCP ZENMFTP ZE2EZ ZAA 74

C}2 ZAm|agjo|M 2tQIC 2 H|EZE TCP ZEO| CHEt FTP ZE2EEZ ZHAIE A8 4 &Lt

(XXXXE M ZE HE 2 Cf#l).

<tfroot>

access-1list ftp-1list extended permit tcp any any eq XXXX
|
class-map ftp-class
match access-list ftp-Tist
|
policy-map global_policy
class ftp-class

i nspect ftp

Ct=& &elguct.

ZAn|aziolME d3 Mo 2 =32 show service-policy BE2 A™MELICEH 3§ show
service-policy inspect ftp BHEE Al=5I04 £E232 FTP HALE A3t LY.


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html

<#root>
ASA#
show service-policy inspect ftp

Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: ftp, packet 0, drop 0O, reste-drop O
ASA#

TFTP
TFTP AAlE 7IEMOE AFSELICE
OF 0{ZZI0|HAE TFTP ECHES AAStD ZEedt AR SXoz o4 Q! gdE g MA45H04
|C I

TFTP Zeto[AMES}t M zto| mHd 5 :
WRQ(AA7| 2%) & ERROR(2F L &)E AAFELICH

oo
h
o 10
=0
Fol
- o
Py
Py
20
H
"
é
o X
)
i
1>
ol
o
Ol
Al
HL
bi
E
Ha
-
>
_|
rt
rm
o
ofl
I
r
o
o
HL

=
0l TETPOIA Tl T8 £ o F 2 2ol

TH PATE AtE3stod TFTP EBiEE EIC|RMdHets B TFTP HALE &/d35tslioF 2 Lict

7|2 TFTP o E 2|7 0| LA} 724

Jlgxioz Au2#olMols BE 7|2 HEEIH0IM ZA ERHTIT Yxlsts KMo E3HElo]
ot ZE QIEH 0|4 0] EBfTiol HAF MSELICHS R M), 7|2 OHEEIH oI HAF E

ciEloles Zt Z2E 20| 7|2 ZTEoof Cist Eaf=lo| =& EL|CH

SHLbol Tod HAMOH MB Y 4 ALICH MEtMd 2RY HMS HHST(O|: BAE HIEE ZE
o S8 874} FIE SO SUSEIR B8 HME FIHEI) JIE BUE SESAL Hlgs
5 |E IE = EEO 7|E |:§:> =

<#root>
ASA(config)#

policy-map gl obal policy


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

2. class inspection_default WS ASHEL|C}.
<#root>

ASA(config-pmap)#

cl ass inspection_default

3. inspect TFTP B2 A#ELICT

<#root>
ASA(config-pmap-c)#

i nspect TFTP

HIE9I3 choloi 12

]
1
: TFTP Connection

Client in Qutside Outside Network 1

Metwork 192.168.1.0:24 1
]
1 DMZ Network 172.16.1.5
1 172.16.1.0/24 Mapped IP - 192.168.1.5
____________ = :

TFTP Server in DMZ
Hetwork

047|M 2CI0|HE = 2|8 HE I FAE[0] YU&LICH TFTP Mi{= DMZ W E /301l Hi x| &
LICH ME{E 28 HEulof /& IP 192.168.1.501 Of & E{L|C}.

Zm|zef ol of Al

<#root>
ASA(config)#

show runni ng-config



ASA Version 9.1(5)
|
hostname ASA
domain-name corp. com
enable password WwXYvtKrnjXqGbul encrypted
names
|
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
|
interface GigabitEthernet0/1
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
|
interface GigabitEthernet0/2
shutdown
no nameif
security-level 100
ip address 10.1.1.1 255.255.255.0
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-Tlevel
no ip address
|
interface Management0/0
management-only
shutdown
no nameif
no security-Tlevel
no ip address

I--- Qutput is suppressed.

l-—— Permit inbound TFTP traffic.

access-list 100 extended pernit udp any host 192.168.1.5 eq tftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

!--- Object NAT to map TFTP server to IP in Qutside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside



class-map inspection_default

match default-inspection-traffic

!

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global_policy
class 1inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip
inspect xdmcp
!

l--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.

service-policy global_policy global
prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009

: end
ASA(config)#
CtS2 & elghLct.

HAu|agolMg HZXMo 2 +&352{™ show service-policy S A#ErL|CH =8 show
service-policy inspect tfitp B S AH5I0{ E22 TFTP HALE X|stghLct

J

<#root>
ASA#
show service-policy inspect tftp

Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: tftp, packet 0, drop 0, reste-drop O
ASA#
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<{froot>

FTP client Inside - Packet Tracer for Control Connection : Sane Flow for Active and Passive

# packet-tracer input inside tcp 172.16.1.5 12345 192.168.1.15 21 det

Phase: 5
Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect ftp
service-policy global_policy global
Additional Information:
Forward Flow based lookup yields rule:
in id=0x76d9al120, priority=70, domain=inspect-ftp, deny=false
hits=2, user_data=0x76d99a30, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 6
Type: NAT
Subtype:
Result: ALLOW
Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5



Additional Information:
NAT divert to egress interface DMZ
translate 172.16.1.5/21 to 192.168.1.5/21

Phase: 7
Type: NAT

Subt ype: rpf-check

Result: ALLOW

Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=15, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0
input_ifc=inside, output_ifc=outside

----Omitted----

Result:
input-interface:

nsi de

input-status: up
input-Tine-status: up
output-interface:

Qut si de

output-status: up
output-Tine-status: up
Action: allow

Q| HERIZ o 2CI0|UE

<tfroot>



FTP client Qutside - Packet Tracer for Control Connection : Sanme Flow for Active and Passive

# packet-tracer input outside tcp 192.168.1.15 12345 192.168.1.5 21 det

Phase: 1

Type: UN-NAT
Subtype: static
Result: ALLOW

Confi g:

obj ect network obj-172.16.1.5

nat (DMZ, outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
Untranslate 192.168.1.5/21 to 172.16.1.5/21

Phase: 4
Type: INSPECT
Subtype:

i nspect-ftp

Result: ALLOW

Config:

class-map inspection_default

match default-inspection-traffic

policy-map global_policy
class inspection_default
inspect ftp

service-policy global_policy global

Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x76d84700, priority=70, domain=inspect-ftp, deny=false
hits=17, user_data=0x76d84550, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 5
Type: NAT

Subt ype: rpf-check

Result: ALLOW



Confi g:

obj ect network obj-172.16.1.5

nat (DMZ, outside) static 192.168.1.5

Additional Information:
Forward Flow based lookup yields rule:
out id=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=17, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0
input_ifc=outside, output_ifc=DMZ

----Omitted-----

Result:
input-interface:

Qut si de

input-status: up
input-Tine-status: up
output-interface:

DvZ

output-status: up
output-Tine-status: up
Action: allow
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