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Certificate ™ Commeon Name Type Key Type Distribution Issued By Expiration
CAPF CAPF-Ff0aedd? Self-zsigned RSA aollSpub CAPF-7f0aesd? 11/20/2021 Self-zign
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— Certificate Settings

File Name CAPF.pem
Certificate Purposze CAPF
Certificate Type certs
Certificate Group product-cm

Description{friendly name) Self-signed certificate generated by system

— Certificate File Data

[
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Serial Number: 64F2FEE13B7IC5D362E26DAB4ABBTE1E

SignatureAlgorithm: SHA2S56withRSA (1.2.840.113549,1.1.11)

Issuer Name: L=Bgxhorough, ST=MA, CN=CAPF-7f0ae8d?, QU=TAL, O=Cisco Systems, C=US

Walidity From: Mon Mowv 21 15:49:43 EST 2016

To: Sat Now 20 15:49:42 EST 2021
Subject Name: L=Boxborough, ST=MA, CN=CAPF-7f0aegd7, QU=TALC, O=Cisco Systems, C=US
Key: RSA (1.2.840.1135458.1.1.1)
key value:
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<#root>

I TL Record #:1

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGTH 2 727

2 DNSNAME 2

3 SUBJECTNAME 64 CN=CAPF- 7f 0ae8d7; OU=TAC, O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
4 FUNCTI ON 2 CAPF

5 | SSUERNAME 64 CN=CAPF- 7f 0ae8d7; OU=TAC, O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
6 SERI ALNUMBER 16 64: F2: FE: 61: 3B: 79: C5: D3: 62: E2: 6D: AB: 4A: 8B: 76: 1B

7 PUBLI CKEY 270

8 S| GNATURE 256

11 CERTHASH 20 C3 E6 97 DO 8A E1 0B F2 31 EC ED 20 EC C5 BC OF 83 BC BC 5E
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12 HASH ALGORI THM 1 nul |

ITL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 6B:99:31:15:D1:55:5E:75:9C:42:8A:CE:F2:7E:EA:E8

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 @5 9A DE 20 14 55 23 2D @8 20 31 4E B5 9C E9 FE BD 2D 55 87
12 HASH ALGORITHM 1 null

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1680

DNSNAME 2

SUBJECTNAME 71 CN=ITLRECOVERY_aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
FUNCTION 2 System Administrator Security Token

ISSUERNAME 71 CN=ITLRECOVERY_aol1l5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
SERIALNUMBER 16 51:BB:2F:1C:EE:80:02:16:62:69:51:9A:14:F6:03:7E

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 963 DF 98 C1 DB E@ 61 ©2 1C 10 18 D8 BA F7 1B 2C AB 4C F8 (C9 D5 (SHA1 Hash HEX)
This etoken was not used to sign the ITL file.
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ITL Record #:4

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 65:E5:10:72:E7:F8:77:DA:F1:34:D5:E3:5A:E0:17:41

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 00 44 54 42 B4 8B 26 24 F3 64 3E 57 8D QE 5F BO 8B 79 3B BF
12 HASH ALGORITHM 1 null

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
FUNCTION 2 System Administrator Security Token

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

codOO UL A~ WN PR



9 CERTIFICATE 959 20 BD 40 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1l Hash HEX)
This etoken was used to sign the ITL file.

ITL Record #:6

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=aoll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 4@ 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX)

OCoo~NOULEE WN B

ITL Record #:7

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1031

DNSNAME 9 aol1l5sub

SUBJECTNAME 62 CN=aol1l5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 62 CN=a0ll5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 53:CC:1D:87:BA:6A:28:BD:DA:22:B2:49:56:8B:51:6C

PUBLICKEY 97

SIGNATURE 103

CERTIFICATE 651 E@ CF 8A B3 4F 79 CE 93 @3 72 C3 7A 3F CF AE (C3 3E DE 64 C5 (SHA1 Hash HEX)

OCoo~NOOULEE WN -

The ITL file was verified successfully.
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— Certification Authority Proxy Function (CAPF) Information

Certificate Operation™® Install/Upgrade -

Authentication Mode* By Mull String -

Authentication String al
Generate String L8

Key Order® RSA Only -

RSA Key Size (Bits)* 20438 -

EC Key Size (Bits)
Operation Completes By 2016 11 22 16  (YYYY:MM:DD:HH)

Certificate Operation Status: Upgrade Failed: User Initiated Reguest Late/Timedout
Mote: Security Profile Contains Addition CAPF Settings.
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Certificates from Cisco |P Phonesarticlei €, 1°,1j°i*"i<i<oa™.
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[le<12 p-©e< é«m,

ieiSieceCAPF i, 082, i—Ti@CE

LSCE°€ 1, niT"6€) "I8€ 1+SiSpéCém, 1 ,i™"8 °1@~ if @ifce 8©"i<eiSEI—€ 1008 e CAPF I, 082, &°€
i—1i SiCéa., 1@ 8S" ITL (EEi ¢ %i—€ CAPF i+6201€" I—11 & Ei@, &, ifeaS.. .6 ém, CAPF
i,008",i1S08°€ (Meel, +™"6 @ 1—"E5"I8€ ™+i€) i*ce Exi@CE TFTP 1,008",1S08¥14 &cxicoe
keiZ'{+©é< é«m, émicoe i«oeiZ'i*ce iy, ITL (ECEi@Y%i—€ CAPF 1€, @1,00€6°€ (@i €@ 71—
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LSC: i—°€&° ixaiE"

LSCE€ 1, ni"6€p "I8€ 1+SiSpéém, i ,i™"8 °1~ if @ifce 8©"i«cei8€i—€&S” LSC: Connection
Failed(i—°&° i«0i(E")€°€ i' a0 @p O &<~ é«x, TQ'ég" exmi@E ij°ét in' j+7e,"e¥l é,7if€e,ai”"
2" iSpécém,

o ITL (EEQ%i€~ CAPFi@ | €1,00i™E ("7 19! 1,008 191" {+"18€ i+Sice48©" CAPF
i, 008" iSn@°€ |, —i© iniZ...8< é«x,

o CAPFI,08,1S0é°€ o' i§€8@ ~8+°8, &7 i™Meel, ™6 @O &,

o 1,i™"8 °¢°€ ,0iS bEI@-E¥Y itpis” CAPF i,008' JSnl—@ 1—°a2°fe ™~ ‘|—’ri§pé<“é<u.

CAPF 1,08, IS0é°€ (™od, +i™” 6@ "1 —"8S"I8€ i™ej€,ie"&%, CAPFi,ceé 1 1Sné¥ s écicoe oplZ'fe"é3,
i€ 8Y-iSai,° 1,121 —@i,0e TFTP i,008",1508¥ 1 écxicce icceiZ'i+"&%, 1 ,i™"8 8% 17,1 i+ i—-
iyceik ITL I EEi@%i@, 1, if@i-ce éxi@E i@, @,0121—..1€, e keeé@,i* kol n,
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L SC: i«ai@E"

LSCE€ 1, nil"6€p"18€ 1+SiSpécém, 1 ,i™"8 1@ if@ifce 80" «0ei8€i—€&S" LSC: Failed(L SC:
i«aiE")E°€ i* od«oa@ ©&< " é<n. Phone Configuration(i ,i™”&.° i»1"V& &7 17...7) I’ 2719 18€1—eSs”
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LSC: iZ'|—... &&¥ i

LSCE€ 1, nil"c@” |§€|-S|Spe< éwm, i ,i™"é° i@ if@ifoe 60"i«ei8€i—€ LSC: Connection
Failed(i—°&° i«ai(E")€°€ i* ca«os2@p ©é<” é<n, Phone Configuration(i ,,i™"&,° i»"I" & 8 1€1...”
i/71€)18€1—€ Certificate Operation Status(i€.i} 1,08 i1Z1—... |.f®|.foe). Operation
Pending(iZi—... & é¥" in")i@ i'oeicoeé@©&« é«n, Certificate Operation Status(i@.i} @i,,ce
iZi—... if@ifoe): Operation Pending status(iz'i—... €8¢ o' if@ifoe)é¥l é314 1™ i7°6S" |—=8Y-
E°€I8€ 1@ Ie €°€ ‘IfA\Igpé<Aé<ﬁ e in’ 1@ 1169€6S" 6mi@EEY e°TM|Spe< é«x,

o 1,i™8° 1@  ITLI® i™,iZ- " e @™éoe TFTP i,0082,i— @i, ce |,-1508 € 85" 82fa,
éweé | ...e e,

¢ ITQIfQEQRITLIO” éﬂ‘l ce. 1€ 824150 a8 " € 1SrES" i« 8CO1s 177 1278S" If@ifoeéYls
i2fé*(E e@~€0©°1 ,i™"é °I—@i,0e 1971 ce [TLRecovery 19,1 | @i,006¥%1,-130i ¢, E{@
€% ei*"é ré©" CUCM eZCE|<oe|ZQ|—Q|,,oe utilsitl reset localkey €...€ 1€, i<ai-%oi* I*%
[+©&< &, [ 8Y-iSni,°8°€ [~ 14i+© 62" &"ceil @, 62148° utils ctl reset localkey é2...¢ i@,
i, 7iZ0ie 1oV4 [s@©& &, &ni @ EIQE CUCMi@~ CLII—@i, 00 iT@if@c@o ITLi@, %6 uéd |
é+(E f'oeicoré @ 85" 1717...8 8. ITLi€, 6%é3 utilsitl reset localkey é...611¢p,
j<ai—Oofs"8 0@ [+ Ee(E I"HEY %€ 17 I8€EE(E &'€p 62718, I 18Y"8°€ ['ceicceé @~ ES" 8214i8°
Cisco &2, ID CSCus33755 2%+ i@% 1"~ i 1S &n. CUCM &1 ,19 " @i-Yi@, é>85"18€
Mol @ is©&E< Ecr,

admin:show itl
Length of ITL file: 0
ITL File not found. To generate an ITL file, activate or restart the Cisco TFTP service as th:

Servers.
Error parsing the ITL File.

admin:utils itl reset localkey
Enter CCM Administrator password :

Locating active Tftp servers in the cluster.....

Unable to determine the active and running TFTP nodes in the cluster
Ensure that the DB replication is working on all nodes and the correct Password has been er
Then retry the command

Executed command unsuccessfully
chmod: changing permissions of ~/var/log/active/cm/trace/dbl/sdi/replication_scripts_output

o TVSI'ng¥&jei@,ic 1,i™"€,°8°€If" LSCEYY: 1€, @i I18€ &2»i-©é< é«n,

° 1,iM@°i—ei,0e MIC i@,i| @i,008¥% 1,150~ |§€e§CE|,,|“"" i»""%é- & "1@l...
iZ71€)18€1€~ CAPF(Certificate Authority Proxy Function) i «é¢* i,"i..."i—€ Authentication
Mode(i€p,i| € &% é"ce)é°€ Existing Certificate(LSCi—€ 15°1,, )éjoe 1,11 *é@71- ii‘iépé(ém.

e 1,i™"8°i—@i,ce CUCMi®~ FQDNi@, ™€ i* "~ i—1iSpé écx,

68718€E8%0 i<, "Eli nl—@l,,oeeS"‘,,'“"" é°€ CUCMi@~ FQDNi@, iM-i@.i* 1" ~i—t1eS” 825i8°
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o &1, 11.5.1.15038-26¥4 i<ci—%of*"8S’ CUCM &Ei«oi7€p 6°€p E°€1%...12@
» Windows 2016 Serveré¥vs &~ DNSI, 082, &jcei, ai »

i...E%iS1— 85" ep-i,+é@ce PUBT1 CUCM i,0082,i—€ EEEisce DNS i*6°0i@ i—tiSpééam,

2 DNS Manager

File Action View Help
2@ = Hm
5 DNS

w § WINZKIG

e

| Forwand Lookup Zones
| _msdcs.brianw2.lab
| brianw?.lab

| ReverseLookup Zones

i @
Narme
o
) _udp

jﬂ‘nmalnﬂnsi'unﬁ
chrﬁtDnsZc nes

Type

Trust Peints _lfsame as parent folder) Start of Authority (S04)
| Conditional Forwarders [ ](same a5 parent folder) Name Server (NS)
) [—l[nme a5 parent foldar) Hest (A)

l_llsarne a% parent folder) Host (A)
—I['ial'l'lt a5 parent folder) Hest (A)

|1car1152 Hest (A)
Fteuerin Host [A)
[ lisusn Host (4)
[ Jcerizs Hest (4)
_ll:ucm125 Hest (A)
[ Jimp12s Heost (&)
l_lmfmmu astl2 Hest (A)
l—lpcd|2 Hest (A)
[ lpubizo Host (&)
l-l'.l.lnalc'lﬁ Hest (A)

Labi€@~1,i™"&°ia'{*7&,7(8845)i—@ LSCEYY i icceis"é né? |'—“‘|§pé<“é<n. i—-i ,,iz" Certificate
Operation Status(i€i| €1i,ce iZ'i—... if@ifce): Operation Pending(izi—... €¥é¥” i')i@’
i‘oeicee @O é«n,

= Certification Authority Proxy Function {CAPF) Information
Cartificate Operation®

: Install/Upgrade *

Authertication Mode* [ By Null String v
Authentication String

Genarate Sinng
Ky Order” [RSA Only c
RSA Key Size (Sits)® [z048 oo

EC Key Size (Bits)

Operation Completes By 2021 ik} 13 | 12
Certificate Operation Status: Operation Pending
Nobe: Security Profile Contains Addition CAPF Settings.

(MM DO HH)

épi, te@oe DNS 1,062, IfVAiTEE{oe i Y4é | €YY 607821 ,I—@ 1 ,™"8° 11711 éjoeé |I—@i, e
[+’ 8jcei»— 1°@1<0e(127.0.0.1)8¥% ™+ @ [+ ©&< écx,

0475
0476
0477
0478
0479
0480
0481

INF
INF
INF
INF
INF
INF
WRN

Mar
Mar
Mar
Mar
Mar
Mar
Mar

12
12
12
12
12
12
12

15:
15:
15:
15:
15:
15:
15:

++ However, we see

that the phone is not able to resolve the FQDN of the CUCM Publisher. This is because

Q7:
Q7:
Q7:
Q7:
Q7:
Q7:
Q7:

53.
53.
53.
53.
53.
53.
53.

686410
686450
694909
695263
695833
695865
697091

dnsmasq[12864]:
dnsmasq[12864]:
dnsmasq[12864]:
dnsmasq[12864]:
dnsmasq[12864]:
dnsmasq[12864]:
(12905:13036) JAVA-configmgr MQThread|NetUtil.traceIPv4DNSErrors:? - DN

query[A] PUB1ll.brianw2.lab from 127.0.0.1
forwarded PUB11.brianw2.lab to X.X.X.X
forwarded PUB11.brianw2.lab to X.X.X.X
reply PUB1l.brianw2.lab is NXDOMAIN-IPv4
query[A] PUB1ll.brianw2.lab from 127.0.0.1
cached PUB11.brianw2.lab is NXDOMAIN-IPv4



@482 ERR Mar 12 15:07:53.697267 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Failed to
++ Afterwards, we see the CAPF operation fail. This is expected because we do not have a DNS mapping fo:

@632 NOT Mar 12 15:07:55.760715 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty:? - Ce
@633 NOT Mar 12 15:07:55.761649 (322:17812) SECUREAPP-RCAPF_START_MODE: Start CAPF - mode:[1]([NULL_STR]
@634 NOT Mar 12 15:07:55.761749 (322:17812) SECUREAPP-CAPF_CLNT_INIT:CAPF clnt initialized

@635 NOT Mar 12 15:07:55.761808 (322:17812) SECUREAPP-CAPFClnt: SetDelayTimer - set with value <0>

@636 ERR Mar 12 15:07:55.761903 (322:17812) SECUREAPP-Sec create BIO - invalid parameter.

@637 ERR Mar 12 15:07:55.761984 (322:17812) SECUREAPP-SEC_CAPF_BIO_F: CAPF create bio failed

2638 ERR Mar 12 15:07:55.762040 (322:17812) SECUREAPP-SEC_CAPF_OP_F: CAPF operation failed, ret -7

@639 CRT Mar 12 15:07:55.863826 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty$l:? -

)
)
)
)

++ What we would expect to see is something similar to the following where DNS replies with the IP addre

4288 INF Mar 12 16:34:06.162666 dnsmasq[12864]: query[A] PUB1l1l.brianw2.lab from 127.0.0.1

4289 INF Mar 12 16:34:06.162826 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X

4290 INF Mar 12 16:34:06.164908 dnsmasq[12864]: reply PUBll.brianw2.lab is X.X.X.X

4291 NOT Mar 12 16:34:06.165024 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Resolve T\

1+,6771@7 1 ,,i™é° iIf@ifoe 60"IkoeI8€i—@i,02e PUB11.brianw2.labi€, i™ie.i 1" i—Ti@Eie,
i° jjei*"idcei™n, &- &Y° émi@E LSC: Connection failed(L SC: 1—°&° i«ai(E") 0" <08 §EE¥Y4
i

Status messages

Cisco IP Phone CP-8845 ( SEP682CTB5C2342)

[14:05:42 03/15/21] DNS unknown IPv4 host PUB11.brianw2.lab
[14:05:44 03/15/21] VPN not configured
[14:05:44 03/15/21] DNS unknown IPv4 host PUB11.brianw2.lab
[11:13:25 03/16/21] SEP682CTB5C2342.cnf.xmlsgn(HTTP)
[11:13:25 03/16/21] DNS unknown IPv4 host PUB11.brianw2.lab
[11:13:27 03/16/21] VPN not configured
I [11:13:27 03/16/21] DNS unknown IPv4 host PUEBLl.brianw2.lab I

| [11:13:27 03/16/21] LSC: Connection failed
[11:13:50 03/16/21] LSC: Connection failed
[11:14:10 03/16/21] LSC: Connection failed

& &ois &0
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