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- HTTP(Hyper-Text Transfer Protocol)

- HTML(Hyper-Text Markup Language)

- SAMLv2(Security Assertion Markup Language 2.0)
- Open Authorization 2.0(OAuthv2)

- Windows PowerShell(PS)0i| 2!= %t
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- UCCE 11.5(1) 0|4

- Finesse 11.5(1) 0| &

. Cisco CUIC(Unified Intelligence Center) 11.5(1) O[&

- Microsoft AD(Active Directory) - Windows Serverofl x|l AD
- AD FS 2.0/3.0



- Windows Server 2012 R2
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-y Finesse P SAML & OAuth flow for achieving SSO
& o= in Finesse with 1dS
1
i_1 \r H : (1) Agent/Supervisor accesses the Finesse desktop URL
L 2 ,: : : (2) Finesse detects that authentication mode is SSO and redirects
(3 1 1 1 the browser to IDS
: 3 : .i : (3) Browser sends the redirect authorize request to IDS,
i i pe ‘i f i (4a) IdS detects user has invalid access token
:( : —: : (4b) IdS redirects the browser to Identity Provider (IdP)
A : - .| (4c) Browser sends SAML GET to IdP
: : : 53 ’: (5a) IdP provides login page for authenticating the user
:< : ; _: (5b) User enters their credential
: 5b : } J (6a) IdP sends SAML assertion back to browser which has UID, IdP Cookie
i i 1 “i (6b) Browser sends SAML assertion to the IdS
:( : : o : (6c¢) 1dS validates SAML assertion, creates the access token &
L__Bb i ﬂl' : authcode and sends back to the Browser
: : 6a 1 : (7) Browser issues GET of the Finesse desktop with access token
|l( ? | _—: : (8) Finesse gets the access token and validates it with 1dS
: >; 8 \: : (9) IdS sends back that token is valid
: 10 ;(-_ :': i (10) Finesse checks user role and provides user access to resource
€ 1 1 1
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Request URL: https://dc0l.omozol.lab/adfs/ls/?SAMLRequest=tZTBjtowEIbv%2BxSR...

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, image/apng, */*;g=0.8
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Cache-Control: no-cache

Connection: keep-alive

Cookie: cc_username=agentl%40omozol.lab

Host: dcOl.omozol.lab

Pragma: no-cache

Referer: https://fns0lp.omozol.lab/desktop/container/landing.jsp?locale=en_US



Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 6.3; Winé64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.3497.100 Safari/537.36
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PS C:\> Export-AdfsWebTheme -Name default -DirectoryPath c:\temp\adfs\
onload.js I+ U2 CtZ C|HAEZ|of JU&LICH
C:\temp\adfs\script
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// Get cc_username as login ID from HTTP Cookie header

if (document.cookie) {

// If the position of cc_username in the cookie is the first position, 0... if

(document .cookie.indexOf ('cc_username') == 0) {

// Split the cookie into an array with the delimitor being '=' var cookies =

document.cookie.split('=");

// If the first element of the array is cc_username then...

if (cookies[0] == 'cc_username') {

// ...the second element will be the actual username and we should save that. var cc_login_name

= cookies[1l]; } // Customize Login page: add domain if needed as AD FS by default require login

ID in UPN form

// If the parsed login is not null, do the following logic if (cc_login_name != null) {

// If %40 (encoded '=') does not exist in the login name... if (cc_login_name.indexOf ('%40') ==

-1) |

// ...then add '@domain.com' to ensure a UPN format is input var userNameValue = cc_login_name +

'@' + 'domain.com';

// Populate the UPN into the userNameInput of the page, and put the focus

// on the password. document.getElementById("userNamelInput").value = userNameValue;
document .getElementById("passwordInput") .focus(); } else {

// Otherwise, if %40 does exist in the username, replace it with the @ sign

// and populate the UPN into the userNameInput of the page, and put the

// focus on the password. var userNameValue = cc_login_name.replace('%40', '@');
document .getElementById ("userNameInput") .value = userNameValue;

document .getElementById("passwordInput") .focus(); } } 1} }
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https://docs.microsoft.com/en-us/windows/desktop/ad/naming-properties
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-uid

var userNameValue = cc_login_name + '@' + 'domain.com';
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// Get cc_username as login ID from HTTP Cookie header
if (document.cookie) {

// If the position of cc_username in the cookie is the first position, 0... if
(document.cookie.indexOf ('cc_username') == 0) {
// Split the cookie into an array with the delimitor being '=' var cookies =

document.cookie.split('=");
// If the first element of the array is cc_username then...

if (cookies[0] == 'cc_username') {

// ...the second element will be the actual username and we should save that. var cc_login_name
= cookies[1l]; } // Customize Login page: remove domain if needed to use login ID in sAMAccount

form

// If the parsed login is not null, do the following logic if (cc_login_name != null) {

// If %40 (encoded '=') DOES exist in the login name... if (cc_login_name.indexOf ('%$40') != -1)
{

// ...then split the login into an array about the @ sign and only keep the username.

var domainLogin = cc_login_name.replace('%40', '@"')

var noDomainLogin = domainLogin.split('@'); wvar userNameValue = noDomainLogin[0];

// Populate the sAMAccountName into the userNameInput of the page, and put the focus
// on the password. document.getElementById("userNamelInput").value = userNameValue;
document .getElementById("passwordInput") .focus(); } else {

// Otherwise, i1f %40 does not exist in the username, there is no "@domain",

// so populate the sAMAccountName into the userNameInput of the page,

// and put the focus on the password. document.getElementById("userNameInput") .value =
cc_login_name; document.getElementById("passwordInput").focus(); } } } }
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PS C:\> New-AdfsWebTheme -Name custom -SourceName default
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PS C:\> Set-AdfsWebConfig -ActiveThemeName At X} x| &
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PS C:\> Set-AdfsWebTheme -TargetName custom -AdditionalFileResource
@{Uri="/adfs/portal/script/onload.js';path="c:\temp\adfs\script\onload.js"}
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OMOZOLLAB S5O ADFS

Sign in with your organizational account

agent1@omozollab

Sign in using your operating system account
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