ol

—

CCE £FM0iAM CA ME

CCE Windows 7|8t AMH]
1. CSR A%
2. CA M QIZM 27
3. CA A:lEH OlﬁAj 04%5
4.CA MY CIZME 1Soi| HEQI B L|C
5. CAMEOIEME FIEt I=E[Fof HIQIEIBIL|CH
6. ZE 3 7t OIS ME Java 7| MEAZ IIXHSLICH

CVP £2M
1. FQDNE Al8310 QIZ M M4
2. CSR A4
3. CA }\jEH OlﬁAj 0-{7
4. CAME QIZM It 7|

VOS MH
1. CSR Olej AHAH
2. CA }\jI:H °|5Aj o417

3. OHZEEFo|M I 2E QIEM HEE

Cl22 stolstL|Ct,

=M A

aredxid

|

0| 2 Mo = Cisco CCE(Contact Center Enterprise) & F

ZEME Pedsts dreof cisl AHEEtL|C)

=K=2_|

BM 7

Mol M CA(Certificate Authority) A

7| X}: Anuj Bhatia, Robert Rogier, Ramiro Amaya, Cisco TAC I X|L|04

M T ALE
2F AE

CI=2 =A|of| CHEr XA ESRStD

« Unified Contact Center Enterprise(UCCE) & Z|A 12.5(1)

« Package Contact Center Enterprise 2|4 12.5(1)

(m]
o

ol

—



CVP(Customer Voice Portal) 2 2|A 12.5(1)
Cisco VVB(Virtualized Voice Browser)
Cisco CVP OAMP(Operations and Administration Console)

Cisco CUIC(Unified Intelligence Center)

+ CUCM(Cisco Unified Communication Manager)

Ol EMo| HEE OIS AT EQof HTIE 7(|EI2 2 FLCH

+ PCCE 12.5(1)
« CVP 12.5(1)

» Cisco VVB 12.5
* Finesss 12.5

« CUIC 125

* Windows 2016

Ol EMol B S5 M #70| ClH0lAE ECHZ S HEIUALICH Ol Mol A E 2E .
OlAE Z7|3HE(7]8) HIIOIMS 2 AlRtEIALICH #A LEXZTL &8 B2l e 2
W0l AAAQ! Y Ol2] SEISHAIZ] BHErLIC

T

P

rin

£
r

E M= SEI0|HUER} M 7k 2151t S4l0] st O|F oKX= = st ol AFSELICH
A-EXtE CAUM QB ME FoistHLE RH&l| ME ASME AL E & U&LICH

A& ME QASM(OIEM & £ Q=0|)= IDE 2I55tE AE|E|IQ S
RIE 7|Zoll M MESHK| et&LICt AHA| MEH QIZ MHE CA QIS AMEHE
ZIX|2H 7|EXo 2 at2 o Z2|FH 0| Mol AL ElL|CEH

PCCE(Package Contact Center Enterprise) & FM HH™ 12.x0{M= £€F MO 2E 748 247}
SPOG(Single Pane of Glass)0i| 2|5 AM|0{%|H, SPOGE= AW(Principal Admin Workstation) A{H0{|
M B3 AEIELICEH

PCCE 12.5(1) {1 2| SRC(Security Management Compliance)2 2151l SPOGSt £ F Mol CtE 7
Ao BE S22 EeHTTP Z2E 22 Sl =™ ELICE UCCE 12.50ME 78 24 2t
ol SAlE HOtHTTP Z2EZE S8l O|F o &L

Ol EMoM= EQFHTTP S4l2 <ls CCE £F440{ A CA MY QB ME F&dst= =
Hlod| CHall REAllS| AHEFLICH Z|EF UCCE EQt e AL& 2 UCCE 2ot X|&2 HAS AR B
=] =]

o X|ElS A E S AAIL.

A


/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/configuration/guide/ccvp_b_configuration-guide-12-5-1/ccvp_b_configuration-guide-12-5-1_chapter_010001.html#topic_plj_n1w_k2b

CCE Windows 7|8t MHH

1. CSR 4d

ol Hxtol e NS(YUEY HE Mu[A) ZEIRHHIM CSR(YISM HE 2FH)2 ddst= eedol ol
off A ErLICH

1EHA|. WindowsOll 221511 AM|o{E > 22| =7 > Qe ME MH[A(11S) #E2[XIE MEfEL|Ct.

2EHA|. Connections Z0lM AMb{ 0| & E2/&LIC} Server Home & 0| LFEFSFL|CH

o= b &
iy e Page F
] POLLAMA PCCIRCON pocamdmn) s e | [
o | Y
- ey
Covenpitapr  SRITE -l
g
[ &1 -
! i T, —
(a! 'H.-'-['_-'! ﬂ "_I" "’H‘ #1
Authuriir . Compmuson Deleol Dopchory  DroePuges Handlee
becumart Erosang Mrppange
o % l' ¢ W F
HETP WTTE HAP P Loggng WM Tipe | g
Flpderait Eaipec I:E.Im-u:n..
- L ‘ i ‘l‘
1:‘! i'!'f = A afy

Pl Chafrd Failpaial Tabiwid Wi
Lt Fimpreag | Canlpiles | Py eine

il

3EHA|. IS QY240i M Server CertificatesE F H 2 2!gfL|C}.



Wy T Page - -
s Mg B e CIRCEH L F e+ gy Show Al | Geoup by j
T &) .
L Ll
Ciranemepn  BAITP E-rrusl
g
B s []
B 9 ¢ B @ &
Autynie. Comprrisen Delpa® Dapetory  Drosfugen Harcle
Oezumare Erosaing Mppnge
R !
it . B @ N
HTT WTTF HAR wrad HAF FEem  Loggeg WML Tper | g
Flrarait Fpon. L0 Pastn
— i n "
A = 3 Lol || «&%
bl gt Tavie e
i bty Finirengy | | Sondsisieg || | Prieiets
Figrusprrres "
. = :
Corliguael. Faabure Chured -
x}24) 20l A Create Certificate Request(QIE A 28 MAHE Z2IgtL|ct
P Hﬁd
L By Ppafirn S sl il evarape el s b Bl P e oo am e el m
el P el b L ¥, it erlrpes
[ s Wi .E”u el i Cenay Divvame. [ il e
o - el T bewerd By Cengnr P gl el gy
o A Pited i POl T P i PO CLANA SR [P ——
o A L il PR T D i PO SR Rrrraad ety
o

5EH7|. Request Certificate CHEH & ALo A CHS 2 =& ELICH

EAE Heof 2+ YEE x|Yetn Chg8 SEIELICH




. Distinguished Mame Properties
g

Specify the reqgueired infoemation Tor the certificate. Stste/peovince and Cityflocality mant be specified as
witficial nannes and they cannot contaim abbrevistions.

Commen namse |p{cum|:u:uftd'r-.m-:n.mfﬂ ]
Organizatioe: |Cisce |
Organizational unit: [x |

City/locakty =

State’ province | T |

 parttrys regicr: lus v

Cryptographic service provider(& £33t AMH|A SZXH) ESCHR SE0M 7|2 d™HE |K|

Bit length(H|E Z0|) EECH2 S 50141 20482 MEHEILICE




Eequeett Certficate

' Cryptographic Service Provider Propertics

BV

select o cryplographic sendce pronider and s kit length, The bit length of the encrypticn key determines the
certdalel endryphen girength. The greaber e be lengih, thd inoager the fhiunty. Hovwbnir, & gidalar bl
lemgth may decreade performande.

Cryptographic senice providen
i_hll-u:rni-n‘ll: RSA SChannel Cryplographic Provider

Bit lervth:
Im-m

6Et7|. CIEM 270l CHEt Tt Y O|& 2 XI'H5t D Finish(OHENE E=FLICH



Regueit Ceitlfaiile

spedy ik file naeng Tor tha certiicatn enguest. This mbormatien can ba tont 16 8 certdication mthenty fer
signing.

Specify a fille name for the certificate request:
\PCCEAW.PCOERC DN, cisconcom]

2. CA AE QIEM 7|

N 2 cpollM A

AR,

oo
g'l_l
rr
o
oM
x
I
MK
YU
=
mju
u
o
Q
Im
4
x
T
ro
Ol
o
Hel
o
m
2
z0
rr
Ral
Jo
ro
9'|_|

2EHA|. 213 7|IBH(FE, OHE2|FH 0l A SZHUE B2))0llA CA MB QIS ME 7t SLICH
3.CAMB RS URE

1EA|. WindowsOll 22215+ AM|o{E > 22| =7 > Qe HE MH|A(11S) B E[XIE MEfEHL|Ct.



Fily  View  Fialp

Lol = N ]
¥y Bt Page
» 4] POCEANA (POCTRCON poondmn)

2EHA|. Connections 2 0llM AMB{ 0|E S

Fidg  Veew  Flalp

LG A 1

SEHAL. IS WA M M QIBME F H




oo I8 W PCCEAWA Home
iy e Page . =
4 BECLANA POOIRCEN pocasdmin) Filtar - e A0 | Gerup by i
K] - -
: -
- ]

g
j s
i e — p
(ol L == 1
9-5 = & Iy i &
Autturie . Lompmaen Delesk Deitory [rwlugn  Herdlo
Oezumare Erosaing Muppag
3 & ® § W0
HTIF HWTTF BaMard HaF FEm  Loggeg WAL Tpper | g

Flpdarait Fapes, LA Fam

! a N
- F 3 A Aty
] Finiendy || | Canidepsiad | | Fvie eine

Figrusprrres -

- =
-
. WE:

Confugpani_ Fyaturg Shared

a-Eis ik @ Server Conificaies _

"!Hr‘, L By Ppafirn S sl il evarape el s b Bl P e oo am e el v i peia e g

] RO Ly RCCH R DY odindies) e P e s L || C et ey By
I arae 1 e e M G M vy Dorrmme | pfil'a air
e = el e [y v Ll L el g
Lol i AN Dol M. PO D D P Ol RO et e bpme e itamng 0l
maw TARNL Lt el (o TP R heg T R [SSPE TR 4 Lo rrariad o e Ay

[ .

SEHAL Q1B M 2% e Cfst 4RtoIM S BEE era LIt

N 27 2-tier CA FEHOID RE B M} M QIEM KE A0 OB MBEE QIEAME 71K

HA — Ol- L-O
27| Hof FEE Windows XME A0 {Z =50k &L|Ct FE CAZ Windows A E 04
https://docs.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-
certificate0ll 42 E35H0F 5t= B2 Ol 2ME HESHAAIL.

— oT

Friendly name(Z!/=8t 0|&) Z =01 A{tH2| FQDN(Fully Qualified Domain Name) = &
£ =gt Select a certificate store for the new certificate(Al 215 A0f| CHH Q1F A K‘l
EH) EECHR 0| Personal(7H2)2 2 | X|=[=X| & elghL|ct.

=

rﬂ'
nl_m


https://docs.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate

- orniphebe O ertilecabe Fagpoest

Comglete a previously crested certificate request by retnesing the file that contains the certificate suthonty's
respenae.

Fale mamse contsining the certdication suthoniy's response

| A ertificates) POCEAW certnew.cer l =

Friensly rame:
|F{Ef.='|"|'i|:r-:-|:w:dn cicocem| ]

Select & certificat® stoue for the mew cerbificate
|F'mn-|1

AIEM YZE| HB5tH 2l

- G IE 1 @F  Server Centificates —
:'! :‘:;;:m-:w it T M P g P e s e T T A el e e e et e
‘| fHosRimm) sy g L 11 g [ emd e R
Far = i o Pl | B g 5 e e
Hama & Fompii B [XSVEL S

e P ol e el
Dy IO Dopgpeguny Frpmaaped paeys . B CLAA S FOCTIC DN g0

e LR Draslia Edrraras Faarol of

Ll [ NE 7 POOLEREF Pl ol i
!mlmmhmmﬂ ekl e [ e h

OIRIR i -y

4. CA ME QB ME lisoi| st LICH

Ol XM= 1S & EIXtoI A CA MHE B ME HtelFsts Yol Chslf I ErLict

1EA|. WindowsOll 22215t AM|o{E > 22| =7 > QEY HE MH|A(11S) B E2[XIE MEfEHL|Ct.



Fily  View  Fialp

LS~ ARl T
ﬁﬁ”% = W {; |_
+ 8 BCCEANA (PECIRCEN peonsdmin) Filen ¥ e g how A | Geowp by |
A [ -

HTHIPI HTTF HAR wrad HAF FEem  Loggeg WML Tper | g
Flpdarait Fpon. D Faon
- ’-.-
#-H r = Lt i?.l
Pl gt Fapeict Tabud iy
L by Finbrengy | Canileiied | Priaeioe
Figrusprrres -
IJ—I '\.I. .i.._:.- 1
Configael_.  Fauhuw Chured -

2B+, Connections(@12d) &0l M <server_name> > Sites(AlO|E) > Default Web Site(7|2 & ALO|
E)E =gt

e CTaNL r e r Dl ek i

T IE) g Default web Site Home

[
W] ret e » . (FrT T—
« Y PCLANA BLCIRDA st v - e - el | S by i b
L s B, AE T -
) T q. 1‘_ e | Wiy
A D ek e a o & . - = B e Sl
HIE HIT  MTEme  HET Tk dpplasien e e e
- L T i ard Kriem Cogwisray.
" ]
Lt g :-m'-!hﬂ- -
Comvacnan BITR | mad il
o L} [
" a T
=r1 L] B Wil
d .\.ﬂ =\.."‘"- * #1 T i W g
dorbarna  Dgemganien Tl Pewcey  (|ew P i T v o] Palip)
O Wiy = e
k. L prgd gy
X o
L i " i Ir ;-ﬂ e
HTR HTTP  BENPdes  Geppsp LA Typm Rl iy
LY h—'l.. ' o
T Tagum M o "




e MCTANL » e e

C R R Y
Uy e Fege
= g BT LN, B DR DA ]

4EH7|. & https with port 4432

M Wea g

[ B 1
)y et Fagm
w0 L TR S D e
Vgl i Friiy

A T R i

5EHH|. SSL certificate(SSL 218 M) EECHR S F0i|A{ O|™ EHAHIM X|IHE [t S

O|§2| QIZME MEqErLICH

228t Ch3 Edit...(3...

i Default Web Site Home

Ny r Fim g il | e b
A T o o
A& 1 =
g & B e 9 7
Hr Hr ST Lomga Hr e e s ]
el Oty P Dlelalides  leesh e
..Iu. -

] 5-|-|'|ll.-|-l

& 9 p &2 [A] 3
dorraers; DpeTATI R ﬁ:.:.::i Pamomorn | ewe Prgn it
s 42 & 0 = A
t:l':l I-.-h: ALAREys  rogpep VA fpne  Elosiln
= 3
e g Fagam U Lemean

1k P e,

N fora

| Py b

(L L L]
fra e Dopwiaran

el T

.H-\.-'

e Wrlnde
T e B oy
T Drvarsr obl] Palipy

el R A o

O 1o

L P
Tk e

La=5=1

Vel Sl Iy
Vorm bl Dows ke

Mg Wrlama &
= ks
B
[
Eroarur W rkmi r
T et C Mg
T Repacs ] g

rot
ra
i
rot



T et
:H':'.-'l.h-l.-\.i\.l--nll-ﬂ

6CHH|. OK(EHQNE Z2I3tLc}.

7EHA|. AR > A# > services.mscE 0535109 IS 2| MH|AE CHA| A|ZFEHLICE.

Bgea-itan P s Hama " T gt Moy Tt Tagm
D Hppan St 1] sbarape farca Poralors 1 =am b= bn o g deba emama Aleme ! j feag. e

i T sy 2 Hppre i Saard Lerm e breean Pl s v 1 Vo i =, e s B B ol [ongs.  lim
Sinlar Wl Wl o ETIRTRE ST W L TR T R pe [ S " T [ VR [ THST, ST
2 g 1 e D e L T B L e e e ey S Dbl [T L

T o T I ) (e | P F i [ P LS T T
By T m U v e P e T o 1 B b ER - Rl [T iy
M Sl b S e ey bpnciepmapion mign  Spnchepenm e e jemy - ey vl ma Al {Tay, . imim
e 0y Pl Ry P i Bl Pl ) L L T ]

| iy s wm w0 B v [T e ks I'_r-\.-.' e ie

Eoryomg hibekiies. = (01T e by o st Erp Fma b ooy Jefimemaia [1- (e

ZJ bty L Db B | i o bl e o o gl b b il -

B e R e I [ e L L T T e ] Bt - el =

2 iy Pornder Mt i by ey Bl il Pireeep =, L

e T e R e T T R s s e L ]

LD, Py b et B0 B gy Bk e Bty e e T e b

C vemdem b Tmegerag Tipasoi Py et e pn [asnndieg Rl [T, b

IISE CHA| AlZfetEd 88 Z2O-E AEE I 1B M 27F F1 7t LIEILEX| f&LCH

5. CA MEH QI& M

i
2]
m
I-I:I
ﬂ
2
5_
,IoT-
r
o

Ol MrtoME TIE Z=HoAM CA HE QIS ME bRl st= ol s A efLct

18H. BE T EZEE HLICHEEIKE M)



2TH7|. Diagnostic Portico & Z2C £ O|S&LICH CHE Wd 2 A>E L

cd c:\icm\serviceability\diagnostics\bin

3EF7|. TIEF ol CHEE T QIS A HiQIEE MAHELICH TS B> S A™EfLCH
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%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
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%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVP E1 MH

1874 wSM & 211 M Q1B ME AxistedH Chg P S A-dELch

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

|

EZEJI EAEZH 7| XML HEHS E =L

2Bl WSM QIBME ddstt{H Ot B S AdgfLch

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai
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F{eloil cHet MEHe| FQDNE X|Est Hut 0|& S XIHst CVP Mot Ut HAHE ASE L
CH.

3EHA|. callserver_certificate0| CHSH & Y&t EHAHIE =& & LICTH

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVP OAMP(UCCE 1)

PCCE £5FM HH 12x0|M= £F M 9|

ZETYL
g/x| Stom 2 ol2{# EHlE UCCE 75 &% Mojp

27+ SPOGO]| 2fsf A|o{=|tH OAMP7t M X|
pojl ek &

12t WSM X OAMP M QIZME AfAstc{™ O S BEE A>dEfLIC



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

ZETET EASH 7| MEA HIYUHS S AFLICH

2EHH. WSM 2IEME ddstedH Chg WHES AdgfLict

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

|H

EZEJ EANEZH 7| MEA HEHEE =L

F{E[ofl CHEh Aol FQDNE X|Eet ‘d1t 0|§ 2 KIEstL CVP MR SYEH EFAIE ASE L
CH.

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

|

SZEJ} EANZH 7| MEA HEHEE =gfLc

2. CSR 4’4

A £ 1: RFC5280 £ &t EEl XM= Z 1B Mol Subject Alternative Name(SAN)2 Z &
OF BfLICH Ol= CSR2 A& [ SANZ} &7H -ext OH7HEH~E ALE5to +&E = U&LICH

= il 0|8

-ext N7 = AFEA7F EH WM HEE AISE = UL S F{EFLICH EAIE oMz M2
FQDN(HE&HE = H 2 0| £)1} localhost7t Z&HEl SAN(F A CHA| 018)8 F7HELICH SAN 2=
E &E2 LHE Ztoz &7}8 £ QlaL|Ch

— I:II\— AN EH

8 SAN RER O3 2L

1p:192.168.0.1
dns:myserver.mydomain.com
email:name@nydomain.com

04: -ext san=dns:mycvp.mydomain.com,dns:localhost



CVP AMH
1EHA|. H&lol CHSE QIS M e MMELICH CS HHES Asidto] mhol| K& EHLCHodl:

wsm_certificate).

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

ZEZEv EAEE 7| T A HIUHE S Q2B

2EHA|. vxml_certificate 2! callserver_certificate0l| CHal S8t CHAHIE & 8L},

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

EZZSZEJ EAMEH 7| MEA HEHEE =Lt

CVP E1 MH

15HA. EEoll CHet QB A S dgeLIch oS B S Adsto] ool ME = L/cho:

wsmreport_certificate).

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -
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2CHA|. callserver_certificateOll CH

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

ZEZEJI EANZH 7| ME A HEHEZE UL
CVP OAMP(UCCE #%)

12| EEoll cHet QB S ddgeLich o2 TS A&sod ool ME = L/cho:

oamp_certificate).



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -
Ensure to replace "mycvp.mydomain.com" with your OAMP FQDN.
Enter the keystore password when prompted.

2CHA|. oamp_certificate0l] CHall S st HHE =g LIC.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

1Et7|. CA2 o|7<)\‘I(CVP MB{2e] B2 WSM, Callserver & VXML AMH, CVP OAMP AMBE{2| A
WSM % OAMP, E11 MH{2| A2 WSM & Callserver)ofl A& L|C.

2EH7l CA 7|20l M o ZE|FH0|ME QIB M X R E QAIZSME CI2Z =8 LT

3CtA. RFE QB M & CA MH IS ME 2 HHH2| %CVP_HOME%\conf\security\ & H0i| S AHE
L|CF.

4. CA ME 215 M 7H427|
CVP &2 40| ZE Aol O EFHIS MBELICH ST Mol T4 2400 Che QS MEF CA A
H B ME 7+X{e}toF g LICt.

187, RE QIBME THSLICH OHS BY2 Agec

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

ETEJ EALME 7| HEA HLUHS E U=3FHLICH Trust this certificate T ZE0| YesE &

ZEZEJI EALME 7| HEA HIEHHS E UBAEILICE Trust this certificate T ZE 0] YesE &
=

2CEHAH. Sl MHB{ 215 A(CVP, Reporting and OAMP)01l CH3H CA ME WSME 7t XS LICt CHS &



%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

ZETEJ EAMEMH 7| ME A HIRYEHS E 248 L|C} Trust this certificate TEZE0] YesE &
23grLct.

3EA. CVP MH & E 1 ME{0| M Callserver CA ME QB ME 7tMSLICH CHg HES A d
LIC}.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

ZEJI EALH 7| MY A HIYHS E =4ILICH. Trust this certificate TEZE 0] YesE &
FL|CE,

o O

U K

-

4T CVP MM VXML M CA ME IS ME 7t SLICt ChE BHES A-AgfLIct.
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

557 CVP OAMP AME{(UCCEE 3liE) 0l A OAMP ME{ CA ME QIS ME 7HX{SLICH CIS ¥
=2 Mg

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

6EF7Al MHHE AT LICH

™ 27 UCCE 750iME CSRS 44438t I MB35 FQDNS AFZ 5104 CVP OAMPO| MH(E
1, CVP M §)& F7tal{of gL,

VOS AMH|
1. CSR QIE M A

0| HxIof|AM = Cisco VOS(Voice Operating System) 7|t ZEHZ 0 A Tomcat CSR QIZME M A
St= ol CHa MEELICH ol ZEMAE CHE 242 2E VOS 7[8 o ZE2[A o|Mof & 7t



« CUCM
* Finesse
« CUIC \ LD(Live Data) \ID AME{(IDS)

. 2otE 44
» Cisco VVB

1A, Cisco Unified Communications Operating System Administration(Cisco Unified
Communications 2 XAl £t 2|) I 0| X|(https://FQDN:<8443 =& 443>/cmplatform)Z O|S &L
Ct.

2EHA|. Security(E2 2t) > Certificate Management(2!& A & 2|)2 0|53t Generate CSR(CSR ‘4
A—|); AI_-|EH oI-|_|L-_|._

EE—— ]
Paw v Dyfieem v Iabefy = Dnfewelnyesim v Invvom v Mol v
o ] =
,_li_#ﬂ--m-l-l-m -g'nlm H-LE!..' Chieang: 1
| Cortdicabs Liv
Forsd Carmd'erbtd Lok mbebd | 81w a08 |I:-||-|;|-|r|l--|:r. Fed | Cgae Bl o | =

b grberw grawry. Fapps i preee snan b prdneos paoesy bra spdaen: abeeres
Sararaly Pel-gepran] | oplaRd Can a0 Raen  Cpeana A

Fred Carbfemn Lk whame CarbAase [Evgra mi | = T
L o e L T B R e T T e R S I R

Gorarpby e cpored  Unicesd Corbifopind Cortiopbe thasn  Torsprafe CFF | Cepmrdogd 058

47|, Certificate purpose(218 A 8 )7t tomcat@!X| #2153t 1 Download CSR(CSR CI2Z2E)2
gLt



@ Download Certificate Signing Reguest - Mazills Farefox - O x

D & https/10.201.224.234 /cmplatformycertificateDownloadMewCsr.do e

Download Certificate Signing Reguest

Ctatux

.3 Certfhcate names not lsted below do not have a corresponding CSR

Download Certificate Signing Reguest
Iil:-:rt'rﬁmt-: Furpose " | bomcat 1 -

Download CSR. || Close

@ Y. indicates required tam,

Z | »

5EF7|. Save File(Ttd X%)E = LICH T2 C22E EHo| HEELUCH



Opening tomcat.csr X

You have chosen to open:

| tomcat.csr

which is: CSR file
from: https://10.201.224.234

What should Firefox do with this file?

Qpen with Appllcatluns"mutepad.:xe (default) Pt

OK Cancel

2. CA AEH QIEM 7|

1Et7H|. CAOI A LHE H tomcat 215 Aol AMZEEhL|Ct.

20HH. CA 7|20l M 2B 8t o EEAH 0| Mt FEE CIREEFLICEH

3. of 2|70l & FE ¢l

0l

MYRE

1Et7A|. Cisco Unified Communications Operating System Administration(Cisco Unified

Communications 2 XAl £ 2[) I 0| X|(https://FQDN:<8443 £ &= 443>/cmplatform)Z O|S & L
Ct.

2EH7|. Security(E ) > Certificate Management(21& M #2|)2 0|& 3t Upload
Certificate/Certificate chain(2/5 M/QIE M MOl YZE)S MEHFILICH.

Show » Seflings = Securnty » Software Upgrades » Services =  Help -

Lﬂ, Generate Self-signed Eé! Upload Certificate/Certificate chain Li;é Generate CSR




3E7. Upload certificate/Certificate chain(21& A1/215 M |21 &

% 01l M certificate
purpose(@/E M & L) EE=04 A tomcat-trustE MEAStT R E

£ ¥
%H% Hz=gfLct

Upload Certiflicate/Certilicate chain
EE' Upicad [T Ciose

—Status

rO

@ warning: Uplsadang o duster-wede certficate will distnbite it 1o all servers im thes cluster

~Upload Certificate fCertificate chain

I;m-f-:nt Purpese® [tomcat-trust d
ElEn phdan i PEndly e )

Uplaad File Chaots File Mo Ole chosén

ATHA|. B2t QIB M(U= BR)E tomcat-trustE2 P2 = FFL|C.

5CFA|. Upload certificate/Certificate chain(21& M/21E M &2l YE =) & 9| Certificate Purpose(2!
EM &) HE0{M tomcat now tomcatE MBSt T OHE2|7H0[44 CA ME QUBME HE2EF L
C}.



Upload Certificate f Certificate chaln
EI:}} Upioes E'E Close

~Siatus

@'ﬁh‘ammg: Uploading a duster-wsde certificate will distribute it to all servers in this cluster

= Uplead CertificatefCertificate chain

Certficate P'I.Il"ﬂlﬂdti | T=tiare. 1] .
Cescrmpbanifriendly name] Salf-ngred certeficate
Lplaad File Browse... | Mo file selacied.

Upload Cloge

@ *. indicates requered item.

MHE MEEE = O3 BHE dstod CA ME 7S gLt
124, & BBt E €1 FHAIE RIELICH

2EHA| HEfR X E FACHIE CHA] Lt

O|XM| CA ME B XME Al=tstedH QB M AL(RIE H sl oF stH, HEt* X oM S A7 A}
A MBElof leBz Mg + gicts EAIE A2tA{oF ELCt

=X &

1l

O| 7t0|=0llE CA MHE Q1B Ae| 31 EXE s Est= EHAH7E ei&LIch

r

Bt A

CVP Z1I|2efo|M 7t0|=: CVP ZI| 0| 710|= - Hot
UCCE Zix|1gilo|4 7}0|=: UCCE ZAT|a1g|o|M 710lE - Eot
PCCE & 2| 7}0|=: PCE Zt2| 7t0|E - Eot

UCCE Xt M&E 215 M: Exchange UCCE At M 21F M



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/configuration/guide/ccvp_b_configuration-guide-12-5-1/ccvp_b_configuration-guide-12-5-1_chapter_010001.html#topic_6D75495932F00270623807AD59DCCFDA
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/configuration/guide/ccvp_b_configuration-guide-12-5-1/ccvp_b_configuration-guide-12-5-1_chapter_010001.html#topic_6D75495932F00270623807AD59DCCFDA
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_5_1/configuration/guide/pcce_b_admin-and-config-guide_12_5/pcce_b_admin-and-config-guide_12_5_chapter_010100.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_5_1/configuration/guide/pcce_b_admin-and-config-guide_12_5/pcce_b_admin-and-config-guide_12_5_chapter_010100.html
https://www.cisco.com/c/ko_kr/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/ko_kr/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html

« PCCE AIA| M @15 M: Exchange PCCE A& A& Q1F A
+ CCE 12.5(1)0il A OpenJDKZ x| & 0h0|220|M: CCE OpenJDK 0}0|22|0[4
- CVP 12.5(1)0l A OpenJDK Ad%| & 0}0|12i|0]M: CVP OpenJDK 0OtO|Z12{[0] M

71z x| 2 M - Cisco Systems



https://www.cisco.com/c/ko_kr/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/ko_kr/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/ko_kr/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/ko_kr/support/docs/contact-center/unified-contact-center-enterprise-1251/217214-install-and-migrate-to-openjdk-in-cce-12.html
https://www.cisco.com/c/ko_kr/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/c/ko_kr/support/docs/contact-center/unified-customer-voice-portal-1251/217213-install-and-migrate-to-openjdk-in-cvp-12.html
https://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
https://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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