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+ CMS3.X OVA(Open Virtual Appliance)
« Chrome EEI%{ 122.0.6261.112
« Firefox 22t X1 123.0.1(20240304104836)

Ol 2o M= S 2 #740| C|Hlo|AE ECf2 SHAEASLICH o] 2Mol AFBE 2E Clut
olas &7[3HEI(7]E) HI|a#olMo 2 Al EliaLch #Hx) LEX T} &5 501 #9 BE
mado| &RIRQl ¢S Ola| £XIsHAI7| HHEFLICH



_—I.LA-I

o

A T

1. NTP(Network Time Protocol) A{HH& T A &Lt

CMS o x| & 0] MHHIM SLE NTP MHE 7 Md5t= 0| E&LICH

2. DNS(Domain Name Server)& FA&L|C}

1. CMS 204 Ao CHEt LIS DNSE F A& LICHLHS DNS CMS Edge A BilZE= CMS

Edge L5 IP FAE 7t2I1ZUct E7IS8 49 5 712l CMS Edge A BlZEE FA3tof &
LICt StLt=E CMS LR IP FAE 7t2(7|1 O E st Q1% IP FAE 7telZuct).

2. CMS of|X| HHHE 2|5 DNSE FMELICl 2% DNS ACMS tlZ=E= CMS ol X|2| 2|8 IP
FAE 7t2l2uct

3.CMS Z oz 42 s LHE CMS M|X| A BIZEE AFESEFLICH
4. S MNEXI7I & IP FTAE S35H CMS 0o X[od] HAM|AELICE
5. A& AF =HQ!: cms.demo:

a CMSOX| 7|5:

e edge.cms.demo (internal user login with this A record)

e edge.cms.demo (public user also use same A record from internet, you could specify the different external A record)

b.CMS 304 7|5;
core.cms.demo
6.CMS Z0{ L of|X| M 21T & S:

a daels

« cmscore-fullchaincer (R E MH|A0E A& HA Al QIEM7E ZEEH MH QIEME Z&E = JaLicth)

+  cmsedge-fullchain.cer (2 MH|AME A& HA #Ql 1B M7 2/ EIH M QISME ZEE £ /U&Lict)
b. & Mo Ex|QI Q1B 2 MghLct.

»  cmscore-fullchain.cer (0] 215 Mol R E QIE A7t Z&HEH)
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1.CMS H0{ A 2t MH|AE E43terLCh

a &z HESIE FdgLich

HESI3 QlEHo|& 43t

<{froot>

ipv4 aadd 10.124.56.224/24 10.124.56.1

b. Callbridge 743 QA E & A5}8Lct



<#froot>

calbridge listen a

callbridge certs core.key cmscore-fullchain.cer

callbridge trust c2w cmsedge-fullchain.cer (if not, which result in WebRTC failed)
callbridge enable

2. CMSO|X| M 2t&d MH|A 93}

a F 7Hel HERIZ QIE{H0|AE FE7LICH

1 bE 38 HESS 2B 0[20[1 a= LHF HIERT /E{H 0[A LT



« UHE®IF abEds
« 7|2 HOoIESI0| 74 h(S8 WESLIA 2lE{m|o]4)

« LW HolEQOlaTd

ipv4 a add 10.124.144.80/24 10.124.144.1
ipv4 b add 10.124.42.112/24 10.124.42.1
ipv4d b default

turn certs edge.key cmsedge-fullchain.cer

turn listen a b

turn credentials <username> <password> <cms.demo> (cms.demo is actual domain deployment)
turn public-ip X.x.X.X

turn tls 447

turn enable
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c. webbridge3 7t QLA E &stEFLICE

webbridge3 https certs cmsedge.key cmsedge-fullchain.crt (cmsedge-fullchain.crt ,please refer to CM S fullchain document)

webbridge3 https listen b:445 (b is public network interface , this step just provide public users WebRTC service)

webbridge3 https listen a:445 b:445 (this step could provide both internal and external WebRTC service, but need to edge.cms.demo has two A records on
webbridge3 c2w certs edge.key cmsedge-fullchain.crt

webbridge3 c2w listen a:6000 (aisinternal network interface, 6000 is self-defined port which need to keep the same with the below Webbridge URL)
webbridge3 c2w trust cmscore-fullchain.cer (if no this step, result in WebRTC failed)

webbridge3 enable

3.2 7Y 24 7Zho| HFLIFolME FEELICL

a. Callbridge <—> Turn(Z{ £ 2| O|C|0{ AH|2A)
b. Callbridge <—> WebBridge3(WebRTC A{H|2A)

CMS 2040l A turn and webbridge3E T A4 &fL|C}

a Callbridge2t Turn 72| 9122 T 45t1 S& O|C|o] AMHIAE EMSHErLct.
webadmin GUI0| 21215t 2 Configuration > General 0|5 &fLIC}.

General configuration

TURN Server settings

TURN Server address (CMS) |internal IP address

|
TURN Server address (web app) || IETIR ORI LINTT
|
|
|

Username

Password

Confirm password

Lync Edge settings

Server address | |

Username | |

Number of registrations | |

IVR

IVR numeric D | |

Joining scheduled Lync conferences by ID | not allowed |

' Submit |

b. Callbridge@ Webbridge3 7t2| 9142 T445t0 WebRTC MH|AE & A5HErLCt.
CMSHIM APIE &35 webbridgeE 444 °._+ ChZ caw 348 FI7HEHLICH ol c2w://edge.cms.demo:6000: X E.= webbridge3 AH|A 74|
aglolMut SU5HAH XISHok &.



/api/v1/webBridges/aa292aed-57bb-4305-b89d-eacd72172e4f

ud [ |c2w:.n’fedge.cm5.demo:ﬁﬂm | {URL) - present
tenant [ | || choose
tenantGroup [ | | | | Choose
callBridge [ | || Choose |
callBridgeGroup [ | || Choose |
webBridgeProfile [ | || choose
[ Modity |

restart Callbridge component and apply all configuration
callbridge restart (go to CLI)
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firewall adefault allow ( aisthe external/public network interface)
firewall adeny 22
firewall aenable

1. 2E MHIA7I cMS T 0] 2 of K|of| A Al3l ZQIX| &holgtL|Ct.

CMS Z0{ MH|A 2HEl:

CMS> webadmin Enabled : true TLSlistening interface : a TLS listening port : 443 Key file : core.key Certificate file : cmscore-fullchain.cer HTTP redire

CMSOof|X| MH|A AFEY:

CMS> webbridge3 Enabled : true HTTPS listening ports and interfaces : a:445 b:445 HTTPS Key file : edge.key HTTPS Full chain certificate file : cmsed

2. webrtc 212! SEHE =I5t 3|ofof FA{EhLICH
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7L R} ID: fefed2f4-ac94-4ab2-alda-f4165ec960a7.

Feb 23 09:02:21.588 local0.info CM S client_backend: INFO : WebApp Audit : Session: a77d94b1-bal2-4ede-8f3e-86b3e9c1de8f : Participant Thomas pe
Feb 23 09:02:21.599 local 7.info CM S 3b8086e0e5a0 wh3_frontend: [Join call:fcfed2f4-ac94-4ab2-alda-f4165ec960a7] 10.140.248.52 - - [23/Feb/2024:08
Feb 23 09:02:21.633 user.info CM S client_backend: INFO : WebSocket : Got authenticated JWT for guest1573064743 callbridge 320d02c3-7af 5-4e4f-b5!

Webrtc & 7kAH7F M3HE #&LICH

Feb 23 09:02:37.982 local0.info CM S client_backend: INFO : WebApp Audit : Session: a77d94b1-bal2-4ede-8f3e-86b3e9c1de8f : Participant Thomas(fcf

CMS Core: 22 &2 Conference |IDO|MH, CHE %

£ & I7IX7F O] Conferencedd & 7+E I & 8t Conference ID7}
£ ArE Xt IDYLICHguest1573064743.
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Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: resolution in progress



Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: call 1D lookup scheduled

Feb 23 09:02:21.594 user.info CM S host:server: INFO : guest login request 1450660605: resolution in progress

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storage scheduled (queue length: 1)

Feb 23 09:02:21.597 user.info CM S host:server: INFO : created guest account with user 1D "guest1573064743"

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storage executed

Feb 23 09:02:21.597 user.info CM S host:server: INFO : guest login request 1450660605: credential storagein progress

Feb 23 09:02:21.598 user.info CM S host:server: INFO : guest login request 1450660605: successfully stored credentials

Feb 23 09:02:21.598 user.info CMS host:server: INFO : instantiating user "guest1573064743"

Feb 23 09:02:21.598 user.info CMS host:server: INFO : conference dbOfafc3-ad47-43bd-bcbd-47886416451b: |ocked due to lack of lock consensus

Feb 23 09:02:21.598 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bchd-47886416451b: lock state has changed to locked

Feb 23 09:02:21.598 user.info CM S host:server: INFO : API "9999" Space GUID: 58ef98d1-5181-4e63-a386-4b60597be7e4 <--> Call Correlator GUID: &
Feb 23 09:02:21.598 user.info CM S host:server: INFO : unable to apply logo (space '9999") -- no license

Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bchd-47886416451b: lock state has changed to unlocked

Feb 23 09:02:21.599 user.info CM S host:server: INFO : API call leg fcfed2f4-ac94-4ab2-alda-f4165ec960a7 in call dbOfafc3-ad47-43bd-bcbd-478864164
Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bchd-47886416451b has control/media GUID: bf286660-6e5d-4(
Feb 23 09:02:21.599 user.info CM S host:server: INFO : conference dbOfafc3-ad47-43bd-bcbd-47886416451b named "9999"

Feb 23 09:02:21.601 user.info CM S host:server: INFO : new session created for user "guest1573064743"

Feb 23 09:02:21.603 local0.info CM S postgres[ 54639 : [6-1] 2024-02-23 09:02:21.603 UTC [54639] LOG: could not send data to client: Broken pipe

Feb 23 09:02:21.603 local0.err CM S postgres[54639]: [7-1] 2024-02-23 09:02:21.603 UTC [54639] FATAL: connection to client lost

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: alocated for guest1573064743 / "Thomas' conference participation (Firefox)

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: configured - API call leg fcfed2f4-ac94-4ab2-alda-f4165ec960a7

Feb 23 09:02:21.768 user.info CM S host:server: INFO : call 11: ActiveControl State change, unknown -> unknown

Feb 23 09:02:21.769 user.info CM S host:server: INFO : call 11: setting up combined RTP session for DTL S (combined media and control)

Feb 23 09:02:21.770 user.info CM S host:server: INFO : call 11: ActiveControl State change, unknown -> inactive

Feb 23 09:02:21.770 user.info CM S host:server: INFO : call 11: ActiveControl State finality change (inactive, final=1)

Feb 23 09:02:21.770 local 0.info CM S host:server: INFO : participant "guest1573064743" joined space 58ef98d1-5181-4e63-a386-40b60597be7e4 (9999)
Feb 23 09:02:21.770 user.info CM S host:server: INFO : participant "guest1573064743" (fcfed2f4-ac94-4ab2-alda-f4165ec960a7) joined conference dbOfa
Feb 23 09:02:21.772 user.info CM S host:server: INFO : call 11: starting DTLS combined media negotiation (as initiator)

Webrtc At At7+ 83H8 S 2 & LICH guest1573064743 Space | D: 58ef98d1-5181-4e63-a386-4060597he7e4 (9999).

Feb 23 09:02:37.943 user.info CM S host:server: INFO : user "guest1573064743": deactivating due to session resource teardown

Feb 23 09:02:37.943 user.info CM S host:server: INFO : call 11: tearing down (*guest1573064743" conference media)

Feb 23 09:02:37.943 user.info CM S host:server: INFO : call 11: destroying API call leg fcfed42f4-ac94-4ab2-al4a-f4165ec960a7

Feb 23 09:02:37.943 local 0.info CM S host:server: INFO : participant "guest1573064743" |eft space 58ef98d1-5181-4€63-a386-4b60597be7e4 (9999)
Feb 23 09:02:37.943 user.info CM S host:server: INFO : removing guest account 'guest1573064743' (name 'Thomas') on call drop

Feb 23 09:02:37.943 user.info CM S host:server: INFO : destroying guest account with user ID "guest1573064743"

Feb 23 09:02:37.944 user.info CM S host:server: INFO : conference bf 286660-6e5d-403f-8926-514d385dad3c destroyed

i
©
02
HL

e Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment
e Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment
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https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Combined-Server-Deployment.pdf
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-8/Cisco-Meeting-Server-3-8-Single-Split-Server-Deployment.pdf
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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