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Cancel Wired

Details ldentity IPva IPv6 Security

IPvd Method () Automatic (DHCP) () Link-Local Only
(®) Manual () Disable
Addresses
10.48.43.231 255,255,285.192 10.48.43.193 [ ]
[ x ]
DNS Automatic m:
Separate IP addresses with commas
Routes Automatic m

Adaress Metmask JATeWan MBetnc
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Cisco I0S®2| Z< DHCP-AMHE CtZ1t 20| F4dsHok gfLCt.

ip dhcp pool pnp_pool

network 192.168.10.0 255.255.255.248
default-router 192.168.10.1

dns-server 8.8.8.8

option 43 ascii "5A;K4;B2;I10.48.43.231;J9125"

Linux2| DHCPd:

[jedepuyd@KJIK-SRVIOT-10 ~]$ cat /etc/dhcp/dhcpd.cont
subnet 192.168.100.0 netmask 255.255.255.0 {

option routers 192.168.100.1;

range 192.168.100.100 192.168.100.199;

option domain-name-servers 192.168.100.1;

option domain-name "test.dom";

option vendor-encapsulated-options "5A;K4;B2;I110.48.43.231;J9125";

}

SM 43 = SIS Zisst S Mol et o ZAx|as|o|Mo| M= CHE ASCII EXtE S X3l of
ghlct.

"5A;K4;B2;T10.50.215.252;J9125"
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/content/en/us/td/docs/routers/connectedgrid/iot_fnd/guide/4_3/iot_fnd_ug4_3/sys_mgmt.html#31568
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Helet ZEof CHEr XEAIEH LIE 2 047]8 H ZsHA AL,

https://www.cisco.com/c/en/us/td/docs/routers/connectedarid/iot fnd/quide/4 1 Bliot fnd ug4 1 b
/device mgmt.htmI#85516

PNP 3! Easy Mode& FND T

O|M Ol 2=/PNP7} 10|04 O| HHIAE MM AHBEl= O|RE & £ U&LICHFND I
olMg &Mt 8 ¢ za'%r *'QI—IEL
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[root@iot-fnd ~]# cat /opt/fnd/data/cgms.properties
cgms-keystore-password-hidden=dD5KmzJHa640yvpgdu8SCg==
use-router-ip-from-db=true

rabbit-broker-ip=

rabbit-broker-port=

rabbit-broker-username=

rabbit-broker-password=

fogd-ip=192.68.5.3

enable-reverse-dns-lookup=false

enableApiAuth=false

fnd-router-mgmt-mode=1
enable-bootstrap-service=true
proxy-bootstrap-ip=10.48.43.231
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[root@iot-fnd ~]# /opt/fnd/scripts/fnd-container.sh restart
Stopping FND container...

fnd-container

[root@iot-fnd ~]# Starting FND container...

fnd-container
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deviceType, eid, adminUsername, adminPassword, ip
1ir800, IR809G-LTE-GA-K9+JMX2022X04S, fndadmin,Clsc0123!,10.48.43.250
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O| C|HIO|AE F7t5ted™ GUIol| @15t o|O|X|of| E A|E! CHE Devices > Field Devices >
Inventory > Add DevicesZ O|S & L|C}.
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E =hd

Map Inventory

Mame Metar |D Stat.. LastHeard Categy

CH&F & xtofl M CSV m el of @IXIE XIH3st 1 Add(F7H B 22!8t04 o|0|X|ofl ZA|E CHE FNDO
FItehLic

Upload File
C3VIHML C\fakepath\ir 09 kjk tet
File:

Download sample .cav template for Router, Gateway, Endpoint and Extender, IR500
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Map Inventory

Add Devices Bulk Operation =
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ADMIN > SYSTEM MANAGEMENT > PROVISIONING SETTINGS

Provisioning Process

[0T-FND URL: | hitp://10.48.43.231:6121

Field Area Router uses this URL to register with loT-FMND after the tunnel is configured
Periodic Metrics URL

Field Area Router uses this URL for reporiing periodic metrics with loT-FND

loT-FND URLE http://<FND IP>:91212 HZAELIC}.
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Router Factory Reprovision B & %!2 A% 5t2{™ Configure(Td) > Tunnel Provisioning(El'd T2
HIX'I =) > Router Bootstrap Confguratlon(E|-$E-I HEEAER Hu|ago|lM)22 0|F35tod CHS H
2o 2 chA|ELct.

<#if isBootstrapping = true>

<#assign mgmtintf = "GigabitEthernetO0">
<#assign fndserver = "10.48.43.231">
<#assign sublist=far.eid?split("+")[0..1]1>

<#assign pid=sublist[0]>
<#assign sn=sublist[1l]>

<#-- General parameters -->

hostname ${sn}BS

ip domain-name ${sn}

ip host fndserver.fnd.iot ${fndserver}

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone

!

<#-- Users -->

username backup privilege 15 password Clsc0123!

username ${far.adminUsername} privilege 15 password ${far.adminPassword}
!



<#

-- Interfaces

-—>

interface ${mgmtintf}
ip address ${far.ip} 255.255.255.192

ex
|

it

<#-- Clock --
clock timezone UTC +2

<#-- Archive

>

-—>

file prompt quiet

do mkdir flash:archive

ar

ex
|

chive

path flash:/archive

maximum 8

it

<#-- HTTP -->

ip
ip
ip
ip
ip
ip
ip
1

http
http
http
http
http
http
http

server
client
client
client

connection retry 5

connection timeout 5

source-interface ${mgmtintf}

authentication local

timeout-policy idle 600 life 86400 requests 3

max-connections 2

<#-- WSMA -->
wsma profile listener exec

ex
|

transport http path /wsma/exec

it

wsma profile listener config

ex
|

transport http path /wsma/config

it

wsma agent exec

ex
|

profile exec

it

wsma agent config

ex
|

profile config

it

<#-- CGNA -->
cgna gzip

cgna profile cg-nms-register

ex
|

add-command

add-command

add-command

add-command

add-command

add-command

add-command

add-command

interval 10

show
show
show
show
show
show
show
show

hosts | format flash:/managed/odm/cg-nms.odm

interfaces | format flash:/managed/odm/cg-nms.odm

ipv6 dhcp | format flash:/managed/odm/cg-nms.odm

ipv6 interface | format flash:/managed/odm/cg-nms.odm
platform hypervisor | format flash:/managed/odm/cg-nms.odm
snmp mib ifmib ifindex | format flash:/managed/odm/cg-nms.odm
iox host list detail | format flash:/managed/odm/cg-nms.odm
version | format flash:/managed/odm/cg-nms.odm

url http://fndserver.fnd.iot:9121/cgna/ios/registration

gzip

active

it

<#-- Script to generate RSA for SSH -->

event manager applet genkeys

event timer watchdog name genkeys time 30 maxrun 60

action 10 cli command "enable"



action 20 cli command "configure terminal"
action 30 cli command "crypto key generate rsa modulus 2048"
action 80 cli command "no event manager applet genkeys"
action 90 cli command "exit"
action 99 cli command "end"

exit

end
</#if>

T HERE dYsteiH OIS S —’F%E LICt. Config > Device Configuration > Edit Configuration
Template(?’é %I!i HE)o = 0|S35t0d Ol AES!IS FIteFLICt

<#-- Enable periodic inventory notification every 1 hour to report metrics. -->
cgna profile cg-nms-periodic
interval 60
exit
<#-- Enable periodic configuration (heartbeat) notification every 15 min. -->
cgna heart-beat interval 15

<#-- Enable SSH access -->
line vty 0 4
transport input ssh
login local
exit
ol B2 2tEIo] A% FQI iz 3|0l40] ELIChitatA o] ZT Tl TBof ChEt S
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ir809kjk#write erase

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

*Oct 18 11:42:54.367 UTC: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
ir809kjk#reload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm]

Starting File System integrity check
NOTE: File System will be deinited and later rebuilt

HAl ¥ IR8000| =7| ZAm|Teio|d CHat &AHE AMAsiete ZEZEE EAISIH CHA| 2tok L
Ct.



--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: no

Press RETURN to get started!
0| PNP/ZTD Al 0i| . O|&F Hot UX| &t

X| &Qlst, ofzole L CIHERIE CHA| MMstD
2+ E{0i| A before-registration-configS X1I7-|3FE 20|

ZF&LICH

IR800#delete /f before-*

IR800#delete /f /r archive*

IR800#mkdir archive

Create directory filename [archive]?

Created dir flash:/archive

IR800#conf t

Enter configuration commands, one per line. End with CNTL/Z.
IR800 (config) #archive

IR800
IR800
IR800 config archive) #end

X|Z2 M ClHto|lA == Bl Am[Tefo]Mol /e T
FND01I CEY s UTE x4 Hu|TdoldE MBE + UA&LICH

config-archive) #path flash:/archive
config-archive) #maximum 8

(
(
(
(

DHCP A7} 2l B9 THR 2ol Mui7t RS2 M ELICH

ct

0jo

=& Zu|2eo|H0o] ClHtol A0 M AMEHELICE.

IR800>enable

IR800#conf t

Enter configuration commands, one per line. End with CNTL/Z.
IR800
IR800
IR800
IR800 (config-if) #end

*Aug 1 12:02:02.887: %$SYS-5-CONFIG_I: Configured from console by console

config)#int gi0
config-if)#ip addr dhcp
config-if)#no shut

IR800#ping 10.48.43.231

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.48.43.231, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
IR800#

B AICHAZ] 2t E{7F MEE IP AHI|ado|MeZ FNDO| & & &+ QEX| EHIAESH 7| I5H 2
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IR800 (config) #pnp profile pnp-zero-touch
IR800 (config-pnp-init) #transport http ipv4 10.48.43.231 port 9125
IR800 (config-pnp-init) #end

"transport"2 Al StE £22 QUZ5HH 2FRE7FPNP Z2MHAE AIRS D XHE P Y ZEM
FNDO| @1Z235t241 Al I'l-—||:|'.

E ztoio| MicH2 FIYE|M ClHto|A T} O S EnHEHL

. [Clo|E &_ODM]:#RH FND HT™o| R &8 ot 2 x|5t= = C|HIO|A 9|
ODM(Operational Data Model) I+ 4C{|0|E

- [UPDATING_ODM_VERIFY_HASH]:Cl|o|EEl m}lo| 2HIEX| &9l

. [(OIo|E_ODM]

- [COLLECTING_INVENTORY]: 34 Zdx|a2|o|M & ClHio|A HE #=F

. [COLLECTED_INVENTORY]

. [VALIDATING_CONFIGURATION]: _aga An|agolMolH Hx|ago|ME ME35He{n
S LICHCHA 2t E HER| MZ2H|X 'Y HIER).

c[EEE T

. [PUSHING_BOOTSTRAP_CONFIG_FILE: AZ & 78 Mg

- [PUSHING_BOOTSTRAP_CONFIG_VERIFY_HASH]: M & 70| 2HIEX| & ¢l

. [PUSHED_BOOTSTRAP_CONFIG_FILE]

. [CONFIGURING_STARTUP_CONFIG]:ZAT|1ai0| S A|EF ZAI|TZ0|Me 2 AT

- [CONFIGURED_STARTUP_CONFIG]
M8 E FMLAIE M ME

. [K-IQ. __rLA-|]
- [TERMINATING_BS_PROFILE: R EAEZHE SX|
FND server.logoil Z2MAE FHE 5= A&LICH

rl

GUIN A Unmonthed(& &) > Bootstrapping(f EAE &) > Bootstraid( FEAEZ)E 0|S3HH C|
HFO|AT} O|SEl= AE & = U&LICH

O| &2 £|H 2t E{&= CHAIEl Router Factory Reprovision BEIEZ %2 AF& 304 PNP7}

E I
= ot REAEME C|HO|AKEH SEELICH

Z |R8002| CGNA Z 21} 0| FND Aol SE35t2{dn A= &L},

JMX2022X04SBS#sh cgna profile-state all
Profile 1:
Profile Name: cg-nms-register
Activated at: Thu Aug 1 15:31:14 2019
URL: http://fndserver.fnd.iot:9121/cgna/ios/registration
Payload content type: xml
Interval: 10 minutes
gzip: activated
Profile command:
show hosts | format flash:/managed/odm/cg-nms.odm



show interfaces | format flash:/managed/odm/cg-nms.odm
show ipv6 dhcp | format flash:/managed/odm/cg-nms.odm
show ipv6 interface | format flash:/managed/odm/cg-nms.odm
show platform hypervisor | format flash:/managed/odm/cg-nms.odm
show snmp mib ifmib ifindex | format flash:/managed/odm/cg-nms.odm
show iox host list detail | format flash:/managed/odm/cg-nms.odm
show version | format flash:/managed/odm/cg-nms.odm

State: Wait for timer for next action

Timer started at Thu Aug 1 15:31:14 2019

Next update will be sent in 9 minutes 30 seconds

Last successful response not found

Last failed response not found
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IR800-Bootstrap#cgna exec profile cg-nms-register

Ct&& &elgct.
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Device Info Events Config Properties Running Config  Router Files  Raw Sockets Work Order A

Time Event Mame Severity Message

2018-10-18 14:01:03:535 Up INFO Device is up.

2018-10-18 14:00:58:380 Reqgistration Success INFO Registration successful.
2018-10-18 14:00:58:377  Reqgistration Request INFO Reqgistration request from device.
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. FND Mt 2392l: /opt/fnd/logs/server.log

. 232190 M¥ HE E =&ILICt.Admin > Logging > Log Level Settings > Router Bootstrapping
> Debug

- IR800 2&0{|M CtEE =& LICt.pnp 2= debug pnp ?

- FND GUIOIM Ct5 & &g LIchCIHEOlA > QIHIER| > C|HFO|A M > O[HIE

. O| EtA| 9| CHE E 9| EAX|= Router Factory Reprovision HIZ2/9| (&) 279t #&10| &L

FRIstAA2.
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- FND AMB{ 232l: Jopt/fnd/logs/server.log
- IR800 2&0A CHSE e LICH

show cgna profile-state allC|tHZ1 cgna 22 ?C|H wsma H|O|FE

. FND GUINIM CF2 & =" ELICH.CIHFO|A > QIHIER| > C|HIO|A ME > O|HE

. HTTPE 53l FND VMOl A{ IR80001 WSMA 91 &0l

FNDO{| M AF23HE URI: hitp://10.48.43.231:80/wsmalexec :POSTE OH 7| & 91F



http://10.50.215.241:80/wsma/exec
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