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<{froot>

[Tue Sep 11 15:08:48 UTC] maglev@10.1.1.1 (maglev-master-1) ~
$

sudo

rca

[sudo] password for maglev:


/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-2/admin_guide/b_cisco_dna_center_admin_guide_2_3_2/b_cisco_dna_center_admin_guide_2_2_3_chapter_010.html#Cisco_Task_in_List_GUI.dita_54088469-d201-4ba4-8976-f1facaa0a139
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-2/admin_guide/b_cisco_dna_center_admin_guide_2_3_2/b_cisco_dna_center_admin_guide_2_2_3_chapter_010.html#Cisco_Task_in_List_GUI.dita_54088469-d201-4ba4-8976-f1facaa0a139

Verifying ssh/sudo access

Done

Verifying administration access

[administration] password for 'admin':

User 'admin' logged into 'kong-frontend.maglev-system.svc.cluster.local' successfully

RCA package created on Tue Sep 11 15:32:47 UTC 2018

2018-09-11 15:32:47 | INFO | Generating log for 'date'...
tar: Removing leading /' from member names

/etc/cron.d/

/etc/cron.d/clean-journal-files

/data/rca/maglev-x.x.x.x-rca-2018-09-11_15-32-40_UTC/docker_inspect_k8s_pTlatform-ui_platform-ui-2963217
/data/rca/maglev-x.x.x.x-rca-2018-09-11_15-32-40_UTC/sudo_ethtool_califeld52fff20.1og
2018-09-11 15:43:14 | INFO | Cleaning up RCA temp files...

Created RCA package: /datal/rcal/ magl ev-x. Xx. X. x-rca-2018-09-11 15-32-40 _UTC.tar.gz

[Tue Sep 11 15:43:14 UTC] maglev@10.1.1.1 (maglev-master-1) ~

|4l Cisco DNA Center 2 2|A(2.3.4.x O|&h)HH= CIS2 8E = UELICH $rcacopy.

$ rca --help

Help:
rca - root cause analysis collection utilities

Usage: rca [COMMAND] [ARGS]...
Commands:
clear - clear RCA files
copy - copy rca files to specified Tocation
exec - collect RCA
view - restricted filesystem view
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<{froot>

[Wed May 30 18:24:26 UTC] maglev@10.1.1.2 (maglev-master-10) ~
$

rca

Verifying ssh/sudo access

Done

Verifying administration access

Cluster: 10.1.1.3

[administration] username for 'https://10.1.1.3:443': admin
[administration] password for 'admin':

User 'admin' Togged into '10.1.1.3" successfully



RCA package created on Wed May 30 18:24:44 UTC 2018

2018-05-30 18:24:44 | INFO | Generating log for 'date'...
tar: Removing leading /' from member names

/etc/cron.d/

/etc/cron.d/run-remedyct]

Firepower Threat Defense rca &2 A5t XIHE 2HAE ZHIP A7t /home/maglev/.maglevcont.
CHS #H0l| ra HYE S AESIH Cisco DNA Center= S Y3 .t EE AFE5H0I RCA HEE 71 S
C}.

<#root>

[Wed May 30 18:23:37 UTC] maglev@10.1.1.2 (maglev-master-10) ~
$

rca

[sudo] password for maglev:

Verifying ssh/sudo access

Done

Verifying administration access

[administration] password for 'admin': <
type the admi n password
>

User '"admin' logged into '10.1.1.3" successfully <-- it automatically logged into the cluster previousl)

RCA package created on Wed May 30 18:23:46 UTC 2018

2018-05-30 18:23:46 | INFO | Generating log for 'date'...
tar: Removing leading /' from member names

/etc/cron.d/

. rca continued..

CtEE A5HOF 5tE B9 raChE L E0|M B S AA5HH Cisco DNA Center0| 78 El ZAEA
EE MAE oS M 2X2EH 7FHIP FAE MEStEtE HAIXIZF EAE D O =E9[IP F4AE
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<ffroot>



[Wed May 30 18:24:10 UTC] maglev@10.1.1.2 (maglev-master-10) ~
$

sudo nagl ev context delete maglev-1

Removed command 1line context 'maglev-1'

[Wed May 30 18:24:18 UTC] maglev@10.1.1.2 (maglev-master-10) ~
$

nor e / hore/ magl ev/ . magl evconf

; Modified by Maglev: Wed, 30 May 2018 18:24:18 UTC
; maglev 73529

[global]

[Wed May 30 18:24:26 UTC] maglev@10.1.1.2 (maglev-master-10) ~
$

rca

Verifying ssh/sudo access

Done

Verifying administration access

Cluster:

10.1.1.2 <-- now it asks for the new cluster |P address

[administration] username for 'https://10.1.1.2:443': admin
[administration] password for 'admin': <

type your adnmin password

>
User 'admin' logged into '10.1.1.2"' successfully

RCA package created on Wed May 30 18:24:44 UTC 2018

2018-05-30 18:24:44 | INFO | Generating log for 'date'...
tar: Removing leading /' from member names

/etc/cron.d/

/etc/cron.d/run-remedyct]

Windows AFE{0|AH RCA 1l £&

1E7Al. WinSCP 2= &7{3 7| SCP 2CI0|MEE Ct2Z =8 L CH

2CHA|. CLI XtZ2 Z3H o 2 Cisco DNA Center0] 210151 scp £ T


https://winscp.net/eng/download.php

-8 WinSCP Login ?
Session Session
. Stored sessions
File protocal:
E_n'u'imnmerrt =ve prot
... Directories SCP bl
h Host name: Port number:
Preferences —
mxc-dnacd cisco.com 2222 —
User name: Password:
madglev Ty
Private key file:
Select color
[ ] Advanced options
About ... Languages Login Save Close

3EHA|. EFA: jgaairca E .




~ Local Mark Files Commands Session Options Remote Help

QLD RS WP BRI T

maglev@mxc-dnacd.cisco.com | + |

- || My documents '@g‘:-"‘?'gmﬁﬁﬂ vﬁéé'—-"'éﬁﬂﬁﬁﬂ

Type Changed Bt ize Changed Rights

Parent directory  8/24/2018 1:13:18... & 8/31/2018 3:38:06 ... rwr-xr-x
j My Music File folder 61272013 2:23:24 ... L. data 8/31/2018 3:48:46 ...  rwar-xr-x
(B My Pictures File folder 6/12/2013 2:23:24 .. [ Imaglev-10.1.14-rca-2..  281MiB  8/31/2018 3:48:14 ...  rw-r--r--
iMy Videos File folder 6/12/2013 2:23:24 ... I mwm.u-m-z...] 335MiB - 9/11/2018 4:43:14 .. rw-r--r--
)i web _sites File folder £/24/2018 1:24:59 ..
[] ps_store DS_STOREFile  8/24/2018 1:13:20...
1800s.,pcapng Wireshark capt.. 7/30/2018 3:29:54 ..
1800s_with_dhcpoptd... Wireshark capt... 7/30/2018 £:01:58 ...
% Default.rdp Remote Deskt...  5/20/2017 9:15:58 ...
#J desktop.ini Configuration ... 8/22/2018 8:56:24 ...

<] <l
0Bof 20.698Bin Dof 9 335MiBof 617 MiBin 10f 3
. 4# F2Rename | F4Edit 23 F5 Copy i3 F6 Move (2 F7 Create Directory »< F8Delete 5 FO Properties W1 F10 Quit

At RCA T E =24 HFEo| SAHELICH



. ¥ rca - maglev@mxc-dnac4.cisco.com - WinSCP =

Local Mark Files Commands Session Options Remote Help

o g HES @ j EH ik VRD Default - G-
| maglev@mxc-dnac4.cisco.com =

I'| My documents - & 7] = Wiy s M rca ~-@E e~ Ga Ga 4 (3 |t

C:\Users\Administrator \Documents fdatafrea

Mame Bxt Size  Type Changed At|| Name Bt Size Changed Rights Owner

t . Parent dlreclory 82472018 1:13:118... r . 8/31/2018 3:38:06... rwr-xr-x root

B My Music File folder 6/12/2013 2:23:24... sh | data 8/31/2018 3:48:46 ...  rwocr-xr-x root

= My Pictures Copy _013 34814 ... wer--r-- root

B My Videos 018 £:43:14 ... rwe-r--r-- root

web_sites Copy file maglev-10.1.1.4+ca-2018-09-11_15-32-40_UTC tar.gz"to local dinectory:

[].0s_Store CRYE | W\ Users\ Administrator\Documenis\". v] l Browse... |

0% 1800s.pcapng 45280 Transfer settings

0% 1800s_with_dhcpoptd... 9,620  Defaut transfer settings

*,‘_.‘. Default.rdp

o | desktop.in — —

M| desktop.ini [] Mew and updated file(s) only [] Do not show this dialog box again

[_] Transfer on background (add to transfer queue) Transfer each file individually
Transfer settings... i' | Copy | | Cancel | [ Help

< m > « m >

0Bof 20,698 Bin 0cf 9 335 MiB of 617 MiBin 10of 3

# F2Rename | F4Edit &3 FS Copy i3 F6 Move [ F7 Create Directory < F8Delete EF FO Properties 1 F10 Quit
8 scP 0:00:39

Mac EEE Linux ZAFE{0|M RCA It £ &

% £ 11: 0] oflof| A Cisco DNA Center IP &4 E mxc-dnacd.cisco.com. O] EAE O|& & Cisco DNA
Center Appliance2| FQDN(Fully Qualified Domain Name) E£= IP A2 Hi & L|C}.

154 B0 MM E ¥ S HHE 85104 0|§0| 21 RCA U2 SAFELICEH maglev-101.1.4-
rca-2018-00-11 15-32-40 UTC.tar.gz Cisco DNA Center ApplianceO| /datarca CIZIE{ 2|7} HAFE{0f U= 3K

XY CIHE2|2 o|SELC

<ffroot>

ALECARRA-M-P1Z8:~ alecarra$

scp -P 2222 nagl ev@mxc-dnac4. ci sco.com/datal/rcal/ magl ev-10. 1. 1. 4-rca-2018-09-11_15-32-40_UTC. tar.

Welcome to the Maglev Appliance
maglev@mxc-dnac4.cisco.com's password: <

type your magl ev password>

maglev-10.1.1.4-rca-2018-09-11_15-32-40_UTC.tar.gz
ALECARRA-M-P1Z8:~ alecarra$

gz .



Mac EE= Linux ZFE{0ll RCA It F A

Cisco DNA Center 0{Z2+0[HA Q| CLIMAM CtS FE2 AFS & LICH.
$ scp /data/rca/<RCA file name> <Mac/Linux username>@<Mac/Linux IP address>:<path to save the file>

CHE2 LabollM ALE &l BE Ll of ILCH.

<#root>
$
scp /datal/rcal/ magl ev-10. 1. 1. 4-rca-2018-09-11_15-32-40_UTC. tar.gz al ecarra@0. 24. 133. 238:/ User s/ al ecarr a/

The authenticity of host '10.24.133.238 (10.24.133.238)' can't be established.
ECDSA key fingerprint is SHA256:u660kUomvMParNkcPIm7oXrDp84ri1P5CMI9wCWCFOAE.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added '10.24.133.238' (ECDSA) to the Tist of known hosts.
Password:

maglev-10.1.1.4-rca-2018-09-11_15-32-40_UTC.tar.gz

RCA It E TAC SRO| ¥dEE

HEIRXE Sl AFE{0ll A= TAC SR(MHIA 23)0| RCA IHAUES YZ =524 7oA Tl 9
EH ES M8 £ UaLCH HRst B2 AHolA HESE x|-HgL/ch

RCA Il 2l€ TAC SRO{| FE A|EHL|Ct.

Cisco DNA Center 01Z20[HA M TAC SRE & mt(0f: RCA)2 UYZESIE{H F 7HK| M
2 MEBE = AaUch F SMH EF0M AFEX O|§2 SR HZ 0|1 HIZHS = 2E SRO| IR
st EZQLICH ALEX} O|B/H|IEHE = SR AlZF Al HIZ 0| &4 EAIZE|H SCMOIMH M =2

& LICt EZoi CHEH RFM|EH LI 2 Cisco Technical Assistance Center0l 7124 Il A== 2 &t

ZoHAIAL.



https://cway.cisco.com/csc/index.html
https://cway.cisco.com/csc/index.html
https://www.cisco.com/c/ko_kr/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/ko_kr/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/ko_kr/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken

Subject: 688046089: CXD Upload Credentials

You can now upload files to the case using FTP/FTPS/SCP/SFTP/HTTPS protocols and the following details:
Hostname: cxd.cisco.com

Username: 688046089

Password: gX###®®kiiiiipy

=M 1. HTTPSE Sl It H2ZE(7HY HHE S48 &

E 443 A

H

r

)

1EH7|. Cisco DNA Center 0{Z2H0|2AA A cxd.ciscocom ZE 4432 E6f MSEILICE CFSE EA
EE &5ts 8 7FX| 2 QlL|C)

<{froot>

$

nc -zv cxd. ci sco.com 443

Connection to cxd.cisco.com 443 port [tcp/https] succeeded!
$

N AT HAEN ATE A o WHE A

tod mAUsS UZEE & Q&L

ol
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<ttroot>

$ curl -T “

https://cxd.cisco.com/home/

(M= =of cHet RtMEH 27|1§ EedH v 42 MEELICH o|E 04, ‘e vr ..0)



<tfroot>

$

curl -T "./test.txt" -u 688046089 https://cxd.cisco.com hone/

Enter host password for user '688046089':

[Tue Dec 10 13:35:47 UTC] maglev@10.1.1.1(maglev-master-1) ~
$

S/ 2 SCPE Sall IIY YRS (XZE 22 M)

1EtA|. Cisco DNA Center 0{Z2}O|2AA 0| A cxdcisco.com UESLICH CISS HIAEE =&35tE 8 7}
K| e lL|C}

<{froot>

$

nc -zv cxd.ci sco.com 22

Connection to cxd.cisco.com 22 port [tcp/ssh] succeeded!
$

<tfroot>

$ scp



@cxd.cisco.com:

scp ./test.txt 688046089@xd. ci sco.com

The authenticity of host 'cxd.cisco.com (X.X.X.X)' can't be established.
RSA key fingerprint is SHA256:3c8Vi3Ms2AITZTNzkBccR1pvE5ie9oMs64UhOuhRado.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added 'cxd.cisco.com,X.X.X.X' (RSA) to the 1ist of known hosts.
688046089@cxd.cisco.com's password:

test.txt

[Tue Dec 10 13:44:27 UTC] maglev@10.1.1.1 (maglev-master-1) ~
$
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