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Cisco 10S Router as Easy VPN Server

ZE 1000001 M cTCPZE X[ 35tE== Cisco I0S Router(Easy VPN Server)E 74335t2{0 CHS EHA|
E t2sIAAIL.

1. Configure(T* ) > Security(:22) > VPN > Easy VPN Server(VPN MtH)E& =45t 10 Global
Settings(M] AM)E Z2/5t04 M Mg WEFHL|CH

Configure = Sacurity = ¥PN = Easy WEN Sarvar

Creale Easy VP Server | Edit Easy VPN Server |

= =
Global Setings... || add.. | Edit. | Delete |

Mode Configuration:
RESPOMD

Group Authorization Uzer Authenfication
ciscocp_van_grovp_mi_1 ciscocp_vpn_zxauth_ml_

Interface
CiscolF_Profile” Vidual-Templatel
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Cigco Tunneling Control ProtocolicTCP)

The ¢TCP allows Easy WPM clients to function transparently withaut modifying fireswall
rules.You must enable cTCP on the server in arder to accept connections from remaote
clients using cTCP.

Specify the port numbers onwhich the Easy VPM Server needs to listen for c TSP
request from clients You can add a maximum of 10 port numbers.

10000,

Llse comma ', ' to separate entries.

Ik ‘ Cancel ‘ Help ‘

Edit Global Settings E

Cisco 10S Router as Easy VPN Client

CHS BHE 225t AR,

1. Configure(T*%d) > Security(®22F) > VPN > Easy VPN Remote(VPN #Z4)& ME4 5 1 Edit(H

E)E 2=I5tod cTCP Zdm|aai|olMof CHEt E2to|UE HYg +HeLict

Configure > Securly > WPHN > Fasy YPH Remole

Creale Easy VPN Remaote | Edit Easy WPH Remote

Add., Edit... I:IEIEI:E| F!EE-eml:lnnectiunl Test Tunnel |

Status Marme Maode
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2. Firewall Bypass(&3t¥] 2 3|) 2 2 2|5l 1 Automatic Firewall Bypass(AtS 43t 2 3|) M|
M ol2Hofl A Port Number(ZE. &) ! Keepalive(keepalive) AlZHZE)E K| LICHEnable
Easy VPN access through firewall(' %% & &3l Easy VPN HA|A g 4d8}) Qo] &Qlgto| M
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Edit Easy VPN Remote (%]

General \[Authenticatiun \[ Interfaces and Connections | Firewall Bypass
e

Awutomatic Firewall Bypass

Easy VYPM tunnel network may notwark ifthere is a firewall between the WYPMH end
points that blocks WPK protocal such as IKE and ESP.Cisco CP can configure yaur
router to set up Easy VPR so encrypted traffic can go through the fireweall

v Enahle Eazy WP access through firewsll

apecify the port number anwhich cTCP need to he configured.
Port Mumber: | 10000| <1-B5535=

Specify the keepalive value in seconds to send keepalives so
MATIFirewall sessions do not timeout

Keepalive: ] Seconds =5-3600=

0] ‘ Cancel‘ Help ‘
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