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System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL GROUPS | Create Group | SDWAN1

Integrations Create Integration Group (2 1]
MName IE.': WaN2 I 1
Hame Secuntly Domains l -
SDWAN1 Narme P Description
'%

3. M2 MAE S8 1E "SDWAN2"Z 0|5 5104 yManage S 0t9A 2EZ HECR 223
Ct

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL GROUPS | Create Group | SDWANT | SDWAN2

Group SDWAN2

Integrations 4
B sowanz
= ucsMm

B vManage

Device IP/FQDN

4.vManageZ 024 2EZX% HHES Z Z2/5l 1 Integration Manager A& ME{EFL|CH.

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALL GROUPS | Create Group | SDWAN1 | SDWAN2
Group SDWAN2 )
P Integrations
B sowanz
B ucsMm
Name Device IF/FQDN

B vManag:

-reate Integration Manager
i I g M 4]

Save as

Post

Share

Open In Object Store Browser

5. Integration Manager O|&, C|HFO|A IP/FQDN, AFE XL O|&, HIYHE § MAHS MR HEE
OIE=|%I-L_||:|.
H /e .



System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL GROUPS | Create Group | SDWAN1 | SDWAN2
Group SDWAN2 Create Integration (2T
B sowanz Name: |y
¥ Device IP/FQDN: | 1
E vManage Username: | admin ?

Password: | ...

Confirm Password: | ...

came'

6. &4Eff ZEo|M SF0| SUe=X| SHUFLICH 36K 25t HL LRI HAHANSE
B} Mt X| = IELICH otE IDE vManage ZAE 22{2| AlRIILICE Integrations -><1 & 0|E>-
>vManage -> <Integration Manager O|8> -> A|A8| M2 O|S35t0{ & EHE =T &= U&LICH

Integration - vManage1 0 0

System Info Palicy Faults History
——
o *
Name
Capabilities:
Issues:

Status: Re

Partner ID

MM B: WAN SLA & Hm|ag|o|M

A FMHE WAN SLA ZZ2 EI2 Tenants(Eﬂ'—.;'E)->common(-3-%)—>Policies(’é;'"‘—'1)->Protocols(E
EE%)->WAN SLAO|M &2 = Q&L

O|= WAN SLA HHME AL&5t0{ HofE F8ste S Tt E EHIDEO|M &5 = AU&LCH
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System Tenants Fabnc Virtual Netwaorking L4-L¥ Services Admin Operations Apps Integrat
ALL TENANTS | Add ait snaint 5 _ | bhasstke | nfa | waseeskr-tenant-1 | waseeakr-tensnl
common
Wan SLA Policie 0 o
o
Name DSCP Accepable Jitter (ms) Acceptable Delay (ms) Acceptable Loss (%)

Ol ACI S&foll o= El SD-WAN &0of 4= VPNE Tenants(Ell'c1 E)->common(& &)->Policies(H
Z)->Protocols(Z 2 E 2)->WAN SLAO| BFIEL|C,




Systemn Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: [ETRlRss =g | common |

bharatke

infra waseeakr-tenant-1

| | | waseeakr-tenant

common WAN VPN Entries

= WAN VPN

B o

= Troubleshooting

MName Description

= Host Protection

B Monit

1. WAN MH|AE D1 EE EIHE/NVRFOIAM A S HdEhLct
QoS Priority(QoS 2 M&=9|) 22 Unspecified(O|X|H) 0[2|Q| gt =2 Mok & LICH QoS
Priority(QoS ®M&=<) 2t 0| Unspecified(0|X|1H) 2 MM E 24 WAN SLA HH0| 2t S3HX| et&
LICH

Tenants(Ell' E) -><tenant name(Ell'cl £ 0|&)->Contracts(7|2f)->Standard(E&) 2 O|S 5t &AL

afa]n APIC

(ol -1 ale]

ll
SIEGUM Tenants Fabric virtual Networking ~ L4] Create Contract (2 1]

ALL TENANTS | Add Tenant | Tenant Search: ETEReINsEE, Name: | WAN_SLA_Contract1

Alias:
bharatkc Con
ontre Scope: VRF
(C» Quick Start QoS Class: [Lovels
bharatkc
ﬁ ~ MNar Target DSCP:  Unspecified
Application Profiles
I plicetion Description: optional
= Networking SOWA
B Contracts
VEB_ Tags:
= Standard
ﬂ SDWAN_allow_utility Subjects: +
3 WEB_SLA Nafaa Dest
B WEB-Traffic
Al
= Taboos
= Imported

2. Contract Subject(7|2f F&{)E 4435t 1 Contract Subject(7|2f FA)0{ A WAN SLA
Policy(WAN SLA 2 & x| gLct.

QoS Priority(QoS M#=2|) 22 Unspecified(O|X|%) 0|2|2o| Zto =2 M3l oF & LICt QoS
Priority(QoS —r*d-ff ) 2k0l Unspecified(0|X[H)2 M E Z2 WAN SLA HA0| 2t S38tK| i &
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didh APIC

Create Contract Subject
System Tenants Fabric Virtuzs ) 0 e
ALL TENANTS | Add Tenant | Tenant Searc I Marme: | WAN_SLA_Transactiona H ]

Alias:

bharatkc el

(
* Descripion: | aptiona

Target DSCP.  Unspecified

Apply Both Directions: [#]
Reverse Filter Ports: (]

Wan SLA Policy: | Transactional-Data i

Bulk-Data
common/sdwanpalcont

Filter Chain

Default
common/sdwanpolcont

S Priority
Transactional-Data
common/sdwanpolcont

Voice-And-Video
Filters common/sdwanpolcont +

]
-]
[

Name Decies Action Priority

10
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Tenants(Ell'E E) -><tenant name(Ell'1 E O|&)->Application Profiles(O Z /710|144 = 2 1} )-
>Application EPG(0HZ 2|7 0| EPG)->Contracts(7|2f)2 0|55t M AI2.

Systam Tenants Fabric Virtual Networking L4-L7 Servicas Admin Oparations Apps Integrations
ALL TENANTS | Add Tenant | Tenant Sedarc escr | common | bharatke | infra | waseeakr-tenant-1 | waseeakr-tenant
bharatk -
Contracts
Contracts
- - ——
|Add Provided Contract f——13 o0
Contract: [ WAN_SLA_Contract1
= Tenal onmract; | WAN_SLA_Gontract — 14 S Class State Label
Name —— = -

QoS I_d'.'l-l.‘\ l— 15

Label

Cont

Subject Labal
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4. SD-WANO] CH3H T+ El L3outo|AM |2 AHE
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>Consumed Contracts(2H|El H 22 0[S 3t A A|L. L3out 2|F EPGO|A contractE X335t
EPGOIM £H|5tE W 7tsstn REFLICH



Admin Operations Apps ntegrations

External EPG Instance Profile - SDWAN_Branch

2 O Policy Operational Stats Health
General Contracts Subject Lab
—

Ceonsumed Contracts Taboo Contracts

I Contract Interfaces
———————————

Provided Contracts |

Type QoS Class State

rnal Brickas
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5. WAN VPNE H|IHE VRFo|| & x|
ZHA)->WAN VPN 2 0|5

Tenants(El|'- E) -><tenant name(Ell'c1E 0|&)->VRFs(VRF)->Policy(& 4

StAAIL.

bharatke VRF - SDWANT

~ [ Application Profiles Summary Policy

@ SDWAN1_AppProfile
» [l Application EPGs
. [ uSeg EPGs
= Metworking
» [ Bridge Domains
= VRFs
ol SDOWAN1
B Multicast IPvE

& Healthy

Create SNMP Context: []
= Multicast Create Route Target Profile: []
B\e £pG Collection for VRF DNS labels:
Transit Route Tag Policy:  select a value

[ External Bridged Networks

-

Enabled

- [ L30uts
& bharat SDWAN_[3out IP Data-plane Learning: (  Disabled
al_olV _ 30U
> [ Dot1Q Tunnels
- [ Contracts
v [l Standard

WAN VPN: [10

mw
common/sdwanvpncont

Enable GOLF-OF

ACI2| Zix|2y|ofAMof| et Zm|Zef|o|AH0] = SDWAN C|HHO|A 250 FA|EL|CH
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ASR1001-X-DC#show sdwan policy from-vsmart
-->>> SLA Policy (parameters)

fromvsmart sla-class Bul k-Dat a

Toss 10
Tatency 300
jitter 100

from-vsmart sla-class Default

Toss 25
Tatency 300
jitter 100

from-vsmart sla-class Transactional-Data
Toss 5

Tatency 50

jitter 100

from-vsmart sla-class Voice-And-Video

Toss 2
Tatency 45
jitter 100

from-vsmart data-policy _vpn-10_data_policy
direction from-service

vpn-1ist vpn-10

default-action accept

-->>> DSCP to SLA Mapping
from-vsmart app-route-policy _412898115_vpn_412898115
vpn-Tist 412898115_vpn

sequence 10

mat ch

dscp 14

action

sl a-cl ass Default

no sla-class strict

sequence 20

mat ch



dscp 18

action

sl a-cl ass Voi ce- And- Vi deo

no sla-class strict

sequence 30

mat ch

dscp 12

action

sl a-cl ass Transacti onal - Dat a

no sla-class strict

sequence 40

mat ch

dscp 10

action

sl a-cl ass Bul k-Dat a

no sla-class strict

from-vsmart 1lists vpn-1list 412898115_vpn
vpn 10

from-vsmart 1ists vpn-1list vpn-10
vpn 10



ASR1001-X-DC#

E2i x| 9l= SDWAN 2 E

<{froot>

ASR1001-X-Branch#show sdwan policy from-vsmart
-->>> SLA Policy (parameters)
from-vsmart sla-class Bulk-Data

Toss 10
Tatency 300
jitter 100

from-vsmart sla-class Default

Toss 25
Tatency 300
jitter 100

from-vsmart sla-class Transactional-Data
Toss 5

Tatency 50

jitter 100

from-vsmart sla-class Voice-And-Video

Toss 2
Tatency 45
jitter 100

-->>> DSCP to SLA Mapping
from-vsmart app-route-policy _412898115_vpn_412898115
vpn-Tist 412898115_vpn

sequence 10

mat ch

dscp 14

action

sl a-cl ass Default

no sla-class strict

sequence 20

mat ch



dscp 18

action

sl a-cl ass Voi ce- And- Vi deo

no sla-class strict

sequence 30

mat ch

dscp 12

action

sl a-cl ass Transacti onal - Dat a

no sla-class strict

sequence 40

mat ch

dscp 10

action

sl a-cl ass Bul k- Dat a

no sla-class strict

from-vsmart Tists vpn-list 412898115_vpn
vpn 10

ASR1001-X-Branch#
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WAN SLA 2 "EI™ M H|0|E{". Tenants(Ell'lE) -><tenant name(El\-E

9F)->Standard(E &)-><Contract Name(7|&f O|&)>-><Contract Subject(|f F

HH- WAN SLA Policy(WAN SLA XA 2 0|55t & A|2.

Reverse Filter Ports: [#]
Filters:
Pricrity Directives

Name Tenant Action

default commaon Permit default level

L4-L7 Service Graph
QoS Priority:  LevelS

Target DSCP:  Unspecified

Wan SLA Policy: Transactional-Dat:

<#root>
sequence 30
match
dscp 12
action
sla-class

Transacti onal - Dat a

no sla-class strict
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TTL(Time to Live): 255
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A Z0l: 84
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Z2i32: 0x00

TTL(Time to Live): 251
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A =2 4d: 0x6e30 [correct]
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<ffroot>

sequence 20
match

dscp 18
action

sl a-cl ass Voi ce- And- Vi deo

no sla-class strict
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&l &= 4d: 0x8e35 [correct]
']

F: False]

O
e
ik,

[

T
o

=x: 192.168.10.2(192.168.10.2)
CHA: 172.16.20.2(172.16.20.2)
OlE{Y Mo HIAIR| Z2EEE

2&: 8(0l A (ping) 278)

x| 3 : 0x3614 [correct]

AlEd X} 0x8c5f

>

|2 #135: 512(0x0200)

O O|E{(56HI 0| E)

DSCP 2zt 18(0x12)2| #4738 AFEHS WAN SLA 21} Qx| A|7|= CHAH(SDWAN E2i%| AtO|E)9
o Z! A

ClEHA Z2EZE AA:172.16.20.2(172.16.20.2), Dst: 192.168.10.2(192.168.10.2)
34 Z0l: 2080 E
XIS AMH|A EE: 0x48(DSCP 0x12: Assured Forwarding 21, ECN: 0x00)

rin
x

0100 10.. = AtHs HIA ZEXQIE: Assured Forwarding 21(0x12)

......0.=ECN 7Hs ®&(ECT): 0

™A Z4ol: 84
Aled: 0xa2b8(41656)

Z2i1: 0x00



TTL(Time to Live): 255
Z=EZ: ICMP(0x01)
5l | =2 4d: 0x8deb [correct]

[ ]

O
e
ik

[EE: False]

My

*1: 172.16.20.2(172.16.20.2)
CH4&b: 192.168.10.2(192.168.10.2)
CIEA Mo AR Z2EZ
78: 00l = (ping) EH)
1 0()

A = 4d: 0x8a13 [correct]

kU
N

A3 X} 0x8c5f

AlBA #HF: 1024(0x0400)

O O|E{(56H}O| E)
2. SDWANO{A{ DCZ 2| EEH=|
¢IE DSCP Zt(00)2 EAISHE AA(SDWAN E2H%|)2| miZ! Z4%
QE{H Z2EZ, AA:172.16.20.2(172.16.20.2), Dst: 192.168.10.2(192.168.10.2)

HZ: 4

3 Z0l: 20HI0|E

xS AHIA EE: 0x00(DSCP 0x00: 7|&Zt, ECN: 0x00)

0000 00... = AHE AlH|A ZEZQIE: 7|27k(0x00)
..0. =ECN 75 ™M&(ECT): 0

....... 0=ECN-CE: 0



x| Zol: 84
Al&: Oxa1bb (41403)
Z 22 0x00
0. =& HIE: MHE|X| IS

0.

1
P
N

8t of 2 MAEIX| of S

- (A Ls 32
0= F74 &2 AHEIX] f S
xZhmZM:0

TTL(Time to Live): 255
ZEZEZ: ICMP(0x01)

Sl & =2 A: 0x8f30 [correct]

O
mio
ikl

[ 1l

[E2F: False]

[h]

*1: 172.16.20.2(172.16.20.2)
CH4b: 192.168.10.2(192.168.10.2)
QIR Mo HIAIK| ZREEZ
F&: 8(0lZ (ping) 28)
: 0()

A =3d: 0x68e5 [correct]

I
In

AlEHXL: 0x1d03

>

|24 B35 2048(0x0800)

ol O|E{(56HI 0| E)

WAN SLA ZZHof| [th2F DSCP Zt 18(0x12)2| H44 AL

o

HFQ35H= DC(Destination) 2| THZ! 4%

UL

Ik

EEZ, &£4:172.16.20.2(172.16.20.2), Dst: 192.168.10.2(192.168.10.2)

&l{ Z0[: 20HI0|E

XIS MH|A EE: 0x48(DSCP 0x12: Assured Forwarding 21, ECN: 0x00)



ol
—

0100 10 FESHEl MH|A I EEQ
0.=ECN 7t'5 T&(ECT): 0
....... 0 = ECN-CE: 0

M| Z4ol: 84

Aled: Oxatbb (41403)

Z2i3: 0x00
0..= 0= HIE: MME|X| &2
0.=Z=Ztst oF & dEEIX| i &
0=F7t =z AHE|X| &t
=m0

TTL(Time to Live): 251

ZZE2: ICMP(0x01)

&llH &= 44: 0x92e8 [correct]
[ ']

: False]

O
[0
ik,

TH
ol

£7:172.16.20.2(172.16.20.2)
CHaf: 192.168.10.2(192.168.10.2)
B Mo HAIX| Z2EZ

FE: )

8(H 2 (ping)

x| 3 : 0x68e5 [correct]

Alg4%}: 0x1d03

>

|21 A 815 2048(0x0800)

C|O|E{(56HIO| E)

=X 52

Ct

ol
0

0jo
il

27 utel

gl
pal

H7

rlo
1L
Ak

404 A

r

=0

ol
ok

E: Assured Forwarding 21(0x12)

FLICEH



Mo{ d= C|HZ

APIC techsupport I}

PolicyDistributor Logs(Z® H{ Z X} £1), PolicyManager Logs(& & #t2|X} 21),
PolicyElement(&2 @ &), Edmgr 21 E S35l leaf X! spinedll FA|Zl= 24 Zd x| o] Moi| Cist
SEHS MNIE = A&t

HolE B2 C|HZ

L3out QIE{H|0|A 9| IHZ! ZHX| ! vEdge EHRE{Q| QIE{H|O|A.

ELAME E2

1
%0
o>
r
[ul



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



