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2. bash -c "techsupport local" B2 AlgdstL|C},
Usi ng usernanme "adm n".
Application Policy Infrastructure Controller
api c1# bash -c "techsupport local"
This command i s being deprecated on APIC controller, please use NXOS-style equival ent
commrand
Runni ng bash commands



Conpl eted 1 of 10 conmands

Conpl eted 10 of 10 conmmands

Starting data conpression

Techsupport collected at /data/techsupport/local _apicl_2018-05-29T08-17.tgz . Pl ease renove
the file once done

3. 2Z Techsupport It 2 CtR2 2= L|C}.
=M A: SCPE A83t04 Techsupport Tt CH2 2 E: WinSCP EE = pscp.exe(Windows AHS
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Runni ng bash commands
Conpl eted 1 of 9 commands

Conpl eted 9 of 9 commands

Starting data conpression

Techsupport collected at /data/techsupport/|local _fab5-1eafl 2018-05-29T08-16.tgz . Pl ease renpve
the file once done
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Step 2: Navigate to Admin Dropdow
User Managemant v Cisco IMC Last Reset
Networking Status:  graceful-reboot

Communication Services
* Cisco IMC Configuration Import/Export
Security Management
Action: MONE
Event Management
Status:  NOME
Firmware Managemeant

Device Connector

Diagnostic Message: MONE
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/cinc # scope tech-support
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/cint/tech-support *# set path \techsupport\showtech

* PID Catalog

Upload Status:  RJA

Activation Status:  N/A

+ Inventory Data
Status: COMPLETED
v VIC Adapter Import/Export

Action:  NONE
Status: NONE

Diagnostic Message: NONE
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H7Z 5.2 O|& 2 A™5t= ACI THE 2|9| B, EE|7 tacoutput2 O|HE, A, ZHAL 2! 7|Et A
HE E2E et rASE =& QEH0[AE MBELICH)

api cl# trigger tacoutput

Sel ect correspondi ng nunbers of objects to collect. Separate nunbers with commas. *Note
topSystem fabricNode, and firnmwareARunni ng are autonatically included.

Ex: 1,2,3,4,5

faultlnfo *collected unfiltered

faul t Record

event Record

aaaMbdLR *col |l ected unfiltered

pol Depl oynment Record

epRecord

heal t hRecor d

heal t hinst *collected unfiltered

Enter sel ections: 1,2,3,4,5,6,7,8

Enter record start date (format: 2019-12-15T00: 00: 00) *default is one nmonth prior to current
dat e:

Enter record end date (format: 2019-12-15T00: 00: 00) *default is current date

O N A WODE

col l ection runs..

2021-12-17T08: 19: 59 TacCQut put coll ection conpl et ed.

2021-12-17T08:19: 59 Verify files and file sizes at /tnp/TacQutput2021-12-17T08-16-19
2021-12-17T08: 19: 59 Conpressing files...

2021-12-17T08: 20: 01 Conpressi on conpl et ed

Logs available for SCP or SFTP downl oad from /data/techsupport/ TacCut put-2021-11-17T08: 18: 06-t o-
2021-12-17T08: 18: 06.t gz

To downl oad t hrough your web browser go to https://



Note: in the URL above 1 denotes the APIC ID 1, if script was run on APIC-n, then n nust be
specified in the URL (n = APICG1D).

To renmove files when done run
rm-rf /tnp/ TacOQut put 2021-12-17T08- 16- 19
rm-f /datal/techsupport/TacCut put-2021-11-17T08: 18: 06-t 0- 2021-12-17T08: 18: 06. t gz

Collect TacOutputs 23 EEE S8l E2|H

i5t= ACI I E 2|0 F 2 aci-tac-scripts X ’é*_/.*_oilkl Collect TacOutput ScriptE
|= trigger tacoutput B FALS QIE{H|O|AE XS LICH

api c# /tmp/collectTacOutputs.sh

Sel ect correspondi ng nunbers of objects to collect. Separate nunbers with commas. *Note,
t opSystem fabricNode, and firnwareARunni ng are automatically incl uded.

Ex: 1,2,3,4,5

faultlnfo *collected unfiltered

faul t Record

event Record

aaaMbdLR

pol Depl oyment Record

epRecord

heal t hRecor d

heal t hinst *collected unfiltered

Enter sel ections: 1,2,3,4,5,6,7,8

Enter record start date (format: 2019-12-15T00: 00: 00) *default is one nonth prior to current
date: 2019-12-25T00: 00: 00

Enter record end date (format: 2019-12-15T00: 00: 00) *default is current date: 2020-01-
05T00: 00: 00

N U AWODNE

.script collection runs...

Conpr essi on conpl et ed

Logs avail able for SCP or SFTP downl oad from /data/techsupport/ TacCut put-2019-12-25T00: 00: 00-t o-
2020- 01- 05T00: 00: 00. t gz

To downl oad t hrough your web browser go to https:///files/1/techsupport/ TacCut put-2019-12-
25T00: 00: 00-t 0- 2020- 01- 05T00: 00: 00.t gz
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https://github.com/datacenter/aci-tac-scripts
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#Run on an ACl Leaf Node, Copy from here
bash -c '

# set this to correct |eaf nane

| eaf =" $(host nane) " " _dat a"

# coll ect data

nkdi r /data/techsupport/$l eaf

cd /data/techsupport/$l eaf

show system reset-reason > show sys_rr.|og

vsh -c¢ "show | oggi ng onboard internal reset-reason" > show_|ogg_onb_internal _rr.|og
vsh -c "show | oggi ng onboard stack-trace" > show_| ogg_onb_stack-trace. | og

vsh -c "show | oggi ng onboard card-boot-history" > show_| ogg_onb_card-boot - hi story. | og

vsh -c "show processes | og detail s" > show process_|l og_detail.log
df -h > df.log
I's -liah /1l ogflash/core > | ogflash_core.|og

cp /var/log/dnesg ./

cp -rf /mt/ifc/log/last_run/ ./

nkdi r bootflash; cp /bootflash/nmem.| og* ./bootflash/

nmkdir mt_pss; cp -rf /mt/pss/* ./ mt_pss/

nkdir mt_pstore; cp -rf /mt/pstore/* ./mt_pstore/

nkdir |ogflash_core; cp -rf /logflash/core ./l ogflash_core

# conpress and comnbine files
cd /data/techsupport
zipfile="$leaf"".tgz"

tar -zcvf ./$zipfile ./$leaf/*
rm-rf ./$leaf/*

rodir ./ $l eaf

echo ""
echo " ////] Please collect /data/techsupport/"$zipfile" and upload to SR //////]"

#copy to here

APIC ¥ Techsupport
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Demand Techsupport &2 4ol CHal M&& = U&LICH.

T AAH
Hx2 Admin(&2IXH > Import/Export(7|-X=L<27IILHELH7I) > Export Policies(Z34 LH LHZ[) >
Create On-demand Tech Support(On-Demand TechSupport &4)0llA] MAd&E 4 QU&LICH A
A7 28 £Z|8 APIC APPE MEE £ Q1= "For App" S410| Ql&LICH

AN EH

ng L4-L7 Services Admin Operations Apps Integrations

Create On-demand Tech Support (2 ]
C Name: | SSDUpgrader

Export to Controller: [

For App: ||
App || o

des

Cisco/ELAM Assistant
(Beta)
pluginContr af-101

Cisco/ExternalSwitch
pluginContr

Cisco/Nexus Insights
l Cloud Connector
pluginContr

Cisco/SSDUpgrader

pluginContr
MAO| MAME|H SHE XAMof s £E2 E 274504 TechsupportE £ &5t 1 "Export to
Controller(ZAEEHZ LHELZ|)'E MEHSE 32 2P Bo|H CIREEE &= /&L

AVE(Application Virtual Edge)

Vem-Support

AVE - E CLIE E¢t E2|A

AVE CLIof| 21¢lst ot BHES AT LICH show tech= /tmp CIEEE|0of =& ELICE SCPE
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ci sco-ave: ~$ vem-support all
This nay take sone tine. Please wait.
Copyi ng dpa | ogs

Generated /tnp/dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226- 1408 _| ogs. t gz

cisco-ave:tnp$ tar -tf dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226- 1408_1| ogs. t gz
dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226- 1408_I ogs/

dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226- 1408_I ogs/ ci sco- vemrl og. t xt
dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226- 1408_I| ogs/ ci sco-vem support .t xt
dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226- 1408_I ogs/ ci sco- vendpa. t xt

dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226-1408_| ogs/ | og/ redi s/
dbgexp_ave_sw dvs-60_10. 48. 16. 46_2019- 0226- 1408_I ogs/ | og/ super vi sor/
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vCenter/ESXi UIE S8t EB|7A

Otz A3 Zl4kFoi| EAIEl 7310} ZH0O| Veenter 2 ESX SAE 2IE LHEH £ Q)& LICt

(| bdsol-aci02-ve.cisco.com | 1 F@ J& | {ghActions ¥
Getting Started ~ Summary m Configure s R s e S t
- 5 New Datacenter...
. | Issues | Tasks & Events | System Logs | Sessions ] €3 New Folder...
¥@ Deploy OVF Template... |
[Journal de vCenter Server [vpxd-7.log] | -] |
I 2019-02-25T13:44:33.725Z Section for VMware VirtualC @ Assign License... ¢
2019-02-25T13:44:33.725Z info vpxd[7F2C8BC78700] [¢ a
2fae-5b5366d59890) Settings
2019-02-25T13:44:33.726Z info-vpxd[7F2C8BCT8700] € yCenter HA Settings )a
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [€ a
vim.AuthorizationManager.hasUserPrivilegeOnEntities -- Tags & Custom Attributes p 4
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [€ 2C
2019-02-25T13:44:33.773Z info vpxd[7TF2C89BB7700] [ ~ Add Permission... a
2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] [€ Alarms p Ife
-- 52157544-2f06-726e-b804-591af4eab9cc(52fd6131-c¢
2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] [( Update Manager ) 3¢




1 Selecthosts Select hosts

Select host lags to put inte an export bundle, You ean oplionally include vCenler Server and vSphere Web Client logs in the bundle.

2 Selectlogs
[y~ Q, Filter -
E Name Status Cluster Datacenter Version
™ [ 10481670 Connected [ Ave-Cluster [l PODO2 6.0.0
¥ [ 10481682 Connected [ AvE-Cluster [Ig PODO2 6.0.0
¥ [ 10.48.16.83 Connected J AvE-Cluster [l PODO2 6.0.0
|Z Include vCenter Server and vSphere Web Client logs.
The vCenter Server system you selected does not support export of individual system logs. All
system logs will be exported from vCenter Server.
Next Cancel
Nexus Dashboard Orchestrator(NDO), 0| MSO
= -
=X sid 21 M
NDO/MSO UIE &t E2|7 - MSO Pre-2.x
oller Status ‘. -) n Welcome, Admin
Troubleshooting Report X

Select Logs

Sites
Tenants
Schemas
Users
& Infralogs

DOWNLOAD

NDO/MSO Ul S8t EZ|7{ - MSO H

RAl

2.X
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el Multi-Site Orchestrator (Production)

Audit Logs (50000 Logs)

System Logs x

admin {Admin User)

B Databaso Backup Sorver Logs

NDO/MSO UIE S3l E2|7{ - MSO KA 3.x 0|4
=3 Multi-Site Orchestrator
@ Dashboard
rn Application Management T@Ch SU DDOFT
ez Operations 1 Soeloni b o 9 -
Backups & Restore s s
External Streaming Available Logs
Tech Support Off Database Backup
Server Logs
Remote Locations Select Logs Count of Servers
All Logs 0
Infrastructure
£ Admin
A/A E 2
1. MSO GUIQ| 7|2 HlollM AAR 2T 3T E QLT Operations(2 Q) > Tech Support(7|=
X|)E =gt
2AAR 20 Zpo| QE% Mol HE HES 22BLICH
System Logs X
Download Logs
Database Backup Server Logs 2 Download
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MEiSt &= 90| of7t0|E 7t A|lAEIN| CFREEELICH O] 2 Mol= ChE EEIF 28 k|0 /&L
Ct. 2E A7|O0F AOIE HO|, HIIHE 9|, JSON EA|0| AF&AF HO|. infra_logs.txt IF0|| /U&=
ZE|o|Hel 2 E 2.

NDO/MSO UIE &8t AE& - MSO & 3.x 0|4

AMARIZ2OE o EAM7Y|Z AEEI':C'J%F £ QISLICH QB 2O EMY|EE2 2O AAZHS R
MESHE Wedof CiEh XhM[EF L2 ot @38 & ESHAAIL.
https.//www.C|sco.com/c/en/us/td/docs/dcn/mso/3x/conflquratlon/C|sco-aci-muIti-site-confiquration-
guide-301/aci-multi-site-logs.html
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MSC ZAI 2= CSV &4190| JSONC 2 CIRECEE £ &L ch

Audit Logs
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