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CMIS# show i nterface cable 3/0 nmodem O

SID Priv bits Type State | P address met hod MAC addr ess

1 00 host unknown 192.168.1.77 static 000C.422c.5440

1 00 nmodem up 10.1.1.30 dhcp 0001. 9659. 4447

2 00 host unknown 192.168.1.90 dhcp 00al.52c¢9.75ad

2 00 nmodem up 10.1.1. 44 dhcp 0090. 9607. 3831
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CIWITS recenves an
[P or 4BEP frame on
an upstreatn
mterface.

Source IP = The Source [P address of the [P packet

ot the requesting IP address of an LBF packet.

Source Int = The Cable interface this Frame was

heard on.

Source MAC =The Source MAC address of the packet.

Source SID =The 51D representing the Cable Iodem
that this packet carne from.

Iz cahle-source
verify actrvated on
Source Ini?

Let the packet through
for further processing.

Iz there an entry in
the CPE database that
corresponds to
Source IP?
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Iz the Cable Ioder ths packet
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Source_|P withing network
numbers configured on cable
interface ?

- ES

Mo

s the next hop IP Address
known

@—YES

Is Cable source-verify
DHCF enabled on
Source Int

Ves ls source IP
poone
TES
l Drop the
packet
Drop the packet
send DHCP Response Do not forward
LEASEQUERY | | » received fram Mo——m any packets
message to HCP Server ? frorn this CPE
DHCP server

Yas
+

FPopulates
update CPE
Database with
results of
LEASEQLERY
reply, if results
match then
forward further
packets from
CPE
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interface cable 3/0
ip verify unicast reverse-path
ip address 10.1.1.1 255.255.255.0
ip address 24.1.1.1 255.255. 255. 0 secondary

cabl e source-verify
1

ip route 24.2.2.0 255.255.255.0 24.1.1.2

Note: This configuration shows only what is
rel evant for this exanple

AAIP FAT4172.16.1.10Q1 miZ! 0] AHlo|8 2H 24.2.2.100| A CMTSO| =&F3HCH D 717248
CMTS= 24.2.2.100| CPE O|O|E{tH|0|A 0] gi= 2 & 215t 1 show int cable x'y modem 0=
Al5HX|2E ip verify unicast reverse-path= QIE{H|O|A 0| A = &I8H 2t TZI S & 215HE= Unicast
Reverse Path Forwarding(Unicast RPF)& & 4dstgtL|Ct. 0. :LE-I':‘=| SiE o A4 P F AT}

e 2t & El|o|E0| &£35t=X| =elg Lt AIOI& source-verify= 24.2.2.1001| IZH°F Ct& &0| F
CIQIX| &elgtLCt 2o ALz o|MHH= ip BE 24.2.2.0 24.1.1.27} °|§|——|EI‘ Ct= & O|
24.1.1.2dLICt. O|X| 24.1.1.20| CPE H|O|E{H|O|A S| R 28 &= ol2tn 7t +D=| CMTSE T
O| OKZt1 ZtF 3t Flowchart 401 [k 2F TiZ! S *2[&LICt.
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Has the Cable
Ilodera that thas
packet carme frorm

registered with the
CWITS?

Yes

Has this modetn been
corrnatded to densy
netwrork access to CPE
devices? That is, 15 the
todern in the
onhline(d) state?

I thas packet a DHCP
Eequest, a Time of
Day Request, part of a
TFTP transfer or an
ICMP packet?

( Dirop the packet. )

Ves

Is ttherg dff;%’; ﬂEn FPopulate the CPE
BT I Mo database with a new entry
database that

—®  comesponding with

cnsnespl:unt&s":':' Source IP, Source SID,
ource I Source MAC and
Source_Int.

Let the packet through
for further processing. /‘
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dhcpE‘ ?‘é I‘E Iﬁ

#1: # 0|8 source-verify= Cisco 10S Software & Z|A 12.0(7)THAM *S EEIR 2 Cisco
|OS Software 22|A 12.0SC, 12.1EC X 12.1To|M X[ ELICF.

Ao|g &A &9l dhcpE Tddted™ = CHA|I7F Lot
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=l CHE M AIX|of| SEHaHof °*LIEP Cisco Network Registrar HH¥ 3.5 0| &2 O| HA|X|of| SEE =+

A& LICt
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DHCP ME{olA X|¢d3HoF 5t= = CHE 7|52 DHCP 220] HE M &2ILICt 0|& Option
82 T2 M Aolzt gLICt.ol M2 DHCP 280 HE SM(RFC 3046)0 M™HEE|o{ Q&L
Cisco Network Registrar HHZ 3.5 0|42 Relay Agent Information Option X 2|2 X|#435tX|B CIS
B A|Z ALl EHA Cisco Network Registrar BEE R E/2IE| nremdE S35l & 4d3tsoF & Lt

nrecmd -U admin -P changeme -C 127.0.0.1 dhcp enable save-relay-agent-data
nrcmd -U admin -P changeme -C 127.0.0.1 %
nrcmd -U admin -P changeme -C 127.0.0.1 dhcp reload
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dhcp enable save relay-agent-data
XNE
dhcp reload
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Aolg AANM dhepE RESHAH &Ql6t24™H CMTS7I 70|12 2 & 2! CPES| DHCP 2&of &gy
O| Hfo|ME HE SME Eljas{oF & LICHCHE HE 2 Cisco I0S Software Releases 12.1EC,
12.1T O| & BT Q| Cisco IOSE Al St= CMTSOHIAM 22 ZAI|a8 0| ZE oM &l=d5HoF &
LIC}.

ip dhep &0 HE S
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Option 822t= & M E= 20| HE S M2 FIHELICH
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A, CMTSE &4 822| o 0|HE A ID ) 5491 44 445 DHCP 248 7I0/8 ZE 0| MAC &
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CPE C|H}0|A 2| DHCP 2o | Relay Information Option nO| Z& |0 A2 DHCP A‘|H‘|'_ 045
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7t cMTSOl| #lolE AA 20l dhepE FHE ) S35 R8¢ I—IEF DHCP MH{E %78 Z0|ME
7t 7tx{oF & MAC F=A#ECt ofL[2t (AT 70| 2 £ Z2t0o|¢Eo CHsi M= CMTSo| ¢t
Moz &l £ 7| mE L.

et #Ho|g E{H o|AM|AM #H O|E source-verify dncp BEES &AstgrLct.
ofx|gf A M= #H Ol CIE{m| 0|A ot2ol #HIOI& source-verify dhcp WES 24501 IIMHE

=
gdstE FI—IEP CMTSOIM 7i|0|& QIEHo|A HERE M85t 89 J%QI 7|2 QlE{m|o|A of
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ae

70|82 source-verify 38 222 AL 5tH MH|A SZX7E FEHIP FATE e AMSKIE2EE U
EQI3E A83l04 0|2 HIESIZE

r

018 source-verity B AR 1P F4 Eolg Tiste 250IT He Yot BE A
2lQE CHRX| SLR[EF HEE P FAE AISE 4 ol Heto| o/= 172 CfE A7} AHAle
P EAE AHS A OB BT WASHR| S = sHof BrLick

O] EMoiM MHEEH Zdx{H 71% ZHEHSH &€ Alo 2 DHCPE S3l A4 ZIX| &2 CPE C|HFO|AE U
Ef3 °”k||é§ A2 £ gi&LICHolE IP F4 372 23351 Data over Cable A{H|A 2| oA
oMM E h'=0|E 7HE 2 gelu|ct. a24Lk MSO(Service Operators)7F 0424 7HO|H, O A
HA MZE0| 1 FAE ALE5HoF F&LICH O] ME|A 28X= BE 7 0|8 source-verify dhcp 2
HZAst Hotg PSRt F&LIC

Cisco Network Registrar HHZX1 5.5 DHCPE Sl IP FTAE UX| T8 R0l "od|FE" FL40
chst 2l& 220l SEHsle ME22 7|52 M3 ELItt. DHCP AMBol= DHCPLENEQUERY S
of &IcH of|ef oio|E{7} = &HElLct. Network Registrar®| 0|™ & 2|A 0| = DHCPLENEQUERY &
= Ol MAC FA7t XMEE ACH === oo Achet E2to|ME Bt 7HSELICH | E =01 Cisco
uBR 20| HIO|ME = MAC &4 & E|A A|ZH0| = DHCPLEERY CIO|E{2 &S AFA|ELICH
(dhcp-lease-time =M).

Network Reglstrarl_ DHCPLEERY & 0llAM of| 2f &l ol CH3H 1':4(31536000%) 2| 7= UCH Al
Z2H2 ghEtstLIcH A7 AXZ oist 22 Network Registrares LIHX| ICH Alzte gHetstL|Ct

e e

. DHCP &dlo] HE SM(RFC 3046)
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