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Manage Devices& =& L|C}.

waas- expr ess# show waas status

1 0S Version: 15.1(20101018: 232707) <-mm-- I OS version
WAAS Express Version: 1.1.0 <-mm-- WAAS Express version

WAAS Express c2}O|MA &0l

WAAS Express 2tO|MlA = F 7HX| SFE MBS ELUICHEIHE 2to[MA M2t K57 L EF
2O M AWAAS Express C|HFO|A 0| A show waas status HHEE AL 35104 ZHO|MA HEE EA|
st|Ch
= .

waas- expr ess# show waas status

1 CS Version: 15.1(20101018: 232707)
WAAS Express Version: 1.1.0

WAAS Feature License

Li cense Type: Eval uati on <----- I ndi cates an eval uation
i cense

Eval uation total period: 625 weeks 0 day

Eval uation period left: 622 weeks 6 days

WAAS X|# QlE{m|o|A &0l

WAAS Express C|H} 0| A0{ A show waas status HES AFE 5104 WAASY| EASHE QIE{H| oA
S Ligehuict ol B™E2 ClutolA0M X[Rete 2|M5 REBT EAIRLICH LR WAAS
Express 2t 2E{ 222 DREE X|5HX| of&LICH.

waas- expr ess# show waas status

I OS Version: 15.1(20101018: 232707)
WAAS Express Version: 1.1.0

WAAS Enabl ed Interface Pol i cy Map

G gabit Et hernet 0/ 1 waas_gl obal <-mm-- Interfaces on which optimization is
enabl ed

G gabi t Et hernet 0/ 2 waas_gl obal

Vi rtual - TokenRi ngl waas_gl obal

Vi rtual - TokenRi ng2 waas_gl obal

G gabi t Et hernet 0/ 0 waas_gl obal

Vi rtual - TokenRi ng10 waas_gl obal

WAAS Feat ure License

Li cense Type: Eval uati on

Eval uation total period: 625 weeks 0 day

Eval uation period left: 622 weeks 6 days

DRE St at us . Enabl ed <-mm-- I ndi cates DRE is supported
LZ Status : Enabl ed + Entropy

Maxi mum Fl ows : 50 <-mm-- Nurmber of optim zed
connecti ons supported

Total Active connections 0 <-mm-- Total nunber of

connections active
Total optimzed connections 0 <-mm-- Total nunber of optimn zed



connections

# T :WAAS= WAN QIE{H| 0| A 0| A{Bt 2 A5} £|o{of &FL|Ct %] =51 El 4742 042 WAN QIE{ |
O|AE Edll 2IREIStE B2 WAASE T E WAN QIE{H o|A0f Zd35H0oF & L|Ct.
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A EEM T 7t QIEH 0| A0 M WAASTH E3HE H2 siE 22|
245t x| gtot ELICH.

WAAS %[x{3 44 &el

WAAS Express C|HFO|A 0| A show waas connection &2 AFE5t0{ 2| M5tEl 44 RS LMY
gLic.snt g2 =& | ekt

i QIE{m| O] A0l M T

d

waas- express# show waas status

Connl D Source | P: Port Dest | P: Port Peer | D Accel

1999 64.103. 255. 217 :59211 192.168.4.2 : 1742 0021. 5e57. a768 TLD <----- TFO,
LZ and DRE are applied

1910 64.103. 255. 217 : 56860 192.168.4.2 161693 0021.5e57.a768 TLD

1865 64.103. 255. 217 :59206 192.168.4.2 : 23253 0021.5e57.a768 TLD

Central ManagerdlM ALt HEE 2 24™ WAAS Express C|HHO|AE MESH CHS Monitor >
Optimization > Connections Statistics® 1435} 04 Connections Summary Table2 = QI&fL|C}.

J81. HE Y E

WAAS %|%{3} ol|o|E| &f¢l
WAAS Express C|HFO|A0{| A show waas statistics application &2 AF235H04 2+ o Z2[7| 0| A

oz BERE %A E C|o|E{E LIYELICHWAAS Express 8 %x|= S} CIO|E{E EAISHK| ot &
L|Ct O] CIO|E{= WAAS Central Managero|Al TCP & Rt EE M 5t= Ol AHSELICH

waas- expr ess# show waas statistics application

Nurmber of applications : 1

Appl i cati on: waas- def aul t

TCP Data Vol unes

Connection Type I nbound Qut bound
Opt TCP Pl us 53001765483 41674120
Oig TCP Plus 0 87948683030

pt TCP Only 1165 863



Oig TCP Only 60 0
Internal dient 0
I nternal Server 0 0

o

TCP Connection Counts

Connecti on Type Active Conpl et ed
Opt TCP Pl us 50 126
Opt TCP Only 0 71
Internal Cient 0 0
I nternal Server 0 0

Pass Through Connection Counts
Connecti on Type Conpl et ed
PT Asymetric

PT Capabilities

PT Internediate
PT_C her

Connecti on Reset:

Cl eared connections

WAAS Express A5 &0l

WAAS Express C|HO|A0{| A show waas alarms BE 2 A8 35104 C|HIO|AO| Rl B2t
EHE LtdgfLict.

0
0
0
0
0
0

CF Al
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waas- expr ess# show waas alarms

WAAS st at us: enabl ed

Al ar ns

Connection limt exceeded: on <----- on indicates this alarmis active. off
i ndi cates inactive

Too many peers discovered: of f

WAAS | i cense expired: of f

WAAS | i cense revoked: of f

WAAS | i cense del et ed: of f

H gh CPU: of f

Central Managero| A{ 2 & C|HIO|A0)| CHEt ZEE E24™H My WAN > Alerts& MEHEHL(CH ?{od| Lt
HWE FE 2|0i = WAAS Express & WAAS Central Manager & x|2| A|AI7} S7I3EIX| f2 B
BE7F dhgh|ct.

WAAS Express II|0{ & Ql

WAAS Express C|HFO|A 04| A show waas statistics peer &2 A& 5104 WAAS Express C|H}O]
A9| m|o] C|HIO|AE LidetLCt.

waas- expr ess# show waas statistics peer

Nunber of Peers : 1

Peer: 0021. 5e57. a768

TCP Data Vol unes

Connecti on Type I nbound Qut bound
Opt TCP Pl us 597068158 5212151
Oig TCP Plus 0 6867128187
Opt TCP Only 0 0
Oig TCP Only 0 0
Internal Cient 0 0
I nternal Server 0 0



TCP Connection Counts

Connecti on Type Active Conpl et ed
Opt TCP Pl us 50 0
Opt TCP Only 0 0
Internal Cient 0 0
I nternal Server 0 0

Pass Through Connection Counts
Connecti on Type Conpl et ed

PT Asymetric 0
PT Capabilities 0
PT Internediate 0
PT_C her 0
Connecti on Reset: 0
Cl eared connections 0

Rout er #show waas statistics aoim

Total nunber of peer syncs: 1
Current nunber of peer syncs in progress: 0
Number of peers: 1
Nurmber of |ocal application optinizations (AO: 3
Nurmber of AO di scovery successful: 1
Nurmber of AO discovery failure: 0
Local AO statistics
Local AC TFO
Total nunber of incompatible connections: 0
Ver si on: 0.11
Regi st ered: Yes
Local AC HTTP
Total nunber of incompatible connections: 0
Ver si on: 1.1
Regi st ered: Yes
Local AC SSL
Total nunber of incompatible connections: 0
Ver si on: 1.0
Regi st ered: Yes
Peer AO M Statistics
Nunmber of Peers : 1
Peer: 0027.0d79. c215 <--- Peer ID
Peer | P: 20.0.0.2 <--- Peer |IP
Peer Expiry Tine: 00: 00: 02
Peer Conpati bl e: Yes
Peer active connections: 0
Peer Aoi m Versi on: 1.0
Peer sync in progress: No
Peer vali d: Yes
Peer Software Version: 4.4.3(b4)
Peer AGs:
Peer AC TFO
Conpati bl e: Yes
Ver si on: 0.20
Peer AC HTTP
Conpati bl e: Yes
Ver si on: 1.4
Peer AC SSL
Conpati bl e: Yes
Ver si on: 1.0

Rout er #show waas statistics dre peer
DRE St at us: Enabl ed



Current nunber of connected peers 0
Current nunber of active peers 1
Peer-1D 0027.0d79. c215 <--- Peer ID
Host nane waasx1l- b-wae. ci sco.com <--- Peer hostnane
IP reported from peer 20.0.0.2 <--- Peer IP
Peer version 4.4.3(b4)
Cache:
Cache in storage 0B
Age 00: 00: 00
AckQ
AckQ i n storage 0B
Wai t Q
WAitQ in storage 0B
Wit Q size 0B
Sync- cl ock:
Local - head 0 s
Local -tail 0 s
Renot e- head 18609143000 ms
Curr-sync-cl ock 24215235228 ns
Encode Statistics
DRE nsgs: 1
R-tx total: 0
R-tx chunk-m ss: 0
R-tx collision: 0
Bytes in: 0
Bytes out: 0
Bypass bytes: 178
Conpr essi on gai n: 0%
Decode Statistics
DRE nsgs: 4
Bytes in: 299
Bytes out: 277
Bypass bytes: 51
Conpr essi on gai n: 0%
Nacks gener at ed: 0
Central Managerdl A | AISH 2 E £ & 24™ Monitor > Topology® MEHEHLICH.
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A2E x4 ZHo| FAE|0] Q1o B HE|RH7+ WAAS Expresst S A1 £ & LICHMy
WAN(EE = WAAS Express C|HFO|A EEt C|HFO|A 1&) > Admin > WAAS Express
Credentials®& 4504 Central Manager0l M At ZHES T8 = U&LICH

. WAAS Express C|H}0]AS} B AlsH= S0 SSL #ic Mo 7} Almj#ierLic.

WAAS Express & x| Q15A7} HEE |1 5 & EIXWIA‘I O| & x[of CHaH S L LB ME 7t
K2 X| St &LICHWAAS Express CIHFO|A RQIBZME CHA| 7k 22848 WAAS Express C|H}FO|
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°F Eh:. DeviceName> Activation2 A1E450{ 2HIE WAAS Express 22| IP TA & A%t
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WAAS Express & x|0fl 24 E HTTPS MHE{ ZE 7} Central Manager DeviceName>
Activation I O|X|ofl EAIE ZEQ SUSHK| ot&LICt O] HO|X|oAH 2HFE WAAS Express
HTTPS M ZEE FA8tL|CH.
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WAAS Express ¥ x| & 5 Z2|XH= SSL S 4101 &3 rc4-128-md5E AHE 5t /Ud&LICH
Ao et Y #ElXH7H WAAS Expressoil)\‘l H SSL CIOIHE lS6tx| & == U&E
L|Ct. WAAS Express @& ip http secure ciphersuite 3des-ede-cbc-sha-des-cbc-sha, des-
cbc-sha & rc4-1282 AP 504 &' % 3des- ede-cbc-sha des-cbc-sha-rc4-1288 T A &rL|C}.

- WAAS Express ¥ x|2| &EllE &2l5tXx| ZH&LICH

S ot B2IXF7 WAAS Express CIHFO|A0IA AT T #014d A'EJE 4 AlstR| gh&rLiCt Cisco
TACO! 20|30 ERHE#ES x|2i5HIAI2.
. @] M7 QEatol ArEfelLICt
0l 28 HAIX|7+ EAIE|H Cisco TACH 2ol5t0d E2{24E/2 |
WAAS Express HTTPS T4 &0l

WAAS Express C|HFO|AO|A HTTPS A{HH ZAI|22{|0|ME & 215+24T show ip http server secure
status BHEZ2 AFS g LICH

SHAAIL.

o

waas- expr ess# show ip http server secure status

HTTP secure server status: Enabled
HTTP secure server port: 443



HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-sha
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: |ocal

HTTP secure server active session nodul es: ALL

WAAS-Express - WAE - WAAS CM & &
WAAS-Express tH% 1.0,1.5

O| 2| WAAS-Express= TFO, LZ 2! DREE Z &tste M& %X E K| ErLCt.

WAAS-Express HH™ 1.02 10S AZE Qo] E2Z|A 15.13)T10l ZEIR&LICEH
WAAS-Express & 1.5 10S AZE Qo 2IZ|A 15. 1(4)|v|01| <?=! EIRi&LICho| BElAE
3l 2|0l = PA(Performance Agent)Zt= LIEE ZLIEHZ 7|52 K& | Ct. PAO] CHEF RLA

&2 CPA HO|X|(CCO)E HESFIAMAIL.

Recomrended WAAS- Express | OS image: 15.1(3)T1
Recomended WAE version: >= 4.3.1
Recomended WCM version: 4.4.5a

el X

0 b WAEHWARSCM gty g

ClOIE MIE ZoilM AlZHEl 42 =|M3HE[X| ef&L

15.1(3)T15.0.1 445 C}.CSCtz82646

WAAS-Express %1 2.0.0

O| T 9| WAAS-Express= & 2[M3HE X[§st= X 20| = HTTP Express, SSL Express 2!
CIFS Express AOE H|R &t LT ofZ2[7| 0| %|xgt & K| erLICt.

Recomrended WAAS- Express | OS i mage: 15.2(4)M
Recomended WAE version: 5.0.1
Recomended WCM version: 5.0.1

oedZ EX|
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http://www.cisco.com/en/US/products/ps11671/index.html

CSCtr07216: 22 &l hdro0| /= EZHHMHO0| WAAS-X <->
WAE 7| 0|ANIM SH2H MEIEIX| S
CSCuad49764:HTTPS7} BHE WExp QI& M - aolE £
WExp7t LZ IR0 2 MetE
CSCub21189: %424 g 8474 AL&H0| WAAS-Express C|HO|A
ot M2 S7|3tElX| b &
CSCtw50988: 34 7|M: 1t g CIREZE5t=E S o34 MM
<5.0. ~

18.2@)T1 777 <5.0.1 Cooi07216: 8 2. hdro| 21 =24 0] WAAS-X <->
WAE | 0|A0M SHEH XMEIZIX| &F
CSCua49764:HTTPS7} BFHE WEXxp Ol’w oiggoles =
WExp7t @ ZE2IQlc 2 TaHE
CSCtx82427:10S-WAAS:EOT(End of Transfer) A| SSL 244
N ESES
CSCtz08485: % &t | X| &t = HTTP-AO Z K| Alm{(%WAAS-3-
WAAS_LZ_CONN_ABORT)
CSCtu19564:dt210{ A
Waas+VPN+ZBFW+NAT+NETFLOWEZ S&0| #&E
CSCtz85134:CHA| 2= & WAAS Express SSL-Express7} A}

<5.0. M MY AME X|™HES ¢HZEELIC

1520)T 777 301 550ua22313:WAAS Express 2.001A IE6 conn S 443+ B
HTTPS HO|X|7} EAIE|X| &S
CSCtw50988: 347 |Y:. It S CIREEst= S o442 A
X-I
CSCty04359: =52 2 MMFt WExp Q&AM - dadolE £
Wexp7|- [@)va E|.O|o§ 7(-|sa|-EI
CSCtr07216: 22 El hdrO| = EZHTM 0| WAAS-X <->
WAE Z{0|A0IAM SHIZ A x+EIEIXI S e=

ofl71%| 2§ 2 WAAS-Express 2tO|MA BHR

- WAAS-Express ctO|MA = show 2O A0 M & AH3HE|0] U&LICH 2 2{LE WAAS-Express
2t 0| M A= show waas AEZ B2 ELICHOl= 2E4Z7l {1 CSCtw86624 4= Q& LICH C}
S show B Aldlisto] 2Qlst A A2 . WAAS CM2 Elo|MAT BFREl Zdo 2 7HF6foq |
HIO|AE @EZEIRIo2 EAIFFLICEOELL 2to|MIAE J|H S 2 J|50| E4 HE{0|22 A
2 x|%{3| 5o g LICt.

&7 Wid: THE WAAS-Express % 2 0|0|X| - 15.2(4)M12 ¥ 0l= st HLE ¥T 2to|M
AE *‘|7c|°|'l,|l_'_|-

Rout er #sh license | beg WAAS_Express

Index 12 Feature: WAAS Express

Period left: Life tinme

Li cense Type: Ri ght ToUse

Li cense State: Active, In Use <---- License is Active
Li cense Count: Non- Counted

Li cense Priority: Low

Rout er #show waas status
I10S Version: 15.2(2.9)T
WAAS Express Version: 2.0.0

WAAS Enabl ed Interface Pol icy Map



G gabit Et hernet 0/ 1 waas_gl obal

WAAS Feature License

Li cense Type: Eval uati on
Eval uation total period: 0 seconds <---- License is expired
Eval uation period left: 0 seconds

WAAS-Express & WAAS CM & % %2 EXA|

CHASE REMIEH WAAS-Express S& ZE2EMAE CHE 2ME &I MA|2.WAAS Express 75 M
D#Aﬂ
[e]

&4 WAAS-Express7t WAAS CMol| 5835 x| 234 Lct.

7ttt el #1: dE EX

- WAA-Express 2HE{7} WAAS CMO|| ZEH & 5= J&LIT?

E2X & EtAHl: WAAS CMOI 2t RE{0| A pingd = A= X| 2 IEL|CHEE S WAAS-Express
EFRE7F NAT L/E= E5tE Fof /e B WAAS CMO| WAAS-Express HTTPS A{H{0f|
e = U E StediH 1 _'7“' NAT &5 L/E= 38 58 #2/0] e LICHNAT/E 3

Floll U= WAAS-Express ¥ %2 ﬂFEIoUI 2?3 WAAS CM2 A& 5HH AFEX7F WAAS
CMO| A& & WAAS-Express & X8| TAE 822 HZA/X|HE = JU&LICHAIE A= Cf
HFO|A &3l HO|X[HM FTAE HEE —’F %J%L—IEP.

o PR TR EMIH WAAS CMof| 47 % = QK| £ 2FREIM WAAS CMof| iZE =
A=K 2lsieiH 42 U HESIT %EXIE IR 3H;M|° WAAS-Express C|H} 0| A0
MCHS CIHOE 435t AIR.

Lot ZR OIS CIHOE 2 Qlsto] S5 Soi SSL $HEMo|=Z 7t Alufst=X| = g Lct.

=4
debug ip http al
debug ssl openssl errors
debug ssl openssl ext
debug ssl openssl nsg
debug ssl openssl states
#3120 ssl CIHIE RHMIE HEE MBELIC
- CHREE COA 228 mf QIS M7 HEERAELIT?

WAAS CMOi| & & WAAS-Express EHRE| 215 A Btz M E H|1W5H0{ = QIgrL|Ct
WAAS -Express C|HFO|A T O] X| Admin->Certificate0l| A O] HO|X|Z 0|5 & |E|'.°_|§
£ WAAS-Express 2FE{2| show crypto pki certificate £ 1t H| 1w gf L|CH 2 X[5 X
75’—?— RIB M7t R MHE 7ts40| =&LIct
B M: 15.2(3)T1 EEE 15.2(4)M1 o|fg9§ dagol=

Y :WAAS CM2 H3HQl 558 % WAAS-Express7} 2LEZIPIoZ MEHEE Hod
Euct,

agi
rr ox

7t 8 22l #1:WAAS-Express & x| Q& A HZA

- WAAS CMOi| X{E & WAAS-Express 2t E 21E M Bt= W E H|m5to{ & QIghL|CHWAAS-
Express C|HFO|A HH|O| X[, Admin ->Certificate0i| A O| I|O|X|2 O/SEfLICICIEM HEE
WAAS-Express 2+ E{2| show crypto pki certificate 241} H|w gFL|Ct L x|5HK| o= B2 2

M7t MYEE 7580l &L


http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps11211/deployment_guide_c07-713403.html
http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps11211/deployment_guide_c07-713403.html

=X EA| A8 | crypto pki trustpoint® Z & gHLICHH|P T A2 K& EH JAI2 TP-self-
signed-xx000000 & L T

rout er#show run | include crypto pki trustpoint
crypto pki trustpoint TP-self-signed-4046801426 <-- Indicate this is non-persistent trustpoint

iE@M:0l 213 & et 7 A2 XS dHeict

L QB M7F FHAAIE 4 s M QABIATL QIX|BH FE O
7| M2 LICH15.2(3)Tol A SSL Express AOS & 4435} 5+ H

oI- _/|\_I: OIAL_||:|.

e &Z X|Ho| HIEF = HHE
RS E CSCtz85134E A

Sd YH: 152412 Yadol=stn d7 Al K|S CHA| MA48HL|ICHWAAS CMOi| A
CIZME At CHA| SE8LC}H
- 15.1(3)THIAM 15.2(3)TZ U dl0|= &I & LIT?

15.2(3)TH| M= crypto pki trustpoint LHO1| B4~ Z4IL|22{|0[MH0| /S, O] AR rsa 7| &2
Matof gLict.das|o|= Foi of 5ﬂJLIZLEﬂOI*dOI = 42, 0l BHRE7t AEF| xl"*o

EtX|5HR| & &= U&LICHO|Z QI HTTPS 24Z20| AlmjgrL|Ct. o] EA= CSCty0435901|

MHET[of U&LICH.

M A Z| x| 2 M 75D CHA| BHSLICHWAAS CMOIM RQIZME AMK|6t D CHA| SE%

L|Ct.

7ttt pel #2: 32 E B M EE AE X|Ho| AHSH

- ehEol| of2] & Z| X[Ho| FFEElo] U&LI?

WAAS CM S & 0l A WAAS-Express 2t E{= WAAS CMO]| QIS ME T&5t= O AFE
St= AE| xl’.‘:.*; MEHSEL|CE Ol= WAAS-Express EHE 2| 2Z HTTPS M7t AAE 3=
ME| X|H3t CHE =+ U&LICH

82 M:ip http secure-trustpoint <trustpoint_name> ! ip htt
<trustpoint_name>0{ S &t A1Z| X|HO| +ME[0] YU=X

st Hel#3: 3 x| eIE 2X

ttp-client secure-trustpoint
| &felgrct.

- 15 0| A L7t?

HTTPSE AFE235t0{ HEI KX E WAAS-Express Bt REZ ME5t 1 =822 QE 2 A5l
04 WAAS-Express CHE{0| 2018 £ Q=K| & QlErL|Ct.
ME L =5 50| dSH=X| = eLct.
CIHO 88
QIZM B EXIE 241 2Ict MZ e x| Eofl of 2 HEE MBs FHAIR.
Rout er #show crypto pki trustpoints status
State:
Keys generated ............. Yes (General Purpose, non-exportable) <--- check if this shows “No”
for the self-signed certificate
Issuing CA authenticated ....... Yes <--- check if this shows “No” for the self-signed
certificate
Certificate request(s) ..... Yes <--- check if this shows “No” for the self-signed certificate

Rout er #show crypto pki trustpoints status
Trust poi nt TP-sel f-si gned- 2330253483:
Issuing CA certificate configured:


http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtpsscer.html

Subj ect Nane:

cn=|l OS- Sel f - Si gned- Certificate-2330253483

Fi ngerprint MD5: 3F5E9EB4 6BD680OFE 8A1C1664 0939ADCB <--- Check fingerprints before and after
upgr ade

Fi ngerprint SHAl: DFF10AF4 83A90CAD 71528B3C CCD4EFOC E338E501

Rout er General Purpose certificate configured:

Subj ect Nane:

cn=l OS- Sel f - Si gned- Certificate-2330253483

Fi ngerprint MD5: 3F5E9EB4 6BD68OFE 8A1C1664 0939ADCB

Fi ngerprint SHAl: DFF10AF4 83A90CAD 71528B3C CCD4EFOC E338E501

State:

Keys generated ............. Yes (General Purpose, non-exportable)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... Yes

Rout er #show crypto pki certificates

Validity Date:
start date: 20:16:14 UTC May 26 2011 <--- Check whether these dates are valid
end date: 20:16:14 UTC May 24 2016

Provi de outputs for follow ng conmands:

show crypto pki certificates storage
show crypto pki trustpoints

show crypto key storage

show crypto key pubkey-chain rsa
show crypto key nypubkey all

show crypto key nypubkey rsa

show ip http server all

S 4: WAAS CMZ} WAAS-Express 7He| 2% SH|
7tstt #el#1: AAH 87|18t X| et t&Lct.

WAAS CM 2! WAAS-Express 20| S7|&tE|0{0F SIEE 282 S7|35t =5 NTP MHE 7+
st= [0l E&Lct

- WAAS CMOI|M 23 S LUX| HIAIX|ZF ZAIELTF?
- 2tRE{ 30| UTC ¥4/9| WAAS CM 231t SUEHK| QlgLct £& AlZtCH & o4&
M Hu|adio|dg A5 WAAS CMIF WAAS-Express 2HRE{ ZH2| UTC AlZtE H|w
gt
» 224%] DTS:CSCtz32667, CSCtz97973, CSCtk74707, CSCt124210. 2A|7| O|2{E DTSL}

QAEHR| 2015t DTSOIAM MoHsHe 3173 WS IH2 AAL.

NEAMNTPE F45tT 2= C|HIO|A 9| A[A[7t S7ISHEIUR=X] ERIFFLICH (0l A= E
DTSO| a2 & = HL ZAl 15.2(4)M1 0|42 2 LB 0|EFHAMAIL.

R1Z40| 2IMSHE|x| o
&¢: ¢dFo| 81 Lt

show waas statistics pass-through& At&3t0 81t SH|/0|F & AEELCEAZE0| St (pass-
through)El= O|R & & QIgfLICt



Rout er #show waas statistics pass-through
Pass Through Statistics:

Overall:

No Peer:

Rej ected due to Capabilities:

Rej ected due to Resources:

Interface Application config: <---- Traffic classified for pass-through?
Interface d obal config: <---- Asymmetric route in the setup?
Assynmetric setup

Peer sync was in progress:

10S WAAS is intermediate router:
Internal error:

O her end is in black list:

AD version m snatch

I nconpat abl e AC <---- Inconpatible peer?
Connection linmt exceeded

AO M peertable full

AO M multiple sync request passthrough:

O hers:

O O O O OO OO0 OO0 oo oo oo o

S AM SHE #elstHL it AM CIHOE AASELICH

Use the following command to check the reason '''show waas statistics auto-di scovery''
Enabl e fol | owi ng debugs for nore information:

debug waas infra error

debug waas infra events

debug waas auto-di scovery error

debug waas auto-di scovery event

debug waas auto-di scovery op <---- Verbose debug

. Interface Application Configincrements(2/E{H 0|A O Z 2|7 0|M ZAx|a8|0|M)e| 72 E{7t
ol X o47=|° SISt S Mol T HE R Z&LICHWAAS-Express & 3T Z[0{04[ A

SN2 x5t MM Solskn ASELICLYMolM EiZlo| HAAR S EAIEEX &
5t24™ ol2H debugE AFEE

show policy-map type waas interface

debug waas infra events

@)

. PIE{H[O[A Fef P40l CHE 7t 2E7I B7I5tH HESI S| S 2tRE 0| 2l =+
Ct.0|Zd2 WAAS-Express == alid I|o{7} TCP EEiTlo| Feterg n s EX| 2= 4
LICtOl= HEITAM ZIHe 8 2B E Qs E= EefE ZAE22| C|HtO[A0| A

i Zlo| AMK| 2= ER(ACL, &3t §) Ydle = A&LCh

!
zO

IIIS Ho T>

[P
A

ﬂI
N

4

HEM:LHEXF oM AXE mZ!o| HEER 2T S =felgrLict ot HIELZ M HEE

ot EE I AXE o £ e #ele HEstalA

- I|047} M2 ZEHE[X| i = B0 HZ0| HAARY £ A'SL—IEF.OIE WAAS-Express2t



a3 YdE = ASLICLHEY AZEQof EE|A

&5 M #1:1|0{7} show waas statistics on2 AI236l04 S & T|X| St =X| &Ql
R M #2:HEQFol HICHE 2t E AlLt2|27}F QI MZIE|H CHS S &I5H A A,

HEZoM HER| 2t E& I AXE 222 + AE Olf

. WAAS-Express 2t E{ EE £ T|0{2| 042{ WAN /I WAAS-Express= E4d/24A = 2d/cH
7| Bt REAIM x| HElX| &*QL.IEP WANE Lt7ts EEfE I E0i2= ESiZo| 25 SY&t
WAAS-Express 2t E{0]| 2{0{0F 5t7| HE ILICH. 042 WAN 2137t U= B2 ZE WAN &
30 Z1x|1240|4d waas enableO| A= X| EHQIEL|Ct L|o{ 2t RE{S| ZE WAN 23 2 2t
E{o] ECHES WAASE E|C|HMet7| @8t Zdm|aei|olMdo| QJU=X] = lgLct.

. Mlo{ THZ(SYN, SYN-ACK, ACK)2 WAAS Mo 2 Eja7} X[™HE|X| f&LICHO| X E
2iZlo| Z|o{ H2o| WAASE EIC|HME|X| of2 Fe WlE = ASLICLWCCP ACLE &2IEf
Lict.

T Blof XS E HE:

Net wor k t opol ogy
I OS version
Configuration

Fol | owi ng debugs and show conmands:

debug waas aut o-di scovery error
debug waas aut o-di scovery event
debug waas aut o-di scovery operation
debug waas infra error

debug waas infra event

show waas statistics auto-disc
show waas statistics pass
show waas statistics aoim

AR IYAAT 42 ZEEY o417 A|ftol| T8 E|X| & LICHWAAS-ExpressE St o
28 51K e;eeg =3 s BT peiE S YaLICh 2RI HAAR MU B

Ol YitMo 2 Iu|ad oM 2F HEILICHHTTP-Express Accelerator 2! CIFS-Express
Accelerator= WAAS-Express 7 2 0|0|X|0{AM 7|2 XS 2 H|E &3 E|0] U&LICHExpress
Accelerator7t 1380 2 g MSHE|RI=K| = QIS AL,

4 dHE HAAE2 CIFS, SSL £ = HTTP-Express AOE AH&3517| {5l B3t
Lt +EE Y 71K X| f&Lct

. CIFS, SSL EE= HTTP-Express AO7} X o 2 & M3 E|Y HOl

—

N

rir
ok

rout er #show waas st at us



10S Version: 15.2(4)M
WAAS Express Version: 2.0.0

WAAS Enabl ed Interface Policy Mp

Fast Et her net 8 waas_gl obal

WAAS Feature License
Li cense Type: Eval Ri ght ToUse
Eval uation total period: 8 weeks 4 days

Eval uation period left: 7 weeks 4 days

DRE Status : Enabl ed

LZ Status : Enabled + Entropy

Cl FS- Express AO Status : Disabled

SSL- Express AO Status : Enabl ed

HTTP- Express AO Status : Disabled <---- HITP Express AO is disabled by default

Maxi mum Fl ows : 75

Total Active connections : 4

Total optinmzed connections : 4

&4 od /M5 7} o & E[x|gt AEE oHAE0l TDLO| UE

. Ol Etdo 2 MAo| Au|a o]0 A2 x|o] B AMEhL|Ct.

# & T:HTTP-Express AO= 7|2x o2 g5l E|o{ UX| of&LICH
&8 M #1:30{ WAAS & x|7} S8tE|=X| &QlEL|CH 0| & QI2 show waas statistics on2
A3t =E £ S?A'QL—IEF.
&S M#2:xs M CIHOE AE35t0d XS M S0 HTTP- Express Accelerator7} &AL
=X| ZelgtL|C ol HAle{|0lE{7} 75_1(2!,&10; HIE A3te|o] UHLHHTTP A e{a 0|
= 7|BMo R E/GSIE|X] &8 Z) HTTP 2eiA 7t & 0] "accelerate http"7t +2F 77| [H 2
o+ A&Lict

class HITP

optimze tfo dre |z application Wb accelerate http-express

. show waas connection detail 0F2H0i| A Configured, Derived ! Applied Accelerator ZEE 4
EHgrLICEH

Rout er #show waas connecti on detail

Negoti ated Policy: TFO, LZ, DRE
Configured Accelerator: HTTP-Express
Derived Accelerator: HTTP-Express
Applied Accelerator: HTTP-Express
Hi st. Accelerator: None
Bytes Read Oig: 174

- show waas statistics accelerator http-express [https|debug]oilA TE S7#|/0|F &2l



E4: TCDL2 Ad %|X3}7} ol 8 xIx|Bt MY E Hdol= TDLO| U&

. Ol 7t& 7|7t H|E A5 | 74LE CIFS/WAFS ZeiA 7t F2HE|0] Z40d| M cifs 7HE 57 2

7| MEY = AU&LICH

# & 1:CIFS-Express AOE 7|22 0 2 H|Z A3 E|o] Ql&LCh.
class CIFS
optimze tfo dre |z application CIFS accelerate cifs-express
- show waas statistics accelerator cifs-expresstiiA HE 2 Z E7|/0|& &2l

Rout er #show waas statistics accelerator cifs-express
Cl FS- Express AO Statistics

Unsupported dialects / CIFS version: 0

Currently active unsupported dialects / CIFS version: 0
Unsupported due to signing: 0

& d 2/x&7} TSDLE ol & E|X|et & eddol TDLO| RIS

. SSL-Express Accelerator®| 49 Z.0{ WAE SSL-AO7} &8 L AYME|X| ot 2 4= U&LICHE
Ql:Cisco Wide Area Application Services SSL Application Optimizer & A XM
. A0 M THo|Z 7t MHE =& U &LICHO|= show waas statistics accelerator ssI& Al 5t

of FQlg &+ l&Lict

Rout er #show waas statistics accelerator ssl
SSL- Expr ess:
G obal Statistics

Time Accelerator was started: 16:31: 37 UTC Jul 26 2012

Pi pe through due to C2S ci pher m smatch:

Pi pe through due to C2S version nisnatch:

Pi pe through due to WW ci pher m smatch:

Pi pe through due to WVWW version ni snatch:

Pi pe through due to detection of non-SSL traffic:
Pi pe through due to unknown reasons:

Total pipe through connections:

O OO O0OO0oOoo

ol & 244 %|Xs}= TSHDLO|X|BF ™ E 4= TSDL =& THDLEF /IS

SSL-Express Accelerator= 3201 HTTP-Express Accelerator® £ & L|CH.SSL-Express &
HTTP-Express Accelerator7t 25 X o 2 & M35tE|0{ /J=X| =QlghL|Ct,

. HZ0| To|ZARE HAAEL|T TGE EA[ELICH 2?0 EAIE! CHE show waas statistics
accelerator ss|2| O| R & & QIELICt.
. 9340| CtS & StLIZ QI3 TSDLZE EAIE = UEsE B2
- HTTP-Express Accelerator® AF8& 4= Qi&LICH
» HTTP-Express Accelerator= 2.0{ WAAS C|HIO|A Q| HTTP AO%+ S 8tE|X| i &LICt


http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps6870/deployment_guide_c07-541981.html

- HTTP-Express Accelerator®| /X3t 7|58 371 0|4 A& £ gi&Lict
. 5 iR COE] THZlofl HTTP 2E1= 7} gLk

. 0| C}Z & SILIE QI THDLL 2 EA|E= ER

- SSL-Express Accelerator7t 01| X| C|HFO[ A0 A M- =T UK eb&LICEH
- SSL AO7t 204 C|HFO| A0 AR E[T UK e &LICEH

- AAIMOI M SSL-AO7} B AL E| x| et Q& LICH

- Z2 A9 A2 HTTP CONNECT e 443 0|Q|o| ZEof st ZlL|ct.

- Of|X| C|HtO|AQt T 04 C|HIO|A 7 25 O] @12 2| %|A3toi| SSL-AOE F7+5t= Zd0d| CH5H
M2 g2l 318 DATA-INSPECT %HI:A=||0|37+ Almyato|ch,

- Post DATA-INSPECT = 4)0|2, & ol|x| & 20{ C|H}O|A T} 25 0] Q4Zd0l| CHEF X/
gtoll SSL-AOE F7I5t7|2 &2|ste= 3We TFO HEM O[= LCt.

Provi de foll owi ng show conmand out puts for debuggi ng:

show waas st atus

show waas al ar s

show waas accel erator detail

show waas accel erator http

show waas accel erator snb

show waas accel erator ssl

show waas statistic gl obal

show waas statistic auto-discovery
show waas statistic aoim

show waas statistic pass-through

Sd: o7|x| pf2 o4 xE

UtsoZ AW B2 B B 2F KHL LIEHHE 2F HAIKIE aUcholE Sof

Aug 18 03:02:52.861: %\AAS- 3- WAAS_TFO_DEC_FRAME_FAI LED: | OS-WAAS failed to decode TFO frane for
connection 100. 2. 0.107:50118--200. 0. 0. 12: 1494 (Unknown TFO frame rcvd, RST connection.)

2X sHd 2H

. D Eo0i e}, debug waas <module_name> 2 F £ A& grLIC.
- show waas 214 M|F A& 0l A End-Reason &¢I
. 7t 8t 0|10l CH3H show waas statistics errorS ME{SHL|C}.
- HAA MAEHO| EAIZIH Z0{ WAEMIAM Zo{ HE7F HHE LI
- WAAS-ExpresstlM ELi= & X E A9 TCP 32| Aut2 WAEO| Z20{ Hm 7t gl

AAI=IL’|E|-
- DDTS7} O] +X|% Hx{&fL|Ct.CSCto59459, CSCuab1097. O|2{Et DDTSE ZAMstn E
A= 2X|7F S DTS A 2X|QF SAFSHK| & olstL|C).

. SSL-Express Accelerator 2Z20| W2w SHEM|O|Z LF 2 Qlsi MAE™HE = E2

He ol M3 E HE:



CIH 23 show B& Z 1 show-tech show-running config HIER3 EEZX| E2t0|HE L M
H ME AL T @4Z20d| AHE E[= o E 2| 0| M(Z EHF(0A: IEB)

debug waas infra error

debug waas aut o-di scovery error
debug waas aoi m error

debug waas tfo error

debug waas |z error

debug waas dre error

debug waas accel erator ssl error
debug waas accel erator http error
debug waas accel erator cifs error

Bt PE SE/FY

E|AE Sol 2t?E & & HFH0| HUx| S = USLICH O™ A 0|A I DTSO|M H|x et &
E#._ ZME gAgLIchEs o 7|s0| FE o= Qlsl wst=X| ZE[5Hok & LICHios-waas EE
£ layer4- forwardmgOI Ol 10S 7|15 02 Qs S=/EH|0|AEIO| B Ml AL T EX5 J|s

et ElizhR el TACH X 5| e ZsfoF Bt

- topic.cisco.comOllAM &5 A =&
. O| 24 70| A0 A RALEH/ L E4El EXIE & QIFLIC

HY ol M3 E HE:

24

rlll)iI

- show tech or if not possible how running-config
. &30S BT

- =M E M3st= HEE BA

- FEO|C|2Y E= & Al crashinfo.

. HEQ3 o EEZX|

- ZME LRXMo 2 At ol =30| Ele 2t HE

L2l d/ds Mét

gsol HstEl Hele than yauit seimlol 84 phesiol 2C, Usala sg2x £t 1
10| LIE 91m01k SAIELIC A4 BEE HEIsheTot S e HHSHEIN] ehe Iz pletsh
0f ACHxd K{5HE Eelshof ELICH

2A slid EA
- 3ol CHEh 2 Mst A2 FALULI?

- show waas connection2| Accel Z=g& ME{8FL|C}TDL, THDL, TSDL S&L|7H?
- EX AcceleratorE A2 &0 2, OH':F AcceleratorE sHA|5IH 50| X{5HE! A EH0|AM

SFE L2
- Y2 EfElo| Qe B WAAS-Express Of7Hg44 ol @12!3 DREES H|& A& 8fL
Ct.
- 9940| TFO M8 222 ““El 839 St ZEot gt %F 1 A5 X5t7t EAELG?
EFREQ| B5t7F LotULt? THS2 AF8 5104 cpu AHS E 2 = 2IELICt.show proc cpu 7| %
- CPU A&t HIAIX|Z7F 230 .-.-.A|E|'_ | &l °*|—|EP.CPU7P L{F &= 2™ WAAS-Express=



CPU7I LT RS E|X| =5 5t7| @8 2/HSHE XA A|IZILICEH
. QIE{H|o|A SHo| £212 =150 THZ! AMA|T}F /=X = IFHLICH,
- IHZE AX|5h= ACLO| J=X| = RIELICHEIH T ip cef drop@! THZI2 &A= 7S
F2 ClH.
. B7tol| = ClHtO|A T TEIE
- WAEE 7|#™MS 2 ECN2 = =]
ECT HIE ME7} = THAS E0t5tX| 2 = U222
OS2 0|0{X|22 ¥50| M3tE = JU&LIcLEY 1Y A= C|HFO|A (O
|IOS O|0|X| &7t TCP &0l ECT HIE 7t A= TiZ! St AUARRELCE.
- ZAI|asolM RE|M O HES AF85t04 20{ WAEO|IMH ECNE B =+ %
ecn A oF &

=

ffo
nt
rir

T

2 0 o opy

s
3
1o
mo 0} o Mo

> 10

k= SMULI?
- {1 2E SRe XHEX] e SMHYLICEH
- A 22 SRe XHEls SMHYULICHO| 2EE SR/ ds50 &2 O[XIX| et&LICt
- HEQF Ol HICHE EIRE o2 ol mZ! &HA| & RS0l & :
- CtREN EH &9 2E IZ pfom 40| =2(7HL H#o{E £ JU&LICt
- b33 coiete| 2l i
s NACKZ QI8+ T4 :show waas statistics dreE MEHELICHR-tx .. =& & QlgrLC}.
- ACK 7 7t5 % :show waas statistics dreE M= LICH AckQ full & AckQ high ZE =fQl
. CIFS-Express/SSL-Express/HTTP-Express Accelerator & 433} £ @472 £ 7} =24 EL|CH
- X HEIX| b= 7T /do{ LTt
- M S HIE.
- show waas connection detail, show waas statistic 1z, show waas statistic dre Ot 2| S 7|
E grelgrct.

- HE MHEI/NO|Z-ARE HOIFLICH

i

=]
]
Rl
il
A

AEN.mZHE 2 ZRE X|¥HEE FS0| otLlLIctolE 7|12 EE 28 2= 7} obLCt.

01780| oiFl AP YA 27t SALICH RCAT 2HIE SHZY 4 UL = T Holl ohg H

24 sd X e =% BA

. show waas A4S AF83504 WAAS-Express 913 E|0|E0AM 552 AMELICH

Rout er #show waas connecti on

Connl D Source | P: Port Dest | P: Port Peer | D Accel
3336 192.168.22.99 :37797 192.168.42.99 :80 0016. 9d39. 20bd THDL
Rout er #

- Ao CHEt MR HE EA|



Rout er #show waas connection client-port 37797 detai l

connection |ID:

Peer 1d:

Connection Type:

Start Tinmne:

Source | P Address:
Source Port Nunber:
next step

Destination | P Address:
Destination Port Nunber:
Appl i cation Nane:

Cl assifier Nanme:

Peer Policy:

Configured Policy:
Negoti ated Policy:
Configured Accel erator:
Derived Accel erator:
Appl i ed Accel erator:

Hi st. Accelerator:
Bytes Read Orig:

Bytes Witten Orig:
Byt es Read Opt:

Bytes Witten Opt:

Aut o-di scovery infornmation:

---<sni p>---

3336

0016. 9d39. 20bd

Ext er na

19:45: 34 UTC Dec 21 2011
192. 168. 22. 99

37797 S Uni que port nunber required for

192. 168. 42. 99
80

Vb

HTTP

TFO, LZ, DRE
TFO, LZ, DRE
TFO, Lz, DRE
HTTP- Expr ess
HTTP- Expr ess
HTTP- Expr ess
None
43056412

25

162

43359878

. show Mf flowsE Al 75104 L4F E|O|E0IM SHE ZE2RE Br&LCt.

Rout er #show | 4f flows | include 37797
192. 168. 22. 99: 37797 192. 168. 42. 99: 80

FADF6EAO0 Proxy TCP
Rout er #

- R Aol L4F EER IDE

Rout er #show | 4f fl ow det ai

Fl ow Address : F4DF6EAQ

I ndex 11

Idle Tine : 0.004

Fam |y ;I Pv4

Pr ot ocol . TCP

VRF | D 00

Addr ess1 : 192.168. 22.99: 37797
Addr ess?2 : 192.168. 42. 99: 80

State : LAF_STATE_PROXYI NG

ST HEE ABH0I M L4F

74 X4
= o

HE 7S



Fl ags

App Cont ext
CEF pak
Endpoi nt1 FD

Endpoi nt 2 FD

0x00012000
0x41D4728C
0x0
1073748479
State
Fl ags
Client

Associ ation

CEF Fwd State :
Proc Fwd St ate:

TCB Address
1073748480
State

FI ags
dient

Associ ati on

CEF Fwd State :
Proc Fwd State:

TCB Address

EP- ESTAB
0x00000001
LAF_FEATURE_WAAS
QUTPUT
0xC20D2C74
0xCLE36EA8
OxCO1FODIC  <--

EP- ESTAB
0x00000001
LAF_FEATURE_WAAS
| NPUT

0xC20D2248
0xCLE36F20
0x4002AB6C  <- - -

. show l4f flow detail <flow_id>2| £2i0f=
<tcb_info>2| TCB M= Al

Rout er #show tcp tcb OxCO1FODOC
Connection state i s ESTAB,
Connection is ECN Di sabl ed, M ninuminconmng TTL 0, Qutgoing TTL 255

I/ O status:

1, unr

Address required for next step

Address required for next step

= 74e] TCP TCB7} E AIEILICH.show tcp tdb

ead input bytes: 31504

Local host: 192.168.42.99, Local port: 80

Forei gn host: 192.168.22.99, Foreign port: 37797
Connection tableid (VRF): 0O

Maxi mum out put segnent queue size: 50

Enqueued packets for retransmit: 0, input: 22 mnis-ordered: 0 (0 bytes)
Event Tinmers (current tine is 0x85115B0):

Ti mer Starts Wakeups Next
Ret r ans 2 0 0x0
Ti neWai t 0 0 0x0
AckHol d 10192 0 0x0
SendWhd 0 0 0x0
KeepAl i ve 20129 0 0x851FFF4
G velp 2 0 0x0
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 1 1 0x0



iss: 688070906 snduna: 688070932 sndnxt: 688070932
irs: 684581592 rcvnxt: 713368125

sndwnd: 6144 scale: 9 maxrcvwnd: 32767

rcvwnd: 1263 scal e: 7 del rcvwnd: 0

SRTT: 6687 nms, RTTO 59312 ns, RTV: 52625 ns, KRTT: O ns

mnRTT: 0 ms, naxRTT: 2857348 ns, ACK hold: 200 ns

Status Fl ags: passive open, Tinestanp echo present

Option Flags: keepalive running, SACK option permitted, non-blocking reads
non- bl ocki ng writes, w n-scale, 0x200000, 0x1000000, 0x10000000

0x20000000

I P Precedence value : 0

Dat agrans (max data segment is 1432 bytes):

Rcvd: 20129 (out of order: 0), with data: 20127, total data bytes: 28786532
Sent: 30017 (retransmit: O, fastretransmit: O, partialack: 0, Second Congestion: 0), with data:
1, total data bytes: 25

Packets received in fast path: 53559, fast processed: 2, slow path: 21294
fast lock acquisition failures: 7, slow path: O

Rout er #

Rout er #show tcp tcb 0x4002AB6C

Connection state is ESTAB, I/O status: 1, unread input bytes: 0

Connection is ECN Di sabl ed, M ninumincomng TTL 0, Qutgoing TTL 255

Local host: 192.168.22.99, Local port: 37797

Forei gn host: 192.168.42.99, Foreign port: 80

Connection tableid (VRF): 0O

Maxi mum out put segnment queue size: 50

Enqueued packets for retransmit: 50, input: O nis-ordered: O (0 bytes)

Event Tiners (current time is 0x8519A48):

Ti mer Starts Wakeups Next
Ret r ans 27124 0 0x8519D3B
Ti meWai t 0 0 0x0
AckHol d 2 0 0x0
SendWhd 0 0 0x0
KeepAl i ve 28560 0 0x85284A4
G velp 27121 0 0x8545964
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 19975 19975 0x0

iss: 2832065240 snduna: 2867154917 sndnxt: 2867205953
irs: 2835554554 rcvnxt: 2835554717

sndwnd: 261120 scal e: 7 maxrcvwnd: 65535



rcvwnd: 65535 scal e: 7 del rcvwnd: 0
bi c_| ast _max_cwnd: 8388480

SRTT: 1000 ns, RTTO 1003 ns, RTV: 3 ns, KRTT: 0 n®s

m nRTT: 80 s, maxRTT: 1000 ns, ACK hold: 200 ns

Status Flags: active open

Option Flags: keepalive running, SACK option pernmitted,

Ti nestanp option used, non-bl ocking reads, non-blocking wites
wi n-scal e, 0x200000, 0x1000000, 0x10000000, 0x20000000

I P Precedence value : 0

Dat agrans (max data segment is 1432 bytes):

Rcvd: 28560 (out of order: 0), with data: 2, total data bytes: 162

Sent: 28672 (retransmt: 0, fastretransmt: 28, partialack: 3, Second Congestion: 0), with data:
28671, total data bytes: 35176602

Packets received in fast path: 21244, fast processed: 21240, slow path: 29668

fast lock acquisition failures: 21374, slow path: 0O

Rout er #

. CI2 ¥ £342 WAAS-Express AOE C|HZSIE Ol f8& £ U&LICH.

show waas statistics errors

show waas statistics accel erator http-express
show waas statistics accel erator cifs-express
show waas statistics accel erator ssl-express

show waas statistics accel erator ssl-express debug

. CF& 2 service-internal BHELICHCIHZ B ).

show waas connection conn-id [id] debug
show waas statistics accelerator http-express debug
show waas statistics accel erator ssl-express debug

. SCHEl o4

= —- —-=

rlo

CHS BPE At8stod X|2 &+ /U&LCH

cl ear waas connection conn-id [id]

Rout er (confi g-if)#no waas enable forced

SSL-Express Accelerator £All:
SSL-Express Accelerator 43} £ H|gH 4% ftdd Ex B4

- HOF BtO|MAT & I3t E[I=X] FH el



i ncl ude SSL-Express AO Status
Unavail abl e (security |icense not enabl ed)

1.0

Rout er #show waas status |
SSL- Express AO Status
Rout er #show | i cense detail securityk9
I ndex: 1 Feature: securityk9 Ver si on
Li cense Type: Ri ght ToUse
. NPE 0|0|X|7} *!=X| &Ql(0| 0|0|X|= SSL-Express AcceleratorE X|¢5tX| &)
Rout er #show waas status | include SSL-Express AO Status
SSL- Express AO Stat us Unsupport ed
Rout er #show | i cense detail securityk9
% Error: No license for securityk9 found - License feature not found
. B M-I E S 2] S0 ssl, aoim 2 infra CIHE g A8lstn CclHa 238 MZEuct
2 Qlsl o4 M-H™
£ AH8735t04 SSL-Express Accelerator SH =el|issL-

W2W SHEM|O|3 @
» show waas %ﬁl =

Express
s0).
—_-

I M =
i ncl ude waas-ssl -trust point

| .
trustpol nts <trust pOi nt - nane> st at us

Rout er #show runni ng- confi g all
Rout er #show crypt o pki
il WORD

WAAS#show crypto certificates
WAAS#show crypto certificate-detail

L Eol A
Router#show waas alarms
WAAS SSL- Express CA enrolled trustpoint deleted: off
WAAS SSL- Express router certificate del eted of f
| ZAZ|Z2 20| & lgtL|Ct cipher-list, SSL {7, Q15 M & ol &
OIX| &olstL|C}.
A QIS M &S HIg d3tsfor gfLICH
AE[R&LIcH

. ofx| & Fof C|H}O|A
7| AAter tEdsto] S718F &
- KA ME B ME AtE5tE 8« H 7| &l
C|H1 waas 7}47| SSL 27 77|
o] 3% §_§ o|3|.| 0=|7=|O|11|-O|

Ls T
2= A

A F (pipe-through)od| ¢4

. C2S7} XI5 K|
- show waas 8H LFE

Express

i ANE
& 35t04 SSL-Express Accelerator 27 S| &2l |i SSL-



» C|H2 waas 7}47| ssl AH2
» 30{ WAAS LC|H}O|A Q| accelerated-svedl T2 El cipher-listE & QIgtL|C}.

. SSL %|%{3} g2 (L 0|ZAR)
» WAAS Express C|HIO| A0 M SSL-Express & EHE = Ql%fL|C}t.show waas accelerator ssl

express
- I|0{ WAAS C[HIO| A0 M SSL AO HENE QI LICt 7}&7] ssl E A
» SSL-Express & 7| & 2l:show waas statistics accelerator ssl express | i I} O| &

- QUESA0| A HTTPS | O X|oi] M| AE = & LICH

> ME{7t QIE{Hlof| e = 2 JHQl 7|0|2 2 F0{ WAAS & X[0] QIS ME MXIE + eiaL
Ch 22 R{ 04| A 0I"A—|o| CHEt ZDE 28t 2ol H0|X|Q] Y& JHAIZt EAIZIX| ©F
2 = A&
- 0|28t Z§xl= CDN(content-delivery network)OilA-I NM3E = J&LICH o] XM= WAAS-

o
ExpressOf 2t =8t E|X| L &LICEF, & WAAS & x| ZHol 4Z40| %[X3H E|1S i o248t
X7t g dst ok gLct.
- AEXt= CDN URLL| CIBME FA
e

tEdH Eet Aol o 2|F F7taH ok BfLICt.
- CDN URL2 H|O|X| £A0{M 2

A& LICH

Show commands used for further debuggi ng and RCA:

show waas statistics accelerator ssli
show waas statistics accel erator ssl debug
show waas statistics accelerator ssl ciphers

show waas statistics accelerator ssl peering

cMe| # x| 2 & 7Holl WAAS-Express H x| O|S

WCMZ2| C|HtO|A & 7Holl WAAS-Express C|HHO|A 7 O[S T4 Af C|HFO|A & of2Hel &Y
Ho|7t MEE|X| = BRIt U&LICLE|HO|ATL ClHFOlA D&M &Y A=/ ClHo|A Tt
OFX[2 o2 Afeh 8] HA ZeoMH HHE 7HX{SLch

ClutolA O & zhol C|HO|AE OIS E = CHS BHE = LICH

* Go to the Policy Definitions page of that device and sel ect the new device-group and click on
Submi t .

OR

* Go to device-group-1 -> Assign Devices page and unassign the device fromthis DG

* Go to device-group-2 -> Assign Devices page and assign the device to this DG
* Go to device-group-2 -> Policy Definitions page and click on 'Force DG settings' button.

7|E} s HH
WAAS-Express 2! WCM/WAEZ2| S H|7} & xI8t x| of&LICt.



Ol ¥Holl= ATl EXMTt Q& LICHOHE Aol et 238 st 7 Blof M3stAAIL.

* Di sabl e waas on \Waas- Express device

* Clear statistics on WAAS- Express and core WAE

* Enabl e waas on Waas- Express device

* Let traffic run, disable waas on \Waas- Express device
* Collect statistics

* Present screen-shots and show conmand out puts.

CIHZ X show B olol = 7HE R0l xS of = HE:

show t ech- support

show ip interface

show i p virtual -reassenbly

show i p route

show i p cef detail

show i p cef internal

show i p cef switching statistics
show process cpu history

ctRE S& =4 siE

http://www.cisco.com/en/US/products/hw/iad/ps397/products tech note09186a00800b4447.shtml

2t E{ollAM mHZ! 2%

HE EX

C|EHZ8F24™H WAAS Express C|HHO| A0 THZ!E Zix{sljoF & = JU&LICH

10S THZ! Aol CHE REM[EH LI 2 CHE EAME B RSHAAI2.1P ECiE LHZE LY.

Exanpl e to configure packet capture:

ip traffic-export profile waas_wan npde capture bidirectional

interface Serial 0/0/0
ip virtual -reassenbly out
encapsul ati on frane-rel ay
ip traffic-export apply waas_wan size 20000000
frame-relay map ip 10.0.0.2 557 broadcast
no frame-relay inverse-arp
frame-relay |ocal -dlci 557

Use fol l owi ng commands to start, stop, copy and clear the buffer:

traffic-export int sO/0/0 start
traffic-export int s0/0/0 stop
traffic-export int s0/0/0 copy ftp://usernane: password@92. 168. 1. 116/ /tft pboot/ ngwo. pcap
traffic-export int sO/0/0 clear


http://www.cisco.com/en/US/products/hw/iad/ps397/products_tech_note09186a00800b4447.shtml
/content/en/us/td/docs/ios-xml/ios/sec_usr_cfg/configuration/15-mt/sec-usr-cfg-15-mt-book/sec-ip-traff-export.html
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