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authentication login local enable
authentication configuration local enable
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cepro(confi g) #tacacs server 172.18.124.114
cepro(confi g) #authentication login tacacs ena primary
cepro(confi g) #authen configuration tacacs enab
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Output Interpreter = 2(SEE D40 ) (OIT)= £ show BB E X[HELICLOITE AFE5H0]
show & EI=|E=| ’<E=| O| I_/k-|2 EL.ll:l-_

1= =+«

- show version - FHA| ATl AR E|= AZEQ0{Qt AAE 7IE AlZHOH: 2 E7} 0|0 &
SE x| 2 HutdE Smbyat 242 V[E 1 @A E EAIELICH
cepr o#show version
Ci sco Cache Engi ne
Copyright (c) 1986-2001 by G sco Systens, Inc.
Sof tware Rel ease: CE ver 2.31 (Build: FCS 02/16/01)
Conpi | ed: 11:20:14 Feb 22 2001 by bbal agot
| mge text-base 0x108000, data_base 0x437534

Systemrestarted by Rel oad
The system has been up for 20 hours, 42 minutes, 59 seconds.
System booted from "fl ash"
. show hardware - show version BE 1t S Ut HE QL FHA| AEIQ| StEL 0] 718 QLAE EA
grLCt.
cepr o#show hardware
Ci sco Cache Engine
Copyright (c) 1986-2001 by G sco Systens, Inc.
Sof tware Rel ease: CE ver 2.31 (Build: FCS 02/16/01)
Conpi | ed: 11:20:14 Feb 22 2001 by bbal agot
I mage text-base 0x108000, data_base 0x437534

Systemrestarted by Rel oad
The system has been up for 21 hours, 15 minutes, 16 seconds.
System booted from "fl ash"
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Ci sco Cache Engine CE505 with CPU AVD-K6 (nodel 8) (rev. 12) AuthenticAMD
2 Ethernet/| EEE 802.3 interfaces

1 Console interface

134213632 bytes of Physical Menory

131072 bytes of ROM nmenory.

8388608 bytes of flash nenory.

Li st of disk drives:
/c0t0d0 (scsi bus 0, unit 0, lun 0)

show running-config - 7HA| ATl M A& QI Au|TolMdS EAIRFLICH

cepr o#show running-config

Bui | di ng configuration...
Current configuration
|
|
!
user add admin uid O password 1 "eeSdy9dcy" capability adm n-access
user add chbanks uid 5001 password 1 "eeSdy9dcy" capability adm n-access
|
|
!
host nane cepro
|
interface ethernet 0
i p address 10.27.2.2 255.255.255.0
i p broadcast - address 10. 27. 2. 255
exit
!
!
interface ethernet 1
exit
!
ip default-gateway 10.27.2.1
iproute 0.0.0.0 0.0.0.0 10.27.2.1
cron file /local/etc/crontab
|
weep router-list 1 10.27.2.1
wccp web-cache router-list-num1l
|

aut hentication |l ogin tacacs enable prinary

aut hentication login |local enable !--- on by default ---!
aut hentication configuration tacacs enabl e
aut hentication configuration |local enable !---- on by default ---!

tacacs server 172.18.124.114 prinmary
rul e no-cache url-regex .*cgi-bin.*
rul e no-cache url-regex .*awcgi.*

|

1

end

cepr o#

show tacacs - TACACS+ Mol Cigt MEE EA[ELICEH

cepr o#show tacacs
Logi n Aut hentication for Consol e/ Tel net Sessi on: enabled (primary)
Configuration Authentication for Consol e/ Tel net Session: enabl ed

TACACS Confi gurati on:
Key =

Ti meout = 5 seconds
Retransmt = 2 tines



Server St at us

172.18.124. 114 primary

- show statistics tacacs - TACACS+ SH|E EA|EfL|CE
cepr o#show statistics tacacs
TACACS+ Statistics
Nurmber of access requests: 13
Nurmber of access deny responses: 7
Nurmber of access all ow responses: 0

. show authentication - 34X TACACS+ TXf @15 L M3t £04 ZHI|Tdio|ME E AR LICEH
cepr o#show authentication
Logi n Aut henti cati on: Consol e/ Tel net Sessi on
| ocal enabl ed
tacacs enabl ed (primary)
Configuration Authentication: Consol e/ Tel net Session
| ocal enabl ed
tacacs enabl ed
cepro#
= -
&£A sid =
O] MMoi e Hu|aelo|Md 2XME sHAS e Ol MEE = /U= HEE MSELICH

Output Interpreter = (S EE! T ZHBF SHE)(OIT)E EX show BHE K| HELICHOITE A2 5104
show B £ 9| EME FLIC}.
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. show debug - & 43}l debug FHES E AR LICH.
cepr o#show debug
Aut henti cati on debugging is on
Tacacs debugging is on

- terminal monitor - C|HHZ £23& 3tHoi| EA[ELICE 0| £232 C|HT 21F 2! debug tacacs
W o| ANE EAIFFLICH
cepr o#terminal monitor
cepro#aut henti cateUser(): Begin
set Renot el PAddress(): pRenot eAddress 172.18.124.193
bAut hentication(): Begin
bAut henti cati onl ntersection(): Begin
bAut henti cationl ntersection(): telnet_access 1
set Aut hent i cat edServi ce(): nServi ceToAut henticate 6
get Aut hent i cat edServi ce(): Begin
get Aut hent i cat edServi ce(): nServi ceToAuthenticate = 6
bAut henti cati onl ntersection() getAuthenticatedService 6
set Error Di spl ayed(): Begin bStatus 0O
get Local Logi nAut hEnabl e(): Begin
get Local Logi nAut hEnabl e(): ui State =1
get TacacsLogi nAut hEnabl e(): Begin
get TacacsLogi nAut hEnabl e(): ui State = 1
get TacacsLogi nAut hPrimary(): Begin
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get TacacsLogi nAut hPrimary(): uiState = 1

I ncrement TacacsSt at Request (): Begin

tacacs_plus_l ogin() Begin

i sConsol e() Begin

get Aut hent i cat edService(): Begin

get Aut hent i cat edServi ce(): nServi ceToAuthenticate = 6
i sConsol e() nReturn O tel net

tacacs_plus_l ogin() sWhatService() tty = telnet

get Renot el PAddress(): Begin

get Renot el PAddress(): pRenot eAddress = 172.18.124. 193
tacacs_pl us_Il ogi n() get Renot el PAddress sHostlp 172.18.124.193
tacacs_nal |l oc() Begin 164

tacacs_nal |l oc() PSknmal |l oc ptr

get User Struct () mal | oc_named ustr

tacacs_plus_login() allocated nmenory for ustruct
aaa_updat e_user () Begin

debug_aut hen_svc() Begin

aaa_update_user(): user='"adnin' ruser='system port="telnet’
rem addr="172. 18. 124. 193" aut hen_t ype=1

tacacs_plus_l ogin() updated user

get NunfTacacsLogi nAttenpts(): Begin

get NunfTacacsLogi nAttenpts(): ul Retransmt = 2

#H#H#### tacacs_plus_login() numtries 1

aaa_start_login() Begin

debug_start_| ogin() Begin

debug_start_| ogi n()/ AUTHEN START (0): port="telnet' list="(null)"’
action=LOG N servi ce=LOG N

aaa_randoni ze_id() Begin

tacacs_plus_start_login() Begin

tacacs_parse_server() Begin user_str adnmn

get TacacsDi r ect Request Enabl e(): Begin

get TacacsDi r ect Request Enabl e(): cDirect Request Enable = 0

printlpAddr() Begin

printlpAddr() 0.0.0.0

tacacs_plus_start_login() server.ip_addr 0.0.0.0 server.type
0 server.length O

choose_version() Begin

create_aut hen_start() Begin

create_aut hen_start() len 45

tacacs_nal |l oc() Begin 45

tacacs_nal |l oc() PSknmal | oc ptr

create_aut hen_start() nmalloc_named tac_pak

fill_tacacs_plus_hdr() Begin encrypt 1

fill_tacacs_plus_hdr() len 33, tac_pak->length 33

#### fill _tacacs_plus_hdr() tac_pak->encrypted 1

#### fill _tacacs_plus_hdr() TEST nTestlLen 33

create_aut hen_start() len 33, tac_pak->length 33

create_authen_start() u->priv_Ilvl 15 start->priv_lvl 15

create_aut hen_start() start->action 1

create_authen_start() start->authen_type 1

create_authen_start() start->service 1

create_authen_start() user_len 5

create_aut hen_start() port_len 6

create_authen_start() addr_len 14

create_authen_start() out_len 33

tacacs_plus_start_| ogi n() TACACS+: send AUTHEN START packet ver=192
i d=1541646967

tacacs_plus_start_login() login to TACACS+ server:

printlpAddr() Begin

printlpAddr() 0.0.0.0

tacacs_pl us_get _conn() Begi n server(0)

printlpAddr() Begin



printlpAddr() 0.0.0.0

tacacs_pl us_get _conn() **pSocket Handl el ndex 89434348

tacacs_plus_get _conn() Look at server in the TACACS+ server |ist

tacacs_pl us_get _conn() TACACS+: This is a loop through server I|ist

tacacs_pl us_openconn() Begin

printl pAddr() Begin

printlpAddr() 172.18.124.114

open_handl e() Begin

tacacs_pl us_socket () Begin

tacacs_pl us_socket Socket: return nSocket 784 nSockFdTbl[28] = 784

printl pAddr() Begin

printlpAddr() 172.18.124.114

open_handl e() TACACS+: Opening TCP/I P connection to 172.18.124.114

open_handl e() nSockFdTbl [ 28] = 784

set Current Server () Begin SaveCurrent Server->i p_addr 172.18.124.114

I ncrement TacacsSt at Per Ser ver Request (): Begin

##### | ncr enent TacacsSt at Per Server Request  Server->i p_addr 1920733868
tacacs_root . ul TacacsSer ver Addr

open_handl e() socket (28) 784

tacacs_pl us_connect () Begin

tacacs_pl us_connect () socket(28) 784

tacacs_pl us_connect () End

open_handl e() is connected

open_handl e() *connection_handl e 28

open_handl e() **pSocket Handl el ndex 28

tacacs_pl us_openconn() **pSocket Handl el ndex 28

get _server () Begin

tacacs_pl us_openconn() server->opens++

tacacs_pl us_get _conn() **pSocket Handl el ndex 28

tacacs_pl us_get _conn() ol dServerCount: 0, count:0

tacacs_plus_start_| ogin() **pHandl el ndex 28

tacacs_pl us_send_recei ve() Begin

tacacs_pl us_proc_send_receive() Begin

tacacs_pl us_proc_send_receive() length 33

copy_tac_pl us_packet () Begin

tacacs_nal |l oc() Begin 45

tacacs_nal |l oc() PSknmal | oc ptr

copy_tac_pl us_packet () nmall oc_named copy

tacacs_pl us_encrypt () Begin

get TacacsKey(): Begin

get TacacsKey(): sKey =

tacacs_plus_encrypt () key

tacacs_pl us_encrypt () sizeof(tacacs_plus_pkt_hdr) 12

tacacs_plus_encrypt () sizeof(uchar) 1

tacacs_plus_encrypt () tac_pak->encrypted 1

tacacs_plus_encrypt () tac_pak->encrypted = TAC PLUS CLEAR && key is enpty

tacacs_pl us_proc_send_receive() out_pak->encrypted 1

tacacs_pl us_proc_send_receive() out_pak->encrypted 1

tacacs_pl us_proc_send_receive() PSkfree dunmp_pak

tacacs_pl us_proc_send_receive() ntohl (out_pak->l ength) 33

dunp_start _session() Begi n ntohl (out_pak->l ength) 33

get TacacsKey(): Begin

get TacacsKey(): sKey =

0xcO 0x1 Ox1 Ox1 Ox77 Oxaa Oxe3 Ox5b OxO0 Ox0 Ox0 0x21 Ox1 Oxf Ox1 Ox1 0x5
0x6 Oxe OxO Ox61 Ox64 0x6d

encrypt _nmd5_xor () Begin

encrypt_nd5_xor() no key

dunp_sumari se_i nconm ng_packet _type() Begin

Read AUTHEN START si ze=45

dunp_nas_pak() Begin

dunp_header () Begin

PACKET: key=

version 192 (0xc0), type 1, seq no 1, encrypted 1

session_id 2007688027 (Ox77aae35b), Data |ength 33 (0x21)



End header

t ype=AUTHEN START, priv_lvl = 15action=login

aut hen_t ype=asci i

servi ce=l ogi n

user _len=5 port_l|len=6 (0x6), rem addr_|en=14 (0xe)

data_Il en=0

User: port: remaddr: data:

End packet

dunp_start _session() PSkfree test

get TacacsTi meout (): Begin

get TacacsTi meout (): ul Timeout = 5

tacacs_pl us_sockwite() Begin

tacacs_pl us_proc_send_receive() PSkfree out_pak

get TacacsTi meout (): Begin

get TacacsTi meout (): ul Timeout = 5

sockread() Begin

tacacs_pl us_proc_send_receive() read

tacacs_nal |l oc() Begin 18

tacacs_nal |l oc() PSknmal |l oc ptr

tacacs_pl us_proc_send_receive() malloc_named *in

tacacs_pl us_proc_send_receive() allocated nmenory

get TacacsTi meout (): Begin

get TacacsTi meout (): ul Timeout = 5

sockread() Begin

tacacs_pl us_proc_send_receive() K

tacacs_pl us_decrypt () Begin

get TacacsKey(): Begin

get TacacsKey(): sKey =

tacacs_pl us_decrypt () key

tacacs_pl us_decrypt () tac_pak->encrypted = TAC PLUS CLEAR && key is enpty

aut hen_resp_sanity_check() Begin

tacacs_pl us_hdr_sanity_check() Begin

aut hen_debug_response() Begin

aut hen_debug_r esponse() TACACS+: ver=192 id=1541646967 recei ved AUTHEN
status = FAIL

tacacs_plus_start_|ogin() PSkfree out_tac_pak

unl oad_aut hen_resp() Begin

tacacs_plus_start_login() PSkfree in_tac_pak

debug_aut hen_status() Begin

TACACS+/ AUTHEN (2007688027): status = FAIL

tacacs_plus_login() Authentication fail ed.
tacacs_plus_login() |abell

aaa_cl eanup_l ogi n() Begin

aaa_cl ose_connection() Begin
tacacs_pl us_cl oseconn() Begin

get _server () Begin

cl ose_handl e() Begin

cl ose_handl e() nHandl el ndex 28 nSockFdTbl [ **handl e] 784
aaa_set _password() Begin

aaa_free_user() Begin

debug_aut hen_svc() Begin

aaa_cl ose_connection() Begin

TACACS+/ AUTHEN: free user admin systemtelnet 172.18.124.193
aut hen_t ype=ASCI | service=LOGA N priv_Ilv

aaa_free_user() PSkfree ustr

#H#H####H tacacs_plus_login() numtries 2

aaa_start_login() Begin

debug_start_| ogin() Begin

debug_start _| ogi n()/ AUTHEN START (0): port="unknown' list="(null)’
action=LOG N servi ce=LOG N



TACACS+/ AUTHEN START aaa_start _login() (0): ERROR (nho ustruct)
tacacs_pl us_l ogi n() TACACS+: aaa_start

aaa_free_user() Begin

tacacs_plus_login() try_local _I ogin AUTHENTI CATI ON_| NTERNAL_ERROR

I ncrement TacacsSt at DenyAccess(): Begin

| ocal Aut hentication(): Begin

| ocal Aut henti cation() usrNane adm n

| ocal Aut hentication() passwd system

| ocal Aut hentication() pU d 89435294

| ocal Aut hentication() tel net_access

| ocal Aut hentication() rc == TRUE

Aut henti cationlntersection(): bTacacsLogin O

I ncrement Local Logi nStat(): Begin

get Local Confi gAut hEnabl e(): Begin

get Local Confi gAut hEnabl e(): ui State = 1

get TacacsConf i gAut hEnabl e(): Begin

get TacacsConf i gAut hEnabl e(): ui State = 1

get TacacsConfi gAut hPrimary(): Begin

get TacacsConfi gAut hPrimary(): ui State = 0

| ocal Aut hentication(): Begin

| ocal Aut henti cation() usrNane adm n

| ocal Aut henti cation() passwd system

| ocal Aut hentication() pU d 89435294

| ocal Aut hentication() tel net_access

| ocal Aut hentication() rc == TRUE

Aut henti cationlntersection(): bTacacsConfig O

Aut henti cationl ntersection():== Local Database Authentication ==

I ncrement Local ConfigStat(): Begin

Aut henti cationlntersection(): user has been found

Aut henti cationlntersection(): bTacacsLogin pU d 89435294

Aut henti cationlntersection(): GOT ACCESS capab O Admin O Ftp O Http O
Tel net 0

aut henti cat eUser () AUTHENTI CATION | S K
aut henti cat eUser () AUTHENTI CATI ON #2

2 HE
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