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radius-server host 172.18.124.106
radius-server key ciscol23


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

4. WCCP& ctREE T e LICHIHA| ATIo| BHES ChZ 1k 20| EA|=|o{oF FL|ct

cepr o#configure terminal

!--- Enter configuration commands,

one per line.

!-—- End with CNTL/Z.

cepro(confi g)#radius-server host 172.18.124.106
cepro(confi g)#radius-server key ciscol23

cepro#
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- show running-config - FHA| ATl M A A&l S Zdxm|TeioldS E AR LICH
- show stat http usage - AHEE SHE EAIELIC.
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cepr o#show version

Ci sco Cache Engi ne

Copyright (c) 1986-2001 by G sco Systens, Inc.

Sof tware Rel ease: CE ver 2.31 (Build: FCS 02/16/01)
Conpi | ed: 11:20: 14 Feb 22 2001 by bbal agot

I mge text-base 0x108000, data_base 0x437534
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Systemrestarted by Rel oad
The system has been up for 3 hours, 52 minutes, 33 seconds.
System booted from "fl ash"

show hardware 20| MZ 324 E=24Q]L|C}.

cepr o#show hardware

Ci sco Cache Engine

Copyright (c) 1986-2001 by G sco Systens, Inc

Sof tware Rel ease: CE ver 2.31 (Build: FCS 02/16/01)
Conpi |l ed: 11:20: 14 Feb 22 2001 by bbal agot

I mage text-base 0x108000, data_base 0x437534

Systemrestarted by Rel oad
The system has been up for 3 hours, 52 ninutes, 54 seconds.
System booted from"fl ash"

Ci sco Cache Engi ne CE505 with CPU AVD-K6 (nodel 8) (rev. 12) Authenti cAVD
2 Ethernet/| EEE 802.3 interfaces

1 Console interface

134213632 bytes of Physical Menory

131072 bytes of ROM nenory.

8388608 bytes of flash menory.

Li st of disk drives:
/c0t0d0 (scsi bus 0, unit 0, lun 0)

CHZ 2 show running-config Q| M

MK
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cepr o#show running-config
Bui | di ng configuration...

Current configuration:

1

!

| oggi ng recycl e 64000

logging trap information

1

user add admin uid O password 1 "eeSdy9dcy" capability adm n-access
1

1

!

host name cepro

1

interface ethernet 0
i p address 10.27.2.2 255.255.255.0
i p broadcast-address 10.27.2.255

exit

!

!

interface ethernet 1

exit

!

ip default-gateway 10.27.2.1

ip nane-server 161.44.11.21

ip nanme-server 161.44.11. 206

i p domai n-name ci sco. com

iproute 0.0.0.0 0.0.0.0 10.27.2.1

cron file /local/etc/crontab

1

bypass tiner 1



!--- Specify the router list for use with WCCPv2. wccp router-list 1 10.27.2.1 172.18.124.211
!--- Instruct the router to run web cache service with WCCPv2. wccp web-cache router-list-num 1
! -—-- WCCPv2 enabled. wccp version 2
| I-—- RADIUS Server host and port is defined. radius-server host 172.18.124.106 auth-port 1645
radius-server host 172.18.124.103 auth-port 1645
!--- RADIUS key defined. radius-server key ****
aut hentication login | ocal enable
aut hentication configuration |ocal enable
transaction-logs enable
rul e no-cache url-regex .*cgi-bin.*
rul e no-cache url-regex .*awcgi.*

1

1

end
cepr o#

et E Y

- show running-config - 2} E{0{| A &IX| A& SQl ZAx[a 2l 0[ME EAIELIC.
. show ip weep - SSE ZE MH[AE E A LIC
- show ip weep <service-id> detail - 22{AE{ 2| ZF FHA[of| CHEF WCCP HHZ! HHEZ & E A|EL|CH
.0J 2 04 show ip weep web-cache detaile I24&L]|C.
CHZ 2 show running-config B 0| HE HE E=4Q]LC}

33-ns- gat eway#show running-config
Bui | di ng configuration...
Current configuration:
|
version 12.1
service tinmestanps debug datetine nsec
service tinmestanps | og datetine nmsec
no service password-encryption
!
host name 33- Ns- gat eway
!
| oggi ng buffered 64000 debuggi ng
enabl e secret 5 $1$1Wr$nl. Nclr/b9DN7j EQQCL7R/

ip subnet-zero
!--- WCCP enabled. ip wccp web-cache
ip cef
no i p domai n-1 ookup
i p donmai n-nane testdomain. com
ip nane-server 161.44.11.21

ip nanme-server 161.44.11. 206
!

interface Ethernet0/0

i p address 10.1.3.50 255.255.255.0
no ip route-cache cef

1

interface Ethernet1/0

description interface to the CE .5
bandw dt h 100

i p address 10.27.2.1 255.255.255.0



full-dupl ex

1

interface Ethernetl/1

description inter to DVZ

ip address 172.18.124. 211 255. 255. 255. 0

!-—-- Configure the interface to enable the router !--- to verify that the appropriate !-
-- packets are redirected to the cache engine. ip wccp web-cache redirect out

no ip route-cache cef

no i p route-cache

no i p nroute-cache

1

interface Ethernetl/2

description Preconfigured for recreates 10.27.3.0/ 24 net

ip address 10.27.3.1 255.255.255.0

no ip route-cache cef

1

interface Ethernet1/3

no i p address

shut down

1

ip classless

iproute 0.0.0.0 0.0.0.0 172.18.124.1

no ip http server

1

1

line con O

exec-timeout 0 O

transport input none

line aux O

exec-timeout 0 O

line vty 0 4

exec-timeout 0 O

password ww

I ogin

!

end
33- Ns- gat eway#

= -

£X sti&

ol Mo ME ZHITBOIM BHIB HZSHE Ol ALSE + s HEE MBELICH
=X 34 HH

show BYE2 £3 QIHZ2|H = oM XIME|=H(SESE 1240

= 20| EA ANE B = Bl

B 11: debug BHEES A™SHT| ol ClHT B0l CiEt S HEES HESFAHAL.

- debug authentication all - 2152 C|H{Z&L|C}

. debug radius all — & Q/E{H|0|A RADIUS 2 & C|HOE EA|ELICH.

. type var/log/translog/working.log - URLO| FHA|E|R=X|, AAE Rt 7t T O| X[l BAM|ASH= K| =F
QUEFLICHOHE ROl HIAIX|= Cisco 7|& XM B35 T SHoF gLct.ol 20 M 7t
Xt oJH}X{O| O 2 [A|X| S3e =

O -
CH=2 2 debug radius alle| Z BH £241t debug authentication all & 2| ME E=24QL|Ct.
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Radi usCheck(): Begin

Radi usCheck(): Begin

Radi usCheck(): Begin

Radi usBui | dRequest (): Begin
Radi usBui | dRequest (): Begin
Radi usBui | dRequest (): Begin
[82] User-Name = "chbanks"
[82] User-Name = "chbanks"
[82] User-Name = "chbanks"

[82] NAS-IP-Address = 10.27.2.2
[82] NAS-IP-Address = 10.27.2.2
[82] NAS-IP-Address = 10.27.2.2

[82] NAS-Port = 80

[82] NAS-Port 80

[82] NAS-Port = 80

Radi usAut henticate(): Begin
Radi usAut henticate(): Begin
Radi usAut henticate(): Begin
Cf gGet Radi usi nfo(): Begin
Cf gGet Radi usi nfo(): Begin
Cf gGet Radi usi nfo(): Begin
Updat ePassword(): Begin
Updat ePassword(): Begin
Updat ePasswor d(): Begin
[82] radsend: Request to 172.18.124.106 id=1, |ength=171

[82] radsend: Request to 172.18.124.106 id=1, |ength=171

[82] radsend: Request to 172.18.124.106 id=1, |ength=171

Radi usRepl yVal i date(): Begin

Radi usRepl yVal i date(): Begin

Radi usRepl yVal i date(): Begin

Radi usRepl yVal i date(): [82] Received 26 byte nmessage back

Radi usRepl yVal i date(): [82] Received 26 byte nmessage back

Radi usRepl yVal i date(): [82] Received 26 byte nmessage back

Radi usRepl yVal i date(): Got a valid response fromserver 172.18.124. 106.
Radi usRepl yVal i date(): Got a valid response fromserver 172.18.124. 106.
Radi usRepl yVal i date(): Got a valid response fromserver 172.18.124. 106.
DecodeRepl y(): Begin

DecodeRepl y(): Begin

DecodeRepl y(): Begin

DecodeRepl y: WEB_YES BLOCKI NG def aul t

DecodeRepl y: WEB_YES BLOCKI NG def aul t

DecodeRepl y: WEB_YES BLOCKI NG def aul t

Radi usCheck(): WEB_YES BLOCKI NG

Radi usCheck(): WEB_YES BLOCKI NG

Radi usCheck(): WEB_YES BLOCKI NG

Renot eUser Add(): Begin

Renot eUser Add(): Begin

Renot eUser Add(): Begin

Renot eUser Add(): Updat ed renote user chbanks

Renot eUser Add(): Updat ed renote user chbanks

Renot eUser Add(): Updat ed renote user chbanks

Renot eUser Aut henti cate(): Begin
Renot eUser Aut henti cate(): Begin
Renot eUser Aut henti cate(): Begin
Cf gGet Radi usi nfo(): Begin

Cf gGet Radi usi nfo(): Begin

Cf gGet Radi usi nfo(): Begin

Cf gRadi usGet Excl udeSt ate(): Begin
Cf gRadi usGet Excl udeSt ate(): Begin
Cf gRadi usGet Excl udeSt ate(): Begin
Cf gRadi usGet Excl udeState(): flag
Cf gRadi usGet Excl udeState(): flag

I
o o



Cf gRadi usGet Excl udeState(): flag =0
Renot eUser Updat e(): Begin
Renot eUser Updat e(): Begin
Renot eUser Updat e(): Begin

Cf gRadi usGet Mul ti pl eUser Pronpt State(): Begin

Cf gRadi usGet Mul ti pl eUser Pronpt State(): Begin

Cf gRadi usGet Mul ti pl eUser Pronpt State(): Begin

Cf gRadi usGet Mul ti pl eUserPronpt State(): flag =1

Cf gRadi usGet Mul ti pl eUserPronpt State(): flag =1

Cf gRadi usGet Mul ti pl eUserPronpt State(): flag =1

Cf gRadi usGet Mul ti pl eUser Pronpt Ti meout (): Begin

Cf gRadi usGet Mul ti pl eUser Pronpt Ti meout (): Begin

Cf gRadi usGet Mul ti pl eUser Pronpt Ti meout (): Begin

Cf gRadi usGet Mul ti pl eUser Pronpt Ti meout (): | Mul ti pl eUser Pronpt Ti neout
Cf gRadi usGet Mul ti pl eUser Pronpt Ti meout (): | Mul ti pl eUser Pronpt Ti neout
Cf gRadi usGet Mul ti pl eUser Pronpt Ti meout (): | Mul ti pl eUser Pronpt Ti neout
fsget Usr I nfof orl pAddr _radius will be called

fsget Usr I nfof orl pAddr _radius will be called

fsget Usr I nfof orl pAddr _radius will be called

returned true
returned true

Renot eUser Updat e()
Renot eUser Updat e()

Renot eUser Updat e() returned true

I E HE:

- show ip weep - 193 WCCP SH|&

o e
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