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WIPS Attacks/Threats

On-wire Attacks
Rogue wireless access points
Ad-hoc wireless bridge

Cisco Solution

WLC, Pl and MSE with Context-Aware will
detect, locate, mitigate and contain these
attacks

Over-the-Air Attacks
Evil Twin/Honey Pot AP
Denial of service
Reconnaissance
Cracking tools

WLC, Pl and MSE with aWlPS will detect and
send an alert for these attacks.

Non-80211 Threats
Tampered rogues
Bluetooth, microwave
RF jammers

CleanAir AP, WLC, Pl and MSE with Context-
Aware will detect, locate and send an alert
for these attacks.
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Network Device Summary

Total Reachable Device Count: 1 Total Unread

/“ 2 -
4 A

#® Plug and Play Profiles
’5 Management Tools
Port Y

4% Network Services

353389

27 w7 2 Pl ~® Mobility Services Engine DB
HRD Ka w7 X hi [Add Mobility Services Engine] #i& L. [Gol 27 U v 7 LE T,
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Add Mobility Services Engine
Add MSE Configuration
— Device Name mse
Select Service
1P Address 10.10.10.30
Tracking
Assign Maps. Contact Name
Moblle App Enablement Username?) admin
password 2 O
HTTP(Z) Enabie
Delete sy senvice: o gns, wired switches and event definitions)
© Selecting Delete service Il senvice from the MSE.

YOu Must use manual sendce assignments to 6o any future location calculations.

© Starting version 7.2.x of the MSE, Virtual IP (VIP) address support has been added for High Availability. If you wish to use High Availability and have configured a VIP, add the
MSE ussing the VIP and not the health menitor 1P,

353390

MSE O —E DT _"A A4 MSE D> b7 v 7RHZEE LT IP 7 KL A YR — kO
HH MSEDE Y 7 v THRICRELIZ PLBENSRRAV—FE2ANLET, 2—V4 %25
TN hOTadmin) MHEE LW T ZE W,

2F w73 MSE 74k ADEM:

MSE License Summary
Edit MSE Configuration
[ 0 Permanent licenses Include installed license counts and In-built license counts.

Total Entries 3
Seect Sere Service  Platform Limit by AP Type  Installed Limit by AP License Type
Trecking mee Activated ( AIR-MSE-VA-KS:VO1:mse.corpdemo.net_ab27faca-h73f-11e2-a618-005056b0331c)
sign Maps os 200 4 Elements 10 Permanent
WIPS Monitor Mode APs 10 Permanent

Mable App Enablement i WIPS Local Mode APs 1 Permanent

MG 200 Mabile Conclerge 10 permanent

ANA 200 Location Anaiytics 10 Permanent

Total Entries 3
l Add License || Remove License
| Back | N |

353381

ZZTMSE AL AEFBEMLET,
25w/ 4 MSE THEITT S WIPS —E X DER:
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Select Mobility Service
Edit MSE Configuration
Licensing

b4 Context Aware Service

Select Service
Tracking 4 WIPS
Assign Maps o] Mobile Concierge Service
Mobile App Enablement o CMX Analytics

CMX Browser Engage

353392

HTTP Proxy Service

25795 NT XU T LEBREODSRT A —HFDOER:

Select Tracking & History Parameters,

Edit MSE Configuration
Licensing
S Tracking History
« Wired Clients  Wired Stations
Tracking & Wireless Clients & Client Stations
Assign Maps # Rogue AccessPoints & Rogue Access Points
Mobile App Enablement ~ Exclude Adhoc Rogue APs o Rogue Cllents
# Rogue Clients o et
i . Asset Tags
_ Active RFID Tags

353393

T EEHONE T Ry NV OXGFERBMLET RMT 2L UTFTOKTNHNA T4 T
HEIC AT —EANERENET,
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AT v 6

AT oS 7

Edit MSE Configuration

Select Service

Assign Maps
Mobile App Enablement

EEE

"='_1

[ Name

[0 campus > Building

O unassigned

| | Campus

ampus > Building > Ground Floor

| synctvonze | et

Type ' Status

Building
Campus

Campus

353394

[Design] K1 > 7% 7 A =2 —7»5 [Synchronize Services] Z 3R L £9°,

Incidents

Client

Overview

Fiters §) T Fame o 1w~ (o

Network Device Summary

Total Reachable Device Count: 1

Performance Detail Dashboards

Mesh CleanAir

4% Configuration
Feature Design
Monitor Configuration
Configuration Groups
Shared Policy Objects
Wireless Configuration v
Custom SNMP Templates
Total Unread & Plug and Play Profiles
¥ Management Tools
Port Grouping
Site Map Design
Automatic Hierarchy Creation
Endpoint-Site Association
External Management Servers v

FHAESE Ry ho—F OER:

arvha—70Y A NEFERT D [Controllers] ¥ 7 EIRLET HID = bo—T %@
R L 7= & [Change MSE Assignment] 78 % > Zf L £,

v  Operate ¥

Report ¥  Administration ¥

Mobility Services
High Availability

Context Aware Notifications
Mobile Concierge

353395

Il Cisco AdaptivewlPS U VU —2 8.0 BHEA N A F

OL -xxxxx-xx-J |



| 51% CiscoAdaptivewlPS Y U —X2 80 FHEEALA F

Cisco @B T A v L2 IPsoE M

/MHome Design ¥ Deploy T Opersie ¥ Repot Y Administation ¥

Controllers

INetwork Designs Services > Synchvorize Senvices > Controliers

_ © For MSE versions prior to 7.0.x, modifying the assignment for one service will also madify the assignment for the other service(s).
{ Convles |
Event Groups @ temea | 1P addess  Vesion | servce
Wired Switches wle 10.10.10.5 8.0.72.228 oS
T Paty Borens fonet

MSE LRl EL 2 br =DV A MRt Ry 77 v 7FRFERShET FAHSED

MEDOHREZEIRLT7 U v 7 LET,

Synchronize |

Choose MSEs X
Name IP Address CAS wIPS MSAP
mse  10.10.10.30 o

[ NMSP Status |

353306

Controllers
Network Designs Services > Synchronize Senices > Controllers

0 For MSE versions prior to 7.0.x, modifying the assignment for one serviee will also modify the assignment for the other service(s).
Event Groups Name & IP Address Version Sendce MSE Sync Status
Wied Switches wie 10.10.10.5 8.0.72.228 oS mee [ NMSP Status | g

SRR

Third Pary Elements S

| Crange MSE Assignment.| | Rest |
Service Advertisements

TAXYVAIPSEFEALIZO—H/L E—RK~DT 78R KA FOBRE

O—HNLE—FROA Y KT 77 E8ZXARAY FAP)IZ. VAP LRIPS L7 —h L

2771

EF— NIZRECTEET,
WIPS Zffi» T —B/L F— K Ap DFEE,

TJAYLAIPS ZHH LI —H/L F— R~D AP DR E:

a. [Operate] > [Device Group] > [Device Type] > [Unified AP] CPI ® AP X EA == — %X .7

IR A RA Y NOLHIEZ Y v 7 L RIZ [Configuration] #7 U v 7 LET,

[ oL -xxxxx-xx-J
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AP Name [ AP0032.9229.9194 | Requrements

Ethemet MAC 00:3a:9a:a9:91:94

Base Ragio MAC JaidedoSacil

Country Code [us -
[P Address 172.20.227.117

Admin Status 7| Enable

AP Static IP | Enable

AP Mode {2 [Local =
AP Sub Mode WIPS ,,l

Az

b. [AP Mode] % [Local] IZZ & L £,
c. WIPS Z AP ¥V 7 E—FR&LFL £,
d. =Y TF#o [Save]l 7 U v 7 LET,
e AP ZHEBEITL2LOICROLNTEL[OK]Z27 Y v 7 LET,
TAXYVAIPS #fEH L7z —H/L FE— RICRELZSE AP TINZEBRVIRLET,

TIERARAL FDIAFXLRIPSE=SY F— RADHE

TEDA VKT TI7RAKRALS L F(AP)EZ T AT L AIPS E=4 E— NICRETEET,
APDTIA T LAIPS E=H T— R~DORE:

AF9 S 1 TIZRARAL L FDE=L T— F~DORE:

a. [Operate] > [Device Group] > [Device Type] > [Unified AP] TPI D AP HEA == — %[ & .7
I A RA Y NOAHIZZ Y v 7 L, KRIZ [Configuration] 7 U v 7 LET,

Cisco AdaptivewlPS V U — X 8.0 BHEANA F
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AP Mame [AFGHBa.QaaQ.QIM | Requirements
Ethemet MAC D0:3a:9a:a9:91:94
Base Radio MAC 34 dedc5a:00
Country Code [ Us [+]
IP Address 172.20.237.117
Admin Status Y] Enable
AP Static IP | Enable
AP Mode |2 [ Monitor (]
AP Sub Mode [wips x|
Enhanced wiPS Engine 7| Enable %
b. [AP Mode] % [Monitor] IZZ® L 7,
c. [Enhanced WIPS Engine] Z A0 L £,
d. [Monitor Mode Optimization] % [WIPS] (A L £,
e NX—VTFE®D [Save] 7 U v I LET,

f. APEZHEHTHLIKRDOENZSH[OK]EZZ7 Y v 7 LET,
UL XYL AIPS T=H FT— RIIRTESNTWVWHE AP TINEBVIRLET,

AP3600 B —H /L E— RBIUOWSM EV 2 —A~DT 7 ER KAV FORE

IOEFE—FRIFE WSME P 2a—LE AL LA =L 1LE3600 ) —X T 78R RS (AP) TD
HFIHFTHETT,

AP @ AP3600 & WSM £ ¥ =2 — /L ~DRE:

AT v 1 AP D —h)LE— R~DHRE:

[Operate] > [Device Group] > [Device Type] > [Unified AP] TPI D AP X EA =2 — %[ X.7
TBARA L NOLHIEZ Y v 7 L KIZ [Configuration] 7 V v 7 LET,

Cisco AdaptivewlPS U U — R 8.0 FEHEALA F
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AP Nama | AP0032.9229.9154 | Requirements
Ethemet MAC DO:3a:9a:a9:91:94
Base Radio MAC 34:aB4e:dcSaz00
Country Code [us [=]
IP Address 172.20.227.117
Admin 5tatus 4| Enable
AP Static IP | Enable
AP Mode (7 [ Local El
AP Sub Mogde | WIPS ,|
Enhanced wIPS Engine ¥ Enable g
a. [AP Mode] % [Local] {CZ & L4,
b. [Enhanced WIPS Engine] % A #hiZ L £,

o

WIPS % AP V7 &— K& L H L %7,

d =TT [Save] 7 U v 7 LET,

e APZHE#HTLHILIICKRDONTZH[OK]ZZ7 Y v 7 LET,
0—H) E— RIIHEELZS AP TINEHVIKL ET,

WIPS 71 7 7 L VDFRE

AT 1

AT S 2

F 74N T MSE EXETHTAVYLAIPS TR RAL Y MIPIMLT 7L DT A ¥
VAIPS 707 7 A NVEMAKLET, ZOT 0T 7 A /VE T 7 40 FTHT STV D KHE
DOHET F—AMZE>THOLDPLDRHEINTEBYD UL TYLVARAIPS T EBA KA HEFH
CRF I NV—TRNOT 7 A RAY MIRTHIHBEEZEHRLET, ZOLH I, VAT AX
WLANA V7 FGARNTIF v L TUALTVLRIPSTIZBEA RS FOWHFRFE Ly ba—F |
WIRAE SN TWEHMAEY Y a—va U EFHTOERET VICKHT AR BEZEHRTLHIEOICH
LMLOREINTOET,

TOFREO—EITA—"—L AT E LT~¥—27 &N TEY Autonomous RFEIZEEBI D =2 >
F 12— _X—2Z2D WLAN 72 EDOEEFD WLAN £ > 7 5 A b T 7 F v ZEEHT 5 L 9 1IC@EeH
TAFXYVAIPS YV a—a rEZHEL TCWAGEAICEITETINET,

AL RAIPS a7 57 A /LDORTE:

AL AIPS a7 7 A /L ~DKHE:

& EALD PI A = = —M 5 [Design] > [Configuration] > [Wireless Configuration] > [wIPS
Profiles] ®DNaIC 7 YV v 7 LET,

FLWT a7 7 A VOMER:
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il Cisco Prime
cisco  Infrastructure — -
/2 Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥

WwIPS Profiles
Design > Configuration > Wirtless Configuration > wiPS Profiles

Profile Name MSE(s) Applied To Controllen(s) Applied To

Default Profile

353399

ZEAID [Profile List] #7 U v 7 L¥9,
Froraey? ¥ A=2—0 [Add Profile] 28R L £9,
AT 3 TaTyrANT U7 L— hOER:

Cisco W)LY A ¥ LA IPS VAT AL, —#OT a7 7 ANV T T L — b RHLNEDH
FEINTBY BEFIENOZHBEE L THEAL T HMBEOIAZ L T 77 AV E
ERCEET . K707 740 T o7 b— NI FEOREEXIZADE TEHRINTE

D . EODREDT T—2NAEDHCENTVEICE L TIEEESFICAERY £1,

Profile Parameters (%]

Profile Mame INEW Profile

Copy Frarm |Defau|t ll

Eun::atn:ln !
Save Save an - |
EnterpriseBest —I

EnterpriseRogue
Fimancial
HealthCare
HotSpotOpen
Hotspot8021lx
Military

Fetail
Tradeshaow
Warehouse

I 7 s ANVEBRINL LAHiEHRELZ S [Saveand Edit] 27 VU v 7 LEd,
2597 4 SSID DE=F ~DOHFE (HE)

FIIN T B—INLVTIALFYLALANA V752527 F % (RIURF Z—T4 %D
APIZ L > CTEZBEIN)ICH LTI OB NER S E T, A — =L A kT T
IVTHERR T D8 A 70 8 MO Xxy MU — 27125t AW A R XA MLERH HEA1E.
SSID 7 V—7HREZEH T HLERH Y £7°,

ZOFENLERNEEIZ HIZ [Next) 27 U v 7 LET,

asonm
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-- Select a command -- | 0'
™ Add Group f
———hdd-GroupsFronmrGlobartist—
¥ Edit Group | Go |

SSID Group List
Design > Configuration > Wireless Configuration > wIPS Profiles > NewProfile > SSID Group List

Name
Any
Guest

&  MyWLAN
Neighbor
Other

353435

[MyWLAN] DD R v 7 2% A LT A EBO K v v 2 )b [Edit Group] % 13
WU [Go] &2 Y v T LET,
2797 5 SSID DE=F~D A} (EE):

ZIZTH ZOFNEF. A== A HERET L TR DO WLAN A VT T AT
F v KT AKEEZERT A= DIC VAT AREH SN DO BN,

S510 Group Configuration

SSID Group Name [MywLAN

SSID1 S51D2 SSID3 =

SEID List{Use space between S5IDs)

save || cancel |

2
4

SSID (B DEGE X 1 DDOARX—XATRY]D)ZE AT L. [Savel 27 U v 7 LET,

[SSID Groups] X—VIFRDAZ VU —2 v a vy hOX 5270 SSID NIEFIZEBME iz Z
LERMERLET,

Cisco AdaptivewlPS V U — X 8.0 BHEANA F
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AT 6

AT oL T
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WIPS Profiles > Profile > 'New Profile’ > SSID Groups

Sawve |

Cancel ||| Next |

C Name SSID List
[T Any -

[T Guest -

T MyWLAN

™ Neighbar .

[T Cther .

[Next] #27 Vw7 LET,
a7y A LORE:

ZORTEWE CTIT B TORELHNE I3 E

55101 55102 55103

AE0TL

e CcEET, SOOI EHEIIFEDT 7 —

LERINVZT L ENODRED LIVEEZRELIZY 7+ LYy 7 2 AT LI

D4+nrZ b TEET,
TI—AEEMEIT
B TY,

Profile Configuration

N T DL B EDT 7 — L DREDR Yy 7 A&7 ) v 73

Design > Conflquration > Wireless Conflguration > wiPS Profies > NewProfile > Profile Configuration

[(Back ] [tet | [ Save ) [-Gancel

Select Policy
=& Security wiPS
= EAwIPS - Denlal of Service Attack

= [ Dos Attack Against AP
1 DoS: Association flood (1D:80)
4 Dos: Assaciation table overfiow (ID:37)
1 DoS: Authentication flaod (1D:52)
9 DoS: EAPOL-Start attack (ID:54)
{# DoS: PS-Poll flood (ID:108)
& DoS: Probe request flood (1D:187)
9 DoS: Re-assaclation request flood (1D:189)
4 DoS: Unauthenticated assaciation (ID:79)

— B DoS Attack Against Infrastructure
& DoS: Beacon Nood (ID:195)
1 pos: CTS flood (ID:95)
[ DoS: MDIKG-Destruction attack (1D:196)
1 DoS: Queensiand University of Technology Expioit (ID:115)
& Dos: RF jamming (ID:62)
& DoS: ATS flood (1:157)
1B DoS: Virtual Camier attack (ID:112)

= DoS Attack Against Station
) DoS: Authentication-failure attack (1D:10)
) DoS: Block ACK flood (1D:163)
18 DoS: De-Auth broadcast flood (ID:58)
& DoS: De-Auth fload (ID:59)
¥ DoS: Dis-Assoc broadeast flood (ID:60)
) DoS: Dis-Assoc flood (ID:61)
& DoS: EAPOL-Logoff attack (ID:53)

R G- FATA. Tark trnd (I-171Y

Policy Rules

u Security wiDSMwIPS

The addition of WLANs in the corporate environment introduces a new class of threats for network security. RF signals that penetrate
walls and extend beyond intended boundaries can expose the network to unauthorized users. Rogue access points installed by
employees for their personal use usually do not adhere to the corporate security policy. A rogue access point can put the entire
cntneraln network at risk for outside penetration and attack. Not to understate the threat of the rogue access point, there are many

cless security risks and intrusions such as mis-configured and unconfigured access points and DoS (denial-of-service)
aReclu

Wircless Security Methods

" Simpie

The Ciseo Adaplive Wireless IPS is designed to help manage against security threats by wvalidating proper security configurations and
detecting possible Intrusicns. With the comprehensive sufte of security monitoring technologies, the Cisco Adaptive Wireless 1PS alerts
the wser on more than 100 different threat conditions in the following categories:

= User authentication and traffic encryption

= Rogue and ac-hoc mode devices.

= Configuration vulnerabilities

= Intrusion detection on security penetration

s Intrusion detection on DoS attacks
To maximize the power of the Cisco Adaptive Wireless IPS, security alarms can be customized to best match your security
deployment policy. For example, if your WLAN deployment includes access points made by a specific vendor, the product can be

customized to gencrate the rogue access point alarm when an access point made by another vendor is detected by the access point
or sensor,

R — RS RA—BERETHINE.TIT—LbE2 7V T5L HAUMOT L —LANEREX
N ZEDODBEDORA V MNRENERINET,

R Y > —HAIDORRE:

BEDT S—LE RN LS FOT7 57— MIBEMTONTWERY o— L— LA LEHT
TEEI,

[ oL -xxxxx-xx-J
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Profile Configuration
Design > Configuration > Wireless Configuration > wiPS Profies > NewProfile > Profile Configuration

Select Policy Palicy Rules
= B Security wiPS
=& wIPS - Denial of Service Attack DoS: Association flood (1D:80) ( Alarm Id 80 )

. Dos Attack Againet AP - Delete || MoveUp | MoveDown |

¥ DoS: Association flood (ID:80)

& DoS: Association table overflow (ID:37) 4 ACL/SSID Group Notification Severity
& DoS: Authentication flood (10:52) Internal - Critical
& DoS: EAPOL-Start attack (ID:54)

[ R T N

RY — L=V ERETHITIT IN—NVDOREDOR Y 7 A% F I U Bl #27 Y v 27 LET,

r . |
x

Policy Rule Configuration

Severity | Critical [

Notification [“IForensic

Number of active associations per sampling 55

period

Type (DSSID® Device Group

Device Group | Internal [

| Save || Cancel | k
8 FE

RV == T 4V RYTIE.ZEDOZDMDRT A =X IINZ. T T7—LDEKE L
FCEFET WHWHEBIX. ZOFEDT 7—LIZ 7Ly 7 (ONry b Xy 7T v) 28
AT oMEIMNEERTITF 2 /Ry 7 AT, EHIC.Z2DOT T—LDRED L X UVMHE
LHYD . ZOFTIET VT4 TR T V= a yME LTERSNTOWETA, 2T
T—ALT IR FT RIS HA T INTA—=HF T VAT MMIHEEZER S E 25 WLAN
AV TITIARNT I TF XY EER LET. T 74V h T, 2T [Device Group] & [Internal] (Z3%
EEN.TALFVLAIPSAP ERIUIRF Z L —7 14 DT _XTDO AP #EELET. 414 7%
[SSID] IZEE T 25 & A — "— L AR ROy N —7 ZEHSEH 2 &
NTEET, ZOERICHONTIIHER L 9,
259w, 8 RYT— L—LOBINUELE):

AU — — L OREIT. —AZIZ . SSID IZ XK > THIDO WLAN £ > 7 5 A N5 7 F v ZREH
589 &U%Eﬂiérh%)ﬂ‘~/\~ VARER TS Z2 ) £,
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m. OL -xxxxx-xx-J |

353402



| 51% CiscoAdaptivewlPS Y U —X2 80 FHEEALA F

Cisco @B T A ¥ L2 IPsoE M

Policy Rules

DoS: Association flood (ID:80) ( Alarm Id 80 )

Edit J Delete | MoveUp | MoveDown |

Threshold ACL/SSID Group Notification Severity
100 Internal - Critical

353403

RY — =L ZBMNT HI2IE[Add] 227 Y v 7 LT,

X
Policy Rule Configuration
Severtty | Critical | = |
Notification [Clrarensic
Number of active associations per sampling [J,,
period
Type @sSIDDevice Group
Guest -
Any
SSID Group
Meighbor
Other  ~
[ save || Cancel

RV == T4V RYTIEZEDOZDMDRT A—ZITNMZ, T 77— LDOEKE L
FCEET MAMEAIX. COREDT 7=l 741 Vy 7 (RN v 7 Fv) 2
AT oMEIMNEERTEIF v IR I ATT &I, ZDT 7—LDRED L X UVMHE
HLHY . ZOFITIET VT 4T RT V=g U EE L TERBSINTWETRN, 2 UET

FT—=ALT IR FT RIZHZA T RITA—H T VAT AIERIES SSID 2 EFH L
£7, ¥ A 7 % [Device Group] IZEHE T 5H & AT MIFE UIRF Zv—7 10 AP 2T %
WEED I 2 AR L F 3, [SSID] Z IR L CWABHE ity b7 » 7T SSID 7 /v—71|Z

FoTERLELEBVIZVAT LAZFEH LT HO WLAN A4 > 7 A N7 7 F vk
LWEBEAERTH LN TEET,

EE L6 [Save] 27 U v 7 LET,
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2F 97 9 BIMORY T — L—LOREUEE):

SSID IZX > THIO WLAN A > 7 T AT 7 F xR THL VAT A ERE LY
B SSIDICEL S THERT AL TRTOERY — V— NV EERTTHLERDH Y £,
B DT T — 2, AT L TLARNCVER L7z SSID 7V — 7 12%f 4 A W8 A A4 5 X
INCEFZLERY — — L EERTDHENDH Y £,

Profile Configuration

Design > Configuration > Wireless Configuration > wiPS Profies > NewPrefile > Profile Configuration

| Back || Next || Save || Cancel |
Select Policy
= (& Security wIPS
= wIPS - Denlal of Service Attack

=9 DoS Atack Against AP
& Das: Association flood (ID:80)
[ DoS: Association table overfiow (1D:37)
A DoS: Authentication fiood (ID:52)
& DoS: EAPOLStart attack (1D:54)
# DoS: PS-Pall flood (ID:108)
& DoS: Probe request flood (ID:187)
& DoS: Re-association request flood (D:189)
8 DoS: Unauthenticated association (ID:79)

=8 Dos Attack Againet Infrastructure
& DoS: Beacon food (ID:195)
) DoS: CTS flood (1D:95)
) DoS: MD3-Destruction attack (ID:196)
& DoS: Queensand University of Technology Exploit (ID:115)
& DoS: RF jamming (1D:62)
& DoS: ATS flood (ID:157)
8 DoS: Virtual Carer attack (1D:112)

=8 Do Atack Against Station
& DoS: Authentication-failure attack (ID:10)
) DoS: Block ACK flood (10:183)
) DoS: De-Auth broadcast flood (1D:58)
& DoS: De-Auth fload (10:59)
8 DoS: Disassoc boadcast flood (10:60)
& DoS: Disehssoc flood (ID:61)
B DoS: EAPOL-Logelf actack (ID:53)
B NG FATA ek tnal (TTR1 1)

25w 10 07 7 A ILORTE:

Policy Rules

DoS: Association flood (10:80) ( Alarm 1d 80 )

pod || Edt Delete || MoveUp | Move Down

Threshold AQLSSID Group Notfication Severkty
100 Interal . Critial
10 AN . Critial

% Denial-of-Service Attack: Association flood

A form of DoS (denlal-of-service) attack is to exhaust the access point's resources, particularly the client association table, by
fioading the access point with & large number of emulated and spoofed client associations. At the 802.11 layer, Shared-key
authentication is flawed and rarely used. The other is Open ion {null that relies on higher level
authentication such as 802.1x or VPN. Open authentication allaws any chient to suthenticate and than associate. An attacker
leveraging such a vulnerabllity can emulate a large number of clients to flood a target access point's client association table by
creating many chents reaching State 3 as illustrated below. Once the client association table overflows, legitimate clients are not able
to get thus a denial-of: attack is

Large number of emulated client assotiations overfiow AP's dient association table

State 1:
Unauthenticated
Unassociated
Successful §
Authentication Deauthentication ]
Notification g
Lange number of spooled

EWL7=5 [Save] &7 U v~ L C.Prime Infrastructure D7 12 7 7 A VEREFEL 58T LTz

5 [Next] #7 U7 LET,

WIPS Profiles > Profile > 'New Profile' > Profile Configuration

Save | Cancel I

Back || Next | :

279 11 a7y AILOHEA:

a7y ANE#EHAT S MSE/a Y fr—T OB b EER L T [Applyl 27 U v 7 L

ij—o
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Cisco @B T A ¥ L2 IPsoE M

WIPS Profiles > Profile > 'New Profile' > Apply Profile

Apply || cancel | Back |

Select MSE/Controller(s)

=¥ MSE/Controller(s)
—'@ MSE-1

M wLc-1 g

ay he—5R—ZO |IDS FEHZT B
VAT ATUAL YL AIPS PEMEENTWDHAE . IDS IZHERICENMLENE T, Lz -
T.a2—¥FNIDS ZHENCTAESIZ. VAT L AIPS OV T E— REENZTELENH Y
7,
ay far—5 X—20 IDS DELL.:

AFv7 1 Aarho—JZusALEd,

AFvF 2 hy7L~barbia—7 A=a—0 [Security] ¥ 7 &7 Vv LET,

AT w7 3 AT, [Wireless Protection Policies] > [Standard Signatures] 27 UV v 27 L£ 7,

A7y7 4 LDTORZY—ray MRS LIS BRES T =F ¥y DF = v 7 Ry 7 A4 7IZLETS,

Standard Signatures

Global Settings

Enable check for all Standard and Custom Signatures
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B E5EUA P LR IPSEEONR L 7575 4 R

BT A P LR IPSEBERONRRA N I 7T 4 &

BRI T ALY VA IPSDY T RF %2 T

CUWN U U —ZRTD aWIPS 3 7' X F ¥ DA Fulk

WLC BEIOMSEDU U—AT7505 80 T HLWaWIPS V7 RxFx & 77 v a iz
EDOYEEE aWIPS #EEEN B STV E T,

ZH LT 7Z&W MSE.PLLWLC OO EHIMEDH 2V U —2OMAEDEIT IRORRANC
aWIPS v 7 =F ¥ O KR — MZB LT,

aryirr—70)
MSE DU U —2 PlDOYY—2X Jy—2=
7.4 1.3,2.0.2.1 7.4
7.5 1.4 7.5
7.6 1.4.1 7.6
8.0 2.2 8.0

aWIPS % YN T 272 OIIT NSRRI RE R EA T v a L HERER E X HME L TR
SHERDHY F9,

aWIPS 7 5 — A@Ekfﬂ&t#:)?%”@vat TAVVADOKRERY NT— 7%
HEHA EOEBICESWTHREINTWET FIZIEIETEAED DS BN . UL VLA A
TIANT I F X IZEA LEOEELY 5 2 D H ﬁﬂ%@i?lﬁﬁwffékfi77ﬁw%
T [Critical| ITRESNTWET T 74NV FOEKRELSNVEEETHLETH D AN,
InfoSec & tFx = VT 4 OEMRTFT— LOMELNHAE L U E = —NEE I TOIIE, RS
BIZEFTEET,

T2 NOE=EY T

FT 2 FOE=H ) TIIESSID NV —T TR AT NVN—=TD2ODZA T NHY F
T R F XIS LT DTN RELWNWIE L 1 DR ETHIEL M FEHRTTHZ
L TEET,

TINA R T N—T 1T EHE D aWIPS WBIZX L TERT L T XA ADMACT RLAD Y A
FNCT AP SA TV MREDA VT TARNT I F ¥ THRARAEAEOKEDOR L L
T bR DIT BEHASRDOTANA A T )L—TFL LT [Internal] 7 3 V&2 1BIRTH 2 &
<7,

K@D SSID Z v —TRREIN TV D HEAETL.SSID | lﬁ@&% ﬂLTS$D®)X]ﬁ
EHINDZELEERLET, 2NODT T — L EERICERT 2D i_®SMD®)x
k % %5 E @ SSID 7“/1/~7°V<Jfa)’z“fﬁL\?’ﬁ@:“/ﬁ%%%&ﬁzfﬁﬁﬁfééot INZTHIENE
=T,
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AT 1

AT S 2

BEAETA ¥ LR IPSEHRORZA R 7575742 B

[Honeypot AP detected] + 7' % F ¥ %% iE L . Cisco, cisco, cIsco @ SSID NEMH I N5 L 21295
I T2 >OFIHZETLET,

$8E L7= SSID Td 5 Cisco.cisco.clsco 3.V A ¥ L ZIPS 7127 7 A )LD SSID 7 /L—7 U &
kD MyWLAN 72 X ® SSID 7/ V—7 N THESINTND I EE2MERLET,

SSID Group List

Design

g lmannmA

@)

> Configuration > Wireless Configuration > wIPS Profiles > as-wips > SSID Group List

353405

SSID 4 DEETIH. FLEEREENTFR—FEINTWERA,

UA YL AIPS 7’1 7 7 A /LD [Profile Configuration] ~— " C, [Honeypot AP detected] 7" %
FxanAT7A4 NLUFOAZ Y =2 3w DX I [MyWLAN] SSID 7 v —7 3 & E
TWL Z &R LET,

Policy Rule Configuration

Severity | Major - I
MNotification I Forensic
Action M containment
Type " osID
Ay . I
Guest
SSID Group MNeighbor _]

Other — l

i
0
<
1]
0
"
3|
A
0
353108

[Honeypot AP detected] > 7 1 F ¥ BB L A — 7 > 723853E THE L7z SSID O A % it
TXFE7,SSID 7 /L —7IZ [Any] Z &R L7854 5% & L7- SSID 721 SSID 7 v —7
DHTIERL TRTOSSIDICESTT T—2N MY A—EET,EH1T 2 SSID D
HPHICEELZ 52 5720 EHEITEEICSSID /V—T2EETTHLERNH Y £97,

[ oL -xxxxx-xx-J
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Gyl

[Forensic] 1Z.7 7 — AR E D [Notification] DM— DA 7L a9 T4, h I TN a—FT (7
BLOGHH aWIPS 77— 2% P U H—L7E\BORT v " EaXYy 7T T2 LEEERL
7,

FTRTOT 7 — A% LT [Forensic] Z AT 5 Z LTSN EF A, ENIT X - TURFIT
WLC & MSE 235l %2 O HTIC @a%éh WAN U o7 Z4r L ClfE L TV A58 1E aWIPS 7 7 —
LD T T 4w 7 DAL—TF > kKR fEﬁHTéT EMERH LD TT 7272 L
[Forensic]| 7> a I h T TN a—FT 4 V7 BIOT 7 — L0 EKRIED BB T HED
77 =L LTHEBICTEET,
%k7%¥éﬂt7jV///7774»#%77w/z~74/7®tb@+ T TN
BVEHZ XY — =T 4B R =y 7 7V — L (AirMagnet Wi-Fi Analyzer X Wireshark
AirPcap 2 E) ZEH L T LW EWHIMZ ¥ v 7 F ¥y TE £ 7,

A= T 4T Y= EFTA LTV R WS Cisco TAC X% v 7°F ¥ IZ 1A 17 T OmniPeek
Remote Assistant (ORA) Z 2t L T &4,

A=y T AT VMRS T RT T 4 v ) ER T T T BT FRE LT O I &
KACEET,

1. FNIHA—ENETT—206T7 T7—A50 MAC, LR— F AP BH O LAR— MR, £ 7-3%Y
THIERIET 7—b Fyr XV a/BoF3,

2. FRCMVIRLIEAET DT 7 —LO5AIE KED VR — MEFEISIT YA bR 2 G
LET,

3. LAR—FAPOZ Y 7T £V 7 TRy I F v BB LET,
4. UTFD2o50F%Fxy 7FrvaeRELET,

a 24GHz & SGHZNDTRTOF ¥ XNV EH B L HETSH 30 5BFv 7F v L.
XY T F Y ERELET, ZOXF Y T F Y EEITTERVWR=y T4 T Y= b H D
ZEICEELTLLIEES N,

b. 79— Fy X NVICESZLY T HKIETHLI0 0BTy 7 Fry L.y 7 F vy 2 HRIFL
F9,

T N L —AZINE LTS GEMR N D721 Cisco TAC IZ 7 7 A V&2 EIE L ET,
T av

Action X, BN H SNZBRIC aWIPS IC K » CHEITENDEMT 7 v a &g L4, BN
TlX.Cisco aWIPS (ZiZrn 7 —a v HO®RE . 77 v 27 VAN EHUIADD 4 DOREMT 7
TarPbVET RKEDIODOT 7 a F WLCBELUMSEDY U —R75 £7/2137.6.8
FOPIY Y —R14F7/1F 141 TOLFIHFHRE T,

DA — AP EINTVRWERED 1ZEAED aWIP 77 — AL 5T, u/7~°/a NEICT
SR EME— DOFIH AR A X — AT, ZORMA T > a VNI BIRMICREFR TIEH Y
FHAMSEICE o THRRA FENDMOY—EZZFIHL. 2T F A %23 ;%%Lfﬁz%%it
X7 7 —h V—AERKFELC B TYHEMICRETELIIICLET,
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m. OL-xxxxx-xx-J |



| 1% CiscoAdaptivewlPS U U —R 80 BEEANA F

BERBRUA Y LR IPSEROSRAL 75275742 B

BENRE
—¥ D DoS WEE Tl BTEM e W BEF IXFRFBNAERR L=~y NEEH LUIERIOY 247 b
%IJZ%%%J: LCTHUETDLEIICTA T LVARIPS 28T H5808HV ET, 2L . 2 b

FIRIERO I ZA4 T bl ENET, B O REEREIX. HBENER LNV > b E
ﬁﬁb EHDOZ T4 T Ol bR#ET LD SN TWET B HERET 7
varEVR—FLTWBDIZLLTOEEDHTY,
« DOS:HT7V VYT —y g BER7T v R
A
B "= FPICEEEFTELCLE D 72D I Cisco 792x 7 + DR TILE &%
AT LI LI HERINER A,

77w I YRR
Ao L3RR 7‘? v 7 U A ME LY BRI 228E T 7 2 a > T URE LIe KT A X
DEANC ot SN BT ZOREEMRELE T, 2LV TARAART T v 7 U A MTH
BIRY \%@ﬁé@%“/w’ AMBEDRNT T 4y 7 T _XRTEALET BHEUTORETT T v
JUYRANTIZvarNPR—bFINTWET,
o EEb LV after-hours N7 7 4 v 7 OBH
o {450 DHCP YV — Ok
. /\\/yb‘uxl\&:iéiﬁﬁkwu7//1*‘f/3/
« DNS KRR A R ADKH
« ICMP b ¥ R3S SN2 DR

# CiA®
TAVYLVRAIPS WEBEOE CIADT 7 2 a UIE RIEZ AP OE CiADIZEI TV E T, SSID (2 B
TAHRBEOE A LG L. EHOZ T4 T v "R BERENEE L SSID ICHmIns = &
EHEETHRE LU TOKETCHUIADT 7 a VR R— I TWET,
e Y7 MAP E/IIAA R AP O
e Airsnarf IWE Ok H
o N=—Kv h AP O
» Hotspotter > — /L D Hi
e Karma > —/LVOkiH
e FNA A T— K¥Fv Ak XSS SSID

L&V ME

—HFD aWIPS IZ L S WMEICESWTWET , DF D 7 L—AL/XF7y RS 7Y o 7THI O
L%b\ﬁ%’ffﬁﬁié T IT—AN N T—ENET.Cisco VA ¥ L AIPS DY 7V o 7 HIfM
1 RITd, 2. U A ¥ L &IPS AP O BREMER T3,

TA¥YVAIPS ZfEH LIz — 73»«'& RO AP IZ. A7 F ¥ RO AFx 1250 S VR LM
FEWERALHENA 7 F ¥ FVOGEITE WM A2 £9°,ELM 75%7%?%»@1@‘%
kU TlEBEOST) Lk Té‘?‘m\@i DD TT AT T ¥ FNVOKEEZRET HIC
=20 E— F‘(MM)O) AP #9252 L2 B#O LET, — . .ELM f%»vz‘\/l/ﬂéef'aﬁmi
LANEDEETH DO MM AP LV i GERF v RV O 2 BH L £,
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BKEOREEZSDLT-DIZIE . WSM Y 2 — /LA ## L7 ELM AP 78, U A ¥ L A IPS 3 A |Z[f)
TRy ) o —2 g T3, LEVEICESWEZT 7 — A1, LEVVERX—ZXLSAO B0 &
B L CORmHENE L RAHEBICH Y £, 277 L. LEWVEICESW 80T 7 —2EL. 7 v
b AT =4 A (008) DFHEE L EBEICAND Z E T T 7 —LDEEE M ETEET, L
BoT . INHLDOT 7—AIEHEOEM, L o — iR L0 £,

g
b
it

FEE L JERD Cisco aWIPS R¥x o AT —3a 713 aWIPS 22— f ¥ —T = A
AR LTCWEEERBETT, 2L v 73T k@ﬁ&*@féﬁﬁ&*vN/VODR&*fﬁ_oV%?V
ATIPS DBFEEL~JUI LU TFTOLIIC EEDEASISL TS SOB T I VIIHETEET,

o« FEFITEV>95%

e EHUW>80%

o HRE > 60 %

e KV <50 %

o FEHITIRWN

HMEEDOA N v 7ERETNUEEVEE LE—FNSNAV I RTF ¥ TIT—L2NERTH D
CEEBERLET . AWEEEO L IR T v IZREAORER Y v 7 ORE—URH Y RV
EEOV I FFYIISEIEREREREICL TR T—ENDFAEERHY £4, Lz

NoT . ZOA MY v 713 EHEHENRT A ¥ L A IPS OEDEER F 7- 13BN SCIEN 2 51
BT DIZEHETT,

aWIPS DEERIS X UFEE

PTFIX. YA FYLRIPS D7 a7 7 A NMZET BV OO T,

1. HOWHMBRICHKER TREDTIA YL AIPS 7u 7 7 A /WiEdh 0 8 A SMlfkOD £ ¥ L
ABRBITIEL D7D T RLHEBMTHL. VAP LU AREIIEMEE I LET . VALY
LAIPS 707 7 A WEZ VA TYLAIPS T 7 — LI Lo THREICEDE T A X~ A AT
HUENRHY ET, VAT TIE B /NRY 2 —T T4 Xp & B pEMIZESNW T
TAXYLAIPS DT FL— F2EHEL TWET 277 L. 2N SIXEHE DT 28G9
LI DIEMEIEE FH A,

2. HT7T VT L —hMIXHLTT 74NV EFTHEMEENTWLE VTR F ¥ 2BV TR, S E Ak
HFEOTIA VYL AIPS T 7 L— FMTEWIHY SR AKEEOTIAL VYL RAIPS T 7
L—FDOLEWHEIZESNW T 77— OO0 TIE, LEVWVEHOREIZEWID D ¥ A,

WA KT A~

LFORIIZ AT D L BRI ND aWIPS V7 1 F v & MEEBLOT 740 FOE
KEDRE(V 7Rz T7 VY —280I2HES) FREMLTWET,

7T —ALDH
7T — b4 7 Z—4 1D MEE RE
Airsnarf %5 102 FEFIZEW Major
(Very high)
RE EAP-TLS 7 L — A 181 NI e st
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BERBRUA Y LR IPSEROSRAL 75275742 B

77 —ADHE
T T — b4 7 —AID HEE RE
Broadcom RSN #ifH 4} 2 52 223 FEHITE Major
(Very high)
7 7 v 7 A[Hg7e WEP IV % — D ] 38 KW Major
TNRAADEX 2T o BREIZLD 133 KEw Major
Day-Zero B %
WLAN Ot X =2V 7 ¢ BFIZED 135 K Major
Day-Zero BB
TNAA Tr—R¥y A hXSSSSID  |210 FEHE I E [Critical]
(ID:210) (Very high)
BRI NTRBAEFEIC L > TS T (261 REW Major
WZRUWT A 2 (ID:261)
DNS k¥ RARAL NN Z2DH (ID:216) 216 KEW Major
DoS: 7 Vv —v gy T—7 ) F— 37 FEFITEW [Critical]
N—T - (Very high)
DoS:F8FE7 7 v N 52 Medium [Critical]
DoS : Gl R K B 10 h B [Critical]
DoS: B — = DS &€ DoS 222 K [Critical]
DoS:E—=2> 77 v K 195 Medium tik st
DoS: 71wy 7 ACK 77 v 183 JoE et
DoS:CTS 77 v K 95 Low [Critical]
DoS:De-Auth 7u— RK¥ ¥ Ak 77 v K |58 Medium [Critical]
DoS:De-Auth 7 7 v R 59 Medium [Critical]
DoS:Dis-Assoc 7 2 — RK¥ ¥y 2 s 7 60 Medium [Critical]
7 v K
DoS:Dis-Assoc 7 7 v K 61 Medium [Critical]
DoS : EAPOL-Logoff ¥ 53 K& [Critical]
DoS:EAPOL-Start % 54 Medium [Critical]
DoS: FATA-Jack ¥ — /L 121 JEE T [Critical]
(Very high)
DoS : MDK3-Destruction %2 (ID: 196) 196 FERIZE N [Critical]
(Very high)
DoS : Premature EAP-Failure 57 K= [Critical]
DoS : Premature EAP-Success 56 KEW [Critical]
DoS: 7 —7ExRk 7T K 187 Low i 1t
DoS:PS-Poll 7 7 v R 108 Medium [Critical]
DoS:RTS 77 v 157 Low [Critical]
DoS:RAEF v U 7 K& 112 KEW [Critical]
802.1x FAFEIZ X3 % EAP H 5 117 K& Major
B0 AP O 89 Medium Major

[ oL -xxxxx-xx-J
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TI—LDE
T T— b4 77 —AID BEE PN 3
N=—7Ey kAP ORI 118 JEHICE | Major
(Very high)

Hotspotter > — /L D Hi 124 = Major
Identical Send and Receive Address 178 KEW Ak
Improper Broadcast Frames 179 K 7 S
Karma > — /L Ot (ID: 197) 197 KEW Major
Karmetasploit W O (ID:214) 214 REW Major
Ta—TERT V7T L— LD/ 219 Medium Major
(ID:219)

Ta—TIWET VT 7 L — A0 220 Medium Major
(ID:220)

V7 N AP F7201EHA A M AP O H 99 Medium Major
AT —T7 ZT- MAC 7 FL ADKH 35 RKEW Major
WEP IV % — @ FF ] 2 RK&EW Major
WiFiTap ¥ —/L O H! (ID: 198) 198 K& Major

BHEFIUTOL I, LROREZERLWEO KR L 2L LTERTE £,

1.

InfoSec BEX X2 VT 4 AT v MNEHT— L EONEH L E 2 —1%IC kR CREART
DEERT T —D2OY T T N—TERE L RS T DREME R 2 TS,

[Honeypot AP detected] > 7 X F ¥ 72 & @WEKE ([ A Ty — | BLE) &m0 SR (TE
LLE) OMBAEDEDT 7 — 2B R 22 TS, FHHE L LEITE U THMARREED 72912
N7y b FL—ZRZNEL. ZNHDT 77— L TREMEZBRBT2LER’H D 3,

RWERKE (T<A F—LLF) E23 RV ESERE (TR | LLR) O 7 T — ACk9 2%
BN R E Y TH EEEDMELNAN U A N ZERT 572D e b 0T 7 —
LADEFX 2T 0 LERICKT 2REZHBETILERNHVET . ZOY XA NMIEL-TE
PR XL TS U TGRS & OSBRI IENEN. 21 2 Z & A CT& 97, il 21X, DoS:
De-Auth 79 v R7 9 —AI3Z DL 5727 F7—2D 1 DTT, LEVHEICESNHNTNS T
O BEEL~NVIFBRECTT 2 L. ZOKBIIERDZ 47 &I+ 2720, &
KEZZ VT AINVTT, ZOXIRT T—2NBELEBA EHEEIN T Ty 2 —

T AT EEMLUCTRERHNE) DERIET 2L ERNDH D 3,2 0% LIS U TEEM
L ET,

RWERE (I~AF— 1 LLF) B ELOMRWERERE (TR LIT) OfAGbEDT 7 — 2%

MEH 9 5 213 NetStumbler DT 5 —AFZZ DL 55T F—2D 1 DTT, EEEOK
BRnb 2 D7 u—TERERETIARDEN T4 T ML TESHICRY H—&
NHZENEESNET, 2N LEWVEICESLS T 77— T, b T—ENHATH.
Netstumbler >V —/VZ AT 25T XA ARBH I D LR FHAEHEIZ.ZOT 77—
LABMETENA7ICLTHITEALEHED Y £ A,

MEGE LT LEWVMEICE S T I =254 T 5,0 L2 L2z, LEWEDESL
T I —=AIZEo TN N A—SNABMICH D 9, FEHE L. WL OO H v
FUVACH L TLEVEEZRETILERDH Y £ 4,61 21X.DoS:CTS 7T v K 77— A
ZZDX 59T I —25D 1 -5TT,802.11n & 802.11n S DT R4 2 &I T TR
L CWA5E.802.11n LI DT /3 A A AT TR A % — LD CTS-to-Self 7 L — A(d, =
OT T —LIx L TCREMBHEZ NV —FT2BMICH0 £79, 20X ) RGEVEFHEILIL X
VMEZIML A% DT 7—LN M) H—END Z L 2T A 0ERH Y £,
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BEAETA ¥ LR IPSEHRORZA R 7575742 B

6. HEIOBEMT 7 a id . @mVWERE(TA Yy — L) EEWERERE (TEWILLE) O AE
DODREICH L TOARFEETHZ Ea2BHD LET AT N=—FKy F AP OBRHT 7 — 24
P RNYT—T5 4ESSID #EHTALZF A0 2o LT S RFIEmr a8+ 57
7 vark LTHEHCIADZFEETE EJ, 7T, Hotspotter >V — VO TCHRKEN <A
F—DBRAER T HUIADT 72 a v EEETAVNETHY R A,

7. U4 XY LAIPS T I7—LD L REBEBREZGITL AL LTIEEOZ T — | ZBELE
T FOR MBEISEL TN T TN 2 —TF 4 7 ¥ e EE L E T,

TA YL ARBEOIBARMEEEZEZEETDH L. VA YL A IPS DEER & FHKIIHGA 2 7 1 &

TT . IAVYLVRAIPS D MY REBEBREZDHTHICIX LT 2 2O HiEEEHTEET,

o UAXYVRAIPS 7 7—LIZMIFIEPILORAT 47 LR—K 77— FaiE T2,

e« PIO/ —A Ry REHLY—NE LT P —FR—=7 48X VT o FREAU B
EHEL(SIEM) ZfEH L £ 9,

ZDORF2 A NTIEPIOXAT 4T LIR—h T —REfEHLTYA YL RIPS T

T—ALD MLy REBEREZSTT 25 EEZHILET,

PI CiZ.[Report] > [Report Launch Pad] > [Security] > [Adaptive wIPS Alarm Summary] 7> 5, — &

M D aWIPS 77 — A O E A AR TE 7,

Adptive wiPS Alarm Summary by Alarm

HT-Intolerant degradation of
service =10 —

Hotspotter tool detected =11 i‘/’,«

DoS: CTSflood =11}
DoS:RTS flood =12|" —

DoS: RF jamming =14}

Spoofed MAC address detected
=152

DoS: Probe request flood = 28}

Improper broadcast frames = 31|

Malformed 802.11 packets

NetStumbler detected = 32}
detected = 47

® Spoofed MAC address detected = 152 @ Malformed 802.11 packets detected = 47 @ NetStumbler detected =32
Improper broadcast frames = 31 @ DoS: Probe request flood =28 @ DoS:RFjamming =14 DoS: RTS flood =12
@ DoS: CTSflood =11 @ Hotspottertool detected = 11 @ HT-Intolerant degradation of service =10

353407

FROMIF. AT REBREO E 4 HE O aWIPS 77 — 2 EDOARAF v 7 a v bfa“
ZOBRBETIX A7 &N MAC T RLVRADBRH L v MIERT 7 — 280K 50% T
TR, ZHIEBWEEE L AP Y —DEKRKEDOT 7 —LTT, L0 A RI4
VO2LBIZINE EHEIX NI I N Y a—T 4 U7 R EE L BE 4 BB THE] ﬁ%&c: N
H—ENT-HBEEZRDTAMENRH Y T, 0 DO7DD N —RAZNET LD EFHREIT
FTZDOT T — LD [Forensic]lx ANITEET, ZNTH o TIERWEE M éhf: AP &
LR—=F DT TEBEEL.ZNLDAPIZKH LTI e—RNL 750 Vo7 X TFx &M
WBLT . EVZEL DML —RAENETILERNHY £9,F72.CiscoTAC EHHHLTHL—2%
S LU AT TN a—FT 4 v P 2EfTHZ L TEET,
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B b

EEORBRE 7 4 — Ny 7 ([ZESHW T FHEIIUTOeE b e LT 2ok 7y 3T
—HOT AV VRAIPS 77— LZFHETXET FICHEEINLZWVED 26 OHERERIH T T
RTOEICHEAESND Z LICEELTLLEE N,

7T ENERT DT T — A
o Tu—THERBIVNLEVEICESTRIT—ENET TF—A4,

FENAN TRART T —THERICE L TIHEFICOBRBEL . ZOX A TDOT 7 — LD
BIZ RN T —ESNET . INODOT FT—AIC L > TIT EH FOEEIIRA LA,

DoS: /u—7ERT T v R
AP DT /NA A Fa—7
— NetStumbler O H
NetStumbler 443 O K H
o FFEDOKESLETITFRIECESLS T 7 — 4,
WEP I 5L T A ¥ L ADORFREIZFEE I L TWRWEE:
— BE AL e AP
— WAL NI T AT b
— WEPIV ¥—DOFHF
- =T AR T DT A A
- 77 v 7 AR’ WEP IV % —Offi H
- HEX—FREA T 57 31 A
- B WEP 7 7 v 7 Y —/LOH
— ChopChop W%
- TITRAT— g VB
LEAP FBFEN U A ¥ L ADOARFRFICFEIE I TV ARVWEE:
— ASLEAP Y — /L iH
o AT MTAGHICES L B DD Cisco CleanAir Y U =2— a3 U BHBHT 7 —240

U A Y L ADOAREFZEREEIZ Cisco CleanAir ¥ i@ AP 3% 554 . CleanAir Y J = —3 3 IZ
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