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BTAYXY VAL VA —T oA AT, FFEDET— FTEET AL HICRETHI &L, ELhicd
52 LHTEET, EBHRTOE— NI, T A—F THREINE Fluidity £721XEEA 7 7
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4> k) F—F (Fluidmax) .
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P2MP € — K (Fluidmax) .
P2MP
EEUT ¢ AP Fluidity EEUTF 4 E—F
FEUFATTAT L b Fluidity TV T 4E—F
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CLIICLDERA 7E— FDOEE

W7 DM (Fluidity & 7)) A2 > TV D AR A 7 — RERET 2 12E, &
DCLI a2~y REFIAREZMEHLET, BHRATZ7E2RETDHE, TRXTOUIALA T LAL U H—
T A AN ET,

1

FNRA ZAOBIEOIEET— REZHRELET, TF— RNiFE, Aviazr RN, AviaRfr
b, FiZZe—VF— o=z (L3) IZTEET,

Device# configure modeconfig mode {meshpoint | meshend | gateway}

FRA ZADFEIR LIZMPLS (wVF 7o hal T~ AL vF 7)) OSILVA VYEREL
£9, layer ICHEE T AfEIZ2 (OSI LA ¥ 2) £721L3 (OSI LA ¥ 3) TT,

Device# configure modeconfig mode {meshpoint | meshend | gateway}[layer {2]3}]

BRI 7E— FEHELET,

Device# configure modeconfig mode { meshpoint | meshend | gateway } [layer {2]3}] [
radio-off {fluidity | fixed}]

REZFT LET,

Device# (configure modeconfig mode { meshpoint | meshend | gateway } [layer {2]3}]

[ radio-off {fluidity | fixed}])# end

Device# wr

i

Configure modeconfig mode meshend radio-off fluidity

Configure modeconfig mode meshend radio-off fixed

CLI IZ & % URWB DO EHRE— FDEETE

URWB OEME— NERETHIZIE, ROCLIa~y NEFIEEZFEHLET,

TATX VAL U E—T 2 A AOENEKEZ BIRT A 72D HINALLTFDO CLI 2w KT
X, SFEIERAH—T 24 AD Fluidity BLOFEEA 7 T A NT7 7 Fx bbb s

e TEET,
1 EBHRA LA —T oA AFF<1 £720152> TUAVY L AZRELET,

Device# configure dotllRadio <interface>

ELIA =T = A AOEFE—FERELE T,

Device# configure dotllRadio <interface> mode {fixed|fluidity|fluidmax}

fluidity : A 2B —7 = A AlE, EEVT 4 AT TR LTI F v E A= b
DVFAHOEE, Fluidity &— FTBIfEL £,

fixed: ZOA =T xA AF, BAEA L T7TANT 7 F¥E—F (Fluidity 72 L) TH)
fELET,
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fluidmax : Z DA ' F—7 = A A%, FluidmaxP2MP E— R CEIMEL £9, BIMD/NT X —
2 % fRE LT, Fluidmax ODENWE#EEA X ECEET (FI7A4~V/ e Va—n, 77
2L ID 7R E)

Fluidmax { > #Z—7 = A4 AF— F® fluidmax 2 —/VZFHELET,

Device# configure dotllRadio <interface>mode {fixed|fluidity|fluidmax} {primary |

secondary}

U
REZAT LET,
Device (configure dotllRadio <interface>mode{fixed|fluidity|fluidmax}) # end

Device# wr

A\

GE) D Etb 1 o040 H—7 = A A Fluidity T— RIZEESNTWEHEA, 2=y F&ERN

Fluidity &— RCEIWEL 7, TXTOA ¥ —7 = A ARFEEICHE SN TV DA, Fluidity
XN £,

CLI [Z &k % AMPDU D&% 7E

ampdu (Aggregated MAC Protocol Data Unit) D& & S EGIEN 252 €3 512X, RO CLI 22~
YREHEHLES,

Device# configure dotllradio <interface> ampdu length <length>

length : <0 ~ 255> O (A 70 f)

Device# configure dotllradio <interface> ampdu priority {enable | disable}

enable : ampdu tx NN 2 AN L E T,
disable : ampdu tx EESENAN. A HEZHIZ L £ 7,

Device# configure dotllradio <interface> ampdu priority [enable]

0:

1

2

A>T w7 A0 O ampdu tx EEIENANL,

AT v 7 A 1O ampdu tx BEIENENT,

AT w7 A2 @ ampdu tx B IENENL,

A VT v 7 A3 O ampdu tx B IENERL,
AT w7 A 4D ampdu tx B SENENL,
A T w7 A5 @O ampdu tx B SENEAL,
A VT w7 A6 D ampdu tx B IEIENL,

AT v 7 AT O ampdu tx BEIENENT,
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all all

CU [Z Kk ARIEHBDERTE
BEREE AR ET HIZIE, RO CLI a2~y REHEHLET,

Device# configure dotllradio <interface> frequency <frequency>

frequency : <0 ~ 7125> MHz B, OB VEJE W ER,

CUIZKARARERFASIEARSA VT VI ADERE
BRI BT (MCS) A V7 v 7 AERIET BI01E, KO CLIa~ Y REHEALET,

BRMCS A > F v 7 A BB EZI130FS AUTO THRELET, AUTO D&, Nv 7 7 Z
7y R a2 LY BEIFIZ maxmes SR E SN ET,

Device# configure dotllradio <interface> mcs <maxmcs>
maxmcs DfE :
<O~ 11>0~ 11 DI Kmes A T v 7 A,

AUTO &\ 9 BEE

\}

GE) @EE— KRB > TV AEEIT, RRKMCS 2 0~ 9 ICHETEET, @hEE—FK
DA > TOBHEEIE, BAMCS % 10 ~ 11 IZRETEET,

CUICKBZEBMA M) —LATYIADRKRKBDERE
ZERIA R U —L (NSS) £ VT v 7 ADRKEEFHET DI, ROCLIa~y RafiHLE
D
BRRZERIA bV — A5 25 F 72133055 AUTO TRRE L £,
AUTO DA, Ny 7700 R77atv 22k 0 HEIRYIZ maxnss DX E IV E T,

Device# configure dotllradio <interface> spatial-stream <maxnss>
maxnss OfE :
<1l ~4>FRnss A T v 7 A1 ~4,

AUTO &9 HiEE
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URWB R E— FOBE |
B cuicszResor LEvEORE

A\

GE)  Catalyst IW9165 1E, Fx K2 DDZEMA N Y — L% HHR— K LET, CatalystIWI167 1L, F K 4
DDOZEMA N — L& R— b LET, FEINTZEMA M —LDOREREIT, Ao
WBT T T OB T THLIUBERH Y £7,

CLI IZ& % Rx-SOP L ELMEDERTE

Rx-SOP (Receiver Start of Packet) L X UMEZFRET HITIL, RO CLIa~ > REHFEHLET,

Device# configure dotllradio <interface> rx-sop-threshold

<0 ~ 91> rx-sop- threshold Z Ay L £§ (0 : H#E), f& : fE dBi) .

CLIICKARTS E— FDHTE
RTS (EEER) T— FE2RET DI, KOCLIa~<r RERHALET,
RTS Z#HENZT51201F. WO CLI 2~ REFHLE T,

Device# configure dotllradio <interface> rts <disable>
disable : rts PR 2 HEDIC L £
LEWEAMA L7 RTS ZHICT 5I121E, RO CLL 2~y R LET,

Device# configure dotllradio <interface> rts enable <threshold>

threshold : L X VMEOFFE (0 ~ 2346)

CLI IZ& 5 WMM E£— FDERTE

WMM E— K (VA Y VASILT AT 47) ZRETHIZIFE, WOCLILa~vr REFHLE
—é‘o

Device# configure dotllradio <interface> wmm [bk|be|vi|vo]
[bkbevijvo] 1%, H—E A7 F X (CoS) RTA—=FERLTWET,

be: NA P74 — U ETT 4y Fa— (CSOBLTCS3) ,

bk: NI TR N7 4y Fa— (CSIBLTCS?) .

Vi: BT AR T T4 v Fa— (CS4BLVCSS) .

vo: HENT T 4wy Fa— (CS6BLVNCST) .

TAX VARG AT 2 %7 VT3 5I120E, ROCLL a2~y REERLET,

Device# configure dotllRadio <interface> wifistats <clear>

clear : VA YV ARHDI D X2 E 7 VT LET,
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CLI [Z & B NTP Di%E

NTP (Network Time Protocol) $—/3—7 KL AZFHRTET HIZIE, RO CLI a2~ R&EEHAL
ij‘o

Device# configure ntp server <string>

string : [P 7 RUAEZIL KA A 4,

i

Device# configure ntp server 192.168.216.201

NTP iRl 2R ET D%, RO CLIa~> REfERA L ET,

Device# configure ntp authentication none
Device# configure ntp authentication md5 <password> <keyid>
Device# configure ntp authentication shal <password> <keyid>

none : NTP #ZilE md5[shal (REREA ) Z N L ET,
il

Device# #configure ntp authentication md5 testl1l234 65535

N\

G¥) A7 ar T, mds DRXAT—RKEFXF—ID L, NTP V— =D md5 D/XAT— K & F—
E—EHTHLERNDH Y T,

N2 — ROF X8 — 20 XFICTHXLENDH D £,

WORFFRSCFIBN C & FAEA (SRR " [CEBURFF BESIUNE S [ FARE] = [%5]\
[Ny I ATy al#[FFinm] BLUZEA

NTP H— B A Z AN F T2, RO CLI a2~ RERALET,

Device# configure ntp { enable|disable }

NTP Z A LY — 2 HRET DHITIE, RO CLL a2~ REfEHRAL £,

Device# Configure ntp timezone <string>

11

Device# configure ntp timezone Asia/Shanghai

NTP OFEE AT —F A ZMEEFT 52T, RO show 2~ FEFEH L ET,

Device# show ntp config
NTP status: enabled

NTP server: 192.168.216.201
authentication: MD5
password: testl23

keyid: 5

timezone: Asia/Shanghai

Device# #show ntp (Using this command to check if device can sync up time with NTP server)

Stratum Version Last Received Delay Offset Jitter NTP server
1 4 9sec ago 1.840ms -0.845ms 0.124ms 192.168.216.201
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GUI [Z & 5 NTP DERE
WOBIL, NTP #E3ED Web Ul 77 L TV E,

clsco CI.‘GCC.) U.F!WB IW? IE?EH (.:Elﬁ-l'l.TI'g.:ur.'l[()r

[ otiine | NTP - Network Time Protocol

Enable NTP: [

NTP server hostname: 192168 21¢

NTP authentication:

NTP password: ssssssss show

Select Timezone: A

WARNING: NTP time is not synchronized

URWB DR E— ~ DFREE

MR — RAMREET DI21E, IRD show a2~ REHEH L F9,

Device# show dotllRadio <interface> config

il
Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidity
Frequency : 5785 MHz
Channel : 157

Channel width : 40 MHz

Device# show dotllRadio 2 config

Interface : enabled

Mode : fluidmax secondary

Frequency : 5180 MHz

Channel : 36

Channel width : 40 MHz

HET 7 EARA L N (R T 4277472 ) OE#HE— R%&EEE721% Fluidmax (22
HIH0ENH D86 1%. CLI @ configure fluidity id infrastructure C, Fluidity 2 —/L % A > 7

FART I F v L LTRETDLENDHY £7,

GUI IZKAERA TE—FDHRTE

M 7B — RERET DX, UToRIRT L9, BEE—F it I Fluidity £— R %
@?ﬁbiﬁ“o ~v K= KT Catalyst IW9167E 77szw YRERBEL, ZO2=y %
LAN 2 EOFMFR Y U =T 108 T 25813, Ay vaxy RE—RZERLET,
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Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio
-antenna alignment and stats
NETWORK CONTROL

- advanced tools

ADVANCED SETTINGS

-advanced radio settings
- static routes

- allowlist / blocklist

GUIIZ &

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

GENERAL MODE

General Mode

Select MESH END mode if you are installing this C»sw Catalyst IW167E Heavy Duty Access Point at the head
end and connecting this unit 10 a wired network (i.e. LAN).

(O mesh point
Mode: @ mesh end
O gateway

Radio-off: Fixed v

LAN Parameters

smme—rozz

- multicast Local IP: 10.115.11.117
-snmp

- radius Local Netmask: 255.255.255.0
-ntp

- I2tp configuration

- vian settings
- Fluidity
- misc settings

- smart license

MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
«reboot

-logout

GUI [

DERE—

Default Gateway: 10.115.11.1

Local Dns 1: 8.8.8.8

Local Dns 2:

© 2022 Cisco andlor s affillates. Allrights reserved.

KDERTE

GUI Zffi» THEBRET— FERTETHI00F, ROFIEEZETLET,

1

UAYVAEREMSLT DI
GUI Zffi » THEMHRE— R %
7z A ADMEE— RERE

i
cisco
ULTRA RELIRBLE
WIRELESS BAGKHAUL

10TOD IW
FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

-logout

RIET DI, FfRE
LEJ,

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings

K phrase” is an ic string or special ch
whitespace (e.0.
the same for allthe Cisco URWE units belonging to the same network.

xcluding lapex] ldoube aper] oackic]
network. It MUST be

Shared Passphrase: PASSWORD

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same

frequency.
Radio 1 Settings
Role: Fixed v
Frequency (MHz): 5180 v
Channel Width (MHz): 80 v

Radio 2 Settings

Role:  Disabled v

Save

©2022 Cisco andor its affliates. Allrights reserved.
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2. R OEIEE—F (m—/) %, FluildMAX 27 5 2% ID %> Fluidmax 7714~V &

LCHELET,

ZO%E. 774~ U TORBEERRMAMT/RY ., b2 MR

2R ET, RRENLVVEZERT L (BHL-UL I TRbEWEEENDPRES L

iT)

v
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10T0D W ED

FM-QUADRO

GENERAL SETTINGS
- general mode
- wireless radio
- antenna alignment and stats
NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS
advanced radio settings
- static routes
- allowlist / blocklist
- multicast
-snmp
- radius
-ntp
- I12tp configuration

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

\}

URWB %57 /1l (TPC) |

RV BB RELREE I DEBRES N ET,

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

ADVANCED RADIO SETTINGS
Radio 1

FluidMAX Management

Foreo ha FUGMAX oporaing mode of s ui | GMAX Cluster
bo sot. 1 1o FLIGMAX Autoscan s nab ssociate
wmm s Primay it the sam Glste 0. 1 this

Radio Mode: PRIMARY

FluidMAX Cluster ID: CLUSTER_ID

Max TX Power

Select TX Max Power: 1 M

Antenna Configuration
Select radio 1 antenna gain and antenna number.
Select Antenna Gain: UNSELECTED v
Antenna number: ab-antenna v
Data Packet Encryption
Enable AES to cypher all wireless traffc. This setting must be the same on al the Cisco URWE units.

Enable AES: Disabled M

Maximum link length

Insert the length of the longest ink in the net, o let the system select an optmal value.

©2022 Cisco andlor is afflates. All rights reserved.

GE)  =3—no v 8T, TPCIZEBMICEICR Y £3,

3. K1 OEEE—F (2—/) %, FluidMAX 7 5 2% ID % ## Fluidmax £ > & U &

LCHELET, FluidMAX HEIR v DGR/
WTEEEE A%y LT, ALY ZAXIDEFSTI A<

2o TWAgE, BV FYa=y b
(BT £, Z0%E,

T2 TORBEERN N2 £9, RREH LV EERT L E BV~

1 THbEWVIREE

BANZESINET) . URWBEEEHE (TPC) 12XV BEIICK

W REE N PEIRSNET,
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Cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10T0D W ED

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

\)

Ul =& ammE— roxE ]

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

ADVANCED RADIO SETTINGS
Radio 1

FluidMAX Management

Foreathe FLIGMAX sperstng mode

s unit. f the paratng mod s Prmary/Secandary &
el If the FIudMAX Autos ‘enabled, the Secondary units will scan the frequ
riied imary wih the same Cluser 10 In i caso, th foquoncy seection on e Second
disabled.

Radio Mode: SECONDARY
FluidMAX Cluster ID: CiscoURWB

FluidMAX Autoscan:

Max TX Power
Seectthe max poworlevel tha he radoshal s o vanait (ol 1 set e Hghest farsmitpone ),
The Cisco URWB TPC (Tr

o tha chann) condion whie ot sxceedin 6 o0 MAX TX Power parametat Noto in Eutope THC is
automaticaly enabled.

Select TX Max Power: 1 v
Antenna Configuration
Select radio 1 antenna gain and antenna number.
Select Antenna Gain: UNSELECTED v
Antenna number:  ab-antenna v

Data Packet Encryption

Enable AES to cypher all wireless traffc. This seting must be the same on al the Cisco URW units.
Enable AES: Disabled v
Maximum link length

©2022 Gisco andlor Its afflates. Al rights reserved.

GE)  =3—nwa v 8T, TPCITEBMICEINIR Y 3,
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XF77?¥J:

ENANEBDA T FARNT I F O MURA R ELTHSER
Z=v hu—/L% [Infrastructure] & U GRIRLEF, ik, oA 77
Y hA~DUA YL AT L—o—Tx e LTHEASNDEAITDOR,

= v b v —/L% [Infrastructure (wireless relay)] & L CEIRL E7, FiL, TNV TH
%)ia/\ X, == ha—/L% [Vehicle] & L TR L 9, — M2y NUV—2 7 —%7
JF XN THRYy NU—I H ATy NEERIRL, Xy hT—IPRHE—DL A Y27
B— KXy ANRASNZBLTWDHEIETT7 T v hE—RE®RIRL, *v hT—27NH
—DLAFYITE—=RFY A b RAS VB LTV DEEITEROY 7 %y FE2RIRL F

D
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Cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ orfiine |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default
-reboot

= logout

aladn
cisco

ULTRA RELIABLE

'WIRELESS BACKHAI

10TOD IW [ offie |

FM-QUADRO

‘GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats.
NETWORK CONTROL.

- advanced tools
/ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

- snmp

- radius

-ntp

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration seftings
- reset factory default

- reboot

- logout

URWB ERE— FD

ﬂgl
Il

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings

0cr Topon “Goubl apex) Thackic
§{dolar] =[oqual \[nacks\uh] i that i ¥ 1tMUST be
the same for all the Cisco URWE units be\ar\gmg o o sam notwork

Shared Passphrase: PASSWORD

In order to establish a wirsless connaction batween Cisco URWE units, they need to ba operating on the same
wency.

Radio 1 Settings

Role:  Fluidity v
Frequency (MHz): 5180 hd
Channel Width (MHz): 80 v
Radio 2 Settings.
Role: Disabled v

©2022 Cisco andr ts afflates. All rights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY

Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireloss relay), Vehicie.

The unt must o seas Infastucure when ez as o enty poit of e Insstuciur forthe bl vetidies
ed to a wired network (backbone) which possibly includes other |nm|.mm odss The

2s Inrastruct loss rol:

Iniastrsture unts. I s aperating mode, the unit MUST NOT be connected fa the wired ek backbone a5

itwill use the wireless connection 1o relay the data coming form the mobils units.

‘The unit must be set as Vehicle when t is mobile. Vehicle ID must be set GNLY when the unitis configured as

Vehile Spaciicall, Uahicls ID must bo  uiaue among althe el uris instaled on th sam vehicle Unt

installed on different vehicies must use different Venicle ID:

“The Network Type o k0 - ‘according to the general network architecture. Choose Flatif the mesh and

Use Muliple Subnets i they are

organized as different layer-3 rwung domains.

Unit Role: Infrastructure b

Network Type: Multiple subnets

Tho ollowing advanced setings alow 1o ine-tuno the performance f the system depending on the specﬂc
erwlrunmen X have read the

Theiandot trols the algorthm used by a mobile infrastructure
to. In Normal mode, the point providing the strongest signal s selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of raffc carried.

Handoff Logic: Standard R

©2022 Gisco andlor Its affillates. All rights reserved.
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