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WET: 20192 A2H

HEE D E

Catalyst 9800 IOS-XE X—AD T A ¥ L ALAN 2 Y b —FZ(2iZ7 0 /7 I vV ZIC X DB EROWL D047 v a v
NHV ET, WLCERETH70DNERDITEE L TUICLI £ 7213 WebUL 23 W £928, RSN T, Yu /73
THIGA VB =T 2 A ANEGENDLHIICRVE L, N7 0 s T I 7R A v % —7 = A AZIZNETCONF,
RESTCONF, gNMI/gRPC 72 D7 ha/nEdEnEd, YANGT —F TF)UE, T 0l I I TG, v 4 —7 =
ARERNLTT V7 BATELT—HEERLET, £, ZNHOETIIINL D0 OFEENH Y £9°, Cisco I0S
XE@*%% IRXA T 47 T—X ETIVNTER S, BEENEIESCS VX —E KGRI A—7 T —% T VN

EINET, EHELDETNAHEL DX AZHEHTEX ET 2, 10S-XEIZEA OKRRIZRA T 4 7 ET /L TDOH

ﬁﬁﬁ TEET,
RESTCONF XV
T 1 |

Intent-based
Network Infrastructure

Configuration and Operation

B0 ~ | ] dieo

Device Features
SNMP
C-T-T-T

A4 ¥ L—2a DHBE

FHLTWAA & —7 = A AR <, Catalyst 9800 TIXIK DR E N METT,

configure terminal

aaa new-model

aaa authentication login default local
aaa authorization exec default local
aaa session-id common

exit

write memory

IHi, 22— T HU L b METT, 2—%4 lnetconf] . /XA — K Tlnetconf] ZfEHAL., kO~ RTHL
Wa—H T S ERERLET,

username netconf privilege 15 password 0 netconf
username restconf privilege 15 password 0O restconf

B D NETCONF £721Z RESTCONF O —H% 7 H 7 v R ME TR WSS, b 0 ICBEfEE 72133 A3 E % O admin
=P NRNAT—REHEHATDHZENTEET,



NETCONF

NETCONF 1%, Ry hU—27 FRAL ZADHREZEA A h—, #E, HIRT 5] 7ZOIZIETFIC L > TERENZT
o k=L T4, NETCONF OFIfEIZ XML => a—F 4 72 FEHLTUVE—F i —% 22—/ (RPC) LA ¥
DI EE TR SV, Ry NU—7 THRA XA LOREEREL LOMRET 50 0REARN 2 —HOBEL ML £,

NETCONF D&
NETCONF A v Z —7 = A AZHMITHIZIE, kOa~vwr Re A LET,

configure terminal
netconf-yang
exit

NETCONF YANG €7 /L

T 74k B— b 830 LT A RZHEGET S Z & CNETCONF MEREACHa 2 BUfG T & £97, MEREAHIZIX, T34 &
B AR— R LT TR ARER T X THOYANG T — 4 EFANY 2 FENET, LIEOETHE L < 383 % YangExplore
RPpYANG DL H 7Y — L ZEA LT, ZNHDYANG Y 2a— L ET A, ANnbE Ty ya—RL, 50T 5
ZENTEET,

user@canyon-server:~$ ssh netconf@10.10.10.223 -p 830
netconf@10.10.10.223"s password:

<?xml version="1.0" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capabilitys>urn:ietf:params:netconf:base:1.1</capability>

<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.@</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.@</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>

NETCONF X 7—% X DR

NETCONF A > % —7 = A ZANEHEFRETH 5 Z & ZfiEgid 3 2 121%. show platform software yang-management process
A~ F&3T7LE 7T, NETCONF SSHD Inesshd) 7 HEARFEI TSN TND Z & 2R LET,



jcohoe-vewlc-2#show platform software yang-management process
Running
Running
Running
Running
Running

Running
Running
Running
Not Running

jcohoe-vewlc-2#

NETCONF XML RPC <X+ O— kD15l

RIZ9 XML RPC <4 7 — KX YangExplorer > —/LINE 72X NETCONF £ > % —7 = A A% 4 LT XML A B — K
ZEETE D Python A7 U7 R EOMODY — VN BAER, ZAH, #ETEET, RIZ, XML XA 2— KD WLC
IZ L DMERKR, MR, BIOHIBROFI AR LET, ZbEFEHT 5L, NETCONF A % —7 = A A% 4 LT WLAN
DOVERR, #Ead, BLOHIBRZ T I3 I T A £ 7

WLAN DRk

KIZ7 XML RPC % NETCONF A v # —7 2 A A& N L TERET DL, EEINT/NT A—F ZfHH LT WLAN %
Ec& 9, Z0%AE, WLANID (X4, SSID i lopen] T,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="6">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<test-option>test-then-set</test-option>
<error-option>rollback-on-error</error-option>
<config>
<wlan-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless-wlan-cfg">
<wlan-cfg-entries>
<wlan-cfg-entry>
<profile-name>open</profile-name>
<vap-id>4</vap-id>
<security-wifi-sec>false</security-wifi-sec>
<rsn-ie-enabled>false</rsn-ie-enabled>
<rsn-cipher-suite-aes>false</rsn-cipher-suite-aes>
<auth-key-mgmt-suite8021x>false</auth-key-mgmt-suite8021x>
<client-session-timeout>1800</client-session-timeout>
<id-data>
<profile-name>open</profile-name>
<ssid>open</ssid>
<status>true</status>
</id-data>
<is-remote-lan>false</is-remote-lan>
</wlan-cfg-entry>
</wlan-cfg-entries>
</wlan-cfg-data>
</config></edit-config></rpc>



WLAN D FEER
KIZRF XML RPC % NETCONF A > X —7 = A A& LTCEET D L, ID4 2FF> WLAN ZHERCTE £,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<wlan-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless-wlan-cfg">
<wlan-cfg-entries>
<wlan-cfg-entry>
<vap-id>4</vap-id>
</wlan-cfg-entry>
</wlan-cfg-entries>
</wlan-cfg-data>
</filter>
</get>
</rpc>

WLAN O &l B&
WIZ777 3 XML RPC % NETCONF A > % —7 = A A% N L CiEET DL, ID4 28> WLAN ZHIBR & £,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<wlan-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless-wlan-cfg">
<wlan-cfg-entries xc:operation="delete">
<wlan-cfg-entry>
<vap-id>4</vap-id>
</wlan-cfg-entry>
</wlan-cfg-entries>
</wlan-cfg-data>
</config>
</edit-config>
</rpc>

RESTCONF (N—% kR, HR— bxtgRSH)

RESTCONF [ZHEEL XML £7-1Z JSON & YANG 5 —& EF/AEZHH L TREST 94 772 API #42t L ¥4, ZHhic
SRy VU= FRAA~DT T T I T TOT 7 ANAREIC2 Y £9°, RESTCONFAPIIZHTTPS XV v N%
ffiF L9, Catalyst 9800 I0S XE D54 (X, GET, PATCH, PUT, POST, DELETE, HEAD ¢ RESTCONF &h{f %
A—rLET,

RESTCONF D% &
RESTCONF A v X% —7 = A A5EHFNZTHIIE. kOa~<ry REANLET,

configure terminal

ip http secure-server
restconf

exit



RESTCONF YANG £ 7 /L

PR — FRED YANG 7 — 4 7 /LD U X hi&, URI restconf/data?fields=ietf-yang-library:modules-state/module {Z GET
HoRA%R(E9 5 Z & TRESTCONF A ' # —7 = A ANHEGTEET,

RITH 2R L ET,

curl -k -u username:password https://10.10.10.223/restconf/data?fields=ietf-yang-
library:modules-state/module

<module>
<name>Cisco-I0S-XE-wirel
<revision>2018-06-28</re
<schema>https://10.10.10
<namespace>http://cisco.
<conformance-type>implem
module>

<module>
<name>Cisco-I0S-XE-wirel
<revision>2018-07-09</

user@canyon-server:~$ curl -k -u jcohoe:jcohoe https://10,10.10.223/restconf/data?fields=ietf-yang-library:modules-state/module
<data xmlns="urn:ietf:params:xml:ns:yang:ietf-restconf">

<modules-state xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-library">
<module>
<name>ATM-FORUM-TC-MIB</name>
<revision></revision>
<schemashttps://10.10.10.223:443/restconf/tailf/modules/ATM-FORUM-TC-MIB</schemas <schema>https://10.10.10
<namespace>urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB</namespace> <namespace>http://cisco.
<conformance-type>import</conformance-type> <conformance-type>imple
</module> </module>

YANG 7 —% 7 /v & & AT URLICHIOD GET ER 21X ET 5 LRFED YANG £V a— L&z 7 ru— R TEET,
7o & 21X, Cisco-I0S-XE-wireless-access-point-oper 7 /LA X U v — KT 521F, WIDRTAZ Y —rvay hOX
9 I restconf/tailf/modules/Cisco-I0S-XE-wireless-access-point-oper/2018-06-28 ~ GET E R & %5 L 77,

reless-access-point-ope Cisco-I0S-XE-wireless-access-point-oper.yang
le 0 3 /pes” no ound search path
module 0 m-ty di path
Yp - h
-point-op a Ig the key "wtp-mac” does not reference an existing leaf

oper-data* [wtp-mac radio

lient-data* [client-mac]

o capwap-data* [wtp-mac]

+--ro ap-name-mac-map* [wtp-name]

FDORT T TIE, YANGT —H ET AN DO T —Z NEEN T DRI R LT lpyang) 2MEH S
TWET, ZORFITIL, ap-history, wireless-interface-data 72 £ laccess-point-oper-data] =7 FHNDE 7 v 3 TH,
RESTCONF X 7— %2 X DFEER

RESTCONF A & #—7 = A APEERRETH D Z & a8 3 2121, show platform software yang-management process
A<y REETLET, Inginx] 7REARETENTNDZ LEHRLET,



jcohoe-vewlc-2#show platform software yang-management process
: Running
: Running
: Running
: Running
: Running

: Running
: Running
: Running
: Not Running

jcohoe-vewlc-2#

gRPC & gNMI (R—%& R, HHR— Fxd&Rst)

gNMI |Z Google |Z & - TR SM7= gRPC v MU=V EH A L X —T =24 A TT, gNMIIZFR v hT—2 T4 2D
REZA A M=, BE, BLOHIBRL, 72, BHT X ORFEFEITT LA D =ALTT, gNMI %l U THAE
INDHALT VX YANG 2 L TET AL TEET, gRPCIZZ 7V R B —NL@ETIESM L T4 T b
Z Al U IR AE CHRAE AT RE 7R Bl AR &2 2B 5 72012 Google I L » TR SNz UV E— h BV —Y v 23— /L TT,

gRPC /L gNMI Zinik L, 77— LEIFER A AR L TEET 2 FERARZIELE T,

gNMI D& E
gNMI A F =T = A AT HI2E RDa~x Fe A LET,

configure terminal
gnmi-yang

gnmi-yang server
gnmi-yang port 50052
exit

write memeory

gNMI D E1E
eNMI A #—7 = A A% L TIROBER Y R— I TWETS,
gNMI GetRequest
gNMI SetRequest

DA H—T oA ZAOFRICET D EOMOFEML, 2O ) vV —2 ] OETY 7 3T % [Programmability
Configuration Guidel] 2>H5 AFTE £,
gNMI X 7— % R DRESR

eNMI A ' F—7 = A APEHERTRETH 5 2 & s 5121, show gnmi-yang state =~ > AT L £ 7, KEN
enabled T, AT —HX AN up (T2 > TWDHZ L &MRLET,



WLC#show gnmi-yang state
Status

YANG T—4& ETI)L

YANG IZ NETCONF AT —# £5V 7 EFETT, I0SXE 7 /34 AN®D YANG T /VIiE, B&%ZET 55 —Z DO
LHEZHIT DL 0ITERINTOVET, meﬁﬁimm@mf FINFE Lz, HHINTWD YANG 7 /v
LEARAT AT AT D2OOFEZATRHY ET, TETNMEIDICREETT NV EMEET LONT NI SE
ENFET, REETMITR T IIVTICEDREICHEHATE, BMEET VT LA N THEHTEET,

{OPENCONFIG
Configuration and Operation
1 ETF

21 T4 ETIL

TAYVAHORAT 4 7 TV :ﬁkﬁﬁmzomigw%ﬁumﬂﬁf%iﬁ BREE Y = — /LI T B RE
DO EF R E FAL, EHET VIIHEERICET 2 RZITREM EER T — 2 2Rt L E 5,



Cisco-10S-XE-wireless: Modules

—

T TATEHEEETIL

Apf Global dot11 parameters: country, association request limit, blacklisting

Dot11 802.11 configuration: TX Power, 802.11n/802.11ac features, admin state, data rates

Flex Flex configuration: RLAN configuration, VLAN ACL’s
general

Misc WLC configurations: AP join configs, wireless management interfaces, multicast, WSA config

mesh Wireless Mesh configurations: mesh profile, psk, aaa method, threshold values

mstream Multicast configurations: group, url, group name, stream groups, priority

=
a

RFID configurations: timeouts, RSSI expiry, notify thresholds
rrm RRM configuration: intervals, grouping algorithm, static members

site Site configurations: site tag, rlan ports, master AP, join profile, BLE, AP PCAP, AP config profiles



2 T4 TEMEETIL

Session details, eapol, wlan id, delete reasons, association details

Fabric capabilities, lisp agent, tcp and udp failure counts, map registers

NMSP Location

RFID

rrm Radio Resource Management

—T2EFETFIL

VAADIA T 4 TREEBEET NAOMIZ, TAAALTYHR=FENTHAHHO YANG TN OndH Y £

7. NETCONF ¥ L O'RESTCONF @ YANG 7 A 77 VU Z 4 LTZHERERHATIL, ZNHDETLDOTXTHRY XA FEi
%9, SNMPMIB, IETF, X O OpenConfig HDETLRH Y £F, ZNOLDETMIRA T 47 ETI/VER U HE
THEMATEETN, T A TR FTRERERED 5 LORE SN ELITEN b0 7y MRS ET, £
D=, ARERBY VA3 XA T 47 ETAEFHATLHIZ L 2B#OLET,

YangExplorer Y —)L

YangExplorer £ NETCONF A > % —7 = A A X OVRESTCONF A ' ¥ —7 = A AL DRV IZHHEND Y —/LT
F, GitHub TR TE, XMLRPC A m— FZAR L TT /3 ATEET20IEMTE £,

10



(1) Select a Profile

Defiue Operation: _
L=~ . s - T

Python Scripts
YDK

Check Capabilities

https://github.com/CiscoDevNet/vang-explorer

YangExplorer D1 > X k—JL

https://github.com/CiscoDevNet/yang-explorer (Z & % GitHub %1 h TOIRIZESTA VA =L %5ET LEF, Mac &
Linux HHOFEMFIENAFTE ET,

11



###2. Installation ###8#2.1 First time installation #####Prerequisite:

+ MAC, Linux (not supported on Windows)

* python 2.7

* pip package manager (https://pip.pypa.iofen/stablefinstalling/)
If already installed, make sure that pip / setuptools are upto date (commands may vary)
pip install --upgrade pip

Ubuntu: sudo pip install --upgrade setuptools

+ virtualenv (recommended)

Ubuntu: sudo apt-get install python=virtualenv
Fedora: sudo dnf install python-virtualenv
MAC: sudo pip install virtualenv

graphviz (http://www.graphviz.org/Download.php)

Ubuntu: sudo apt-get install graphviz
Fedora: sudo dnf install graphviz
MAC: brew install graphviz

» Browser with latest flash plugin (tested with google chrome)

#####Download and install:

git clone https://github.com/CiscoDevNet/yang-explorer.git
cd yang-explorer
bash setup.sh

Note: sudo may be required if you do not use virtualenv.

YangExplorer Day 0 £% &

YangExplorer 231 A h—/L&F1, FATI 7L, Catalyst 9800 &0V B T2 RNV DD X AT Z5E T T H
N D F9, [Create device profile] I L, = —H4 L /XA T — KIZ Tadmin) % L T [Django administration]
R—=UICBE) L £ 7, [Add Device Profile] *—Y 32— RIS ET, ZOX—T T, 731 AT L EHREZEBMNT
HUENHY T, Ta T ANLEANT L, T A XA T %ER LT, NETCONF IP, RESTCONF IP, =—#4,
BLOANRY—REANLET,

12



YangExplorer - Initial Configuration

Home » Explorer » Device profles » cat9800

Change device profile

Profile: ca9800 i3]
« Select “Create Device Profile” from main Yang Explorer page peris
- Use “admin” for both username and password for the Django administration S —

NetConfPort: | g30

Build Collecti M. Model: - e 2 Optional NetConf Port
uild_| Collections | Manage Models | Django administration
NetCont weicont
ol

Operations | Device Settings
Username:
NetConf
woe (R =5 e - i

| ..... | §|
Host Port RestConf Port:
Log in
Username Password RestConf
Username:

Enter details for the cat9800 device including: '
Profile name, device type, user type, NETCONF IP, Deccripress: [oisdto
username, password, and description el

TSA ABIMENTtk, AA > O YangExplorer V o« > K7 % HH T2 & [Profile] Fu v 77X 7 28 IN L7 & X (2ff
HFTRR72 T A ADRRRSNET,

Build | Collections ‘ Manage Models l

Operations | Device Settings l

| cat9800 5 Create device profile

Profile

Platform [Nelisl=s
Host [ 10.10.10.223 Port | 830

Username | netconf Password | netconf

Ty NT v TINIEFHRTH D Z & 2R T HI2IE, [Capabilities] 8% > Z @I L 9, 8RN L7731 A|Z YangExplorer
DEFES L, TDOTHAA ATHR—FENTND YANG EV 2—/L DU A RBERINET,
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Profile

Platform [Weldjic/g

cat?800 - Create device profile

Host | 101010223 | por 830

Usomame| netconf |"-“‘='\"""d | netconf

O NetConf |

Encoding | Console

—_ — e —
p:/ffcisco.com/ns/yang/Cisco= =XE-wccp7module=Cisco= =XE-wccpiamp; revision=2Z01/=-11-27 4|

ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-access-point-oper?module=Cisco-I0S-XE-wireless-access-point-oper&amp; revision=2018-06-28
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-ap-cfg?module=Cisco-I0C5-XE-wireless-ap-cfg&tamp;revision=2018-05-10
ttp://cisco.com/ns/yvang/Cisco-I0S-XE-wireless-ap-types?module=Cisco-I0S-XE-wireless-ap-types&amp;revision=2018-06-15
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-apf-cfg?module=Cisco-10S-XE-wireless-apf-cfgéamp; revision=2018-08-13
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-client-oper?module=Cisco-I0S-XE-wireless-client-oper&amp;revision=2018-09-0¢
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-client-types?module=Cisco-I05-XE-wireless-client-types&amp;revision=2018-08-08
ttp://cisco.com/ns/yang/Cisco~-I0S-XE-wireless-cts-sxp-cfg?module=Cisco-I0S-XE-wireless-cts-sxp-cfgeamp;revision=2018-04-09
ttp://cisco.com/ns/yang/Cisco-I10S-XE-wireless-cts-sxp-oper?module=Cisco-105-XE-wireless-cts-sxp-opersamp; revision=2018-08-07
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless—-dotll-cfg?module=Cisco-I0S-XE-wireless—-dotll-cfgéamp; revision=2018-06-13
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-enum-types?module=Cisco-I0S-XE-wireless-enum-typesé&amp; revision=2018-05-18
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-events-oper?module=Cisco-I0S-XE-wireless-events-opersamp;revision=2018-06-11
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-fabric-cfg?module=Cisco-I0S-XE-wireless-fabric-cfg&amp; revision=2018-03-08
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-flex-cfg?module=Cisco-I0S-XE-wireless-flex-cfg&amp;revision=2018-06-05
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-fgdn-cfg?module=Cisco-I0S-XE-wireless-fgdn-cfgkamp;revision=2018-01-01
ttp://cisco.com/ns/yang/Cisco=-I0S-XE-wireless=fgdn=-oper?module=Cisco-I08-XE-wireless=-fqgdn-opersamp; revision=2018-05-28
ttp://cisco.com/ns/yang/Cisco-I10S-XE-wireless-general-cfg?module=Cisco-I0S-XE-wireless-general-cfgéamp;revision=2018-08-16
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-hyperlocation-oper?module=Cisce-I0S-XE-wireless-hyperlocation-oper&amp; revision=2018-07-09
ttp://cisco.com/ns/yang/Cisco-I0S-XE-wireless-1lisp-agent-oper?module=Cisco-I05-XE-wireless-lisp-agent-oper&amp;revision=2018-03-22

o2 i o _con/p apo i g_T0S_¥P_wirale i i irelecce_locatd g5 srevici —01_231]

hine) =

4]

—location_ cfoomoady] ol o-_T0C_ Ny

YangExplorer ™ 5@ YANG ETI/ILDA > O— K

YangExplorer N, 7 /3 A6 YANG £V 2 — /L& U ou— RRTC&EET, AL TETMCH TR 74755
FNEZHENET,

1. [Manage Models] % 7 Z %R L £7°,
2. [Device] # 7 #i®IN L £ 7,
3. TREZERLTTNNAM A T 7 7 A VE2FIRLET,

14



I Build l Cullections

Workspace Device

cat?800 - Refresh Create device profile

. Select All Select out-of-sync

Cisco-0S-XE-wireless-flex-cfg 2018-05-05
Cisco-I05-XE-wireless-fqdn-cfg 2018-01-01
Cisco-lOS-XE-wireless-fqdn-oper 2018-05-28
Cisco-l08-XE-wireless-general-cfg 2018-08-16
Cisco-l0S5-XE-wireless-hyperlocation-oper 2018-07-09
Cisco-l05-XE-wireless-lisp-agent-oper 2018-03-22
Cisco-10S-XE-wireless-location-cfg 2018-01-31
Cisco-l05-XE-wireless-location-oper 2018-07-25

BEEEEDBE B =

Cisco-lOS-XE-wireless-mcast-oper 2018-08-15
Cisco-105-XE-wireless-mesh-cfg 2018-05-01

a

4. TATY LA EY a2 VOIRERRT DHITIE, BRER > 7 AT Twireless)] & ATJLET,
5. [Select All] F= v 7RI AEANILTTRTOIA VLA EY2— L ERINLET,
6. [Sync] ZBINL CT A AMDBEY 2a— Va2 FZyru—RKLET,

15



Build l CoIIections] Manage Modaisl

Woskspace‘ Device ‘

cat9800 - Refresh  Create device profile

| Select All . Select out-of-sync

~
54
%]

NNNENNENAAANANAAENNANANRNRNRN

Cisco-lIOS-XE-wireless-access-point-oper 2018-06-28
Cisco-I0S-XE-wireless-ap-cfg 2018-05-10
Cisco-l05-XE-wireless-ap-types 2018-06-15
Cisco-lIOS-XE-wireless-apf-cfg 2018-08-13
Cisco-l0S-XE-wireless-client-oper 2018-09-06
Cisco-10S-XE-wireless-client-types 2018-08-08
Cisco-10S-XE-wireless-cts-sxp-cfg 2018-04-0%
Cisco-I0S-XE-wireless-cts-sxp-oper 2018-08-07
Cisco-l0S-XE-wireless-dot11-cfg 2018-06-13
Cisco-l0S-XE-wireless-enum-types 2018-05-18
Cisco-l0S-XE-wireless-events-oper 2018-06-11
Cisco-l0S-XE-wireless-fabric-cfg 2018-03-08
Cisco-l0S-XE-wireless-flex-cfg 2018-06-05
Cisco-10S-XE-wireless-fqdn-cfg 2018-01-01
Cisco-10S-XE-wireless-fgdn-oper 2018-05-28
Cisco-l0S-XE-wireless-general-cfg 2018-08-16
Cisco-I0S-XE-wireless-hyperlocation-oper 2018-07-09
Cisco-l0S-XE-wireless-lisp-agent-oper 2018-03-22
Cisco-10S-XE-wireless-location-cfg 2018-01-31
Cisco-l0S-XE-wireless-location-oper 2018-07-25

Cisco-l10S-XE-wireless-mcast-oper 2018-08-15

-
.

-

Showing 42 medels

: : 22T

7. Xl u— ROFET#IZ [Subscribe] ##R 3% & YangExplorer @ [Explorer] # 7 CE 7 /LM AIREIZ /2 0 £,

Ansible Automation

Ansible

Y7 b 2ToFaryamrr, RE. BIOEHLBEELT 2 RO THEONLTWA—TF ) —R VT

=27 A — 1+ T3, SSH, NETCONF, BIUOZFDOMEFIERT 2 barzh LTT A AERLTENS &
HIE L E9, AnsiblelI=—2 =2 FLATY, DFED, TV BRAARERAPIROA U F — 7 = A ANRNKETH B LS,
B—=2 s N TNRARATOA VA S=NAREENRHY EFA, FELE BPTHY, VE—F T XA RERLVED T2
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T DT X 2 7 TREMEOKVFB AR LET, BT 20, —MCEMR Y —2 70— %2 57T 2 0icf
OEBEY — L LB SNET, KIC, FARZ Day 0 BIE X 2 7 OFEITIC Ansible 26195 6127 LE T,
Ansible IZ(%, BEMRY Y 2= 3 L EERT HDICEET 5 2 LR R RN ond Y £, BRI
FVa— VI VAR AZ L RTay A7 YT RNBFELET, F AT TEVa—VEea— L, T7varz
FATLET, BEDS 27 RoHAIE, T oA 2HHLTY 22 BB a—LTEET, 7 LA DD LHE
X, FeA Ty BERSNET, KkIC, —HOT LA Ty I Re—L T,

Ansible Taxonomy

Role: a set of Playbooks ()

( Role |
Playbook: repeatable standard config f Playbook )
Play: a set of tasks Play
Task: single action that references a module fasK
Module
Module: reusable, standalone scripts

Ansible M5 : NETCONF-YANG & RESTCONF O E#h1k

RAN 77 A VIR OREE, 7 LT Uy VIR EOT A AFEFOIERNEENTWET, ZOHITiE, SSH
v A EFFRT D L DIT Catalyst 9800 23T CIZEREINTWNT, £ F—T /N RATU—RHEBREINTND Z & HE
ESNET, FARN 77 A40EYAML 7 7 A V& —FICHH L THX A7 BNETESNET, ZOFITHE, SSHE LT
CLIICHH: L TA X — 7/ E— RICBIT L., MLERIOS 2~ R4 34T L Tnetconf-yang # AN L. AAAERZ ¥ v
c7T v LET,

Day 0 2% Ansible KX b 771 JL
Z D hosts.txt 7 7 A VOFNZIE, TS ASOEERLE IEFICHESL T D T2 BREBENEENTWET,

[all:vars]
ansible connection=network cli
ansible network os=ios
ansible user=admin
ansible password=Ciscol23
ansible become=yes
ansible become method=enable
ansible become pass=Ciscol23
[cat9800]
cat9800-1 ansible host=10.10.10.224
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cat hosts.txt

[all:vars]
ansible_connection=network_cli
ansible_network_os=10s
ansible_user=admin
ansible_password=Ci1scolZ3

ansible_become=yes
ansible_become_method=enable
ansible_become_pass=Ciscol23

[cat9800]
cat9800-1 ansible_host=10.10.10.223

NETCONF & RESTCONF =H %19 % Ansible YAMLEZE T 7 1 /L

Z @ enable netconf yang.yaml YAML 7 7 A L OfliL, T/34 A ETNETCONF A ¥ —7 = A A%ZH L, =—%
DEM72 EORIAEDHHRRNF R ET DT DI TE £,

- hosts: cat9800
gather facts: no

tasks:
- los_config:
commands :
- aaa new-model
- aaa authorization exec default local
- aaa authentication login default local
- aaa session-id common
- username netconf privilege 15 password 0 netconf
- netconf-yang
- ip http secure-server
- restconf
save when: modified

18



cat enable_netconf_yang.yaml

- hosts: cat9800
gather_facts: no

tasks:
- ios_config:

commands :
aaa new-model
aaa authorization exec default local
aaa authentication login default local
aaa session-id common
username netconf privilege 15 password @ netconf
netconf-yang
ip http secure-server
restconf

save_when: modified

NETCONF & RESTCONF %7 = #%529 4 Ansible YAMLXRR 7 7 1 )L
Z ® ¢cat9800 verify.yaml YAML 7 7 A /LD TiX, 2 2O ios show =~ > K% 51T L T netconf-yang & restconf 737 %)
ThoZ ezR L, TSN LR RSN THEICFERSNET,

- hosts: cat9800
gather facts: no

tasks:

- ios_command:
commands:
- show run | i netconf-yang
- show run | 1 restconf

register: show
- debug: var=show.stdout lines

cat cat9800_verify.yaml

- hosts: cat9800
gather_facts: no

tasks:

- 1os_command:
commands :
- show run | 1 netconf-yang
- show run | 1 restconf
register: show
- debug: var=show.stdout_lines
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NETCONF & RESTCONF ZE3IC L THERT 52 XU DELT

lansible-playbook | =T~ REMHT L &L, AR CER LIZX AT 2#FIT L, 731 A ETNETCONF-YANG 1 > ¥ —
T A RAEAINITHZENTEET, ZOBITIEL, £ % iEF L T Host Key Checking % false I[Z5%E L, SSH A& A k
F—DRGRES N VWE S IC L ET, ERMBRE CIXT 7 EAINDMOT A ADOEHEMEEAHRT 52 L NEETT
N, ZOTHROFTIHIEHALLTWVWEIICT = v 7 M false ICREIINL TV ET,
aAv R I BIRO A~ K% 51T LT enable_netconf yang.yaml g% i % 3T L £77,
$ ANSIBLE_HOST_KEY_CHECKING=False ansible-playbook -i ./hosts.txt ./enable_netconf_yang.yaml

ANSIBLE_HOST_KEY_CHECKING=False ansible-playbook -i ./hosts.txt ./enable_netconf_yang.yaml

PLAY [Cath@@] 2% ok 2k 3k 2k ok ok ok ok ok 2k ok ok ok 2k ok ok ok ok ok 2k ok ok ok ok ok ok kb ok ok ok ok ok ok ok ok kb ok ok ok ok sk ok ok ok ke ke ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

TASK [ios_config] 2% ke 2k ke ok 3k ok ok ok ok ok sk ok sk ok ke ok ok ke ok ke 2k ke ok ke ok ke ok ke ok ke ke ok ke ok ke ke gk sk ke ok ke ok ke ok ke ok ke ok ke ok ke ok ke ok ke ok ok ok sk ok sk ok ok ok ok sk ok ok ok ok ko

changed: [cat9800-1]

PLAY RECAP e 3 ok ok ok ok ok ok ok sk ok e ok ke ok ok ok ok ke ok ok ok ok ok ok sk ok sk ok ok ok ok ok ok ke ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok sk ok ok sk ok ok ke ke Sk ke ke ke ok ke ke ke ke sk ok ke K ok ok ok ok ok ok ok %k o

cat9800-1 : ok=1 changed=1 unreachable=0 failed=0

av 2 R I nbRO A~y RaEFLT LT cat9800 verify.yaml i E & FIT L E T,
$ ANSIBLE_HOST_KEY_CHECKING=False ansible-playbook -i ./hosts.txt ./cat9800_verify.yaml

ANSIBLE_HOST_KEY_CHECKING=False ansible-playbook -i ./hosts.txt ./cat9800_verify.yaml

PLAY [Catggﬁﬁ] Ekkkkkkkkkkkkkkkkkkkkkkkkkkkkokkkkkkkokokkkkkokk sk hkokokkkkokokskkkokkk sk kokok sk sk kk ok sk %k

TASK
ol * [ C

PLAY RECAP %% sk sk sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok oK oK oK oK oK oK oK K K K KKK KK KR R K K

cat -1 1 ok=2 changed=0 unreachable=0 failed=0
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TULAR

FANYNA D FAFTI VI B TRV T avETAVLT I CREBFHAYTRY
) Jay

NETCONF A ' Z—T = A AL gNMIA ' Z—T = A ADWMGHR, XA VYNIA CRELTIXAYALT U FREDNT
NN TT VAN BT 27 YT a2 AR—KkLET, 10S XE (X NETCONF & A ¥ /LA & HR— bk L, gRPC %
HTAXYNT U MEROBREEYFR— N LET, XA YNV FEF (XA FIv 7| B TAZ VT a0TiEH, 7R
TIANRNNEPTTNL ZA~DE v a VEBGATHSL L Tb, T—4% EF NI TR A4 TTHLERH Y £,

TLARN) T—=HDAN) = 7 2R 5121E, NETCONF v a VA LIZEFICTH2XLERH D 9,

Tyva NSNS AIE, TUA N TRV T g v ETFETCHMBNY TOLERHY £, XA YAT Y
MEE TREFHS] VT A7V 7y arTi, 2—WFICEoTRER Y NT v 7SN ET A AR TZRI )7
VaVvREEMRLTY T A TANIT LA NI ERELET, a7 ¥~OT7 77 47ty va I EHY E
A,

Publication and Subscriptions
Dial-in vs Dial-out

Dial-in Dial-out
Dynamic Configured

@
NETCONF NMI gRPC
B e

1 ETF

Network Infrastructure ] ] ‘
oy — Configuration and Operation diler]es
o

- CIsCO
—T==1=] ]

SNMP

NCCZFERL=FAVILAUNETCONFF A F IV TLARJDY TR T3

~

FAYXNA L TULARNY BT R7 Y S 3 03 https://github.com/CiscoDevNet/necc HAFTE 54— V—AD
NCC Y — /L& L CRBICER TE £4, LAY bk Ulidgitclone =~ F&M A L T GitHub 2 b HICERI T £
T ZOMOEIX, nec-establish-subscription.py 7 —/LV CHRET 5, /N F A3 H S 4172 neclient ¥ — V225 2
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https://github.com/CiscoDevNet/ncc

ETF, ZAUX, [nce GitHub] _X— Y DFRIZHED >, FRIFRO 2 5D a~vy REFETTHIETA U A R—/LTE
£7,

$ git clone https://github.com/CiscoDevNet/ncc
$ sudo pip install --upgrade git+https://github.com/CiscoDevNet/ncclient.git

Foyru—REniehb, Y7227 V7o a AIROa~x 2 REFATT 52 L TR TEET,

$ python ncc-establish-subscription.py --host 10.10.10.223 --port 830 -x
“/wireless-access-point-oper:access-point-oper-data/wireless-interface-data" --period 5000 -u netconf -p netconf

bscription.py port 830 -x "/wireless-access-point-o
y netconf
No handlers could be found for logger "ncclient.operations.subscribe”
Subscription Result : notif-bis:ok
Subscription Id 1 2147483655

—=2>>

(Default Callback)

Event time 1 2018-10-25 21:52:55.450000+00:00
Subscription Id : 2147483655

Type o

Data 3

kdatastore-contents-xml xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<access-point-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless-access-point-oper">
<wireless-interface-data>
<intf-name>GigabitEthernetl</intf-name>
<intf-type>Management</intf-type>
<intf-id>0</intf-id>
<mgmt-ip>10.10.10.223</mgmt-ip>
<net-mask>255.255.255.0</net-mask>
<mgmt-mac>52:54:00:02:35:FA</mgmt-mac>
</wireless-interface-data>
</access-point-oper-data>
k/datastore-contents-xml>

L ofFITIL,  [/wireless-access-point-oper:access-point-oper-data/wireless-interface-data] @ xpath % £f-5
Cisco-10S-XE-wireless-access-point-oper YANG E7 LV EZHH L CTT L A MY 727 V7o a UBRERENTWET,
DAY —r gy MIRT K212, YangExplorer Z i H L CZ D YANG €7 /VH Oii# )7 XPath 7 1 /L& % IRE
LET,

Explorer | location Values i‘nwxanzn' EUC Collactons. | - Manage Madely | Property Value
10S-XE-wireless-access-poirf [&] | operations [ Device setings | Name wireless-interface-data
ccess-point-oper-data Ll NodeType  container
> @ ap-history Brofile Create device profile
Data Type
> wireless-interface-data <get>
Platform
= Access read-only
radio-oper-data
> & qos-client-data Host 10.10.10.223 Port | 830 Bresance e
> capwap-data Key
Username | netconf Password | netconf
> -name-mac-
ap-name-mac-map Mandatory
> & radio-oper-stats =
Default
> atf-wlan-stats
Path Cisco-IOS-XE-wireless-access-
> & atf-client-stats
r St - point-oper/access-point-oper-
atf-mesh-stats letCo C
NetConf RestConf data/wireless-interface-data
>
join-stats L
T e Encoding | Consale | Description  Contains wireless interface
dataNene
>l ethernet-if-stats ms :xm net base ?
> & predownload-data XPath Filter  /wireless-access-point-
> & qos-radio-data isco.com/ns/yang/Cisco-I0S-XE-wireless-access-point-oper operaccess-point-oper-data/
5 wireless-interface-data
qos-bssid-data - oo -
> I qos-global-stats
> oper-config
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FAXILT DR gRPCERTERFAY TR T3y

YTATFGANRELNEII VI ZTTRAANDT VAN BT R7 VT2 a3 VEELTDHDOTIE RS, XA YLT D
NYTRAZY T g TCTFARL AEZRETEET, ZOF—RTOaLrEZou—LE, F—FZIUEL TUHT 5
ZEETTY, TUVA RN T HEZETDHEDICT AL A~ND®y v a VBT DHZ EEn— I EENETA,
TAXNVT TN Y TR YT arDBp gRPC-TCP #fi & /i L7 % —1l Google 7’1 k=L /N> 77 (kv-gp) Tx
yA—T 4 TP R—FLET,

ROBREEFHLTHEAYLT T hgRPCT LA M) T A7) Ty g I TEET, ZORTIEL, 101 V)
ID CHLWYTRAZ VT va v ZERLET, = a—F 1 71E kv-gpb IZERE &4, xpath 7 1 /L2 23 KPI % fEF%
LT, ZOBARRIVAY VAL E—T oA AT —2% VT A7 T 47 LET, xpath 7 1 /L Z L YANG 7 /LNT
EF SN FE T, YangExplorer i L CZ DET /LD IEM: xpath ZIRTEL LT, T34 AL MHT HEETT KL
AL VRF BDERE S, ZEE P, A—bbBXO07 e barbE&EnEd, yang-push A b U — 24131000 & FRIZFE
EEINDTD, 72X 10T LICAENET,

telemetry ietf subscription 101

encoding encode-kvgpb

filter xpath /wireless-access-point-oper:access-point-oper-data/wireless-interface-data

source-address 10.10.10.223

source-vrf Mgmt-vrf

stream yang-push

update-policy periodic 1000
receiver ip address 10.10.10.49 57500 protocol grpc-tcp

NATIAVEFRALIZARY FDZIE
gRPC A ¥ —7 = A A% L THEE SN D F—ER 5k Google 712 k=L /Ny 77 (kv-gpb) T L A MU F—H X,
EVRR ==X RIS L TELS DY — VB LOSEIERRETZETEET, AT T UIET =X DA
IEATELDY—LO—#HDA—7 V—ATHY ., https://github.com/cisco/bigmuddy-network-telemetry-pipeline @ GitHub
TAFTEET, "M T T4 L gRPC Ly — & LTHRET 2 X 9 ICEMEL. Google 7’1 k=L Ny 7 7 AL L
TTF—# kR T —F _X—Z InfluxDBIZEE LET, €206, Grafana ZfEH L T — 2 2 wfb CE £9, ~A
T NIREICREATERTT, SEIERT VAN V—RAEZETE 5715 T4< . Katka, InfluxDB, Prometheus
REODIFIERT —F VAT —F M SITEET, [GitHub] =YD RF¥ o A2 M- TS T T, &ty
F7 7L, REIZLLTT VA NI EZELET, DHZOMO KXo A FE2AFTEET, https:/xrdocs.io/
telemetry/tutorials/2018-06-04-i0s-xr-telemetry-collection-stack-intro/
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https://github.com/cisco/bigmuddy-network-telemetry-pipeline
https://xrdocs.io/telemetry/tutorials/2018-06-04-ios-xr-telemetry-collection-stack-intro/
https://xrdocs.io/telemetry/tutorials/2018-06-04-ios-xr-telemetry-collection-stack-intro/

I0S XE Device

gRPC Dial-Out

Collector @% Pipeline

!

Time Series DB '%IﬂfIUXDB

!

Monitoring @Grdfd nNa

TLARY TR Y T 3 UDHESR
TLARN) ST ATV T a VBREDAT —H ALEHERTHIZODIMEHATE 20 2D show 2~ KBSV £,

show telemetry ietf subscription all
show telemetry ietf subscription <ID> receiver
show telemetry ietf subscription all <ID> detail

Rz EnopzZRLET,
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WLC#show telemetry ietf subscription 2147483654 detail
Telemetry subscription detail:

Subscription ID: 2147483654
Type: Dynamic
State: Valid
Stream: yang-push
Filter:
Filter type: xpath
XPath: /wireless-access-point-oper:access-point-oper-data/wirele
Update policy:
Update Trigger: periodic
Period: 1000
Encoding: encode-xml
Source VRF:
WLC#show telemetry ietf subscription all Source Address:

Telemetry subscription brief Notes:

Receivers:

Filter type
ype Address i Protocol Protocol Prof

2147483653 Dynamic  Valid : 500 g i S

FEDH

ZOHA RNOFEHERICE Y, FRITI2 707730 I A v A —T =2 A A2 HNNC L CRETDHIENTEE
T, BREFLAT VAR YT R7 VT arvBIOFAFTI VI TLARNI BT RV P a i, =7 V—2A
V=V EEH L TN TE £9, YangExplorer > — /LAl L C WLAN & 7' 77 A TR, R, HIFRT 51213,
XML A v — ROFZMHTX £7, Ansible i & DFI 2 4UX, Catalyst 9800 7 /34 XA ETF'a 77 I v 7 %bi
AVE—T a2 AA ALANTHIENTEET,

E&E!)V—R

Cisco I0S-XE Programmability Book https://www.cisco.com/c/dam/en/us/products/collateral/enterprise-networks/
nb-06-i0s-xe-prog-ebook-cte-en.pdf


https://www.cisco.com/c/dam/en/us/products/collateral/enterprise-networks/nb-06-ios-xe-prog-ebook-cte-en.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/enterprise-networks/nb-06-ios-xe-prog-ebook-cte-en.pdf

Cisco 10S XE
Programmability
Automating Device
Lifecycle Management

Intent Context

Z,
=

Cisco 10S XE

l|||l|I||
CIsco

Programmability Configuration Guide

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/169/b_169 programmability cg.html
ZHRST

* YangExplorer : https://github.com/CiscoDevNet/yang-explorer

* pYang : https://github.com/mbj4668/pyang

* DevNet D /XA 7°7 A > . https://developer.cisco.com/codeexchange/github/repo/cisco/bigmuddy-network-telemetry-pipeline/
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/169/b_169_programmability_cg.html
https://github.com/CiscoDevNet/yang-explorer
https://github.com/mbj4668/pyang
https://developer.cisco.com/codeexchange/github/repo/cisco/bigmuddy-network-telemetry-pipeline/

* GitHub ™/ A 75 A > : https:/github.com/cisco/bigmuddy-network-telemetry-pipeline
* XRD/NA T T A2 D RK¥F= A2k https:/xrdocs.io/telemetry/tutorials/2018-06-04-i0s-xr-telemetry-collection-stack-intro/

* NCC : https://github.com/CiscoDevNet/ncc

CERNHLEE

* Cisco DevNet: https://developer.cisco.com/

e VAT 21X 2 =7 A : https://community.cisco.com/
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https://github.com/CiscoDevNet/ncc
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