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WPA3 D&

WPA3 (Z. Wi-Fi Alliance IZ & > TR & 7= Wi-Fi Protected Access 2Z#DRHE 3R TH D, MURIDEETH
5 WPA2 EEEHDODET, WPAEE(F, T4/ VLAEFa VT2 BENTRZIE2BHELT, Y20
Stephen Orr AZER %755 % Wi-Fi Alliance EF¥ a2V T HEMY R T I —TIC& > TERR S E L. WPA3
Tld. BEBENAGELIEIELD, BE BAA BLUA—TY X2 UT4 XY NIV ICHBELNEISS
n. WPABFIEDITRTDOIY RRA Y M TEDREBFEIA 7O AN AREICHED £ U7, WPA3 Enterprise D
HHTIE, REINBEIL—A (PMF) 29 XRTOEHRTHERAT S L EZNAICT ST & T, WPA2 Enterprise
ICE > TRESh ZBELBREBZIRLUET., COtFa VT 8EICKD. Y —EXHE (DoS) . NZ—HRv
N BELGEDBRBENSHREINET,

V2. SERBERT. FICHTHECSREE TO WPA3 OIFEANAETZEFEALTVET, 1 VY —XY
MCEHRINET/INA ZOEIE 4 FLURIC 416 BRICETZLETFRHINTED, EXaUT 1 DELEFYURONE
BEELB->TWET, 2LT. WPA AZDEZELDET,

1. Wi-FitX 2 UT (1 BEDYA ATV

Wi-Fi Protected Wi-Fi Protected

Access (WPA) Access lIl (WPA3)

802.11 Ratification
Wired Equivalent
Privacy (WEP)

Wi-Fi Protected
Access Il (WPA?2)

HYiR—bkEh 3 WPA3 E—K

o WPA3-Enterprise (802.1X tF¥aVTF4 Xy hT7—2M[IF) . COE—RTIE. BIASLVCF—FE
(AKM) & U T IEEE 802.1X & SHA-256 #FH L% 9.

o WPA3-Personal, /\—Y FJ)L ¥ 2UF 4 v ;T—%2(C Simultaneous Authentication of Equals (SAE)
AXZEFERALZXT,

e WPA3RITE—R (AABLUTERD WPA2 + WPA3 EF 12U T4 RX—X WLAN) . (17.12.1 D&,
NiEF120OSSID &1207O07 74V TERATE, 6 GHz BigEYR—MLULET, )

« A—TY Xxa1VUFT 4 Xy bT—2[HEIFD Opportunistic Wireless Encryption (OWE) ,
O— K<y 7 ED WPA3 #8E

e FlexConnect £— K @ WPA3-Enterprise SuiteB192-1X

o WPA3-Enterprise SuiteB192-1X Fast Transition
WBRY I M0 7 I\—=Y3Yy

1. JNR7—REFRSERIC SAE Hash-to-Element AR Z{#H9 % WPA3-Personal Dig&. V7 b0 7
N=3v17.71 YUEEZERTZ2LENHDET,

2. WPAB3-Enterprise & & U* WPA3-Personal B{TEMDIZE. Y7 b7z 7/IN\—3 > 17.7.1 UE%6E
HI2UBENHDET,
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3. AKM & LT SAE & Fast Transition (FT) Z{#EFHY % WPA3-Personal Di5&. V7 7 x7/\—
3V 179 U= ERIZVENHD T,

4. FlexConnect E— K ® WPA3-Enterprise 802.1X-256 Dig&., #HBY I MU 7/N\—I3avid 17.12.3
T9.
Y Z2ATINA ADEi

Cisco® Catalyst° 9800 &V —X 74 VL XAy bO—5D WPA3 HR—kI kU VS R

9800-L-F 9800-L-C 9800-L 9800-40 9800-80

S, RDON—=T 3B ®Jih, RON—=I 3y @@h, RON—=Iay  ®he, RON—=I3ay  [he. RON—I3yv
[ : BARE : BARE - BARE - BARE :

16.12.1s 16.12.1s 16.12.1s 16.12.1s 16.12.1s

Catalyst 9100 7 7 £ RRA Y h®D WPA3 HR— kI hU Yo R

9105AX 9115AX 9117AX 9120AX 9130AX 9124AXE 9136AX 9166/9164/9162

X XS

*SuiteB192-1X [FHR—rShTLWEEA

CDEBANA ROBRIE, SXIFEHR WPA3 E—RDOFFEMZHAL. GUI XEFAVNYRIA VY A1V —T 4R
(CLI) #{#EFL T Cisco Catalyst 9800 ¥V —X OY hrO—5TWPA3 E— K2R EITHFIEZIEHBTB LT
a_o

WPA3-Enterprise

WPA3-Enterprise (&. WPA2-Enterprise DERRD EICEBEINTEHED. RADIUS H—N—[CLB1—HF—FFFED
HIC, REINEBEEBTIL—A% 802.1X 2FHULIEIARTO WPASIEETHEAT 2L VWS EMOEHAH D ET,
T7AINTIE. WPA3 (& 128 Ev FES{LZFERLE I A, A7 32T GMCP-256 %R U i ERTRER
SuiteB-192 Ev MNESHEDESILLEAZINTVET, ChiCkD. BET—H2XET2H5DZRY NT—
I DREHNBILSINET, WPA3-Enterprise [, RYRNT—0 X2 VT AHARIEETHDLE. SFEE, K
FHE. LU0ZDOTHEEI Y —TEFHlich. FAI’BCHERINET, DL S5BHMEEIY—T—
BRICERAIhTWEY,
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X 2. WPA3-Enterprise TV RIRA Vb ERYRNT—I NV RV 40 70X

//fo 0\\\ RADIUS Server

WPA3-Enterprise process

Probe request to AP
Probe response to client with
802.11 Authentication request from client to AP
802.11 Authentication request from AP to client
Association request from client to AP
Association request from AP to client
EAP process (EAP-TLS) Access Request
= = — Exchange of
Success message send to the Client if authentication is complete Access-Accept i credentials with
i RADIUS server
3 4-way Handshake :

>
< 14

WPA3-Enterprise GUI DF}E
RDOFEIEBTIE. WPA3-Enterprise 21U 57« ZFHALK WLAN Z2ER LT,

5. [Configuration] > [Tags and Profiles] > [WLANs] Zi#&RL £ 9,
6. [Add]Z=2VUvoILEY,

7. [General] ¥ 7 ® [Profile Name] I, b DPFTWEBFEASILEFT, [SSID] & [WLAN ID] OFAH
BEMICATSINET,

8. [Status] & [Broadcast SSID] @ h 7 ILARZ vEEMICLT, CO7O7 74 ILICEERITShi- AP A
CDREFH WLAN D7 O—RFr A MEHIBRTDLSICLET,
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X 3. ER/IZ20Y bORTE

Add WLAN x

General Security Advanced
Profile Name* WPA3-Enterprise Radio Policy @
SSID* WPA3-Enterprise Show slot configuration
6 GHz
AN O Status

© WPA2 Disabled
Status enasleD [ © WPA3 Enabled
@ Dot11ax Enabled

II |

Broadcast SSID enasLeD ()
5 GHz
2.4 GHz

802.11b/g | 802.11b/g v |
Policy

9. [Security] # 7 >[Layer2] % 7%&%2Jw4 L3, [Layer 2 Security Mode] KOy 75U XM
5. [WPA3] ZZEIRL X T,

10. [PMF] A* [Required] ICERES N TWR L& ERBLET.
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= 4. WLAN OEF1 VT4 RE

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3

MAC Filtering (@]

Lobby Admin Access 0

WPA Parameters
WPA O WPA2 O
Policy Policy
GTK O WPA3
Randomize Policy
Transition O
Disable

WPA2/WPA3 Encryption

AES(CCMP128) cemp2se O

GCMP128 O aomp2ss O
Protected Management Frame

PMF Requred v |

Association Comeback Timer* 1 ‘

SA Query Time* 200 ‘

® WPA3

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt

SAE 0
OWE (@]
802.1%-
SHA256

a

O None

‘ Adaptive Enabledy
O

‘20

FT + SAE 0O
FT+802.1x O

Eﬂ Apply to Device

11. [WPA3 Policyl. [AES]. & & U [802.1X-SHA256] F v IRy I RA&AVICL. BIRSNhTWSMD

INSA—5 DEREINTHRIFLET.

12. [Security] # 7%V v o2 U, [AAA]l % 7% ") v %2 LT [Authentication List] KOy 7% o> 1) X K
SERIREFHD RADIUS H—/N—3BFFY A R ERBIRLE T,

© 2024 Cisco and/or its affiliates. All rights reserved.
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& 5. WLAN @ AAA F7E
‘ General Security Advanced

Layer2 Layer3 AAA

| Authentication List dot1x v

Local EAP Authentication D

=

13. [Apply to Device] #%2 U v LT, WLAN B 7O X2 RELTHRTLET,

WPA3-Enterprise @ CLI &7
RDFETIE. WPA3-Enterprise 2174 Z{EHEL7- WLAN Z{ER L X9,

= 3. WPA3-Enterprise @ CLI 7%
e S,
ATv71 configure terminal J0=/))L AV T74Fal—r3y TR
ZRIBLEY,
2FvT 2 wlan wlan-name wlan-id SSID- WLAN Y7 4Fal—Y3>y $7E—NR
name ZHIBLET,
Bl
Device (config)# wlan WPA3-
Enterprise 8 WPA3-Enterprise
2FvT3 no security wpa akm dotlx X1 UT4FREEF—BE (AKM)

802.1X-SHA1 #EMICLE T,
257w T 4 no security wpa wpa2 WPA2 X2 VUFT 4 &#EWICLET,

2FwvT75 security wpa akm dotlx-sha256 X1 UTFARAEFT—FE (AKM)
802.1X-SHA2 ZBMICLE T,

2A5FvT6 security wpa wpa3 WPA3 DY R—hZ2BMICLET,
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25y T 7 security dotlx 802.1IXEFaUTADEFa)T4R5E
authentication-list list-name JANERELEY,
#l :
Device (config-wlan)# security
dotlx authentication-1list
dotlx
Z2FvT8 no shutdown WLAN Z A4 2—7ILICLE T,
2FwT9 end %54 EXEC E—RICRED EF T,

WPA3-Enterprise 192 v RD GUIERE (A 7Y 3 V)
SuiteB192-1X BBt EZ Y R—FTBITVYRKRA YV MNCDODWVWTIE, BRT 20547V NMEREREY N Y I 2D
O avESBIZH. TINAADRYYT—ICERWELEL S,

KROFEIETIE. 192 EY b WPA3-Enterprise X257« ZEALT WLAN 2R LET,

1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,

2. [Add]Zz2 Vv I LET,

3. [General] # 7 @ [Profile Name] (. oD P T WEHBIFEASILET. [SSID] & [WLAN ID] OFAH

BERIICAISNET,

4. [Status] & [Broadcast SSID] D M JILARY v ZBMICLT. CO7O7 74 ILICEER TS iz AP B

CDREFH WLAN DT O— R £+ A ZMIETHLIICLET.
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X 6. ER/IZ20Y bORTE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Enterprise-192B ‘ Radio Policy @
SSID* ‘ WPA3-Enterprise-192B ‘ Show slot configuration
6 GHz
WLAN ID* ‘ 8 ‘ Status

© WPA2 Disabled
Status © WPA3 Enabled

@ Dot11ax Enabled
Broadcast SSID

5 GHz
Status enaLeD ([l

2.4 GHz

Status enastep ([l

802.11b/g | 802.11b/g v
Policy —_—

=l Apply to Device

5. [Security] > [Layer 2] # 7%= %2 U v UE 9, [Layer 2 Security Mode] KOy 75 o)X MM 5,
[WPA3] Zz#IRULE T,

6. [PMF] A* [Required] ICERESN TV L ERERELE T,
7. Fast Transition ZHEHICL X I,

8. [WPA3 Policy]. [GCMP256]. && U [SUITEB192-1X] Fx v IRy I X&AVICLT, BRIhTL
BthDINT A =5 DERE T X THRLE T,
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& 7. WLAN OEF1 V71, BEL., HLV AKM DRE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None

MAC Filtering 0

Lobby Admin Access 0

WPA Parameters Fast Transition
WPA O WPA2 O Status | Disabled v
Policy Policy -
GTK O WPA3 Over the DS @]
Randomize Policy
Transition @] Reassociation Timeout * ‘ 20 ‘
Disable —

WPA2/WPA3 Encryption
Aes(cempizg) O cempass O
GCMP128 0 GCMP256

Auth Key Mgmt
SUITEB192-
X

Protected Management Frame

PMF ‘ Required v ‘
Association Comeback Timer* ‘ 1 ‘
SA Query Time* ‘ 200 ‘

v

9. [Security] 772Uy 2o L. [AAA] 7 7% %Y v LT [Authentication List] ROy 757> U X kH
SERIEREFHD RADIUS H—/\—3Bi Y A M & RBIRLE T,
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X 8. X2V F1 AAAARYXNORE

Add WLAN ®

General Security Advanced

Layer2 Layer3 AAA

Authentication List ‘ dot1x v

Local EAP Authentication 0

Apply to Device

10. [Apply to Device] 24 Vv 2 LT. WLAN ks 7Ot XA 2{REL THRTLET,
5 : SuiteB192-1X [&. C9120/C9105/C9115 AP £ &L U FlexConnect E— R TldHR—hrEhE A,

WPA3-Enterprise 192 Ev h®D CLIFRE (A 7Y av)

KROFIETIE. 192 EY b WPA3-Enterprise £+ 1Y 574 Z{#EHAL T WLAN 2R L X9,

* 4. WPA3-Enterprise 192 £y MEEE{LDCLI &5

2TFvT1 configure terminal
2ATFv T2 wlan <wlan-name> wlan-id <SSID-name>
e

Device (config)# wlan WPA3-Enterprise-
192B 8 WPA3-Enterprise-192B

2FvT3 no security ft adaptive

2ATFvw T4 no security wpa wpa2

27w TS5 no security wpa wpa2 ciphers aes
ATFYvT6 security wpa wpa2 ciphers gcmp256

© 2024 Cisco and/or its affiliates. All rights reserved.

70—/LAvT74Fal—yay E—F%
BtRL 7,

WLAN O 74Fal—Yay B7E—K%
ML X9,

Fast Transition Adaptive H7/R— k ZEfIC L
ia-o

WPA2 X aUT 4 Z2EWNICLET,
WPA2/CCMP128 HiR— b &#EMICLE T,

GCMP256 #/R—hkZBMICLET.
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ATy T7 no security wpa akm dotlx ¥+ 1Y 74 AKM 802.1X-SHA1 HHR— k%
mHICLET,
257w 78 security wpa wpa3 WPA3 O R—hZBMICLET,
ATYv7T9 security dotlx authentication-list list- 802.1IXEFaVUF4DEFa1 YT ARV R
name hERELEY,
Bl

Device (config-wlan)# security dotlx
authentication-1list dotlx

257w 710 no shutdown WLAN Z 14 2—7ILICLE T,
ATv7 1N end i€ EXEC E—RICRD £,

WPA3-Enterprise B{TE— K

WPA3-Enterprise #{TE— K (WPA3+WPA2-Enterprise ;BEEEE— RIREELE LM IEND) (. —BDI 17V b
NWPA2 EFTUMNYR—MTET., —BDY T4 7Y hH WPA3 £ THR—NTEBIFHICERINEI, WPA3
5t 54 7> k& WPA3-Enterprise @ 802.1X-SHA256 AKM Z{ERA L. WPA2 57 54 7> k& WPA2-
Enterprise @ 802.1X SHA1T E7z|d 802.1X-SHA256 ZfEATEX I, CDE—KRIE. 2.4 GHz & 5GHz DEA D
wIRICERAINE T,

bz CDE—RIF, DEBERISEICOMEALTLIEEN, FREOEF1Y T4 %2185ICIE. WPA3 Do %
EAL. WPA3 & WPA2 WRELE—REZFERALLGWT ENHEINE T,
WPA3-Enterprise #{TE— KD GUI §&7E
RDOFETIE. WPA3+WPA2-Enterprise ;BEEE— KL ARILDEF 21U FT 4 %{HZT WLAN ZERRLET,
1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add] =27 VUv o LEY,

3. [General] # 7® [Profile Name] IC. A DPFTWHERIFEANLET. [SSID] & [WLAN ID] A EFRY
[CAHNENhZET,

4. [Status] & [Broadcast SSID] D k ZILIRY v EBMICL T, COTO7 7 A ILICEER T Shic AP A
CDREEFEHS WLAN OT7O—RFv A M EFAT DL SICLET,

5. [6-GHz] EFR) Y —FHR—bIhTWRW ., BHICLET,
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X 9. ERIZAOY bRY —DOFTE

Add WLAN x

General Security Advanced
Profile Name* WPA3+WPA2-Enterprise‘ Radio Policy @
SSID* WPA3+WPA2-Enterprise‘ Show slot configuration
6 GHz
WLAN ID* 8 ‘ Status @ oisasLed

Status enasLeD ([}
Broadcast SSID

2.4 GHz

Status enapLeD ([l

802.11b/g 802.11b/g v ‘
Policy S

6. [Security] > [Layer2] ¥ 7% v %o UE 9, [Layer 2 Security Mode] ROy 75 o)X MM 5,
[WPA3] Z#EIRL X T,

7. [PMF] A' [Optional] ICERESNTWS EZ2ERELET,
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5 10. t*alF1. BB, BLV AKM DRE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 ® WPA2 + WPA3 O WPA3 QO Static WEP O None
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
weaPalicy O WPA2 Policy Status Adaptive Ena... v
GTK O WPA3 Policy
Randomize Over the DS D
Transition D
Disable -
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) & CCMP256 (m] Auth Key Mgmt
GCMP128 GCMP256
o o 802.1X PSK O
CCKM A @] SAE O
Protected Management Frame
FT + SAE 0O
—_— s . FT+8021x O FT + PSK ]
—— 802.1%- psk-sHaz2ss O
) ) SHA256
Association Comeback Timer* 1
SA Query Time* 200 MPSK Configuration
Enable MPSK D

-

| D Cancel J ] Apply to Device

8. [WPA Parameters] £ T RFICAZA—)LULZX 9, [WPA2 Policy]. [WPA3 Policy]. & & U [Encryption]
DAES]| Fxzv IRy I RXZE=AVICU, [802.1X] & [802.1X-SHA256] Fx v IRy I R&EAVICULE
9,

9. [Apply to Device] 227U v LT, WLAN EB 70X & FELTHRTLET,
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WPA3-Enterprise {TE€— K ® CLI B&E
KRDFIETIE. WPA3+WPA2-Enterprise SREEE— R LARILDEF 21V T4 &2 WLAN Z{EBR LT,

& 5. WPA3-Enterprise #{TE— R ® CLI {E
AFvT1 configure terminal JO0—-NJ)L Av74Fal—vay E—R%EH
BLEI,
25y T2 wlan wlan-name wlan-id SSID- WLAN AV 74 FalLl—vay Y T7E—K%H
name MUK,
&l
Device (config)# wlan
WPA3+WPA2-Enterprise 8
WPA3+WPA2-Enterprise
25w T3 security wpa wpa3 WPA3 ZzH#ICLET,
257w T 4 Security wpa wpa2 WPA2 ZBRICLE T,
2Fv7T5 security wpa akm dotlx- 802.1X SHA2 AKM ZHZICLE T,
sha256
2AFvT6 radio policy dotll 24ghz 2.4 GHz B =AMICLE T,
ATV TS7 radio policy dotll 5ghz 5GHz WisZzF/#MICLET,
27w T8 no shutdown
ATv79 end

F:2otFaVTF 4 DEAEDEE. FTHRE—RTHFEATEET,

WPA3-Enterprise Transition Disable €— K

XYNT—=OFTITL—KRDBRE : WPA2 TINA A Wi-Fi Xy N T—JICREFELTWSH, WPA2 7
N1 A& WPA3 TN AOMAHLHRETEZEBHE—RHFEETLE., Ihid. Wi-Fi Xy hT7—2H WPA2 X—
ADXY RT—=IHh5 WPAB R—ZDRY M T—VICHELICBITTDDICHERICHEILEE T, Wi-Fi Alliance (3.
IN=YFINRYRNT—=VETVI—TZA4X XYy NT—=IDOlAIC WPAZ BITE—RZEALE UL, SSID TH
TE—RZBWICTSDE. WPA2 ZHR—KNTB7T/N1 RE WPA3 2 R— NI 27 \1 A =EFICEETE 51
. WPA2 "5 WPA3 ADTF/N\A ALY AT ADERFEMBIEITADENHINE T,

Transition Disable : B{TE— R ZFRAIT 2L LEEOLSICRYNT—OT7 YT I L—RHBBRICBDFITH. 7
VL —RKEBZZ(TTLS WPA3STA (RT7—Y3YV) OtFxalr4 LOBREBEHNHDET, WEEIE. WPA3
STA Zz@&HIRNICY VI L—RUT. WPA2 BLURERDEF 2V T4 es5EDH 270 /O —%FHIES
ENTEZEYT, CORBEERBI B/-5HIC. Wi-Fi 754 7 XlE ITransition Disable] I§RZEALE LK. Ch
ZFEALT. APEXRY R T—IDARL—%—(F, WPABSTA ZEHLTRY NT—U2RLICTYvTIL—K
L. BITE—RTEESNERHEXT2T7H87INLITVXLEYR—MTBLIICTEEI, Transition Disable IR
&, STA LDZURY N T—VDBITE—RZEWNITZLHDIC (FPYIVI—avhDaozA \YRI (Y
T) AN, YOV L —RKRBICHT ZFREZIRHELUET, STAIZ, COBRERET R L. REDERKICH
LTHEEDBITE—RZEMICL. PMFOXIVI—YavRBLOTZYIVI—Ya3vaERLET,
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STAZREICED, Xy M7= 707 71 ILTHEDBITE—R (BLUOtOL AV —EF2VF747ITVUX
L) DEYICRKRZIGENHDET,

fc& ZIE, WPA3-Personal STA . Ry bT7—2 707 74J)LT. BRiFEF— (PSK) ZILTUXALAZBMICT
% WPA3-Personal B{TE—RZF 7 AL N TEMICTZHEELNHD XTI, LHL. XY RNT—IHBITE—KRTE
EINcRHEF1T7RTZILIVXALE (B2IC) YR—MULTWBEHESA, STA T Transition Disable ¥ §RZ=ERAL
T, ZDRXYNT—UDBITE—REEMICL. YOV I L—RKEBHISRETEET,
CHICEDIRTDIZA TV MFINA R, BITE—R®D WLAN [CBINT % & E(C WPA3 OIHICHEITT B7-8D.
X2 VUFTAHTIEENTWSE—AT. XY MNT—=IHEROYBHLRIBIITEHRINTWSEE., &, —8F
A WPA2 [CERES N, ZODfthh WPA3/WPA2 BITE—RICBESNTWVWBIES., BITLIEIZ4 7Y D WPA2
DHEFERT DIEFICHEIT D EEHEICKRRT DI EICRDET,

Zhix, EU SSID AERZ IV MO—F/AP &y b7y THAHIN—L, F]/EH 100% — LB VW—2BDOKFIEX v
RD—OTEZLNEVFTVATY, RLFPEHNKEZLHE, HFEFPTREU SSID £2HEFI % Edu Roam T,
ChERET DL, BRZXYNT—07ONA 5 —EEBE#NT 2754 7Y MIEXBHELNFHET ZAREMEHL H
31z, IRTOXY N T—VDIGATCRALEF 2V T A RENBYICRESN TS I EZERETEDIZRICD
. BEICFERALTLESL,

COFERFIBEIHEREINTEA, BFICHEBERIZGEICOFEMNICTZIZVNENHDET,

BTot% 3 TlE. WLAN T Transition Disable ZE5%IcT 2 AEICDWTEBAL X9,

WPA3-Enterprise Transition Disable E— K ® GUI §%5€
RDFIETIE. Transition Disable #&%IC LT WPA3-Enterprise £¥ 11 5 1 %#{§x 7« WLAN Z{EF L9

1. [Configuration] > [Tags and Profiles] > [WLANs] Z:&RU 7,
2. [Add]Z2 Uy LET,

3. [General] # 7 ® [Profile Name] IZ. oD PFLEHBIFZEASILZET, [SSID] & [WLAN ID] AAEEIRY
ICABhEhET,

4. [Status] & [Broadcast SSID] @ b 7 ILARY Y ZBIICL T, COTO7 741 ILICBEEN T Shic AP A
CDRFEFH WLAN OT7O—RFv 2 M 2RI 2L 5ICLET,
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& 11. EERY O —DORTE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Enterprise-TMD ‘ Radio Policy ®
SSID* ‘ WPA3-Enterprise-TMD ‘ Show slot configuration
6 GHz
WLAN ID* ‘ 1 ‘ Status @ oisasLeD

Broadcast SSID

2.4 GHz
Status enasteD ([l

802.11b/g | 802.11b/g v |
Policy R

5. [6 GHz] RY I—[FHR—bIhTWWRW=H, EMICLET,
6. [Security] #7%&2 Vv o LT, [WPA2 + WPA3| AT avaBMICLET,

7. [WPA Parameters] £ TTICXo7O—J)LUZET., [WPA2 Policy] & [WPA3 Policy], [AES]. AKM & U
T [802.1X] & [802.1X-SHA256] F v IRy I R&EAVICLET,

8. [PMF] A' [Optional] ICERESN TSI L ZHERELET,
9. [WPA Parameters] T [Transition Disable] Z&®ICL X9,
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X 12. EXa1UFq. BEEL BLUAKM DRTE

Add WLAN x

General Security Advanced -

Layer2 Layer3 AAA

O WPA + WPA2 ® WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering D

Lobby Admin Access O

WPA Parameters Fast Transition
weapolicy O WPA2 Policy Status | Adaptive Ena...
gTK O WPA3 Policy 0
and -]
andomize Transition Over the DS
Disable
Reassociation Timeout * ‘ 20

WPA2/WPA3 Encryption

AES(CCMP1 28) CCMP256 8 Auth Key Mgmt
GCMP128 GCMP256
802.1X PSK O
CCKM A (@] SAE a
Protected Management Frame
FT + SAE 0O
- T — Fr+8021x O FT + PSK @]
802.1%- psk-sHa2ss O
SHA256
Association Comeback Timer* 1
A p—— C MPSK Configuration
Enable MPSK O

| ‘D Cancel [Z] Apply to Device

WPA3-Enterprise Transition Disable E— K ® CLI §%7E
< 6. WPAS3-Enterprise Transition Disable E— K ® CLI §%7E
I
2FvT1 configure terminal JO0—/)L AvT74Fal—r3ay E—RZHEKAL
ESC I
2FvT 2 wlan wlan-name wlan-id WLAN Ov 74 Fal—v3ay Y T7E—RZHKBL
SSID-name x93,
&l :
Device (config)# wlan WPA3-
Enterprise-TMD 1 WPA3-
Enterprise-TMD
Z2FvT 3 security wpa wpa3 WPA3 ZBMICLE T,
ATFv7T 4 security wpa wpa2 WPA2 EFX 2T 2BMICLET, PMF FA T3y
ICIE>TWET,
25w T5 security wpa wpa2 ciphers Advanced Encryption Standard (AES) /CCMP128 &5
aes EEMCLET,
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ATFv76 security wpa akm dotlx- AKM 802.1x-SHA256 ZHBMICL Y.
sha256

Z2FvT7 transition-disable Transition Disable ZEICL £ T,

AFvT8 radio policy dotll 5ghz 5GHz H#RZzB/MICLE T,

2FwT9 radio policy dotll 24ghz 24 GHz & Z=EFMICLE T,

25w 710 no shutdown WLAN Z A4 X—7ILICLE T,

257y 7 11 end Y5 EXEC E—RICED XY,

o CotEFa VT DEBEDER}. FTHISE—RTHERATEET,

WPA2+WPA3-Enterprise B{TE— K (6 GHz)

6 GHz R TlE. WPA2 EF1UF 4 (WPA2 D& & WPA2+WPA3 WLAN OEAICER) NRESh TS5
A. 6 GHz HIETO WLAN D7 O0—RF£v A MFFFAIShERA. LA >T. ZOXENS. WLAN A WPA2
TRESINTWSREHEEIE 6 GHz E\RZ T R—MLEBVLWEWVWSEEICRD XTI,

ZhniE, LAY—9Z547 Y HEL SSID D 5GHz TAZ 3> ® PMF & &4(C 802.1X-SHAT #HR— K93
NWEHRHZIBEEDI—RT—ATHIREEHSLEITH. —AT6GHz V514 7> M PMF %ZET 802.1X-
SHA256 AKM ZHHR—kULET,

ChSDERAEYR—NITBEHIT, 17.12.1 EDFIO SWN—I 3V TlE. LAV—E¢EBHD6GHZ V5147V
NOWmAZYR—NTBHIC. B2 7O774)IL%EFDREL WLAN T WPA2 + WPA3 BITE—RZFEHAT 3
ENEERINTVWELE, CORETOBREIIO—IVITY, CORETCOFHEOO—I VI I R—bZhTE
59, ChiFgEIC7Z)IO—-IvTThHbh, HEZhITHA.

17.12.1 DBE. 6 GHz FigD#i#7: WPA3 DBITE—RAYR—bhShTWET, Chickh., 1—H—(3F 6 GHz
DE L WLAN T WPA2 + WPA3 Z#BMICTEEXY, CODE—RTIE. LAY—D 6 GHz T/\1 R EEHD 6 GHz
TINA RCHTIET 272D 2 DDERBZTO7 7M1 IV EERT 2EHNBLEDET, CDE—RTIL.
WPA2+WPA3 #Z1TE— K& 2.4 GHz/5 GHz TFEHTZE. WLAN ([Z WPA2 & WPA3 Ol A DREHL H ZIHE.
WPA3 BEDREDHN 6 GHz BiFIC T vV 13nET,

WPA2+WPA3-Enterprise B{TE—K (6 GHz) : GUI §&E

KROF|ETIE. WPA2+WPA3-Enterprise #{TE— K (6 GHz) @ WLAN Z{ER{LE 9,
1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add]Zz2 Vv O ULET,

3. [General] # 7 @ [Profile Name] (. oD P T WEHBIFEASILET., [SSID] & [WLAN ID] OFAH
BEMWICAHEINET,

4. [Status] & [Broadcast SSID] D R ZILARZ v EBMICLT., 2O7O7 74 ILICEER T SNhiz AP A
DFREZFH» WLAN D7 O—RF v AN ZBIBTSEIOICLET.
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X 13. ER/IZ20Y bORTE

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

General Security Advanced Add To Paolicy Tags

Profile Name* ‘ WPA2+WPA3-Transiﬁnnr{ Radio Policy ®

SsID* | WPA2+WPA3-Transitionl4 Show slot configuration
6 GHz

wao [ R

@ WPA3 Enabled

Status enasten [ & Dot11ax Enabled
Broadcast SSID ENABLED - 5 GHz
enasLep [

Status

2.4 GHz

802.11bfg | 80211b/g  + |
Policy _

= Update & Apply to Device

5. [Security] > [Layer 2] # 7% Vv o UL£Y, [Layer 2 Security Mode] ROy 75TV URXRMHS,
[WPA3] ZZIRL X 7.,

6. [PMF] A' [Optional] ICERESN TS LZERLET,
FPMF AT 3> TIH, WPABERETIE. 6 GHz HITHAEERLBINET,

7. [WPA Parameters] £ T RICX2O—)LUZE Y., [WPA2 Policy] & [WPA3 Policy]. [WPA2/WPA3
Encryption] ® [AES(CCMP128)]. & &1 [802.1X] & [802.1X-SHA256] F v IRy I X&EAVICL
T, ZOMDEIREINTNWBINTA—HFEIRTATICLET,
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X 14. |20y b DERE
Add WLAN
General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 ® WPA2 + WPA3

MAC Filtering (]

Lobby Admin Access D

WPA Parameters

wea policy O WPA?2 Policy
GTK (m] WPA3 Policy
Randomize
Transition D
Disable

WPA2/WPA3 Encryption
AES(CCMP128) @
GCMP128 (m]

compzse O
GCMP256 (m]

Protected Management Frame

'O Cancel

O wWPA3

v

PMF [ Optional
Association Comeback Timer* ‘ 1 ‘
SA Query Time* ‘ 200

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt
802.1X
CCKM A

FT +802.1X

802.1X-
SHA256

B0 0.

MPSK Configuration
Enable MPSK

O None

" Adaptive Ena... v ‘
@]

E |

PSK (@]
SAE (@]
FT + SAE (@]
FT + PSK (@]
psk-shazss O

= Apply to Device

8. [Security] 7% Vv L. [AAA] # 7% % )%~ LT [Authentication List] KAy 7% o> YU X kH

5 ERIERTEFHD RADIUS H—/\—

© 2024 Cisco and/or its affiliates. All rights reserved.
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& 15. ERIZAOY b DRE

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Authentication List | Dot1x v | B

Local EAP Authentication O

[5] Update & Apply to Device

9. [Apply to Device] 227U v LT, WLANEB 70X EFELTHRTLET,

WPA2+WPA3-Enterprise B{TE€—FK (6 GHz) @ CLI&&%E
ROF|ETIE. WPA2+WPA3-Enterprise #{TE— K (6 GHz) @ WLAN Z{Ep{LE 9,

*7. WPA2+WPA3-Enterprise 8{TE— K® CLI 8&%E

25w 7T 1 configure terminal JO—/)\)L Av74Fal—y3ay T—K
ZRBLET,
AFvT 2 wlan wlan-name wlan-id SSID-name WLAN AV 74Fal—Y3y Y7E—-KR
N
Bsseriellas Z=HRIBLET.

Device (config)# wlan WPA2+WPA3-
TransitionMode 1 WPA2+WPA3-
TransitionMode

2AFvT 3 security wpa wpa3 WPA3 EBMICLET,
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A5y a security wpa wpa2 WPA2 ZEHMICLET,
2AFvT 5 security wpa akm dotlx-sha256 SHA2 AKM ZFAMICLET,
25FvT 6 security wpa akm dotlx SHA1 AKM ZBMICULET,
ATFvT 7 radio policy dotll 6ghz 6 GHz =EHZBAWCLET,
ATv7T 8 radio policy dotll 24ghz 2.4 GHz ®wiREBMICLET.
AFvT 9 radio policy dotll 5ghz 5 GHz ®miHZEBMCLET.
27Ty 7 10 no shutdown

AFv7 11 end

WPA2+WPA3-Enterprise BfTE—K (6 GHz) @ CLI{h
#show wlan summary
Number of WLANs: 1

ID Profile Name SSID Status
2.4GHz/5GHz Security
6GHz Security

1 WPA2+WPA3-TransitionMode WPA2+WPA3-TransitionMode UP
[WPA2 + WPA3][802.1x][AES] [PMF 802.1X]
[WPA3] [AES] [PMF 802.1X]

bz DERTEIE. GCM256 BEB1{t SuiteB192-1X THHR—FShTWE T, #i¥ia WPA3 2ER L
WPA2+WPA3 B21TE— KA 192 Ev FES{LE EHICEMICHE > TWBRIER., IO LSICTEELE T,
e 2.4 GHz &V 5 GHz : WPA2 + WPA3-SUITEB-192-1X-GCMP256
e 6 GHz : WPA3-SUITEB-192-1X-CCMP256

WPA3-Personal

WPA3-Personal |3, 1—%—BADBEM T, SAE ICLB/NRT—RR—ZXDFHANT 128 Ev bOEEREZ

FALET, S5IC. WPA2-Personal & 124D, WPA3-Personal ., /X277 —R#RIZ&BELT. 1—H—

NINETOIRICEBRIZATRY N T =V EAETHIEEERTZIET, AT75A VHERBICHTEZRY b
—JtFaVTF4%ZBLET. COBHICED., XY BRNT=IADN\YFVTICERERIIND, TIL—bT 4 —

ARBORAIIEINET,

WPA3-Personal [CI&. ROELBHEANHDFT,

o SAE wL.\nEc._ t ‘\-E’&% ﬁﬁf‘%“’&fﬁﬁi?%
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o 7I—bT7 - THE] HBLZFBIHE S5 DRE

o BIZTMEMZRHE

X 16.

WPA3-Personal process

This is used to generate
PMK on AP and client

*PMK (Pairwise Master Ke

The link between an AP
and a client has been
established

Regular request to AP

WPA3-Personal DIV RRAV hERXRYNT—=O NV RV (Y 7OEX

(7

;o\\\

Regular response to client

I

802.11 Authentication SAE commit from client to AP

Y.

802.11 Authentication SAE commit from AP to client

V)

802.11 Authentication SAE confirm from client to AP

802.11 Authentication SAE confirm from AP to client

Regular Association Request

L

Y S 3

Regular Association Response

4-way Handshake

WPA3-Personal @ GUI %7
KRDFEIETIE. WPA3-Personal LRXILDEF 1) T4 ZEZT- WLAN Z{ERL X9,

1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add]Zz2 Vv O ULET,
3. [General] ¥ 7@ [Profile Name] IC. hh D P T WVEHIFEANLET, [SSID] & [WLAN ID] AEEIH

[CANENETY.

Simultaneous
Authentication of Equals
(SAE) makes brute
force attacks
ineffective. With SAE
passsphrase is not
exposed.

4. [Status] & [Broadcast SSID] D MV ILART v ZBMICLT. CO7O7 74 ILICEER TSz AP B

COFREFH WLAN D7 O—RF v AN ZRIKTHLIICLET.
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= 17. WPA3-Personal &2/ 20 k DERE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Personal Radio Policy ®
SSID* ‘ WPA3-Personal Show slot configuration

6 GHz

L E status
© WPA2 Disabled
Status © WPA3 Enabled
@ Dot11ax Enabled
Broadcast SSID enasLeD ([
5 GHz
Status enasleD ([l

2.4 GHz
802.11b/g 802.11b/g v
Policy —

5. [Security] > [Layer 2] ¥ 7% %2 U v UE 9, [Layer 2 Security Mode] KOy 75 o)X MM 5,
[WPA3] Z#EIRL XTI,

6. [PMF] ' [Required] ICRRESNTWVWB %R LET,
7. Fast Transition Z#EMICLE T,

8. [WPA Parameters] £ THFICXAoAO—)LULZE 9., [WPA3 Policy]. [AES]. LU [SAE] Fzv IRy
AEAVICLET,

9. [Pre-Shared Key] # AL, [PSK Format] KOy 7% oY UXRNHIS PSK 74—< v M%&iERL.
[PSK Type]l kOY FHF IV YRS PSK ¥4 T%#EIRULET,
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X 18. WPA3 SAE AKM DR7E
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None

MAC Filtering @]

Lobby Admin Access (@]

WPA Parameters Fast Transition
WPA O WPA2 O Status | Disabled v
Policy Policy
GTK O WPA3 Over the DS 0O
Randomize Policy
Transition @] Reassociation Timeout * ‘ 20 ‘
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

1 O
AES(CCMP128) D CCMP256 D SAE FT + SAE 0
MP1 2
i Gl OWE O FT+802.1x O
802.1x- O
Protected Management Frame SHA256
’ . Anti Clogging Threshold* ‘ 1500 ‘
PMF Required v
. Max Retries* ‘ 5 ‘
Association Comeback Timer* 1 ‘ e
Retransmit Timeout* ‘ 400 ‘
SA Query Time* 200 ‘ —
PSK Format | ASCII v
PSK Type ‘ Unencrypted v ‘
Pre-Shared Key* ‘ ........ ‘ @
SAE Password Element @ | Both H2E and HnP v

10. [Apply to Device] 24 Vv LT. WLAN kR 7Ot XA 2 {REL THRTLET,

E: 6GHz ®IEBOAEFERT BIHEE. H/R—bhEhd SAE D/NZX T — REZEI(Z Hash to Element
(H2E) T9, Hunting and Pecking (HnP) (&, 6 GHz DAHD Xy NT—Y TIXMERATE £ A, 5GHz
& 2.4GHz O A% FEET 2184(E. H2E & HNP % SAE D/NAT—REBEEE UL TERTEET,
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WPA3-Personal @ CLI §%7E
RDFIETIE. WPA3-Personal LXILDtEF 1) T 4 ZfEZT- WLAN ZERLE T,

= 8. WPA3-Personal @ CLI 5&7E

I

257y T 1 configure terminal 70—=/)N)L Av74Fal—ray E—RZHIAEL
ia-o
27w T 2 wlan wlan-name wlan-id WLAN Y74 Fal—vay $7E—RZMBL
SSID-name S
&l
Device (config) # wlan WPA3-
Personal 8 WPA3-Personal
25w 3 no security wpa akm dotlx tFX1UF 4 AKM 802.1X Z#HMICLE T,
ZAFvT7 4 no security ft over-the-ds WLAN EDF—% Y —2R %N LT Fast Transition % #&3f
ICLEY,
ZAFvT5 no security ft WLAN O 802.11r &E#{TZ27T 4 E—7ILICLE T,
257w T 6 no security wpa wpa2 WPA2 a7 2EERICLET, TN TPMF (ZES)
ICBRDET,
ATvT7 security wpa wpa2 ciphers Advanced Encryption Standard (AES) /CCMP128 B&&
aes ZHHICLET,
ATFv78 security wpa psk set-key ERHEF—ZBELET,
ascii value preshared-key
Example:
Device (config-wlan) #
security wpa psk set-key
ascii 0 Ciscol23
ZAFvT9 security wpa wpa3 WPA3 O /R—hZBMICLET,
i 1 WPA2 & WPA3 O AN Y R— b Ih TN 2IHE
(SAE & PSK Dii#EDLE) . PMF ORERERT
9, 2L, PMF Z2EMICT B LFTEFR A,
WPA3 Di5&. PMF [EETY,
257w 710 security wpa akm sae AKM SAE DHR—hZBMICLET.
257y 7 11 security wpa akm sae pwe NRT—RERZERULET,
h2e/hnp/both
257w T 12 no shutdown WLAN Z 14 2—7ILICLE T,
257w 713 End 4%54& EXEC E—RICRD XY,
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NAT—REBZEEZ4ERT B7/-6(C SAE Hash-to-Element A% {5 L 7= WPA3-Personal
ROFIETIE, INRAT—REZEOAERIC H2E ZFHLT=. WPA3 /X—Y FILLRILDEF 2T 1 &EZT- WLAN
EERRLE T,

1. [Configuration] > [Tags and Profiles] > [WLANs] Z:&RU %7,
2. [Add]Z=2 Uy I LET,

3. [General] # 7 ® [Profile Name] IZ. oD PFLEHBIFZE=ASILZET, [SSID] & [WLAN ID] AAEEIRY
ICABhEhET,

4. [Status] & [Broadcast SSID] D k ZILIRY v EBMICL T, COTO7 7 AILICEER T Shic AP A
CDREREFEHS WLAN OT7O—RFv A M EFATHLSICLET,

5. [Security] > [Layer2] # 7%& %2 YV v L% 9, [Layer 2 Security Mode] KOy 75 o> XA D5,
[WPA3] ZEIRL X7,

& 19. \R/Z20O0Y bRY Y —DRE
Add WLAN x
General Security Advanced
Profile Name* WPA3-Personal-H2E ‘ Radio Policy ®
SSID* WPA3-Personal-H2E ‘ Show slot configuration
6 GHz
WLAN ID* 1 ‘ Status
© WPA2 Disabled
Status © WPA3 Enabled
© Dot11ax Enabled
Broadcast SSID
5 GHz
2.4 GHz

Status enasLeD ()

802.11bjg | 802.11b/g v |
Policy _

=l Apply to Device

6. [PMF] ' [Required] ICRRESNTWVWBD %R LET,
7. Fast Transition ZEMICLE T,

8. [WPA Parameters] £ T HFICAoAO—)LULZE 9., [WPA3 Policy]. [AES]. LU [SAE] Fxv IRy
AzxAVICLET,

9. [Pre-Shared Key] #A L. [PSK Format] KOy 7% oY UXRNHS PSK 74—< v M%&iERL.
[PSK Type] ROy FTHF OV XIS PSK ¥4 THEIRLET,

10. [SAE Password Element] KOy 7% o> Y X kHh 5, [Hash to Element Only] ZBXICLE T,
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X 20. EXa2VFA BLVAKM KA T—REROHRTE

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2

MAC Filtering O

Lobby Admin Access 0

WPA Parameters
WPA O WPA2 O
Policy Policy
GTK O WPA3
Randomize Policy
Transition 0O
Disable

WPA2/WPA3 Encryption
AES(CCMP128)
GCMP128 0

cempss O
aempss O

Protected Management Frame

PMF ‘ Required v
Association Comeback Timer* ‘ 1
SA Query Time* ‘ 200

F: 6 GHz HIBOAEFEAT BIBEE. HR—hEh3 SAE D/XRT—REZE(F H2E TY, HnP &,

O WPA2 + WPA3 ®© WPA3

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt

SAE
OWE 0
802.1x- 0
SHA256

Anti Clogging Threshold*

Max Retries*

Retransmit Timeout*

PSK Format

PSK Type

Pre-Shared Key*

SAE Password Element @

O None

| Disabled v |
@]

‘20

FT + SAE O
FT+802.1x O

‘ 1500 ‘
D

‘ 400 ‘

| ASCII v |
\ Unencrypted v
[ |

‘ Hash to Element O.!k‘

v

Apply to Device

6 GHz DIHDEY N T— TlEHTEEF A, 5GHz & 2.4 GHz DA = FEET 2188 E. H2E & HnP

% SAE DINAT—RBREUVLTERATEET,
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AW 4 '7_—'__|:' BEE4ENT B7-5IC SAE Hash-to-Element A% f§5f L 7= WPA3-Personal

DCLI 27E

ROFIETIE, INRAT—REZEOAERIC H2E ZEHLT=. WPA3 /X—Y FILLRILDEF 2T 1 &EZT- WLAN

ZERLET.

®9.

WPA3-Personal SAE hash-to-element @ CLI

BRE

R S,

ATy 71

ATy T2

ATFYv7T3

ATv7T 4

AFvyS5

AFYvT6

AT T7

ATy 8

2ATv7T9

Z27v 710

27y 711

2Ty 12

configure terminal

wlan wlan-name wlan-id
SSID-name

Bl

Device (config) # wlan
WPA3-Personal-H2E 1 WPA3-
Personal-H2E

no security wpa akm dotlx
security wpa wpa3
no security ft

no security wpa wpa2

security wpa wpaZ2 ciphers
aes

security wpa psk set-key
ascii value preshared-key

Example:

Device (config-wlan) #
security wpa psk set-key
ascii 0 Ciscol23

security wpa akm sae

security wpa akm sae pwe
h2e

no shutdown

End

© 2024 Cisco and/or its affiliates. All rights reserved.

JO—/)\JL AvT74Fal—vay E—REHEBL
9,

WLAN Y7 4F¥al—y3y Y 7E—RZ2RAL
ia-a

tF¥a1YF 1 AKM 802.1X ZEMICLE T,
WPA3 ZBMICLE T,
WLAN @ 802.11r &&E#TZ2T7 14 E—7ILICLET,

WPA2 £ 2 UF 4 ZEMICLET., TN T PMF (FEX
ICEDh XY,
AES/CCMP128 BEE#EMICLET,

ERHEF-—ZEELXT.

AKM SAE DY R—bMZBIICLET,

INAT—REBEREEZLERT DHD H2E ZBAMICLET,

WLAN Z 1 2—7ILICLE T,

Y€ EXEC E— RICRD &9,
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Fast Transition ’*&%)7: WPA3-Personal SAE
Cisco I0S° XE /\— 3 v 17.9.1 LIPETIL. Fast Transition & %7% WPA3-Personal SAE (SAE-FT) AitR—
REnTWLWET, WPA3 SAE-FT FHIC WLAN 238 FE 3 BICIE. XDOFIEICHEWNE T,

JKRDEIETIL. Fast Transition ZA%IC L T. WPA3-Personal L XJL®D SAE &% 1 U F 1 Z{Z 7= WLAN ZERK
LEd,

1. [Configuration] > [Tags and Profiles] > [WLANs] Zi&#iRUL %7,
2. [BM (Add) 122Uy o LZEY,

3. [General] % 7 ® [Profile Name] IC. D PFTLEBIFEAHLZET, [SSID] & [WLAN ID] AAEEIRY
ICABENET,

4. [Status] & [Broadcast SSID] b7 ILARZ v EBMICLT., CO7O7 74 ILICEERM T Shizc AP A’
DREZFH WLAN O7O—RFv AN ZMIRT 2L SICLET,

5. [Security] > [Layer 21 7 7% U w4 UE 9, [Layer 2 Security Mode] ROy 75U X Kh5,
[WPA3] Z#ERL X7,

& 21. | ¥ —ORE
General Security Advanced
Profile Name* WPA3-Personal-H2E ‘ Radio Policy ®
SSID* WPA3-Personal-H2E ‘ Show slot configuration

6 GHz

wLAN D : | status
© WPA2 Disabled
Status enasieD ([l © WPA3 Enabled
@ Dot11ax Enabled
Broadcast SSID enaBLeD [

5 GHz

Status enasLeD ([l
2.4 GHz
Status enasteD ([l

802.11b/g | 802.11b/g ,‘
Policy —————

E Apply to Device

6. [PMF] A [Required] ICRRESINTWS I L ZERELET.
7. Fast Transition Z8%ICLE 9,

8. [WPA Parameters] £ THFICAoAO—)LULZE 9., [WPA3 Policy]. [AES]. LU [SAE] Fxz v IRy
AZxAVICLET,
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9. [Pre-Shared Key] # AL, [PSK Format] KOy 7% oY UXRNHS PSK 74—< v M%&iERL.
[PSK Type] ROy FTHF OV XIS PSK ¥4 T&EIRULET,

10. [SAE Password Element] KAw 757> U X kH 5, [Hash to Element Only] E 7= (& [HnP] X7z

[both]Zz BXICLE Y.

Add WLAN x

& 22. FT A BZICER > TV WPA3 SAE
General Security Advanced
Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3
MAC Filtering @]

Lobby Admin Access D

WPA Parameters
WPA O WPA2
Policy Policy
GTK O WPA3
Randomize Policy
Transition (@]
Disable
WPA2/WPAS3 Encryption
AES(CCMP128) CCMP256
GCMP128 O GCMP256
Protected Management Frame
PMF
Association Comeback Timer* 1
SA Query Time* 200

© 2024 Cisco and/or its affiliates. All rights reserved.

0o

Required

® WPA3 O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt

SAE (@]
OWE (@]
802.1x- O
SHA256

Anti Clogging Threshold*
v

Max Retries*

Retransmit Timeout*
PSK Format

PSK Type

Pre-Shared Key*

SAE Password Element €@

a

O None

" Enabled v
O

20

FT + SAE
FT+802.10x O

1500 ‘
400
" AsCll

( Unencrypted

| Both H2E and HnP v

@ Apply to Device
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Fast Transition »*F %7 WPA3-Personal SAE @) CLI §¥7E
KRDFIETIL. Fast Transition ZF%IC L T. WPA3-Personal LXJLDtF 1Y T 4 Z{EZ = WLAN Z/ERL L

ESCIR

% 10.

WPA3-Personal SAE FT @ CLI 27

ZFvT1 configure terminal 70—/ Av74Fal—ray E—RzH
BULET,
25w T 2 wlan wlan-name wlan-id SSID-name WLAN Y74 Fal—yay H7E—KR=H
_ BLET,
&l :
Device (config)# wlan WPA3-
Personal-H2E 1 WPA3-Personal-H2E
Z25FvT3 no security wpa akm dotlx TFXa21U7T4 AKM 802.1X ZEMICLET,
25FvT 4 security wpa wpa3 WPA3 ZBMICLE T,
25w TS5 security ft WLAN T 802.11r & E#Z{TZ2E/MICLE T,
257y T 6 no security wpa wpa?2 WPA2 X aUT4ZEWICLET, ChT
PMF [3EMICEDET,
27w S 7 security wpa wpa?2 ciphers aes AES/CCMP128 BE5&=B®IICLE T,
2AFvT8 security wpa psk set-key ascii EgtEaEXF—zEELE T,
value preshared-key
Example:
Device (config-wlan)# security
wpa psk set-key ascii 0 Ciscol23
ZAFvT9 security wpa akm sae AKM SAE OHR— b ZFMICLET,
257w 710 Security wpa akm ft sae FT SAE ZEMICLE T,
257w 7 11 security wpa akm sae pwe h2e IKRAT—REBEZRZEMT 276D H2E ZBMIC
LET.
2FvT 12 no shutdown WLAN Z 14 2—7ILICLE T,
AFv 713 End Y€ EXEC E— RICED X7,

WPA3-Personal B{TE—R

WPA3-Personal #{TE— K (WPA2+WPA3-Personal JEEE— RERE L HFEIEND) . —HDIFA4 TV D
WPA2 DHEHR—M L, —BDY 47> hH WPA3 FTHR—NTEZBAICHFERINET. WPAS RIS
14 7> & WPA3-Personal M SAE Z{ER L. WPA2 3t[uY 54 7~ k& WPA2-Personal @ PSK Z{#EH L X
¥, TOE—NRIE 2.4GHz & 5GHz DlADHEHICERINET.

bz CDE—KRF, DELRBESICOMEALTLEZN, BAROEF21UT1%2B3ICIE. WPA3 D
HEFEHL. WPA3 & WPA2 WSBELE—REZFALBVWC EQHERINET,
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RDOFETIE. WPA3+WPA2-Personal ;JEfEEE— RLANILDEF 1Y T 1 ZEZ = WLAN Z{EBLZE T,
1. [Configuration] > [Tags and Profiles] > [WLANs] Z:&RU %7,
2. [Add]Z2 Vv I LET,

3. [General] # 7 ® [Profile Name] IZ. oD P LEHBIFEASILZET, [SSID] & [WLAN ID] A EEIRY
ICABhEhET,

4. [Status] & [Broadcast SSID] @k ZILIRY Y ZBMICLT. 2OTO7 71 ILICEEMIT SNz AP A
COFREFHS WLAN D7 O—RFv AN EBIATHLIICLET.

5. 6 GHz gz \EMICLE T,

M 23. BITE— ROE|RETE
Add WLAN x
General Security Advanced
Profile Name* WPA3+WPA2-Personal ‘ Radio Policy ®
SSID* WPA3+WPA2-Personal ‘ Show slot configuration
) 6 GHz
WLAN ID* 8 ‘ Status @8 oisasLED

Broadcast SSID

2.4 GHz
Status enasLeD [l

802.11b/g | 802.11b/g v |
Policy

Apply to Device

6. [Security] > [Layer2]1 ¥ 7% U w4 ULE 9, [Layer 2 Security Mode] ROy 75U X Kh 5,
[WPA3] ZZEIRLF T,

7. [PMF] A' [Optional] ICERESNTWSZ E=2ERELET,
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& 24. tXaUTq. BB, BLU AKM ORE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 © WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering (@]

Lobby Admin Access O

WPA Parameters Fast Transition
WPA 0 WPA2 Status | Disabled v |
Policy Policy o
GTK @) WPA3 Over the DS @]
Randomize Policy
Transition O Reassociation Timeout * ‘ 20 ‘
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

O
AES(CCMP128) D CCMP256 D 805 D o
1
GCMP128 GCMP256 EERi @) SHE
FT + SAE O OWE O
Protected Management Frame
Fr+802.1x O FT + PSK m)
P eTE— 802.1x- O
PMF Optional . SHA256
Association Comeback Timer* 1 ‘ Anti Clogging Threshold ‘ 1500 ‘
— Max Retries* ‘ 5 ‘
SA Query Time* 200 ‘ S—
Retransmit Timeout* ‘ 400 ‘ I
PSK Format | AsClI v
PSK Type | Unencrypted v |
Pre-Shared Key* ‘ ........ ‘ &
SAE Password Element @ | Both H2E and HnP Y|
MPSK Configuration
Enable MPSK O

v

@ Apply to Device

8. [WPA Parameters] £ TTICAZO—JLULZET., [WPA2 Policy]. [WPA3 Policy]. [AES]. [PSK]. &
C[SAE] Fzv IRy I REAVICLET,

9. [Pre-Shared Key] # AL, [PSKFormat] KOy 7% oY URXKHS PSK 74—< v M%&iERL.
[PSK Type] ROy FTHF OV X NS PSK ¥4 THEIRULET,

10. [Apply to Device] 22 U v o LT, WLAN fER 7Ot XA 2 {REL TRTLE T,
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WPA3-Personal {TE— K® CLI

E

ﬂl_.::

RDOFEIBTIE. WPA3+WPA2-Personal SREE— RLARILDEF 21U T« ZfEZT- WLAN 2ERLE T,

= 11.

WPA3-Personal {TE— K ® CLI €

T

ATy 1

AT T2

ATFv7T3
ATy T4

ATY7T5

ATYT6

AFvT7

ATv78
ATv79
ATv7 10
ATFv7 1
ATv 712

27y 713

configure terminal

wlan wlan-name wlan-id
SSID-name

fl :

Device (config) # wlan
WPA3+WPA2-Personal 1
WPA3+WPA2-Personal

no security wpa akm dotlx
no security ft

security wpa wpa2 ciphers
aes

security wpa psk set-key
ascii 0 Ciscol23

security wpa wpa3

security wpa akm sae
security wpa akm psk
radio policy dotll 24ghz
radio policy dotll 5ghz
no shutdown

end
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JO—/)\L Av74Fal—Yay E—R=HIAL
333-0

WLAN OV 74Ffal—yay B 7E—RZHBL
9,

tFa1YUF 4 AKM 802.1X ZEMICLE T,
WLAN @ 802.11r &&#1TZ2 71 E—7ILICLET,

WPA2 BEE%RELE T,

3T : no security wpa wpa2 ciphers aes <> K % {#F
LT, BEIRESNTVWEINESIHZERTEEY, E
ENVEY FINBVESIE. BEZRELET.

EMHEF—ZEELLT.

WPA3 O R—bZEBMICLET,

3 : WPA2 & WPA3 OFlANYR—KShTWBIES
(SAE & PSK #E#EHHE) . PMF OREIIEET
9., 7zf£L. PMF 2EMICT B & lFTEEEA,
WPA3 D154, PMF [3METT,

AKM SAE OHR— M ZBMICLE T,
AKM PSK O H#7R— bk ZBMICLET.
24 GHz HIHEBMICLE T,

5 GHz HRZB/MICLE T,

WLAN Z A4 2—7ILICLE T,

¥HHE EXEC E—RICRD XTI,
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WPA3-Personal Transition Disable E— F
Transition Disable [&. AP »5 STA ADIETRTHHD. STAIZ AP DRy N T—IADEREDEHE TIHEDRITE—
REEHICLET,

STARKICED., XYy M7= 707 74 I TREDBITE—F (BLTHOLAY—EF2UT47ITYX
L) DEYICEIIEENHDET, =& ZIE. WPA3-Personal STA 3. Xy h7—4 707 74JLT. PSK 7L
JYXALAEEMICT % WPA3-Personal BITE—RZEZTF 7L N TEMICT D5 HDET., LHMAL. XY RT—
IPBITE—RTERSINRLEX2787ILITVXALE (FL2IC) YR—BMLTLSIHES, STA T Transition
Disable 5z HEAHLT. ZOXY NT—IDBITE—RZEHICL. YOV I L —REEHISORENRHEINE
ER

¥ :  Transition Disable /R Z{EFAT % AP (3. B ®D BSS TWIL T 2BITE—RZEMWICTIZNELIHD
Fth, i=&ZE. WPA3-Personal £y N 7—2KH®D AP (&, Transition Disable &K% AL T. WPA3-
Personal Z#/R—hF2INTDSTANY UV I L —RRENSRESNDLSICTEZ—AT, LAY—
STA W TZ % & 5IC BSS T WPA3-Personal {TE— REBMICT 2BENHD XY,

CHICEDITRTDYZA 7Y MFINA RE, BITE—RD WLAN [CEIN % & E(C WPA3 DI ICHEITT %7,
EF2UTAETREENTVSEZ—AT, Y NT—IHLEROYEBNRIZATERINTVWSIEE, EXE —8
HWPA2 [ZERE S h. ZDfthh' WPA3/WPA2 BITE—RICRESNTWBIHEE. BITLELY 747 MH WPA2
DHEFERT ZIGRICIEHNT 2 EERICKRBT DI EICRDET,

Zhik. AU SSID 42252y MO—F/AP £y 87y T2 H/IX—=L. F&EH 100% —H LB NW—POKRKRER v
RT—UTEZSNZYFTUATY, VAR KELHE, HFFTHU SSID LZ2HHF I % Edu Roam TY,
INZERETDE BRBB2XyMNT—07ONA 5 —BZ2BET 20 7147V MCERBGHENRET HOlREHED B
378, INTORY NT—VDEBEATRALEF 2V T A RENBEYICHESN TS LZERTEZERICD
& BEEICEALTLEE,

E: COFERBERERINETA. ERICLERSRICOFENICTILENHDET.

BToDt% 3y Tld. WLAN T Transition Disable ZB®ICT 2 AEICDWTEBELE T,

WPA3-Personal Transition Disable E— K ® GUI §%7%F
RODFEIETIL. Transition Disable ZE#IC L T. WPA3-Personal LXJLDtF 1Y F 4 Z{EZ = WLAN Z/ERL L
ia_o

1. [Configuration] > [Tags and Profiles] > [WLANs] Zi#iRU %7,
2. [Add] =2 VYOI LET,

3. [General] # 7 ® [Profile Name] IC. D PFTWLEEBIFEAALZET, [SSID] & [WLAN ID] AAEEIRY
ICABENhET,

4. [Status] & [Broadcast SSID] D M JILARY v ZBMICLT. CO7O7 74 ILICEER TSz AP B
CDREFH WLAN D7 O—RFr A M2HIBRTDLSICLET,

ﬂg
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X 25. Transition Disable T— KDOEF/ A O Y FRE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Personal-TMD Radio Policy ®
SSID* ‘ WPA3-Personal-TMD Show slot configuration
6 GHz
WLAN ID* ‘ 1 Status . DISABLED

Status ensLleD ([l
Broadcast SSID

2.4 GHz
Status enasLeD [l

802.11b/g | 802.11b/g v |
Policy =

Eﬂ Apply to Device

6 GHz FiHZEUMICLE T,
[Security] # 7T, [WPA2 + WPA3] A7/ 3 v aBMICLET.
Fast Transition Z&EMICLE T,

©® N o o

[WPA Parameters] £ THFICAZO—JLUZE Y, [WPA2 Policy] & [WPA3 Policy]. [AES]. AKM &L
TI[SAE] &£ [PSK] Fx v IRy I REAVICLET,

9. [Pre-Shared Key] ZA L. [PSK Format] KAy 749U ZXRNMS PSK 74—< v M&&ERL.
[PSK Type]l ROV F7HF OV X IS PSK ¥4 THBEIRULET,

10. [PMF] A% [Optional] Th 3 L ZEELE T,
11. [WPA Parameters] < [Transition Disable] A 7> 3 v 28BMICLE T,
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X 26. Transition Disable E— RDt¥% 1Y F 1 & AKM OEE
Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 @ WPA2 + WPA3 O WPA3 O Static WEP O None
MAG Filtering @]

Lobby Admin Access D

WPA Parameters Fast Transition
wea Policy O WPAZ Policy Status \ Disabled v \
aTK m)] WPA3 Policy o
Randomize Qver the DS
Transition verthe
Disable -
Reassociation Timeout * ‘ 20 ‘

WPA2/WPA3 Encryption

AES(cemP128)& CCMP256 0 Auth Key Mgmt
gompizs O gompzss O 402 1% o he
CCKM A O SAE
Protected Management Frame
FT + SAE O
- Coptonal v | Fr+eozax O FT + PSK O
— 802.1X- (W] psk-sHazse O
o ‘ SHA256
Association Comeback Timer* ‘ 1 ‘
Anti Clogging Threshold* ‘ 1500 ‘
SA Query Time” ‘ 200 ‘ o —
S — ax Retries* ‘ 5 ‘
Retransmit Timeout* ‘ 400 ‘
PSK Format | Ascl v |
PSK Type ‘ Unencrypted v ‘
Pre-Shared Key* ‘ -------- |
SAE Password Element € ‘ Both H2E and... v(|

MPSK Configuration
Enable MPSK @]
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WPA3-Personal Transition Disable £— K @ CLI §%7E

F12.

WPA3-Personal Transition Disable T— K ® CLI &7

L S,

0=/ Av74FaLl—vay E—REHEAL

AFv 71

ATv T2

AFv7T3

ATv74
ATv75

AFYvT6

AT T7

ATFv T8

27Fv7T9
Z27v 710
ATy 711

ATy 711

27y 712
2T7v 713

ATy 714

configure terminal

wlan wlan-name wlan-id
SSID-name

l :

Device (config)# wlan
WPA3-Personal-TMD 1
WPA3-Personal-TMD

no security wpa akm
dotlx

security wpa wpa3
no security ft

security wpa wpa?2

security wpa wpa?2
ciphers aes

security wpa psk set-
key ascii value
preshared-key

Example:

Device (config-wlan) #
security wpa psk set-
key ascii 0 Ciscol23

security wpa akm sae
security wpa akm psk
transition-disable

radio policy dotll
24ghz

radio policy dotll 5ghz

no shutdown

End
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ia-o

WLAN v 74 Fal—vay H7E—RKRZHBL

Y.

X a1UFT4 AKM802.1X ZHEMICLET,

WPA3 ZBMICLET,

WLAN @ 802.11r &&E#TZ2T7 14 E—7ILICLET,

WPA2 EXx 2 UF 4 ZBMICLEYT., PMF @A TV 3>

[ClR->TWXET,

AES/CCMP128 BEE#EMICLET,

SRHAF—ZEELET.

AKM SAE DY R—BMZEBIICLET.
AKM PSK ZB®ICLE T,
Transition Disable Z&%ICLUE 3,

2.4 GHz ZBMICLE T,

5GHz #8®ICLET,
WLAN Z 4 X—7ILICLE T,

¥5HE EXEC E—RICRD &9,
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WPA2+WPA3-Personal {TE—F (6 GHz)

6 GHz I8 TlE. WPA2 EF1UF 1 (WPA2 D& E WPA2+WPA3 WLAN OEAICER) NRESh TS5
A. 6 GHz HIETO WLAN D7 O0—RF£v A MFFAIEShERA. LA >T. ZOXENS. WLAN A WPA2
TRESINTWSREHEEIE 6 GHz E\IRZ T R—MLEBVLWEWVWSEEICRD XTI,

PMF A% 73 3 > T PSK/SAE AKM %{EMA L 7= 2.4 GHz/5 GHz &£ [ERFIC. EL SSID T WPA3 @ SAE AKM % &
BH9%6GHz, BEDA—XT—XAHDFET., Chid. 17.12.1 KDFITIIBYREETIEIHD A,

NSOREEYR—NTBRHIC, 17.12.1 KDEIO SWN—Y a3V Tlk, LAYV—ERBHD6GHZ V547 Y
NOmAZDYR—NTZHIC. BRZ7O07 74 DRE L WLAN T WPA2 + WPA3 BI{TE—RZFEHT5C
EHHERBINTVWE L, COROBEIO—IVITY., CORETCOFEBOO—IVIIYR—MEIhTE
59, ChIFEICZ)ILO0-IVJTHDH, HEIhZEtEA.

17.12.1 BUB%. 6 GHz g0 ##/E WPA3 DRITE—RAYR—bEShTWEY, Chickh, 1—%—I(F 6 GHz
DREL WLAN T WPA2 + WPA3 #BMICTZET, TOE—KRTIF. LAY—D 6 GHz T/INA REFEHD 6 GHz
FINA RCHIETBHIC2 DORBZ7OT7 7 I kR T Z2UNEBELNBRLLBRDET, TODE— KT,
WPA2+WPA3 #Z1TE— K3 2.4 GHz/5 GHz TEHATZE. WLAN (C WPA2 & WPA3 Ol ADREHL H ZIHE.
WPA3 B EDRTEDHH 6 GHz BiFIc T v v13hEd,
WPA2+WPA3-Personal B{TE—FK (6 GHz) ® GUI §&7E

1. [Configuration] > [Tags and Profiles] > [WLANs] &R UL %7,

2. [Add]Z2 VYU LET,

3. [General] # 7 ® [Profile Name] IC. D PFTLEBIFEANLZET, [SSID] & [WLAN ID] OFAH
BEMICATSINET,

4. [Status] & [Broadcast SSID] D MY ILARYZ v ZFBHICLT., CO7O7 7M1 IILICEERITShET7I €
ZARA VKN (AP) DT DH/REFH WLAN D7 O—RF v A MBI ELIICLET,
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& 27. EH/IAO0Y bORTE
Add WLAN b
General Security Advanced
Profile Name* ‘ WPA2+WPA3-PSK-TM ‘ Radio Policy @
SSID* ‘ WPA2+WPA3-PSK-TM ‘ Show slot configuration
6 GHz

© WPA3 Enabled

Status enaster ([l © Dotl1ax Enabled
Broadcast SSID enasted () 5GHz

Status enasteD ()
2.4 GHz
Status enasLeD )

802.11b/g | 802.110/g v |
Poiicy —

= Apply to Device

5. [Security] # 7 > [Layer2] ¥ 7 &2 wv o L%, [Layer 2 Security Mode] KOy 74> U X ~H
5. [WPA3] #BIRLE T,

6. [PMF] ' [Optional] ICERESNTWVWR L ZHEELET,
¥ PMF AT 3y TIH, WPABRETIE. 6 GHz HIETHWEERLBINET,
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¥ 28.

gl;ll

E

Add WLAN x

Lobby Admin Access (]

Association Comeback Timer*

SA Query Time*

® WPA2 + WPA3

General Security Advanced
Layer2 Layer3 AAA

O WPA + WPA2

MAGC Filtering (]

O WPA3

WPA Parameters
weapolicy O WPA2 Policy
GTK ] WPA3 Policy
Randomize »
Transition O
Disable
WPA2/WPA3 Encryption
AES(CeMP128) & CCMP256 O
GCMP128 (] GCMP256 a
Protected Management Frame
PME ‘ Optional R |

]

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt
802.1X ]
CCKM A ]
FT + SAE ]

FT + PSK (]

psk-sHazss O
Anti Clogging Threshold*®

Max Retries™
Retransmit Timeout*
PSK Format

PSK Type

Pre-Shared Key™*

SAE Password Element €

MPSK Configuration
Enable MPSK

-

C None

=)
w
oW
=
o
o
4

iD

PSK
SAE
rreaoz1x O
802.1%- O
SHA256

1500

ill

| ASCII

«

| Unencrypted «

©

| BothH2Eand.. v|

(]

= Apply to Device

7. [WPA Parameters] T [WPAZ2 Policy] & [WPA3 Policy] =4 > (ICULT. [WPA2/WPA3 Encryption] T
[AES(CCMP128)] #A > ICLET., F/. [PSK] & [SAE] Fx v IRy I REAVICLUEYT., ZDMD
BIRENTWBNITA=FZITXRTATZICLET,

8. HAEX—ZANLZEY.
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9. [Apply to Device] 22U v LT, WLAN EB 70X & FELTHRTLET,
WPA2+WPA3-Personal B{TE—FK (6 GHz) O CLI&FE
KROFEIETIE. 6 GHz hEME WPA2+WPA3-Personal #{TE— RK® WLAN 2{ERLLE T,

% 13. #¥e13 6 GHz D WPA2+WPA3 BITE— R D cL §&7%F

257w T 1 configure terminal 70—/ Qv T74Fal—vay E—RzHEA
LET,
2FvT 2 wlan wlan-name wlan-id SSID- WLAN AV 74Fal—v3y $¥7E—RZRKL
name S
il -

Device (config) # wlan
WPA2+WPA3-PTM 1 WPA2+WPA3-

PTM
25y T3 no security wpa akm dotlx 802.1Xx OtFaVUF4 arM ZEYWICLET,
A5y 4 no security ft WLAN @ 802.1lr =E#EITZT 4 E—7ILICL
9.
25w T5 security wpa wpa2 ciphers wea2 BEEZHRELET.
aes ¥ : no security wpa wpa2 ciphers aes 1
YV R ZFERALT. BENRESATVENES 1
ziERTEFET. BENU Y FSNBVGHIE.
ESERELET.
275w T 6 security wpa psk set-key EREAEF—ZEELET,
ascii 0 Ciscol23
2FvT 7 security wpa wpa3 wea3 OYR—KZBMCLET,

E:wpa2 & WPA3 OMAMNYR—FEINTWNSIG
& (saE & psk D#EHEDLE) . PMF DFREE

EFETY, =fZL. PMF ZEXICTZEETES
Bh. WPA3 DIFH. PMF [EMBETY,

ZAFvT8 security wpa akm sae AKM SAE DYR—FZFMICLET.
AFvyS9 security wpa akm psk AKM PSK OHYR—bZBMCLET,
2579710 radio policy dotll 6ghz 6 GHz HEHZBEMICLEY.

P AL radio policy dotll 24ghz 2.4 cHz HHEFHMICLET,
27y T 12 radio policy dotll 5ghz 5 GHz miHZBAMCLET.

25w 713 no shutdown WLAN ZA4 X—7IICLET,

ZFv 7 14 end ¥ exec E—RICRD XTI,
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WPA2+WPA3-Personal #{TE— K (6 GHz) o CLI /1

#show wlan summary
Number of WLANs: 1

ID Profile Name SSID Status 2.4GHz/5GHz
Security
6GHz Security

1 WPA2+WPA3-PTM WPA2+WPA3-PTM UP [WPAZ +
WPA3] [PSK] [SAE] [AES]
[WPA3] [SAE] [AES]

OWE

OWE (FA—TvtEFxaUTADITAVYLARY NT—U LHEFEDETERAL. ZFEEHISEXY NT—U%RET
5-HDEELERHELET., OWE TIE, V47V RNEAPHIVRRAV N PYII—=Ia3y NIy MO
f1(Z Diffie-Hellman ¥ —DX#%ERITL. ZOHRELTHER SN PMK 2 4 Vx4 /\Y RV A4 U DRITTHE
AULEY, OWE ZA—TVEFa2 VT4 DITAVLARY 7=V (CEERITONRTWSS)., BEOA—TV
XYRT=0FEIFTRL, ¥ 774 TR=FIICEERMITONXY NT—Y THERATEZT,

X 29. OWEDIYRRAVYMERYNT—IDN\Y R4 70O€R

OWE Association process/call-flow
%A

Open Authentication request to AP

Y
>

Open Authentication response to client

Tt 5 vees i sErEEE Regular Association Request with a Diffie-Hellman key Exchange

PMK on AP and client

Regular Association Response with a Diffie-Hellman key Exchange

*PMK (Pairwise Master Key) <

4-way Handshake

A

WPA3 OWE O GUI %7
KRDFIETIE. WPASOWE X2 UFT 4 %=EHALTWLAN Z/ERRL XY,

1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRLU £ 9,
2. [Add]Zz2 Vv I ULET,

3. [General] # 7® [Profile Name] IC. bh D P WHERIFEANLET. [SSID] & [WLAN ID] A EFRY
[CAHNENhZET,

4. [Status] & & U [Broadcast SSID] k7 ILARY Y EHMICLET,
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X 30. WPA3 OWE R/ 2Oy MNRTE

Add WLAN x

General Security Advanced
Profile Name* | WPA3-OWE ‘ Radio Policy ®
SSID* ‘ WPA3-OWE ‘ Show slot configuration

6 GHz

© WPA2 Disabled
Status © WPA3 Enabled

@ Dot11ax Enabled
Broadcast SSID

5 GHz
Status enssLeD ([l
2.4 GHz

802.11b/g | 802.11b/g v |
Policy J

5. [Security] > [Layer2] # 7% %2 Vw2 L%, [Layer 2 Security Mode] KOy 75> ZX MM 5,
[WPA3] ZEIRL X7,

6. [Fast Transition] KOy 74> X kh 5 [Disabled] #i&IRL 9,

© 2024 Cisco and/or its affiliates. All rights reserved. 46/56 X—



X 31. OWE AKM D:&E
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 © WPA3 O Static WEP O None

MAC Filtering O

Lobby Admin Access @]

WPA Parameters Fast Transition
WPA O WPA2 O Status | Disabled v
Policy Policy B
GTK @) WPA3 Over the DS @]
Randomize Policy
Transition O Reassociation Timeout * ‘ 20 ‘
Disable —
WPA2/WPAS3 En ion
/WPA3 c;ypto o Auth Key Mgmt
AES(CCMP128) D CCMP256 D SAE D FT + SAE D
GCMP128 GCMP256 OWE FT + 802.1x D
802.1x- O
Protected Management Frame SHA256
Transition Mode WLAN ID 1-4096
PMF ‘ Required v ‘ -
Association Comeback Timer* ‘ 1 ‘
SA Query Time* ‘ 200 ‘

v

a8 Apply to Device

7. [WPAS3 Policy]. [AES (CCMP 128)]. 8L U [OWE] Fx v IRy I XA &AVICLET, BREhTL
BZMODINTGA—=5%AT7ICLET,

8. [Apply to Device] #27 U v LT, WLAN ER 7O X & FELTHRTLET,
WPA3 OWE O CLI %7
KRDFEIETIE. WPASOWE X2 UF 4 ZFEHLTWLAN Z/ERLE T,

* 14. WPA3 OWE ) CLI (27
N
25y T 1 configure terminal 70—/ Av74Fal—ray E—RzHEAEL
. ig-o
Bl :
Device# configure terminal
2AFvT 2 wlan wlan-name wlan-id SSID- WLAN v 74Fal—Yay U7E—RZzREKBL
name S
#l :
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Device (config) # wlan WPA3 1

WPA3

Z2FwvT 3 no security ft over-the-ds WLAN EDF—% Y —2R %A LT Fast Transition % #&3f
ICLETY,

25y T4 no security ft WLAN @ 802.11r &&E#%{T27 1 E—7ILICLET.

ATv7T5 no security wpa akm dotlx 802.1X DEF 2714 AKM ZEHICLET.

25FvT6 no security wpa wpa2 WPA2 EX 2 UT 4 ZEMICLET. ThTPMF IZEY
ICRD ET,

25y T 7 security wpa wpa2 ciphers aes AES O WPA2 BES{LZBMICLE T,
7 : WPA2 & WPA3 DRSE IFHETT,

ZAFvT8 security wpa wpa3 WPA3 DY R— b~ ZBMICLET.

AFY79 security wpa akm owe WPA3 OWE DY R—kZHBMICLET,

27y 710 no shutdown WLAN Z A4 x—7ILICLE T,

ATFy7 1N End ¥ EXEC E—RICRD £,

WPA3 OWE #{TE— KD GUI 57

—ERDTINA ADMRERA — TV EEE HR— M LTV (FINA AOEEEREY NY v XA &28) | BT
E—RADHEESNhFE LU, BITE—RIE, #RA—7Y OWE E— ROBEREZEHS-HICERETINhTWET,
Wi-Fi Alliance Tl&. —ZDT/NA ANZDE—RZHR—MLULTWRWRIETIDAEEZFERAL T, RA—7>
TAVLRA XY NT—VEETZEEHRLTVET, OWE BITE— R TIE. #5RA—7> OWE SSID &[5
BRO70ONT 4 THRESNZRDOA—T> SSID AHETY, OWE &A—T> WLAN OmAIC. WS 3BITE—
K WLANID A% D £9, Zhik. OWE WLAN [CiE, A—7> WLAN ID U TERESNBITE—R ID AHD.
Z—7"> WLAN [Cld OWE WLANID ICXF U TRRESN/BITE—R D AFHBEZ2EBKRLET,

=B 1: ROFIETIE. WPAZOWE ¥ 271 ZFEHAL TIERTRD WLAN ZER L XY,
1. [Configuration] > [Tags and Profiles] > [WLANs] Zi&RLU %9,
2. [Add]Zz2 Uy ULET,

3. [General] % 7 ® [Profile Name] IZ. DT WLEHBIFZE=ASILZET, [SSID] & [WLAN ID] AAEEIRY
ICABhEhET,

4. [Status] & & U [Broadcast SSID] k7 LIRS v &2 EHICLET,
5. WLAN @ [WLANID] #XAELXY,
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X 32. OWE D#ERRY & —

Add WLAN x

General Security Advanced
Profile Name* | WPA3-OWE-Hidden | Radio Policy ®
SSID* ‘ WPA3-OWE-Hidden ‘ Show slot configuration

6 GHz

WLAN ID* ‘ 1 ‘ Status enasle ()
© WPA2 Disabled
Status © WPA3 Enabled
@ Dot11ax Enabled
Broadcast SSID

5 GHz
2.4 GHz

Status enasLeD [

802.11b/g | 802.11b/g v
Policy _

6. [Security] > [Layer2] 7% U w o LZE 9, [Layer 2 Security Mode] ROy 75OV U)X NHh 5,
[WPA3] Z#IRULE T,

7. [PMF] A [Required] ICERESNTWS I L ZHERRELE T,
8. [Fast Transition] KOw 74> X hH 5 [Disabled] ZEIRL £,

9. [WPAS3 Policy]. [AES (CCMP 128)]. LU [OWE] Fx v IRy I RZAVICLET, BIREIhTW
BMDINTA—FZATICLET,

10. [Transition mode WLAN ID] # AZLE 9., Thid. KRICHESHNS SSID D WLANID ITHRDET,
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& 33. OWE £ B{TE—K ID OFRE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None

MAC Filtering (@]

Lobby Admin Access D

WPA Parameters Fast Transition
WPA O WPA2 O Status Disabled v
Policy Policy e
GTK O WPA3 Over the DS O
Randomize Policy
Transition @] Reassociation Timeout * 20
Disable L

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) CCMP256

O
o 0 SAE (@] FT + SAE @]
GRS GeNpeRy OWE Fr+802.1x O
802.1x- @]
Protected Management Frame SHA256

; Transition Mode WLAN ID 2 |

PMF ‘ Required v ‘

Association Comeback Timer* ‘ 1 ‘

SA Query Time* ‘ 200 ‘

v

11. [Apply to Device] 22U v LT. WLAN fER 7Ot R 2 {RELTRTLE T,

N—b 2: ROFIRTIZ, A—TvE&Fa2U7T 1D WLAN ZEHL XY,
1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add]Zz2 Vv LET,
3. [General] % 7@ [Profile Name] IC. b D P T VEEHANFEANLET,
4. [SSID] (&, #E5RA—7> SSID £—HT 2LENHDFT. [WLAN ID] FEFHIICATSNET,
5. [Status] & & T [Broadcast SSID] M ZILARY Y EHMICLET,
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X 34. WLAN A—7vtEF*a1Y 51 DRE

Add WLAN x

General Security Advanced
Profile Name* ‘ Open-OWE Radio Policy ®
SSID* ‘ Open-OWE Show slot configuration
6 GHz
WLAN ID* ‘ 2 Status @ oiseeLep

Status enasLeD ([
Broadcast SSID

2.4 GHz

Status enasLeD [

802.11b/g | 802.11b/g v
Policy —_

6. [Security] > [Layer2] ¥ 7% v UE 9, [Layer 2 Security Mode] ROy 75U XI5,
[WPA3] Z#EIRL X T,
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= 35. OWE BTE— R DFRE
Add WLAN x
General Security Advanced
Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @® None
MAC Filtering (@]
OWE Transition Mode Transition Mode WLAN ID* 1
Lobby Admin Access D
Protected Management Frame Fast Transition
— Status Disabled v
PMF Disabled v

Over the DS

Reassociation Timeout *

0

20

ré] Apply to Device

7. [Transition Mode WLAN ID] [Cld., A—7>Y WLAN [CR v EY T T 2EHICLAT 2 EF2UT4H
[Enhanced Open] ICERESNTLVS WLANID ZAHLEY,

8. [Apply to Device] #27 U wv - LT, WLAN ER 7O X EFELTHRTLET,
WPA3 OWE #{TE— R ® CLI §&7%E
IN—F1: ROFIETIE. WPASOWE X2 UF 4 2HEAL TIERTD WLAN ZERLE T,

ﬂl‘:l

% 15. WPA3 OWE #{TE— R D CLI &

AFvyT1 configure terminal JO—/)N)L Av74Fal—yvay E—REHIBL
ig-o
25w T2 wlan wlan-name wlan-id SSID- WLAN OV 74 Fal—>ay $7E—RZzHAL
name 9.
Bl :
Device (config) # wlan WPA3-OWE-
Hidden 1 WPA3-OWE-Hidden
257w T3 no broadcast-ssid SSID 7O—kRF v A bz EHLLET,
257w T 4 no security ft over-the-ds WLAN EDF7—% VY —X %A U7z Fast Transition % &
,J( —_—
MICLET,
ZAFvT5 no security ft WLAN @ 802.11r &R#{TZ2T 4 E—7ILICLE T,
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ATYT6

AFvT7

ATYv7T8

ATYv7T9

Z27v 710

2FYv 711

ATYv 712

no security wpa akm dotlx

no security wpa wpa2

security wpa akm owe

security wpa transition-mode-
wlan-id 2

security wpa wpa3

no shutdown

End

B
802.1X DEF2VUT 4 AKM ZEMICLET.

WPA2 £ 1 UF 4 ZEMICLET. ThTPMF [E
MITEDET,

WPA3 OWE O R— Kk EFHICLET,

BITE—RZAMICLET.

WPA3 OHR—rEEFMICLET,
WLAN Z 4 X—7ILICLET,

¥ EXEC E—RICRD &Y,

N—PF2: ROFIETIE. A—F>Y OWE EF 1Y 571D WLAN ZERBE LT,

ATFv7T3

ATv74
ATv7T5
ATv7T6
ATFvT7

ATFv T8

AFv7S9

27y 710

configure terminal

wlan wlan-name wlan-id SSID-name
&l

Device (config) # wlan Open-OWE 2
Open-OWE

no security ft over-the-ds

no security ft

no security wpa akm dotlx

no security wpa

no security wpa wpa2 ciphers aes

security wpa transition-mode-wlan-
id 1

no shutdown

end
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JO—/)\L Av74Fal—Yay E—RE=HIKAL
353-0

Q?N:y74¥1b—yayv7%—ﬁéﬁﬁb

3E : JERR WLAN & A—7> WLAN @ SSID [ZEU T
HBIVELHDET,

WLAN EDF—% Y — %4 U7z Fast Transition % £
MICLET,

WLAN @ 802.11r @& {TZ27 4 t—7ILICLE T,
802.1IX DEF a1 VT4 AKM ZEMICLET,
EXAVTAZBUCLET,

AES @ WPA2 g5t BHMICLE T,

BITE—RZBMICLET,

WLAN Z 14 X2—7I)LICLE T,

Y51E EXEC E—RICED 9,

53/56 X—



9747y MMEEERMTNY YT X
WPA3 TH/R—hEN3B AP E—REVR—NENBIF4T7V
= 16. WPA3 THR—LZNB AP E—KEIZA TV

WPA3 H/R— Y MUY IR

WPA3 7O |KEES/AKM |AP £E—R Samsung Apple iPad Zebra
can S21/Google (iPadoSs : (TCS53/
H Android 16.3) 58/73)

WPA3- WPA3-SAE HR—ME% HR— kg HR— b d% HR—KHD HR—kHD HR—k HR—bxds: YR—=kHDO HR—-bHD HR—-LHD
Personal AES CCMP128 »h H2E D&
FT: #R—h FT: #R—bxt FT-SAE : H7R— FT-SAE : FT-SAE : 1
pSE 33 E ) [IPSES FT-SAE : FT-SAE:Linux  R—h3xi% R— b %
S21 WPA %7V AHY
H2E : i0S16 TH Galaxy k (AX210) TH Adaptive
R—=b Ultra/Gala  7R— k FT:yR—h
xy Z Fold BSESL
TOHY
R—hk
WPA3- WPA3- PR—bdHK  HR— K HR— b3 HR— HR— b xds HR—F HR—bxK: HR— bkt YIK—rBH HR—KHD
Enterprise 802.1x- PoE] SHA256 LU &
SHA256 AES FT-OTA SHA256, st
CCMP 128 Adaptive & 11 PR—b
YR—MERA : xprora WES
FT-ODS
WPA3- HR— %K FKHR—b HIR— MEHRI  HR— S FRS HR— b F&S HR—b  HR—EHRS . BRI HR— bt HR— bt
Enterprise PSE TN GCMP128, FT- 4 E S5
GCMP128 OTA. FT-ODS
SuiteB 1x
WPA3- HR— b F%R KYR—b HIR— MEHRI  HR— B IR HR— b xd% HR—b  HR—b&K: YR—kHO HR—bH YHAR—rBHD
Enterprise PO GCMP256 % :FT-
GCMP256 ODS/ITA
SuiteB 192 "”7"*(_ "fﬁi :
FT (FT-OTA
Evh Y=t Fr-oDS OfA)
TS
FT-ODS
owE WPA3-OWE  HR—Pit&  YH—hH%  YR—PHR K- EER TR RESS W0 PR—IR&:  PR—ME PR— R A LR
AES CCMP128 OWE FB:E % : OWE
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{EF|7: Catalyst 9800 O hO—5 AT YV R

SAE FREEDRETN. SAE FREED %R, SAE OEITHOE Y3y, FIESAEQIAI Y MARELIEI ATV B
DY ATALNILDHFEHBHREZRRLIED, AvE—IRIBEEELLED T BICIE,. KD show AYY REFEAL
9,

show wireless stats client detail

WLAN B3 —D¥ xR~ T 5ICIE. XoAvY R&aFERALET.

o show wlan summary
° show wlan all
° show wlan name <wlan-name>

° show wlan id {Starting 17.12.1, the security section on the WLAN is displayed
individually for 2.4GHz/5GHz band and 6GHz band as below}

#show wlan id 1

WLAN Profile Name : WPA2+WPA3-TransitionMode

Identifier : 1

Description

Network Name (SSID) : WPA2+WPA3-TransitionMode
Status : Enabled

Security-2.4GHz/5GHz
Security-6GHz

#
SAE RRREZBE RV T4 7Y MDIELW AKM ZRRT SICIF. ROOAXY REFERALET.

show wireless client mac-address <xXxXxxX.xxxX.xxxx> detail

O—AILICRESNTWAPMK vy 2D AMERTT ZICIE, XOOAYY REFRHLEY,

show wireless pmk-cache

{@F) 7% Catalyst AP O< YV K

ROARYREANLT, 9547V M EDOWPAB DTNy TEFZELET,
debug client client-mac-address
ROOARYRZANULT, SAEA/RY NBLUVFFHBOT Ny JZRELEX T,

debug sae {events | details} {enable | disable}
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o
5

o Cisco Catalyst 9800 Series Wireless Controller 17.8.1 Configuration Guide :

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-8/config-
quide/b _wl 17 8 cg.html

o Cisco Catalyst 9100 77 EZARA Y FDRF 1 XAV I
https://www.cisco.com/c/en/us/support/wireless/catalyst-9100ax-access-points/series.html

CORFa2AVME KEYZAIARTRF 1AV bOSENRTY.

Yo ERICODEFELTIE. BAREBRIBERAT. BBRICTZY 7TF—MDHD. UV o 5%D
R=—IHDBH/EEINTVDIEENFHDETEETERLIZEZ,

HLETHEEMRERBDETOT, EXBABRICOVWTIEREY A DO RF 2 AV b 2SR

Y r=1AN
KEART TITREERT J—0w/NEE
AITAINZFHH >/ E IV HR=IL FARTFIEL (AT

V2R EETH 400 DA 74 AEFRUTWET, A 74 XD{EFT. BEEES. FAX HSIY1ED Web 1 b (www.cisco.com/jp/go/offices) T ELf2E 0L\,

Cisco H&LU Cisco A&, Cisco Systems, Inc. E/zlEZFDEESHDAKEL LUZDMMOEICHIFHEIZEL/IFEFEIZETT, YRAADBHIED—EICDWTIL.
www.cisco.com/jp/go/trademarks ZZEL 2SN, BHEHIN TN Y — R/ —FT1 DFIZEEF. ZNhZFhOMBEICRELE T, [/\—~F—] &/l lpartner] EVSEEAMERASINT
WTh, YROEMHORBIC/N\— =2y TERENFEIZIEEBEKTHDDTIEHDEEA. (1110R)
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