show <> K :a~i

» show aaa auth (6 ~<—73")

s show acl (7 ~X—2)

* show acl detailed (9 ~<X—73")

« show acl url-acl detailed (10 ~<—73°)

s show acl summary (11 ~X—2)

« show acl url-acl summary (12 ~X—73)

» show advanced 802.11 channel (13 ~<X—<")

« show advanced 802.11 coverage (15 ~<X—73)

« show advanced 802.11 group (16 ~<—7<)

« show advanced hyperlocation summary (17 ~<—13")
» show advanced hyperlocation ble-beacon (18 ~X—1)
+ show advanced 802.11 12roam (19 ~X—3)

» show advanced 802.11 logging (20 ~X—73")

» show advanced 802.11 monitor (21 ~—73)

« show advanced 802.11 optimized roaming (22 ~X—73)
+ show advanced 802.11 profile (23 ~<X—1)

» show advanced 802.11 receiver (25 ~<X—73)

« show advanced 802.11 summary (26 ~<—1)

+ show advanced 802.11 txpower (27 ~X—73")

« show advanced backup-controller (28 ~X—73)

» show advanced dotl1-padding (29 ~—2)

» show advanced hotspot (30 ~<—1)

» show advanced max-1x-sessions (31 ~X—3)

+ show advanced probe (32 ~X—7)

» show advanced rate (33 ~X—2)

» show advanced timers (34 ~X—)

» show advanced client-handoff (35 ~X—73")

* show advanced eap (36 ~—73°)

« show advanced fra (37 ~_X—7°)

showa<v>K:a~i .
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* show advanced send-disassoc-on-handoff (39 ~—3)
» show advanced sip-preferred-call-no (40 ~—73”)
* show advanced sip-snooping-ports (41 ~<—137)

+ show arp kernel (42 ~—73)

+ show arp switch (43 ~X—73")

* show ap auto-rf (44 ~~—73)

* show ap aid-audit-mode (47 ~X—)

» show ap ccx rm (48 ~X—1)

e showapcdp (49 X—72)

» show ap channel (51 ~<X—7)

» show ap config (52 ~X—37)

» show ap config general (58 ~X—73")

« show ap config global (60 ~—3)
* show ap core-dump (61 ~X—7)

* show ap crash-file (62 ~X—)

» show ap data-plane (63 ~X—73)

» show ap dtls-cipher-suite (64 ~—73)

* show ap ethernet tag (65 ~X—1)

* show ap eventlog (66 ~<—1)

« show ap flexconnect (67 ~<—71”)

* show ap image (68 ~X—)

+ show ap inventory (69 ~<—73)

» show ap join stats detailed (70 ~X—73)

» show ap join stats summary (72 ~<—13)

* show ap join stats summary all (73 ~—73")
* show ap led-state (74 ~<—73”)

* show ap led-flash (75 ~X—7)

+ show ap link-encryption (76 ~<—13)

» show ap max-count summary (77 ~3—37)
+ show ap monitor-mode summary (78 ~X—73)
* show ap module summary (79 ~—3)

« show ap packet-dump status (80 ~X—1)
* show ap prefer-mode stats (81 ~X—13)

» show ap retransmit (82 ~X—1)

+ show ap stats (83 ~X—1)

* show ap summary (87 ~<—)

* show ap tcp-mss-adjust (88 ~X—1)

» show ap wlan (89 ~—1)

* show assisted-roaming (90 ~X—)

» show atf config (91 ~X—7)

» show atf statistics ap (92 ~X—73)

. showa<v> K :a~i
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* show auth-list (93 ~—1)

« show avc applications (94 ~<—1")

* show avc engine (95 ~X—3)

+ show avc profile (96 ~X—73)

» show avc protocol-pack (97 ~=X—7)

« show avc statistics application (98 ~X—73)

» show avec statistics client (100 ~<—37)

« show avc statistics guest-lan (102 ~—73°)

* show avec statistics remote-lan (104 ~X—73")

+ show avc statistics top-apps (106 ~X—3")

» show avc statistics wlan (108 ~X—1)

* show boot (110 ~X—73")

* show band-select (111 ~<X—<)

« show buffers (112 ~X—)

* show cac voice stats (114 ~X—3")

» show cac voice summary (116 ~X—73)

» show cac video stats (117 ~X—1)

* show cac video summary (119 ~—2)

* show call-control ap (120 ~<—73")

* show call-control client (125 ~~—73")

* show call-home summary (126 ~—73)

+ show capwap reap association (127 ~<—17)

» show capwap reap status (128 ~X—37)

s showcdp (129 ~X—7)

* show certificate compatibility (130 ~X—2)

* show certificate Isc (131 ~X—37)

* show certificate ssc (132 ~X—737)

» show certificate summary (133 ~X—7)

+ show clientap (134 ~3—73)

» show client calls (135 ~3—73)

» show client ccx client-capability (136 ~<—13)
« show client ccx frame-data (137 ~X—3)

* show client ccx last-response-status (138 ~X—13)
» show client ccx last-test-status (139 ~X—13)

» show client ccx log-response (140 ~X—73)

» show client ccx manufacturer-info (142 ~X—73")
« show client ccx operating-parameters (143 ~<—3°)
» show client ccx profiles (144 ~—73”)

* show client ccx results (146 ~X—)

+ show client ccx rm = (147 ~<X—73)

» show client ccx stats-report (149 ~X—137)

showa<v>K:a~i .



* show client detail (150 ~<—<%)

» show client location-calibration summary (154 ~X—13)
* show client roam-history (155 ~X—12)

» show client summary (156 ~X—73")

» show client summary guest-lan (158 ~X—1)

» show client tsm (159 ~X—73)

* show client username (161 ~~—37)

« show client voice-diag (162 ~X—737)

* show client detail (163 ~<—1)

» show client location-calibration summary (165 ~X—73")
» show client probing (166 ~X—737)

« show client roam-history (167 ~<—3")

* show client summary (168 ~X—2°)

* show client wlan (170 ~—3)

* show cloud-services cmx summary (171 ~X—3)

« show cloud-services cmx statistics (172 ~~—3)

s showctsap (173 ~X—7)

« show cts environment-data (174 ~X—37)

* show cts pacs (175 ~X—73)

* show cts policy (176 ~<—73")

* show cts sgacl (177 ~X—3°)

* show cts summary (178 ~X—73")

s show cts sxp (179 ~X—72)

* show coredump summary (180 ~*—<)

* show country (181 ~X—1)

* show country channels (182 ~X—1)

* show country supported (183 ~—73)

s show cpu (185 ~X—7)

+ show custom-web (186 ~X—)

* show database summary (187 ~<—3")

* show dhep (188 ~<—7)

* show dhcp proxy (189 ~—727)

* show dhcp timeout (190 ~X—737)

+ show dtls connections (191 ~<—73)

» show exclusionlist (192 ~X—3)

« show fabric summary (193 ~—2)

* show flexconnect acl detailed (195 ~<X—2°)
* show flexconnect acl summary (196 ~~—73")
* show flexconnect group detail (197 ~—13)
+ show flexconnect group summary (198 ~X—3")

» show flexconnect office-extend (199 ~X—<3)

. showa<v> K :a~i
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« show flow exporter (200 ~X—72)

* show flow monitor summary (201 ~—3)
s show guest-lan (202 ~<X—7)

» show icons summary (203 ~X—73)

s show ike (204 ~=X—7)

« show interface summary (205 ~<—3)
* show interface detailed (206 ~X—<)

* show interface group (209 ~X—3)

s show invalid-config (211 ~X—73)

+ show inventory (212 ~X—73)

s show IPsec (213 ~X—7)

« show ipv6 acl (215 ~<—)

* show ipv6 summary (216 ~~—737)

* show guest-lan (217 ~<—737)

s show icons file-info (218 ~<—73)

+ show ipv6 acl (219 ~<—7)

+ show ipv6 acl cpu (220 ~X—7)

» show ipv6 acl detailed (221 ~X—73")

* show ipv6 neighbor-binding (222 ~<X—1’)
* show ipv6 ra-guard (226 ~X—°)

« show ipv6 route summary (227 ~X—37)
+ show ipv6 summary (228 ~<—73)

+ show known ap (229 ~X—7)

showa<v>K:a~i .



. show aaa auth

show aaa auth

showav> F:a~i |

REE, BRI, THUT 47 (AAA) FEEEY— /DT —F R— A DR TE & FonT DI,
show aaa auth =~ > R&ZFEHA L E7,

show aaa auth

=340

'_E_Iu“:I

aATYRFI4LE AL

B ZOawy FIESIBEELITF—V—RNEH Y A,

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
av Y FRERE J1)y—2 EERNE
8.3 Toavwy RPREAINE LT,

RIZ, AAA

(Cisco Controller)

BAE —NDT —F X—=2AORELEF~T D0 2R LET,

> show aaa auth

Management authentication server order:

1......
200
BEawy R config aaa auth

...................................... local
...................................... tacacs

config aaa auth mgmt

. showa<v> K :a~i
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show acl .

show acl
Oy b —FIIHREENTWAT 7 A v ba—/L U AL (ACL) #FE/R9 5I21%. show
acl =~ FAfHLET,
show acl {cpu | detailed ac/ name | summary | layer2 { summary | detailed ac/ name
bl
X DEREA cpu Cisco WLC & e LEidtiE (CPU) ITRRE S
NTWnb ACL &R~ LET,
detailed FrE D ACL O HRZ R L E T,
acl_name ACL4 C7, ARNIIE32 L FUNO R T %
fEHTE £,
summary Ay hr—JIZRESNTNDTTO ACL
DEREFRKRLET,
layer2 LAY 2ACL #F R LET,
AR RFIALE AL
2wy REE yy—2 RENE
7.6 Zoavy RiE, VY —RT6LEIOY J—2A

THAShE L,

WIZ. CPUDT VA aryba—i R NeFERTINNERLET,

(Cisco Controller) >show acl cpu

CPU ACl NaAmME . ot ittt ettt eeeeeeneneoeaeeeaeans

Wireless TrafficC. ...ttt iieneennn Disabled
Wired Traffic. ..o u i ittt ettt ie e Disabled
Applied to NPU. ...ttt ittt iieeennn No

Wiz, 778A aryio— VA MOV~ —%2FRTHH02RLET,

(Cisco Controller) > show acl summary

ACL Counter Status Disabled
IPv4 ACL Name Applied
acll Yes
acl2 Yes

showa<v>K:a~i .
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. show acl

acl3 Yes

IPv6 ACL Name Applied

acle No

WIZ, 778A avrbe— R NOFEMERERRT D02~ LET,

(Cisco Controller) > show acl detailed acl_name

Source Destination Source Port Dest Port

I Dir IP Address/Netmask IP

Address/Netmask Prot Range Range DSCP Action Counter

1

Any 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 0 Deny 0

2

In 0.0.0.0/0.0.0.0 200.200.200.0/ 6 80-80 0-65535 Any Permit 0
255.255.255.0

DenyCounter : 0

“

GE) Ry BN ACLLV—LE—FTH7-TNT, Counter 7 4 —/LV KOMENEMLFET, F
7=. DenyCounter 7  —/L ROfEIX, /X7 v FBL— DN T i e b —E LARWEGEIC
L £,

BEa<y R clear acl counters
config acl apply

config acl counter
config acl cpu
config acl create
config acl delete
config interface acl

config acl rule

. showa<v> K :a~i



| showaw>k a~i
show acl detailed .

show acl detailed

DNS X— Z DFEMI 72 ACL 15 # &2 #5534 5 I121%. show acl detailed =~ > F&fEH L £,

show acl detailedac/ name

BXDEEA acl_name 7 7R a2 kra—/ U A NDOA4HI,

aAvURFIALE AL

avy FIERE Jy— ZEHAR
R
7.6 Zoa<wy FREAINE LT

WIZ, show acl detailed acl_name =~ > KOl %R L ET,

(Cisco Controller) > show acl detailed android

No rules are configured for this ACL.
DenyCounter : 0

URLs configured in this ACL
*.play.google.com

*.store.google.com

showa<v>K:a~i II
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. show acl url-acl detailed

show acl url-acl detailed

ZEH72 URL ACL [ A F:4 5121%. show acl url-acl detailed ==~ > RZfEH L £,

show acl url-acl detailed ac! name

BX DA acl_name F o % av ha—n U 2 FOL4HTL

aAvURFIALE AL

Qv RERE J1—2 EERR
8.3 Zoavy RpEAINE LT,

WIZ, HED URLACL 71 7 7 A LV OFEMIEREZ < LE T,

(Cisco Controller) >show acl url-acl detailed

. showa<v> K :a~i
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show acl summary .

show acl summary

DNS ~X— 2D ACL {§# % £/r9 5121%, show acl summary =~ > R&EEH L E7,

show aclsummary

X DR summary DNS~—ZDACLEHREERLET,
ATV RFI+LE RL
av Y REE ) 1y—2 KENE
7.6 Zoa<wr Rk, VU —RT76LRHIOY ) —2

TEAINE L,

KIZ, show acl summary =~ > RO 2R L FT,

(Cisco Controller) > show acl summary

ACL Counter Status Disabled
IPv4 ACL Name Applied
android No
StoreACL Yes
IPv6 ACL Name Applied

showa<v>K:a~i .



. show acl url-acl summary

show acl url-acl summary

URLACL v 7 7 A )VOY~ 1 —%FKRT 521X, show acl url-acl summary =2~ > K% {# ]

LET,

show acl url-acl summary

showav> F:a~i |

X DA summary URLACL a7 7 A ME#RER R LET,
ARy RFIALE AL
av > RERE J1)—=x

8.3 Zoa~vry RREAINE L,

WIZ, URLACL 72 77 A VDY~V —% Rk LET,

(Cisco Controller) > show acl summary

URL ACL Feature Disabled
ACL Counter Status Enabled
URL ACL Name Applied

test No

. showa<v> K :a~i
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show advanced 802.11 channel

show advanced 802.11 channel .

HEITF v 2 /VE D B TORE L HReHEHRE T T 5121, show advanced 802.11 channel =~

VREFEALET,

show advanced 802.11{a | b} channel

X DERHA a 802.11a x v U — 2 ZFEL £,
b 802.11b/g * v N —Z Z#HEL £ 7,

ARVEFIALE BL

av Yy FERE Jjy—= ETEAR
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A
TEAINE L,
avy RERE J1)y—2= EERNE
8.3 Toawy RPREAINE LT,

w2, BETF v 2 VEND Y TORES L OHEHER 2 Z~ T 502~ LET,

(Cisco Controller) > show advanced 802.1la channel
Automatic Channel Assignment
Channel Assignment Mode
Channel Update Interval

Anchor time (Hour of the day)
Channel Update Contribution
Channel Assignment Leader
Last Run
DCA Sensitivity Level:
DCA Minimum Energy Limit
Channel Energy Levels
Minimum
Average
Maximum
Channel Dwell Times
Minimum

...... AUTO
..... 600 seconds [startup]

...... SNT.

...... 00:1la:6d:dd:1e:40
...... 129 seconds ago
.... STARTUP (5 dB)
...... -95 dBm

...... unknown
...... unknown
...... unknown

...... unknown
...... unknown
...... unknown

...... 153,157,161

showa<v>K:a~i II
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. show advanced 802.11 channel

100,104,108,112,116,132,136,
............................................. 140,165,190,196
DCA Outdoor AP OpPtLion. ..ttt eeneeenns Enabled

. showa<v> K :a~i
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show advanced 802.11 coverage

TNy Y AR VR OF%E & #EHE R A R "7 511X, show advanced 802.11 coverage =~
YRR LET,

show advanced 802.11{a | b} coverage

show advanced 802.11 coverage .

X DERHA a 802.11a x v U — 2 ZFEL £,
b 802.11b/g * v N —Z Z#HEL £ 7,
ATV RFIALE L
avy FERE 1)1y —= EEHNE
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A
TEAINE L,
avy RERE J1)y—2= EERNE
8.3 Toawy RPREAINE LT,

WIZ, TNV Y R—= VR ORGEHERE R T D02 L ET,

(Cisco Controller) > show advanced 802.l1la coverage
Coverage Hole Detection

802.
802.
802.
802.
802.
802.
802.
802.
802.

11la
11la
11la
11la
11la
11la
11la
11la
11la

Coverage Hole Detection Mode........
Coverage Voice Packet Count.........
Coverage Voice Packet Percentage....
Coverage Voice RSSI Threshold.......
Coverage Data Packet Count..........
Coverage Data Packet Percentage.....
Coverage Data RSSI Threshold........
Global coverage exception level.....

Global client minimum exception lev....

... Enabled

... 100 packets
... 50%

... —80 dBm

... 50 packets
... 50%

... 25 %
3 clients

showa<v>K:a~i II
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. show advanced 802.11 group

show advanced 802.11 group

LA AD802.11a F721% 802.11b RIS HEFR O MR E W EL (RF) 70— L& FRT 5I2IE, show
advanced 802.11 group =~ > R&HH L £,

show advanced 802.11{a | b} group

BX DA a 802.11a * v NV —Z7 ZHEEL £,
b 802.11b/g % NU—27 ZfREL £,

ATV RFI4LE RL

vy FRERE Jjy—= THEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

avy FERE J1y—=x ETEAR
8.3 Zoavwry RREAINE L,

WIZ, VATDERRF JNV—TREEEZRTHHZRLET,

(Cisco Controller) > show advanced 802.l1la group
Radio RF Grouping

802.11a Group Mode. ..t ii ittt ittt ettt eeeeeeennns AUTO

802.11a Group Update Interval......... .. 600 seconds

802.11a Group Leader. . v ittt it ittt einnnenns XX IXX XX XX IXX XX
802.11a Group MemMbEer . . v vttt ittt ittt it tin e e XXIXXIXX XX XX XX

802.11a Last RUN .ttt ittt ittt it ettt eeennnenennees 133 seconds ago

II showa<v> K :a~i
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show advanced hyperlocation summary

Cisco Hyperlocation % EfE H DO~ U —%FK/R$ 5HIZ1L. show advanced hyperlocation summary

avr REFHLET,

show advanced hyperlocation summary

show advanced hyperlocation summary .

avy FERE

)1)—2R TEAR
8.1 Zoaw iR Y Y —281 TEASNEL

77

wIZ, OB ZRLET,

(Cisco Controller) >show advanced hyperlocation summary

Hyperlocation. ...ttt ittt ittt
Hyperlocation NTP SeIVeIr.....eiutieenenneeneenns

Hyperlocation pak-rssi Threshold

Hyperlocation pak-rssi Trigger-Threshold

Hyperlocation pak-rssi Reset-Threshold

Hyperlocation pak-rssi Timeout

APAQ023.9FD8.EA4C
APAQ023.9FD8.EA50
APAQ023.9FD8.EA9C

AP0C75.BD13.B496

40

40

40

a0

:ce

:ce

:ce

123

124

124

124

9f:

:bf:

:bf:

:bf:

8a:

8f:

8f:

94

5c:

40

80

140

00

Hyperlocation Explicit AP
DOWN 0
DOWN 0
DOWN 0
DOWN 0

showa<v>K:a~i .
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. show advanced hyperlocation ble-beacon

show advanced hyperlocation ble-beacon

AP @ BLE v — 2 2T 5 1E# A2 £ /R T 5HIZIL. show advanced hyperlocation ble-beacon =
~v Rz LET,

show advanced hyperlocation ble-beacon {all | firmware-download summary | beacon-id id | {ap-name
ap-name| ap-group group-name }}

BXDEREA

all T _RTOBLE B — a0z FE R LET,

firmware-download summary BIE 77— AU =7 X7 a— R 7ot ANOTXTOD AP

value BRI LET,

beacon-id id ID #35E L7~ BLE b —a BT AERAF T LET,

ap-name ap-name AHTEFRE LT AP IR fHT 541 TW% BLE B —=2 (2B
THEREERLET,

ap-group group-name L RIEFEE LIz AP 7 v — 7 IZBEAHT 53T 5 BLE B —

I NIETAERERRLET,

avy FERE

J1y—=x ETEAR
8.1 Zoa<w RV U—281 CTEAISNEL
7=,

KIZ, T_RCOE—a>® BLE BE—a s R T 50557 LET,

(Cisco Controller) >show advanced hyperlocation ble-beacon all
Global Configuration

BLE Advertised Transmit Power: c5 (=59 dBm)

BLE beacon ID UuIlD TX Power (dBm)
Interval (Hz) Status

1 00000000-0000-0000-0000-000000000000 0
1 Disabled

2 00000000-0000-0000-0000-000000000000 0
1 Disabled

3 00000000-0000-0000-0000-000000000000 0
1 Disabled

4 00000000-0000-0000-0000-000000000000 0
1 Disabled

5 00000000-0000-0000-0000-000000000000 0
1 Disabled

. showa<v> K :a~i
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show advanced 802.11 I2roam .

show advanced 802.11 12roam

802.11a £721%802.11b/g L' A ¥ 27 FA 7> b —3 o FiEHAF T 5I121%, showadvanced
802.11 Rroam =~ > FZHEHALET,

show advanced 802.11{a | b} 12roam {rf-param | statistics} mac address}

X DEREA a 802.11a % v U —2 ZfREL £,
b 802.11b/g % NU—27 ZfRELE T,
rf-param VA Y 2 JEBR T A—2 R ELET,
statistics LAY20 4T v bou—=3 o riEEHER
HHRELET,
mac_address 7547 NOMACT LA,

ATV RFI4LE AL

avy FERE Jy— ZEHAR

R

7.6 ZoawrRiE, VY—RT6LHEIOY V—ATHEAINLE LT,
avy FER J1y—=x TEAR

8.3 Zoavry RPREAINE L,

KIZ, show advanced 802.11b 12roam rf-param =~ > ROl &2~ L E T,

(Cisco Controller) > show advanced 802.11lb l2roam rf-param

L2Roam 802.11lbg RF ParametersS.......c.oueueeeeennnnn.

Config Mode. v v ittt ittt et et e e Default
Minimum RSST . ..ttt ittt ettt ettt eeeeeeeenn -85
Roam Hysteresis......o..oiiiiiiiiiininnnnnn. 2

Scan Threshold........ ..t =72
Transition time...... ... 5

showa<v>K:a~i .



. show advanced 802.11 logging

show advanced 802.11 logging

showav> F:a~i |

802.11a £721X 802.11b ® RF A X b u 7B IR T 3 —< 2 A 1 7 2K RT HIZIL. show

advanced 802.11 logging =~ > K&/ L 9,

show advanced 802.11{a | b} logging

XN a

802.11a * v hU— 7 ZE L £,

802.11b/g % NU—27 ZfREL £,

ATV RFI4LE RL

vy FRERE Jjy—= THEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=
TEAINE L,
av Yy FER Jjy—= ETEAR
8.3 Zoavwy RPREAINE L,

WIZ, 802.IIbRFA X b Bl BIUONN T r—~v 2 a 2R T A0 %E2 R LET,

(Cisco Controller) > show advanced 802.11b logging

RF Event and Performance Logging

Channel Update Logging..........
Coverage Profile Logging........
Foreign Profile Logging.........
Load Profile Logging............
Noise Profile Logging...........
Performance Profile Logging.....
TxPower Update Logging..........

II showa<v> K :a~i
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show advanced 802.11 monitor

show advanced 802.11 monitor .

T 74 DA 802.11a F721% 802.11b RS EERRELAR 2 For 95 121X, show advanced

802.11 monitor =~ > R&FH L F9,

show advanced 802.11{a | b} monitor

BX DA a 802.11a * v NV —Z7 ZHEEL £,
b 802.11b/g % NU—27 ZfREL £,

ATV RFI4LE RL

vy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=
TEAINE LA,
av Yy FER Jjyy—= ETREAR
8.3 Zoavwy RPREAINE L,

WIZ, 802.11b % v b U — 7 OMEMEA 2 RRT DB 2R L ET,

(Cisco Controller) > show advanced 802.11b monitor

Default 802.11b AP monitoring

802.11b Monitor Mode..........
802.11b Monitor Channels......

................. enable
................. Country channels

802.11b RRM Neighbor Discovery Typ€............ Transparent

802.11b AP Coverage Interval
802.11b AP Load Interval......
802.11b AP Noise Interval.....

................... 180 seconds
................. 60 seconds
................. 180 seconds

802.11b AP Signal Strength Interval............ 60 seconds

showa<v>K:a~i II
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. show advanced 802.11 optimized roaming

show advanced 802.11 optimized roaming

802.11ab F v U —7 OigiEL SNz m— I FRRIE A2 FKRT HITIE, show advanced 802.11
optimized roaming =~ > R&EH L £,

show advanced 802.11 {a | b} optimized roaming |[stats]

X DA stats  ({£E) 802.1lab % v MU —7 Ot IN-n—I V /EiHEREERLET,

ATV RFIFLE AL

avy FERE Jy— ZEHAR
2
8.0 Zoawy RRNEAINE L,
av Y RER )1)y—2= EERNE
8.8 Zoawy RPREAINE LT,

Wiz, 802.1laxy N — 7 Db ENzn—I VIR TEEFERTHHE2RLET,

(Cisco Controller) > show advanced 802.lla optimized roaming

OptimizedRoaming
802.11la OptimizedRoaming Mode.........cvvvue... Enabled
802.11la OptimizedRoaming Reporting Interval.... 20 seconds
802.11la OptimizedRoaming Rate Threshold........ disabled

wIZ, 802.11aky hU—7 DL ENT-0— I U IHEE A ERT DM E R LE
7,

(Cisco Controller) > show advanced 802.l1la optimized roaming stats
OptimizedRoaming Stats

802.11la OptimizedRoaming Disassociations....... 2

802.11la OptimizedRoaming Rejections............ 1

II showa<v> K :a~i
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show advanced 802.11 profile .

show advanced 802.11 profile

802.11a F 721X 802.11b x})iis Lightweight 7 7 F A IRA > RDO/RT7 A —< 2 A a7 7 A V&3
R 5HIZ1E. show advanced 802.11 profile =~ > R&fH L £,

show advanced 802.11{a | b} profile {global | cisco ap }

BX DA a 802.11a > T —7 ZfEL T,
b 802.11b/g * v N —2 Z#HEL £ 7,
global 9T D Cisco Lightweight 7 27 2 X KA b
IHEELET,
cisco_ap ¥¥iE D Cisco Lightweight 7 7 & 2 KA > kD
4 i,
ARy RFIANLE AL
ATy RERE J1—2 EERAR
7.6 Zoaxry RE, VU —RAT6LEIOY Y —2
THEAINE L,
avr FERE 1)1)—=x EEANE
8.3 Zoavy RPEAINE LT,

WIZ, 802.11a 711 7 7 A )LD 71—, VViE LEHE 2 Zr T 5 Hl 2R LET,

(Cisco Controller)

> show advanced 802.11 profile global

Default 802.1la AP performance profiles

802.
802.
802.
802.
802.
802.
802.
802.

11la
11la
11la
11la
11la
11la
11la
11la

Global
Global
Global
Global
Global
Global
Global
Global

Interference threshold.............. 10%
noise threshold......... ..., -70 dBm
RF utilization threshold............ 80%

throughput threshold................
clients threshold........... ... .. ...
coverage threshold..................
coverage exception level............

1000000 bps
12 clients
12 dB

80%

client minimum exception lev........ 3 clients

I, BEDT IV EARA L N T a7 7 A IVOREELFHFEREFZRT O 2R LE

—§_ﬂ0

(Cisco Controller)

>

show advanced 802.11 profile APl

Cisco AP performance profile not customized

showa<v>K:a~i II
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. show advanced 802.11 profile

ZDINEIL, 2D Lightweight 7 7 B A RA 2V hDONT p—< U A T 77 A )VRT
=NV RT 7 4V MREEZEM L TEY, FINCERES N TWRNIZ L &R LT
‘ij‘o

. showa<v> K :a~i
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show advanced 802.11 receiver

show advanced 802.11 receiver .

802.11a 7212 802.11b L 2 — D% E & MatEH &+ 9 5121%. show advanced 802.11 receiver

avr REFHLET,

show advanced 802.11{a | b} receiver

X DERHA a 802.11a x v U — 2 ZFEL £,
b 802.11b/g * v N —Z Z#HEL £ 7,

ARVEFIALE BL

av Yy FERE Jjy—= ETEAR
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A
TEAINE L,
avy RERE J1)y—2= EERNE
8.3 Toawy RPREAINE LT,

wIZ, 802.11a Ry MU —7 OFFER L OHEHEHREF R T 02" LET,

(Cisco Controller) > show advanced 802.11 receiver

802.11la Receiver Settings

RxStart Signal Threshold......oi ittt ienneeennn 15
RxStart Signal Lamp Threshold.......c.oiiiiiiineeenn. 5
RxStart Preamble Power Threshold................... 2
RxReStart Signal Jump StatuUsS. .. iiitieeeeeeennenennn Enabled
RxReStart Signal Jump Threshold.......c.oiiiiiiineennn. 10
TxStomp : Low RSSI StatuUS. ...t iiiiii i tneennennenns Enabled
TxStomp Low RSSI Threshold.......uiiiitiiieeeeenneans 30
TxStomp Wrong BSSID Status. ...t et et eneennennns Enabled
TxStomp Wrong BSSID Data Only Status................. Enabled
RxAbort Raw Power Drop StatusS.....iiiiieeeeeeeneneennn Disabled
RxAbort Raw Power Drop Threshold...........ciiiiee... 10
RxAbort Low RSST StatUS. .. iiiiiiiiiiiiiiienennnn Disabled
RxAbort Low RSSI Threshold........ ... 0
RxAbort Wrong BSSID StatUS. .. eiieeieeeeeeeneeeeennnn Disabled
RxAbort Wrong BSSID Data Only Status................. Disabled

showa<v>K:a~i .



. show advanced 802.11 summary

showav> F:a~i |

show advanced 802.11 summary

802.11a F 721% 802.11b @ Cisco Lightweight 7 7 & A2 iRA > D4R, F v %/, BLOEE
LUL DY~ ) —%FKRT 521, show advanced 802.11 summary =1~ > K2 H L F9,

show advanced 802.11{a | b} summary

EX DA a

802.11a r v hU— 7 ZIEE L E7,

802.11b/g * v N —2 Z#HEL £ 7,

ARVEFIALE L

av Yy FERE Jjy—= ETEAR
7.6 Zoa=wr R, VU—RXT76LHEIDOY Y —2A
TEAINE L,
avy RERE J1)y—2= EERNE
8.3 oawy RPREAINE LT,

WIZ, 802.11b 7T 7 & A iR"A > FREDERNEEXRT HHZRLET,

(Cisco Controller) > show advanced 802.1lb summary

AP Name
TxPower

CJ-1240
1)
CJ-1130
1()

MAC Address Admin State Operation State Channel
00:21:1b:ea:36:60 ENABLED UP 161
00:1f:ca:cf:b6:60 ENABLED UP 56%*

GE)  FrRNVBEEERIIMBEL VOO T AX VA7 (*) X, ZJo—"\ARk7 3y xX
LAREICE>THIEENTWAZ L B2RLET,

. showa<v> K :a~i
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show advanced 802.11 txpower

show advanced 802.11 txpower .

802.11a £ 721X 802.11b HEMu kYT —H W Y TAEFEK /T 521X, showadvanced 802.11 txpower

avr REFHLET,

show advanced 802.11{a | b} txpower

X DERHA a 802.11a x v U — 2 ZFEL £,
b 802.11b/g * v N —Z Z#HEL £ 7,
ATV RFIALE L
avy FERE 1)1y —= EEHNE
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A
TEAINE L,
avy RERE J1)y—2= EERNE
8.3 Toawy RPREAINE LT,
WIZ, 802.11b Bk /N T — a A FORER L OWFHER A F T 502~ LET,

(Cisco Controller)
Automatic Transmit Power Assignment

> show advanced 802.11lb txpower

Transmit Power Assignment Mode..........oooee... AUTO

Transmit Power Update Interval............cc.... 600 seconds
Transmit Power Threshold..............ooi.... -65 dBm

Transmit Power Neighbor Count................... 3 APs

Transmit Power Update Contribution.............. SN.

Transmit Power Assignment Leader................ XX XX :IXX XX XX XX
LasSt RUN. it ittt ittt ie et teeeeeeneeeeeenneaannns 384 seconds ago

showa<v>K:a~i .
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. show advanced backup-controller

show advanced backup-controller

TIA=VBLIO®EI L FY Ny 7T 7 WLC DY A R &FERT 5I21E, show advanced
backup-controller =~ > K&l L 7,

show advanced backup-controller

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, Ny 2Ty 7 arbun—IFREFRRT 62" LET,

(Cisco Controller) >

show advanced backup-controller

AP primary Backup Controller .............covon.. controller 10.10.10.10
AP secondary Backup Controller .................. 0.0.0.0

. showa<v> K :a~i
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show advanced dot11-padding .

show advanced dot11-padding

Wireless LAN Controller DR 7 L— A /3T ¢ o T OIRRE R KR T 5 1T1L. show advanced
dotll-padding =~ > R&EMHHL £,

show advanced dotl11-padding

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

avy FERE Jyy—= TEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—RATHEAINE LT,
av Y FER Jjyy—= TEAR

8.3 Zoawry RPREAINE L,

WIZ, BT L—0 T ¢ IO EEE R TR T A E R LET,

(Cisco Controller) > show advanced dotll-padding

Aot ll-Padding . v e e e e et teeeeeeeeeeeesoenasesennns Disabled

showa<v>K:a~i .
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. show advanced hotspot

show advanced hotspot

PR AR v AR Y R XT A —F BRKIRT HIZIL, show advanced hotspot =~ > K& L
e

show advanced hotspot

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WU, FEMRR Y h ARy b NTA=FHRKRZT L0 2R LET,

(Cisco Controller) >show advanced hotspot

ANQP 4-way State .. i it it ittt it eeeneennans Disabled
GARP Broadcast state: ....... i, Enabled

GAS request rate limit ..........iiiiiiiiiinnnn. Disabled
ANQP comeback delay in TUs (TU=1024usecC) .......... 50

II showa<v> K :a~i
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show advanced max-1x-sessions .

show advanced max-1x-sessions

BT 7 BARA L MTHFATENTHBREFER02.1X & v a D KE#FE T 5I121%. show
advanced max-1x-sessions =~ > RZ&H AL £9,

show advanced max-1x-sessions

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

avy REE 1)) —= EERNRE

7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

avy FERE J1y—=x THEAR
8.3 Zoawry RBREAINE L,

WIC, H5T 7 BABRL L FORKRIX By a vy aHzRrdT A2 RLET,

(Cisco Controller) >show advanced max-lx-sessions
Max 802.1x session per AP at a given time........ 0

showa<v>K:a~i .



. show advanced probe

showav> F:a~i |

show advanced probe

I TATV DT I EARA L FYUT20 D CiscoWLCIZIEE SNz T v —T BB L0 1 —
7k (R V) 2F£ T 5I21E, show advanced probe =21~ K& L F9,

Zoawy FIESIBEELITF—U—FNIHY A,

X DR
AR RFIALE AL
2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —RT76LHEIOY ) —2A
TEAINE L],
av Y FERE Jyy—= ZEAR
8.3 Zoavwy RREAINE LT,

WIZ, WLAN 22 he—5 D e —7H/EXFrT 5052~ LET,

(Cisco Controller) >show advanced probe

Probe request filtering...........ciiiiiiinnnan. Enabled
Probes fwd to controller per client per radio.... 12
Probe request rate-limiting interval............. 100 msec

. showa<v> K :a~i
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show advanced rate .

show advanced rate

HIE A L — MHIRRSG 05 ) & Fovd B 1Z1E, show advanced rate =~ > N&{#EH L £
7,

show advanced rate

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

WIC, A F ORISR L— MRE— F2RRT o012 RLET,

(Cisco Controller) >show advanced rate
Control Path Rate Limiting.............civuen.. Disabled

showa<v>K:a~i .



. show advanced timers

show advanced timers

showav> F:a~i |

EFEEVT 4 Toh—, BIGE, BIUORERTIZ7EBRARALS L O M) A A ~v—%FKR
T 5121%. show advanced timers =~ > RZfHH L £7,

show advanced timers

'_E_Iu“:I

=340

AU R TIHIE

B ZOawy FIESIBEELITF—V—RNEH Y A,

T 7V ME B ICRRE S TWET,

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
av Y FRERE J1)y—2 EERNE
8.3 Toavwy RPREAINE LT,

RIZ, VAT D IA—DORELETT D0 2R LET,

(Cisco Controller)

>show advanced timers

Authentication Response Timeout (seconds)........ 10

Rogue Entry Timeout (seconds) .........oueueueeeennn. 1200

AP Heart Beat Timeout (seconds) .........oeeeueeenn. 30

AP Discovery Timeout (seconds) ........eeiiiueuee.. 10

AP Local mode Fast Heartbeat (seconds)........... disable

AP flexconnect mode Fast Heartbeat (seconds)........... disable
AP Primary Discovery Timeout (seconds)........... 120

. showa<v> K :a~i
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show advanced client-handoff .

show advanced client-handoff

HiiTHOBE 7 747 v by RA 7[R % Fw$ 5121, showadvanced client-handoff =
~ U REMEHLET,

show advanced client-handoff

XD IR FIZFEIEERITZF—Y—NIdb v A,
avy FERE )1)—2 EERE
7.6

Zoa=wy R, VU —RXT76LHEIDY Y —2A
TEAINE LA,

WIZ, HaITEDO EREZB 27252, 7747 hOBEINY RA7 £— RaHRRT
L& R LUET,

(Cisco Controller) >show advanced client-handoff
Client auto handoff after retries................ 130

showa<v>K:a~i .
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. show advanced eap

show advanced eap
JERRERE Y 1 k=L (EAP) X E4ZF9 5121, showadvancedeap =~ > K& L £,

show advanced eap

X DR ZOawy FIESIEELITF—V—NEH Y A,

ATV RFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 Zoa<wy R, VY —RT6LETDOY U —2A

TEAINE L,

avy FERE )1)—=x EEAR
8.3 Ioawy RPREAINE LT,

WRIZ, EAPREZFR T HHE2RLET,

(Cisco Controller) > show advanced eap

EAP-Identity-Request Timeout (seconds)........... 1
EAP-Identity-Request Max Retries................. 20

EAP Key-Index for Dynamic WEP.............ccouunn.. 0

EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (secondsS) ........eiiieennennns. 1
EAP-Request Max Retries..........iiiiiiiinnnnnn. 20
EAPOL-Key Timeout (milliseconds)...........ooe.n.. 1000
EAPOL-Key Max Retries......c..iiiiiiinnnnnnn 2

BEa<wy R config advanced eap

config advanced timers eap-identity-request-delay

config advanced timers eap-timeout

. showa<v> K :a~i
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show advanced fra .

show advanced fra

TR TN FTUFTH A A b (FRA) REZFART HITIE, show advanced fra =~
REfEHLET,

show advanced fra

KT EEH Toa=wy RIZIEBIEELITF—U—RiIb A,
avURFIALE L
avy REE )1y—= EERNE
8.2 Zoavwr RPREAINE L,

RIZ, config advanced fra service-priority coverage =~ > R&fEH] L CTH— & A EE
% coverage |ZEXET DB D FRA R EDH 2R LET,

(Cisco Controller) > show advanced fra

L AN = Enabled

FRA Sensitivity. .o e ettt eeeeeeeeeeeeeneeenennns medium (95%)

FRA INLerval..i i e e et eeeeeeeeneeeeoeneaenonnas 1 Hour (s)
Last RUN.: .t ittt i ittt teeeeeeeneenesaneaessas 2890 seconds ago
Last RUN TimMe. v v vt i i ittt neeeeeeoeeessennnensns 0 seconds

Service Priorify. ..ttt tteneeeennnneens Coverage

AP Name MAC Address Slot Current Band
COF % Sensor % Suggested Mode

AP3800 28:6f:7f:e0:60:40 0 2.4GHz

None None (Static)

COF : Coverage Overlap Factor
[] : COF when radio was in 2.4GHz Band

RIZ, config advanced fra service-priority client-aware =~ > R& ] L CH—t A&
JelE% client-aware (ZEXET D5 D FRA BREDHIZ /R L E T,

show advanced fra

L = I = Enabled

FRA Sensitivity. . e e ettt eeeeeeeneeenennns medium (95%)

FRA Interval. ...ttt it ttnteeeeeeeeeeneennenns 1 Hour (s)
Last RUN. ittt ittt et eit s teeeeeeeeeeeeeaneaanens 3329 seconds ago
Last RUN TimMe. . i vt i i ittt toeeeeeeneeeeseneeanens 0 seconds

showa<v>K:a~i II
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. show advanced fra

Service Priorify. ..ttt it eeeeeenneenens Client Aware
Client Select Utilization Threshold............ 25%
Client Reset Utilization Threshold............. %
802.11la Client Network Preference.............. default
AP Name MAC Address Slot Current Band
COF % Sensor % Suggested Mode
AP3800 28:0f:7f:e0:60:40 0 2.4GHz
0 None (Static)

COF : Coverage Overlap Factor
[] : COF when radio was in 2.4GHz Band
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show advanced send-disassoc-on-handoff .

show advanced send-disassoc-on-handoff

N RATHRIZWLAN 22 ha—F 080 A4 T haT Y vo— MERT 20 E 9 0EFoR
4 5121%. show advanced send-disassoc-on-handoff =~ > RZfHH L £,

show advanced send-disassoc-on-handoff

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FER J)— ZEERNE

A

7.6 Zoa<wry RiE, V=76 URIDOY V—ZATHEAINE LT,
avy RER Jyy—= EENE

8.3 Zoawy RpREAINE L,

RIZ. show advanced send-disassoc-on-handoff =~ > RO H 12 ~R L F T,

(Cisco Controller) > show advanced send-disassoc-on-handoff
Send Disassociate on Handoff..................... Disabled

showa<v>K:a~i .
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. show advanced sip-preferred-call-no

show advanced sip-preferred-call-no

BRa—NLFEEDY A N%EFRT 52, show advanced sip-preferred-call-no =~ > K % {i#
LET,

show advanced sip-preferred-call-no

KT EEH Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

aATYRFI4LE AL

avy RERE )— ZEEASE
2
7.6 Zoa<wr RNE, VY —RT76LEIOY VU —ATEHAINE LT,

RIZ. show advanced sip-preferred-call-no =~ > RO IHilZR L F9,

(Cisco Controller) > show advanced sip-preferred-call-no
Preferred Call Numbers List
Call Index Preferred Call No

II showa<v> K :a~i
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show advanced sip-snooping-ports

B DEREA

AU R TIHIE

show advanced sip-snooping-ports .

I— )L AX— B DOR— M A2 F T 512X, showadvanced sip-snooping-ports =~ > K

ML ET,
show advanced sip-snooping-ports

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

avy FERE

7L

)— ZEEASE

R

7.6 ZoawryNE, V=276 LEIOY Y —ATHAShE L,
&IZ. show advanced sip-snooping-ports =~ > FDOH 1l Z R L E9,

> show advanced sip-snooping-ports

(Cisco Controller)
1000 - 2000

SIP Call Snoop Ports:

showa<v>K:a~i .
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. show arp kernel

show arp kernel

H—F T RUARF 71 ka2 (ARP) OF % v ¥ aff#fa K79 5121, showarp kernel
awy REHEHRALET,

show arp kernel
ZOavy RIFBIEELIIF—T— RiEdb ) 8 A,

aATYRFI4LE AL

avy RERE )— ZEEASE
A
7.6

Zoa<wr RNE, VY —RT76LEIOY VU —ATEHAINE LT,

KIZ. show arp kernel =~ > KDz~ L ET,

(Cisco Controller) > show arp kernel

IP address HW type Flags HW address Mask Device
192.0.2.1 0x1 0x2 00:1A:6C:2A:09:C2 * dtlo
192.0.2.8 0x1 0x6 00:1E:E5:E6:DB:56 * dtlo

. showa<v> K :a~i
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show arp switch .

show arp switch

Cisco Wireless LAN Controller ® MAC 7 KL 2, IP7 RL A, BIXOR— K A4 FE2FERTD
21, show arp switch =~ > R&2H L £7,

show arp switch

XD IR FIZFEIEERITZF—Y—NIdb v A,
av Yy FER Jy— ZEHEAR
A
7.6 Zoa<wryRiE, V) —RT76URIDOY V—2ATHEAINE LT,

KIZ. show arp switch =~ > KD FH 2R L ET,

(Cisco Controller) > show arp switch

MAC Address IP Address Port VLAN Type
XX IXXIXXIXXIXXIXX XXX .XXX.XXX.XXX Service port 1

XX IXXIXXIXXIXXIXX XXX .XXX.XXX.XXX Service port

XX IXXIXXIXXIXXIXX XXX .XXX.XXX.XXX Service port

showa<v>K:a~i .



. show ap auto-rf

show ap auto-rf

showav> F:a~i |

Cisco Lightweight 7 7 £ A A8 A > F ® H#) RF X E % F/~T 521, show ap auto-rf =~ > F

ML ET,

show ap auto-rf 802.11{a | b} cisco ap

802.11a r v NU— 7 ZIEE L E7,

802.11b/g * v N — 2 Z#HEL £ 7,

BX DA a
b
cisco_ap

Cisco Lightweight 77 & 2 R4 v N4,

ATV RFI+LE AL

avy FERE )1y—= EEAR
7.6 Zoawy Rk, VU—R76LHIOY Y —X
TEAINE L,
av Y FER Jjy—= TEAR
8.3 Zoawry RPREAINE L,

WIZ, T7BARA L FOHBRF EFREFTRT 62 RLET,

(Cisco Controller)

> show ap auto-rf 802.1la APl

Number Of SlotS. it iiin ittt ieeeeeeeeeeeennenns 2
AP NaAlE . v vttt et oot o oeeessoennesesonnnessssnnnssssas APO3
MAC AdQrE S S ettt ittt it teeeeseeeeeeeseneesssanneeens 00:0b:85:01:18:b7
1T o T 4 o T RADIO TYPE 80211la
Noise Information
Noise Profile. ... .ttt iiineeeennnenennns PASSED
Channel 36. ..ttt ittt eeeeeeeeeneeesennenns -88 dBm
Channel 40. ...ttt iiteeeeeenenneennenns -86 dBm
Channel 44 . ... . ittt ittt teeeneeennanns -87 dBm
Channel 48. ... ittt ittt teeeennennanns -85 dBm
Channel 52, ...ttt ittt it ennnnns -84 dBm
Channel 56. ..ttt ittt teeenenennenns -83 dBm
Channel 60. ...ttt teeeneeennenns -84 dBm
Channel 64 . ...ttt ittt teeennnennenns -85 dBm
Interference Information
Interference Profile....... ... PASSED
Channel 36. ...ttt tiiiiit ittt eeeeeeeeeeennenns -66 dBm @ 1% busy
Channel 40. ...ttt ittt tteeneeennenns -128 dBm @ 0% busy
Channel 44 . ... ittt ittt tteenenennnnns -128 dBm @ 0% busy
Channel 48. ... .ttt ittt teeeeennnnns -128 dBm @ 0% busy
Channel 52, .. ..ttt ittt ittt -128 dBm @ 0% busy
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Channel 56. ...ttt tneeneenennns
Channel 60. ...ttt ineeneeneeneeneenns
Channel 64 . ...ttt ittt teeeneeneenns

Rogue Histogram (20/40 ABOVE/40 BELOW)

Channel 36. ...t iiieeeeeeeeeeeeneanns
Channel 40. ...t iiiiitieeeeeeennanns
Channel 44. ... ..ttt ittt neennennnnns
Channel 48. ... ..ttt iteeneeeneanns
Channel 52. ...ttt iteeeeeennanns
Channel 56. ...ttt teeeeeeeennanns
Channel 60. ...t iiiiittieeeeeeennanns
Channel 64. ... ..ttt tteeeeeennanns

Load Information

Load Profile. .. .i.ii i iieeeeeennenns
Receive Utilization..........covivee...
Transmit Utilization..........ccoeuevunn..
Channel Utilization.........coeeuueuenenn..
Attached Clients. ... iiiieeennnns

Coverage Information

Coverage Profile.....iiii it innnnns
Failed Clients. ...t iiieeeeennenns

Client Signal Strengths

RSSTI —100 dBmM. vt vii ittt iiiiee i
RSSI =92 dBmM. .t vii it ittt ittt i
RSSI -84 dBmM. .. viiiiiiiiiiiinieennnnns
RSSI =76 ABM. vt viiit ittt iiinieennnnns
RSSI —68 dBmM. .. viiii it iiiiieinnnnns
RSSI 60 dBmM. .. viiiiiiiiiiiiiie i
RSSI =52 dBmM. .t viiii ittt ittt i

Client Signal To Noise Ratios

SNR O ABM. vt ittt ittt ittt i
SNR S dABM. .ttt e e
SNR 10 dBM. vt et ittt i i i
SNR S T @ 2
SNR 20 ABM. et vttt i i e
SNR 25 ABM. et ittt i e e
SNR 30 ABM.e vt it ittt i i e
SNR 35 ABM.e vttt ittt i e
SNR 40 dBM. vt ittt ittt i
SNR 45 dBM. vt ittt ittt i e

Nearby RADs

RAD 00:0b:85:01:05:08 slot O..cvvvieen...
RAD 00:0b:85:01:12:65 slot O...vvvieeo...

Channel Assignment Information

Current Channel Average Energy.........
Previous Channel Average Energy........
Channel Change Count.......oovvieunnnn..
Last Channel Change Time.........c.....

2004

Recommended Best Channel...............

RF Parameter Recommendations

...... 16/ 0/
...... 28/ 0/
...... 9/ 0/
...... 9/ 0/
...... 3/ 0/
...... 4/ 0/
...... 7/ 1/
...... 2/ 0/

show ap auto-rf .

...... -73 dBm @ 1% busy
...... -55 dBm @ 1% busy
...... -69 dBm @ 1% busy

O O O OO o oo

...... PASSED
...... 0 clients

...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients

...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients
...... 0 clients

.... —46 dBm on 10.1.30.170
... —24 dBm on 10.1.30.170

showa<v>K:a~i II
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. show ap auto-rf

Power Level. ..ttt ittt it teeeeeeeneenesnnss 1
RTS/CTS Threshold. ....uu it iineteenneeennnnn 2347
Fragmentation Threshold............... ... ..., 2346
Antenna Pattern........iiiiiiiiietieneeeeennns 0

. showa<v> K :a~i
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show ap aid-audit-mode .

show ap aid-audit-mode

AP CAIDBEEE— RDOAT —X A% KT 51213, show ap aid-auditmode =~ > R A flifj L
£

show ap aid-audit mode

e QO Toa=wy RIZIEBIEELITF—U—RiIb A,
ARV RFI+AE  BL
avy FERE J1y—=x ETEAR

8.6 Zoavwry RREAINE L,

Wiz, AIDEEREET— KOARAT—H A 2HF 1T HH 27 LET,

(Cisco Controller) > show ap aid-audit-mode
Aid AUdit MOdE vt vttt it e e Disabled

showa<v>K:a~i .



. show ap cex rm

show ap ccx rm

T 7 A RA > b Cisco Client Extension (CCX) EFREFL R T — & XM A2 T+ DI1T1E.

show ap cexrm =2~ > R&fEfH L5,

show ap ccx rm ap_name status

showav> F:a~i |

BX DA ap_name BEDT 78 A KAV M,
status T B ARA L FO CCX HERHEPRA T — &
2fEREF TR LET,
ARVRFIFAL RL
av Y FEE )1)y—= EEAR
7.6 Zoa<wy Rk, VYU —RT6LETDOY U —2A

TEAINE L,

WIT, CCX HERMEFD AT —H A% T 502~ LET,

(Cisco Controller) >show ap ccx rm AP1240-2lac status
A Radio

Channel Load Request ...t ieeeennn Disabled
Noise Histogram Request ..........oceeen.. Disabled
Beacon Request .. iietiineneeeeeeneennnns Disabled
Frame ReqUEST ..ttt iiittineneeeenennenns Disabled
Interval ...ttt e e 60
Iteration .ttt ittt it i e 10

G Radio

Channel Load Request ...t ieeeennn Disabled
Noise Histogram Request ..........oceeen.. Disabled
Beacon Request . .iviietitneneeeeeeneennnns Disabled
Frame ReqUEST ..ttt iiitiineneeeenennenns Disabled
Interval ...t e e e 60
Iteration .ttt ittt it it 10

II showa<v> K :a~i
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show ap cdp .

show ap cdp

7 72 A RA KO Cisco Discovery Protocol (CDP) {§# % F/~7 521X, showapedp =~ >
NEFERHLET,

showapcdp {all | ap-namecisco ap | neighbors {all | ap-namecisco ap | detailcisco ap}}

BXDEREA all FTRCOT IV EARAL L FOCDP AT — 4 A
rRALET,
ap-name ¥EEDT 78 ARA Y NOCDP AT —H A%
FrLET,
cisco_ap EDT 7|8 A RA L N,
neighbors CDP ZffEH L T A N—Z R R LET,
detail CDP 2T DR EDT 7 B A RA v bDO*

AN—IZET oI E R LET,

aATYRFI+LE AL

avy FERE Jiy—=x EENAE
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A

TEAINE L,

avy FERE J1y—=x ETEAR
8.3 Zoavwy RREAINE L,

WIZ, TRTCDOT 7EARAL L PO CDP AT —X A% FKR_TH5HERLET,

(Cisco Controller) >show ap cdp all
AP CDP State

AP Name AP CDP State
SB_RAP1 enable
SB_MAP1 enable
SB_MAP2 enable
SB_MAP3 enable

WIC, BELETZ7E®ARAL L D CDP AT —&F Ak RpmT 542 R LUET,

(Cisco Controller) >show ap cdp ap-name SB_RAP1
AP CDP State
AP Name AP CDP State

AP CDP State....iiiiiiiiiiiiiinnnens Enabled

showa<v>K:a~i II



. show ap cdp

AP Interface-Based CDP state

Ethernet O....... ... Enabled
SIot Ouvnn it i e Enabled
Slot 1.ttt Enabled

showav> F:a~i |

KIZ, CDP ZfiH$ 2 N TORA N—DFfl e £ 02~ L ET,

(Cisco Controller) >show ap cdp neighbor all

AP Name AP IP Neighbor Name Neighbor IP Neighbor Port

SB_RAP1 192.168.102.154 sjcl4-4la-swl 192.168.102.2 GigabitEthernetl1/0/13
SB_RAP1 192.168.102.154 SB MAP1 192.168.102.137 Virtual-DotllRadioO
SB_MAP1 192.168.102.137 SB_RAP1 192.168.102.154 Virtual-DotllRadioO
SB_MAP1 192.168.102.137 SB_MAP2 192.168.102.138 Virtual-DotllRadioO
SB_MAP2 192.168.102.138 SB MAP1 192.168.102.137 Virtual-DotllRadiol
SB_MAP2 192.168.102.138 SB_MAP3 192.168.102.139 Virtual-DotllRadioO
SB_MAP3 192.168.102.139 SB MAP2 192.168.102.138 Virtual-DotllRadiol

RIZ, COPZMEN L THRE LT 7 B A RA & M ZFFORE DR A N —DFEf &2 KR
TR LET,

(Cisco Controller) >show ap cdp neighbors ap-name SB_MAP2

AP Name AP IP Neighbor Name Neighbor IP Neighbor Port
SB_MAP2 192.168.102.138 SB MAP1 192.168.102.137 Virtual-DotllRadiol
SB_MAP2 192.168.102.138 SB MAP3 192.168.102.139 Virtual-DotllRadioO

KIZ, CDP 2+ 5 1A N—Dfffl 2 Z" T 5012 RLET,

(Cisco Controller) >show ap cdp neighbors detail SB_MAP2

AP Name:SB MAP2

AP IP address:192.168.102.138

Device ID: SB MAP1

Entry address(es): 192.168.102.137
Platform: cisco AIR-LAP1522AG-A-K9 , Cap

Interface: Virtual-DotllRadio0O, Port ID (outgoing port): Virtual-DotllRadiol

Holdtime : 180 sec
Version

Cisco I0S Software, C1520 Software (C1520-K9W8-M),
81114:084420) [BLD-v124 18a ja throttle.20081114 208]
Cisco Systems, Inc. Compiled Fri 14-Nov-08 23:08 by

advertisement version: 2
Device ID: SB MAP3
Entry address(es): 192.168.102.139

Platform: cisco AIR-LAP1522AG-A-K9 , Capabilities:
Interface: Virtual-DotllRadiol, Port ID (outgoing port): Virtual-DotllRadioO

Holdtime : 180 sec
Version

Cisco I0S Software, C1520 Software (C1520-K9W8-M),
81114:084420) [BLD-v124 18a ja throttle.20081114 208]
Cisco Systems, Inc. Compiled Fri 14-Nov-08 23:08 by

advertisement version: 2

. showa<v> K :a~i

Copyright
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| showaw>k a~i

show ap channel .

show ap channel

FEDA Yy 2 T 7 EARA L FOMERFRERT ¥ RV E KT SITIL. show ap channel =
~v Rz LET,

show ap channel ap name

TR ap_name Ao T IR RAL NOLHE,
ARVREFIAAE L
2wy REE y1y—2 RENE

7.6 Zoavr RiE, VU —RT6LRIOY U —2A

THAShE L,

avy FERE

Jiy—=x EENE
8.3 ZOawy RpREAINE L,

WIS, FEDT 7 A RA v FOFERRERTF ¥ p &2 Fnd DBl 2R LET,

(Cisco Controller) >show ap channel AP47

802.11b/g Current Channel ........... 1
Allowed Channel List.......uuiiiienneenn. 1,2,3,4,5,6,7,8,9,10,11
802.11la Current Channel ................. 161l
Allowed Channel List........coiiiiiinen.. 36,40,44,48,52,56,60,64,100,

......................................... 104,108,112,116,132,136,140,
......................................... 149,153,157,161

showa<v>K:a~i .



showav> F:a~i |
. show ap config

show ap config

Lightweight 7 7 & 2 A8 A > b OFEMIEEE Z R~ T 5 I21E, showap config =~ > RZEH L E
R

show ap config 802.11{a | b} [summary] cisco ap

X DA 802.11a 802.11a F 7213 802.11b/g * v U —7 Z4EE
l/\ijqo
802.11b 802.11b/g * v N —2 Z#HEL £ 7,
summary (EE) T X TOAPOERY~ Y —2FR1L
*7,
cisco_ap Lightweight 7 7 £ 2 R4 > ks D4,

ARy RFIANLE AL

avy FER Jy—=x EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

avy FER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

WIZ, 77 BR KA FOFMRELZRTT 0 2RLET,

(Cisco Controller) >show ap config 802.1la AP02

Cisco AP Identifier........ ... 0

CiSCO AP NaAME . s vttt ittt it ittt it it it ia it APO2

COUNELY COAB . i v ittt ittt ettt ittt et i iee et US - United States
Regulatory Domain allowed by Country............. 802.11bg:-A 802.11la:-A
AP Regulatory Domain. ......u i e nennennennnnn Unconfigured

Switch Port Number .........c.iiuiiniiniinnnenennns 1

MAC AdArESS . ittt ittt ittt ittt et e 00:0b:85:18:b6:50
IP Address Configuration..........c.ieiiiinennenn. DHCP

I =N T o = 1.100.49.240

IP NetMasK. oo v ittt ittt it ittt ettt ettt 255.255.255.0
Gateway IP Addr. ...ttt ittt nnnns 1.100.49.1

CAPWAP Path MTU. ...ttt ittt ittt it ieeeeeennns 1485

Telnet State. ...ttt Disabled

Ssh State. ...t i i i i e Disabled

Cisco AP Location......uiuiiiiiiiiiiiiiiinnnnnn. default-location
Cisco AP Group Name. ... i ittt itnneenennennennns default-group
Primary Cisco Switch........ ... ... .. ... Cisco 32:ab:63
Primary Cisco Switch IP Address..........c..couo.. Not Configured
Secondary Cisco Switch......... ..

Secondary Cisco Switch IP Address................ Not Configured

. showa<v> K :a~i



| showaw>k a~i

show ap config .

Tertiary Cisco Switch...... ...,
Tertiary Cisco Switch IP Address.............c.... Not Configured
Administrative State ........... .. ... L., ADMIN_ ENABLED
Operation State ...ttt ittt iiee REGISTERED
Mirroring MOde . ...ttt ittt e Disabled
AP MO ittt ittt ittt et e e e e e Sniffer
Public Safety ..ttt e e e Global: Disabled, Local: Disabled
AP SUDMOAE v ittt ittt e e e e e e e et Not Configured
RemMOte AP DEDUGT vt v it ittt ittt ettt teeeeeenen Disabled
Logging trap severity level ........c..iiiiininienn.. informational
Logging syslog facility .....ciiiiiiininninnnnn. kern
S/W  VEISION ot vit ittt ettt ettt e eee e 7.0.110.6
BOOL Version ...ttt 12.4.18.0
Mini IOS Version .......iuiuiuiiiiiiiiininnennn 3.0.51.0
Stats Reporting Period ........ciuiiiiiiiinnennnn. 180
Stats Re--More-- or (qg)uit
LED State. ittt i it e i e e Enabled
PoE Pre-Standard Switch........... ... . . Enabled
PoE Power Injector MAC Addr.......cuiuveiiennennnnn Disabled
PoWer TypPe/MOdE . ¢ vt vttt ittt ettt e et eeeeeeeenn Power injector / Normal mode
Number Of Slots. ...ttt 2
72N U (oY L AIR-LAP1142N-A-K9
N 1=K C1140-K9w8-M
B O TS T = o= o b« 12.4(20100502:031212)
Reset BUttonm. ... ...ttt Enabled
AP Serial NUMDEI . ..ttt ittt ittt ittt it FTX1305S180
AP Certificate TyPe. .ttt it ettt tieeneenenn Manufacture Installed
AP USEr MOGE. .t ittt ittt ittt ittt it iii e AUTOMATIC
AP USET NaAME . it vttt ittt ettt naeeeeenneeeennneees Not Configured
AP DOtlx UsSer MO . .t uv it i iiiiitttienneeennnneens Not Configured
AP Dotlx UsSer NamMe. . v et tiineeeennneeeennneens Not Configured
Cisco AP system logging host..................... 255.255.255.255
AP UP TamMe . i ittt it ettt et ettt ettt et e eeeenenn 47 days, 23 h 47 m 47 s
AP LWAPP UPp TimMe . i ittt ittt it ettt ettt 47 days, 23 h 10 m 37 s
Join Date and Time. ...ttt ittt tnennennnnn Tue May 4 16:05:00 2010
Join TaKken Tame. . u vttt ettt eeeeennnnnnns 0 days, 00 h 01 m 37 s
Attributes for Slot 1
RAdio TyPE. v e ettt it e it eiieaeaann RADIO TYPE 80211n-5
Radio Subband........c..iiiiiiiiiinninninnenn. RADIO_SUBBAND_ALL
Administrative State ............ ... . .. ADMIN_ ENABLED
Operation State ...ttt UP
Radio ROLE ittt ittt ittt ittt i i ACCESS
L7 I 0
Station Configuration
Configuration ...... ..., AUTOMATIC
Number Of WLANS ...t iiiiiiiiiiniinnennnens 2
Medium Occupancy Limit ...........coiino.. 100
CEFP Period ...t inininnenennnenns 4
CFP MaxDuration ...........iiiuiiiiuiinvnnnn. 60
2 00:24:97:88:99:60
Operation Rate Set
6000 Kilo Bits. vttt MANDATORY
9000 Kilo BitsS. i ittt SUPPORTED
12000 Kilo BitsS.w i it iininnennennns MANDATORY
18000 Kilo BitsS.ww i ittt inninnnnennnn SUPPORTED
24000 Kilo Bits. ittt MANDATORY
36000 Kilo Bits. ittt SUPPORTED
48000 Kilo Bits. ittt SUPPORTED
54000 Kilo Bits. ittt SUPPORTED
MCS Set
O SUPPORTED
O SUPPORTED
O SUPPORTED
O T SUPPORTED

showa<v>K:a~i .



. show ap config

O
O T
O
O
O T
O
MCs
MCs
MCs
MCs
MCs
MCs
Beacon Period
Fragmentation Threshold
Multi Domain Capability Implemented
Multi Domain Capability Enabled
Country String
Domain Capability
Configuration
First Chan Num
Number Of Channels
MAC Operation Parameters
Configuration
Fragmentation Threshold
Packet Retry Limit
Tx Power
Num Of Supported Power Levels
Power Level 1
Power Level 2
Power Level 3
Power Level 4
Power Level 5
Power Level 6
Power Configuration
Current Tx Power Level
Phy OFDM parameters
Configuration
Current Channel
Extension Channel
Channel Width.......ci ..

Multi

TI Threshold
Legacy Tx Beamforming Configuration
Legacy Tx Beamforming
Antenna TyP . e v ettt et iiinnnneeeeeeeeennns
Internal Antenna Gain (in .5 dBi units)....
DivVersSity . ettt e e e e
802.11n Antennas
Tx

Performance Profile Parameters
Configuration
Interference threshold............... .. ...,
Noise threshold........ ...
RF utilization threshold...................
Data-rate threshold.......... ...
Client threshold....... ...

. showa<v> K :a~i

showav> F:a~i |

SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
SUPPORTED
100

36

AUTOMATIC
36

20 Mhz
36,40,44,48,52,56,60,64,100,
104,108,112,116,132,136,140,
149,153,157,161,165

-50

AUTOMATIC

DISABLED

INTERNAL ANTENNA

6

DIVERSITY ENABLED

ENABLED
ENABLED

ENABLED
ENABLED
ENABLED

10 %
80 %

1000000 bps
12 clients



| showaw>k a~i

show ap config .

Coverage SNR threshold.............. ... 16 dB
Coverage exception level...........cvvunn.. 25 %
Client minimum exception level............. 3 clients
Rogue Containment Information
Containment Count.........oiuiiiiiinnnnnnn. 0
CleanAir Management Information
CleanAir Capable.......iiiiiiininnnnn. No

Radio Extended Configurations:
Buffer size . .
Data-rate .0
Beacon strt ... . 90 ms

Rx-Sensitivity SOP threshold ......... —-80 dB
CCA threshold ... . —60 dB

WIZ, BT 77 A KA v FNOFEMREE TR T D62 R LET,

(Cisco Controller) >show ap config 802.11b AP02

Cisco AP Identifier....... . iiiiiiiiinnnnn. 0
CisCO AP NaAmME. .ttt ittt ettt ittt it ii e ie e APO2
AP Regulatory DOMain......uuiiieeiinneeennnnneens Unconfigured
Switch Port Number ........... ... 1
MAC AdALESS .t vttt it ttieteeeeeeeeeeeeeeenenenen 00:0b:85:18:b6:50
IP Address Configuration...........eeiiiiieeennnn. DHCP
I N T o = 1.100.49.240
IP NetMasSK. oo ittt ittt eie ettt e et 255.255.255.0
Gateway IP Addr. ... iiiiit ittt ettt iieeeennnnns 1.100.49.1
Cisco AP LoCation. ...ttt ittt iiiiieinenns default-location
Cisco AP Group Name. .. ..ottt iiietinnnneeennnnns default-group
Primary Cisco Switch......... ... ... . Cisco_32:ab:63
Secondary Cisco Switch..........iiiiiiiiiia..
Tertiary Cisco Switch....... . ..
Administrative State ............ ... .. i, ADMIN_ ENABLED
Operation State . ...ttt ittt REGISTERED
Mirroring Mode .. ...t iiii ittt et Disabled
AP MOdE v ittt ittt e e e e e e e Local
Remote AP DEDUG v v i ittt et ittt it e e Disabled
S/W  VeIrSION vt it ittt et ettt e e eaeean 3.1.61.0
Boot Version ........iiiiiiiiii i i e 1.2.59.6
Stats Reporting Period .........c.iiiiiiininnnen. 180
LED State . ittt it it it it i i e e e Enabled
ILP Pre Standard Switch............ .. . Disabled
ILP Power INJeCtOr . ittt ettt et ee et ieeeeeeennn Disabled
Number Of SI1ots. ...ttt ittt 2
2 o T L AS-1200
AP Serial NUMDEI. ... 'ttt ittt i i 044110223A
AP Certificate TyPe. v ittt ittt ittt Manufacture Installed
Attributes for Slot 1
2= T B o T 4 RADIO TYPE 80211g
Administrative State ........... ... .. ... ADMIN_ ENABLED
Operation State . ...ttt UP
L < 0
Station Configuration
Configuration .........iiiiiiiiiiiniinnnnn. AUTOMATIC
Number Of WLANS ... iitiiiiniiiiineinenenns 1
Medium Occupancy Limit ................ ... 100
CEP Period ...ttt it i 4
CFP MaxDuration ............iiiiiiiin.. 60
BSOS I ittt ittt et e e e 00:0b:85:18:b6:50
Operation Rate Set
1000 Kilo BitsS. i i ii ettt tiiiieeeennn MANDATORY
2000 Kilo Bits. et i it ittt MANDATORY
5500 Kilo BitsS. vt iiiiiiiiieeinnnnenns MANDATORY

showa<v>K:a~i .
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. show ap config

11000 Kilo BitsS.u i it iininnnnennnn MANDATORY
6000 Kilo Bits. vttt SUPPORTED
9000 Kilo BitsS. i vttt i SUPPORTED
12000 Kilo BitsS.w i i iii i ininnennennnn SUPPORTED
18000 Kilo BitsS.ww it iiniininnennennnn SUPPORTED
24000 Kilo Bits. ittt SUPPORTED
36000 Kilo Bits. ittt SUPPORTED
48000 Kilo Bits. i ittt SUPPORTED
54000 Kilo BitsS. ittt SUPPORTED
Beacon Period ........iiiiiiiiiiiiiiiie., 100
DTIM Period ...ttt ittt 1
Fragmentation Threshold ................... 2346
Multi Domain Capability Implemented ....... TRUE
Multi Domain Capability Enabled ........... TRUE
Country String ..t iininnennennns Us
Multi Domain Capability
Configuration ...... ..., AUTOMATIC
First Chan NUM .....iiiiiiiitninnennennenn 1
Number Of Channels .........iiiiiiiieeennnn 11
MAC Operation Parameters
Configuration ...... ..., AUTOMATIC
RTS Threshold .......iiiiiiiiiiiiiiiinnnnns 2347
Short Retry Limit ..........iiiiiiiii.. 7
Long Retry Limit ..., 4
Fragmentation Threshold ................... 2346
Maximum Tx MSDU Life Time .........c..cvuon.. 512
Maximum Rx Life Time...........iiiiino.. 512
Tx Power
Num Of Supported Power Levels.............. 5
Tx Power Level 1 ... iiiiiiiiiiiieiennnns 17 dBm
Tx Power Level 2. ...t iiiiiitiinnneeennnns 14 dBm
Tx Power Level 3. ...t iiiiiiiinnneeennnns 11 dBm
Tx Power Level 4. ... iiiiiiiiinieiennnnns 8 dBm
Tx Power Level 5.t iiiiiiiiinneiiennnns 5 dBm
Tx Power Configuration..................... CUSTOMIZED
Current Tx Power Level........iiiieennnnn. 5
Phy OFDM parameters
Configuration........ouiiiiiiiiininnnn. CUSTOMIZED
Current Channel........iiiiiiiiinneeennnnns 1
TI Threshold......i it iiiiiniiiennnns -50
Legacy Tx Beamforming Configuration ....... CUSTOMIZED
Legacy Tx Beamforming .................c.... ENABLED
Antenna TyP . c vttt it iiiennneeeeeeeeennns INTERNAL_ ANTENNA
Internal Antenna Gain (in5 dBm units)...... 11
DivVersSity . e ettt e e e e DIVERSITY ENABLED
Performance Profile Parameters
Configuration.......ouiiiiiiiiiininnnnn. AUTOMATIC
Interference threshold............... .. ..., 10%
Noise threshold........ ... -70 dBm
RF utilization threshold................... 80%
Data-rate threshold.......... ..o 1000000 bps
Client threshold....... ... 12 clients
Coverage SNR threshold................oo... 12 dB
Coverage exception level...........cvvun.. 25%
Client minimum exception level............. 3 clients
Rogue Containment Information
Containment CoUNT ...ttt ittt ennennenns 0

WIZ, Cisco 77 A RA 2 bO—fRI72HREERTT D0 %R LET,

(Cisco Controller) >show ap config general cisco-ap
Cisco AP Identifier...... ..t iiiinennnnns 9

. showa<v> K :a~i



| showaw>k a~i
show ap config .

CiSCO AP NaAME . ¢ vttt ittt et ettt et ettt eeeeeeeenen cisco-ap
(O35 o ¥ @ T Yo L US - United States
Regulatory Domain allowed by Country............. 802.11bg:-A 802.1la:-A
AP COUNELLY COAE. ittt ittt ittt tteineeennnnens US - United States
AP Regulatory Domain......e it ennennennenn 802.11bg:-A 802.1la:-A
Switch Port Number ...........iiuiiniiniinininenennns 1
MAC AdArESS .ttt iitiitiit it et entenenennennn 12:12:12:12:12:12
IP Address Configuration..........c.ieiieinennenn. DHCP
I Ve L ol = = 10.10.10.21
IP NetMasK. v v vt ittt ittt it it it it ittt 255.255.255.0
CAPWAP Path MTU. ..ottt ittt ittt tiiiie et 1485
15} 1= o
NamME SEIVEL . ittt ittt ettt ittt it e eennnneennn
Telnet State. ...ttt Disabled
Ssh State. ... i i i i i e e Disabled
Cisco AP Location......uuuiiiiiiiiiiiniiinnnnn. default location
Cisco AP Group NamMe. ..ot i ittt i tnneenennennennnn default-group
Primary Cisco Switch Name.........cooiiiiiinna.. 4404
Primary Cisco Switch IP Address..........c..cvuen.. 10.10.10.32
Secondary Cisco Switch Name..........ciiiinnnon.
Secondary Cisco Switch IP Address................ Not Configured
Tertiary Cisco Switch Name...........oiiiin.. 4404
Tertiary Cisco Switch IP Address.............c.... 3.3.3.3
Administrative State ........... .. ... i i, ADMIN_ ENABLED
Operation State ...ttt ittt REGISTERED
Mirroring MOde . ...ttt ittt e Disabled
AP MOdE vt ittt ittt e e e e e e e e Local
Public Safety ..ttt e e e Global: Disabled, Local: Disabled
AP sUBMOdE .+ttt e e e e e e WIPS
RemMOte AP DEDUGT vt v it ittt ittt ettt teeeeeenen Disabled
S/W  VErSION vttt ittt ittt e 5.1.0.0
BOOL Version ...ttt 12.4.10.0
Mini IOS Version .......iuiuiuiiiiiiiiinnenennn 0.0.0.0
Stats Reporting Period ........ciiiiiiiiinnennnn. 180
LED State. it i i i i e e Enabled
PoE Pre-Standard Switch........... ... . i, Enabled
PoE Power Injector MAC Addr.......cueeiiennennnnn Disabled
PoWer TypPe/MOdE . vt vttt ittt ittt ettt eeeeeeeaenn PoE/Low Power (degraded mode)
Number Of Slots. ...ttt 2
AP MOdel . ittt ittt et e e e e, AIR-LAP1252AG-A-K9
TOS Ve SadOM e ittt ettt ettt ettt ettt ettt 12.4(10:0)
Reset BUttonm. ... ...ttt it Enabled
AP Serial Number............iiiiiiinnennnnnnnnnnn serial number
AP Certificate TyP ..t i it ittt ettt Manufacture Installed
Management Frame Protection Validation........... Enabled (Global MFP Disabled)
AP USEr MOQE . it vttt ittt ittt et i ittt CUSTOMIZED
AP USETNAME . « v vttt ittt tntnenen s enenenenenns maria
AP Dotlx UsSer MO . . v iv it i iiiiitttinneeennnnnens Not Configured
AP DOLLIX USEIrNAME. ¢ v v vttt it mt et eeenneeeennneens Not Configured
Cisco AP system logging host..................... 255.255.255.255
AP UP TamMe . i it ittt ittt ettt et ettt e eeeenenn 4 days, 06 h 17 m 22 s
AP LWAPP UPp TimMe . i i ti ittt ittt e ettt eeeenenn 4 days, 06 h 15 m 00 s
Join Date and Time. ... .ottt Mon Mar 3 06:19:47 2008
Ethernet Port DupleX.......iiiiiiiiiiinneeeennnns Auto
Ethernet Port Speed........ciiiiiiiiiiiiiiiinnnn. Auto
AP Link LatenCy. ettt it ittt teeeeeeeeenenn Enabled
CUrrent Delay. v v ettt iie ittt nneeeeenneeeeennns 0 ms
Maximum Delay. v ettt et eeeseeneeneeneeneenns 240 ms
Minimum Delay. v ettt et eeeeeeeeeneeneeneenns 0 ms
Last updated (based on AP Up Time) .......cvue... 4 days, 06 h 17 m 20 s
Rogue Detection. .. vttt it i Enabled
AP TCP MSS AdJUSE . ittt ittt ettt ieeeeenenn Disabled
Mesh preferred parent....... ..o, 00:24:13:0£:92:00

showa<v>K:a~i .
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. show ap config general

show ap config general

TRTOT IV EARA L "NOT 7 8ARA L MNEA D syslog H— "G E LR AT HIZIL, show
ap config general =~ > N&fiH L £,

show ap config general

XA Zoa=r Rk BIEBLIOF—U—FEHY AL
avy FER J1)y—=x EENE

8.0 Zoa<wr RV —R80 CEASNE LT,
avy FERE Jy—=x TEAR

8.3 Zoavy RPREHEAINE LT,

WRIZ, AP B DOV —"FEEFRTHHEZRLET,

ap_console >show ap config general APc89c.1d53.6799

Cisco AP Identifier..... ..o iiiiiiiiiinininnennns 76

CiSCO AP NaAM . s vttt ittt ittt et et et et en e enenenennn APc89c.1d53.6799
COUNLLY COQ . ittt ittt e ettt ettt ettt Multiple Countries:IN,JP,US
Regulatory Domain allowed by Country............. 802.11bg:-AJPU 802.11a:-AJN
AP COUNELY COA .ttt ittt it ittt et nnnnees US - United States
AP Regulatory Domain.......eeewe it ennennenn 802.11bg:-A 802.11la:-A
Switch Port Number ...........i.iiiiiiiinninnennnnn 1

MAC AdAreSS . vttt ittt ittt ittt ittt c8:9c:1d:53:67:99
IP Address Configuration..........coueeiiiniennenn. DHCP

I =V T o = 10.8.77.103

IP NetMasK. o v i ii ittt ittt it it it it i it 255.255.255.0
Gateway IP Addr. ...t iiiiti ittt nennennns 10.8.77.1

NAT External IP AdAreSS. ... ueeetiiieeeennnneeennn None

CAPWAP Path MTU. ..ttt ittt ettt 1485

Telnet State. .ttt ittt it it it eeenen Globally Disabled
Ssh State. . vttt e e e Globally Disabled
CisSCO AP LOCATION . v ittt ittt ettt eeeeeneenen default location
Cisco AP Floor Label. ...t iiiiiiininninnennns 0

Cisco AP Group Name. ... vi ittt intnnennennennennns apGroup?2

Primary Cisco Switch Name.......... ...

Primary Cisco Switch IP Address...............o... Not Configured
Secondary Cisco Switch Name..........coiiiiino..

Secondary Cisco Switch IP Address................ Not Configured
Tertiary Cisco Switch Name..........c.oiiiinnn..

Tertiary Cisco Switch IP Address................. Not Configured
Administrative State ... i e ADMIN_ENABLED
Operation State . ...ttt ittt REGISTERED
Mirroring Mode . ...ttt ittt ittt Disabled

AP MOAE vttt ittt it it e e e e e Local

Public Safety ..ttt e e Disabled

AP SUDMOAE vttt ittt e e e e e e et e Not Configured
Remote AP DEeDUG v vttt ittt ettt it ettt eieenennn Disabled

Logging trap severity level ........c..iiiiininienn.. informational
Logging syslog facility .....ciiiiiiiinninnnnn. system

S/W  VerSION vttt ittt ittt ettt teeeenenenens 8.0.72.132

BOOt VerSion ...ttt 12.4.23.0

. showa<v> K :a~i
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Mini IOS Version
Stats Reporting Period
Stats Collection Mode
LED State. . i i ittt ittt it i e e
POoE Pre-Standard Switch...........iiiiiiiin.
PoE Power Injector MAC Addr.......eiueiiennennnnn
Power Type/MOAE. « vt vttt it ittt ittt
Number Of S1OoLS. .ttt ittt
72N U (oY
N N I (1=K
TOS VeIrSI0M. it ittt ittt e et ettt e e et
Reset Button.......iiiiiiiiiiiiiiiiiiiiiiieeens
AP Serial NUMDET . ..t i ittt ittt ettt eeeeenenn
AP Certificate TyPe ..ttt it ettt et
AP USEr MOQE . it ittt ittt ittt ittt et ittt
AP User NaAME. i vttt it ittt ttttttteeeeeeeeennnnnnnens
AP Dotlx UsSer MO . . v iv it i iiiiitttennneeennnnnens
AP DOtlx UsSer NamMe. . v ettt iiieeeennneeeennneens
Cisco AP system logging host.................o....
AP UP TamMe . i ittt ittt ettt ettt ettt e eeeeeenn
AP LWAPP Up TimMe . i i ittt ittt it ettt eteeeeeeenenn
Join Date and Time. ...ttt iininennennnnn
Join Taken Time. ...ttt ittt eineenenn
J = (L ol 1 T
MemMOTY SizZe. i ittt ittt e
[ 4 T
number 0x147E

= o oY
Flash Size ...ttt ittt it et et ie e e
GPS Present. ... ..ttt ittt
Ethernet Vian Tag.....u ittt nneeeennnns
Ethernet Port DupleX......oeiiiiiiiiiinnneeeennnns
Ethernet Port Speed...... ..t iiiiiiiiiiiiiinnnns
AP Link LatenCy. ettt it ettt teeeeenennenn
Rogue Detection. .. vttt ittt i
AP TCP MSS AdJUSE . ittt ittt ettt ieieenenn
Hotspot Venue GroUp. ..ottt ittt ittt nnnneeeeens
Hotspot Venue Type. ..ttt ittt
DNS server IP

show ap config general .

180

normal

Enabled
Disabled
Disabled
PoE/Full Power

AIR-LAP1142N-A-K9
Cl1140-K9W8-M
15.3(20140302:180954) $
Enabled

FGL1510S3VZ
Manufacture Installed
AUTOMATIC

cisco

Not Configured

Not Configured
255.255.255.255

18 h 43 m 35 s
18 h 42 m 23 s
5 07:26:07 2014
00 h 0l m 11 s

98294 KBytes
PowerPC405ex CPU at 586Mhz, revision
Onboard Flash

31374 KBytes

NO

Disabled

Auto

Auto

Disabled

Enabled

Disabled

Unspecified
Unspecified

Not Available

showa<v>K:a~i .
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. show ap config global

show ap config global

L hE—=F A SNTNDT Z £ R RA v b _RTD 7 1 —r3L syslog $— B EE %
R BHIZIE. show ap config global =~ > R&MH L £,

show ap config global

X MEREA Zoa=wy RiZiE, 5lEBLOF—U—FRiIb D FHA,
avy FER 1y —= EENE
7.6 Zoa<wy R, VY —RT6LETDOY U —2A
TEAINE LA,
avy FERE Jjy—= EERNE

8.3 Ioawy RPREAINE LT,

WIZ, Z7a—r3b syslog — "R ELRRT HH1 2~ LET,

(Cisco Controller) >show ap config global
AP global system logging host..........iiiiiiiiiinineeennnn. 255.255.255.255

. showa<v> K :a~i
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show ap core-dump .

show ap core-dump

Lightweight 7 7 E A ARA > FDAEY a7 X F1EREF T 5HIZIE,  show ap core-dump
av s REEHLET,

show ap core-dump cisco_ap

XA cisco_ap Cisco Lightweight 7 7 £ 2 R A 7 4,
ARVREFIAAE L
2wy REE y1y—2 RENE
7.6 Zoawr RiE, VU —RAT6LRIDOY U —2A
TEHAINE L,
av Yy RERE 1)1)—=x EEANE
8.3 Zoavry R EAINE LT,

wIZ, AFY a7 FroTERERTT L0 RLET,

(Cisco Controller) >show ap core-dump AP02
Memory core dump is disabled.

showa<v>K:a~i .



. show ap crash-file

showav> F:a~i |

show ap crash-file

Lightweight 77 £ A RA » M Lo TEK SN T vy a 77 ANVBLOERa T ¥
77 A NDM S DO—EEFK T HIZIX, show ap crash-file =~ > FZHH L E9,

show ap crash-file

BT DIREA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,
ATYR T4 BL
avy FEE )1)—= EEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
avy FERE )1y—= TERNE
8.3 Toavwy RPREAINE LT,

RIZ, T RARA L M TERSNTE T2 77 ANVERTT L0 ZRLET,

(Cisco Controller) >show ap crash-file

. showa<v> K :a~i
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show ap data-plane .

show ap data-plane

FTRTCDT 7 HARA Y bERIZIFEDT 7 EARA L bDTF—F T —2 DAT—H A%
F~T HITIL. show ap data-plane =~ > RZFH L £7,

show ap data-plane {all | cisco_ap }

BX DA all T ? Cisco Lightweight 77 & 2 KA > k
ZHRELET,
cisco_ap Cisco Lightweight 7 27 & 2 7R A o F D44,
aRURFI4ALE L
2wy REE yy—2 RENE
7.6 ZoavwrRiE, VY —R76LHEIOY Y —2A

THAShE L,

avy FERE

Jy1)y—= EERNE
8.3 Zoavwy RPREAINE LT,

W2, TRTOT IV EBEARL Y FDOF—F FL—2DAT—Z AR T AHEZRL
ij‘o

(Cisco Controller) >show ap data-plane all

Min Data Data Max Data Last

AP Name Round Trip Round Trip Round Trip Update
1130 0.000s 0.000s 0.002s 18:51:23
1240 0.000s 0.000s 0.000s 18:50:45

showa<v>K:a~i .
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. show ap dtls-cipher-suite

show ap dtls-cipher-suite

DTLS show F5 5 A A — MEW A F~9 5 121X, show ap dtls-cipher-suite =~ > K& L &
R

show ap dtls-cipher-suite

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE Jy— ZEEAR
A
8.0 Zoavwy RBREAINE L,
vy FRERE Jjyy—= TEAR
8.3 Zoawry RBREAINE L,

KIZ, DTLS W5 A A — ME#mZZRT o012 R LET,

(Cisco Controller) > show ap dtls-cipher-suite
DTLS Cipher Suite......iuiiiiiiiiiiniiniinennnn RSA-AES256-SHA

. showa<v> K :a~i
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show ap ethernet tag .

show ap ethernet tag

A =YXy b A2 —Tx2AADVLAN ¥ X 7R %EFKRT HIZIL, show ap ethernet tag
av s REEHLET,

show ap ethernet tag {summary | cisco ap }

EX DA summary =) b —ZZBEAMT O TWATRTOT VB ARAS L NOVLANZ X7
HHREF R LET,

cisco_ap  Cisco Lightweight 7 7 £ X " A > NO4FT, 22 e —Z CBEM T LTS
REEDT 78 A RA L RO VLAN XX U 7 IEREFR R LET,

AR RFIANLE AL

avr FERE )1y—2 FERNE
7.6 Zoa<wr Rk, YU—RXT76LHIDOY Y —XA

TEAINE L,

avy FER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

FEREDHA KSAy T7BEARA L IMEELIE N7 VLANEZEL TN I 74 v 7 2 V—F 4 L 7 TER
W, 2 ha—FICBETERWEAIE, ¥R LREIC T A=A Ny LET, T7EA
KAV INRZDOT =N RNy JREEFEHALCary bo—J 108 kTHE, 2 bn—F0%
WCS72ED KT v 7 H—NIZ b7 7 VLANDEELZ RT T v 72 ELET, 2o
U A ClX, show 2~ > ROH T [Failover to untagged] X\ 9 A vt —YRNFEREINET,

Wz, ary hra—Z BTN TVWETRTOT 78 ARA L FOVLANZ £
THEREFRT DO ERLET,

(Cisco Controller) >show ap ethernet tag summary

AP Name Vlan Tag Configuration
AP2 7 (Failover to untagged)
charan.AP1140.1I1I disabled

showa<v>K:a~i II



showav> F:a~i |
. show ap eventlog

show ap eventlog

A b —JIEEEINTNWDET 78R RA Y FDOAXRU s ald 77y A NVONEERRT D
{21, show ap eventlog =~ > RZ{HH L F9°,

show ap eventlog ap name

X DERHA ap_name BELETVEARL Y FOARY Fa s,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

avy FERE Jiy—=x EENE
8.3 ZOavwy RpREAINE L,

WIZ, TITRARA L FDANRY b 7 a2RKRT o6 aRLET,

(Cisco Controller) >show ap eventlog ciscoAP
AP event log download has been initiated
Waiting for download to complete

AP event log download completed.

AP Event log Contents
*Feb 13 11:54:17.146: $CAPWAP-3-CLIENTEVENTLOG: AP event log has been cleared from the
contoller 'admin'

*Feb 13 11:54:32.874: *** Access point reloading. Reason: Reload Command ***

*Mar 1 00:00:39.134: %CDP_PD-4-POWER OK: Full power - NEGOTIATED inline power source
*Mar 1 00:00:39.174: $LINK-3-UPDOWN: Interface DotllRadiol, changed state to up

*Mar 1 00:00:39.211: $LINK-3-UPDOWN: Interface DotllRadio0O, changed state to up

*Mar 1 00:00:49.947: $CAPWAP-3-CLIENTEVENTLOG: Did not get vendor specific options from
DHCP.

. showa<v> K :a~i
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show ap flexconnect .

show ap flexconnect

FlexConnect & — R AP Of#i & F~9 51Z1%, show ap flexconnect =~ > K& L £,

show ap flexconnect module-vlan ap-name

module-vlan  FlexConnect 2 —H /L AA v F L T DAT—H AL VLANIDfEZFE R LET,

BX DA
ap-name Cisco AP D44 Hil,
avy FERE J)— ZEEAR
A
8.1 Zoa~r FRBENESE Lz,
avy FERE )y—= EEAR

8.3 Zoavwry RPREAINE L,

showa<v>K:a~i .



showav> F:a~i |
. show ap image

show ap image

BELET Z7BARA Y MIOWTEHERNIHY v ra— RSl A A — VT 5 EE R A2 R
R BHIZIE, show ap image 2~ RZ2HH L F9°,

show ap image {cisco ap | all}

X DEREA cisco_ap Lightweight 7 7 & X I"A > ks D4 Hi,

all TRTOT 7B A RA L FEIEELET,

GE)  al EOVHAFIDAP BB DE, ZNIEFXTRTCOT IR RS VM EREETLHHF—U—Fall &
BALET, 2OV FUVATIE, F—U—Fall B all EWIL4HTO AP L bELE SN ET,

avy FERE 1)1y —= LEEHNE
7.6 Zoa<wy R, VU—RXT76LHIDY Y —2A

THAShELL,

av Y FRER J1)y—= EENE
8.3 oavwy RPREAINE LT,

. showa<v> K :a~i
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show ap inventory .

show ap inventory

TIRARAL L NDA X MY FRERTRT DI, show ap inventory =~ > RZfEH L
£

show ap inventory {ap-name | all}

BX D5 ap-name HESNE AP DA LNy R,

all TXTDOAP DA X MY,

aATYRFIHLE AL

avy FERE 1)1y —= LTEHNE
7.6 Zoa<y R, VY —RT6LEIDY U —2A

THAShE L,

av Y RERE J1)y—2 EENE
8.3 Ioavwy RPREAINE LT,

WIZ, TIEBARAL L FOA Xy M 2FoRT A0 %2R~ LET,

(Cisco Controller) >show ap inventory testl0l
NAME: "testlOLl" , DESCR: "Cisco Wireless Access Point"
PID: AIR-LAP1131AG-A-K9 , VID: V01, SN: FTX1123T2XX

showa<v>K:a~i .
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. show ap join stats detailed

show ap join stats detailed

FEEDT 77 A RA 2 MTOWTIEE SN2 EBIEDORGH 2 3 X TERART 2HIZIEL. show ap
join stats detailed =2~ > K& L E7,

show ap join stats detailed ap_mac

X DA ap_mac 7 7 & A RA 2 - EthernetMAC 7 RL A, F
7215 802.11 #EHE A X —T = A ZAD MAC T
N

ARV RFIALE L

avy FERE 1)1y —= LTEHNE

7.6 Zoa<wy R, VIU—RAT76LURIOU U—2R
THEAIhE L

av Y FRER Jy1y—= EENE
8.3 oawy RPREAINE LT,

WIZ, B b= 2ELE5 LT DREDT 7 A RA » FOFREEREZRTT
LHP R L ET,

(Cisco Controller) >show ap join stats detailed 00:0b:85:02:0d:20
Discovery phase statistics

- Discovery requests received...... ..ottt 2

- Successful discovery responses sent..........coueeuue.. 2

- Unsuccessful discovery request processing............ 0

- Reason for last unsuccessful discovery attempt....... Not applicable

- Time at last successful discovery attempt............ Aug 21 12:50:23:335

- Time at last unsuccessful discovery attempt.......... Not applicable

Join phase statistics

- Join requests received..... ..ttt e 1

- Successful join responses sent...........ciiiiiiiin. 1

- Unsuccessful join request processing................. 1

- Reason for last unsuccessful join attempt............. RADIUS authorization is pending
for the AP

- Time at last successful join attempt................. Aug 21 12:50:34:481

- Time at last unsuccessful join attempt............... Aug 21 12:50:34:374

Configuration phase statistics

- Configuration requests received...........c.. .. 1

- Successful configuration responses sent.............. 1

- Unsuccessful configuration request processing........ 0

- Reason for last unsuccessful configuration attempt... Not applicable

- Time at last successful configuration attempt........ Aug 21 12:50:34:374

- Time at last unsuccessful configuration attempt...... Not applicable

Last AP message decryption failure details

- Reason for last message decryption failure........... Not applicable

Last AP disconnect details

- Reason for last AP connection failure................ Not applicable

. showa<v> K :a~i
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show ap join stats detailed .

Last join error summary
- Type of error that occurred last.........cooiiienino.. Lwapp join request rejected

- Reason for error that occurred last.................. RADIUS authorization is pending
for the AP

- Time at which the last join error occurred........... Aug 21 12:50:34:374

showa<v>K:a~i .
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. show ap join stats summary

show ap join stats summary

FeEDT 78 A RA v N THREZICHEAE LGS T — DA R 7T 5121, show ap join
stats summary 2~ > R&HH L £,

show ap join stats summary ap mac

X DR ap_mac 7 7 & A RA 2k EthernetMAC 7 KL &, %
7215 802.11 #EHE A X —T = A ZAD MAC T
N
aAvURFIANE AL
av Y RERE J1—2 EERR
7.6 Zoa<wy R, VI —RT76LREIOY Y —2

THAShE L,

avy FERE

FEREDAARZA4

Jiy—=x EENE
8.3 Zoawy RpREAINE L,

802.11 MR A > ¥ —T = A AD MAC 7 RV AZETET HITIE,. 727 A KA T show
interface =~ RZ AN LFET,

WIZ, 77 BARRA Y DOKEDR G E £ 202 LET,

(Cisco Controller) >show ap join stats summary 00:0b:85:02:0d:20

Is the AP currently connected to controller.........cciiiiiiiiineennn No

Time at which the AP joined this controller last time................ Aug 21 12:50:36:061

Type of error that occurred last......i ittt eeennnnns Lwapp join request
rejected

Reason for error that occurred last........iiiiiiiiiiiiiiiiiininenns RADIUS authorization
is pending for the AP

Time at which the last join error occUrred........ivieeteeeeennnennn Aug 21 12:50:34:374

. showa<v> K :a~i
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show ap join stats summary all .

show ap join stats summary all

Ay hr—JIG 3N, EREFEPRITINETXTOT 78X KA FOMACT R
L A% FKRT HIZIE, show ap join stats summary all =~ > REHH L £,

show ap join stats summary all

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,

aATYRFI4LE AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

av Y FRERE J1)y—2 EERNE
8.3 Ioavwy RPREAINE LT,

RIZ, TXTOT 7 A RA 2 bOFREHFROI~ ) —2 R T 20 2RLET,

(Cisco Controller) >show ap join stats summary all

NUMDET Of AP S . ittt ittt it et ettt et ettt ettt ieeeeeeennns 4

Base Mac AP EthernetMac AP Name IP Address Status
00:0b:85:57:bc:c0 00:0b:85:57:bc:c0 AP1130 10.10.163.217 Joined
00:1c:0£f:81:db:80 00:1c:63:23:ac:al AP1140 10.10.163.216 Not joined
00:1c:0f:81:fc:20 00:1b:d5:9f:7d:b2 AP1 10.10.163.215 Joined
00:21:1b:ea:36:60 00:0c:d4:8a:6b:cl AP2 10.10.163.214 Not joined

showa<v>K:a~i .
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. show ap led-state

show ap led-state
TRTOT 7 EBRARA Y VEITFFEDT 78X RA 2 F® LED OREEZRTRT HITIL,

show ap led-state =~ > R&fEH L F7,

show ap led-state {all | cisco ap }

EX DA all TRTOT 7B ARA L FOLED DIKEER R
l/\ij—()

cisco_ap LED DREZRT T 7 & X RA > kDA,

ATV RFI4)+ AP O LEDRENFLHTT,

avy FERE )1y—= LEEHNE
7.6 Zoa<wr R, VU —RXT76LHIOY Y —2A
TEAINE L,
avy RER Jiy—=x EERNE
8.3 oavwy RPREAINE LT,

KIZ, TRTOT 7 E®ARA > D LED OREEEZTET HH 2R LET,

>show ap led-state all

(Cisco Controller)
(default)

Global LED State: Enabled

. showa<v> K :a~i
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show ap led-flash .

show ap led-flash

TIHRARALINDOLED D7 T v o AT —H A%FK"79 521X, show ap led-flash =1~ >
NEFERHLET,

show ap led-flash cisco_ap

X DEREA cisco_ap Cisco AP D& EiZ AT L E1,
ARV RFIALE EL
2wy REE y1y—2 RENE
7.6 Zoa<wr R, VU —RT76LRETIOY Y —2
TEAINE LT,
avy FERE Jyy—= EZEAR
8.3 Zoavwy RPREAINE LT,

WIZ, TIEBARLA LV FDLED 79 v a AF—F A xFrd 50%r~LET,

(Cisco Controller) >show ap led-flash

showa<v>K:a~i .



. show ap link-encryption

show ap link-encryption

showav> F:a~i |

ary br—JIfEE SN, ERITHAENRITENTTRTOT 7 BEARA 2 FOMACT R
L A% T 5IZ1%, show ap link-encryption =1~ > RZ2{HH L F9°,

show ap link-encryption {all | cisco ap }

X NN all

TRTCDOT VAR FERELET,

cisco_ap

Lightweight 7 7 & 2 iR A > s D47,

ARVEFIALE AL

avy FERE 1)1)—=

EEAE

7.6

Zoa<y Rk, VU—RT6LEIDY U —2A
TEAINE L,

I, TRTDT IV EAZARAL L FDY VI CAT —F 2% F T 502 LE

(Cisco Controller) >show ap link-encryption all

R

Encryption
AP Name State
1240 Dis

. showa<v> K :a~i
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Update
Never
19:31
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show ap max-count summary .

show ap max-count summary

Cisco WLC THR—FSNDT 7 BAX RA v O REEF T 5121, show ap max-count
summary 2~ > R&2HHLET,

show ap max-count summary

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

avy FERE J)— ZEERNE
A
7.5 Zoa<wy RREAINE LT,
av Y FERE Jiy—=x ETEAR
8.3 ZOawy RpREAINE LT,

RIZ., show ap max-count summary 2~ > FOHNH %2R LET,

(Cisco Controller) >show ap max-count

The max number of AP's supported................. 500

showa<v>K:a~i .
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. show ap monitor-mode summary

show ap monitor-mode summary

F ¥ VTR L SR E — FOBUEDRE % KT 521X, show ap monitor-mode
summary 2~ > R&EHHLET,

show ap monitor-mode summary

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

avy FERE J1y—=x TEAR
8.3 Zoawry RBREAINE L,

wIZ, Fy xS HERE— FOBEOREEZ R ST D02 RLET,

(Cisco Controller) >show ap monitor-mode summary
AP Name Ethernet MAC Status Scanning Channel List

. showa<v> K :a~i
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show ap module summary .

show ap module summary

FFED Cisco AP £ 72T 9T D Cisco AP DIMBE Y =2 — /LI HOWN T OFEMITE A £ RT 21T
. show ap module summary =~ > RZ{#H L 9,

show ap module summary {ap-name | all}

EX DA ap-name  HERE Y o — L & EFS Cisco AP 4

all HNEBE Y 2 — /L E RO T T D Cisco AP
avy FEE J)y— ZEEAR

A

8.1 ZDavwy RBREAINE LE,
av Yy FER Jjyy—= TEAR

8.3 Zoawry RPREAINE L,

showa<v>K:a~i .
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. show ap packet-dump status

show ap packet-dump status

B DEREA

TIRARA L MO/NTy N Fy ST Y EHEEFRRT HITIL, show ap packet-dump status =
~v Rz LET,

show ap packet-dump status

ZOawy NIZFBIEELEFEF— TV —FEH D H A,

avy FERE

)1)—2R TEAR
7.6 Zoa<wy R, VY —RT6LETDOY U —2A

TEAINE L,

av Y RERE

FREDHA K514

Jjy—= EERNE
8.3 Ioawy RPREAINE LT,

ayiho—Ifn—I 7P, Xy b Ry T TF ISR LERA,

o hE—FTiE, BE—arRelua—T0iERED, BT v — AU = TIER S, T
TARA Y IDOEEENTAAT Y F2X v T TF v LERA, Tx XA TER RT3
EEINDHE Ty FETR® Y F v SNET,

WIZ, TIZERARA L FONRTy b XY T TFYRELZFKTT D02 RLET,

(Cisco Controller) >show ap packet-dump status

Packet Capture Status..........oiiiiiiiiiiiinneen. Stopped
FTP Server IP AddresSsS......uiuiuiiiiininennennnn 0.0.0.0
FTP Server Path...... ... i,

FTP Server USErNamMe. .. ... .euueteeennnneeennnnens

FTP Server PasSsWOoIrd.......eeeiuieineeneeneeneennnn KKK KKK
Buffer Size for CaptuUre. ... .. iiiiiinnnennennns 2048 KB
Packet Capture Time..... ...ttt nnennennnnn 45 Minutes
Packet Truncate Length......... ... Unspecified
Packet Capture Classifier..........c.iiiiinnnan. None

. showa<v> K :a~i
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show ap prefer-mode stats .

show ap prefer-mode stats

7a— BT — RBIUAP 7 V—7 2 L OftiHE#R % R ~9 5121, show ap prefer-mode
stats 7~ > R LET,

show ap prefer-mode stats

KEST D EHBA stats o — VLB — FB X RAP /L —7 2 L O#EHEREF R L ET,
av Yy FER Jy— ZEHEAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATEHAINE L,
av Y FER Jiy—=x EENA

8.3 Zoavwy RPNEAINE L,

showa<v>K:a~i .



. show ap retransmit

show ap retransmit

showav> F:a~i |

T IR ARA L FOHIE ATy NEEENT A—Z ERKRT HITIE, show ap retransmit =~

VREFEALET,

show ap retransmit {all | cisco _ap }

X NN all

TRTCDOT VAR FERELET,

cisco_ap

TR A RAL S DLHEI,

aATVRFIHLE AL

avy FER Jjy—= ETEAR
7.6 Zoa<y Rk, VU—RT6LEIDY U —2A
TEAINE L,
av Y RERE J1)y—2 EENE
8.3 Ioavwy RPREAINE LT,

W, Fy FT—27 EOTRTOT 7R RA 2 FOFIEI N~ NFEENT A—X
A RRT DB ERLET,

(Cisco Controller)

>show ap retransmit all

Global control packet retransmit interval: 3 (default)
Global control packet retransmit count: 5 (default)

AP Name

. showa<v> K :a~i

Retransmit Interval Retransmit count

3 (default) 5 (WLC default),5 (AP default)



| showaw> K a~i

show ap stats

Cisco Lightweight 7 7 £ 2 A" A > F OffEHE#R A R T 511, show ap stats =~ > N2 fii [

show ap stats .

sz‘a—o
show ap stats {802.11{a | b} | wlan | ethernetsummary} cisco ap [tsm {client mac |
all} ]
XD 802.11a 802.11a % v hU—27 ZfgE L £ T
802.11b 802.11b/g * v N — 2 Z#HEL 7,
wlan WLAN #iaHE®zEE L 7,
ethernet APA —HV Ry b A Z—T = A AREHERE
BELET,
summary B S /=3XTD Cisco 7 78R A2k
DA—=Y Ry b A F—T A ZADE &R
~RLET,
cisco_ap Lightweight 7 7 & 2 A" A > s D4,
tsm &) P74 97 A Y=L AN w7
ERRELET,
client_mac (7)) B2 547 FOMACT FL X,
all (EE) T _XTOT 7R RAL L FEIFEEL
iﬁ‘o
AR R FI+AE BL
vy FRERE Jjyy—= EENE
7.6 Zoa<wry Rk, VU —RAT76LEIOY Y —2A
TEAINE L,
8.0 Zoavwy RPELTINE L7, OEAPWMM
T ANHEINTEMENE LT,
avy FER Jiy—=x
8.3 ZOawy RpREAINE L,

Wiz, 802.11b %y N =T DT 7B ARA v MOWHBEREFR T HH 2R LET,

showa<v>K:a~i .



. show ap stats

(Cisco Controller) >show ap stats 802.1la Ibiza

2= T B o T 4
Stats Information
Number Of UsersS. ...ttt itiineeeennnneens
TxFragmentCount. ... ..ttt iinnnnnnns
MulticastTxEFrameCnt. ... .o iiiiiiiineennenneens
FailedCoUnt . i vi i et ittt ittt et iee e enennns
RetryCount. ..ttt ittt ittt ittt e eee e
MultipleRetryCount.....c.v i iiiiieeennnnneens
FrameDuplicateCount.......c.uiiiiiiiiinennnnnn.
RtsSuccessCount. .o i ittt ittt iiieee e
RtsFailureCount. . v e ettt in ittt ittt
AckFailureCount ... .o ii et iiie e nenneennnnnns
RxIncompleteFragment. ... oot iiiiieeeennnneens
MulticastRxXEFrameCnt...... oo iiiineennnnneens
FCsErrorCount ...ttt ittt it iii e e et eeennn
TxFrameCount. ...ttt ittt ittt i et ittt i tnennnnns
WepUndecryptableCount.....oviiiiiiininnnnenns
TXEramesSDroPPEed . v v vttt vttt et ettt ee et e eeaeeennn
OEAP WMM Stats
Best Effort:
Frame Count......oiii ittt
Failed Frame COUNt. ..o vet it iieeeennnnenns
Expired Count......oiuiiiiiiiinnneeennnn
Overflow COUNt. ..ttt ittt it ie e e
Queue CoUNt ..t ettt ettt ettt eeeeeeeeneaeas
Queue Max CoUNt .. vu et e ettt et teeeenennan
Frame Count......oii ittt
Failed Frame COUNt. ..o ve ittt iieeeennnnenns
Background:
Frame Count......oiii ittt
Failed Frame COUNt. ..o ve it iieeennnnenns
Expired Count......oiuiiiiieinnneeennnn
Overflow COUNt ...ttt ie ettt ie et
Queue CoUNt ..t et ettt ettt eeeeeeeeneaeas
Queue Max CoUNt .. vu et et ettt eeeeeenenean
Frame Count......oiii ittt
Failed Frame COUNt. ..o ve it iineeenennenns
Video:
Tx Frame Count......c.uiiiiiiiiiiieiiinnnnnns
Tx Failed Frame COUNt. ..ottt ineeeennnnenns
Tx Expired CoUNt....cui ittt nnnnenns
Overflow COUNt. .. ve ettt ittt ittt
Queue CoUNET ..t et et ettt ettt eeeeeeeneneas
Queue Max CoUNt ...t et i et ettt eeeeenenean
Frame Count......oiii ittt
Failed Frame COUNt. ..o vet it iieeeennnnenns
Voice:
Tx Frame Count......c.uuiiiiiiiiiiiiinnnnnns
Tx Failed Frame COUNt. ..ottt ennnnenns
Tx Expired CoUNt. ...ttt ittt etennnnenns
Overflow COUNt ...ttt ie ettt ie et
Queue CoUNET .. vt ettt ettt ettt eeeeeeeneneas
Queue Max CoUNt .. .vu it ittt et eeeenennan
Frame Count......oii ittt
Failed Frame COUNt. ..o ve ittt iineeenennenns

Tx

Tx

Rate Limiting Stats:
Wlan 1:

. showa<v> K :a~i

Ibiza
44:2b:03:9a:8a:73
RADIO TYPE 8021la

showav> F:a~i |
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Number of Data Packets Received.............
Number of Data Rx Packets Dropped...........
Number of Data Bytes Received...............
Number of Data Rx Bytes Dropped.............
Number of Realtime Packets Received.........
Number of Realtime Rx Packets Dropped.......
Number of Realtime Bytes Received...........
Number of Realtime Rx Bytes Dropped.........
Number of Data Packets Sent.................
Number of Data Tx Packets Dropped...........
Number of Data Bytes Sent...................
Number of Data Tx Bytes Dropped.............
Number of Realtime Packets Sent.............
Number of Realtime Tx Packets Dropped.......
Number of Realtime Bytes Sent...............
Number of Realtime Tx Bytes Dropped.........
Call Admission Control (CAC) Stats
Voice Bandwidth in use (% of config bw)........
Voice Roam Bandwidth in use (% of config bw)....

Total channel MT free........iiiiiiiinnnnenn

Total voice MT free.......oiiiiiiiininnennnnn

Na DireCt ...ttt ittt it i eieenen

Video Bandwidth in use (% of config bw)........
Video Roam Bandwidth in use (% of config bw)....
Total BW in use for Voice (%) « vttt ennnnnnn
Total BW in use for SIP Preferred call(%).....
WMM TSPEC CAC Call Stats
Total num of voice calls in progress..........
Num of roaming voice calls in progress........
Total Num of voice calls since AP joined......
Total Num of roaming calls since AP joined....
Total Num of exp bw requests received.........
Total Num of exp bw requests admitted.........
Num of voice calls rejected since AP joined....
Num of roam calls rejected since AP joined....
Num of calls rejected due to insufficent bw....
Num of calls rejected due to invalid params....
Num of calls rejected due to PHY rate.........
Num of calls rejected due to QoS policy.......
SIP CAC Call Stats
Total Num of calls in pProgress................
Num of roaming calls in pProgress..............
Total Num of calls since AP joined............
Total Num of roaming calls since AP joined....
Total Num of Preferred calls received.........
Total Num of Preferred calls accepted.........
Total Num of ongoing Preferred calls..........
Total Num of calls rejected(Insuff BW)........
Total Num of roam calls rejected(Insuff BW)....
WMM Video TSPEC CAC Call Stats
Total num of video calls in progress..........
Num of roaming video calls in progress........
Total Num of video calls since AP joined......
Total Num of video roaming calls since AP j....
Num of video calls rejected since AP joined....
Num of video roam calls rejected since AP j....
Num of video calls rejected due to insuffic....

Num of video calls rejected due to invalid

Num of video calls rejected due to PHY rate....
Num of video calls rejected due to QoS poli....
SIP Video CAC Call Stats
Total Num of video calls in progress..........
Num of video roaming calls in progress........

160
160783
0

592

0
160783

o

O O O O o o o

show ap stats .

showa<v>K:a~i .



. show ap stats

Total Num of
Total Num of
Total Num of
Total Num of
Band Select St

Num
Num
Num
Num
Num
Num
Num
Num

of
of
of
of
of
of
of
of

dual
dual
dual
dual
dual

suppressed client

video calls since AP joined.......
video roaming calls since AP Jj....
video calls rejected(Insuff BW....
video roam calls rejected(Insu....

ats

band client
band client
band client
band client
band client

expired
replaced
detected

suppressed client expired
suppressed client replaced..............

. showa<v> K :a~i

showav> F:a~i |
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show ap summary .

show ap summary

v b u—Z T STV D TR T O Lightweight 7 7 & A R A > b OB &2 ForT 510,
show ap summary =~ > R&fH L £,

show ap summary [cisco ap ]

BXDEREA

cisco_ap (L) HrED AP DA4RTET-IX AP DV /L —
TEAERT DL T DO —lr o A AT B,
T A RLFRRBAAF =B AT LET,

aAvYRFIHLE AL
avy FER Jjy—= THEAR
7.6 Zoa=wy RiE, V) —RXT76LHEIDY Y —2A
THEAINE L,
avy FEE )1)—2 EERAE
8.3 Zoavwy RPNEAINE L,

FEREDAHA RS2

# Lightweight 7 7 ¥ A RA > "My, 2wy ML, ®iEE, MACT LA, nbr—var, =
YhE—TOR—- b EENEGEEND VA MRFRENET, BELE L,

RIZ, BEINTWATRTOT VR RA Y NOBEKAYFT A6 %< LET,

(Cisco Controller) >show ap summary

NUmMbEr Of AP S ..ttt ittt ittt et ettt 2

Global AP USEIYNaAME .« v v vt v ettt e eee s eenneeeennns user

Global AP DOtlX USEINaAME. .t v vt v veeevenneennnnnns Not Configured

NUmMbEr Of AP S ..ttt ittt it ettt ie et eeeaeeennn 2

Global AP USEIYNaAME .« v vttt ettt e eee s eeeneenennns user

Global AP DOtlX USEINaAME. .ttt v v veeevenneeennnnns Not Configured

AP Name Slots AP Model Ethernet MAC Location
Country IP Address Clients
AP1140 2 AIR-LAP1142N-A-K9 £f0:£7:55:75:£3:29 default
location us 192.168.0.0 0
Access Points using IPv6 transport:

AP Name Slots AP Model Ethernet MAC Location Country
IPv6 Address Clients

AP1040 2 AIR-LAP1042N-A-K9 00:40:96:09:4b:89 default location US
2001:DB8:0:1::1 0

showa<v>K:a~i .
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. show ap tcp-mss-adjust

show ap tcp-mss-adjust

T I EBRARA L MIEFZESNL TV A% WLAN O Basic Service Set Identifier (BSSID) % #R
9% I1Z1X. show ap tep-mss-adjust =~ > R&2FH L £,

show ap tecp-mss-adjust {cisco ap | all}
BX DA cisco_ap f77E L7z Lightweight 727 £ A2 KA > h D4
ﬁleO
all FTRCOT 7R RS MEfRELET,

N

GE) AP HIEDS all ¥— 7 — R TRIE SN TV 554, all access points D3Hidall LD F—1TU—

K& AP IZELE LET,
avy FER Jyy—= EENE
7.6 Zoawy Rk, VU —RX76LEIOY Y —X
TEAINE L,
av Y FER Jiy—=x EENA
8.3 Toavwy RPNEAINRE L,

WIZ, T_XTDOT 7 A KRA 2 ;O Transmission Control Protocol (TCP) DigxKE 7 A
v AR (MSS) DIEREFR AT HHERLET,

(Cisco Controller) >show ap tcp-mss-adjust all

AP Name TCP State MSS Size
AP-1140 enabled 536
AP-1240 disabled -
AP-1130 disabled -

showa<v> K :a~i
88
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show ap wlan .

show ap wlan

T IR RA L MIEFZESNL TV A% WLAN O Basic Service Set Identifier (BSSID) f % #R~
3 5IZi1%, showapwlan =~ R&FEHLE T,

show ap wlan 802.11{a | b} cisco ap

ST ERBA 802.11a 802.11a *r v NV —Z7 #HEELE T,
802.11b 802.11b/g * v N —2 Z#HEL £ 7,
ap_name Lightweight 7 7 & X I"A >~ D4 Hi,

ATV RFI+LE AL

avy FEREE Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShFELL,

vy FERE Jjy—= TEAR
8.3 Zoawry RPREAINE L,

Wiz, 802.11b xy hT—27 DT 7 A KRA L b BSSID #E 1T 50217 LET,

(Cisco Controller) >show ap wlan 802.11b APO1

SIEE NAME . ¢ o vt e et ettt eeeeee et e e e e eeeenens MY AP GROUP1
Site Description........ ..., MY AP GROUP1
WLAN ID Interface BSSID

1 management 00:1c:0f:81:£fc:20

2 dynamic 00:1c:0f:81:fc:21

showa<v>K:a~i .



. show assisted-roaming

show assisted-roaming

BHe—I 7 L 80211k REZFK /T HIZIE, show assisted-roaming =~ > K& L &

j—‘O

show assisted-roaming

showav> F:a~i |

e QO Zoa=wy RIZIEBIEELITF—U—RiIb A,
AR RFI4LE RL.
avy FER Jj1y—= EERNE

8.3 Zoavwry RPREAINE L,

BEav> R

Iz, o —3I 78 80211k RELXZFRT BB ZRLET,

(Cisco Controller) >show assisted-roaming
Assisted Roaming and 80211k Information:

F1oOr RSSI BlaS..uuiiiiiiiniinneneeneeneennnn 15 dBm
Maximum Denial.......ou i iiiiniineneeneeneenenn 2 counts
Minimium Optimized Neighbor Assigned............. 2 neighbors

Assisted Roaming Performance Chart:

Matching Assigned Neighbor....................... [0] =0
Matching Assigned Neighbor....................... [1] = O
Matching Assigned Neighbor....................... [2] = O
Matching Assigned Neighbor....................... [3]1 =0
Matching Assigned Neighbor....................... [4] = O
Matching Assigned Neighbor....................... [5] =0
Matching Assigned Neighbor....................... [6] = O
Matching Assigned Neighbor....................... [71 = 0
No Matching Neighbor.......... ... [8] =0
No Neighbor Assigned.........c.iiiiiitiinnneeennnn. [91 = O

config assisted-roaming
config wlan assisted-roaming

debug 11k

II showa<v> K :a~i
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show atf config .

show atf config
Cisco Air Time Fairness D% E & B35 1Z1%. show atf config =~ > FZHH L £,

show atf config {all | {ap-nameap-name} | {802.11{a | b}} | policy | wlan}

X DiRHA all T _RTOMEERD Cisco ATF BEEXFR R LET,

ap-name AP @ Cisco ATF R EZF R LET,

ap-name {57ES HMEN D D AP 4,

802.11a T 5-GHz HEHE D Cisco ATF HREEX TR LET,

802.11b 4~ ~T? 2.4-GHz #EXRE D Cisco ATF #EZFor L £,

policy I _RTOBERMAY v —DREELF R LET,

wlan $~_T D WLAN O Cisco ATE HEZFr L £ 7,

ARURFIALE EL

avy FERE J)y— ZEEAR
S
8.1 Zoavwy RPEMSE L,

&IZ. Cisco Airtime Fairness DR EZEHRTHHZ R LET,

(Cisco Controller) >show atf config all

showa<v>K:a~i .
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. show atf statistics ap

show atf statistics ap

Cisco Air Time Fairness Dt at & 2 BEs 92 121%. show atf statistics =~ > R&2#EH L £9,

show atf statistics ap ap-name 802.11{a | b} {summary | wlan-id | policy-id}

B OB 802.11a T 5-GHz IO FEM AR A 2o L 7,
802.11b FRTD 2.4-GHz TR OREM 72w A 2o LET,
summary AP DR O TN EFR LT
wlan wian-id $87E L7 WLAN OFEf72 ATF St s £ LET,

policy policy-name {57 L7=7HR U o —4 OFE7 ATF SaHE#R A2 £ R L ET,

ARVRFILLE L

avy FERE J)y— ZEEAR
R
8.1 Zoa<wy RBREAINE L,

&IZ, Cisco Airtime Fairness OFtatEHR &2 BRI 2612~ LET,

(Cisco Controller) >show atf statistics ap Ap01323 802.1la summary

. showa<v> K :a~i
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show auth-list .

show auth-list

B DEREA

TIRBARARA L FOFBEEY A M EFRT DL, show auth-list 2~ R&2fEH L £9,

show auth-list

ZOawy FIESIBEELITF -V —NEH Y A,

avy FERE

)1)—=R TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A

TEAINE L,

avy FERE

J1y—=x ETEAR
8.3 Zoawry RBREAINE L,

WIWZ, T78ARAL FOFFEY A M E2FRTHHZ R LET,

(Cisco Controller) >show auth-list

Authorize APs against AAA. . ...t disabled
Allow APs with Self-signed Certificate (SSC)... disabled
Mac Addr Cert Type Key Hash

XX IXXIXXIXX XX XX MIC

showa<v>K:a~i II



. show avc applications

showav> F:a~i |

show avc applications

T _RTOY R — k3D Application Visibility and Control (AVC) 77V 7r— a v &EHRKrT 5
|21, show avc applications =~ > R&fiH L £,

show avc applications

XX DA Zoawy RSB ELITF—U—REDH 0 FH A,
ATV RFI4+LE RL
avy FER Jy— ZEHEAR

A

7.4 Zoavwy RBREAINE L,

FEREDHA FS1 Y

AVC X, Network-Based Application Recognition (NBAR) 7 4 —7 /X/r v b f VAR g v
Tr/uT—=AL, 77V r—va MY 57 e b Ul kRS TT Y r—va
ZOBMLES, AVCEZHEH LT, 2 b= 1500 25V A Y4 LA T T~DF
7k astTE £

XIZ. show ave applications =~ > RO I Z R L E T,

(Cisco Controller) > show avc applications

Application-Name App-ID Engine-ID Selector-ID Application-Group-Name

3com-amp3 538 3 629 other

3com-tsmux 977 3 106 obsolete

3pc 788 1 34 layer3-over-ip

914c/g 1109 3 211 net-admin

9pfs 479 3 564 net-admin

acap 582 3 674 net-admin

acas 939 3 62 other

accessbuilder 662 3 888 other

accessnetwork 607 3 699 other

acp 513 3 599 other

acr-nema 975 3 104 industrial-protocols
active-directory 1194 13 473 other

activesync 1419 13 490 business-and-productivity-tools
adobe-connect 1441 13 505 other

aed-512 963 3 149 obsolete

afpovertcp 1327 3 548 business-and-productivity-tools
agentx 609 3 705 net-admin

alpes 377 3 463 net-admin

aminet 558 3 2639 file-sharing

an 861 1 107 layer3-over-ip

. showa<v> K :a~i
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show avc engine .

show avc engine

Network-Based Application Recognition2 (NBAR2) =1 ¥ ZRHT 515 A7 5I21E. show
avcengine 2~ > N&fiH L £,

show ave engine version

X DA version NBAR2 = UL DNR—V 3L 52FrLET,

aATYRFIHLE AL

avy FERE Jy— ZEHEAR
z
75 Zoavry RREAINE L

FERLEDHA K54 > Application Visibility and Control (AVC) 7'm k=L /3y 713, Cisco2500 ¥ ) —ZX UA ¥ LA
A2 hu—=F TEPR—FENTHERA,

WIZ, show ave engine =~ > ROH 2R L £,

(Cisco Controller) > show avc engine version

AVC Engine Version: 13

showa<v>K:a~i .
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. show avc profile

show avc profile

Application Visibility and Control (AVC) 7"v1 7 7 A V&K HIZIX, show ave profile 2~ >
REfEHLET,

show ave profile {summary | detailed profile name }

EX DA summary AVC 77 7 A NVOEK R R LET,
detailed AVC 7 7 7 A VDM ERRLET,
profile_ name AVC 7’117 7 A VDA, 707 7 A NLITHRK 32 LFEORBF T, K0F
LINFE R L E T,
aATURFI+LE L
vy REE V— EBRE
x
7.4 Zoavwy RPREAINE LT,

&IZ. show ave profile summary =~ > FOH Il ZR L ET,

(Cisco Controller) > show avc profile summary

Profile-Name Number of Rules

profile 1
avc_profile2 1

KIZ, show ave profile detailed =~ > RO %2R L E T,

(Cisco Controller) > show avc profile detailed

Application-Name Application-Group-Name Action DSCP
ftp file-sharing Drop -
flash-video browsing Mark 10
facebook browsing Mark 10

Associated WLAN IDs :
Associated Remote LAN IDs :
Associated Guest LAN IDs

. showa<v> K :a~i
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show avc protocol-pack

Cisco Wireless LAN Controller (WLC) @ Application Visibility and Control (AVC) & | =2/L
Iy TIZOWT DR ZFRT 512X, show ave protocol-pack =1~ > RZHH L F9°,

show avc protocol-pack version

B DEREA

AR R TFI4ILE

version AVC 710 haL Xy 7 DONR—V g U ERRLUET,

L

av Y FERE

FREDHA K514

Jy— EEAE
S

7.5 ZOawy RREAINE LT,

AVC 7’1 k@)L 3y 7% Cisco2500 ¥ U — A U A ¥ LR ary br—7 TEYHHR— 3Ty

FHA,

&IZ. show ave protocol-pack =~ > RO NHIZRLET,

(Cisco Controller) > show avc protocol-pack version

AVC Protocol Pack Name: Advanced Protocol Pack
AVC Protocol Pack Version: 1.0

showa<v>K:a~i II

show avc protocol-pack .



showav> F:a~i |
. show ave statistics application

show avc statistics application

TV r—a v ORGEHE#RE R R T HITIL, show ave statistics application =~ > K& L
£

show ave statistics application application _name top-users [downstream wlan | upstream wlan |
wlan] [wlan id ]}

X DA application_name 7 7"V /r— 3 Y DA4HL, T A BV ALK 32 LFOFEF T, KX

FLNFEXBILET,

top-users o7 7V r—va vy 22— o AVC FaHE R E R R L E T,

downstream EE) o F o AN ) =L TSV r—2a rORGHERZFR L
e 8

wlan (f£7) WLAN O AVC #aHE#RE R T L ET,

wian_id 1~512 @ WLAN #%3+,

upstream (ER) o7 v 7T A N —A T 7V r—va rOffitEmaRR L
£7

aAvURFIANLE AL

avy FERE Jy— ZEHAR
R
7.4 Zoa~wry RPREAINE LT,

KIZ., show ave statistics application =~ > RO /1l Z R~ L £,

(Cisco Controller) > show avc statistics application ftp top-users downstream wlan 1

Client MAC Client IP WLAN ID Packets Bytes Avg Pkt Packets
Bytes DSCP
(Up/Down) (n secs) (n secs) Size (Total)
(Total) In Out
00:0a:ab:15:00:9¢c(U) 172.16.31.156 1 16 91 5 43
338 0 0
(D) 172.16.31.156 1 22 5911 268 48
6409 0 0
00:0a:ab:15:00:5a(U) 172.16.31.90 1 7 39 5 13
84 0 0
(D) 172.16.31.90 1 12 5723 476 18
5869 0 0
00:0a:ab:15:00:60(U) 172.16.31.96 1 19 117 6 75
8666 0 0
(D) 172.16.31.96 1 19 4433 233 83
9595 0 0

. showa<v> K :a~i
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show ave statistics application .

00:0a:ab:15:00:a4(U) 172.16.31.164 1 18 139 7 21

lel 0 0
(D) 172.16.31.164 1 23 4409 191 24

4439 0 0
00:0a:ab:15:00:48(U) 172.16.31.72 1 21 2738 130 21

2738 0 0
(D) 172.16.31.72 1 22 4367 198 22

4367 0 0
00:0a:ab:15:00:87(U) 172.16.31.135 1 11 47 4 49

301 0

(D) 172.16.31.135 1 12 4208 350 48

7755 0 0
00:0a:ab:15:00:92(U) 172.16.31.146 1 10 73 7 11

84 0 0
(D) 172.16.31.146 1 9 4168 463 11

4201 0 0
00:0a:ab:15:00:31(U) 172.16.31.49 1 11 95 8 34

250 0 0
(D) 172.16.31.49 1 18 3201 177 43

3755 0 0
00:0a:ab:15:00:46(U) 172.16.31.70 1 7 47 6 20

175 0 0
(D) 172.16.31.70 1 10 3162 316 23

3448 0 0
00:0a:ab:15:00:b3(U) 172.16.31.179 1 10 85 8 34

241 0 0

showa<v>K:a~i .



showav> F:a~i |
. show ave statistics client

show avc statistics client

27 AT > ® Application Visibility and Control (AVC) #titiE# % /"7 511X, show ave
statistics client =~ > F&2{FHH L £,

show avec statistics client client MAC {application application name | top-apps [upstream |
downstream] }

X DEREA client MAC 54T hOMACT KL A,
application TV —va v AVC kiatE A RR L ET,
application_name 7 71) /r—3 5 L OL4HT, T4 2 ALITEKRI2 LFOFEEF T, KTF
ENFERBILE T,
top-apps ENEDT TV =3 D AVC HEHERE F R LET,
upstream (EE) LT v FA RN =L T 7Y r—va v OfaHERERF L E
7T
downstream T8 EDF oA MY =L T 7V r—v 3 v OREFERERR L E
‘j‘o
ATV RFI4LE RL
avy FERE Jy— ZEERA
A
7.4 Zhavy RREAINE LT,

&Iz, show avec statistics client =~ > FOH OB Z R L E T,

(Cisco Controller) > show avc statistics client 00:0a:ab:15:00:01 application http

Description Upstream Downstream
Number of Packtes (n secs) 5059 6369
Number of Bytes(n secs) 170144 8655115
Average Packet size(n secs) 33 1358
Total Number of Packtes 131878 150169
Total Number of Bytes 6054464 205239972
DSCP Incoming packet 16 0
DSCP Outgoing Packet 16 0

&IZ. show ave statistics client =~ > FOH HfFlZRLET,

(Cisco Controller) > show avc statistics client 00:0a:ab:15:00:01 top-apps

Application-Name Packets Bytes Avg Pkt Packets Bytes DSCP DSCP
(Up/Down) (n secs) (n secs) Size (Total) (Total) In Oout

. showa<v> K :a~i



| showaw>k a~i
show ave statistics client .

http (U) 6035 637728 105 6035 637728 16 16
(D) 5420 7218796 1331 5420 7218796 0 0
ggp (U) 1331 1362944 1024 1331 1362944 0 0
(D) 0 0 0 0 0 0 0
smp (U) 1046 1071104 1024 1046 1071104 0 0
(D) 0 0 0 0 0 0 0
vrrp (U) 205 209920 1024 205 209920 0 0
(D) 0 0 0 0 0 0 0
bittorrent (U) 117 1604 13 117 1604 0 0
(D) 121 70469 582 121 70469 0 0
icmp (U) 0 0 0 0 0 0 0
(D) 72 40032 556 72 40032 48 48
edonkey (U) 112 4620 41 112 4620 0 0
(D) 105 33076 315 105 33076 0 0
dns (U) 10 380 38 10 380 0 0
(D) 7 1743 249 7 1743 0 0
realmedia (U) 2 158 79 2 158 24 24
(D) 2 65 32 2 65 0 0

showa<v>K:a~i .



. show avc statistics guest-lan

show avc statistics guest-lan

7 A K LAN @ Application Visibility and Control (AVC) #taHE#H %79 512X, show ave
statistics guest-lan =~ > K& H L £7,

showav> F:a~i |

show ave statistics guest-lan guest-lan_id { application application_name | top-app-groups [upstream

| downstream] |

top-apps [upstream |

downstream] }

B DEREA

guest-lan_id

1 ~5dD47 A LAN @%b+

application

TV — g D AVC EHERE R LET,

application_name

TTYr— 3 VOLET, T4 AL ITIRK 32 WFEOEST T, KX

FLAFEKBILET,

top-app-groups

ENroT7T 7Y r— a3y Z—F DO AVC #HEHEREAFERLET,

upstream HEE) o7 v 7A R =L T 77U r—a v OEHBEmREERL
EJ AN
downstream (EE) HIioF o AN —A T 7Y r—y a3 OffiHEmaEFRR L
i‘d‘o
top-apps FEDT TV r— g oD AVC FatERE TR L ET,
AR RFIALE AL
avy FERE Jyy— ZTERE
A
7.4 ZOawy RREAINE LT,

RIZ. show ave statistics =~ > RO HflZ =L E£9,

(Cisco Controller)

Application-Name

(Up/Down)

unclassified
ftp

http

gre

icmp

ipinip

. showa<v> K :a~i

> show avc statistics guest-lan 1

Packets Bytes Avg Pkt Packets Bytes

(n secs) (n secs) Size (Total) (Total)
(U) 191464 208627 1 92208613 11138796586
(D) 63427 53440610 842 16295621 9657054635
(U) 805 72880 90 172939 11206202
(D) 911 58143 63 190900 17418653
(U) 264904 12508288 47 27493945 2837672192
(D) 319894 436915253 1365 29850934 36817587924
(U) 0 0 0 10158872 10402684928
(D) 0 0 0 0 0
(U) 1 40 40 323 98476
(D) 7262 4034576 555 2888266 1605133372
(U) 62565 64066560 1024 11992305 12280120320
(D) 0 0 0 0 0



| showaw>k a~i
show ave statistics guest-lan .

imap (U) 1430 16798 11 305161 3795766
(D) 1555 576371 370 332290 125799465
irc (U) 9 74 8 1736 9133
(D) 11 371 33 1972 173381
nntp (U) 22 158 7 1705 9612
(D) 22 372 16 2047 214391

showa<v>K:a~i .



. show ave statistics remote-lan

show avc statistics remote-lan

U %&— k LAN @ Application Visibility and Control (AVC) #aHE#H % £ "9 5I21%. show ave
statistics remote-lan =1~ > RZfH L £,

showav> F:a~i |

show avec statistics remote-lan remote-lan_id{ application application_name | top-app-groups

[upstream |

downstream] |

top-apps [upstream |

downstream] }

B DEREA

remote-lan_id

1~512 ® Y E—  LAN ##hll 1

application

TV — g D AVC EHERE R LET,

application_name

TTYr— 3 VOLET, T4 AL ITIRK 32 WFEOEST T, KX

FLAFEKBILET,

top-app-groups

ENroT7T 7Y r— a3y Z—F DO AVC #HEHEREAFERLET,

upstream HEE) o7 v 7A R =L T 77U r—a v OEHBEmREERL
EJ AN
downstream (EE) HIioF o AN —A T 7Y r—y a3 OffiHEmaEFRR L
i‘d‘o
top-apps FEDT TV r— g oD AVC FatERE TR L ET,
AR RFIALE AL
avy FERE Jyy— ZTERE
A
7.4 ZOawy RREAINE LT,

KIZ. show avc statistics remote-lan =~ > FOH 1z~ L £,

(Cisco Controller)

Application-Name

(Up/Down)

unclassified
ftp

http

gre

icmp

ipinip

. showa<v> K :a~i

> show avc statistics remote-lan 1

Packets Bytes Avg Pkt Packets Bytes

(n secs) (n secs) Size (Total) (Total)
(U) 191464 208627 1 92208613 11138796586
(D) 63427 53440610 842 16295621 9657054635
(U) 805 72880 90 172939 11206202
(D) 911 58143 63 190900 17418653
(U) 264904 12508288 47 27493945 2837672192
(D) 319894 436915253 1365 29850934 36817587924
(U) 0 0 0 10158872 10402684928
(D) 0 0 0 0 0
(U) 1 40 40 323 98476
(D) 7262 4034576 555 2888266 1605133372
(U) 62565 64066560 1024 11992305 12280120320
(D) 0 0 0 0 0



| showaw>k a~i
show avc statistics remote-lan .

imap (U) 1430 16798 11 305161 3795766
(D) 1555 576371 370 332290 125799465
irc (U) 9 74 8 1736 9133
(D) 11 371 33 1972 173381
nntp (U) 22 158 7 1705 9612
(D) 22 372 16 2047 214391

showa<v>K:a~i .



showav> F:a~i |
. show ave statistics top-apps

show avc statistics top-apps

EHHEHENTWAST 7 U 7 —3 3 O Application Visibility and Control (AVC) #EH§H% %
R BHIZIE. show ave statistics top-apps =~ R&ffH L £ 7,

show ave statistics top-apps [upstream | downstream]

EX D upstream (EE) BBEHEINTWAT v T AN —AT 7Y r—ya OfiiHE#RE
TR LET,
downstream  ({LE) RLHEHINTWAHAX YA NI —LAT 7V r— 3 OfEHER %
FoRLET,
ARy RFIALE AL
av Y FER J)y— ZEBEAR
2
7.4 Zoavr RPREAIRELE,

IZ. show ave statistics top-aps =~ > KO &2 R L F9,

(Cisco Controller) > show avc statistics top-apps

Application-Name Packets Bytes Avg Pkt Packets Bytes
(Up/Down) (n secs) (n secs) Size (Total) (Total)
http (U) 204570 10610912 51 28272539 2882294016
(D) 240936 327624221 1359 30750570 38026889010
realmedia (U) 908 62154 68 400698 26470359
(D) 166694 220522943 1322 35802836 47131836785
mpls-in-ip (U) 77448 79306752 1024 10292787 10539813888
(D) 0 0 0 0 0
fire (U) 70890 72591360 1024 10242484 10488303616
(D) 0 0 0 0 0
pipe (U) 68296 69935104 1024 10224255 10469637120
(D) 0 0 0 0 0
gre (U) 60982 62445568 1024 10340221 10588386304
(D) 0 0 0 0 0
crudp (U) 26430 27064320 1024 10109812 10352447488
(D) 0 0 0 0 0
rtp (U) 0 0 0 0 0
(D) 7482 9936096 1328 2603923 3458009744
icmp (U) 0 0 0 323 98476
(D) 10155 5640504 555 2924693 1625363564
BEavy K config avc profile delete

config avc profile create
config avc profile rule

config wlan avc

II showa<v> K :a~i



| showaw>k a~i

show ave profile

show avc applications

show avc statistics client

show avc statistics wlan

show avec statistics applications
show avc statistics guest-lan
show ave statistics remote-lan
debug avc error

debug avc events

show avc statistics top-apps .

showa<v>K:a~i .



. show ave statistics wlan

show avc statistics wlan

WLAN @ Application Visibility and Control (AVC) #iat1E# % £ /~R3 5HIZIL, show ave statistics
wlan 2~ > RZEH L £7,

showav> F:a~i |

show avec statistics wlan wian_id {application application name | top-app-groups [upstream |

downstream] | top-apps [upstream | downstream] }
BX DA wlan_id 1~512 ™ WLAN ##5 1-,
application TV r—var®AVC fiaHERAEF R L E T,

application_name

TTYr— 3 VOLET, T4 AL ITIRK 32 WFEOEST T, KX

FLAFEKBILET,

top-app-groups

ENroT7T 7Y r— a3y Z—F DO AVC #HEHEREAFERLET,

upstream HEE) o7 v 7A R =L T 77U r—a v OEHBEmREERL
EJ AN
downstream (EE) HIioF o AN —A T 7Y r—y a3 OffiHEmaEFRR L
i‘d‘o
top-apps FEDT TV r— g oD AVC FatERE TR L ET,
AR RFIALE AL
avy FERE Jyy— ZTERE
A
7.4 ZOawy RREAINE LT,

RIZ. show ave statistics =~ > RO HflZ =L E£9,

(Cisco Controller)

Application-Name

(Up/Down)

unclassified
ftp

http

gre

icmp

ipinip

. showa<v> K :a~i

>show avc statistics wlan 1

Packets Bytes Avg Pkt Packets Bytes

(n secs) (n secs) Size (Total) (Total)
(U) 191464 208627 1 92208613 11138796586
(D) 63427 53440610 842 16295621 9657054635
(U) 805 72880 90 172939 11206202
(D) 911 58143 63 190900 17418653
(U) 264904 12508288 47 27493945 2837672192
(D) 319894 436915253 1365 29850934 36817587924
(U) 0 0 0 10158872 10402684928
(D) 0 0 0 0 0
(U) 1 40 40 323 98476
(D) 7262 4034576 555 2888266 1605133372
(U) 62565 64066560 1024 11992305 12280120320
(D) 0 0 0 0 0



showa<v > K :a~i

imap (U)
(D)
irc (U)
(D)
nntp (U)
(D)

RIZ. show ave statistics wlan =~ > RO I Z - L £4,

1430
1555

11
22
22

16798
576371
74

371
158
372

11
370

33

16

show ave statistics wlan .

305161 3795766
332290 125799465
1736 9133
1972 173381
1705 9612
2047 214391

(Cisco Controller) >show avc statistics wlan 1 application ftp

Description

Number of Packtes(n secs)
Number of Bytes(n secs)
Average Packet size(n secs)
Total Number of Packtes
Total Number of Bytes

Upstream

Downstream

32459

274

94673983

showa<v>K:a~i II



. show boot

show bhoot

B DEREA

AU R TIHIE

showav> F:a~i |

TIAIBIONRN Y I T TV T NI =2TOEN NES, FoELLOY T N2 TINT U
T4 T EERTHIZIL, showboot 2~ RA&MEH L E9,

show boot
Zoa<y FIEBIEEIEIF—TU—Rizdb v T8 A,

L

avy FERE Jy— ZEEAR

2

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHAINE L],
avy FER J1y—= TEAR

8.3 Zoavwy RPEAINE L,

FEREDAHA RS2

BEav> KR

% Cisco VA Y LALAN 2 ha—J%, 774~V R0 I T v TOAXv—F 407 &
AT LY T 2T B— REeZnEN 1 DT ORNEBEERAMIZRFFT 52 LT, 2 br—
TIMMBEISE L CTIA4~) n—R&T7— A7 L7720 (7400 . NulT w7 n—
RIZRS720 TE5L9ICLET,

KIZ. show boot =~ FOHE B AR L F T,

(Cisco Controller) > show boot

Primary BOOt IMAGE . .t v v ettt eneeeeenenneeenennnens 3.2.13.0 (active)
Backup BOOL IMAgE .« v vttt ittt ettt e eeeeeeenneeenns 3.2.15.0
config boot

. showa<v> K :a~i



| showaw>k a~i
show band-select .

show band-select
IS EINE R 2 KR 1 5121, show band-select =~ > R&Z{HEH L £,

show band-select

X DR ZOawy FIESIBEELITF -V —NEH Y A,

ATV RFIHLE AL

avy FERE Jy— ZHEARS

2

7.6 Zoa<wr RNE, VU—RT76LEIOY UV —ATEHAINE LT,
avy FRERE J1)y—2= EERNE

8.3 oawy RPREAINE LT,

&Iz, show band-select =~ > ROH 2R LE T,

(Cisco Controller) > show band-select

Band Select Probe RESPONSE. ..t iiiiineeeeeeeeennn per WLAN enabling
CyCle COUNT .ttt ittt ettt eeeeeeeeeeeeeenneeenns 3 cycles
Cycle Threshold.......i ittt innneennnnn 200 milliseconds
Age OUt SUPPreSSION. ...ttt ittt eeneeennnnns 20 seconds
Age Out Dual Band. ......ei it nenneeennnnns 60 seconds
Client RSSI .ttt ii ittt ittt ittt iieineenennns -80 dBm
BEawy K config band-select

config wlan band-select

showa<v>K:a~i II



showav> F:a~i |
. show buffers

show buffers
oy ha—I0ONy 7 7 EREFRRT HIZIL, showbuffers =~ > R&2HEHLEI,

show buffers

XD oAy RICHBIRELES—T— FiEb Y $HA,

ATV RFIHLE AL

avy FERE Jy— ZHEARS

2

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATHAINE LT,
avy FRERE J1)y—2= EERNE

8.3 oawy RPREAINE LT,

&Iz, show buffers =~ > RO HIZ R LET,

(Cisco Controller) > show buffers
Pool[00]: 16 byte chunks

chunks in pool: 50000
chunks in use: 9196
bytes in use: 147136

bytes requested: 73218 (73918 overhead bytes)
Pool[01]: 64 byte chunks

chunks in pool: 50100
chunks in use: 19222
bytes in use: 1230208

bytes requested: 729199 (501009 overhead bytes)
Pool[02]: 128 byte chunks

chunks in pool: 26200

chunks in use: 9861

bytes in use: 1262208

bytes requested: 848732 (413476 overhead bytes)
Pool[03]: 256 byte chunks

chunks in pool: 3000

chunks in use: 596

bytes in use: 152576

bytes requested: 93145 (59431 overhead bytes)
Pool[04]: 384 byte chunks

chunks in pool: 6000

chunks in use: 258

bytes in use: 99072

bytes requested: 68235 (30837 overhead bytes)
Pool[05]: 512 byte chunks

chunks in pool: 18700

chunks in use: 18667

bytes in use: 9557504

bytes requested: 7933814 (1623690 overhead bytes)
Pool[06]: 1024 byte chunks

chunks in pool: 3500
chunks in use: 94
bytes in use: 96256

II showa<v> K :a~i




showa<v > K :a~i

bytes requested:
Pool[07]:
chunks in pool:
chunks in use:
bytes in use:
bytes requested:
Pool[08]:
chunks in pool:
chunks in use:
bytes in use:
bytes requested:
Raw Pool:
chunks in use:
bytes requested:

75598 (20658 overhead bytes)
2048 byte chunks

1000

54

110592

76153 (34439 overhead bytes)

4096 byte chunks

1000

47

192512

128258 (64254 overhead bytes)

256
289575125

show buffers .

showa<v>K:a~i .



. show cac voice stats

show cac voice stats

showav> F:a~i |

802.11a F£721% 802.11b HEARDOFEAM 72 57 CAC HiFHE M A £~ 7 5121%. show cac voice stats
o< REFHLET,

show cac voice stats {802.11a | 802.11b}

XD B02.11a  802.11a (OFFAIE T CAC HEFHEHA 207 L %5,
802.11b  802.11b/g O RERIZR T 75 CACHERHF LA #or: L 7,
avy FERE Jyy— EERE
A
76 Ioawr R, VU ATOUREIOY Y A THAShELL,
83 oIy FEEASNE LE,

RIZ. show cac voice stats 802.11b =~ > FOH 1l Z~m LE 9,

(Cisco Controller)

WLC Voice Call Statistics for 802.11b Radio

WMM TSPEC CAC Call Stats

Total num of Calls in progress
Num of Roam Calls in progress
Calls Admitted......ccvviiennnn..
Roam Calls Admitted...............
exp bw requests received..........
exp bw requests Admitted..........
Calls Rejected. ...
Roam Calls Rejected...............

Total
Total
Total
Total
Total
Total

Num
Num
Num
Num
Num
Num

of
of
of
of
of
of

Num of Calls
Num of Calls
Num of Calls
Num of Calls
SIP CAC Call Stats

Total Num of Calls in progress
Num of Roam Calls in progress
Calls Admitted......ccvviinnnn..
Roam Calls Admitted...............
Preferred Calls Received..........
Preferred Calls Admitted..........
Ongoing Preferred Calls...........
Calls Rejected(Insuff BW).........
Roam Calls Rejected(Insuff BW)....

Total
Total
Total
Total
Total
Total
Total

Num
Num
Num
Num
Num
Num
Num

of
of
of
of
of
of
of

Rejected due to insufficent bw....
Rejected due to invalid params....
Rejected due to PHY rate..........
Rejected due to QoS policy........

KTS based CAC Call Stats

Total Num of Calls in progress
Num of Roam Calls in progress
Total Num of Calls Admitted
Total Num of Roam Calls Admitted
Total Num of Calls Rejected(Insuff BW)

. showa<v> K :a

> show cac voice stats 802.11b



| showaw>k a~i
show cac voice stats .

Total Num of Roam Calls Rejected(Insuff BW).... O

showa<v>K:a~i .



showav> F:a~i |
. show cac voice summary

show cac voice summary

BHWEFRAE BT XTOAP O U R MRAT D3 (EHFEE, 6851 ATRe 72 oKk
MH, BE O —1¥7e L) | show cac voice summary =2~ > RZEH L E7,

show cac voice summary

X DEHEA Zoawy RIZIFSIEELIIF—T—RiEdb v 84,

'_E_Iu“:I

aATYRFI4LE AL

avy RERE )— ZEEASE

2

7.6 Zoa<wr RNE, VY —RT76LEIOY VU —ATEHAINE LT,
avy RER Jiy—=x EERNE

8.3 Zoavwy RPREAINE LT,

&IZ. show cac voice summary =~ > RO B Z2R L ET,

(Cisco Controller) > show cac voice summary

AP Name Slot# Radio BW Used/Max Calls
APc47d.4f3a.3547 0 11b/g 0/23437 0
1 11la 1072/23437 1

II showa<v> K :a~i



| showaw>k a~i

show cac video stats

802.11a £ 7-1% 802.11b £ELE D
o< REFEALET,

show cac video stats {802.11a | 802.11b}

show cac video stats .

FEANZ2E TR CAC HERHEH 2 v 5 121%. show cac video stats

B DEREA

802.11a

802.11a Dt B4 CAC MR A TR LE 7,

802.11b  802.11b/g. DMl B 4 CACHFHE M AZ ZR L £ T,

avy FERE

J1y—= ETEAR
8.3 Zoavwry RREAINE L,

av Y RERE

Jy— EERR

A

7.6

Zoa<wry NI, VY —RT76LEIOY VU —ATHAINE LT,

(Cisco Controller)

Total num of

WLC Video Call Statistics for 802.11b Radio

WMM TSPEC CAC Call Stats

Calls in ProgressS........eceueeen..

Num of Roam Calls in ProgresSsS........c.eceeeen..

Total Num of
Total Num of
Total Num of
Total Num of
Num of Calls
Num of Calls
Num of Calls
Num of Calls

Total Num of

Calls Admitted......ccviiiennnn..
Roam Calls Admitted...............
Calls Rejected. ...
Roam Calls Rejected...............
Rejected due to insufficent bw....
Rejected due to invalid params....
Rejected due to PHY rate..........
Rejected due to QoS policy........

SIP CAC Call Stats

Calls in Progress........eeeeeen..

Num of Roam Calls in ProgresSS........c.eeeeeen..
Total Num of Calls Admitted.............o..i...
Total Num of Roam Calls Admitted...............
Total Num of Calls Rejected(Insuff BW).........
Total Num of Roam Calls Rejected(Insuff BW)....

config 802.11 cac voice
config 802.11 cac defaults
config 802.11 cac video
config 802.11 cac multimedia

show cac voice stats

> show cac video stats 802.11b

RIZ. show cac video stats 802.11b =~ > ROH Nl Z# R L £,

showa<v>K:a~i II



showav> F:a~i |
. show cac video stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video load-based
config 802.11 cac video cac-method

config 802.11 cac video sip

. showa<v> K :a~i



| showaw>k a~i

show cac video summary .

show cac video summary

FOETARFEREGLT R TOT 7 A RS bOY R MRt 51 (A iE,
FEAFTRE A e KA IR . B L V= — L #7e &) | show cac video summary =~ > RZfEH L &
D

show cac video summary

T DI Zoawy RIEBIEELIEXF—Y—FEbH Y A,
av Y FRERE J)— ZEERNE

A

7.6 Zoavy NI, VIV —RT6URTDOY V—ATEHAINE L,
vy FRERE J1)—= EERNE

8.3 Zoavwry RREAINE L,

EEav> R

WIZ, show cac video summary =2~ RO HHZ R L ET,

(Cisco Controller) > show cac video summary

AP Name Slot# Radio BW Used/Max Calls
AP001b.d571.88e0 0 11b/g 0/10937 0
1 1lla 0/18750 0
AP5 1250 0 11b/g 0/10937 0
1 1lla 0/18750 0

config 802.11 cac voice

config 802.11 cac defaults

config 802.11 cac video

config 802.11 cac multimedia

show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video load-based
config 802.11 cac video cac-method

config 802.11 cac video sip

showa<v>K:a~i .



showav> F:a~i |

. show call-control ap

show call-control ap
A\

(GE)  show call-control ap =~ > R|& SIP X— A D a2 —/LZD A H S E T,

A LTz — DA MY v 7 ETTRM LT a3 — W OWTER SN N7 v T ERERT 51
I%. show call-control ap =~ > RZ{HEH L £7°,

show call-control ap {802.11a | 802.11b} cisco ap {metrics | traps}

ST DA 802.11a 802.11a * v NU—Z ZfRELET
802.11b 802.11b/g * v N — 7 Z#HEL 7,
cisco_ap Cisco Lightweight 7 7 £ 2 AR A 7 "4,
metrics a—L A MY w7 DIEREBELET,
traps a—VHIENC BTy TERERRE L E T,

aATYRFIHLE AL

av v FERE =2 EERE
7.6 Zoavry RE, VU —=AT6 URIOY Y —ATHASHE L,

FEREDHARSAY FTTNYa—T 4 7IEIHDE DI, Zoa~vy FOHAIRRK L= Tox
F— a—RFPRINET, ROKRTIE, KRLTa—1oBE2 LT — 33— RIZHONT
DAL ET,

%= 1:%88 L 1= Voice overIP (VoIP) O1—)LDITS5— a—FK

I>—Ia—F B EnBA

1 unknown R T —,

400 badRequest WESCRRIETH D0 RE
R CEERHATL,

401 unauthorized TRICIT 2 —PRGES MET
‘a‘o

402 paymentRequired TR DT DI TR S
nTnEd,

. showa<v> K :a~i
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show call-control ap .

IS>—Ia—F

BH

B

403

forbidden

P NTEREZBEHLE L
B, FTEHEA L TVET,

404

notFound

P—NF, ZO—FMR
Request-URLIZFEE S 4172 R A
A AR LR E W ) [
ERfoTWET,

405

methodNotallowed

Request-Line THE S 4172 A
Yoy RIS SN TS b0
@, Request-URI THE S 7=
7 RLATIIFF S TWE
NN

406

notAcceptable

FoRIZE > THRESNZY
V=A%, EESNCERN
D [Accept] ~v X — T 4 —)L
Nk o TiFES v =a
T VR R R oI E =
TAT 4 LDVERTEEY
Ao

407

proxyAuthenticationRequired

747 ME, BT m
F U TCRRIESNDMLERZHD
iﬁdo

408

requestTimeout

Y= NE, YRR NI
BrEMTEEEATLE,

409

conflict

U —ZDOBAIEDIREE LA
L7229, BEXRASE T T
FHEATL,

410

gone

ER SN Y Y — A3
THATET, LT KL A
BRI,

411

lengthRequired

TSRO T T 4 BAED,
P NPV A AHE LTV D
AR, ERIFNBETE S
A XLV REN D, —
DEROWBZ S LTV E
kR

showa<v>K:a~i .



. show call-control ap

showav> F:a~i |

IS>—Ia—F

BH

B

413

requestEntityTooLarge

ZoROT T 4T 4 AR,
P NP EETE LTV D
A X, ElITNETE B Y
A XL KEWTZD, =N
DECR O A S LTV E
S

414

requestURITooLarge

Request-URI 73 P — D3 iR %
HMELTWLHRI IV HEN
7ol Pr— SIS ER O ML
EHESLTVET,

415

unsupportedMediaType

ERINZA Y v Rizon

T, BRORA =KD
BB — T HR—-bSh
TWRW=HIZ, — 3388
ROWEZES L TWET,

420

badExtension

Proxy-Require ¥ 7213 Require
Ny S — T 44—/ RTHES
ni=7 v b a)WrsEa, —
N SNEEATL,

480

temporarilyNotAvailable

BEMOT R AT ANIE
WIRETE b0, FE
MINHLE, FIHARETT,

481

callLegDoesNotExist

User-Agent Server (UAS; == —
P r—Tx b =) BEE
FOXATa T ElT T
PrarE—FH LT
BREZZITHRY £ LT,

482

loopDetected

= NI —TEHRHELEL
776

483

tooManyHops

H— 1% Max-Forwards -~ >
H— 7 4 —)L ROMEN 0 Th
HERZEZEFELE LT,

484

addressIncomplete

H—/31F Request-URI 23 R FE4
ThorEREZELELL,

485

ambiguous

Request-URI B3 &HUVNFE W TT,

. showa<v> K :a~i
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show call-control ap .

I5—a—F BY A A

486 busy EEMOT L K AT ATIE
WICHE SV E L2, Al
MIIBE, ZOT R VAT
LTEMD 2 — V%232 1F AR
o & L0, ZIFAND
TEMTEERA,

500 internalServerError PR RO A 51T
LT L VIRREDFE A L E
L7,

501 notImplemented P TR AT B 720
WCHBEREEZ TR — LT
WEH A,

502 badGateway VAl NI (= ol = = S
ELTHREL TV D —

D, BERENHTH70IT
JREALIEHE T ARNY — A
AP AVIN ¥ 37 VA TN A s
LE L7,

503 serviceUnavailable — IR AN £ 2T A T
FTUADTZDIT, PN
RFAIZ R 2 U C & 72 <
o TWET,

504 serverTimeout P NiE, BREABT ST
WIZT 7| A LTSN —
D ORFRINICISE 2525 L%
TATL,

505 versionNotSupported P—\F, BEROHEH SR
SIP7'a ha/DONR— g &
PR—=F L TRV,
R— P EEG L THET,

600 busyEverywhere EEMOT K VR T AMTIE
WIS NLE L=, EE
X ORFETEY—Th D
n, A=IREL LY &L
TWEH A,

showa<v>K:a~i .
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. show call-control ap

I5—a—F BY A A

603 decline EREM DO~ o TIE Bt
SIVE LR, 2—FRSN
Lo ELTuniwna, &
TEEHA,

604 doesNotExistAnywhere P — 2L, Request-URI ToR
SN —FRFE LN E
WO THFRDZH Y £77,

606 notAcceptable —HFDz—T ) MIER
RS NE LD, By
va OO (BRKE
NDAT 47T, HEiE, 78
VARERN72 L) Bz A
NoNFEHFATLE,

WIZ, T7BARA MR LTERSNZ, ZPL7za— 2R KT 5 show
call-controller ap =2~ > RO Z R L ET,

(Cisco Controller) >show call-control ap 802.1la Cisco_AP metrics

Total Call Duration in SecondsS...........cvuenn.. 120
Number Of Calls. ...ttt eeneenennenns 10
Number of calls for given client is................. 1

WIZ, APIZxt L CA RSN, 8T v 7T DA RNY v 7 %2F~79 % show call-control ap
avy ROz R L ET,

(Cisco Controller) >show call-control ap 802.1la Cisco_AP traps

Number of traps sent in one min.................. 2
Last SIP €rror COQE. ..t it nnnnneeneenns 404
Last sent trap timestamp..........c.cciiieeenn.n. Jun 20 10:05:06

. showa<v> K :a~i
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show call-control client .

show call-control client

Voice-over-IP (VoIP) AX—E' U T NA R—T N> TRBY, a—RNT 7T 47 ThHdHH
BT, a—NEEETE2I T4 T v O a—UEREMERT SHI121E. show call-control client =
<~ REFEHALET,

show call-control client calllnfo client MAC address

X DERHA calllnfo a— VflEE R EfRRE LT,
client MAC address 79472 FMACT RL A
ATV RFI4+LE RL
avy FEE )1)—2 EERE
7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,

RIZ. show call-controller client =~ > KO 1l R L E9,

(Cisco Controller) > show call-control client callInfo 10.10.10.10.10.10

Uplink IP/POrt ...ttt it ii i 0.0.0.0 / 0
DOWNlink IP/POTt . ettt ittt it et e et 9.47.96.107 / 5006
L 6

Calling Party. e ittt ittt et et sip:1021

Called Party. et e it e ettt ettt sip:1000

[ 38423970c3fca4d77
Call on hold: ... i i i i FALSE

Number of calls for given client is.............. 1

showa<v>K:a~i .



. show call-home summary

show call-home summary

Call Home Of#ll &2 Fv9 51214, show call-home summary =~ > K& L F7,

show call-home summary

avy FERE Jy— ZEEAR
A
8.2 Toavwy RPREAINE L,

IZ, CallHome <V —DOfFlZRrLET,

(Cisco Controller)

call home feature : enabled

contact person's email address:

Mail-server: Not yet set up
http proxy: Not yet set up

Smart licensing messages: disabled

data-privacy: normal
Event throttling: Off

Rate-limit: 20 message(s) per minute

Profile name:
Inactive

Status:

CiscoTAC-1

TAC profile: Yes

Mode: Full reporting
Report data: SCH SL
Msg Format: XML

Msg size limit: 3145728
Transport method: HTTP

--More-- or

(g)uit In slWlcProcessSLStatsClearMsg

sch-smart-licensing@cisco.com

showav> F:a~i |

> show call-home summaryCurrent call home settings:

https://tools.cisco.com/its/service/oddce/services/DDCEService

. showa<v> K :a~i
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show capwap reap association .

show capwap reap association

TIEARA L NIT YV Z—hanNTWDH7 747 e —E 2 &> MDD (SSID)
DY A NEF/RT HIZIL. show capwap reap association =~ > R&fH L £,

show capwap reap association

XD IR FIZFEIEERITZF—Y—NIdb v A,
av Y FRERE J)1)—= EERNE

7.6 Zoavwy RE, V=276 UHIOY YV —ATHAINE LT,
av Y FRERE Jjy—= EERNE

8.3 Zoawry RBREAINE L,

WIZ, TIRBARA LV NIT IV = FENTWDETZ TAT 2 MEZD SSID & FoR
TAHHERLET,

(Cisco Controller) >show capwap reap association

showa<v>K:a~i .
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[l show capwap reap status

show capwap reap status

FlexConnect 77 & A iRA > b D AT —H X (connected F 721Z standalone) % F/~3 A1,
show capwap reap status =~ > K2 H L F 9,

show capwap reap status

XD Zoa<y FIEBIEEIEIF—TU—Rizdb v T8 A,

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE Jjy—= ETERAR

8.3 Ioawy RPREAINE LT,

ERALEDAA KS4y APEALLTHRESNLTWDHE, a5 NI VLAN DA EFRLET,

WIZ. FlexConnect 7 7B A RA L NDAT—H A5 F T AHERLET,

(Cisco Controller) >show capwap reap status

. showa<v> K :a~i
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show cdp

show cdp .

Cisco Discovery Protocol (CDP) D AT —X A L il A Fond 5120E, showedp =~ > R&Af#

}EH I_/\ij—‘O

show cdp {neighbors [detail] | entryall | traffic}

B DEREA

AR R TFI4ILE

neighbors < _XCTHOA L X —T 24 ZADFTXTD CDP FANRN—DY A EFRLET,

detail (LE) 2> ha—F® CDP XA N—|ZBT A2EMEREE R LET, 2D
<Y RiZ, 2 hE—F®D CDP FA N"—DHEFRLET, a3 ba—F (M
EHHTBNTET 7 2R RA L RO CDP RA N—TF R LEREA,

entryall F—ZX—2NOFTTHOCDP Ty hYEFERLET,

traffic CDP N7 7 4 v/ IEMEFRRLET,

L

av Y FER J)y— ZEBEAR
A
7.6 Zoa<wry Nt V=276 URIOY U —ATHAShE LK,
vy RERE )1)y—=R EEAR
8.3 Zoavy RPEAINE LT,
Wiz, showedp 2~ > RO B ZR L ET,
(Cisco Controller) > show cdp
CDP counters :
Total packets output: 0, Input: O
Chksum error: 0
No memory: 0, Invalid packet: O,
BEavy R config cdp
config ap cdp
show ap cdp

showa<v>K:a~i .
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. show certificate compatibility

show certificate compatibility

Cisco Wireless LAN Controller CFEHAEO# S MENHER SN TWENE ) ERRT HIT1E,
show certificate compatibility =~ > FZ i H L £9,

show certificate compatibility

XD IR FIZFBIEERITZF—Y—NIdb v A,
av Y FRERE J1)—= EERNE

7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,
av Y FRERE J1)—= EERNE

8.3 Zoawry RBREAINE L,

XIZ. show certificate compatibility =~ > FOH 2R L ET,

(Cisco Controller) > show certificate compatibility
Certificate compatibility mode:................ off

. showa<v> K :a~i
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show certificate Isc .

show certificate Isc

Ay hr—=F Lo T =L THRRREAE (LSC) 2ER SN Z & 2R+ 512i3,
show certificate Isc summary =~ > R&fifH L £7,

show certificate Isc {summary | ap-provision}

X DERHA summary LSC REERRER L OGEHEOEN 2 KR L
7
ap-provision LSCE#fFEH LT e ya=vrans7r7

TR HRA L MIBETEMER TR LET,

ARy RFIALE AL

avy RER Jjy—= EERNE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATEHAINE LT,

RIZ. show certificate Isc summary =~ > RO HHlzZRL £T,

(Cisco Controller) > show certificate lsc summary

LSC Enabled. ... ittt ittt ittt e Yes

LS CA= S Ve e v v et ettt et eeeeeeeeeeeeeeeeeeeennes http://10.0.0.1:8080/caserver
LSC AP-ProvisSioning.......eeeeeeeeeeeeeneeeennnns Yes
Provision=-List....c.eeeiiietinneeeeennneennnn Not Configured
LSC Revert Count in AP reboots............... 3

LSC Params:

[ 55 o w2 4

S = ca

[ 2 ss

[ 5 5 0 org

Y dep

0 ((E B 0 dep@co.com
KeySizZe . i ittt ettt ittt ittt 390

LSC Certs:

[ 2 s Not Configured
22N O Not Configured

WIZ, LSCEEHA L CFueya = 7 ENs 7 78 A RA » MIBET 252 FoR

TLOE R LET,

(Cisco Controller) > show certificate lsc ap-provision
LSC AP-Provisioning........ceueeiiiiiiininninnennns Yes
Provision-List. ...t iniininennenn Present

Idx Mac Address

1 00:18:74:¢c7:c0:90

showa<v>K:a~i II
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. show certificate ssc

show certificate ssc

Self Signed Device Certificate (SSC) EfRAE= > hr—F D /Ny T a F—%FKRT 5HI21E, show
certificate ssc =~ > RZfEH L £,

show certificate ssc

KT E8EH IS FIFEIEERITZF—V—NIdb v £t A,
avy FER J1y—= EENE

7.6 Zoavy RiE, VU —RA76URIOY Y —ATHAINE LT,
avy FER J1y—= EERNE

8.3 Zoawry RPREAINE L,

KIZ. show certificate ssc =~ > ROH F#lZ <L E£9,

(Cisco Controller) > show certificate ssc
SSC Hash validation........eueiiiiiiinininnennnnn Enabled.

SSC Device Certificate details:

Subject Name :
C=US, ST=California, L=San Jose, O=Cisco Virtual Wireless LAN Controller,

CN=DEVICE-VWLC-AIR-CTVM-K9-000C297F2CF7, MAILTO=support@vwlc.com
Validity :

Start : 2012 Jul 23rd, 15:47:53 GMT

End : 2022 Jun 1st, 15:47:53 GMT

Hash key : 5870ffabbl5de2a617132bafcd73

. showa<v> K :a~i
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show certificate summary .

show certificate summary

o hr—Z 2K VFEENER SN 2 & 2T 5121, show certificate summary =~ >/
NEFERHLET,

show certificate summary

W DEER ZOawy FITEBIEEF—T— NEdH v 8 A,
av Yy FER Jjyy—= TEAR

7.6 ZoawrRiE, VYV—RAT6LHIOY UV —ATHAINE LT,
av Yy FER Jjy—= EERNE

8.3 ZOhavwy RPREAINE L,

KIZ. show certificate summary 2~ > ROH NfHlZ R L ET,

(Cisco Controller) > show certificate summary

Web Administration Certificate................. Locally Generated
Web Authentication Certificate................. Locally Generated
Certificate compatibility mode:................ off

showa<v>K:a~i .



. show client ap

showav> F:a~i |

show client ap

Cisco Lightweight 7 7 A ARA > b LDV Z 47> N %F/RT HIZIE, showelientap 2~

ZEEAL £,
show client ap 802.11{a | b} cisco ap

X NN 802.11a 802.11a * v U — 2 ZFEL £,
802.11b 802.11b/g * v N — 2 Z#HEL £ 7,
cisco_ap Cisco Lightweight 77 & 2 iRA > ~ 4,
L

AR R FIHILE

EREDAARZA4

show client ap =~ > NIXHBMICE SN TA TV NDAT— X A% TR TEXET,
show exclusionlist 2~ > R&ZEFA LT, BRIV AN (T v 27 VRN EOITAT o bEFkK

RLET,

avy FERE

Jjy—= EENE
8.3 Ioawy RREAINE LT,

R, TVRARA LY N EDTITAT v MEREFRT HHZRLET,

—

(Cisco Controller) >show client ap 802.11b APl
MAC Address AP Id Status WLAN Id Authenticated

XX XX XX XX XX XX 1 Associated 1 No

. showa<v> K :a~i
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show client calls .

show client calls

ay b= EOT T 4 T ha— VERITES SN a -V OEHEEFRRT B2, show
client calls =~ > R&2{HEH L E3,

show client calls {active | rejected} {802.11a | 802.11bg | all}

XX DA active TITF 4T a— L EEELET,
rejected HEanza—LvEzEELET,
802.11a 802.11a % v hU—27 ZfREL 7,
802.11bg 802.11b/g * v N —Z7 ZfREL T,
all 802.11a 33 L 1N 802.11b/g X b U — 2 D)5

EHEELET,

aRVRFILLE L

avy FERE )1y—= EERNE
7.6 Zoa<wry RNiE, V=76 ROV V—2ATEAINE LT,

av Y FERE )1y—= EERNE
8.3 Zoavy RPEHEAINE LT,

&Iz, show client calls active 802.11a =~ > RO HflZ <L E£7,

(Cisco Controller) > show client calls active 802.11la
Client MAC Username Total Call AP Name Radio

Type

00:09: ef: 02:65:70 abc 45 VJ-1240C-ed45cc 802.11a
00:13: ce: cc: 51:39 XyZz 45 AP1130-a416 802.11a
00:40:96: af: 15:15 def 45 AP1130-a416 802.11a
00:40:96:p02:69: df def 45 AP1130-a416 802.11a
Number of Active Calls --—--—--——-———————-—————————————————— 4

showa<v>K:a~i .




. show client ccx client-capability

show client ccx client-capability

showav> F:a~i |

7 T4 7T v s OBERER A £ Rx T H12IE. show client cex client-capability =~ > & H L £

j—‘O

show client ccx client-capability client mac _address

X DA client_mac_address 25472 hOMACT KL &,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE LT,

FEREDHA KSq4y O REZTA47 2 FTHEMRERELZFR R LET, WECHMLEORETITH Y £

A/o

KIZ. show client cex client-capability =~ > RO HHIZ R L ET,

(Cisco Controller) >show client ccx client-capability 00:40:96:a8:£7:98

Service Capability. vttt ettt Voice, Streaming(uni-directional)
Video, Interactive(bi-directional) Video
2o e N 7 o1 DSSS OFDM(802.11a) HRDSSS (802.11b)
ERP (802.11q)
23T o T 14 DSSS
Radio Channels. ... ..ttt it innnaennnnn 1234567891011
TX POWETY MOQE . ittt ittt ittt ettt et e teeeeeeeennns Automatic
RAte LiST (MB) v i vt iiee et eeeee e eeeeeeeeeenenens 1.0 2.0
23T B o T 4 HRDSSS (802.11b)
Radio Channels. ... ..ttt ittt ineneeennnn 1234567891011
TX POWETY MOQE . i vt i ittt ittt ettt et e teeeeeeeennns Automatic
RAte LiST (MB) v i vt iie ettt et ee e eeeeeeeeeenenens 5.5 11.0
23T o T 14 ERP(802.11qg)
Radio Channels. ... ..ttt itiieeeineneeennnn 1234567891011
TX POWEY MOQE . it ittt ittt ettt et e et teeeeeeennns Automatic
RALE LIST(MB) v vt viteeteeeeeeeeeeeeeeeeeeeeenaenn 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0

Are you sure you want to start? (y/N)y Are you sure you want to start? (y/N)

. showa<v> K :a~i
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show client ccx frame-data .

show client ccx frame-data

WEDT A BMIOWNWT, JI9A4T VM LEESNEZT—2 7L —A%2FK KT HIT1E. show
client ccx frame-data ==~ > F&{HH L ¥4,

show client ccx frame-data client mac_address

B DERA client_mac_address 25472 hDOMACT KL &,

aATYRFIHLE AL

avy FERE J1y—=x ETREAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

&IZ. show client ccx frame-data ==~ > RO /12~ L £,

(Cisco Controller) >show client ccx frame-data
XX IXX I XX IXXIXX1XX

showa<v>K:a~i .



. show client ccx last-response-status

show client ccx last-response-status

showav> F:a~i |

BEDT A MEEDAT —H A% KT 521X, show client cex last-response-status =2~ > N

ML ET,

show client ccx last-response-status client mac_address

X DA client_mac_address 25472 hOMACT KL &,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE LT,

KIZ. show client cex last-response-status =~ > KD H 1z~ LET,

(Cisco Controller) >show client ccx last-response-status

Test Status ..., Success

Response Dialog Token.............. 87

Response Status........vvviiiennn Successful

Response TesSt TyPE. et eeeeneeeennn 802.1x Authentication Test
Response Time......oveeinnenennnnnn 3476 seconds since system boot

II showa<v> K :a~i
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show client ccx last-test-status .

show client ccx last-test-status

BBEDT A NDAT—H A ZETTHITIL, show client cex last-test-status =~ > K& L E
7,

show client ccx last-test-status client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

RIZ. show client ccx last-test-status =~ > RO Sz~ L £9,

(Cisco Controller) >show client ccx last-test-status

TEST TYPE vttt vt eeeeeeeeneneneenns Gateway Ping Test

Test Status ..., Pending/Success/Timeout

Dialog Token ........iiuieiiiennnen. 15

Timeout ...ttt iinennns 15000 ms

Request Time .......oviiieneennnnn 1329 seconds since system boot

showa<v>K:a~i II
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. show client ccx log-response

show client ccx log-response

0 7S & Fv9 5121, show client cex log-response =~ > K& L £7,

show client ccx log-response {roam | rsna | syslog} client mac_address

WIXOHE roam UEE) CCXZFA T+ hpa—32 7 ay
JEEZFRLET,
rsna (fI8&) CCX 7 747 > h®DRSNA 1 JIEE
ERTLET,
syslog (EE) CCXZ T4 T v bV AT A TG
BErRRLET,
client_mac_address BELETIZ7EBARL L FDOAL RN,
ARV RTFIALE EL
av Yy FERE 1)) —= TERAR
7.6 ZoaxryRiE, V=276 URIOY U —ATHAShE L,
RIZ. show client ccx log-response syslog =~ > RO il 2R~ L F9,
(Cisco Controller) >show client ccx log-response syslog 00:40:96:a8:£7:98
Tue Jun 26 18:07:48 2007 Syslog Response LogID=131: Status=Successful
Event Timestamp=0d 00h 19m 42s 278987us
Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in
the OID response’
Event Timestamp=0d 00h 19m 42s 278990us
Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in
the OID response’
Tue Jun 26 18:07:48 2007 Syslog Response LogID=131: Status=Successful
Event Timestamp=0d 00h 19m 42s 278987us
Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in
the OID response’
Event Timestamp=0d 00h 19m 42s 278990us
Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in

the OID response’

WIZ, 2T7AT v hOu—= 07 v PIREaRrnT D0 2R LET,

(Cisco Controller) >show client ccx log-response roam 00:40:96:a8:£7:98

Thu Jun 22 11:55:14 2007 Roaming Response LogID=20: Status=Successful
Event Timestamp=0d 00h 00m 13s 322396us Source BSSID=00:40:96:a8:£7:98
Target BSSID=00:0b:85:23:26:70, Transition Time=100 (ms)

Transition Reason: Normal roam, poor link Transition Result: Success
Thu Jun 22 11:55:14 2007 Roaming Response LogID=133: Status=Successful
Event Timestamp=0d 00h 0O0m 16s 599006us Source BSSID=00:0b:85:81:06:c2
Target BSSID=00:0b:85:81:06:c2, Transition Time=3235 (ms)

Transition Reason: Normal roam, poor link Transition Result: Success
Thu Jun 22 18:28:48 2007 Roaming Response LogID=133: Status=Successful
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show client ccx log-response .

Event Timestamp=0d 00h 00m 08s 815477us Source BSSID=00:0b:85:81:06:c2
Target BSSID=00:0b:85:81:06:d2, Transition Time=3281 (ms)
Transition Reason: First association to WLAN Transition Result: Success
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. show client ccx manufacturer-info

show client ccx manufacturer-info

747 v FOBERERAZFTRT HITIEL. show client cex manufacturer-info =~ > R&2{#H L
F9,

show client ccx manufacturer-info client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
3% FEE =2 EEANE

7.6 Ioavwry FE V=R 76ROV JV—ATHASLE LT,

IZ. show client ccx manufacturer-info =~ > RO Z 5 L £,

(Cisco Controller) >show client ccx manufacturer-info 00:40:96:a8:£7:98

Manufacturer OUIL . ...ttt 00:40:96

Manufacturer ID ...t iiiiiininnenenneenennn Cisco

Manufacturer Model ......iiuiiiiinenneneennenns Cisco Aironet 802.1la/b/g Wireless Adapter

Manufacturer Serial .........iiiiiiiiiiiiiin. FOC1046N3SX

MacC AdAIESS v i tii ittt ittt ittt e e 00:40:96:b2:8d:5e

RAAIO TYPE v ettt ittt ettt eeee e ieeeaeeneennenns DSSS OFDM(802.11a) HRDSSS(802.11b)
ERP(802.11q)

ANteNNa TYPE v vt ettt et et e eeaeeeeenneeesennns Omni-directional diversity

Antenna Galll ...ttt ittt i e e 2 dBi

Rx Sensitivity:

RAAIO YR8 v ettt it ettt ettt et e eeeeeeeneenaeeenns DSSS

RX SeNSitivity vvv it ittt ittt it eieeenen Rate:1.0 Mbps, MinRssi:-95, MaxRssl:-30

RX SeNSitivity vvve ittt ittt it ieeenn Rate:2.0 Mbps, MinRssi:-95, MaxRssl:-30

RAAIO YR8 v ittt it ettt ettt eee et eeeeeseenaeeenns HRDSSS (802.11b)

RX SeNSitivity vvve ittt ittt i teeeeeen Rate:5.5 Mbps, MinRssi:-95, MaxRssl:-30

RX Sensitivity tveviiiiiinii ittt tiieenenennnn Rate:11.0 Mbps, MinRssi:-95, MaxRssl:-30

RAAIO YR8 v ettt ittt ettt ittt et e eeeeeseenneennns ERP(802.11q)

RX SeNSitivity vvv ittt ittt eeieeenan Rate:6.0 Mbps, MinRssi:-95, MaxRssl:-30

RX SeNSitivity tvve it ittt ittt eeeenen Rate:9.0 Mbps, MinRssi:-95, MaxRssl:-30

RX Sensitivity v eiiiiiiniii ittt iieieanennnn Rate:12.0 Mbps, MinRssi:-95, MaxRssl:-30

RX Sensitivity vttt iiieenenennnn Rate:18.0 Mbps, MinRssl:-95, MaxRssl:-30
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show client ccx operating-parameters

I TAT v NOENENRNT A —F ZFRKT HITIX, show client cex operating-parameters 2~ > N

ML ET,

show client ccx operating-parameters client mac_address

show client ccx operating-parameters .

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

KIZ. show client cex operating-parameters =~ > KO H %2R L E 7,

(Cisco Controller) >show client ccx operating-parameters 00:40:96:b2:8d:5e

Client MacC vt ii it ittt ittt ittt it 00:40:96:b2:8d:5e
RAAIO Ty vttt ittt ettt et eeee et eaeeesennnensennns OFDM (802.11a)
RAAIO Ty v ettt ittt ee ettt eee e eeeeaeeesenanensennns OFDM (802.11a)
Radio Channels ...ttt it 36 40 44 48 52 56 60 64 100 104 108
112 116 120 124 128 132 136 140 149 153 157 161 165
Tx POWer MOAE i v ii ittt ittt ittt it ineenenn Automatic
Rate LISt (MB) vvvv it itieeeteteteeeenenenenenenens 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Power Save Mode ...ttt ittt ittt Normal Power Save
SO D ittt e e e et e e e e e e e e, wifi
Security Parameters[EAP Method, Credential]......... None
Auth Method . ... i i i i it e e None
Key ManagemMent .o v vt o v ot e eneneneeeenenenenenenenens None
0 o X @ a7 o wi I ) o None
Device NamMEe .t v ittt it ittt ettt ii e in ettt Wireless Network Connection 15
DEVICE Ty 4ttt ittt et ettt e eeeeeseeseeeeeenaeeenns 0
S Windows XP
OS VeIrSIOn vttt ittt ittt it ettt i e 5.1.6.2600 Service Pack 2
L T DHCP address
IPV4 AddreSS v vt v ittt ittt ittt ettt Available
D N L s Y = 70.0.4.66
Subnet Mask ...t e e e e e 255.0.0.0
Default Gateway .. .iiiii ittt iee ettt eeneeeeeenneeenns 70.1.0.1
IPVO AddLeSS v vttt ittt it ittt ittt ettt it Not Available
IPVO AdAreSS vttt ittt ettt te et teeeaeeeseeneensennns 0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0
IPv6 Subnet Mask ...ttt ittt 0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0
DNS SELVELS vt vttt vttt tneeneeneeneeneeneeneeneenenn 103.0.48.0
WINS SEIVEIS ittt ittt ittt ettt eneenneeneeeneens
SyYStem NAME vttt ittt i ettt et et e ee e e eeeeeeenaeeenns URAVAL3777
Firmware VerSION ...ttt eeneeneenenn 4.0.0.187
Driver VerSiOon ...ttt ittt 4.0.0.187
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. show client ccx profiles

show client ccx profiles

JIAT N TR Ty A NERRTHIZIL, show client cex profiles =~ > RZHH L E7,

show client ccx profiles client mac_address

X DA client_mac_address 2S5 4F7 2 FOMAC 7 RL A,

aARVRFILLE L

avy FER Jj1y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

KIZ. show client cex profiles =~ > KO %R L ET,

(Cisco Controller) >show client ccx profiles 00:40:96:15:21:ac

Number oOf Profiles . ...ttt eneeneenns 1
Current Profile . ... iiiiiiitineeeeeneeeeeenaeennns 1
Profile ID i it ittt ittt ettt ettt 1
Profile NamMe ...t ii ittt ittt ittt et eneneenenns wifiEAP
SO D it i e et e e e e et e e e e e e wifiEAP
Security Parameters [EAP Method, Credential]......... EAP-TLS, Host OS Login Credentials
Auth Method ...ttt i i ittt ittt et ennnnnns EAP
Key Management ..t i ittt ittt neeeeeeeeeeeenns WPA2+CCKM
0 o X0l 74 o wi I o AES-CCMP
Power Save MOde ittt it ittt nneeeeeeeeeeeennnnnnns Constantly Awake
Radio Configuration:
23T i o T 4 T DSSS
Preamble TyP . v it ettt eeennnneeeeeeeeeennnnnnns Long preamble
CCA Method. . vttt it ittt it ettt Energy Detect + Carrier
Detect/Correlation
Data Retries. ...ttt ittt 6
Fragment Threshold.........oiiitiiiiiieenennnnns 2342
Radio Channels. ...ttt ittt neeneens 1234567891011
TX POWEL MOAE. v vttt ittt ittt it ii e ineeneenes Automatic
Rate LISt (MB) ottt ii ittt ittt tineineneeneens 1.0 2.0
Yo B R TN 177 <= Y HRDSSS (802.11b)
Preamble TyP . v ettt ittt eeennnneeeeeeeeeennnnnnns Long preamble
CCA Method. . vttt it it ettt ettt Energy Detect + Carrier
Detect/Correlation
Data Retries. ...ttt ittt 6
Fragment Threshold.........oiiitiiiiiieenennnens 2342
Radio Channels. ...ttt tntintneneeneens 1234567891011
TX POWEL MOAE. .t ittt ittt ittt it it ieineenes Automatic
Rate LIST(MB) v tiiiiniiitintineneeneeneeneeneens 5.5 11.0
23T i o T 4 T ERP(802.11q)
Preamble TyP . v et ettt eeennnneeeeeeeeeennnnnnns Long preamble
CCA Method. . vttt ittt ittt ettt Energy Detect + Carrier
Detect/Correlation
Data Retries. ...ttt ittt 6
Fragment Threshold..........oiiitiiiiiiieenennnens 2342
Radio Channels. ...ttt tntintneneeneens 1234567891011
TX POWEL MOAE. .t ittt it ittt i it it it e ineineenes Automatic
Rate List (MB) ¢t v v ii ittt it ittt ittt et 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
23T i o T 4 T OFDM (802.11a)
Preamble TyP . v et ettt eeennnneeeeeeeeeennnnnnns Long preamble
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show client ccx profiles .

CCA Method. ittt ittt ittt it it Energy Detect + Carrier
Detect/Correlation

Data Retries. ...ttt ittt et 6

Fragment Threshold.........oiiiiiiiiiiiiinnneenn 2342

Radio Channels. ...ttt ittt neeneenennennns 36 40 44 48 52 56 60 64 149 153 157
161 165

TX POWEL MOGE . ¢t ittt ittt ettt ettt et e eeeeen Automatic

Rate List (MB) t v vttt ittt ettt ettt eiaeeaen 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
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. show client ccx results

showav> F:a~i |

show client ccx results

WBICIEFRE T L2 X FOFER%2F /77 5121%. show client cex results =~ > K% i f
LET,

show client ccx results client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
3% FEE =2 EEANE

7.6 Ioavwry FE V=R 76ROV JV—ATHASLE LT,

&IZ. show client cex results =~ > RO HflZR L E9,

(Cisco Controller) >show client ccx results xXxX.XX.XX.XX

dotlx Complete. .ttt ittt ittt ittt nnnennsens Success
EAP Method. .ttt it i i ittt ittt ettt eeeeeeeeeeennnns *1,Host OS Login Credentials
[ o o B A= ol = 255
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show client ccx rm .

show client ccx rm

Cisco Client eXtension (CCX) 7 74 7 v M DEHEFR L R— MEREZFE T 5121L,. show
clientcex rm =< > RAHH L 9,

show client ccx rm client MAC {status | {report {chan-load | noise-hist | frame | beacon |
pathloss} } }

*ﬁj@%ﬂ'ﬂﬂ client_MAC 7547k MAC T KL %

status 7747 hOCCXEHEPEA T — & AfEH
ERIALET,

report 74T v hOCCXEREIL R— N & RR
LET,

chan-load HHEHT vyl e — R UAR—FERRLE
‘a‘o

noise-hist HAER ) A XA RNT T A LR— M ERR
LET,

beacon MRS r—ay a— RFLAR—ME2FRELE
7

frame A7 L — A LR— FNEFRRLET,

pathloss HRE S AER LR — FERRLET,

aATYRFIHLE AL

av Yy FERE )1)—2R EEARE
7.6 ZoavryRNE V=276 LAFTOY Y —ATHAINE LT,
WIZ, 7747 > MEREBRAT — 2 AERERRT D02 LET,
(Cisco Controller) >show client ccx rm 00:40:96:15:21:ac status
Client Mac AddreSS. ..ttt eneeneenns 00:40:96:15:21:ac
Channel Load Request ...ttt ittt i iinnnnennnnns Enabled
Noise Histogram ReqUEeSt ... ..t iieneeeeneneennnnn Enabled
Beacon Request ...ttt ittt iiiiiiiiee et eeeennn Enabled
Frame Request ...ttt ittt eeennnnnnns Enabled
Interval. .ttt it e it it e i e e e 30
R o= = w3 o 10

WIZ, 7747 v MERER D — N LAR— MERRT 02~ LET,
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. show client ccx rm

(Cisco Controller) >show client ccx rm 00:40:96:15:21:ac report chan-load

Channel Load Report

Client Mac AddresSS ...ttt 00:40:96:ae:53:bc
B I (T o 1o 788751121
Incapable Flag. ..ottt ie ettt eeneeeeeeneeeenns On

Refused Flag. ... u e i ettt iieettneneeeeeenneeenennns On

Chan CCA Busy Fraction
194
86
103

178
82
103
95
13
10 222
11 75

O J oUW

e}

W, 77472 MERER ) A X AT THVR— NaeRRT 202 RLET,

(Cisco Controller) >show client ccx rm 00:40:96:15:21:ac report noise-hist

Noise Histogram Report

Client Mac AddreSS. ..ttt neeneenns 00:40:96:15:21:ac
B I (LTS o 11 o 4294967295
Incapable Flag. ...ttt ittt itennnnnenneeens Off

Refused Flag. .. e it ittt it tennnnneeeeeeeeeennns Off

Chan RPIO RPI1 RPI2 RPI3 RPI4 RPI5 RPI6 RPI7
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show client ccx stats-report .

show client ccx stats-report

BEENTZIZ AT v b F /314 2D D Cisco ClienteXtensions (CCX) #EHFL A— 2%
R BHIZIE. show client cex stats-report =~ > K& H L 97,

show client ccx stats-report client mac_address

X DA client_mac_address 27547 K MAC 7 FL 2
avURFI4LE &L
3% FEE =2 EERNE

7.6 Ioa=wrRE, V=R 76 UAIOY Y —ATEHASHE L,

KIZ. show client cex stats-report =~ > RO 1l &R L E T,

(Cisco Controller) > show client ccx stats-report 00:0c:41:07:33:a6
Measurement duration = 1
dotllTransmittedFragmentCount
dotllMulticastTransmittedFrameCount =
dotllFailedCount =
dotllRetryCount =
dotllMultipleRetryCount =
dotllFrameDuplicateCount =
dotllRTSSuccessCount =
dotl1lRTSFailureCount =
dotllACKFailureCount =
dotllReceivedFragmentCount =
dotllMulticastReceivedFrameCount =
dotllFCSErrorCount =
dotllTransmittedFrameCount =

W J o Ul b W

[ = S Vo)
w NP o
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. show client detail

show client detail

DNS ZX—t' > 2 (DNSXR—ZDACL) x> THFEEEINT-I7 AT TLEDIPT LA
%39 5121, show client detail mac_address 2~ > K& L EJ,

show client detail mac_address

X DA mac_address 7 547> FOMACT KL =%,

ATV RFIFLE AL

avy FERE Jy— ZEHAR
z
7.6 Zoawy RNEAINE LT,
av Y RERE J1)y—2 EENE
8.3 oawy RPREAINE LT,

&IZ. show client detail mac address 2~ > ROz~ LET,

(Cisco Controller) > show client detail 01:35:6x:yy:21:00

Client MAC AddreSS. .t vttt et eeeeeeeeeeneeeeennnns 01:35:6x:yy:21:00
Client USETNAamMe . ..t vttt e eeeeeeeeeneenseenennnnns test

AP MAC AddrESS . e e ettt eeeeeeeeneeeeeeneesesenneenens 00:11:22:33:44:x%0
BP NaAll .t v vttt vt e e e oo oo e e eeeeeeeeeeeeeaaaaaaaaeens AP0011.2020.x111
AP radio S1ot Td. e e i ii i i oo e e et et e e eeeeeaaaaaaeens 1

Client State ...ttt ittt ittt ittt eeeeeaennnns Associated

Client NAC OOB State.....uiiieeeeeeneeeeenennnnn. Access

Wireless LAN Td. . e v v et e oo e e eeeeeeeeeaaaaaaaeeens 7

Hotspot (802.11U) @vvi it iiii ittt teeenneennns Not Supported
1 00:11:22:33:44:xx
Connected FOT v it ittt teeeeeeeeeeeeeenneenennns 28 secs

Channel . ...ttt it e ittt et e et e aeneenennns 56

I e o B == = 10.0.0.1

Gateway Address. . ...ttt nnnnnnnns Unknown

NetmasK. « o vt ittt et et e et e et ettt e e e eeeeeeeneean Unknown

IPVO AddreS S . i it ittt ettt eeeeoeeeeeeeeneeeenens
xx20::222:6xyy:zeeb:2233

AssoCiation Td. .. i i e oo oot ettt ettt e 1

Authentication Algorithm......... ... ... Open System
Reason Code. i ittt ittt ittt ettt enneeneennns 1

Status Code. v ittt ittt ittt e ettt 0

Client CCX VerSion. ...ttt eeeeeeeeeennnnn. No CCX support
Re-Authentication Timeout...... ..ot ennnn 1756

(@1 S T Y= V= Silver

Avg data Rate. ...ttt ittt i iii et 0
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show client detail .

Burst data Rate. ...ttt ittt ittt it iiiiiennns 0
Avg Real time data Rate. ...ttt iennennnnn 0
Burst Real Time data Rate.......c.iiiiiiiiinenennnn 0
B02.1P Priority Tag. . eeeeeeeeeeeeeeeeeeeeeenneens disabled
CTS SecuUrity GroUup Tag. ..o eeeeeeeeeeeeeneeeeennns Not Applicable
KTS CAC Capability. .o ee ettt eeeeeeeeeeeeennas No
MM SUPPOT L e v v vttt ettt ettt et e et eeeeeeesesnesnssas Enabled
APSD ACS e i ittt ettt ettt ettt e e e e BK BE VI VO
PoWer SaAvVe. . ittt it e e e e e e e e e ON
Current Rate. ... ..ttt ittt tieennnnns m7/
Supported Rates. ...ttt ittt eneeneennean
6.0,9.0,12.0,18.0,24.0,36.0,
............................................. 48.0,54.0
Mobility State. ...ttt ittt eenneennns Local
Mobility Move CoUNt ... i et ie it eeeeeeeeeneneenns 0
Security Policy Completed. ...viii it ennneennn No
Policy Manager State.....iiiiii it iennnennnns SUPPLICANT PROVISIONING
Policy Manager Rule Created........ciiiiiiiieeeen. Yes
AAA Override ACL NamMe. .ottt eeeeeeoeeeeeeneeessns android
AAA Override ACL Applied Status.......ieeeeeene... Yes
AAA Override Flex ACL NallE. o v v ettt veeeeeenneeesns none
AAA Override Flex ACL Applied Status............. Unavailable

AAA URL redireCl.v. e e et teeeeeeeeeeeeeennaeennns
https://10.0.0.3:8443/guestportal /gateway?sessionId=0a68aa72000000015272404e&act ion=nsp
Audit Session ID. ...ttt ittt ittt et ennnnnnnnnns
0a68aa72000000015272404e

ARAA ROLE TyYPE .ttt ittt ittt ettt eeeeensenesnesnns none
Local Policy Applied. ...ttt ieeeeeneeenennns pl
TPV ACL NaAME . it vttt i ittt et ettt eennneeennneees none
FlexConnect ACL Applied Status........ceveeeeenn. Unavailable
IPv4 ACL Applied Status.......oeuiiiiiiiiieieennn. Unavailable
IPVO ACL NaAME . ¢ vttt ittt ettt ettt tttsnenneeeeeeeens none
IPv6 ACL Applied Status.......oeuiiiiiiiieeeeenn. Unavailable
Layer2 ACL NaAME . it vt vttt oeeeeeeeneeesoenesesennas none
Layer2 ACL Applied Status.........ciiiiiiiinininnn.. Unavailable
Client TyYP e et ittt ettt eeeeeeeeeeeesoanesesennas SimpleIP
MDNS StatuUS. . v ittt ittt i i ittt ittt Enabled
MDNS Profile Name. ..o ettt en et teeeneeeenaneesens default-mdns-profile
No. of mDNS Services Advertised..........ccoooo... 0
POy Ty e ettt et e et e eeeeseseeesessannesessas WPA2
Authentication Key Management.......oeeeeeeenenenns 802.1x
Encryption Cipher..... ...ttt CCMP (AES)
Protected Management Frame .........eeeeeeeneeenens No
Management Frame Protection...................... No
L = = PEAP
Interface. i v vttt e e

. management
VL AN . it it et e e e et et ettt e et e e e e e 0
Quarantine VLAN. ..ttt ittt it ettt ettt et teeeeeeens 0
AccCessS VLAN. t ittt ittt ittt ittt ettt nnnnnnnnns 0

Client Capabilities:

showa<v>K:a~i .



. show client detail

CEF Pollable. .ttt ittt tetneeennanns
CEF Poll RequUest .ttt ittt ennennnnns
Short Preamble........iiiiiiitiinnenenennn

Channel Agilify. .. iieeieeeeeeeeneeeeennns
Listen Interval. .. ..ot teeeeeeeeneeeeennns
Fast BSS Transition........e.oeeeeeeeeeeennns
Client Wifi Direct Capabilities:
WED capable. . ..ottt ittt et eennnan
Manged WED capable......ciiiiiiiiininnnnn.
Cross Connection Capable...........ooi.n.
Support Concurrent Operation...............
Fast BSS Transition Details:
Client Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

Bytes Received.....ciiiiiiinn
Bytes Sent....... .. i,
Packets Received.......... ...
Packets Sent.......... .o i
Interim-Update Sent..............
EAP Id Request Msg Timeouts......
EAP Id Request Msg Failures......
EAP Request Msg Timeouts.........
EAP Request Msg Failures.........
EAP Key Msg Timeouts.............
EAP Key Msg Failures.............
Data Retries........ ..o
RTS Retries.......ciiiiiiiiiio..
Duplicate Received Packets.......
Decrypt Failed Packets...........
Mic Failured Packets.............
Mic Missing Packets..............
RA Packets Dropped.......ccvvvu...
Policy Errors.....c.cueeieenennnnsn

Radio Signal Strength Indicator............
Signal to Noise Ratio......eiieeeieennnnnns
Client Rate Limiting Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
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of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

Data Packets Recieved............
Data Rx Packets Dropped..........
Data Bytes Recieved..............
Data Rx Bytes Dropped............
Realtime Packets Recieved........
Realtime Rx Packets Dropped......
Realtime Bytes Recieved..........
Realtime Rx Bytes Dropped........
Data Packets Sent................
Data Tx Packets Dropped..........
Data Bytes Sent..................
Data Tx Bytes Dropped............
Realtime Packets Sent............
Realtime Tx Packets Dropped......
Realtime Bytes Sent..............

showav> F:a~i |

Not implemented
Not implemented
Not implemented
Not implemented
Not implemented

Not implemented

123659
120564
1375
276
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Number of Realtime Tx Bytes Dropped

Nearby AP Statistics:

AP0022.9090.
antennal:
antennal:

AP0022.9090.
antennal:
antennal:

APc47d.4f3a.
antennal:
antennal:

APc47d.4f3a.
antennal:
antennal:

c545 (slot 0)

26 secs agO.......
26 secs agO.......

c545(slot 1)

25 secs ago.......
25 secs ago.......

35c2 (slot 0)

26 sSecs agO.......
26 sSecs agO.......

35c2 (slot 1)

24 secs ago.......
24 secs ago.......

DNS Server details:

Client Dhcp Required:

Allowed (URL)IP Addresses

DNS server 1P
DNS server 1P

=
&)
(€]
N
o
=
= O 00 ~J o U b W N

show client detail .

dBm
dBm

dBm
dBm

dBm
dBm

dBm
dBm
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. show client location-calibration summary

show client location-calibration summary

JIAT v hOur—a U EREHRE TR T HIZ1E, show client location-calibration
summary 2~ > R&EHHLET,

show client location-calibration summary

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

avy FERE Jiy—=x FEARA

7.6 Zoa<wry RE, V=76 LEIOY V—RATHEAINE LT,
av Y FER Jjyy—= TEAR

8.3 Zoawry RPREAINE L,

wIZ, o r—a ViREENEREZ R T 0 2R LET,

(Cisco Controller) >show client location-calibration summary
MAC Address Interval

10:10:10:10:10:10 60
21:21:21:21:21:21 45
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show client roam-history .

show client roam-history

BESNTI 74Ty bor—I V7 EREEZFRRT HIZIE. show client roam-history =~ >
EEHALET,

show client roam-history mac_address

XD mac_address 25472k MACT KL%

ATV RFIFLE AL

avy RERE Jj1)y—= EERNE

76 Zoawry Rt V=R T76LURIDOY V—RATEASINE L,
av Y FRERE Jy1)y—= EENE

8.3 Zoavwy RPREAINE LT,

KIZ. show client roam-history =~ > RO R L ET,

(Cisco Controller) > show client roam-history 00:14:6c:0a:57:77

showa<v>K:a~i .
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. show client summary

show client summary

Cisco Lightweight 7 7 E A IRA > MZT VY v Z— FENTWL T A4 T 2 bOBEREFRRT D
{21, show client summary =~ > RZH L £,

show client summary [ssid /ip / username / devicetype]

M 5 JU—RT4ET, 203wy FICHIIKELEF—TU— FiEd Y £ A,

X DA ssid /ip / username / devicetype UEE) IRDRTF A—ZDONT D, £
EBDIEFOFTRXTDONRFA—=ZT, 77T 4
TR TAT v FOBRAEER AR R LE TS
« SSID
cIPT7 FL A
e —H4
o TNA R X AT (Samsung T /31 AKX
Windows XP UV —727 A7 —3/ g L7 E)

aRVRFILLE L

avy FEE J1)y—2 EEAR

7.6 Zoa<wyRiE, V)V —RAT6LHIOY U —ATHEAINE LT,
av Yy FER )y—Xx EEAR

8.3 Zoawy RPREAINE LT,

FEREDHA KS4 > showclientap =~ P&l LT, ABIMICENZ SN FA TV FDAT—F A%
FoR L FE T, showexclusionlist =~ > FZFEHL T, AV AL (FF7v 27 VAN EDrZ
AT heFRRLET,

W, TIT 4T TAT 2 FOBERNERRT DB 2R LET,

(Cisco Controller) > show client summary

Number of Clients......iiiiiiiinineennneeennnn 24
Number of PMIPV6 ClientsS.......ueiuieeeinnneeennnn 200
MAC Address AP Name Status WLAN/GLAN/RLAN Auth Protocol

Port Wired PMIPV6

00:00:15:01:00:01 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:02 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No No
00:00:15:01:00:03 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:04 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la

. showa<v> K :a~i



| showaw>k a~i

show client summary .

13 No No

I, TRAZ B AT Windows XP UV —27 AT —2a DT RCDITITA T b
KT BHERLET,

(Cisco Controller) >show client summary WindowsXP-Workstation

Number of Clients in WLAN........tiitiinennnnn. 0

MAC Address AP Name Status Auth Protocol Port Wired Mobility
Role

Number of Clients with requested device type..... 0

showa<v>K:a~i .



. show client summary guest-lan

show client summary guest-lan

showav> F:a~i |

TIT A TIRAMTARNLAN Y 747 N1 51Z1%, show client summary guest-lan =

<~ RFEFEHALET,

show client summary guest-lan

KT EEH Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE Jjy—= ETERAR

8.3 Ioawy RPREAINE LT,

KIZ. show client summary guest-lan =~ > RO H 12~ L £,

(Cisco Controller) > show client summary guest-lan

Number of Clients.......oiiiiiiiiiinninnenennenns 1

MAC Address AP Name Status WLAN Auth Protocol

00:16:36:40:ac:58 N/A Associated 1 No 802.3
BaEavy R show client summary

. showa<v> K :a~i

Port Wired



| showaw>k a~i

show client tsm

IITAT DT T 4y AR =LA AR w7

show client tsm .

client tsm =~ > RZHEHLET,

show client tsm 802.11{a | b} client mac {ap _mac | all}

X DEHEA 802.11a 802.11a * v NU—7 ZIEE L £,
802.11b 802.11b/g % NU—27 ZfRELE T,
client_mac 74T NOMACT RLX,
ap_mac TSM 7 7 A HRA 2 D MACT RL A,
all 7 74T v NCBET T RTOT /'R R

AV MDY A NERELET,

AXURFIHLE BL

avy FERE )1y—2 EENE
7.6 Zoavr NI, VIV—RAT76LHIOY V—ATHAINE LT,

avy FERE 1)1y—2 EENE
8.3 Zoavwy RPREAINE LT,

&Iz, show client tsm 802.11a =~ > RO 1l a2~ L £,

(Cisco Controller)
AP Interface MAC:

> show client tsm 802.1la xx:xXxX:XX:XX:xX:xx all
00:0b:85:01:02:03

Client Interface Mac: 00:01:02:03:04:05

Measurement Durati
Timestamp
UpLink Stats

on: 90 seconds
1st Jan 2006, 06:35:80

Average Del
Delay less
Delay bet 1
Delay bet 2
Delay great
Total packet
Total packet
Maximum Lost
Average Lost
DownLink Stats

ay (5sec intervals) c vttt ittt 35
than 10 MS. ..ttt ittt ittt ee et i eeaeeennn 20
O O (1= 20
O O (1= 20

er than 40 MS. ...ttt ittt e e 20
[0 ' 80

Average Del
Delay less
Delay bet 1
Delay bet 2

1oSt CoUNt (5SEC) v vt ittt et e e et e ettt 10
Packet COUNL (5SEC) vt it it ittt et e e e e et e eeeeenn 5

Packet CcoOUNL (5SE@CS) vt it ittt et e et e e et eeeeen 2

ay (5sec intervals) c v i ittt e 35
than 10 MS. ..ttt ittt ittt et e et teeeaeeennn 20
O O (1= 20
O O (1= 20

showa<v>K:a~i .

(TSM) #EEHEHZ £~ T 5121, show



showav> F:a~i |
. show client tsm

Delay greater than 40 MS. .. ..ttt ittt enneeeenns 20
Total packet CoUNT ...ttt ittt ittt ettt et i 80
Total packet lost count (5S€C) ..ttt ittt 10
Maximum Lost Packet COUNE (5SEC) v v it it it i it ittt ettt eeeeeenn 5
Average Lost Packet count(5secs) ...ttt 2
BEavy K show client ap

show client detail

show client summary

. showa<v> K :a~i



| showaw>k a~i

show client username

2—YPHT LT TAT v h T—H R T HITIE, show client username =~ > F&{EH L

ji?ro

show client username username

show client username .

BX DA username Y5 4T DL
gy b —IDT 7B R KA MEEA T
HILTWD, FEITIREDKRYID 8§ >D 7 T4
T MDA NERRTHIENTEET,
aATURFI+LE RL
avy FERE )1)—=x ETEAR
7.6 Zoa<wry RNE, V=76 LEIOY V—2ATHEAINE LT,
av Y FER )1)—Xx TEAR
8.3 Zoawry RPREAINE L,

KIZ. show client username =~ > RO HH| %2R~ L E 1,

(Cisco Controller)

MAC Address

Device Type

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

00:

00:

00:

00:

00:

00:

00:

:01

02

03

04

05

06

07

08

> show client username local

AP Name

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

Status WLAN Auth Protocol Port
Associated 1 Yes 802.11g 1
Associated 1 Yes 802.11g 1
Associated 1 Yes 802.11g 1
Associated 1 Yes 802.11g 1
Associated 1 Yes 802.11g 1
Associated 1 Yes 802.11g 1
Associated 1 Yes 802.11g 1
Associated 1 Yes 802.11g 1

showa<v>K:a~i II



. show client voice-diag

show client voice-diag

showav> F:a~i |

B2 EHE # 2 FoR" 7 521X, show client voice-diag =~ > R&H L £,

show client voice-diag { quos-map | roam-history | rssi | status | tspec}

BX DA quos-map QoS/DSCP ~ v B> VBT 2 1E# E 4 5D

¥ 2— (VO. VI, BE., BK) ZNEHD/ 7y
MREFBER S E T, KFE DSCP S For
INET,

roam-history WE3EOr—I 7 OERIZET D EHRD
FoRINET, MO, FALAREZ T,
O—IVTIEELEZT VAR b B
X — 7 oBENREGEN, B—I )
R LTS A TR bEEnE T,

rssi EFDWINA F—T VBEIT, EHIO 5
DI TAT SO RSSHEEZERFLET,

status IIA T NOBEFEZKOIRELRRLET,
tspec R D 74T MOk 5 TSPEC & #
A~LET,
ARy RFIALE AL
av Y FERE 1) == EERNE
7.6 ZoaxryRiE, V=276 URIOY U —ATHAIhE L,
vy REE yy—2 EENE
8.3 Zoavy RpEAINE LT,
IRIZ. show client voice-diag status =~ > KO %2~ LE T,
(Cisco Controller) > show client voice-diag status
Voice Diagnostics Status: FALSE
BEavy R show client ap

show client detail
show client summary

debug voice-diag

II showa<v> K :a~i



| showaw>k a~i

show client detail .

show client detail

Cisco Lightweight 7 72 A R"A ' N D7 T4 7 FOFEMIEH %2 9 521X, show client
detail =~ > F2AlE L £,

show client detail mac_address

*%IO)ER'EE mac_address 7 3/]) 7:/ ]\ MAC 7 }\I/X
aATYRFIHLE AL
av Y FRERE J1)y—2 EERNE

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Y FRERE J1)y—2 EENE

8.3 Ioawy RPREAINE LT,

FREDHA K514

show client ap =~ > RIZHBMICE SN TA TV NDAT— X A% TR TXET,
show exclusionlist =~ > FZFEH LT, AV AN (TTF7 v VRN EOIVTIAT 2 Nk
%Liﬁ‘o

WIZ, 7 74T > bOFEMERZ 2T 02 R LET,

(Cisco Controller) >show client detail 00:0c:41:07:33:a6

Policy Manager State. ...ttt POSTURE_REQD
Policy Manager Rule Created........c.ouiiiiiennenn. Yes

Client MAC AddreSS. vttt et enneenenneenns 00:16:36:40:ac:58
Client USErNamMe. . v v v vt vt ntnenenenenenenenenennnns N/A

Client State. .ttt ittt it i it ienen Associated
Client NAC OOB State....iuiiiiiiiiinininnennennns QUARANTINE
Guest LAN Td. . i iiiiit ittt eeenneeeeenneeeennnns 1

IP AdAreSS . v vttt ittt ittt ittt ittt eennneeeenn Unknown
Session TimeoUL . vt ittt ittt ittt eeneenenn 0

L0 1 TN T 2 Platinum
802.1P Priority Tag. e .w e et ennennennennenns disabled

KTS CAC Capability. ettt iiniinennenns Yes

WMM SUPPOL L e vttt ettt ittt ittt ettt e tennneeenenn Enabled
POWET SaAVE . i ittt ittt ittt i i i i e e e e e ON

Diff Serv Code Point (DSPC) v v v v vttt ittt eennnnnnn disabled
MObIility State. .ttt ittt it et Local
Internal Mobility State........c.iiiiiiiiiiinn. apfMsMmInitial
Security Policy Completed......cviiiiiiiinnnnnn. No

Policy Manager State. ...ttt innennennenn WEBAUTH_REQD
Policy Manager Rule Created........coviiiiennnn. Yes

NPU Fast Fast Notified........... ... Yes

Last Policy Manager State..........ciiiiiiinenn.. WEBAUTH_REQD
Client Entry Create Time........oiiiiiiiininnennn. 460 seconds
D 0 b = Y wired-guest
FlexConnect Authentication...............c. ... Local
FlexConnect Data Switching............ ... oo Local

207 236

showa<v>K:a~i .



. show client detail

Quarantine VLAN. ...ttt ittt ittt ittt ininnenenennn 0
Client Statistics:
Number of Bytes Received................... 66806
Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received............... 160783
Number of Data Bytes Sent.............iiiiinnn 23436
Number of Realtime Bytes Sent................... 23436
Number of Data Packets Received................. 592
Number of Realtime Packets Received............. 592
Number of Data Packets Sent..................... 131
Number of Realtime Packets Sent................. 131
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Key Msg Timeouts............. 0
Number of Data Retries................o... 0
Number of RTS Retries.............ooviin.n 0
Number of Duplicate Received Packets....... 3
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped............... 6

Number of Policy Errors........c..eeeeeeneen.. 0
Radio Signal Strength Indicator............ -50 dBm
Signal to Noise Ratio......oiiiiiiinnnnen. 43 dB

. showa<v> K :a~i

showav> F:a~i |



| showaw>k a~i
show client location-calibration summary .

show client location-calibration summary

JIAT v hOur—a U EREHREF T HIZ1E, show client location-calibration
summary 2~ > R&2HHLET,

show client location-calibration summary

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

avy FERE Jiy—=x FEARA

7.6 Zoa<wry RNE, VU —RT76LEIOY V—RATHEAINE LT,
av Y FER Jjyy—= TEAR

8.3 Zoawry RPREAINE L,

wIZ, o r—a ViREENEREZ RSO0 2 R LET,

(Cisco Controller) >show client location-calibration summary
MAC Address Interval

10:10:10:10:10:10 60
21:21:21:21:21:21 45

showa<v>K:a~i .



showav> F:a~i |
. show client probing

show client probing
T —7 74T v MO EFRRT HIZIE, show client probing =~ > REEH L 7,

show client probing

XD IS FIZFBIEERITZF—Y—NIdb v A,

ATV RFIHLE AL

av Yy FER Jjyy—= TEAR

7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,
av Yy FER Jjy—= EERNE

8.3 Zhavwy RPEAINE L,

Wi, Ta—=T 7747 bOBEERRT DHERLET,

(Cisco Controller) >show client probing
Number of Probing Clients...........ciiiiivnonn. 0

. showa<v> K :a~i



| showaw>k a~i

show client roam-history .

show client roam-history

BESNTI 74Ty bor—I V7 EREEZFRRT HIZIE. show client roam-history =~ >
EEHALET,

show client roam-history mac_address

XD mac_address 25472k MACT KL%

ATV RFIFLE AL

avy RERE Jj1)y—= EERNE

76 Zoawry Rt V=R T76LURIDOY V—RATEASINE L,
av Y FRERE Jy1)y—= EENE

8.3 Zoavwy RPREAINE LT,

KIZ. show client roam-history =~ > RO R L ET,

(Cisco Controller) > show client roam-history 00:14:6c:0a:57:77

showa<v>K:a~i .



showav> F:a~i |
. show client summary

show client summary

Cisco Lightweight 7 7 E A IRA > MZT VY v Z— FENTWL T A4 T 2 bOBEREFRRT D
{21, show client summary =~ > RZH L £,

show client summary [ssid /ip / username / devicetype]

M 5 JU—RT4ET, 203wy FICHIIKELEF—TU— FiEd Y £ A,

X DA ssid /ip / username / devicetype UEE) IRDRTF A—ZDONT D, £
EBDIEFOFTRXTDONRFA—=ZT, 77T 4
TR TAT v FOBRAEER AR R LE TS
« SSID
cIPT7 FL A
e —H4
o TNA R X AT (Samsung T /31 AKX
Windows XP UV —727 A7 —3/ g L7 E)

aRVRFILLE L

avy FEE J1)y—2 EEAR

7.6 Zoa<wyRiE, V)V —RAT6LHIOY U —ATHEAINE LT,
av Yy FER )y—Xx EEAR

8.3 Zoawy RPREAINE LT,

FEREDHA KS4 > showclientap =~ P&l LT, ABIMICENZ SN FA TV FDAT—F A%
FoR L FE T, showexclusionlist =~ > FZFEHL T, AV AL (FF7v 27 VAN EDrZ
AT heFRRLET,

W, TIT 4T TAT 2 FOBERNERRT DB 2R LET,

(Cisco Controller) > show client summary

Number of Clients......iiiiiiiinineennneeennnn 24
Number of PMIPV6 ClientsS.......ueiuieeeinnneeennnn 200
MAC Address AP Name Status WLAN/GLAN/RLAN Auth Protocol

Port Wired PMIPV6

00:00:15:01:00:01 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:02 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No No
00:00:15:01:00:03 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:04 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la

. showa<v> K :a~i



| showaw>k a~i

show client summary .

13 No No

I, TRAZ B AT Windows XP UV —27 AT —2a DT RCDITITA T b
KT BHERLET,

(Cisco Controller) >show client summary WindowsXP-Workstation

Number of Clients in WLAN........tiitiinennnnn. 0

MAC Address AP Name Status Auth Protocol Port Wired Mobility
Role

Number of Clients with requested device type..... 0

showa<v>K:a~i .



. show client wlan

show client wlan

WLAN ([ZBHEFHT BN TWDE T T4 T v hOFENEFRT HIZIE, sh
A LET,

show client wlan wlan_id [devicetype device]

showav> F:a~i |

ow client wlan =~ > K

BXDEREA

wlan_id 1 ~ 512 OEERR LAN 78510+
devicetype UEE) HRELIET A A 44 FDOFATD

TIA T NEFERRL

i‘?—o

device TNA A LA T, =& zX, Samsung 7 /31
AR Windows XP UV —7 A7 — 3 > TT,

avYRFI+LL RL
av Y FER ) y—Xx TEAR

7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,
av Y FER J1y—= EENAE

8.3 Zoavwy RPNEAINE L,

wIZ. show client wlan =~ > FOH B 2R L E T,

(Cisco Controller) > show client wlan 1

Number of Clients in WLAN.......tiiiiiennennenn. 0

(Cisco Controller) > show client devicetype WindowsXP-Workstation

Port Wired Mobility

Number of Clients in WLAN.......iiiutiimmneennnnn 0

MAC Address AP Name Status Auth Protocol
Role

Number of Clients with requested device type..... 0

. showa<v> K :a~i



| showaw>k a~i

show cloud-services cmx summary .

show cloud-services cmx summary

CMX 7 77 R Y —ERADERKZFK"T 521X, show cloud-services cmx summary =~ > R %
FHLET,

show cloud-services cmx summary

KT EEH Zoavwy NIEBIEELITF—TU—NEd Y £HA,

aATYRFI4LE AL

avy FERE 1)1y —= LEEHNE

8.3 Zoavwry RREAINE L,

WIZ, CMX 799 R —b 20OMEOH 2R L ET,

(Cisco Controller) >show cloud-services cmx summary

showa<v>K:a~i .



showav> F:a~i |
. show cloud-services cmx statistics

show cloud-services cmx statistics

CMX 7 77 R ¥ —E ADOFHEREZFRT HI1Z1L, show cloud-services cmx statistics =~ >~
RZ2fEHALET,

show cloud-services cmx statistics

ZOawy NIZFBIEELEFEF— TV —FEH D H A,

aATYRFI4LE AL

avr B 1)) == EEARE

8.3 Zoavwry RREAINE L,

WIZ, CMX 7 77 K —EZAOMEHEROF 2~ LET,

(Cisco Controller) >show cloud-services cmx statistics

. showa<v> K :a~i



| showaw>k a~i
show cts ap .

show cts ap
CTS AP SGT {F#i & £/RT HIZi%, showetsap 2~ F&EEHA L ET,

show cts ap {sgt-info cisco-ap | summary}

X DiRHA sgt-info cisco-ap HED AP @ CTS SGT 5 xF - LET,

summary T _TPD AP O CTS SGT [HfREFR L E T,

aATYRFIHLE AL

avy FEE 1)1)—2 EERAR
8.4 Zoawry RPN EASHELL,

WIZ, TXTD AP @ CTS SGT [EMEF ~T HB 2~ LET,

(Cisco Controller) >show cts ap summary

Inline Tag STatUS .. ii ittt ittt et ieeneeeennn Disabled
SGACL enforcement. ...ttt ittt eeneenenn Disabled
SXP State. ittt i i i i e Enabled
Default PasswOrd.......ouuiiiiiiiiiinnneeeiennnnees R
Listener hold-time min .........ciuiiiiiininnennn. 2
Listener hold-time max .......c..ouiuiiiiinnnnennns 3
Speaker hold-time ........ .00t 120
Reconciliation time period...........c.viiiueeenn. 120
Retry time period ........iiiiiiiiiiinnneeennnn 120
Total num of SXP Connections............c.cvuievn.. 0
Peer IP Password Mode

showa<v>K:a~i II



showav> F:a~i |

. show cts environment-data

show cts environment-data

CTS Be5E o5 — ¥ &4 5 121%. show cts environment-data =7~ > &2 L ¥4,

show cts environment-data

aATYVRFI4LE RL

avy FER J1)—x TEAS
8.4 Zoavwy RBREAINE L,

(Cisco Controller) >show cts environment-data

CTS Environment Data

START
WAITING RESPONSE

Current State.......iiiiiiiii ittt
Last status. ...ttt ittt ittt i i e

Environment data is empty

. showa<v> K :a~i



| showaw> K a~i

show cts pacs .

show cts pacs

CTS Protected Access Credential (PAC) 7 u by a = JiEREFRTT HITIX
avwr REFEHRLET,

. show cts pacs

show cts pacs

ARVRFIFAL RL

avy FEE )1)—2 TERAE
8.4 Zoavy FPEAShE L,

showa<v>K:a~i .



showav> F:a~i |
. show cts policy

show cts policy
CTS SGT DR Y v —1EF#H & Fr"9 5121, show cts policy =~ > R&2HH L 9,

show cts policy {all | sgt-tag}

KEST D EHEA all TRTOSGTDORY > —IERaAFERLET,
sgt-tag BEDSGT ORY v—E#ErFRRLET,

aATYRFIHLE AL

avy FEE 1)1)—2 EERAE
8.4 Zoawry R EASHELL,

RIZ, TXTOSCGT DARY v —fFRaF T 502 RLET,

(Cisco Controller) >show cts policy all

Policy Matrix for SGT......iuiiiiiinnennenns Unknown-0
Generation Id.......oeiiiiiiiiiniineneneennnn 0x0
Policy Download StatusS.......eueueeiiiineeeennnnns Failed
Number of clients with this SGT................ 0

Policy Matrix for SGT.....iiiiiitneneeeennnnns Default-65535
Generation Id.......eiiiiiiiiiiniineneneennnn 0x0
Policy Download StatusS.......eueueeiiiineeennnnns Failed
Number of clients with this SGT................ 0

II showa<v> K :a~i



| showaw>k a~i

show cts sgacl .

show cts sgacl

CTS SGACL 1 % F2/~ 9 5 121X, show cts sgacl =~ > R&HEH L £,

show cts sgacl {all | sgacl-name}

X DiRHA all 9T SGACL {E# A2 F R L F7,

sgt-tag ¥FE D SGACL DIFHRE=F R~ LET,

aATYRFIHLE AL

avy FEE 1)1)—2 EERAR
8.4 Zoavry FRHEASHE L,

showa<v>K:a~i .



showav> F:a~i |
. show cts summary

show cts summary

CMX OFEH) & FerT 5121%, show cts summary =2~ RZ2HH L F9°,

show cts summary

aATYVRFI4LE RL

avy FER J1)—x TEAS
8.4 Zoavwy RBREAINE L,

(Cisco Controller) >show cts summary

CTS Status. ittt ittt it Enabled
CTS Device Identity

............................. Not Configured
Inline Tag Status

............................... Disabled

. showa<v> K :a~i



| showaw>k a~i

show cts sxp .

show cts sxp
CTS SXP [H# & £ /RT HITIL, showetssxp 2~ FEFEH LT,

show cts sxp {{ap {connections | summary} cisco-ap} | connections | summary}

aATVRFIHLE AL

avy FEE 1)1)—2 EERAE
8.4 Zoavy RPEAINE LT,

showa<v>K:a~i .



showav> F:a~i |
. show coredump summary

show coredump summary

arhkr—70ar X7 OEREFRRT HIZIE, show coredump summary =~ > R & ff ]
LET,

show coredump summary

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE Jjy—= ETERAR

8.3 Ioawy RPREAINE LT,

&IZ. show coredump summary =< > ROH %R L ET,

(Cisco Controller) > show coredump summary
Core Dump is enabled

FTP Server TP ...ttt ittt ittt it tineineeneenenn 10.10.10.17

FTP Filename. .u .ttt itn it ieneeneeneeneenennens filel

FTP USEINAME . ¢ vt vttt vt vttt teennneeennneeeeennnees ftpuser

FTP PasSsSWOIXA. et iinneeeeenneeeeennneeennnns KKK KK K
BEavy K config coredump

config coredump ftp

config coredump username

. showa<v> K :a~i



| showaw>k a~i

show country .

show country

HESNTWVAEEFR— NI TWHIER Y A 7 2R RT HITIEL, showeountry 2~ > R %
HHLET,

show country

T DIl ZOawy RIZEBIEELITF—T— REH VY £H A,
aATYRFI4LE AL
avy FERE 1)1y —= LEEHNE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
av Y FRERE )1)y—2=2 EEAR
8.3 Ioavwy RPREAINE LT,

WIT, RESNTWDHEEIR— FENTWLERY (T2 RRT D02~ LET,

(Cisco Controller) >show country

Configured COUNLIY. . v v ittt ittt it ieeeenn United States
Configured Country Codes
US - United States.....c.iiiiiiiiiininininnennn. 802.11la / 802.11b / 802.11g

showa<v>K:a~i .



showav> F:a~i |
. show country channels

show country channels

EESNTWLETYHHR— FENTWHEERY A 7 %9 521X, show country channels =
~v Rz LET,

show country channels

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,

aATYRFI4LE AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

av Y FRERE J1)y—2 EERNE
8.3 Toavwy RPREAINE LT,

KIZ, RESNTWDHEOAE RF F v f Va2 Fond 62~ LET,

(Cisco Controller) >show country channels
Configured COUNLIY. . i vttt ittt ittt eeeennn United States
KEY: * = Channel is legal in this country and may be configured manually.
Configured COUNLIY. .t v i ittt ittt it eeeeennn United States
KEY: * = Channel is legal in this country and may be configured manually.
A = Channel is the Auto-RF default in this country.
= Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
————————— B e s e e e e el el R

802.11BG
Channels 11111
1 2345678901234
————————— B sl e e o
US:A****A****A

B et B S

|
|
|
|
|
|
|
1
1
+
|
+
|
+
|
i
=+
1
=+
|
=+
|
=+
|
=+
|
=+
1
=+
|
=+
1
=+
1
=+
|
=+
|
=+
|
=+

802.11Aa : 1 11
Channels : 3 3 3
4 6 8

O W
o N

2233445566
: 4826093715
————————— +—-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-4+-+-+-+-+-+-

us : .A.A.A.AAAAAX***x*x X ANAARAT*

————————— R e e e St at e e o

II showa<v> K :a~i



| showaw>k a~i

show country supported

show country supported .

PAR—=FEINTWBEOA SV a DU A N2FRAT HIZIX, show country supported 2~ >

REMEHLET,

show country supported

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,

aATYRFI4LE AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

av Y FRERE J1)y—2 EERNE
8.3 Ioavwy RPREAINE LT,

WIZ, TANTOYR—FHREY R F2FrT o0z L ET,

(Cisco Controller) >show country supported

Configured COUNLIY. . v v ittt ittt it ieeeenn United States

Supported Country Codes

AR = Argentina. . .cceeuen e e enenenenenenenennnns 802.11a / 802.11b / 802.11lg
D N b = s = 802.11a / 802.11b / 802.11lg
AU - Australia.......oeeiiiiiiitiiinneeinnnneens 802.11a / 802.11b / 802.11lg
BR = Brazil......i.iiieiiiiieetitnneeeeennaeennnn 802.11a / 802.11b / 802.11lg
BE — BelgiUm. ... iiiieetteeneeenennneennnn 802.11a / 802.11b / 802.11lg
BG = BuUulgaria...i.eeeeeiiiieetienneeenenneeennnn 802.11a / 802.11b / 802.11lg
[0 N 0= o F= T I 1R 802.11la / 802.11b / 802.1llg
CH - Switzerland........oeiiiiiieiiienneeennnnns 802.11a / 802.11b / 802.11lg
CL = Chile.. ittt ittt et ittt 802.11b / 802.11g
CN = China...iiiie ittt ittt iiieeeennns 802.11a / 802.11b / 802.11lg
CO = COLOMDAA.t t ettt e et ete ettt eeeeeeeannenn 802.11b / 802.1l1lg
CY = CYPTUS e e e et e e e e e e e e e e 802.11a / 802.11b / 802.11g
CZ - Czech Republic.... .t iiiiniiinnnn. 802.11a / 802.11b

DE = GeIMANY . e vt vt et e e te e e eeeeeeenenenenenns 802.11a / 802.11b / 802.11lg
DK = DENMATK. vttt ettt et ee e e eeeeenenenennnns 802.11a / 802.11b / 802.11lg
EE - Estonia....ieieeiiiiinttitnneeeennnaeennnn 802.11a / 802.11b / 802.11lg
ES = SPAIMNM e ettt et e 802.11a / 802.11b / 802.11g
FI = Finland.....o..ouoieeeiiiiee et eneeeenenneens 802.11a / 802.11b / 802.11lg
FR = FrANCE . ittt ittt ettt ettt eeeeeeeaenenennans 802.11a / 802.11b / 802.11lg
GB - United KingdomM. ... ...euwuweeenenenenenennn 802.11a / 802.11b / 802.11lg
GI - Gibraltar......o.e ittt innneeennnnns 802.11a / 802.11b / 802.11lg
(€] €} ot Y=Y o= R 802.11la / 802.11b / 802.1llg
HK = HONG KONG . ettt ittt eteeeeeeeeeeeeeeeeeennnn 802.11a / 802.11b / 802.11lg
HU = HUDNGALY e e v e e ee et e e e e e e e e 802.11a / 802.11b / 802.11lg
ID - INAONESia. . iiie et iineeeeneneeeeennneennnn 802.11b / 802.11g
IE = Ireland. ...ttt iiee it eeeeeeeenneennnn 802.11a / 802.11b / 802.11lg
I 1 o s 0= 802.11a / 802.11b / 802.11lg
IL = ISTaACl. ittt ittt e e ettt 802.11a / 802.11b / 802.11lg
ILO — Israel (OULdOOr) vv it i ittt et ee e eeeeennn 802.11b / 802.11g

showa<v>K:a~i .



showav> F:a~i |
. show country supported

IS — Iceland. ..ttt ineeeeenneeeeiennneennns 802.11a / 802.11b / 802.11lg
R I = 802.11a / 802.11b / 802.11lg
TP = JapPan (J) v et ittt ettt ittt et ittt 802.11a / 802.11b / 802.11lg
J2 = Japan 2(P) c ittt e e e 802.11a / 802.11b / 802.11lg
J3 = Japan 3(U) c ittt ittt ittt ettt 802.11a / 802.11b / 802.11lg
KR — Korea RepublicC (C) .uvvvreneeneeneennennenn 802.11a / 802.11b / 802.11lg
KE - Korea Extended (K) «uuuueiiiinneennennnnn 802.11a / 802.11b / 802.11lg
LI - Liechtenstein........eieeieneennennennnnn 802.11la / 802.11b / 802.11g
LT - Lithuania......c..ooiiiiiiiiiiiiiiininnenn. 802.11a / 802.11b / 802.11lg
LU = LUXEIMDOUTG . ¢ e v e oe e et e eeeeeeeneeeneennenn 802.11la / 802.11b / 802.11g
LV = Latvia. ..ottt it it it it 802.11a / 802.11b / 802.11lg
MC = MONACO . ¢ ettt ettt ettt eneeeeeenneeeeenneees 802.11a / 802.11b / 802.11lg
e = = 802.11a / 802.11b / 802.11lg
MX = MeXICO. ittt ittt ettt ettt 802.11a / 802.11b / 802.11lg
MY = MalaysSia. ... eoieiiiii i iinininneenennns 802.11a / 802.11b / 802.11lg
NL - Netherlands.......o.ouiuieiiiiiiiiiinnnneeennn 802.11a / 802.11b / 802.11lg
NZ - New Zealand.....o.oiiiiitiinneeeeennneeennn 802.11a / 802.11b / 802.11lg
NO = NOTWaAY . oottt ettt e teenneeeeenneeeennneeeens 802.11a / 802.11b / 802.11lg
PA = PANAMA. et e vttt teeee e eeeeeeeeeeennennan 802.11b / 802.11g
g L 1 802.11b / 802.11g
PH = PhiliPPineS. .. eunnne e, 802.11a / 802.11b / 802.11g
PL = Poland....eiiiiiiiitiinieeiennneeeennneens 802.11a / 802.11b / 802.11lg
PT — Portugal......uiuiiiiiiiiiiinneeiennnnens 802.11a / 802.11b / 802.11lg
RU - Russian Federation..........ooeeueeennennenn 802.11a / 802.11b / 802.11g
RO = ROMANIA .t ettt ettt ittt ettt teeeeeenennn 802.11a / 802.11b / 802.11lg
SA - Saudi Arabia. ...ttt e 802.11a / 802.11b / 802.11lg
SE = SWEAeM . ittt ittt ettt ettt 802.11a / 802.11b / 802.11lg
SG = SINgAPOTE .ttt ittt ittt e e e 802.11la / 802.11b / 802.11g
ST = Slovenda. ...ttt ittt 802.11a / 802.11b / 802.11lg
SK - Slovak RepUDLLIC. . vttt it iieennennnn 802.11la / 802.11b / 802.11g
TH - Thailand.......eiiiiiiiiiininninnennenn. 802.11b / 802.11g
TR = TULKEY e ettt ettt et ettt et ettt eeeeeeeennenn 802.11b / 802.11g
I e 2T o 802.11a / 802.11b / 802.11lg
UA =~ Ukraine. . ...ttt ittt iieiieinenn 802.11a / 802.11b / 802.11lg
US - United States.......iiiiiiiiiiiiininennnn. 802.11a / 802.11b / 802.11lg
USL - United States (LegacCy) «veeeeweeneeneennenn 802.11a / 802.11b / 802.11g
USX - United States (US + chanl65).............. 802.11a / 802.11b / 802.11lg
VE = VeNEZUELA. vttt ettt tee it et eeeeeeeennenns 802.11b / 802.11g
ZA - South Africa.....c..ciiiiiiiiiiiiiiin, 802.11a / 802.11b / 802.11lg

. showa<v> K :a~i
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show cpu .

show cpu
BIfED WLAN =2 b v — 7 @ CPU FI =g 2 KT HI2IE, showepu 2~ RAEMEH L E
T
show cpu
T D ER ZOawy FITEBIEEF—T— NEdH v 8 A,
avy RERE J1y—= EEANE
7.6 Zoavry RNE VY —A76 LAETOY Y —ATHAINE L,
avwy RERE J)1y—= EEANAE
8.3 Zoavwry RPREAINE L,

KIZ, show cpu =2~ ROl Z R LET,

(Cisco Controller) > show cpu
Current CPU load: 2.50%

showa<v>K:a~i .



. show custom-web

show custom-web

T _TD Web FRFEN A X~ A AR EFRT HITIL, show custom-web =~ FEHEHL F

‘j—o

show custom-web all remote-lan guest-lan sleep-client webauth-bundle wlan

showav> F:a~i |

B DEREA

all FT_XTD Web FBRED I A X ~ A R ERRLET,

remote-lan WLAN Z & D Web GBAED I A 2~ A AfE#RAER R LET,

guest-lan A RNLAN Z & D Web BFED N A X~ A AfEREFRLET,

sleep-client FTRTD Web BAED AU —FIRED 7 T AT b = MDY~ —%F
ALET,

webauth-bundle Web FRFE/ N FALONEZERRLET,

wlan WLAN Z & @D Web ZBIEDOH A X~ A4 AfEREFRLET,
av Y FER Jiy—=x EENA
7.6 Zoa<wy KL, 76 LEIOV ) —ATEAINE LT,
8.2 Toavwry RREFEIN, T, YEF—FLAN, & s LAN, 2 —
T IT AT b, web REENY KL, BELOYWLAN O — T — R8BI
INF L,
avy FERE J1y—= EENE
8.3 Ioawy RREAINE LT,

IZ. show custom-web all =~ > ROH 2R L £,

(Cisco Controller) > show custom-web all

Radius Authentication Method..................... PAP
CiSCO LOGO . t vttt ettt ettt ettt ettt Enabled
[ D= o) 111 1T T R None
Custom Title. . ittt ittt it it ieinennes None
CUSEOM MESSagE . ¢t v vttt ittt ettt ettt nnnnnnneeeeas None
Custom Redirect URL.....iitiiiiiinnennennennennns None
Web Authentication TypPe.....vuiiiiin e Internal
LOGOUL~ 0P UD  + ¢ vt vttt ettt ittt ittt Enabled
External Web Authentication URL...........cvue... None

. showa<v> K :a~i

Default



| showaw>k a~i

show database summary

T A RXR—=ADFE KT~ EAEFRT HIZIE, show database summary =~ > RZHH L

B DEREA

AU R TIHIE

j—‘O

show database summary

ZOawy FIESIBEELITF—V—RNEH Y A,

show database summary .

avy FERE

BEaY

~

> >

L
J1y—=x ETEAR
8.3 Zoavwry RREAINE L,

KIZ. show database summary =~ > RO 1z~ L ET,

(Cisco Controller) > show database summary

Maximum Database Entries.............iiiiiiino.. 2048
Maximum Database Entries On Next Reboot.......... 2048
Database Contents
MAC Filter Entries........couiiiiiiiinninnennn. 2
Exclusion List Entries.........c.ciiiiinnon.. 0
AP Authorization List Entries................ 1
Management USErS.....uuue it eeennneeennn 1
Local Network UserS....vuiueetiiiiniieeeennnnens 1
LoCal USErS. i iiiiittienneeeeenneeeeennns 1
GUEST USEIS .t ittt ittt tieeeteeeenennenn 0
0 = 5

config database size

showa<v>K:a~i .



. show dhcp

show dhcp

showav> F:a~i |

P8 Dynamic Host Configuration Protocol (DHCP) #— 3% E % &£~ 9 5H1Z1%, show dhep =~
YR LET,

show dhcp {leases | summary | scope}

X DA leases YU THNZDHCP ) — A& £ RLET,
summary DHCP ERIfF#RE R R L ET,
scope ZPDAa—70 DHCP {FRARRTHAa—
7' DAL,
ARUR T4 AL
avy RERE 1)) —= EEANRE
7.6 Zoawry R V=276 LHEIOY Y —ATHAShE L,

WIT, B Y THNTZDHCP V — A &R D62 R L ET,

(Cisco Controller) >show dhcp leases
No leases allocated.

KIZ, DHCP Gz £ d D6l L ET,

(Cisco Controller) >show dhcp summary
Scope Name Enabled Address Range
003 No 0.0.0.0 -=> 0.0.0.0

WIZ, A=3—7003 @ DHCP & £nT 20 %2R LET,

(Cisco Controller) >show dhcp 003

Enabled. ..ot e e e e e No

Lease TimMe. . v it ii et ittt et e eeeneeeeeenannnnns 0

POOLl Start..v.iii ittt ittt e 0.0.0.0

POOL ENd. i ii i ittt ittt ettt tieeneeenennns 0.0.0.0

LS 2 0.0.0.0

LS 1 E= 0.0.0.0

Default ROULEIrS. ..ttt ittt et tenneeennnnns 0.0.0.0 0.0.0.0 0.0.0.0
DNS DOMaIN . ¢ vt ittt ittt et tteeeeeeseenaeesnennns
)11 0.0.0

.0.0 0.0.0.0 0.0.0.0
0.0.0 0.0.0.0 0.0.0.0

showa<v> K :a~i




| showaw>k a~i

show dhcp proxy .

show dhcp proxy

DHCP 7' 0 % LB D AT —# A % KR T HIZIE, show dhep proxy =2~ REEH L ET,

show dhcp proxy
= OE L Zoa<wy RZFSIEELEFTF—U—REH D THA,
AU RTFI4ALE  EL
avy FERE )y—= EENE
7.6 ZoawryNE, V=276 LEIOY Y —ATHAShE L,

KIZ, DHCP 7’0 % UIHFHD AT — X A Rm-T 50~ LET,

(Cisco Controller) >show dhcp proxy

DHCP Proxy Behavior: enabled

showa<v>K:a~i .



showav> F:a~i |
. show dhcp timeout

show dhcp timeout
DHCP % A A7 7 ME#ZFE/RT HIZIL. show dhep timeout =~ > RAMH L £,

show dhcp timeout

XD o<y NIEBIEEIIF—U—Rizdb v T8 A,

ATV RFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,

KRIZ, DHCP Z A L7 U MEAZR R T 612" L ET,

(Cisco Controller) >show dhcp timeout

DHCP Timeout (seconds) ..........c.oeeu.. 10

. showa<v> K :a~i



| showaw>k a~i
show dtls connections .

show dtls connections

Datagram Transport Layer Security (DTLS) ¥ —/ XD A7 — & X% K/RT HIZIL, show dtls
connections =~ > RZ&{HH L £9°,

show dtls connections

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

avy FERE J1y—=x THEAR
8.3 Zoawry RBREAINE L,

&IZ. show dtls connections ==~ > FOH 2R L E9,

Device > show dtls connections

AP Name Local Port Peer IP Peer Port Ciphersuite

1130 Capwap Ctrl 1.100.163.210 23678 TLS_RSA WITH AES 128 CBC_SHA
1130 Capwap Data 1.100.163.210 23678 TLS_RSA WITH AES 128 CBC_SHA
1240 Capwap Ctrl 1.100.163.209 59674 TLS_RSA WITH AES 128 CBC_SHA

showa<v>K:a~i .



showav> F:a~i |
. show exclusionlist

show exclusionlist

Z @ Cisco Wireless LAN Controller |IZ7 Y T — h INTW5, F#EIRANV AN (T 97U R
K EOFTRTOII7A47 0 NOBENZFRRT HIZIE, show exclusionlist =~ > REFH L E
7,

show exclusionlist

T DI Zoawy RIEBIEELIEXF—U—FEbH Y A,

ARVEFIALE AL

avy FERE J1y—=x EEAR
7.6 Zoa=wr L, VU —RXT76LHIDY Y —2A

THAShE L,

avy RERE Jj1)y—= EERNE
8.3 Zoawy RPREAINE LT,

BRLDHA RS54 O~y Rid, FEITHRASETRTOMAC T RLAEZFRLET,

Wz, BRAY R PR 02 RLET,

(Cisco Controller) > show exclusionlist
No manually disabled clients.
Dynamically Disabled Clients

MAC Address Exclusion Reason Time Remaining (in secs)
00:40:96:04:82:55 802.1X Failure 51
BEavy K config exclusionlist

. showa<v> K :a~i



| showaw>k a~i
show fabric summary .

show fabric summary

Ty 7 Vs, vy P—=NIPOFEM, VNID vy B 7B RF A v —DAT — X
%383 5IZ1L. show fabric summary =~ > FZFEH L E 7,

show fabric summary

BX DA Zoaxy FildF—U—FERITGEIEH Y TH A,
avy FERE J— EERRB
A

8.5 Zoawy RREASNE L,

1

Wi, 777V w07 AF—2AX w7 HF—NIPOFEM. VNID~ v B 7B K
WA ~—%FrTHHERLET,

(Controller) >show fabric summary
Fabric SUPPOT L. vttt i et et ettt iee e enabled

Enterprise Control Plane MS config

Primary Active MAP Server
I N T o= 209.165.200.10
Preshared Key. ...ttt ittt ittt ittt et secret

Guest Control Plane MS config

Name L2-Vnid L3-Vnid IP Address/Subnet

eid 9 6 51 0 10 100 9.6.51.0 / 255.255.255.0
eid 9 7 00 10 100 9.7.0.0 / 255.255.0.0
eid 9 6 53 0 1 0 0.0.0.0 / 0.0.0.0

eid 9 6 52 0 100 0 0.0.0.0 / 0.0.0.0

eid 9 6 54 0 100 25 1.2.3.4 / 255.255.255.0
anky 23 0 0.0.0.0 / 0.0.0.0

Fabric Flex-Acl-tables Status

Fabric Enabled Wlan summary

WLAN ID WLAN Profile Name / SSID Vnid
Encap Tag Peer ip
6 testingA_6 / testingA 6 8

showa<v>K:a~i .



showav> F:a~i |
. show fabric summary

1 0 0.0.0.0

8 testingB_8 / testingB_8 80
1 0 0.0.0.0

17 TestA 17 / TestA 17 2
1 10 0.0.0.0

34 testingC_34 / testingC_34 2
1 0 0.0.0.0

35 testingD_35 / testingD_35 10
1 0 0.0.0.0

. showa<v> K :a~i



| showaw>k a~i

show flexconnect acl detailed .

show flexconnect acl detailed

FlexConnect 7 7 Z A2 2> hu—/L U X @M~ U — %K 51Z1%. show flexconnect
acl detailed =~ > RZFEHALE7,

show flexconnect acl detailed acl-name

X DA acl-name TUEAary ho—L U R RDOLRH,

aATYRFIHLE AL

avy FERE Jjyy—= ETREAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
avy FERE J1y—=x ETRAR

8.3 Ioawy RPREAINE LT,

RIZ. FlexConnect DFEf ACL # R4 202~ L FE T,

(Cisco Controller) >show flexconnect acl detailed acl-2

showa<v>K:a~i .



showav> F:a~i |
. show flexconnect acl summary

show flexconnect acl summary

FlexConnect D7 7 EARA L DT R COT /A ahag—)L A NOY< Y —%2FKRT
%1Z1%. show flexconnect acl summary =~ > &2 H L £,

show flexconnect acl summary

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,

aATYRFI4LE AL

avy FER Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
avy FERE Jjy—= EERNE

8.3 Ioawy RPREAINE LT,

RIZ. FlexConnect ACL D%~V —%FK/RTHH%RLET,

(Cisco Controller) >show flexconnect acl summary

ACL Name Status

acll Modified
acllo Modified
acll00 Modified
acllol Modified
acll02 Modified
acll03 Modified
acllo4 Modified
acll05 Modified
acll06 Modified

. showa<v> K :a~i



| showaw>k a~i

show flexconnect group detail .

show flexconnect group detail

FlexConnect 7 /L — 7 OFEfl &2 7779 5 121X, show flexconnect group detail =~ > K& L

\ij—‘o

show flexconnect group detail {group name | default-flex-group} | [module-vlan | aps]

BXDEREA

group _name

FlexConnect 7' /V— 7 D4 Ril,

module-vlan

7' —7N® FlexConnect @ — /L A A > F
VIDAT—H AL VLANID Z#FE R LE T,

FlexConnect 7 /L —7"D—H T2 AP DV A

aps
FEFRLET,
default-flex-group 7 7 4V b FlexGroup &, ZAUUZJET D AP D
REZFRLET,
av Yy FERE )1)—= EERNE
7.6 Zoa<wrNE, VU—=AT76URIOY UV —ATEASRE L,
8.1 module-vlan 35 X W aps /X7 A —Z N BEMEE LT,
8.3 default-flex-group 7 2 LV EM S E LT,
avy RERE )1)—2 EEAR
8.3 ZOavry RPEASNELE,

RIZ. ¥FE D FlexConnect 7 /L — 7 IZBA T 23 MG 2 F# R T D612 R L E7,

(Cisco Controller)

>show flexconnect group detail myflexgroup

Number of Ap’s in Group: 1

00:0a:b8:3b:0b:c2

AP1200 Joined

Group Radius Auth Servers:
Primary Server IndeX .......coueeeuieeneenns Disabled
Secondary Server INdeX ....eeeeeeennnneens Disabled

showa<v>K:a~i II



showav> F:a~i |
. show flexconnect group summary

show flexconnect group summary

FlexConnect 7 /V— 7 DD U A %K $ 5121, show flexconnect group summary =~ >/
NEFERHLET,

show flexconnect group summary

X DEHEA Zoawy RIZIFSIEELIIF—T—RiEdb v 84,

'_E_Iu“:I

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE Jjy—= ETERAR

8.3 Ioawy RPREAINE LT,

IZ. FlexConnect 7 /L — 7 DEcH DY A N & FKRT Hhl2RLET,

(Cisco Controller) >show flexconnect group summary
flexconnect Group Summary: Count 1

Group Name # APs

Group 1 1

. showa<v> K :a~i
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show flexconnect office-extend .

show flexconnect office-extend

FlexConnect <& — R ® OfficeExtend 7 7 & A iR A » MZET AR A2F T HIT1E. show
flexconnect office-extend ==~ > R&Z L £,

show flexconnect office-extend {summary | latency}

B DEREA summary 3T ? OfficeExtend 7 7 E A FA > kDY
AREFRRLET,
latency OfficeExtend 7 7 B A IRA > DY o 7 RIE
PHERFLUET,

aATYRFIHLE AL

av Yy FERE Jjyy—= TEAR
7.6 ZoawrRE, VYV—RAT6LHEIOY UV —ATHEAINE LT,

KIZ . FlexConnect officeExtend 7 7 Z A iRA > b DU A MBI 5 FHREFTRT D4
R LET,

(Cisco Controller) >show flexconnect office-extend summary
Summary of OfficeExtend AP

AP Name Ethernet MAC Encryption Join-Mode Join-Time
AP1130 00:22:90:e3:37:70 Enabled Latency Sun Jan 4 21:46:07 2009
AP1140 01:40:91:b5:31:70 Enabled Latency Sat Jan 3 19:30:25 2009

RIZ ., FlexConnect officeExtend 77 B R iRA » b DY 7 BIEA R RT B2 RLE
bd_‘o

(Cisco Controller) >show flexconnect office-extend latency
Summary of OfficeExtend AP link latency

AP Name Status Current Maximum Minimum
AP1130 Enabled 15 ms 45 ms 12 ms
AP1140 Enabled 14 ms 179 ms 12 ms

showa<v>K:a~i II



. show flow exporter

showav> F:a~i |

show flow exporter

Ju— T AR—FOFME I EHER 2 T T D121, show flow exporter =< > K& {#
ALET,

show flow exporter {summary | statistics}

B DEREA

summary 7 o— =7 AR—F DEHEERLET,

statistics  XE SN/ b a— FERREDO L a— FORERHERE, 77—/ AR =20
etz Fr LET,

aAvYRFIALE AL
avy FERE )1y—= TERNE
7.6 Zoavry N, V=R 76 URIOY V-2 THASNE LT,

&IZ. show flow exporter summary =~ > KOH 1%~ L 5,

(Cisco Controller) > show flow exporter summary
Exporter-Name Exporter-IP Port

expol 9.9.120.115 800

. showa<v> K :a~i
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show flow monitor summary .

show flow monitor summary

NetFlow & =% Oiffl &2 Fr9 % 1Z1X. show flow monitor summary =~ > K& L F7,

O Zoavy RIZIFBIERERITF—U— REH Y FHA,

aAvYRFIANLE AL

avy FER Jjy—= EENE
7.6 Zoa<wrRNE, VU —RT76LEIOY V—ATEHAINE LT,

FELEOHA KS4 > NetFlow L a— RKDE=4V 7B LT 7 AR — FINMS £ 7213 Netflow 7347 — /L & D
AR ENET,

&IZ. show flow monitor summary O H /)% 7~k L E 7,

(Cisco Controller) > show flow monitor summary
Monitor-Name Exporter-Name Exporter-IP Port Record Name

monl expol 9.9.120.115 800
ipv4d_client app flow_ record

showa<v>K:a~i .
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. show guest-lan

show guest-lan
FEEDHBT A N LAN OFXE X T T 511X, show guest-lan =~ > FE2FEH L £,

show guest-lan guest lan_id

X DERHA guest_lan_id BN L7-A#S A N LAN @ 1D,

aAvURFIALE AL

avy FER Jj1y—= EENE

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,
avy RER Jiy—=x EERNE

8.3 Zoawy RpREAINE L,

FEREDHA KSq4y TV FE—JICRESNTNLTXTOAMT A~ LAN 2R 7T 5213, show guest-lan
summary 2~ > RZEH L FE9,

WIZ, show guest-lan guest lan_id =~ > ROMHAOHEZRLET,

(Cisco Controller) >show guest-lan 2

Guest LAN Identifier.........ciiiiiiiiinnnnenn 1

Profile Name. ..ttt ittt ittt et teeieeenennn guestlan
Network Name (SSID) v v v vt ittt teeeeeeeeeeneennns guestlan

S o 5 Enabled
AAA Policy Override......oeu ittt Disabled
Number of Active Clients..........c.oiiiiinn.. 1
Exclusionlist Timeout........ciiiiiiiiinnnnnn. 60 seconds
Session TimeoUb ...t ittt ittt ittt ti e Infinity

o ot o =Y 1 wired
Ingress Interface......oii ittt wired-guest
N N unconfigured
DHCP IV i v vt ittt ittt et ettt et enneeeeennns 10.20.236.90
DHCP Address Assignment Required............... Disabled
Quality of Service. ...ttt Silver (best effort)
Security

Web Based Authentication................... Enabled

N N Unconfigured
Web-Passthrough....... ... Disabled
Conditional Web Redirect..............c.... Disabled

AULO ANCROT . ittt it e et et Disabled

Mobility Anchor List
GLAN ID IP Address Status

. showa<v> K :a~i
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show icons summary

VAT LDT T vy a AEVICHFET DT A 2 OB %K R$ 521, showiconssummary

avr REFHLET,

show icons summary

B DEREA

AR R TFI4ILE

Zoa<wy NZIEEBIEEZITF—U—REIH Y A,

L

av Y FERE

Yy—R  EERE
Jy—= ZDavwy RBEAINELE,

show icons summary .

8.2
av Yy FERE J1y—=x ETEAR
8.3 Zoavwry RPREAINE L,

WIZ, show icons summary =~ > ROHFFIZ R L ET,

Cisco Controller > show icons summary

Icon files (downloaded) in Flash memory
No. Filename Size

1. dhk _icon.png 120694
2. myIconCopyl.png 120694
3. myIconCopy?2.png 120694

showa<v>K:a~i .
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. show ike
show ike
TIT AT H =%y b F—=5H (IKE) E¥x=2UT 4 7/ — a3 (SA) ZFR
T A5121%. showike =~ > RZHHAL £,
show ike {brief | detailed} [P or MAC address
X NN brief T_XTDOT 7T 4 772 IKE SA D72~
V—%FRLET,
detailed T _XTOT 77 4772 IKE SA O/~
V—%aRr-LET,
IP_or MAC address 775 477 IKESA D IP £721Z MAC 7 R
L,
aATURFI+LE L
av Y FER Jiy—= EENA
7.6 Zoa<=y R, VY —RT76LETOY Y —=

TEAINE L,

WIS, TITATRAVE—FRy NX =Rt X=2 )T 4 T/ m—Ta U ERRT
L &R LET,

(Cisco Controller) > show ike brief 209.165.200.254

. showa<v> K :a~i



| showaw>k a~i

show interface summary .

show interface summary

VAT AA B =T oA AODY <Y —iEMi AR AT 521X, show interface summary =~ > R
EEHALET,

show interface summary

T DIl ZOawy RIZEBIEELITF—T— REH VY £H A,
aATYRFI4LE AL
avy FEE J1)y—2 EERNE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
8.0 o=y NiEEH I, IPve BEOTEM &
FRTHLIITRD FE LI,
avy RERE J1)—2 EERNE
8.3 Zoawy RPREAINE LT,

WIZ, a—A)WIPvd A v Z—T =2 ZADY < —DFlEZ R LET,

(Cisco Controller) > show interface summary

Number of Interfaces............ .. .. 6

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
dyn59 LAG 59 9.10.59.66 Dynamic No No
management LAG 56 9.10.56.60 Static Yes No
redundancy-management LAG 56 0.0.0.0 Static No No
redundancy-port - untagged 0.0.0.0 Static No No
service-port N/A N/A 2.2.2.2 Static No No
virtual N/A N/A 1.2.3.4 Static No No

Wi, a—H)VIPv6 A v Z—T 2 A4 ZADY < U —DOHlZ R LET,

show ipvé6 interface summary

Number of Interfaces............ ... 2

Interface Name Port Vlan Id 1IPv6 Address/Prefix Length

management LAG 56 fe80::224:97ff:fe69:69af/64
LAG 56 2001:9:10:56::60/64

service-port N/A N/A fe80::224:97ff:fe69:69al/64
N/A N/A ::/128

showa<v>K:a~i .
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. show interface detailed

show interface detailed
VAT A AVE—T 2 A4 ADFEMEFRTT HIZ1L, show interface =~ RZ{FEH L £,

show interfacedetailed {interface name | management | redundancy-management |
redundancy-port | service-port | virtual}

*ﬁio)ﬁﬂﬂ detailed gjé}fﬂﬂfoc/r :/&__47 I/]} X‘r%i&%?i“i—\‘ Ljﬁ’g‘o

interface_name FEMERROA H—T o A,

management FEMIZRREERA 4 — 7 o A AMEWME RS L
R

redundancy-management AT RS A X — T = A AER A TR
LET

redundancy-port FEMR TR A — MEW AR R LE T,

service-port B — 2 R— MERAEERLET,

virtual PRI ARAR S — R Y A A 2B —T = A
MR LET,

ATV RFI4LE RL

vy FRERE J1)y—2 EERNE
7.6 Zoa<wy R, VIY—RT76LRIDYU U—R
TEAINE L,
8.0 ZOa<wr REV Y —280 THEF I, IPv6

BEOEMAR TR T DL IR L,

avy FERE J1y—= ETEAR
8.3 Zoawry RPREAINE L,

WIS, MR A 2 F =T 2 A AMGMERTT DP 2R L ET,

(Cisco Controller) > show interface detailed management

Interface NamMe. ... v it it it eeeeeeeeeeeneeeeenennn management

MAC AdArESS . v vttt ittt tinteneeneeneeneeneenens 00:24:97:69:69:af
D SN L o = 9.10.56.60

IP NetmasK. oo v ittt ittt ittt ittt et ine e 255.255.255.0

TP G BWaAY e 4 e e ettt e e ettt eeeaeeseennesseennenenns 9.10.56.1
External NAT IP State......ociuiiiiiiiininenenn. Disabled

External NAT IP AddresSsS.....oeeiniininneeneenenns 0.0.0.0

II showa<v> K :a~i



| showaw>k a~i

show interface detailed .

Link Local IPV6 AddresSsS......oiuiiuiunenennnnnnnns feB80::224:97ff:fe69:69%9af/64
S AT v ittt e et et i e e e e e e, REACHABLE

Primary IPVO AdAreSS. ...t enneenennenneenenn 2001:9:10:56::60/64
S AT v it et e e e e et e e e e e e e REACHABLE

Primary IPVO GateWayV. . e e ew et enneenennennennenn fe80::aeal:16ff:fedf:2242
Primary IPv6 Gateway Mac AddressS.........c.uoeeue.. ac:a0:16:4£:22:42

S AT v ittt e et et i e e e e e e, REACHABLE

0 56

Quarantine-vlan........o ittt ittt 0

NAS-Identifier. vttt it it i eieenn Buildingl

Active Physical POort........ciiiiiiiiiininnnnnnn LAG (13)

Primary Physical Port........c.u.iiiiiiinninnennnnn. LAG (13)

Backup Physical POrt......iiiiiiiiinnennennennns Unconfigured

DHCP Proxy MOdE. ... iiiii ittt nnnneeeennnnens Global

Primary DHCP SEIVET . ittt ittt ettt teeeeeeenennenn 9.1.0.100

Secondary DHCP SeIrVer.....iiiiit it nnneens Unconfigured

DHCP Option 82. ...ttt ittt it i eieenenn Disabled

DHCP Option 82 bridge mode insertion............. Disabled

T N Unconfigured

2 TN Unconfigured

MDNS Profile Name. ... iii it i tnnenneenenneenenn Unconfigured

B /= o F= X = Yes

Guest Interface........ ... No

L2 Multicast..u.w ittt ittt Enabled

GE)

—H#BD WLAN =2 b —F %, MR- FR 1 OLEREINLRNZ LRHY T
D, ZAUTEAR— R 1 DLW TT,

WIZ, FEMRITTREHA V2 — T = A AFRERTRT 02" LET,

(Cisco Controller) > show interface detailed redundancy-management

Interface Name. ..o ittt ittt ittt ittt tenennnnnenns redundancy-management
MAC AdAreSS . i vttt 88:43:el:7e:0b:20
SN L ol Y = 209.165.201.2

WIS, FHEMRITURAN— Mtz £ 2612~ LET,

(Cisco Controller) > show interface detailed redundancy-port

Interface Name. @ o i ittt ittt teeeeeeeeeeneeennenns redundancy-port
MAC AdOr eSS e vt ittt ettt e eeeeeeeeeesseneesssanneeess 88:43:el:7e:0b:22
I SN L ot Y = 169.254.120.5

WIZ, FEMRY —E R R— MEBRERRT 202" LET,

(Cisco Controller) > show interface detailed service-port

Interface Name. ..ttt it ittt teteneeeeeeeennsnnss redundancy-port
MAC AddrESS . v i it tteeeeeeeeeeeeeoeeeesenneeensas 88:43:el:7e:0b:22
I o o B = = 169.254.120.5

W, GRS — T oA A o F—T oA AEREFRT DR LET,

showa<v>K:a~i II
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. show interface detailed

(Cisco Controller) > show interface detailed virtual

Interface Name

virtual
88:43:el:7e:0b:20

MAC AddreSS . vt i ittt et eeeeeeeeeeeeeeeeeenaenas
I = o o ol == N 192.0.2.1
Virtual DNS HOST NamMe. . ...t eeeenneeeeenneeeens Disabled
2 o 0 =K No

No

Guest Interface

II showa<v> K :a~i
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show interface group .

show interface group

VAT LA B =T oA R T N—TOFMAER AT HIZIE, show interface group =~ K&
FEHLET,

show interface group {summary | detailed interface group name}

¥ESTDERA summary O—H) A B =T A AT IN—TOEK %
For LET,
detailed TR B —T oA A TN—TEREFR
l/\ij"o
interface_group name MR ROA LB —T o A T IV—T4,
IRV R FI+ALL BL
avy FERE )y—x TEAR
7.6 Zoa<wr Rk, VU —RAT76LEIOY Y —A

TEAINE L,

WIZ, A= N A B =T oA AT N—TDENERRT L2 LET,

(Cisco Controller) > show interface group summary

Interface Group Name Total Interfaces Total WLANSs Total AP
Groups Quarantine

mygroupl 1 0 0 No
mygroup2 1 0 0 No
mygroup3 5 1 0 No

W, FEMIRA =T =2 A TN—TIHEREFTT DB 2R L ET,

(Cisco Controller) > show interface group detailed mygroupl

Interface Group Name. .. .o i ittt ittt e e eenenenennns mygroupl
QUATANTINE ittt e e e e e e e e e e e e e e e No

Number of Wlans using the Interface Group........ 0

Number of AP Groups using the Interface Group.... 0

Number of Interfaces Contained................... 1

mMDNS Profile Name. ...ttt inn i neeneeneenenn NCS12Prof

Interface Group Description............cceeeeee... My Interface Group
Next interface for allocation to client.......... testabc

Interfaces Contained in this group .............. testabc

Interface marked with * indicates DHCP dirty interface

showa<v>K:a~i .



showav> F:a~i |
. show interface group

Interface list sorted based on vlan:
Index Vlan Interface Name

0 42 testabc

. showa<v> K :a~i
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show invalid-config .

show invalid-config

MELIZREY 7 A VNOER SN2~ RE TR 23R EM 2 MR T 521X, show
invalid-config =~ > K& H L 7,

show invalid-config

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

avy FERE Jiy—=x FEARA

7.6 Zoa<wry RNE, VU —RT76LEIOY V—RATHEAINE LT,
av Y FER Jjyy—= TEAR

8.3 Zoawry RPREAINE L,

FEHEDHA KS4> ZOa~2 FiE, cear config £72/3 save config =~ FOHNZIDHANTH I ENTEE
—é‘o

IZ, show invalid-config =~ > RO HBZ R L £,

(Cisco Controller) > show invalid-config
config wlan peer-blocking drop 3
config wlan dhcp server 3 192.168.0.44 required

showa<v>K:a~i .



. show inventory

showav> F:a~i |

show inventory

Cisco Wireless LAN Controller DB 7214 > X F U #F/x9 51Z1E, show inventory =2~ >
RZfERLET,

show inventory

XD IR FIZFBIEERITZF—Y—NIdb v A,
aATYRFI4LE AL
avy FER )1)—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
avy FERE )1)—X ETENE
8.3 Ioawy RPREAINE LT,

FREDHA K514

—IBOMHLLAN =2 b —F %, VPN E D 2 — AL FI3EER T e a = 7 ENT
WiaWieH, 2V 7R T 787 L—4% (VPNKIGEY 2 —/V) FRITERPIFTRINET A,

&IZ. show inventory =~ > ROH Il Z R L 7,

(Cisco Controller) > show inventory

Burned-in MAC AddresSsS......oiiuiiiiinineeneeneens 50:3D:E5:1A:31:A0
Power SUPPLY L.ttt ittt ii et ettt Present, OK

POWEY SUPPLY 2.t ittt ittt ittt ettt eeaeeeeennnens Absent

Maximum number of APs supported.................. 500

NAME: "Chassis" , DESCR: "Cisco 5500 Series Wireless LAN Controller"

PID: AIR-CT5508-K9, VID: VO01l, SN: XXXXXXXXXXX

II showa<v> K :a~i
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show IPsec

show IPsec .

TITATAZ—Fy hFabalttxalT 1 (IPSec) EXalUT 47 Vvo—g
v (SA) #FEFRT DL, showIPsec =~ REfEHA L £,

show IPsec {brief | detailed} IP or MAC address

BXDEREA

brief

775 4 772 IPSec SA DffiE s~ —%&FK
R~RLET,

detailed

T 75 4 772 IPSec SA DEEffiZ e~ ) — &%
RLET,

IP or MAC address

FNRAZDIPT RUAEZIIMACT KL A,

aAvYRFIHLE RL
avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

BEav> K

TEAINE L,

WIZ, FATPDOA 2 Z—F% vy b Frbalvx=2UF 1 (IPSec) Ex=UTF 4 7V
vE—ar (SA) T LM RERER RS D0 E R LET,

(Cisco Controller) > show IPsec brief 209.165.200.254

config radius acct ipsec authentication
config radius acct ipsec disable

config radius acct ipsec enable

config radius acct ipsec encryption
config radius auth IPsec encryption
config radius auth IPsec authentication
config radius auth IPsec disable
config radius auth IPsec encryption
config radius auth IPsec ike

config trapflags IPsec

config wlan security IPsec disable
config wlan security IPsec enable

config wlan security IPsec authentication

showa<v>K:a~i .



showav> F:a~i |
. show IPsec

config wlan security IPsec encryption

config wlan security IPsec config

config wlan security IPsec ike authentication
config wlan security IPsec ike dh-group
config wlan security IPsec ike lifetime

config wlan security IPsec ike phasel

config wlan security IPsec ike contivity

. showa<v> K :a~i
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show ipv6 acl .

show ipv6 acl

I PE—FICHREINTWAIPV6 T 7 X a2 ha—A U X~ (ACL) 2Fo7T 51213,
show ipv6 acl =~ > RZ{HEH L F9,

show ipv6 acl detailed {ac/ name | summary}

-3 qOE L); acl name IPv6 ACL D4R, 4RI 32 SCFLAN O 5
BraefifcxEd,
detailed FrE D ACL OFfAlEHZ R R L ET,

ARVRFIALE L

av Yy FERE J1y—=x ETERAR
7.6 Zoa<wr RNE, VU—RT76LEIOY V—ATHAINE LT,

WIZ, 778 A2aryia—)L R NOFEMEREERTI0 2R LET,

(Cisco Controller) >show ipvé acl detailed aclé

Rule IndeX. ..ttt ittt ittt ittt it 1
DireCtion . ittt et e e e e e e e e Any
IPV6 SOULCE PrefiX.uuueeeeeeeeeeeeeeeeneeeeeeennn ::/0
IPv6 destination PrefiX....eeeeeeeeeeeeeeeeenennn ::/0
ProtOCO L. ittt et i e e e e e et e Any
Source POrt RaANGE. .t i i ittt ie ettt eeeeeeennnens 0-65535
Destination POrt RanNge. ... ..ot iiiiieeeennnneens 0-65535
175103 = Any
Flow label. ...ttt ittt i i e 0

N e o Permit
L 2o 0

Deny COUNEET . v ittt it ittt ettt ettt eeeeeennns 0

showa<v>K:a~i .



. show ipv6 summary

showav> F:a~i |

show ipv6 summary

BEDIPV6 27 4 X a b—a Vi ELA R AT D21, show ipv6 summary =~ K& ffi

}EH I_/\ij—‘o

show ipv6 summary

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,
aATYRFI4LE AL
avy FEE )1)—2 EERAE
7.6 Zoavwy RiE, VU—RT76LUFIOY Y —ATHEASNE LT,

WIZ, show ipv6 summary =~ > ROl &2~ L E T,

(Cisco Controller)

>show ipv6 summary

Global Config.. vttt inienenennnnn Enabled
Reachable-lifetime value..........cvvvun.n. 30
Stale-lifetime value.......... o, 300
Down-lifetime value........viiiiiiinnennnn. 300

RA Throttling. ...ttt tinenennen Disabled
RA Throttling allow at-least................ 1

RA Throttling allow at-most................. no-limit
RA Throttling max-through................... 5

RA Throttling throttle-period............... 600

RA Throttling interval-option............... ignore
NS Mulitcast CacheMiss Forwarding........... Enabled
NA Mulitcast Forwarding...........c.oeveevn.. Enabled
IPv6 Capwap UDP Lite........iiiiiiinnenn. Enabled
Operating System IPv6 state ................ Enabled

. showa<v> K :a~i
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show guest-lan .

show guest-lan
FEEDHBT A N LAN OFXE X FT 511X, show guest-lan =~ > FE2FEH L £,

show guest-lan guest lan_id

X DERHA guest_lan_id BN LI-A#S A N LAN @ 1D,

aAvURFIALE AL

avy FER Jjy—= EENE

7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,
avy RER Jiy—=x EERNE

8.3 oavwy RPREAINE LT,

FEREDHA KSq4y TV FE—JICRESNTNDLTXTOAMT A~ LAN 2R 7T 5I21E, show guest-lan
summary 2~ > RZEH L F9,

WIZ, show guest-lan guest lan_id =~ > RO AOHZRLET,

(Cisco Controller) >show guest-lan 2

Guest LAN Identifier.........ciiiiiiiiinnnnan. 1

Profile Name. ...ttt ittt ettt teeeieeenennn guestlan
Network Name (SSID) v v v vt ittt ettt eeeeeeeneennns guestlan

S o 5 Enabled
AAA Policy Override......oeu ittt Disabled
Number of Active Clients..........c.oiiiiiinn.. 1
Exclusionlist Timeout........ciiiiiiiiinnnnen. 60 seconds
Session TimeoUb ..ttt ittt ittt ti e Infinity
INLerface . i ittt it e e e e e e e wired
Ingress Interface......coiiiiii it wired-guest
N N unconfigured
DHCP SEI Vet v v ittt ittt ittt ettt et enneeeeennns 10.20.236.90
DHCP Address Assignment Required............... Disabled
Quality of Service. ...ttt Silver (best effort)
Security

Web Based Authentication................... Enabled

N N Unconfigured
Web-Passthrough....... ... Disabled
Conditional Web Redirect...............o.... Disabled

AULO ANChOT . ittt ittt it it e e Disabled

Mobility Anchor List
GLAN ID IP Address Status

showa<v>K:a~i .



. show icons file-info

show icons file-info

showav> F:a~i |

TA L IRT A —HEFKRT HIZiL, show icons file-info =~ > RZfEH L £,

show icons file-info

B DEREA Zoavy FIBIEERITIF—U—FEdH 0 A,

ARV RTFIALE EL

avy FER Jy—x ZEHAR
Jy—= ZDawy RBREAINELE,
8.2
avy FERE J1y—= ETEAR
8.3 Zoavwry RBREAINE L,

&Iz, show icons file-info =~ > FOH HFlZRLE7,

Cisco Controller > show icons file-info

ICON File Info:

No. Filename
1 dhk icon.png
2 myIconCopy2.png
3 myIconCopyl.png

. showa<v> K :a~i
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eng
eng
eng

Height
300
333
444
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show ipv6 acl .

show ipv6 acl

I PE—FICHREINTWAIPV6 T 7 X a2 ha—A U X~ (ACL) 2Fo7T 51213,
show ipv6 acl =~ > RZ{HEH L F9,

show ipv6 acl detailed {ac/ name | summary}

-3 qOE L); acl name IPv6 ACL D4R, 4RI 32 SCFLAN O 5
BraefifcxEd,
detailed FrE D ACL OFfAlEHZ R R L ET,

ARVRFIALE L

av Yy FERE J1y—=x ETERAR
7.6 Zoa<wr RNE, VU—RT76LEIOY V—ATHAINE LT,

WIZ, 778 A2aryia—)L R NOFEMEREERTI0 2R LET,

(Cisco Controller) >show ipvé acl detailed aclé

Rule IndeX. ..ttt ittt ittt ittt it 1
DireCtion . ittt et e e e e e e e e Any
IPV6 SOULCE PrefiX.uuueeeeeeeeeeeeeeeeneeeeeeennn ::/0
IPv6 destination PrefiX....eeeeeeeeeeeeeeeeenennn ::/0
ProtOCO L. ittt et i e e e e e et e Any
Source POrt RaANGE. .t i i ittt ie ettt eeeeeeennnens 0-65535
Destination POrt RanNge. ... ..ot iiiiieeeennnneens 0-65535
175103 = Any
Flow label. ...ttt ittt i i e 0

N e o Permit
L 2o 0

Deny COUNEET . v ittt it ittt ettt ettt eeeeeennns 0

showa<v>K:a~i .



showav> F:a~i |
. show ipv6 acl cpu

show ipv6 acl cpu
IPv6 ACL @ CPU #fffli & R/R7 5 121E, showipv6 aclcpu 2~ > RZHEH L E 7,

show ipv6 acl cpu

XD ZOa<y FITEFIBEZEZF—TU—F3db v A,

ARVREFIALL AL

av Y RER Jy—Xx EENAE
7.6 Zoa<wry RiE, V=76 LEIOY V—XTHEAINE LT,
8.0 Zoa<wy RiEIPve 7 RLAEREFR—FLET,

KIZ. show ipv6 acl cpu 2~ > ROH B ER L ET,

(Cisco Controller) > show ipv6 acl cpu

CPU ACL NaAmME .ttt ittt ettt eeeesnseeeeennnnnnns NOT CONFIGURED
Wireless Traffic..... ..., Disabled
Wired Traffic.... ..o Disabled

II showa<v> K :a~i
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show ipv6 acl detailed .

show ipv6 acl detailed
IPv6 ACL OFffll &2 9 5 121%, show ipv6 acl detailed =~ > RZ2HH L £,

show ipv6 acl detailed

X DR ZOawy FIESIBEELITF -V —NEH Y A,

ATV RFIHLE AL

av Y RER Jy—Xx EENAE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHEASNE LT,
8.0 Zoa<wy RiEIPve 7 RL AR EFR—FLET,

IZ. show ipv6 acl detailed TestACL =~ > RO 1l &2~ L E T,

(Cisco Controller) > show ipvé acl detailed ddd

RULE TNAeX. . ittt ittt it ittt ittt i 1

DireCtiom. it ettt e e e e e e e Any

IPv6 source prefix.... ..t 2001:9:5:90::115/128
IPv6 destination prefixX.......oueeeeineennennennnn ::/0

2 ol @ X T T 6

Source POrt RaNge. ... i ittt ittt iiiieeeennneens 0-65535

Destination POXrt RANGE. ..t v it ittt ttnnnennennnnn 0-65535

L Any

2N e o Permit

[ oo ol 0

RULE TNAeX. .ttt ittt ittt ittt ittt e 2

DireCtiom. ittt it e e e e e Any

IPV6 SOULCE PrefiX.'ue'ueeueeeeeeeeeeeeneennennnn ::/0

IPv6 destination prefix..... ... 2001:9:5:90::115/128
2 ol @ X T 6

Source POrt RaNge. ... ii ittt tiiiieeennneens 0-65535

Destination POXrt RANGE. ..t v it ittt itnenennennnnn 0-65535

L Any

2N e o Permit

[ o ol 0

showa<v>K:a~i .



. show ipv6 neighbor-binding

show ipv6 neighbor-binding

showav> F:a~i |

a2 b —FIIRE SN IPV6 1A N— A T T T —HX 2 FoRkT 5T, show ipvée

neighbor-binding =~ > K& H L 7,

show ipv6 neighbor-binding { capture-policy |

port_number| vlanvian id} | features |
vian_id} | summary}

counters | detailed {mac mac address| port
policies | ra-throttle {statistics vian id | routers

BXDEREA

capture-policy

IPV6 X7 AN KT Avt— Fxy TFy
R v—%FRLET,

counters IPV6 X7 A MRy T B X TR LET
(VP E—RDH)

detailed IPV6 KA /= IS VT 4 U T T =T VR
LET,

mac HEDMACT RLADIPV6 A VT 4

T—7N T M) EFRRLET,

mac_address

HBEDOMACT RLADIPV6 NA T 4 0
F—JN o M) EFRRLET,

port

BEDR—MDIPV6 A VT 4T T —T )
TNV ERRLET,

port_number

RN— &S, LAGR—FDT 7 EBARA L b
FILLAGIZHR LT, ap Z ANJTEET,

vlan BFTED VLAN O IPv6 FA /N— A T 4
T T—=TON N ERRLET,

vian_id VLAN il 5o

features IPv6 7 A b 7Ry T REREREZ KR L E T,

policies IPv6 X7 AN Ry TORY > —%FRLE

T

ra-throttle

RA 2wy MUEHRERRFLET,

statistics RA Av v MKEHEREZ R TR L ET,
routers RA 22w MV L—X %FRLET,
summary IPV6 XA /N— A VF 4 T —T A ER

Liﬂ_o
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| showaw>k a~i

show ipv6 neighbor-binding .

AR FIALE L
av Yy FERE )= ZEAR
7.6 Zoa<wr N, VU—=AT76UaIOY J—ATEASRE L,

FEREDAA RZA4 Y

DHCPv6 1 7 > 2%, IPv6 7V v ¥ F— FIZOABEH SN ET,
KIZ. show ipv6 neighbor-binding summary =~ > RO EZ R LET,

(Cisco Controller) >show ipv6é neighbor-binding summary

Binding Table has 6 entries, 5 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, DH - DDCP
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted access 0010:0rig trusted trunk 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
IPv6 address MAC Address Port VLAN Type prlvl

age state Time left

ND fe80::216:46ff:fe43:eb01 00:16:46:43:eb:01 1 980 wired 0005
2 REACHABLE 157

ND £fe80::9cf9:0009:blb4:1ed9 70:fl:al:dd:cb:d4 AP 980 wireless 0005
2 REACHABLE 157

ND fe80::6233:4bff:fe05:25ef 60:33:4b:05:25:ef AP 980 wireless 0005
2 REACHABLE 203

ND fe80::250:56ff:fe8b:4a8f 00:50:56:8b:4a:8f AP 980 wireless 0005
2 REACHABLE 157

ND 2001:410:0:1:51be:2219:56c6:a8ad 70:fl:al:dd:cb:d4 AP 980 wireless 0005
5 REACHABLE 157

S 2001:410:0:1::9 00:00:00:00:00:08 AP 980 wireless 0100

1 REACHABLE 205

KIZ, show ipv6 neighbor-binding detailed =~ > RO /1 &R LET,

(Cisco Controller) >show ipvé neighbor-binding detailed mac 60:33:4b:05:25:ef
macDB has 3 entries for mac 60:33:4b:05:25:ef, 3 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, DH - DDCP

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted access 0010:0rig trusted trunk 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
IPv6 address MAC Address Port VLAN Type prlvl

age state Time left

ND fe80::6233:4bff:fel05:25ef 60:33:4b:05:25:ef AP 980 wireless 0009
0 REACHABLE 303

ND 2001:420:0:1:6233:4bff:fe05:25ef 60:33:4b:05:25:ef AP 980 wireless 0009
0 REACHABLE 300

ND 2001:410:0:1:6233:4bff:fe05:25ef 60:33:4b:05:25:ef AP 980 wireless 0009

0 REACHABLE 301
RIZ. show ipv6 neighbor-binding counters =~ > RO ZRL £7,

(Cisco Controller) >show ipvé neighbor-binding counters
Received Messages

showa<v>K:a~i II



. show ipv6 neighbor-binding

NDP
NDP
NDP
NDP
NDP
NDP
NDP

Router Solicitation
Router Advertisement
Neighbor Solicitation
Neighbor Advertisement
Redirect

Certificate Solicit
Certificate Advert

DHCPv6 Solicitation
DHCPv6 Advertisement
DHCPv6 Request
DHCPv6 Reply

DHCPv6 Inform

DHCPv6 Confirm
DHCPv6 Renew

DHCPv6 Rebind

DHCPv6 Release
DHCPv6 Decline
DHCPv6 Reconfigure
DHCPv6 Relay Forward
DHCPv6 Relay Rep

Bridged Messages

NDP
NDP
NDP
NDP
NDP
NDP
NDP

Router Solicitation
Router Advertisement
Neighbor Solicitation
Neighbor Advertisement
Redirect

Certificate Solicit
Certificate Advert

DHCPv6 Solicitation
DHCPv6 Advertisement
DHCPv6 Request
DHCPv6 Reply

DHCPv6 Inform

DHCPv6 Confirm
DHCPv6 Renew

DHCPv6 Rebind

DHCPv6 Release
DHCPv6 Decline
DHCPv6 Reconfigure
DHCPv6 Relay Forward
DHCPv6 Relay Rep

NDSUPRRESS Drop counters

19
557
48

O O O O OO0 0O0oooo oo

19
471
16

O O O O OO0 0O0oooo oo

showav> F:a~i |

total silent ns_in out ns _dad unicast multicast internal

0 0 0 0 0 0 0

SNOOPING Drop counters

Dropped Msgs total silent internal CGA vfy RSA vfy limit martian

martian mac no trust not auth stop

NDP RS 0 0 0 0 0 0 0
0 0 0 0

NDP RA 0 0 0 0 0 0 0
0 0 0 0

NDP NS 0 0 0 0 0 0 0
0 0 0 0

NDP NA 0 0 0 0 0 0 0
0 0 0 0

. showa<v> K :a~i
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show ipv6 neighbor-binding .

NDP Redirect 0 0 0 0 0 0 0
0 0 0 0

NDP CERT SOL 0 0 0 0 0 0 0
0 0 0 0

NDP CERT ADV 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Sol 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Adv 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Reqg 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Confirm 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Renew 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Rebind 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Reply 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Release 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Decline 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Recfg 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Infreq 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Relayfwd 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Relayreply 0 0 0 0 0 0 0
0 0 0 0

CacheMiss Statistics
Multicast NS Forwarded
To STA O
To DS 0
Multicast NS Dropped
To STA 467
To DS 467

Multicast NA Statistics
Multicast NA Forwarded

To STA O

To DS 0
Multicast NA Dropped

To STA O

To DS 0

(Cisco Controller) > >

showa<v>K:a~i .
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. show ipv6 ra-guard

show ipv6 ra-guard
RA H'— ROFEHE R 2R 521X, showipv6 ra-guard =~ > R&2H L £,

show ipv6 ra-guard {ap | wlc} summary

X DR ap Cisco7T 7 BAMNRA v bOFHMEFRLET,
wlc Cisco 2> hr—J DiFMEFR R LET,
summary RA 77— FOHEHERZ R R L ET,

ATV RFIFLE AL

av Yy FER Jy—2= EERE
7.6 Zoavwry NI, VU —AT76LIEIOY ) —ATHASNE LT,

&IZ. show ipv6 ra-guard ap summary =~ > RO ZR L ET,

(Cisco Controller) >show ipv6é ra-guard ap summary

IPv6 RA Guard on AP. ...t iiiiiinnnnnn. Enabled

RA Dropped per client:

MAC Address AP Name WLAN/GLAN Number of RA Dropped
00:40:96:09:4b:89 Bhavik 1130 1 pl3 2 19

Total RA Dropped ONn AP. ...ttt nnnnnenns 19

wIZ, =2 bur—F O RA T — FiaHERE 2T 2612 R LET,

(Cisco Controller) >show ipv6é ra-guard wlc summary
IPv6 RA Guard on WLC.....vviviinnnnenn. Enabled

. showa<v> K :a~i
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show ipv6 route summary

IPv6 /b— b D% ETE#H A2 F/RT HI21L. show ipv6 route summary =~ > R&2H L £9,

show ipv6 route summary

ZOawy FIESIBEELITF -V —NEH Y A,

show ipv6 route summary .

ATV RFIALE BL
avy FEE )1)—2x EEAR
8.0 ZOavwy NIV Y —R80 THAINE LK,

RIZ, show ipv6 route summary =~ > RO AOHIZRLET,

(Cisco Controller) > show ipv6é route summary
Number of ROULES. ..ttt ittt it e e 1

Destination Network PrefixLength Gateway

2001:9:5:90::115 /128 2001:9:5:91::1

showa<v>K:a~i .



. show ipv6 summary

showav> F:a~i |

show ipv6 summary

BEDIPV6 27 4 X a b—a Vi ELA R AT D21, show ipv6 summary =~ K& ffi

}EH I_/\ij—‘o

show ipv6 summary

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,
aATYRFI4LE AL
avy FEE )1)—2 EERAE
7.6 Zoavwy RiE, VU—RT76LUFIOY Y —ATHEASNE LT,

WIZ, show ipv6 summary =~ > ROl &2~ L E T,

(Cisco Controller)

>show ipv6 summary

Global Config.. vttt inienenennnnn Enabled
Reachable-lifetime value..........cvvvun.n. 30
Stale-lifetime value.......... o, 300
Down-lifetime value........viiiiiiinnennnn. 300

RA Throttling. ...ttt tinenennen Disabled
RA Throttling allow at-least................ 1

RA Throttling allow at-most................. no-limit
RA Throttling max-through................... 5

RA Throttling throttle-period............... 600

RA Throttling interval-option............... ignore
NS Mulitcast CacheMiss Forwarding........... Enabled
NA Mulitcast Forwarding...........c.oeveevn.. Enabled
IPv6 Capwap UDP Lite........iiiiiiinnenn. Enabled
Operating System IPv6 state ................ Enabled

. showa<v> K :a~i
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show known ap .

show known ap

BEFN® Cisco Lightweight 7 7 & 2 IR A > s O AZ £ 7T 2121, show knownap 2~ %
HHLET,

show known ap {summary | detailed MAC}

X DEHEA summary DT RTOT 7 EARAL L FDY A &
FRLET,
detailed BEHIDOT_TOT 7B R RA 2 N OFEMER
L £,
MAC BEE1D AP O MAC 7 R L &,
aAvYRFIHLE RL
avy FERE Jiy—=x EERNA
7.6 Zoa=wr Rk, VU —RT76LHIOY U —2A
THEAINE LT,
avy FEE J1)y—2 EERNE
8.3 Toawry RBREAINE L,

RIZ, TRTOBRRMOT 7B A KA v hOEMZRRT D02 R LET,

(Cisco Controller) >show known ap summary
MAC Address State # APs # Clients Last Heard

showa<v>K:a~i .
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. show known ap
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