configa<v>Fk:j~q

s config known ap (7 ~X—7)

« configlag (8 ~X—7)

s config Idap (9 ~X—7)

« config local-auth active-timeout (12 ~X—137)
» config local-auth cipher-option (13 ~X—73")
» config local-auth eap-profile (14 ~X—7)

+ config local-auth method fast (17 ~X—7)

« config local-auth user-credentials (19 ~X—73)
» config lync-sdn (20 ~X—72)

» config licensing (21 ~X—73")

» config license boot (22 ~—1)

« config load-balancing (24 ~—<°)

» config location (26 ~X—7)

« config location info rogue (29 ~<—77)

« config logging buffered (30 ~—73°)

» config logging console (31 ~—73)

» config logging debug (32 ~X—37)

« config logging fileinfo (33 ~<—3”)

« config logging procinfo (34 ~<—73)

« config logging traceinfo (35 ~X—73)

« config logging syslog host (36 ~~—73")

« config logging syslog facility (39 ~<X—1")

» config logging syslog facility client (43 ~X—1)
« config logging syslog facility ap (44 ~X—73")

» config logging syslog level (45 ~—73)

» config loginsession close (46 ~—3)

» config macfilter (47 ~<X—72°)

« config macfilter description (49 ~X—1)

» config macfilter interface (50 ~—13)

config A< K :j~q .
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« config macfilter ip-address (51 ~X—)

* config macfilter mac-delimiter (52 ~—13)

* config macfilter radius-compat (53 ~—1)

« config macfilter wlan-id (54 ~~—2)

s config mdns ap (55 ~X—7)

« config mdns profile (57 ~<—)

« config mdns query interval (59 ~X—13)

» config mdns service (60 ~X—1)

« config mdns snooping (63 ~<—37)

+ config mdns policy enable (64 ~X—)

» config mdns policy service-group (65 ~X—1)

» config mdns policy service-group parameters (66 ~X—3")
« config mdns policy service-group user-name (67 ~—137)
» config mdns policy service-group user-role (68 ~X—3)
* config media-stream multicast-direct (69 ~X—°)

» config media-stream message (70 ~<—1)

» config media-stream add (72 ~X—7)

+ config media-stream admit (74 ~X—3)

« config media-stream deny (75 ~<—17)

» config media-stream delete (76 ~X—3)

* config memory monitor errors (77 ~X—13)

+ config memory monitor leaks (78 ~X—1)

» config mesh alarm (80 ~X—)

» config mesh astools (82 ~X—1)

« config mesh backhaul rate-adapt (83 ~<—73”)

» config mesh backhaul slot (85 ~X—73°)

* config mesh battery-state (86 ~—13)

» config mesh client-access (87 ~X—737)

» config mesh convergence (89 ~X—1)

» config mesh ethernet-bridging allow-bpdu (90 ~2—73)
« config mesh ethernet-bridging vlan-transparent (91 ~<—13”)
» config mesh full-sector-dfs (92 ~<—73”)

» config mesh linkdata (93 ~=—3)

« config mesh linktest (96 ~<—37)

» config mesh Isc (99 ~X—7)

» config mesh Isc advanced (100 ~X—2)

» config mesh Isc advanced ap-provision (101 ~X—137)

» config mesh multicast (102 ~<—73”)

* config mesh parent preferred (104 ~—73)

« config mesh public-safety (105 ~=—3)

» config mesh radius-server (106 ~—73)

. configav > K :j~q
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« config mesh range (107 ~X—2)

« config mesh secondary-backhaul (108 ~<—73°)

» config mesh security (109 ~<—37)

« config mesh slot-bias (111 ~<—3”)

» config mgmtuser add (112 ~X—7)

« config mgmtuser delete (113 ~X—73)

« config mgmtuser description (114 ~X—73)

» config mgmtuser password (115 ~<—73”)

» config mgmtuser telnet (116 ~<—37)

+ config mgmtuser termination-interval (117 ~X—13)

» config mobility dscp (118 ~X—3")

« config mobility encryption tunnel (119 ~<—73)

* config mobility group anchor (120 ~X—<°)

* config mobility group domain (121 ~X—2)

« config mobility group keepalive count (122 ~X—13)

« config mobility group keepalive interval (123 ~<—73)

» config mobility group member (124 ~X—73)

« config mobility group multicast-address (126 ~<—3")

* config mobility multicast-mode (127 ~<—73°)

« config mobility new-architecture (128 ~<—73°)

« config mobility oracle (129 ~—<)

» config mobility secure-mode (130 ~X—3)

» config mobility statistics reset (131 ~X—73)

» config netuser add (132 ~X—72)

« config netuser delete (134 ~—73)

» config netuser description (135 ~X—1)

» config network dns serverip (136 ~X—73")

« config netuser guest-lan-id (137 ~X—3)

» config netuser guest-role apply (138 ~X—73)

» config netuser guest-role create (139 ~X—737)

« config netuser guest-role delete (140 ~X—1)

» config netuser guest-role qos data-rate average-data-rate (141 ~<—1)
« config netuser guest-role qos data-rate average-realtime-rate (142 ~X—13)
+ config netuser guest-role qos data-rate burst-data-rate (143 ~X—1)
» config netuser guest-role qos data-rate burst-realtime-rate (144 ~X—73)
« config netuser lifetime (145 ~—2)

« config netuser maxUserLogin (146 ~<—1")

» config netuser password (147 ~<—17)

» config netuser wlan-id (148 ~—<)

» config network client-ip-conflict-detection (149 ~X—3")

» config network http-proxy ip-address (150 ~X—1)

config A< K :j~q .
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« config network bridging-shared-secret (151 ~<—13”)

» config network web-auth captive-bypass (152 ~<—73”)
» config network web-auth port (153 ~X—73")

» config network web-auth proxy-redirect (154 ~X—73")
» config network web-auth secureweb (155 ~X—73)

» config network webmode (156 ~X—137)

« config network web-auth (157 ~<—73")

» config network 802.3-bridging (159 ~<X—1)

« config network allow-old-bridge-aps (160 ~—13)

« config network ap-discovery (161 ~—<)

» config network ap-easyadmin (162 ~<—73)

« config network ap-fallback (163 ~<—3")

» config network ap-priority (164 ~<—137)

» config network apple-talk (165 ~<—73")

» config network arptimeout (166 ~X—73”)

« config assisted-roaming (167 ~X—3")

» config network bridging-shared-secret (168 ~X—1)

« config network broadcast (169 ~<—73)

« config network fast-ssid-change (170 ~<—73”)

« config network ip-mac-binding (171 ~—3)

« config network link local bridging (172 ~X—73)

* config network master-base (173 ~X—73")

» config network mgmt-via-wireless (174 ~<—13)

« config network multicast global (175 ~<—13)

« config network multicast igmp query interval (176 ~<—137)
» config network multicast igmp snooping (177 ~<—1)
» config network multicast igmp timeout (178 ~—3")

» config network multicast I2mcast (179 ~X—73")

» config network multicast mld (180 ~X—13)

« config network multicast mode multicast (181 ~—<)
» config network multicast mode unicast (182 ~—73”)

» config network oeap-600 dual-rlan-ports (183 ~<—73”)
« config network oeap-600 local-network (184 ~—13)
« config network otap-mode (185 ~X—3)

» config network profiling (186 ~X—7)

» config opendns (187 ~X—737)

« config opendns api-token (188 ~X—1)

» config opendns forced (189 ~X—1)

« config opendns profile (190 ~<—3”)

« config pmipv6 domain (191 ~—<)

» config pmipv6 add profile (192 ~<—73)

. configav > K :j~q
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« config pmipv6 delete (193 ~—73)

* config pmipv6 mag apn (194 ~—3)

* config pmipv6 mag binding init-retx-time (195 ~X—)
+ config pmipv6 mag binding lifetime (196 ~X—73")

+ config pmipv6 mag binding max-retx-time (197 ~X—73)
« config pmipv6 mag binding maximum (198 ~—<)

« config pmipv6 mag binding refresh-time (199 ~—73)

» config pmipv6 mag bri delay (200 ~X—1)

* config pmipv6 mag bri retries (201 ~X—3)

« config pmipv6 mag Ima (202 ~<X—3°)

+ config pmipv6 mag replay-protection (203 ~X—73)

« config port power (204 ~<—7)

« config policy action opendns-profile-name (205 ~—73”)
« config network rf-network-name (206 ~<—13")

« config network secureweb (207 ~—2)

» config network secureweb cipher-option (208 ~—73)

» config network ssh (210 ~<—7)

« config network telnet (211 ~—72)

« config network usertimeout (212 ~X—3)

» config network web-auth captive-bypass (213 ~<—71”)

» config network web-auth cmcc-support (214 ~X—3)

» config network web-auth port (215 ~X—73")

» config network web-auth proxy-redirect (216 ~X—73")

» config network web-auth secureweb (217 ~3—3)

« config network web-auth https-redirect (218 ~<—13")

» config network webcolor (219 ~—73”)

» config network webmode (220 ~—27)

« config network web-auth (221 ~—2)

» config network zero-config (223 ~<X—7)

« config network allow-old-bridge-aps (224 ~<—73)

« config network ap-discovery (225 ~X—1)

» config network ap-fallback (226 ~<—1")

» config network ap-priority (227 ~<—13)

« config network apple-talk (228 ~<—3°)

» config network bridging-shared-secret (229 ~X—1)

« config network master-base (230 ~X—3)

« config network oeap-600 dual-rlan-ports (231 ~—73”)
« config network oeap-600 local-network (232 ~—3°)
« config network otap-mode (233 ~—72°)

« config network zero-config (234 ~—2)

» config nmsp notify-interval measurement (235 ~X—73)

config A< K :j~q .
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* config paging (236 ~—71)

» config passwd-cleartext (237 ~X—71”)

« config policy (238 ~X—37)

« config port adminmode (241 ~<X—3°)

» config port autoneg (242 ~X—73)

« config port linktrap (243 ~~—2)

« config port multicast appliance (244 ~X—1)
* config prompt (245 ~X—°)

» config qos average-data-rate (246 ~—1)

» config qos average-realtime-rate (248 ~X—1)
* config qos burst-data-rate (250 ~X—73)

« config qos burst-realtime-rate (252 ~<—3)

« config qos description (254 ~X—1)

» config qos fastlane (255 ~<—73)

» config qos fastlane disable global (256 ~<—°)

« config qos max-rf-usage (257 ~X—3)

» config qos dotlp-tag (258 ~X—3)

« config qos priority (259 ~—3)

« config qos protocol-type (261 ~<—737)

« config qos queue length (262 ~X—73”)

« config qos qosmap (263 ~—2)

+ config qos qosmap up-to-dscp-map (264 ~X—3)

+ config qos qosmap dscp-to-up-exception (265 ~X—37)
» config qos qosmap delete-dscp-exception (266 ~—73)
* config qos qosmap clear-all (267 ~~—3)

» config qos qosmap trust dscp upstream (268 ~X—1)

. configav > K :j~q
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config known ap .

config known ap

BEHEI O Cisco Lightweight 7 7 & X 781 & & i&ET £IZ1E. config known ap =~ > Rz i [
LET,

config known ap {add | alert | delete} MAC

BX DA add FHLWEEHOT 78 A RS hm N &
alert TR RA L NOBRMERIZ 8T > T E R
LET,
delete BEOBMOT 722 RA 2 hx MY EH
I-S/%L/i—a—o
MAC BEZN @ Cisco Lightweight 77 A RA > b @D

MAC 7 R L A,

ARV RFIFLE EL

2wy FEE yy—2 RENE
7.6 Zoa<wr Rk, YU—RXT76LEIOY Y —X

THAShE L,

avy FERE Jiy—=x EEAR
8.3 ZOavwy RpREAINE L,

WIZ, L WT 782 RA v b= Y ac:10:02:72:2fbf ZBEFNOT 72 2 RA 2k
BT 28 R~ LET,

(Cisco Controller) >config known ap add ac:10:02:72:2f:bf 12

config A< K :j~q .
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config lag

config a7 R :j~q |

V78K (LAG) ZANETITENIZT HITIL, configlag =~ FEMFEH L ET,

config lag {enable | disable}

X DiiHA enable V7 8EH (LAG) REEZHNLET,
disable V78R LAG) REEZEMCLET,
aATYRFI4LE AL
2wy REE y1y—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

WIZ, LAG REZAMNT LB E2RLET,

(Cisco Controller) > config lag enable

Enabling LAG will map your current interfaces setting to LAG interface,
All dynamic AP Manager interfaces and Untagged interfaces will be deleted
All WLANs will be disabled and mapped to Mgmt interface

Are you sure you want to continue? (y/n)

You must now reboot for the settings to take effect.

WIZ, LAG REEZ BN T 262 RLET,

(Cisco Controller) > config lag disable

Disabling LAG will map all existing interfaces to port 1.
Are you sure you want to continue? (y/n)

You must now reboot for the settings to take effect.

. configav > K :j~q
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config Idap

config Idap .

Lightweight Directory Access Protocol (LDAP) $—/ SDFRE%AT 9 (Z1L. configldap =~ > K
R L ET,

configldap {add | delete | enable | disable | retransmit-timeout | retry | user |
security-mode | simple-bind} index

config ldap add index server_ip_address port user_base user_attr user_type [ secure]
config ldap retransmit-timeout index retransmit-timeout

config ldap retry attempts

config ldap user {attr index user-attr | base index user-base | typeindex user-type}
config ldap security-mode {enable | disable}index

config ldap simple-bind {anonymous index | authenticated index username password}

B DEREA

add LDAP Y — 1 DBMEfEE L7,

delete LDAP — " OHIr&faE L £7,

enable LDAP — " DOFRMbEfRE L £,

disable LDAP % — DA e E L7,

retransmit-timeout LDAP 4 —RDF 7 3 )L hEHEEZ A DT D
NEEELET,

retry LDAP $— DG TR 2% E LE T,

user Z—YPRBNRNTA—FERELET,

security-mode tX2UT 4 FE—FERELET,

simple-bind 02— VEBRENA R ERELET,

anonymous LDAP = "~DELT 7B AZFFAI LE T,

authenticated LDAP $— NIZZRIZT 7B ADTD, 22—
PHENART—REATTHZLERELE
R

index LDAP h— A T v 7 A, &ALl ~17T
R

server ip address LDAP #— XD 1P 7 KL A,

config A< K :j~q .
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config a7 R :j~q |

port H— S

user base TRTCO—FE2EZLY 7Y U —0iH4,
user_attr a—HHEETEME

user_type 2—PEHHNT DA T b AT,
secure ({fE:&) Transport Layer Security (TLS) #f{i

MTsZLziEEL£7,

retransmit-timeout

LDAP —"OFEEFEZX A LT 7 b, F§ET
X A%HIX 2 ~ 30 T,

attempts % LDAP — "% {38179 5 [l
attr a—PhEEUREEZRELET,
base FTRTCO2—HFEEFLH 7Y ) —0ils4 %
HELET,
type a—YP A4 TERELET,
username RRESNT= A v RER D=2 — W4,
password RRES NI A v RO R T — R,
ARV RFIALE EL
vy RERE )1)—2x EEANRE
7.6 Zoavy RiE VY —RT6LHEIDOY U —2A
THAINE L,
7.6 T ¥ 27 LDAP AR — 3 5720IZ secure
F—U— FNBIMESE LT,
av Yy RERE 1)) —=
8.3 Zoavwry RREAShE L,

FEREDHA KS4y BEX2T7 LDAPZAMNCT DL, oy hr—F 30— GEHELZRIEL 2 <20 £7,

WIZ, LDAP ' — R A U F v 7 X 10 AT 5002 R LET,

(Cisco Controller)

config ldap add

. configav > K :j~q
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config Idap .

config ldap simple-bind

show ldap summary

I config Yk :j~q .
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. config local-auth active-timeout

config local-auth active-timeout

RIEFEHDRADIUS — RO RTINZ K DFREEN R L7212, 2> hu—F e — b LIEER
ZE7m haL (EAP) 2L TUA YL A7 T4 T v FORIARITT LM 2 ET 51T
L. config local-auth active-timeout =~ > FZ i H L £,

config local-auth active-timeout timeout

XN timeout HALTD N ZWHEMNTHEELET, A
R 1 ~ 3600 T,

SR R FoAL R FTAA DAL LT MEE 100 BT,

avy RER Jiy—=x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDY U—R

THAShE L,

avy FER J1y—=x TEAR
8.3 Zoavry RPREAINE L,

WIZ, EAPEZHH LT, DAY LVRA I IA T NaeBar T 2720007 75 47 XA L
T R%E 500 FICHRET A AR LET,

(Cisco Controller) > config local-auth active-timeout 500

aEavy R clear stats local-auth
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth
show local-auth certificates
show local-auth config

show local-auth statistics

. configav > K :j~q
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config local-auth cipher-option .

config local-auth cipher-option

3des-rcd IFF 547 > a VAR ET HIZIE. config local-auth cipher-option ==~ > K& L
R

config local-auth cipher-option {enable | disable }

X MEREA cipher-option et~ a 2R ELET,
enable 3des-red B 2 BN TAZ L AR LET,
disable 3des-rc4 FF 5% Mihiz LE 9,

ATV RFIHALE RL

avy FEREE Jiy—=x ETEAR
8.0 Zawy RpREAINE L,

wIZ., WLC TS 47> g U 2ENCT 5042 R~ LET,

(Cisco Controller) > config local-auth cipher-option 3des-rc4 disable

config A< K :j~q .
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. config local-auth eap-profile

config local-auth eap-profile

0 — VR R RERRGE Y 1 b =L (EAP) #BiE7 0 7 7 A V&R ET 521X, configlocal-auth
eap-profile =~ > REZEH L £,

config local-auth eap-profile { [add | delete] profile name | cert-issuer {cisco | vendor}
| method methodlocal-cert {enable | disable} profile name | method method client-cert { enable

| disable} profile name | method method peer-verify ca-issuer {enable | disable} | method

method peer-verify cn-verify { enable | disable} | method method peer-verify date-valid { enable

| disable}

BXDEREA add (L&) EAP 71 7 7 A V£ 12135 B

ZHELET,

delete ({EE) EAP 7’1 7 7 A )V E 12T O HIFR
ZHEE L ET,

profile_name EAP 70 7 7 A V4 (5K 63 SLFDHEL
F) o TRT 7 A NI A= ZIMHAIT
TEHA,

cert-issuer (Extensible Authentication Protocol Transport

Layer Security (EAP-TLS) . Protected Extensible

Authentication Protocol (PEAP) . F 721X
Extensible Authentication Protocol-Flexible
Authentication via Secure Tunneling

(EAP-FAST) LREFAEZMHEH L TV 55E5)
7547 v MIEESNDAEHEDORIT LR
BELET, sEAERITICE L TiXCisco F7=
T — R—F o RUF =R HE— b X T

WET,
cisco VAADFEREORIT CEEELET,
vendor P— R RX—=F f XX —ZHRELET,
method EAP 77 7 A VR EHRELET,
method EAP 7u 7 7y A VXL, AR — I
% 5% leap, fast, tls, 3L O peap T,
local-cert (EAP-FAST CEM T 2454) FRRED7=HIT,
gy ha—F BiZTNA AGEAENSLENE
IMERELET,
enable TG A—2ID ODFERELET,
disable INTA—=5ID OEHEFREL T,

. configav > K :j~q
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config local-auth eap-profile .

client-cert

(EAP-FAST TEA T 2546) REEHOT N
A AFEAEE 2 b —TF ~ X ETH72DIC,
BT AT SINUENE I DEFRTELE
Er

peer-verify

BT REERIEA TV 3 VERE LT,

ca-issuer (EAP-TLS F 721X EAP-FAST & ZiFBAE 2
LTWBEE) 77472 Mnb&= g LTZIF
BHEL>, o bao—F FORIER (CA) DFF
HELBAETOINE I MERELET,
cn-verify (EAP-TLS % 721X EAP-FAST & GiFAE % i H
L TCWAEE) ZIE LIZiEHED @ 4
(CN) #=v bu—7 EO CAGFHED CN
ERETEZNE I D ERELET,
date-valid (EAP-TLS £ 7-1% EAP-FAST & ZFBHE 4 H
LTCWAEE) ZIE LT /3, ZAEHENA
THIRYINIC 2 s TWWARWZ B o fr—
T THRAET AN E I mERELET,
ARV REFIALE AL
avy FRERE 1)y—2 EERNE
7.6 Zoa<y R, VI —R76LETOY Y —2R
THEAINE L,
avy FERE J1y—=
8.3 Zoavy RPREAINE L,

KIZ. FASTOl & WIHLRTOE—H )V EAP 70 7 7 A LV EVERS T B 2R LET,

(Cisco Controller)

> config local-auth eap-profile add FASTO1l

Wiz, v —H )V EAP 71 7 7 A JLIZ EAP-FAST A2 BNt 2 2R LE T,

(Cisco Controller)

> config local-auth eap-profile method add fast FASTO1l

WIZ, EAP-FAST 707 7 A VDY T4 T > MIEE SN HEHEORITILE LT

AAZARET HPl e L ET,

(Cisco Controller) > config local-auth eap-profile method fast cert-issuer cisco

config A< K :j~q .
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. config local-auth eap-profile

WRIZ, 7947 "o ZETHIHHAEN a2 Fu—F LD CAFFPARLBEEIND
ol ET HERLET,

(Cisco Controller) > config local-auth eap-profile method fast peer-verify ca-issuer
enable

EEa<wy R config local-auth active-timeout
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth
show local-auth certificates
show local-auth config

show local-auth statistics

. config av > K :j~q
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config local-auth method fast .

config local-auth method fast
EAP-FAST 7' & 7 7 A L &R E T HIZ1L. configlocal-auth method fast =~ > K2 L £ 7,

config local-auth method fast {anon-prov [enable | disable] | authority-id auth id pac-ttl
days | server-key key value}

BX DN anon-prov EAT ey = IRARERE S Icar b
O—J %R ELET, ZHITE Y. Protected
Access Credential (PAC) 'm bV a= 7
2. PAC ZFf/=72\ 7 74 7 > MZPAC & H
BHICEETE LRIV ET,

enable UEE) RNTA—FEFHMT DL E2HEE
l/\i j"o

disable EE) NIA—ZZENET D2 L afaiE
l/ i —340

authority-id 12— 77 /L EAP-FAST $— /DM A1 % 7%
ELET,

auth_id T — % )L EAP-FAST #— N ORI T (2

~ 32 D 16 EEE) .

pac-ttl Protected Access Credential (PAC) DA %I
DOREERELET, T IUITFRE Al RERFRY
(TTL) fi & HIREIET,

days {7t PTRERERT (TTL) OfE (1~ 1000 H)
server-key PAC s b F72IFE BT 2 — " F—%
key value 5 —fE (2 ~ 32 @ 16 X))

aAvYRFIANE AL

Qv RERE J1—2 EERAR
7.6 Zoa<wy Rk, VU—RXT76LHIDY Y —XA

TEAINE L,

avy RER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

config A< K :j~q .
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. config local-auth method fast

WIZ, BAT oY a =y T hFTH0ICary ha—F 28 562 R L E
jqo

(Cisco Controller) > config local-auth method fast anon-prov disable

RIZ, v —41 )V EAP-FAST Y — "OHERRFERI1 0125631177 X ET 2B 2R L E T,

(Cisco Controller) > config local-auth method fast authority-id 0125631177

WIZ, PAC ODAEZBE A 10 BICHRET 562 RLET,

(Cisco Controller) > config local-auth method fast pac-ttl 10

EEa<wy R clear stats local-auth
config local-auth eap-profile
config local-auth active-timeout
config local-auth user-credentials
debug aaa local-auth
show local-auth certificates
show local-auth config

show local-auth statistics

. configav > K :j~q
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config local-auth user-credentials .

config local-auth user-credentials

=PI LT vy bR = VRRATRERRRE Y 1 b 2L (EAP) FRRET — # N— A TR
BNEF %GR ET HITIE. config local-auth user credentials =~ > Rz {#H L £7°,

config local-auth user-credentials {local [ldap] | ldap [local] }

B DEREA

local I—F T LTy ET— I T —F_—
ATHRBTLH2ZLE2HEELET,

ldap (LE) =—% 7 L7 > v /L% Lightweight

Directory Access Protocol (LDAP) 7 — & ~X—
ATHRET L LE2RELET,

ATV RFI+LE RL
2wy REE y1y—2 KENE
7.6 Zoa<wr Rk, VU—RX76LEIOY Y —X
TEAINE LT,
av Y FER )1)—X EERNA
8.3 Zoavwy RREAINE LT,

FEREDHA K42

BEEaOTY R

BEDT —H_X—=ZA NRNTA—=HDIEFIL. T—FXR—=2ADOBRRINEFZ 5~ LET,

WIZ, B —H )V EAP FWiFT — Z _XR—ANMEBEINDIEFEBET 50 E2 R LET,

(Cisco Controller) > config local-auth user credentials local lda

EFEOBITIE, BN —H L T = RXR=ZARBREN, RIZLDAP T — & ~_N— 20
MBFINET,

clear stats local-auth

config local-auth eap-profile
config local-auth method fast
config local-auth active-timeout
debug aaa local-auth

show local-auth certificates
show local-auth config

show local-auth statistics

config A< K :j~q .



. config lync-sdn

config lync-sdn

Lync —E A& ET 511X, configlyne-sdn =~ > RA&fEH L F7,

config lync-sdn {port port-number} | {enable | disable}

BXDEEA port Lync ¥ —/N R— FEFEGFEZHELET,
port-number H— SDR— ~FKF,
enable Lync —E 2% 70— S LZHEC LET,
disable Lync —E 2% 70—/ U LE T,
avURFI4LE L
av Y FERE J)— ZEEBEAR
R
8.1 Zoavy FREASE L,

WIZ, Lync 4 —E R % 70— UWIHENZT 012~ LET,

(Cisco Controller) >config lync-sdn enable

. configav > K :j~q

config a7 R :j~q |



| configaw K j~q

config licensing .

config licensing

VA A=K VTR U2T TARUV T ERTUTA RV A T Ty b7 4 —2 &Y
Z %121, config licensing =~ > R&fiH L £,

config licensing {rtu | smart-license} dns-server ip address

BX DA rtu ik (RTU) S4B AT Ty h74+—A,
smart-license AT AY— NIV TN T4V
7
dns-server A—hKIT7 b =T T4 7 DDNS
PN RFGA—HEFZELET,
avy FERE J)y— ZEERR

AR TFI4ILE

\}

A

8.2 ZOa<wy RPNEAINE L,

M (RTU) 25, TARALADT T4V DTA B A AH=ALTT,

KIZ, 20 e —F TV A3 Av— KV T NTxT G4V T BT 7T 4712
THHERLET,

(Cisco Controller) > config licensing smart-license dns-server 209.165.200.224

GE)

FTAVLATTy NI —LOEREET 7T 4 72T 2Iiday ha—7 2 EEd
DHENRH Y F7,

config A< K :j~q .



. config license boot

config a7 R :j~q |

config license bhoot

Cisco5500 > U —A DAy hr—JOREY 77— FRFIHEHT 574 B X LV EIEET D
21X, config license boot =~ > R&ZfH L £,

config license boot {base | wplus | auto}

B DEREA

AU R TFI4ILE

base base 7 — bk L-ULERELET,
wplus wplus 7 — h LV EFRE L E9,
auto auto 7 — bk LULEIRELET,
L

avy FERE

EREDAARZA4

\}

Jy— EEAE
A

7.6 ZoawrRiE, VU —R76LHIOY U —ATHEAINE L,

auto x A S1T5E. TARVA YT My, wENY T — MNFRICEHT AT A A LR
NEEBICRINLE T, @, TMES A B AL b KATA B ADIF I DESLINE
T, Flr. RNR—Z2A FA B RALDE WPLUS A B Z2DI1E 9 MBI NET,

G¥)

\}

R—Z G4 AN WPLUS T4 By A~DT v 77 L— REBE LTV 584 . WPLUS
Pl T A £ AZR L THD WPLUS KA TA B RIZT v 77 L— R T& %9, iHMiT A &
VABET VT 4 T HITE, N—AKATA AT WPLUSEFHMEE T A o A3z
fe—FCHEHAHEND LI, A A=Y LV EBRETILENRHY 7,

GE)

BAEOHWZRET D722, 2 hue—J%, FHMli7 A B ZAOAGPRENTNTH 71 B
X%ﬂ@%iiﬁhoﬁ%?4ﬁnyETmm\ny%n~?%97~%¢é%%ﬁ%@i
T, U7 — ML, RN STZFHMETZ A B A LRI 7 4 —F v By b LuLica
ha—I 08T 75 /V NREINET, HL74~%¥11/%VA»®%A74ﬁ/xﬂ4/
AR = ENTWRWEGEE, a2 be—Z1%, BIOV~VOKATA & AETITAMRD
PN T Wi 7 A B A& H L £,

WIZ, T4 ADT — MREZ wplus ICRET DB ZRLET,

(Cisco Controller) > config license boot wplus

. configav > K :j~q
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config license boot .

EEavy R license install

show license in-use

license modify priority

I config A< K :j~q .



. config load-balancing

config load-balancing

config a7 R :j~q |

Ty Tia— RN T Eay hr—7 T/ a— OUIRET HIZIE, config

load-balancing =~ > RZfE/H L 9,

config load-balancing {window client count | status {enable | disable} | denialdenial count}

config load-balancing uplink-threshold traffic threshold

¥ DERA window

TIT VLT la—RKRT T I A4T
Yh U4 RUEBEELET,

client count

1~2000 AT v hagie, 7737
WA= RRTLT I TAT R 4R
]70

status

O— R RIS TOREZHTELET,

enable

H—RANF UV TR A R =T VT LE
TO

disable

B— R ANT U THRRET 4 E—T ML
£7

denial

0— KRRV RIS SND T Y v T—
varofEafeE LET,

denial _count

g— R NS0T Y o— g il
HOEKRE (0~10) ,

uplink-threshold

TIRBARLS LV EBRF LT Vv Z— g
FPHEAETEDLLIIT, LEVWVEDONT 7 4 v
JEREELET,

traffic_threshold

TIRARA I LT Y vm—a s
EERTHODOLEVMED N T 7 4 v 7,
ZOfEIE. 90 R IR THEIE S 472 WAN £EH
RONR—¥v L T, & 21X, 740 b
LEWENRSO THLGH. 77 BARA Vb
WAN A > Z—T = A AT 50% UL EDfFE =R
NHENAE, a— R AT Zn Ry
HENET,

ATVURTFEIFINR T IANITIE Ty ThRu— R AT U T ERIT o T ET,

. configav > K :j~q
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config load-balancing .

avy FER Jy— ZEHEAR

z

7.6 Zoawr R, VU —RX76LHIOY V—ATHEAINE L,
av Y FRERE Jy1)y—= EENE

8.3 Zoavy RPHEAINE LT,

EREDAARZA

BEEa~Y

> >

BT AINC 2> T D WLAN E, HEFB LT A7 EORRHKFRT 7'V r—2 =
YEFR—PLETA, INIE B =T TOBENFET 52O TT,

ay b —F L L B2 Cisco 7921 B L 187920 Wireless IP Phone 2 4 254, v ho—
TOHEFWLANCTT 7Ly v 7 ua—RKRT Uy v IRENE SN TS Z L afER LT,
LI TWRWGA, Bl L2 0He—I v 7KL, F—TF 4 A Al s
ZENRBHY ET,

IIAT U her—RAT v 7 TELOE, FLay hr—Jl# SN TW\WLET 7 EA
RA L FOHRTYT, WANBEHRIROXAEH L Ti—t s M E LTRERSNET: (XES
Nier—42 L— A +ZE LT —% L— ~ (1 H729))/(1000Mbps TX + 1000Mbps
RX) * 100

WIZ, T o7 ha— R A NS v TOREEZHENTHHERLET,

(Cisco Controller) > config load-balancing aggressive enable

show load-balancing

config wlan load-balance

config A< K :j~q .



. config location

config a7 R :j~q |

config location

nr—y a3y N—ADYV AT LB ET ST, config location =~ > REfEEL £,

config location {algorithm {simple | rssi-average} | {rssi-half-life | expiry} [client |

calibrating-client | tags | rogue-aps] seconds | notify-threshold [client | tags | rogue-aps]
threshold | interface-mapping {add | delete} location wlan id interface name | plm {client
{enable | disable} burst interval | calibrating {enable | disable} {uniband | multiband} }}

B DEREA

algorithm (G¥)  config location algorithm ==~ > KX
ERALEES LARNTLEEN,
DTy N, RERT 7 40 Ma
ICRRESILTWVET,

I RSSI B L ONSNR fEIZEH S b 7 v =
VAL EFRTELET,

simple WE LT 5 CPUA— =~y RIS DODIE
FEMEW, @7 LT X AERELET,

rssi-average 0 ERERT DY R AR S LE T,
)] %’77< D CPU A —/3—~ v Fﬁ)%\gfj«o

rssi-half-life (G¥)  config location rssi-half-life =~ > K
EEHBEES LRV TL SN,
Zoawy NiE, Ki#EReT 740 b
EICRESNLTWVET,

2 >0 RSSIAIEME %2 925 & X2, il
%nﬂ/l: Liﬂ‘o

expiry (GE) config location expiry =~ > F|dfif
HEES LRNTLES, 2=
~ v N, wERT 7 40 MEIZEK
EINTVWET,

RSSIMEDZ A LT U N EZ&ELET,

client EE) 7747 b T8, AZ@AT 5%
FTA—HERELET,

calibrating-client UEE) I 7947 b T3, AEHT
BINTG A =R ERT LET,

tags (EE) EHRJEREID (RFID) # 74

HNWNT A=A EtEELET,

. configav > K :j~q
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config location .

rogue-aps

LE) RERTZ7HARAL 2 MZHEATS
NI A—HERELET,

seconds

WHEAEREELET (0. 1, 2. 5. 10, 20, 30,
60. 90. 120. 180. 300 F) .

notify-threshold

(GX)  config location notify-threshold =~
YREEHOEEL LT ES
W, Zo=awr ML, KIERT 7 4
Vo MEICRESNTWET,

RSSI I IZ NMSP i@ L S VWMEEZEE L E
R

threshold

LEVMED/ T A —% #iHIZ0~10dB T,
7 7 4V MEIZ 0dB TY,

interface-mapping

FHoOalr— g BELAN, 72031 >
H—T A A<y TEELLBMNEZITHI
BLET,

wlan_id

WLAN OiA4

interface_name

v v U EREEAT A A —T A A
DA,

plm

WEDI TAT v NERITHES 4T b
DRAEIE (S60) TREZHEELET,

client

WH O, KO T4 T FefRELET,

burst_interval

N— 2 MNEFR, ARh&EEIX 1 ~ 3600 T, T
7 v ML 60 BT,

calibrating WLy FA4T MEfRELET,

uniband BESELAF I H 7= 802.11a % 721% 802.11b/g HE#R
EHRELET (=0 F)

multiband

REEAF T B 7= 802.11a/b/g FERR 245 E L £
(= /LF R R)

aAavU R TFI4ILE

fx DB FBLORF—T— FOF 7 4L MEIZOWTIZ, o] oEA2BRB LT

S,

avy FERE

Jy— EENE
A

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHEAINE L],

config Yk :j~q .
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. config location

avy RER Jiy—=x EERNE
8.3 Zoawy RpREAINE L,

wIZ, ar—ygy N—2@0ay ko —F TRSSIHER L UVSNR i & 194 % Bflize
TNIY XLERETHHERLET,

(Cisco Controller) > config location algorithm simple

BEavy K config location info rogue
clear location rfid
clear location statistics rfid
show location

show location statistics rfid

. configav > K :j~q
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config location info rogue .

config location info rogue
RIEY—ERADOEHEIN 2 7% E T HIZI1L. config location info rogue =~ > R&fH L £,

config location info rogue {basic | extended}

X DERA basic RIEFHBH Y — B A DEARRENT A —4F (mode, class, containmentlevel,
numclients, firsttime, lasttime. ssid 72 &) ZiRE L £,

GEX)  Cisco MSE @ 83— 5 78 Cisco WLC DA—2 3 L0 WA 1T,
KRG A—=HEFRELTLIEEN,

extended REfEHFBHY —ERADIEERFENAT A —F (ARG A—XIZNMZT, %=
U5 4 ZA4 7, LRAD # A 7HH72 ) 2RELET,

avy FERE Jy— ZEHAR
R
8.0 Zoa<wy FREAINE LT,
avy FEREE )1)—=x EEAR
8.3 Zoavy RPREAINE LT,

config A< K :j~q .



config a7 R :j~q |

. config logging buffered

config logging buffered
A hr—=I Ny Ty ~ORX T Ay —VOEKELRET DT, configlogging buffered
ax s RaHLET,

config logging buffered security level

BX DA security_level X2 VT4 LUk, ROWVTHNZRRL
£,

o BXS EHAJE O
e 7T — bk EHKEI
o B EHAJE 2

o« EH  EAE 6
TRy BARET

ATV RFIHLE AL

avy FEREE J1)— ZEERNE

A

7.6 Zoa<wyRiE, VIU—RAT76LEIOY Y —ATEAINE LT,
avy FER Jy1y—= EEAR

8.3 Zoawy RpREAINE L,

WIZ, aX o7 Ave—JIZxTdarbe—90 Ny 77 ODERKEL 4IIRETD
Bz = LET,

(Cisco Controller) > config logging buffered 4

EEa<wy R config logging syslog facility
config logging syslog level

show logging

. configav > K :j~q
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config logging console .

config logging console

ayha—7 ary—nA~OuXr s AyE—VOBEKELHET HITIL, config logging
console =~ R&fEH LET,

config logging console security level

BXDEREA security_level HRE, ROWTN»zBERLET,
cEBECEKREO

« 7T —h:EREI]

o L EOAJE 2
e - YN )

oM ERE 4
o« WBEN; BHEASES
o [EH  ERE 6
TNy T HKET

aATYRFI4LE AL

avy FER Jyy— ZTHEHARAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],
avy FERE Jiy—= EENAE

8.3 Zoavwy RPNEAINE L,

WIZ, axX 7 Avkbe—ictdrarbn—o0ar Y —1VOEREL IICRET
HHE R LET,

(Cisco Controller) > config logging console 3

EEa<wy R config logging syslog facility
config logging syslog level
show logging

config A< K :j~q .



config a7 R :j~q |

. config logging debug

config logging debug
TNy T Ayk—Vkarin—7 Ny 7y arin—7 ary—,  F7203 syslog —
NIZIRTFT BIZ1. config logging debug =~ > R&HH L £7,

config logging debug {buffered | console | syslog} {enable | disable}

- 3 qOE L); buffered AL hE—F Ry T PIITF ANy T Ay

EREFLET,

console aviha—Tar—WWIT NN T A yk—
CERGFLET,

syslog syslog = NZT RNy 7 XAy —V % RIFL
i‘aAo

enable FRy T Ayw—V0uaX o Tl F2—T )b
W LET,

disable TRy T Ao —=Y0OuXr Va7 4t—7
M LET,

ATV RFI4IR T ANV ETIE console I~ RAFRT/R->THY, buffered 7~ N & syslog 2~ B

INEZHZ 72> TUNVET,
av Y FER J)— ZEERNE

A

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATEHEAINE LT,
avy FERE )1)—=x TEAR

8.3 ZOavwy RpREAINE LT,

WIZ, avrbue—=7 ary—WITNy T d =V RFET 0 EZRLET,

(Cisco Controller) > config logging debug console enable

BEa<wy R show logging

. configav > K :j~q
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config logging fileinfo .

config logging fileinfo

A hr—=IN A=Y B IRIIY =R T A LDEREGDDLEIICT D, 2T o
HWERR LRI D129 51TiE, config logging fileinfo =~ > K& L E9,

config logging fileinfo {enable | disable}

B DEREA

AR R TFI4ILE

enable Ayb—a ity —A T 7 A IVOEREE
b\ijqo
disable ayire—SR8AvE—yYuaslDY—R 77

ANDIFEREF TR LN E I LET,

L

avy FERE J)— ZEBEAR
A
7.6 Zoawy RiE, VU —=XT6LEIOV V=2 THAShE L,
avy FERE )1y —= TERNE
8.3 Zoaxry RREAShE L,
WIZ, ary i e—IR3Ayt—valZicy—A7 7 A VOEREEZD D L DI2T 54
ZRLET,
(Cisco Controller) > config logging fileinfo enable
BEavy R show logging

config A< K :j~q .



config a7 R :j~q |

. config logging procinfo

config logging procinfo
A hr=IRN A=Y N e AEREZDL LT L, FRIFZOFEREER
L72WE 9123 5IZiE, config logging procinfo =~ > Rz L £7,

config logging procinfo {enable | disable}

XD enable TatAfflE A vt—Y nsicEnET,
disable a2y ha—IR0AvtE—y ascrakRE
WEFRRLIZWE ST LET,
avURFI4 L &L
ATy REE Yy— ZERE
3
7.6 Zoa<wr Rt VY —RT6URTDOY Y —ATEASHE L,
ATy REE =2 ZERE
8.3 Zoavy RPREAINE L,

WIZ, ar b —=I9R8Rybt—y a7 aAEREEZDDL LT LH2RLE
D

(Cisco Controller) > config logging procinfo enable

show logging

. configav > K :j~q
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config logging traceinfo .

config logging traceinfo

Ay =TI BA =Yl WNIZ L —ANRy ZIEREED D LT D, IXZOMER
R L7720 E 9123 BHITIL, config logging traceinfo =~ > R&EH L £,

config logging traceinfo {enable | disable}

B DEREA

enable hL—2 Ay 7 ifE A b= n ZICED
£
disable av hE—FRRA =Y a N R L= ANy

ITEMERRLIENE I LET,

AR R TFI4ILE

L

av Y FER J)— ZEEARR
A
7.6 ZoaxryRE, VY —RT6LRIOY Y —ATEHASHE L,
av Y FERE 1)) —2= EERNE
8.3 Zoavwry FREASHE L,
WIZ, arva—I08Avye—Ua Il hLb—ANy JEREGDRNE DT HH4]
R LET,
(Cisco Controller) > config logging traceinfo disable
BEavy R show logging

config A< K :j~q .



. config logging syslog host

config a7 R :j~q |

config logging syslog host

syslog A vE—VZEEFETHZOIZY E— K AR NEHET HITIL, config logging syslog host
avy REEHLET,

config logging syslog host ip _addr

B DEREA

AR R FI4ILE

ip_addr JE—FKAFDIPT KL A,

L

avy RERE

Jy— EEAE

3

7.6 ZoawrRiE, VY—RT6LHEIOY V—ATHAINLE LT,

8.0 Zoawr Rt IPvd EIPVe DB F DT RLUAERXEZ VR — M LFET,
avy FER Jiy—=x TEAR

8.3 Zoawry RPREAINE L,

FEREDHA KS4 Y

esyslog A v =V ZRETLHDIZY T— F AR FEZRET DHITIE. config logging syslog
host ip_addr =~ > K& {#H Li'a—o

esyslog A vE—VEREETHLIICHESINTY E— b AA MEHIBRT HI21E. config
logging syslog host ip_addr delete =~ > R&HH L E,

e 22 b —TF THEEIN TN D syslog — % FEKRT 5HIZ1L, show logging =~ > R & ff
HALET,

WIZ, syslog A v =V EFETHEDIC2OOVE— K AA N (10.92.125.52 &
2001:9:6:40::623) A EL, 22 hE—7 THREINTWVD syslog br— %2 FKRT 5
&2~ L ET,

(Cisco Controller) > config logging syslog host 10.92.125.52
System logs will be sent to 10.92.125.52 from now on

(Cisco Controller) > config logging syslog host 2001:9:6:40::623
System logs will be sent to 2001:9:6:40::623 from now on

(Cisco Controller) > show logging
Logging to buffer :
- Logging of system messages to buffer :

- Logging filter level...... it iiiiiinnnnnnnnn errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6892
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages logged............... 0

. configav > K :j~q
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config logging syslog host .

- Number of debug messages dropped.............. 0
— Cache of 1ogging ..ttt ittt Disabled
- Cache of logging time(mins) ........c..ciieino.. 10080
- Number of over cache time log dropped ........ 0
Logging to console
- Logging of system messages to console
- Logging filter level......ciiiiiiiiinninnennnn disabled
- Number of system messages logged.............. 0
- Number of system messages dropped............. 8243
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
Logging to syslog
= Syslog facility. et ittt et localoO
- Logging of system messages to console
- Logging filter level...... it iiiiiinninnennnn disabled
- Number of system messages logged.............. 0
- Number of system messages dropped............. 8208
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Logging of system messages to syslog
- Logging filter level......ciiiiiiiiinninnennnn errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6892
- Logging of debug messages to syslog ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Number of remote syslog hosts.............oo... 2
= SYS1lOg OVEer TlS .t iiiiiiiiiiit ittt Disabled
= HOSE 0.ttt i i i i e i e e 10.92.125.52
R = L 7= 2001:9:6:40::623
= HOSE 2. e e e
Logging of REC 5424 . .. . ittt tiiiiennn Disabled
Logging of Debug messages to file
- Logging of Debug messages to file.............. Disabled
- Number of debug messages logged................ 0
- Number of debug messages dropped............... 0
Logging of traceback...... ..o, Enabled

KIZ, syslog A v E—T%RET B0

IREINTND 220V E—F FRA R

(10.92.125.52 & 2001:9:6:40::623) A HIBR L, BXE SALTUZ syslog — 3322 b
= 0bHIREINZZ L ERRTEHHERLET,

(Cisco Controller)

> config logging syslog host 10.92.125.52 delete

System logs will not be sent to 10.92.125.52 anymore

(Cisco Controller)

> config logging syslog host 2001:9:6:40::623 delete

System logs will not be sent to 2001:9:6:40::623 anymore

(Cisco Controller) > show logging

Logging to buffer

- Logging of

system messages to buffer

- Logging filter level................

- Number of
- Number of
- Logging of
- Number of
- Number of

system messages logged....
system messages dropped...
debug messages to buffer .
debug messages logged.....
debug messages dropped....

- Cache of logging .....ciiiiiiinnn..
- Cache of logging time(mins) .........

- Number of over cache time log dropped

.......... errors
.......... 1316
.......... 6895
.......... Disabled

.......... Disabled
.......... 10080

config A< K :j~q .



. config logging syslog host

Logging to console
- Logging of system messages to console

- Logging filter level......ciiiiiiiiinnnnennnn disabled
- Number of system messages logged.............. 0
- Number of system messages dropped............. 8211
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
Logging to syslog
= Syslog facility. e ettt it localO
- Logging of system messages to syslog
- Logging filter level...... i iiiiiiiinninnennnn errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6895
- Logging of debug messages to syslog ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Number of remote syslog hosts.............o.... 0
= SYS1lOg OVEer LlS. ittt ittt Disabled
= HOSE 0.t e e
R = T
= HOSE 2. e e e
Logging of REC 5424 . .. . ittt ittt iiennn Disabled
Logging of Debug messages to file
- Logging of Debug messages to file.............. Disabled
- Number of debug messages logged................ 0
- Number of debug messages dropped............... 0
Logging of traceback...... ..o, Enabled
- Traceback logging level.......ciiiiiiiiinnennnn. errors
Logging of source file informational............. Enabled
Timestamping of messages........oiiiiiiiiinnn..
- Timestamping of system messages................ Enabled
- Timestamp format........c..oiiiiiiiiinninnennnn Date and Time

. configav > K :j~q
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config logging syslog facility .

config logging syslog facility

UE—F RARDFRE syslog A vE—V D7 7V VT 4 2% ET DI, config logging
syslog facility =~ > R&MHEH L E5,

config logging syslog facility facility code

config A< K :j~q .
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. config logging syslog facility

X DA Jacility code

[l configavF:j~gq
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config logging syslog facility .

Ty UT 4 a—F, ROWTNNEERIRL
i—a—o

« authorization : fBGlES AT by 77V
T4 LUL 4,

e auth-private : F3ilEY AT & (FT7 A X—
K o 773074 LoUL 10,

ecron: 77U T 4BV D Cron, 7 7
YT 4 LUL 9,

edaemon : VAT L TF—FL, 77
F 4L 3,

cftp: FTIPT—F>, 773 U7 4 LA
JL 11,

ekern: h—x)by 77U T 4 LL
0,

elocal) : @ —HNWH, 77U T 4 L
JL 16,

elocall : @ —HNVH, 77 UT 4 L
JV 17,

elocal2 : v — O NVH, 77 UT 4 L
b 18,

elocal3: v—HNVH, 77 U7 4 L
V19,

elocald : v —HILH, 773 VUTFT 4 L
L 20,

elocals: v— NV H, 77 U7 4 L
JV 21,

elocal6 : = — WV, 77 U7 4 L
JV 22,

elocal7 : = —HNWH, 77U T 4 L
b 23,

clpr: A TV E VAT A, 772V
T4 LUL 6,

email : A—/)V VAT L, 7T 4
~JL 2,

enews : USENET ==—X, 77 T«
L~L 7,

config Yk :j~q .
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. config logging syslog facility

*sysl2 . VAT LM, 77U T4 L
JV 12,

esysl3: VAT LM, 77U T4 L
V13,

esysld: VAT LM, 77U T 4 L
Lo 14,

esysl5: VAT LM, 77T 4 LR
JL 15,

s syslog : syslog H{&, 77 U7 ¢ L
JL 5,

euser : —¥ Fukvx, 77y U5 4 L
~JL 1,

e uucp : Unix-to-Unix 2B — X7 A, 77
YUT 4 UL g,

AU R TIHIE

L

avy RERE )— ZEEAS

A

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATEHAINE L],
avy FER Jjy—= EERNE

8.3 Zoavwry RPREAINE L,

BEEavT YR

WIZ, G syslog A =V D7 72U T 4 AR ET D012 R LET,

{

(Cisco Controller) > config logging syslog facility authorization

config logging syslog host
config logging syslog level
show logging

[l configawr KR :j~q
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config logging syslog facility client

syslog 7 7 > U T 4 % AP IZERET D IZ1E. config logging syslog facility client { assocfail Dot11
| authfail Dotll | deauthenticate Dotll | disassociate Dotll

| exclude} { enable | disable} =~ F&fHEHL £,

| associate Dotl1

config logging syslog facility Client

| authentication

config logging syslog facility client .

T UT 4 ITFA T N, IRO¥EENH Y

X DR 7547 b
£7,
« assocfail Dotll : 7 A 7 > kDB fAf )
JB syslog
« associate Dotl1 : 7 Z A 7 > b O BEEAf T
syslog
« authentication : 7 A 7 > b DFEFLRLDH
syslog
« authfail Dotll : 7 7 4 7 F OFEFEIRK
syslog
« deauthenticate Dotll : 7 7 A4 7 > b DOXGF
B syslog
« disassociate Dotll : 7 T A 7 > ks OEIEEft
VT HiERR syslog
sexcluded : 7 7 A 7> F DBRS}: syslog
aTURFI+LE L
2%y REE Yy —
A
7.5 ZOavwr NI, VI —RT5LHETOY Y —ATHAINE LT,
avy FERE J1)—=x
8.3 Zoavwy RPEAINE L,

EEav> R

WIZ, 7947 b7 73 V7 4 syslog 77V VT 4 #RETHHERLET,

cisco controller config logging syslog facility client

show logging flags client

config A< K :j~q .
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. config logging syslog facility ap

config logging syslog facility ap
syslog 7 7 U T 4 % AP IZRXET HIZIX.  config logging syslog facility ap { associate |
disassociate! { enable | disable! =~ N&fEfH L £,

config logging syslog facility AP

T UT 4 AP, IROBEEENHV £7°,

BX DA AP
« associate : AP O BJHEAT 1T syslog

« disassociate : AP O B f} 1T fi# R syslog

ATV RFI4LE AL

avy FER Jy— ZEHEAR

z

7.5 Zoawy X, VU —RTIS5LURETOV UV —ATEAINE LT,
av Y RERE Jy1)y—= EENE

8.3 oavwy RPREAINE LT,

WIZ, AP D syslog 7 7 v VT 4 ZRET DR LET,

cisco controller config logging syslog facility ap

show logging flags ap

. configav > K :j~q
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config logging syslog level .

config logging syslog level

UE—h BFAR~Dsyslog A vE—T% 7 4 VAT HEOOEKELZHET DI, config
logging syslog level =~ > R/ L 9,

config logging syslog level severity level

BXDEREA severity_level HRE, ROWTN»zBERLET,
cEBECEKREO

« 7T —h:EREI]

o L EOAJE 2
e - YN )

oM ERE 4
o« WBEN; BHEASES
o [EH  ERE 6
TNy T HKET

aATYRFI4LE AL

avy FER Jyy— ZTHEHARAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],
avy FERE Jiy—= EENAE

8.3 Zoavwy RPNEAINE L,

RIZ, syslog A v E—YOEKELZ 3ITHET L2~ LET,

(Cisco Controller) > config logging syslog level 3

EEa<wy R config logging syslog host
config logging syslog facility
show logging

config A< K :j~q .
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. config loginsession close

config loginsession close
TIT 4 TIRT_CTD Telnet v va w2 U 5120,
}EH Lij—‘o

config loginsession close =~ > N % fii

config loginsession close {session id | all}

EX DA session_id AU AtEviarolID,

all

FT_RTOD Telnet By a AL FET,

ARVEFIALE AL

2% FRE JU— EERE
A

7.6

Zoa~wry RiE, VI —=A76URIOY V—ATHASHhE LT,

avy FERE J1y—= ETEAR
8.3 Zoavwry RREAINE L,

WIWZ, TI7T 47T _XTDTelnet By a L5025~ LET,

(Cisco Controller) > config loginsession close all

BsEa<v KR show loginsession

. configav > K :j~q
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config macfilter .

config macfilter

Cisco VA YL ALAN 2= B —F TMAC 7 4 V& = b U ZAFRCE 72 I3HIBRT 5 120E,
config macfilter {add |delete} =~ > RZHHL 9,

config macfilter {add client MAC wian_id [interface_name] [description] [macfilter IP] |
delete client MAC}

BXDEREA

add a2 b —FTMAC 7 4 VE = Y &8
mLE,

delete oy b —F TMAC 7 4 V4 = kU ZHl
BRLET,

MAC addr Client MAC address.

wlan_id MAC7 4 V¥ =2 N %27 YV vo— M58

HLAN BB F. [ER0DBSE. = MU 21
RTOEHLANIZT Vo —FLET,

interface_name UEE) A F—T A ADLEI, {5 —
T oA AEBELZOVEAIF0Z AL TL
72 &N,

description (FEE) —HESI A/ CHEN-H&RK 32 XLF

D, A2 EF—T A ADRE\NIB,

GE)  macfilterIP Z18ET D56, I
‘/IZ‘Z/E: b(“—gqo

IP Address (EE) ve—H/ILMAC 7 4 VZ F—H_—
ADIPv4 T KL A,

aATYRFIHLE AL
av Y REE y1y—2 RENE
7.6 Zoa<wy Rk, VU—RT6LEIDY U —2A

FRLEDHA KS1 Y

THAShE L,

Cisco VA YL ALAN 22 b —F TZ A 7 b &M LAN (20— B LSBT 512,
config macfilteradd =~ > F&HALET, D7 4 /L X ZRADIUSFEIET 1t A& /XA /3R
L/\i‘j—o

U Y —2R76ERERIZ, &7V 3 > D macfilter IPIXTPv4T KL AT &R —hLTWET,

config A< K :j~q .
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. config macfilter

W, 94 VY LVALANID 1, f > &% —7 = A A% labconnect, BL Rz ha—J7D
MAC 7 4 V4 1P 10.92.125.51 TMAC 7 4 /L% =2 U 00:E0:77:31:A3:55 Z BI04
B R LET,

(Cisco Controller) > config macfilter add 00:E0:77:31:A3:55 1 lab02 “labconnect”
10.92.125.51

BEa<v> K show macfilter
config macfilter ip-address

. config av > K :j~q
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config macfilter description

config macfilter description .

MAC 7 4 VX 2t ZBIN3 5 121%. config macfilter description =~ > N&fEfH L £7,

config macfilter description MAC addrdescription

X DERHA MAC addr 7947 K MACT FL A&
description (R —EI A/ CHENZH (K 32
XF) .
aAvVRFI4LE AL
avy FRERE J1)—= EENE
7.6 Zoa<wr Rk, VU—RT76LHIOY U —2A

TEAINE L,

BEav> R

WIZ, MAC 7 4 V% 01 LW IHEBHEZ MAC 7 KL Z 1L ISERE T 5 4

ZRLET,

(Cisco Controller)

show macfilter

> config macfilter description 11:11:11:11:11:11 “MAC Filter 01"

config A< K :j~q .
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. config macfilter interface

config macfilter interface

MAC 7 ANEDI FTAT v b A B —T7 A XA%AEKT HITIL, config macfilter interface =
~ v REEALET,

config macfilter interface MAC addr interface

WX OHH MAC addr 25472 hMAC 7 KL %
interface LB —T =g Ak, (B0 X, L7 LICHE
s g

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L,

I, 7747 F11:11:11:11:11:11 TMAC 7 4 VX A X —7 =4 A Lab01 &%
ETHH%RLET,

(Cisco Controller) > config macfilter interface 11:11:11:11:11:11 LabOl

BEa<v> K show macfilter

. configav > K :j~q
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config macfilter ip-address .

config macfilter ip-address

Ny T JIFAT Y MDOIPT R A% AT HITIL, config macfilter ip-address =~ > N4
FHLET,

config macfilterip-address MAC addr IP Address

WX D5 MAC_addr IS4 T Y ROMAC T FL %,
[P Address Ry LT ITLT Y ROIPT RLAZBEML
ij‘o

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A
THEAINE L,
8.0 oy RFIPvA T A AR—F LT E
—a—o

Iz, R T I2IF3AT 2 MDOIPT RLAZBINT A6 % R~ LET,

(Cisco Controller) > config macfilter ip-address aa-bb-cc-dd-ee-ff 10.92.125.51

BEa<vy K show macfilter

config A< K :j~q .
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. config macfilter mac-delimiter

config macfilter mac-delimiter

RADIUS " — NIZIEEENBAMACT RLADOMACT Y I X (oo, N7, L, H
—NA T V) BERETDHIZIE, config macfilter mac-delimiter =~ > K&l L £7,

config macfilter mac-delimiter {none | colon | hyphen | single-hyphen}

J

X DA none TV IXEBHZLET (oooxxxxxx 72 E)

colon TUVIFEan AIHRELET
(XXXXXXXXXXXX 72 &)

hyphen TUIZ AT NTRELET
(XX-XX-XX-XX-XX-XX 72 &) &

single-hyphen TUVIZEH AT UHELET

(XXXXXX-XXXXXX 72 &)

ARV RFIFNL TIANIDOTUIZE, AT T,

2wy REE y1y—2 RENE
7.6 Zoa<wy RiE, VI —RT76LREIDOY Y —=A

THAShE L,

Wz, aabbice:dd:ee:ff LT MAC 7 KL A % RADIUS % — NZEET B L H oA~
V=T 4T VAT LERETHHERLET,

(Cisco Controller) > config macfilter mac-delimiter colon

WIZ . aa-bb-cc-dd-ee-ffF FER. T MAC 7 R L 2% RADIUS 4 — R ET A L 94
V=T 4T VAT AERETHHERLET,

(Cisco Controller) > config macfilter mac-delimiter hyphen

KIZ., aabbeeddeeff 2. CMAC 7 K LA % RADIUS — NZEET A L 9 icA L —
TAVT VAT AERETHHERLET,

(Cisco Controller) > config macfilter mac-delimiter none

BEEa<T YR show macfilter

. configav > K :j~q
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config macfilter radius-compat

config macfilter radius-compat .

Cisco 74 ¥ LA LAN @2 b —F L3R L7 RADIUS Hh— 3 & O E#HME 23R ET 51213,
config macfilter radius-compat =~ > K& L 7,

config macfilter radius-compat {cisco | free | other}

X DERA cisco CiscoACS Af#fitEE— K (2T — Ri3H—
DOMACT RLR) #FELET,
free Free RADIUS — NE#EE— 8 (RRADT—
RIZFEAB) #ELFE T,
other OV —REWE (RAT— RIIAE) /T
L i j‘o
AR R FIAL R other
av Y FER ) y—Xx EERNA
7.6 Zoa<wy Rk, VY —RT6LETOY U —=A
THEAINE L,
8.0

BEEaTY R

ZOavwy RiZIPVA7E T2 AR — KL TWE
j_o

KIZ, Cisco ACS At — F%& (o) (IRETHHZ2RLET,

(Cisco Controller)

show macfilter

> config macfilter radius-compat other

config A< K :j~q .
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. config macfilter wlan-id

config macfilter wlan-id

MAC 7 4 V5 DR LAN ID 283 5121, config macfilter wlan-id =~ > R&ffH L F
R

config macfilter wlan-id MAC addr WLAN id

WX DA MAC addr J 547> F MAC 7 RL %
WLAN id 7Y m— M AR LAN BB, i 0 1
ATxEHA,

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L,

WIZ, MAC 7 4 V& 111111111111 D7 T4 7 > b OHERE LANID 2 228589 5 4
ZRLET,

(Cisco Controller) > config macfilter wlan-id 11:11:11:11:11:11 2

BEa<v> K show macfilter
show wlan

. configav > K :j~q
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config mdns ap .

config mdns ap

TIEARL LY FTNALFFY AR RAALY F—h VA7 L5 (mDNS) AX—VE L 7 HHE
3 5IZi1L, configmdnsap 2~ REfEALET,

config mdns ap {enable {ap name | all} [vlanvian id] | disable {ap name | all} | vlan
{add | delete} vian ap name}

B DEREA

AR R TFIHILE

enable T ARAL FTmDNS AX—E T EHEHCLET,

ap_name MDNS A X —VE VU T ERETIMNENRNHDLT VA KA bO
AN

all TRTCDT IV EARAL FTmDNS AX—VE U 7 a%E LE
j—o

vlan (EE) 77 EARAL L FAmMDNS 847 v h & A X—7 L Cliz
%95 VLAN % E L £,

vian_id VLAN #%5&E =,

disable TIERARALY N TmDNS AX— 2V EMmHc LET,

add T ARA L A mMDNS Xy B AX—71L T Cisco VA
YL ZALAN =2 hr—F (WLC) THE2%3 % VLAN 2358 L
F9, mDNS 77 &R 5R"A > MIid K 10 O VLAN Z5%E T
=F7,

delete TR RNA L FHAMDNS X7 v kA AX—7 LT Cisco WLC
\ZHERET D VLAN ZHIER L £,

mDNS X7 7B A RA v ME, T 74/ M TT7 78 A VLAN £7213% 17 4 7 VLAN % &
X—7LE7,

avy FERE

EREDAARZA

Jy— EEAE
A

7.5 TOavry RREAINE LT,

TIEARAL P TmMDNS AX—E U T E{NTHE, 77 EARA L M Cisco WLC IZ
FRENRWVLAN FOFRY —ERAZAX—FTE 5L 912720 £9, mDNS AX—E
ZTIa—h1 T— RBIOE=Z T—RKDOT 7B A KRS b TOHYR—=FENTWET,
TIBARALA L NITI7®AE—FRELIZ I T T = RNIZRSoTWVEBRERHY ET, 7
TJRARALA VN NT T F—ROGEIL, T78ARAL Y P mDNS N7y hEAX—T
L CTHE15 7 5 Cisco WLC CVLAN Zi%ET HMENH Y £9, 778 A RA 2 FH mDNS 7

config A< K :j~q .
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. config mdns ap

T Y HAX—F L TEETHITIE. Cisco WLC D% A T 4 7 VLAN L3R ET HMLENH Y
94, ¥/, T RBRABRA L ME, RAT 4 7 VLAN Ty MZHZ 7P LET,

Z'a—/3)LmDNS ZX—E > 713, mDNS 7 7B A RA v b AX—E U FITEESNET,

W2, TV ARLALY FTmMDNS AX— U 72 HNI L., TR FAL L R
mDNS /X7y h 2 AX—T T MR H D VLAN 2R ETHH %2R~ LET,

(Cisco Controller) > config mdns ap enable vlan 1

. configav > K :j~q
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config mdns profile .

config mdns profile

~/LF X% A KDNS (mDNS) 7B 77 A NVEREL T, 7077 AV — R & REEM I
5IZi%. config mdns profile =~ > R&ZFEH L 7,

config mdns profile {create | delete | service {add | delete} service name profile name

BXDEREA

aAavY R TFI4ILE

create mDNS 711 7 7 A LV EER L E9,

delete mDNS a7 7 A VEHIBRLET, 777 ANBA X —T oA A T )L—
T AVE—T A A, F7-1F WLAN ICBBEM T SN TWAEEIT, =5 —
NERREINET,

service mDNS —E 25 ELE T,

add mDNS 7’12 7 7 A JL{Z mDNS —E 2 & B L £9,

delete mDNS 712 7 7 A L5 mDNS $— E 2 2B L £,

service -name mDNS Y — R DL i,

profile_name mDNS 7’1 7 7 A VD4 HI, K16 HOT 07 7 A VEIERTE ET,

T4 ERTIE, 2 hE—JIZmDNS 72 77 AL, 74/ hmdns 72 7 7 A /LB H Y
9, ZOT 74N T T A VTHIBRTE EE AL

avwy FERE

FEREDHA K4V

J)— EERE
A

7.4 Doy RREAINE LT,

HLNWT e T ANEBER LB, A B —T oA A ITN—TF A B —T A A, FT-1Z
WLANIZ 7 B 7 7 AN~y B T HVERHVET, 7747 MI7T a7 7 A L2 BHh
oz —ERDHDOY—E R T KNRZA XX " EZELET, avrbo—J13(
B—T oA AT N—FICEEMNT N7 7 7 A N B m DEENE 2 5 2 £, RISA >
H—T AT 774/, WLAN 70 7 7 A L& ET, %57 7472 bid, ERIEN
- TT 77 A NI~y T ESNET,

FT7X/NRTIE, arhe—JIZmDNS Va7 7 AV, T 74/ bmdns TR T 7 A ARH Y
¥4, ZOFT7H NN a7 A THIRTE T8 A

2. mDNS profilel (Z Apple TV ¢ mDNS ¥—t 2 Z B4 5412~k L £,

(Cisco Controller) > config mdns profile create profilel Apple TV

config mdns query interval

config A< K :j~q .



. config mdns profile

config mdns service

config mdns snooping

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

show mdns profile

show mnds service

clear mdns service-database
debug mdns all

debug mdns error

debug mdns detail

debug mdns message

. config av > K :j~q

config a7 R :j~q |
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config mdns query interval .

config mdns query interval

~/LF ¥ A K DNS (mDNS) —bt 207 =V kg% i%Ed 521, config mdns query
interval =~ R&ZEHLET,

config mdns query interval interval value

BXDEREA

AR TIAIE

interval value F7Ew[REZ2/yHALD mDNS 7 = U i, 7= VUL IX, 2> he—I R~
AL — P —E R T —=HR=ZATEHINTNDLTRTOY—E RTEHMIC
7 V) wRET HMEECY, #PHIX 10 ~ 120 T,

mDNS y—EZ2DF 7 /L b7 =V BRIE 155 TY,

av Y RERE

FEREDASA RS>

JU— EERR
S

7.4 Zoa~wry RPREAINE LT,

ayvhr—J%, vAZ— P —E R T —H_X—ZATmDNS —ERANRFIHTX 25/ICD
Iy TOV—EADT RNRAA XA FEAX—E U 7BIOEE LEd, mDNSIZsEET K
VAELT=ATFFx A NPT KL A224.0.0251 2L, UDP%Ecadh— k& LT 5353 %
ERLET,

RIZ, mDNS — 2D 7 =V [llF% 20 MR ET DHl 2~ LET,

(Cisco Controller) > config mdns query interval 20

config mdns profile

config mdns service

config mdns snooping

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

show mdns profile

show mnds service

clear mdns service-database
debug mdns all

debug mdns error

debug mdns detail

debug mdns message

config A< K :j~q .



. config mdns service

config a7 R :j~q |

config mdns service

VAL =P =R T =HN=R T/ TFF ¥ X DNS (mDNS) $—EREBEET DHITIE,
config mdns service =~ > R&fiH L ET,

Roa<vr Nix, V=275 KDY Y —ATHATE £,

config mdns service {create service name service_string origin { Wireless | Wired | All} Iss
{enable | disable} [query {enable | disable}] | Iss {enable | disable} {service name
| all} | priority-mac {add | delete} priority-mac service_name [ap-group ap-group-name]
| origin {Wireless | Wired | All} {service name | all}}

B DR

create T AR — P — R F—F _— 2|2 LV mDNS H— B X & E 0
L\ijﬂo
service_name mDNS Y —E 2 D4, 7-& 21X, Air Tunes. iTunes Music

Sharing, FTP. Apple File Sharing Protocol (AFP) 7¢ & T,

service_string mDNS H— B XCBEfT T v — B O, & 2R,
_airplay. tcp.local. I, AppleTV (ZBEfHT B 7ZV— B A LT
FICT,

delete TAE—HP— R F— A _X— 2N 5 mDNS Y —E R AR L E

T P—ERAZHIBRTZH0C, I br—FE 7B 7 7 A R

F—EREFEHLTNDINE I DEMRELET,

CGE)  P—ERZHRTLENC, TRTOTRT 7 A0 Dh
PRI D MERH Y ET,

query mDNS —bE 2D/ ) — A5 —H ZAEZHTELET,

enable a2y ba—F2X%5 mDNS b —ERAOEM I/ =) —% A x—7
U LET,

disable 2 he—F2XAmDNS V—ERDOEM I/ =V —%F ¢ —
Tz LET,

origin mDNS ' —EADFETLERELET, —EADRELEH
MELIZTIA P LAICHIBBTE £7,

Wireless mDNS " —EZADFRETLEZ VA VYL AL LTERELET,

Wired mDNS ' —ERADORETLEAHRE L THRELET,

All mDNS —E ZADRIETLEZ T A YL AEITHERE L THEL
F9,

. configav > K :j~q
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config mdns service .

Iss

1 OO —EREZIFTTRTOmDNS r—E 20— 3
BA—E A (LSS) Zi%E L £ J, LSSITBERFADI —E R
Tang X—Zi3#EHINnNEY AL, 72V TA TV R —
P& —HT2EE1T, BEEFELOV—ER T af X =35I
EENFET, ARORICERE SN —ERIZOWVTILLSS &
RETXEHA,

all

FT_TOmMDNS —E XD LSS #H/ELF T,

priority-mac

P—E R TN, X —F R, AOMACT RLAZBELET,
IOF AL AZ, B ER TR, S = F e Z R AR
WTHhHoTHEEEINET,

add

BREINAYF—ER ol L—F L ZADMACT KL A%
BMLET,

1 SOHF—ERZHDONTHRA S0 DMAC 7 L AERECTE £
R

delete

B A ML —E R FafF—F L ZADMACT KL
Z&HIBRLET,

priority-mac

BRETAVLERH LY —E AR Fa [ X — F 1L 2D MAC T
KL Z, MACT RL R —ERTLIC—ETHALERHY
\iﬁqo

ap-group

AP —E R T, B —=DT IV RARA ks T IN—TEiRE
LET, INH0Y—ER TFa g X — IO —e R 7 e
AX—XVHBREINET, 7747 FOmMDNS 7= U R
DAP 7 NV—TINBRIEESND &, BIEMACT RLAEZFOH
M N ET I RARA L N I NA—TDYU A FPERISED
RONRENET,

ap-group-name

Y= R TR T —=RNETIHT IV ERARAL N T N—T D4
Ao

AU R TIHIE

T 7 4V F T, LSSITENZ 2> CWETH, MHSINDZ TR TOY—ERIZBE L THERIZ

0 FE9,

avy FERE

JU— EERE
A

7.4 Zoavy RPRHEAINE L,

7.5 ZDawy RWEBIE L7, origin, Wireless, Wired, All, Iss, priority-mac,
add. delete, ap-group — 7 — K & priority-mac ap-group-name 58805 BM S FE

L7z,

config A< K :j~q .



. config mdns service

config a7 R :j~q |

BEEEDHA ESq4y VU—ATSHUBOY Y —ATE, £330 ha—F EFLOF—E R T mAA F— DRI

WD LR TY,
*Cisco 5500 ' —X 2 fa—F & Cisco2500 'V —X 2 b ra—7 : 6400
eCisco VA VLAY —ERET2—/L2: 6400

*Cisco 8500 ') —X a2 hra—F & Cisco7500 >V — X 22> b —7 : 16000

P —BERADLSS BHMZ > TNDIHEE, BEITNTA PLRIEESNTWLT—EAEFH
BICEFETEEHE A,

wIZ, HTTPmMDNS 4 —E A& < A X — H—E R T —H X—X|TBIML T, ¥ELE
TAXLRZEEL, FOY—ERAD LSS ZHMNTHH0%2 7 LET,

(Cisco Controller) > config mdns service create http _http._tcp.local. origin wireless
1lss enable

wIZ, HTTP —E R 7 u/Xf X — T34 ZADES MAC 7 KL R & BT 246 % 7=~
LE7,

(Cisco Controller) >config mdns service priority-mac add 44:03:a7:a3:04:45 http

. configav > K :j~q
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config mdns snooping .

config mdns snooping

Cisco WLC T/ B —/3L = /L F F ¢ X h DNS (mDNS) AX—V 7 ZH R E TN T
5IZi%. config mdns snooping =~ > R&EFH L E7,

config mdns snooping {enable | disable}

EX DA enable (CiscoWLC T2/ 2 —/ L mDNS A X — V' L 72 G LET,

disable Cisco WLC T2 2 —/ 3L mDNS 2 X — vt 7 2 MEh L,

ATV KR FI4 L T 74NV RTIE, Cisco WLC TmDNS AX—E U 7 RERIT/ > TWET,

avy FER Jyy— ZEHAR
A
7.4 ZDavwy RBREAINELE,

ERLDHA KS4> mMDNS y—EXMHTIE, B—HL Ry hT—2 EOH—ER%TF U AL, Ml 57-
DOFEEZRELFET, mDNS I, IP~v/LFF+¥ A N TDNS 7= 2%EfTLE9, mDNS L
Yo ar7 4 Xalb—alryIPry hI—F 07 R—FLET,
WIZ, IGMP AX—¥ o 7 G5l 6%~ LET,

(Cisco Controller) > config mdns snooping enable

BEaw Y K config mdns query interval

config mdns service

config mdns profile

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

show mdns profile

show mnds service

clear mdns service-database
debug mdns all

debug mdns error

debug mdns detail

debug mdns message

config A< K :j~q .



. config mdns policy enable

config mdns policy enable
mDNS R U ¥ — &R ET 51T,

config mdnspolicyenable | disable

config a7 R :j~q |

config mdns policy enable | disable =~ > K& L £,

EX DA policy mDNS RV > —D4 .

enable

a2y b E—F 2L AmMDNSH—EZADORY U — %G LET,

disable = N —F 2L A5 mDNSY—EZADORY > —%FEHIT L E T,

ATV RFI4LE RL
av Y FER J)— ZEERNE
A
8.0 Zoavwy RBREAINE LK,

FEREDHA K54V

1

KIZ, mDNS R Y ¥ —Z2RET A2 R LET,

=~

(Cisco Controller) >config mdns
policy enable

. configav > K :j~q

ZDavwrRE80 VY —ALKTHEHTE £,
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config mdns policy service-group

config mdns policy service-group .

mDNS 7RV v — H—E R V)L —T % AE £ 72 I3HIBRT 521X, config mdns policy service-group

avr REfERALET,

config mdns policy service-group {create

delete} service-group-name

X DA create mDNS ¥ — bt 2 7 )L—TF Z B L £ 9,
delete mDNS H— ¥ R ZF —TF 5 HIR LT,

service-group-name  H— 1A 7 )L—TF D4R,

aATYRFI4LE AL

avy FERE Jy— ZEHEAR
Z
8.0 Zoavwy RBREAINE LK,
151

KIZ. mDNS — v 2 VL —7%HIBRT A6 27~ LET,

(Cisco Controller) >config mdns policy service-group create <service-group-name>

config A< K :j~q .



. config mdns policy service-group parameters

config a7 R :j~q |

config mdns policy service-group parameters

P—ER T N—TDNRT A —FEFHET HITIL, config mdns policy service-group 2~ > N %

EAL X,

config mdnspolicyservice-group device-mac add service-group-name mac-addr device name
location-type /AP LOCATION | AP_NAME |AP_GROUP] device-location [location string |any | same]

BX DA

device-mac

P—tE X Fua N F—F YL ZDODMACT FLAZEEL
F9,

add

=R TN F =T N, ADY—E R T N—TZ 5B
mLE9,

service-group-name

mDNS H—E 2z 7L — 7 DL Hi,

device-name

P—ER T e T —=0NE L TNDT A ZADLHI,

location type

Pf—VE R XA X —F X, 2Apualr— a2, T5H
},_:.E_’L/i‘é—o

[AP_LOCATION | AP_NAME |
AP_GROUP]

TR ARA L NOLHIL LE, TV—T,

device-location

P—E R T NA =L TWDT A ZADNLE %R E
L\i‘é—‘o

[location string |any | same] T NA ADALE R T ILTH,
avvRFI+0E AL
avy RERE J)— ZEEARAR

R

8.0 Zoavwy RPEAINE LT,

451

WIZ, F—ER L X —FAf 20— ay ZA T ERET A RLE

D

(Cisco Controller) >config mdns policy service-group location type [AP_LOCATION | AP_NAME

| AP_GROUP]

. configav > K :j~q
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config mdns policy service-group user-name .

config mdns policy service-group user-name

mDNS #—E R JL—7Da—H v — L &FRET SIZIE. config mdns policy service-group
user-name add | delete <service-group-name> <user-role-name> =~ > N&fff L £,

config mdnspolicyservice-groupuser-nameadd | deleteservice-group-name user-name

EX DA user-name mDNS #—E R VL —TF Do —HFDOL4FTERELET,

service-group-name mDNS Y — B & J)L—TF DL Hil,

user-name mDNS —t 2 F)L—7FDOa—H u— )L DOL4HT,

aATYRFI4LE AL

avy FERE Jy— ZEHEAR
Z
8.0 Zoavwy RBREAINE LK,
151

&IZ, mDNS — b2 )L —7Da—HF 42BNt 5042 LET,

(Cisco Controller) >config mdns policy service-group user-name add <service-group-name>
<user-role-name>

config A< K :j~q .



config a7 R :j~q |
. config mdns policy service-group user-role

config mdns policy service-group user-role

mDNS —tE X 7 —7Da—W n—/L&ZFET HIZIEL, config mdns policy service-group
user-role add | delete <service-group-name> <user-role-name> 2~ > NZfifi i L £7°,

config mdnspolicyservice-groupuser-roleadd | deleteservice-group-name user-role-name

EX DA user-role mDNS#—bE 2 VL —7FDa—HF a—Li2BELET,

service-group-name mDNS Y — B & J)L—TF DL Hil,

user-role-name mDNS #— bR 7 )L —7 Oa—% a— LD Hi,

aATYRFI4LE AL

avy FERE Jy— ZEHEAR
Z
8.0 Zoavwy RBREAINE LK,
151

RIZ, mDNS #r—E' A 7 /L—7 Oa—4 v — Ll m a4 BN 262" L £,

(Cisco Controller) >config mdns policy service-group user-role add <service-group-name>
<user-role-name>

. configav > K :j~q
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config media-stream multicast-direct .

config media-stream multicast-direct

AT AT AN —AILFFXXY A NFA VT NEET HIZIL, config media-stream multicast
direct =~ > REFEHLET,

config media-stream multicast-direct {enable | disable}

3 O L) enable AT AT AR —LZHMNLET,
disable AT 4T AR —ALEEHZLET,
TR FI+LE Bl
vy FERE J1y—= EEAR
8.3 Toawry RPREAINE L,

FEREDHA RKS4 Y

BEEavT YR

AF AT AR =L <NVFF¥ AL XA VLT FEFEHTDICE, ARfR—ADa—1L T K
T yva U (CAC) DEITENTWVDOIXLERSH Y 4,

WIZ, AT 4T ARV =L <ATFFX AN A VLT VREZAEDNCTHHE2RLE
7,

> config media-stream multicast-direct enable

W, ATAT ARV =L vAFHFY AN XA VL7 MREZENT 2627 L%
ﬁ-o

> config media-stream multicast-direct disable

config 802.11 media-stream video-redirect
show 802.11a media-stream name
show media-stream group summary

show media-stream group detail

config A< K :j~q .



. config media-stream message

config a7 R :j~q |

config media-stream message

AvE—VREDIEIER/NNT A —FERET HIZIX, config media-stream message =1~ >~

REfHLET,

config media-stream message {state [enable | disable] | urlur/ | email email | phone
phone_number | note note}

B DEREA

state AF AT AR —L A vE—0REBE2IEE
L\ijﬁo

enable EE) Byvar7Fo A AyE—T0
KA AN LET,

disable EE) ByvaryTFU A AyE—U0
WHEZ SHZ LET,

ul‘l URL %g&bﬁgbi‘j—o

url v gy 7 A URL,

email HWA—IVIDZRELET,

email bty ary TFY U ADETA—NEREL
i‘g—o

phone EEEERTELET,

phone_number

tyvay 7TFY Y ADEEE S,

note AEEFRELET,

note Tolar TFUUADAE,
ARV RFIALE TAE—TN
avy FERE )1)—=x TEAR

8.3 Zoavry RREAINE L,

FEREDHA RKS4 Y

AT 4T ARV =L <A TFFXANFA VLT FfERAT 0T, AffN—ADa—/L T K
Ty va sl (CAC) BNETEINTWDALERSH Y 97,

WRIZ, By ary THFUUVAAY N Ay E—VOREEZENCTHHE2RLET,

> config media-stream message state enable

Wiz, By ary THFOVADEFA—INT RLAZHRTT D02 RLET,

. configav > K :j~q
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config media-stream message .

> config media-stream message mail abc@co.com

BEa<v >R config media-stream

show 802.11a media-stream name
show media-stream group summary

show media-stream group detail

config A< K :j~q .



. config media-stream add

config media-stream add

config a7 R :j~q |

SEIERTT— UL AT 4T AN —ABEEEZIT 921X, config media-stream add =~ >

REfHLET,

config media-stream add multicast-direct media_stream _name start-IP end-IP [template {very coarse
| coarse | ordinary | low-resolution | med-resolution | high-resolution} | detail
{ bandwidth packet-size {periodic| initial}} qos priority {drop | fallback}

X DEREA multicast-direct

NN TFFXFXYAREA VLT PREDAT 4T A
F)—LERELET,

media_stream_name

AT 4T AN U — LD,

start-IP

IP v /LT X ¥ A NOSEILHET LA,

end-IP

I[P~V TF XX A NOIFEEKTT LA,

template

UEE) To T L— DDA T AT AR —
LERELET,

very coarse

FEEITHWNT L — FEEHALET,

coarse

T FL— 2L ET,

ordinary

WEOT S L— A LET,

low-resolution

KD T S — M2 EALET,

med-resolution

WHORBEDOT 7 L— M aEHA L ET,

high-resolution

G DT 7 — MM LET,

detail

FEDNTA—=ZTAT 4T AU —LEH
ELET,

bandwidth

THRENDHKRA MU — LR,

packet-size

Wy b YA A

periodic

EB 727 Ry v a ViHiiziEE LE T,

initial

EHIOT R v va Uiz EE L ET,

qos

AIRQoS 7 7 A (ETADH)

priority

AT 4T AN — AOESIEN,

drop

A MY —ARNEHH LM CRr y 7 Eh
HEHTHRELET,

. configav > K :j~q
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config media-stream add .

fallback FEMIEAR AR T A | U — BASA b7 o —
R 75 AIHERS SILBIE D R IRE LET,

aATVRFIHLE AL

avy FERE 1)1y —= LEEHNE
7.6 Zoa<y Rk, VU—RT6LEIDY U —2A

THAShE L,

avy FRERE J1)y—2 EENE
8.3 oavwy RPREAINE LT,

AF 4T AR —b <V FFY AN FA VLT FEERAT L, AffR—ZADa—/L T K

FREDHA FSA4 >
T v va Uil (CAC) BFETEINTWAMLERH Y 7,

WIZ, FILWAT 47 A —LERETHHZ R LET,

> config media-stream add multicast-direct abc 227.8.8.8 227.9.9.9 detail 2 150 periodic

video 1 drop

BEavy R show 802.11a media-stream name
show media-stream group summary

show media-stream group detail

config A< K :j~q .



. config media-stream admit

config a7 R :j~q |

config media-stream admit

AT AT AN =L ITN—=TDKTT7 4y 7 %FFA[T5HIZIL, config media-stream admit =~
YRR LET,

config media-stream admit media_stream _name

X DA media_stream_name AT 4T ARN)—LDTN—T4,
avURFI4LE &L
2wy REE y1y—2 KENE
7.6 Zoavy RiE, VY —RT6LEIOY J—2A
THEAINE LT,
av Yy FERE )1)—= EEAR
8.3 Zoavwry RpREASE LK,

FEREDHA K54V

BEEavTY K

ATF 4T ARN) =LA T N—TDrNT T 47 &2FJLLIETHE, IGMP AX—V 7 &I
L CHEANITAZ e ROETa T IREREINET, F/2, L FF¥ A T
T4 T DRENT XTI ITAT v M LUTHRETZEAENHY F7,

WIZ, ATAT ANV =N ITN—=TDKINFT 47 T 00 E2RLET,

(Cisco Controller) > config media-stream admit MymediaStream

show 802.11a media-stream name
show media-stream group summary

show media-stream group detail

. configav > K :j~q
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config media-stream deny .

config media-stream deny

ATAT ARNI—LKTN—TDK T 7 47 %T7 0y 273 5HIZIL, config media-stream deny
av s REEHLET,

X DA

media_stream_name AFAT AN —=bDTN—T4%,

config media-stream deny media_stream_name

ATV RFI+LE RL
2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A
TEAINE LT,
avy FERE Jiy—=x EZEAR
8.3 Zoavwy RPREAINE LT,

FEREDHA K54V

BEEavTY K

AFUT AN =LA T N—=TDNTFT T 4w &7y 7 L L)ET5HE, IGMPAX—E L
PENMILTCHEANIT A LEZRODL T T IRERINET, T2, wLFHF¥ R b
N7 4 ZDORENTXTCOITAT L ML TRAETIEAENHY 1,

WIZ, AT 4T AN —LITN—TDrNTFT T 4Ty 73502 RrLET,

(Cisco Controller) > config media-stream deny MymediaStream

show 802.11a media-stream name
show media-stream group summary

show media-stream group detail

config A< K :j~q .



config a7 R :j~q |

. config media-stream delete

config media-stream delete

SEIERTT— L AT 4T AR —AREEIT I ITIL, config media-stream delete =~ >~
NEFERHLET,

config media-stream delete media_stream name

BX DA media_stream_name R 4T A Y — ADLH

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

avy FERE Jiy—=x EENE
8.3 ZOavwy RpREAINE L,

ERALDHA RSy AT 4T ARV =L =ATFFx AL FA VL7 bl 2103, AMR—2ADa—L T R
Ty va Ul (CAC) NITSN TV LIRENRD Y £,

WIZ, abc EWIHIZBIDAT 4T A MY —L%ZHIRT D0 2R LET,

(Cisco Controller) > config media-stream delete abc

BgEavy K show 802.11a media-stream name
show media-stream group summary

show media-stream group detail

. configav > K :j~q
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config memory monitor errors .

config memory monitor errors

AEY 2T —BLOAEY V=T DE=FY T EANETITENT HITIX, configmemory
monitor errors =~ > R&2{HH L E3,

config memory monitor errors {enable | disable}

FE  config memory monitor =~ > R{X T AT AMIEEA KX T AIREMEN & 5 DT, Cisco TAC D
BREZ TSGR ETT 2 0ERH Y 7,

TR enable AEVRTEOE=H Y T F—T L
i‘aAo
disable AFYHBREDE=FY LT 5F 4 B—TIZ
b\ngO

ATV ERFI4NARL ATV ZT—BIR)—IOE=XY L TE, T 70 hTIEESIC o TWET,

avy FER Jy— ZEHEAR

z

7.6 Zoawr R, VUV —R76LHIOY V—ATHEAINE L,
av Y FRERE Jj1)y—= EENE

8.3 oavwy RPREAINE LT,

FEREDHA KSq4 > BECOWTH@EA DY . BEPBRIESIL. F T 70y a—T 4 U 7 IFEROIENMTHOI TN

L6 % ERE . config memory monitor =~ > RODT 7 4/ h OEHEIEEIIITH) L HITLT
<&,

KIZ, 20 a—FDAFY) 25—BIRY =27 DF=F Y I E2HT 50 %R
L/i—a—o

(Cisco Controller) > config memory monitor errors enable

config memory monitor leaks
debug memory

show memory monitor

configav> K :j~q [



config a7 R :j~q |
. config memory monitor leaks

config memory monitor leaks

2O0DAFEY LEVWVEOH THEN) — 7/ 02 FE 7758912y hre—22RET DI
config memory monitor leaks =~ > NZfEH L £,

config memory monitor leaks low thresh high_thresh

FE conﬁgmemorymomtor av RIZT AT AMCEREZ RIZT AN & 5 DT, Cisco TAC D
REZTTBEITIRY FITTH24ERH Y £7,

BX DA low_thresh ZERAEYNT Ty aT D FIME ZofH
1% 10,000 KB A IZREE TE £H A,
high_thresh 2> b v — 773 auto-leak-analysis &— N{Z72 %
TR, MEHEOTA KT A2 OXES
LT 7EEN,

ATV R FI4N  low_thresh DT 7 )V MEIZ 10000 KB T Y | high_thresh D7 7 7 /L MiEIE 30000 KB T3,

avy FER J1)— ZEERNE

Z

7.6 ZoawrRiE, VU—R76LHIOY U —ATHEAINE L,
av Y FRER Jy1y—= EERNE

8.3 Zoavwy RREAINE LT,

EREDAARZA Y

\}

GB  BECOWTHEA DY . MEPRIHS L. P T Ty a—T 0 U 7 IEROIEIMTOA T

L6 % FRE . config memory monitor =~ > RODT 7 4/ h OEHEIEEIIITH L HITLT
<TEEW,

AV V=0 DBXTNRHL5E1F, Z0a<wr FeEHLET,

ZxAEY Nlow thresh LEVWMEE TREIDE, VAT AN T2l Ty IvvaZrA)b
DERSNET, ZONRTFTA—=ZDOT 7 +/L MEIX10,000KB T, ZOfE L D AKVMEIZEEE
TEEHA,

high_thresh L X VMEIL, BIEDZE %f{—)@ﬁ%éui WICRELTLEIN, Z0LHI2T5
L. VAT A i@éﬁ)“‘7”ﬁf{‘“‘ NIZ7e D 7, HEAEVOREIIN, fAEINT

. configav > K :j~q
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BEav> R

config memory monitor leaks .

high_thresh L 2\WMEZ TREIZ &, AEFVEIDYTO T v %7 KO T v 203056 L E
9, ZOFEE, debug memory events enable =~ > RIZ X > TT_XRTOE Y ETLEXAEY
NEREZH., show memory monitor detail 2~ > RIZL > TAEY U—7 DEEWVORKRHE G
SNET,

RIZ, auto-leak-analysis E— FOD L U MEZ, FERL ZVVE 12000 KB & ERL =V VE
35000 KB IR ET DB 2R LET,

(Cisco Controller) > config memory monitor leaks 12000 35000

config memory monitor leaks
debug memory

show memory monitor

config A< K :j~q .



config a7 R :j~q |
. config mesh alarm

config mesh alarm

BHA Y2 T I RARLA L FDOT T —L%E%IT 9121, config mesh alarm =~ > K%
HALET,

config mesh alarm {max-hop | max-children | low-snr | high-snr | association |
parent-change count} value

¥ESTDERA max-hop Ay a Ry NIT—T LD NTFT 4 v 7 TT
F—LE N =T BETORREY S Y
VRERELET, ARMEIXLI~16 TT,

max-children Ava)l— T 7ERARALL N (RAP) I
FOYBTHZLEDTEDA YV a T VTEAR
A2 F (MAP) ORKEEZHRELET, 2O
BHhEBzbE, T7—2B M) H—SNET,
HNEIZ 1~ 16 T,

low-snr Ea-%M5 . (SNR) O FIMEZHELET,
ZOEETREILE, TI—2B N H—3h
9, AR7EIX 1 ~30 T,

high-snr SNR @ E[REZFHRELET, ZOHEEERD
LT IT—LAN M= ET, AR7ME
X 1~30 T4,

association AT a T IT—bOT Vo — g UHEEY

HRELET, ZOEEBEZDE, TT7—LN0
MU T—SNET, AR72MEIZX1~30TT,

parent-change count MAP CRAP 7 Vv o — g V2 EETED
FEERELET, ZORKEBZDE. T
F—LN M) AT—SNET, ARV~
30 T,

value COEZ LS, £ETRIS ET T =00
EEshsd. bUAT—fE, ARRMEIZ =~
YRTLIZRRY ET,

AR R FI4NAL ATV FBIUSIEDOEOHIMIZSWTIE, MEXOBNA] OEHZZRML TIZSW,

avy FERE Jiy—= EEHNAE
7.6 Zoa<wrRiE, VIV—RT6LHEIOY UV —ATHEAINE LT,

WIZ, RRB Y TOLEWEZ 8ICRET D2 RLET,

. configav > K :j~q
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config mesh alarm .

(Cisco Controller) >config mesh alarm max-hop 8

KIZ, SNR D FR L EVMEZ 25 IR ET HFIZRLET,

(Cisco Controller) >config mesh alarm high-snr 25

config A< K :j~q .



config a7 R :j~q |
. config mesh astools

config mesh astools

BAA Y2 T 'R RA L SO IHRE A 70— S AN E T TR T 212,
config mesh astools =~ > K&l L £,

config mesh astools {enable | disable}

EX DA enable FTRTCOBIA v 2 T RAFA L Mok

LTI OMREZAZNICLET,

disable FTRTOBNA Y 2T 7 BARA L MR

LTI DOREZ NI L £,

ARV RFIAAE L

avy RER Jjy—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, TRTOBANA 2T 7B ARA L hOILBGIEREREZ H RN T B0 %~ L
ij—o

(Cisco Controller) >config mesh astools enable

. configav > K :j~q
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config mesh backhaul rate-adapt .

config mesh backhaul rate-adapt

BHNBLOBHA Yy 2 TI7EARA L M LTy 7 R—/LiEE L— ML (2=/3—
YT I R) BT a—UICERET HIZIL, config mesh backhaul rate-adapt =~ > KA fifi
HALET,

config mesh backhaul rate-adapt [all | bronze | silver | gold | platinum] {enable |
disable}

BXDEREA

ARV R FI4ILE

all ULEE) Avia T7E8ARSA Y N Tz
N—H )L T 72 AMEREFFAT LET,

bronze EE) AvvaT B8 ARL L TRy
T RLXVDITAT VT 7k AR
FRAFFR] S E T,

silver (fE8) Ay vaT/EAHA Y TR B
T —hMVLR_XADITTAT LV NT 7 A
IROFFA S ET,

gold L) Ay aTZBARSL L NTCET A
LV DT FAT v b T U AMERPFFA] X
z/l/\ij—o

platinum () Ay aT 7 EAKA Y FTERL
NADY AT N T AR S h
£

enable A a T IBARL L FDZDNRy 7 R—
VT IR LNV EENZLET,

disable Ay a T ITBARL L FDZ D/ R—
T TR LV EBEGHIZLET,

AL a T ITBARAL MO TIR—)L T 78R L-YUTENZ 2> TWVET,

avy RERE

-2 EEAR
7.6 Zoa<wry NI, VU —=AT76LEIOY Y —ATHEASHE L,

FEREDAARZA Y

N

SOy REMATHIE. 24TV F T/ ERAERDA v a Ny s k—L% config
mesh client-access =2~ REZHH L CTHDTTHIMLERH Y 7,

GE)

ZOMREEA X =TT DL, TRTDAY Y2 T 7 EARA L PRI T—FLET,

config A< K :j~q .



config a7 R :j~q |
. config mesh backhaul rate-adapt

WICNR IHR—=IV I TAT VN T I BRARERA LT 3 — F LoYUIIRIET D6 %
ZT—\‘L/SE#O

(Cisco Controller) >config mesh backhaul rate-adapt silver

. config av > K :j~q
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config mesh backhaul slot .

config mesh backhaul slot

Er )OOy 7R—e LTAR Yy hOBERZZET 5121, config mesh backhaul slot
awy REHEHRALET,

config mesh backhaul slot slot id {enable | disable} cisco ap

BXDEREA

AR TFI4ILE

slot_id 0~2 DREID AT v FEE,

enable BN 7Ry IJR—1LELTANEN
TeAxmy OB AE R LET,

disable HgLo ) ooy Z7R—LELTANEN
ToAm y s OB A TS L E T,

cisco_ap Ny I IR— N EHNCT B0, BT B
ERHDHET X —D/— T AP D4,

A o) Oy IR—E LTATENTZAT v b OBERITESIZ /2> TOET,

2% KRR

EREDAARZA

J1y—2 EEARAR
7.6 ZoavwryPiE, VU—=RAT6LRIOY Y —ATHEAShE LT,

24GHzDHE, Ay 0L 1 DHEPANTT, Ay NOBRADIR-oTWEHEAE, Ary
M 2SHBRICESNIC 2D £3, 2ey h OB > TWAEES., Ay b1 AHBIRIC
B2 £9,

RIZ, /— k AP myrootapl DS/ 77— /L & LTAR Y N ZHMNZT D60 %R
L/iﬁ—o

(Cisco Controller) >config mesh backhaul slot 1 enable myrootapl

config A< K :j~q .



. config mesh battery-state

config a7 R :j~q |

config mesh battery-state

Cisco Aironet 1520 ' ) — XD R v o T 7 EARA L hDO w7 VIREBERET 521,
config mesh battery-state =~ > K& il L £,

config mesh battery-state {enable | disable} {all | cisco ap }

BXDEREA

AR TFI4ILE

enable 1520V —RXDA a2 T IEARL L RO
NyT VIREEEARNICLET,

disable 1502 ) —2ADA w2 T IHARAL L RO
Ny T UREEZ I L ET,

all FTRTDAY 2T 7 EARA L MTZD=
~v Nz LEd,

cisco_ap BEDA Y2 TIZRBARA L K,

Ny T VIRBBITEZNIZ 2> TV E T,

2% KRR

J1)—x EEAE
7.6 ZoavwryPiE VU —=RAT6LRIOY Y —ATHEASHE LT,

IR IHR—=IV I TAT N T I BRERA ML T 3 — F LoYLIRIET D6 %
ZT—\‘ L\ij—o

(Cisco Controller) >config mesh battery-state enable all

. configav > K :j~q
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config mesh client-access .

config mesh client-access

BNELITBADA Y a2 T IVEARA LV R TAY Y a Ny T HR—NA~DITTAT 2 NT 7V
Y ARG ETIXENIZT HITIL, config mesh client-access =~ > R&2fH L £,

config mesh client-access {enable [extended] | disable}

B DEREA

AU RTIHIE

enable Ay va TITBRARALAY NONRy 7 HR—)L
802.11a MR COMIR Y T4 T N T Vv
Ty A VAR LET,

extended UEE) RN IR —IT I EBRAKRA L MIXF
THWM SO 7 R— VIR T T4 T
N7 ERERHMILET,

disable 802.11a {2 Ry 7 AR —)L v T 7 ¢ v 7 1ZH
FRL. 802.11b/g MR CDI FA T b T
Vyxm—va T EHFRLET,

AT N T IR RATEDII S TWET,

avy FERE

FRLEDHA KS14 Y

J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76LEIOY UV —XATHAINE LT,

Ny T R=nN A Z—=T7xAA (802.11afE#) 1L, 7IA~V A=V Ry b A F—TxA
AL LUTHRELET, NuZAR—EIRry hU—ZHND T2 L LTHREL., EHR R Y |k
J—7 ARy U= EDOMOTXTDOVLAN b7 7 4 v 7 &2 fat LT, 7794~
A=V Ry A F—T = AMBERFREITH THA,

COMENENOBE. A v a T 7EBARA L FT, 802 11aER ECTEMR IS4 T T
Vim—i g EHFALET, OFV, 152X Ay TIZEBZARA L ME, F—o 802.11a
MR TR I R—IL N T 7 4 v 27 L2 80R11a27 FA T N T 7 4 v 7 O FEBEETX
ij‘o

COBEEEINCT DL, Ay a T VB ARALA L T, 802.11aflHR TRy BR— h T
T4 IMEEESN, 74T b T Y= 3 0% 802.11b/g ERR DK TITHILET,

WIT, 802.11a ML L CHERR 7 S A TV N T Vv m— g U EFHTH-DICHES
NEIIGATY N TV RAEZANCT A0 %257~ LET,

(Cisco Controller) >config mesh client-access enable extended
Enabling client access on both backhaul slots

Same BSSIDs will be used on both slots

All Mesh AP will be rebooted

Are you sure you want to start? (y/N)Y

config A< K :j~q .
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. config mesh client-access

WIS, BT FSAT 2 N T Y m—3 g % 802.11b/g BRI HIR T 5 2~ L £,

(Cisco Controller) >config mesh client-access disable

All Mesh AP will be rebooted
Are you sure you want to start? (Y/N) Y
Backhaul with client access is canceled.

configav > K :j~q
88



| configaw K j~q

config mesh convergence

TRTDOA Y aTIEARA LV P TAYy v a N =Tz AFNERET DI,

mesh convergence =~ > R&{HfH L £,

config mesh convergence {fast [standard]

| very-fast} all

config mesh convergence .

config

B DEREA

AR TFI4IE

fast O NN— 2 AR ERELET,
standard B L NR—D 2 VAT RERELET,
very-fast BEEHEa L N—V 2 A FRERELET,
all

BN LAY a ar A=V 0 AFET
RTCDA Y 2T IVEARAL L NTHRELE

R

TITHNEDA YV a A== ZRIIEETT,

avy FERE

J1y—=x TEAR
8.0 Zoawry RPREAINE L,

GREDHA KSq> BHEar =Dz 2R3, VU —RA 76 DK THEATE £4, @l X OMmE= 2 —
P ALRIE, VU =R B0 THEATE £,

ROFIFEEa L "=V 2 A RERLET,

AVUN=U T VRAR | BIEKD Fr oL EDRE | B, FAN—F—T
543— (e o |© 73470
BA— (BB . |F47— (BEAD)
Standard 21 3 3
Fast 7 2 3
Very Fast 4 2 1.5

WIZ, Avva ary N "—Vx A% Standard ICFRET B 2R L FE T,

(Cisco Controller)

>config mesh convergence standard all

config A< K :j~q .
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. config mesh ethernet-bridging allow-bpdu

config mesh ethernet-bridging allow-bpdu

HRA Yo 7w 7Y 7 ~@ STPBPDU %% E 9 5 IZI%, config mesh ethernet-bridging
allow-bpdu =~ > K& H L 7,

config mesh ethernet-bridging allow-bpdu {enable | disable}

B DR

i
&

enable HA Y a2 T v Y7 ~DSTPBPDU %
BN LET,

disable HA v 2 77U 27~ STPBPDU %
N L ET,

ATV R T+ D

IRy FEE 1) —2 EEAR
8.0.110.0 Ioavwry FREASRELE,

FEEEDHA KS4 > VLANZEBWERAZNITR > TWDH5HE, CiscoWLC TIXZDa~y FEEHTE £t A,

. configav > K :j~q
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config mesh ethernet-bridging vlan-transparent .

config mesh ethernet-bridging vian-transparent

Ay a TIEAR VR CA—Y Ry b 7TV vV R bF7 4> 27O VLAN ¥ 7 % B4
55 EEZFEET HIZIE. config mesh ethernet-bridging vlan-transparent =~ > K&l L £ 7,

config mesh ethernet-bridging vlan-transparent {enable | disable}

B DEREA

AR TIAIE

enable Ry "B TR LTHLINDOLITTY v
CLET,
disable TRCOXTFENry bRy 7 LET,

WRry Va2 TR LTHLINOE T v LET,

av Y RERE

Jj1y—= EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATHAINE LT,

WIZ, A=V Xy b Xy baZ 7 LE LTHRET D0 Z2RLET,

(Cisco Controller) >config mesh ethernet-bridging vlan-transparent enable

WIZ, 2T EA =YXy b " Ty b Fry 75602 LET,

(Cisco Controller) >config mesh ethernet-bridging vlan-transparent disable

config A< K :j~q .
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config mesh

config a7 R :j~q |

full-sector-dfs

Ayva TIEAKRLAY NTTNVET ZOBAEKREIR (DFS) %27 0 — LA E7-
IZIELhZ 521X, config mesh full-sector-dfs ==~ > K2 H L F9°,

config mesh full-sector-dfs {enable | disable}

ST ERBA enable Avva TR KA RO DFS #HHNC
L\ij—o
disable Avyva TI7ERARA L SO DFS ZH8EHIC
l/jz‘jﬁo
ARV RFIAAE L
avy RER J1)y—2 EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

EREDAARZA

Zoawy R, V=X —EEORHRHIT ¥ FVEROPREEZITI LA v at® s ¥ —
WCHRLET, 22013 AviaT7 782 RA L F (MAP) DL —F—E5%2BHET5 L.
MAP |3V —F 727 A2 RA > (RAP) ([Z@Z1 L., RAP |3/ ¥ —EHLZBE L F9,

ORI EZ—ITRBTATRTOMAP BEIUORAP IZH LWF vy 2 LicBEI LES., Zhick
D, BEONRY 7 HE—VF ¥ X)L TL—F—=RRrHSh, Ny 77 v7 LU THERHMTREZR MO
BN BSELE L2 WEEA1T,. MAP 2SET 5 AlREM: 2 IR L £ 1,

FZv 7 X —DEFIZLY, DFSEHETTEDLNTWVAD LT Ry MU —7 0 60 FPHEIGE
PiEIELET,

30 3 t4121%. RAP IZLARNICRE SN T ¥ RUZED £, 2k, RAP OF ¥ x/LTlL—
A —DNHBEICRHENIHEE. ZORAPICHIOF ¥y R L EZHREL, 2 ba—F TClL—&—
DB Z T - F v NV ERNTIHLENEBETHHLI L EERLET,

W, Avva TI78ARL Y N TINEY ZDDFS #6902 T A6 % RLET,

(Cisco Controller) >config mesh full-sector-dfs enable

. configav > K :j~q



| configaw K j~q

config mesh linkdata .

config mesh linkdata

T BARA L NOINEMAC 7 4 VE U 2 T E2EHIT HITIE, config mesh linkdata =< >
REfEHLET,

config mesh linkdata destination_ap name

B DEREA

AR R TFIAILE

EREDAARZA

\)

destination_ap _name MACT RLVAZ 4 NZ Y T DGEET 71
RA v MM,

SN MAC 7 4 V2 ) v IR I > TUWVET,

GE)

config mesh linktest =~ > K & config mesh linkdata ==~ > N, RFRHIEH LT, BIExLT 7
BARA L NEGET 7R RA U P THEBREZBAET D LIRS THET, \_0)%?&
ERUGT DI, £ dest ap BIELTT—2 DV V7D T VA KAV N ERE
config mesh linktest 2~ > RZF{TL £, ZDa~vr RRETLT, FJU@E?E77’!Z7\ 7J<°4'
v b & U A NERT D config mesh linkdata 2~ > REFATTH L, Voo T—2RERIN
3 FESR) .

T7 AN FTIE MAC 7 AV Z ) 270E, avy br—F Eor—7J/L MAC 7 4 /L& &M
L\i‘a_o

AEEMAC 7 4 VA BIENBZTHD . MACT RL AR — )L MAC 7 4 VX2 THRH S
WA, M RADIUS — XD MAC 7 L AMER SN E T,

MAC 7 4 V2 ) 72 E 0 AMBYP— AN TER SN TWRNWT 7B ARA » FOSINZE Pk
LT, RERAY Y2 TIREARA VDR y NT—7 ZR#ELET,
Ay va Xy MU= NTHMRIEZFAT HI121X, IRORED LTI,
« AAA =L LTHEHT 5 RADUIS h— "% o b r—F TRETLILERH Y £,
ey hr—7%, RADIUS = NTRETLLERH Y £,

%HBWLA HE}DJ:U\WLAHLE);H CH Eéﬂf:f ‘Y‘.\/:L 77?% 71_\9/]) Ve Hi\ RADIUS -'j_~7<0):1‘_
P U R MGEMT20ERH Y £7,

WIZ, 77 A RA L~ AP001d.710d.e300 TOAMBMACT KL A 7 4 VB ) v Tk
AN DPI R LET,

(Cisco Controller) >config mesh linkdata MAP2-1-1522.7400 AP001d.710d.e300 18 100 1000
30

LinkTest started on source AP, test ID: 0

[00:1D:71:0E:74:00]->[00:1D:71:0D:E3:0F]

Test config: 1000 byte packets at 100 pps for 30 seconds, a-link rate 18 Mb/s

In progress: | || [l [ 11 L0 00 00 L0 00 FE 1T 1]

config A< K :j~q .
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. config mesh linkdata

LinkTest complete

Results
txPkts: 2977
txBuffAllocErr: 0
txQFullErrs: 0
Total rx pkts heard at destination: 2977
rx pkts decoded correctly: 2977
err pkts: Total 0 (PHY O + CRC 0 + Unknown 0), TooBig 0, TooSmall O
rx lost packets: 0 (incr for each pkt seqg missed or out of order)
rx dup pkts: 0
rx out of order: 0
avgSNR: 30, high: 33, low: 3
SNR profile [0dB...60dB]
0 6 0 0 0
0 0 1 2 77
2888 3 0 0 0
0 0 0 0 0
(>60dB) 0
avgNf: -95, high: -67, low: =97
Noise Floor profile [-100dB...-40dB]
0 2948 19 3 1
0 0 0 0 0
3 3 0 0 0
0 0 0 0 0
(>-40dB) 0
avgRssi: 64, high: 68, low: 63
RSSI profile [-100dB...-40dB]
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
(>-40dB) 2977
Summary PktFailedRate (Total pkts sent/recvd) : 0.000%

Physical layer Error rate (Total pkts with errors/Total pkts heard): 0.000%

wIZ, T7EABRAL b AP001d.71d.e300 DA MAC 7 4V Z U v T 2HNTT5H
B &= LET,

(Cisco Controller) >config mesh linkdata AP001d.710d.e300
[SD:0,0,0(0,0,0), 0,0, 0,0]
[sD:1,105,0(0,0,0),30,704,95,707]
[sD:2,103,0(0,0,0),30,46,95,25]
[sD:3,105,0(0,0,0),30,73,95,29]
[sD:4,82,0(0,0,0),30,39,95,24]
[sD:5,82,0(0,0,0),30,60,95,26]
[sD:6,105,0(0,0,0),30,47,95,23]
[sD:7,103,0(0,0,0),30,51,95,24]
[sD:8,105,0(0,0,0),30,55,95,24]
[sD:9,103,0(0,0,0),30,740,95,749]
[sD:10,105,0(0,0,0),30,39,95,20]
[sD:11,104,0(0,0,0),30,58,95,23]
[SD:12,105,0 ,30,53,95,24]
[SD:13,103,0 ,30,64,95,43]
[SD 1
[SD 1
[SD 1
[SD
[SD
[SD
[SD
[SD
[SD

rVYr

rVYr

:14,105,0 ,30,54,95,27
,31,51,95,24
,30,59,95,23
,30,53,95,25]
,30,773,95,777]
,30,745,95,736]
,30,64,95,54]
,30,747,95,751]
,30,55,95,25]

rVYr

:15,103,0
:16,105,0
:17,104,0
:18,105,0
:19,103,0
:20,105,0
:21,103,0
:22,105,0

rVYr

’

0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0,0,0

’
rVYr
rVYr
rVYr

rVYr

)
)
)
)
)
)
)
)
)
)
)
)

rVYr

. configav > K :j~q
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config mesh linkdata .

SD:23,104,0 ,30,52,95,35]
SD:24,105,0 ,30,134,95,23]
SD:25,103,0 ,0),30,110,95,76]

[ (0,0,0)

[ (0,0,0)

[ (0,0,0)
[sD:26,105,0(0,0,0),30,791,95,788]
[ (0,0,0)

[ (0,0,0)

[ (0,0,0)

[ 0

rVYr

rVYr

’

SD:27,103,0 ,30,53,95,23]
SD:28,105,0 ,30,128,95,25]
SD:29,104,0 ,30,49,95,24]
sp:30,0,0¢(¢0,0,0), 0,0, 0,0]

rVYr

rVYr

rVYr

config A< K :j~q .
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. config mesh linktest

config mesh linktest

Avva TITRARNA L NEDOT FAT 0 8 772 A% BT 521X, config mesh linktest
avy REEHLET,

config mesh linktest source_ap {dest ap | MAC addr} datarate packet rate packet size duration

EX DA source_ap RIGTLT 7B A RA 2 b,
dest_ap ST 7 BA KA b,
MAC addr MAC 7 RV X,
datarate  802.11a ML DOT — & L— b, HRRMEIE
6. 9, 11, 12, 18, 24, 36. 48. 54 Mbps
T,

+802.11b MR DT — X L— b, HR/ME
%, 6. 12, 18, 24, 36, 54, 100Mbps T
KR

« 802.1In#ER DT — & L— b, A7
m0 ~ ml5 ffd MCS L— KT,

packet_rate PRy NEURD, ARV REEEIE 1 ~ 3000 T
. HERINAT 7 40 ME 100 T,

packet_size (EE) A MRALOANT v b YA X, F/E
SHTWRWEEES, 237y kYA X1H1500 3
A MZT 74V hRESNET,

duration (EE) MEAMOT A NN, A%h72Eix.
10 ~ 300 T4, fEEINTWRWGEE,
ML 30 BT 74V iR EESNE T,

AT R FTI4 )6 10037 > RES, 1500 /31~ 30 FHHHL,

avy FER J1)y—= EERHNR
7.6 Zoa<wrRE, VU—RT76LEIOY V—XATHAINE LT,

FERLEDHA K54 > configmeshlinktest 7~ > K & config mesh linkdata ==~ > NiZ, [RIFFCHEA L C, #EXT 2
TARARA L NESET 7 ERARA L FPTHRERET DL ICRFFESNTWET, ZOFH
ERET DI, £ dest ap BIETT—2 DV I T DT VA KRA Y FEHRELT
config mesh linktest =~ > RZ A LEd, ZDa~ F35% T LT, config mesh linkdata =

. configav > K :j~q
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config mesh linktest .

~U REANTDHE BLSET 7 EA KA MR XA MRRS, Vo y T2 RERS
nEJ,

Vo0 A —nN=—HYT2AIIATTHEENDOHDL) I T ANEFETTHE, ROEEA Y
T—UREREINET,

Warning! Data Rate (100 Mbps) is not enough to perform this link test
on packet size (2000bytes) and (1000) packets per second. This may cause
AP to disconnect or reboot. Are you sure you want to continue?

WIZ, Avva T VBARAY NSB MAPI & SB_RAP2 (36 Mbps. 20fps. 1007 L —
LHPAX IS OV TAT v N T 7 ARRT HHERLET,

(Cisco Controller) >config mesh linktest SB_MAP1 SB_RAP1 36 20 100 15
LinkTest started on source AP, test ID: 0
[00:1D:71:0E:85:00]->[00:1D:71:0E:D0:0F]

Test config: 100 byte packets at 20 pps for 15 seconds, a-link rate 36 Mb/s
In progress: | || || [ Il Il

LinkTest complete

Results

txPkts: 290

txBuffAllocErr: 0

txQFullErrs: 0

Total rx pkts heard at destination: 290

rx pkts decoded correctly:

err pkts: Total 0 (PHY 0 + CRC 0 + Unknown 0), TooBig 0, TooSmall O
rx lost packets: 0 (incr for each pkt seq missed or out of order)
rx dup pkts: 0
rx out of order: 0
avgSNR: 37, high: 40, low: 5
SNR profile [0dB...60dB]
0 1 0 0 1
3 0 1 0 2
8 27 243 4 0
0 0 0 0 0
(>60dB) 0
avgNf: -89, high: -58, low: =90
Noise Floor profile [-100dB...-40dB]
0 0 0 145 126
11 2 0 1 0
3 0 1 0 1
0 0 0 0 0
(>-40dB) 0
avgRssi: 51, high: 53, low: 50
RSSI profile [-100dB...-40dB]
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 7 283 0 0
(>-40dB) 0
Summary PktFailedRate (Total pkts sent/recvd): 0.000%

Physical layer Error rate (Total pkts with errors/Total pkts heard): 0.000%

RDFIZ, config mesh linktest 7~ RCERRINHM N7 T 7R LET,

config A< K :j~q .



. config mesh linktest

5% 1: Config Mesh Linktest 3= > FOH A TS5 %

config a7 R :j~q |

Hho355 EEA

txPkts V= AMBIEEINT ATy MK

txBuffAllocErr A5 TE T linktest /3> 7 7 H D M T T —D
¥ (EuThsrETHIND) .

txQFullErrs G T O linktest ¥ = — 7V =7 —D¥k (€

nThoHETHRIND)

Total rx pkts heard at destination

565 T8 I 7z linktest 737w s D% (txPkts
ERICFERIAEETH D & FHREIND)

rx pkts decoded correctly

SEHETZAEENIEL < 5 22— K &7z linktest
2Ny O (xPkts & R U E 7213 EE TH
HEFHREND) .

err pkts: Total

T —D%H 5 linktest /N7 v DRy b T
A ARk

rx lost packets

SE5ETRAE 72 linktest 237 s DFREL,

rx dup pkts

566 C A5 L7-H A linktest /37 vk DFREL,

rx out of order

565 THEF 23 AV - T3 4177 linktest
Ny s ORI,

avgNF

S A K TR,

Noise Floor profile

JARXT7uarn7ra 7w AL (dBHEN) 13&
DOHUE T,

avgSNR

SEH4) SNR 1,

SNR profile [odb...60dB]

0~60dB DRI TZELI-E A NI T LDH
7y SNR 707 7 A NVDRIRDFNINT
N 0-3, 3-6. 6-9, fxK 57-60 % a5 /37 >
T,

avgRSSI

Y RSSIE, EH o FREE L OVTFER RSSIAE
T EOHETT,

RSSI profile [-100dB...-40dB]

RSSI 71 7 7 AL (dB Hfr) 1TEOHET
7,

. configav > K :j~q
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config mesh Isc .

config mesh Isc

Ay va TIRAKRA Y bOa— NV THRFENE (LSC) ##ET HITIX. config mesh
Isc 2~ REFEHLEDT,

config mesh Isc {enable | disable}

- QOB L); enable Avva T7R®ARA L FOLSC ZHMDC
l/\jz\j_‘o

disable Avia TIEARAL L FDLSC & EHIT
LE7,

ARV REFIALE AL

av Yy FERE Jjyy—= TEAR
7.6 ZoawrRE, VYV—RAT6LHEIOY UV —ATHEAINE LT,

WIZ, Avya TI7EARAL FOLSC ZENT D% RLET,

(Cisco Controller) >config mesh l1lsc enable

config A< K :j~q .
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. config mesh Isc advanced

config mesh Isc advanced
Ay a T 7RARA N (AP) OHEREEE, B, BIXOXT U747 (AAA) Y —
NTUANR = RFMEH SN TWEEEITEER LSC (m— WV THRGEE) 23 E
92|21, config mesh Isc advanced =~ > RZfH L £7,

config mesh Isc advanced {enable | disable}

EX DA enable X v 2 o2 APDEERLSC EZAHZNICLET,

disable % > > 2 AP DOEE/2LSC ##RhZ LF 9,

aAvYRFIALE AL

avy FIERE Jy— ZEHAR
R
8.0 ZOawy RREAINE LT,

WIZ, A w2 AP OEFER LSC ZHMNCT A0 2R LET,

(Cisco Controller) >config mesh lsc advanced enable

. configav > K :j~q
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config mesh Isc advanced ap-provision .

config mesh Isc advanced ap-provision

Ay a T 7RARAL S (AP) OHMTREGE, BAl. BLOT T T 47 (AAA) Y —
NTUANR = FPEHSH T LHEICEERA v 2 LSC (B —H /L THARFENAE)
AP 7B bV a =7 %3 ET HITIE. config mesh Isc advanced ap-provision =~ > R & ffif L

\32—;«0

config mesh Isc advanced ap-provision {enable | disable | open-window {enable | disable}
| provision-controller {enable | disable} }

BXDERA

aAavv R FI4ILE

enable

A w2 AP DAL AAA — XTI AL R H— RIMER SN TW5HE
BICEER A Y2 LSCAP Yu by a v 726 LET,

disable

A2 AP O AAA —_XTU AL R I — RMERH S TV 58
BlCEERA v 2 LSCAP Fuabya = 753z LET,

open-window

MACHFER LTI RTCDOA Y Y2 APDA Y2 LSCTrEY 3=
TEZBRELET,

enable

MAC K72 L TTRTDOA VI 2 APOAP Fu by a = V52 HHT
LET,

disable

MACHFE2 L TT_RTDA Y2 APD AP Fu b g = 728
LEd,

provision-controller

LSCZEBT A7 0DICA Yy Y2 APOTutt a2 ary hu—F3¢
MfEHREZRELET,

enable LSC #HETA7-boFureya=v s arytue—7 7T g u2H
N LET,

disable LSC #HETA-dOFua=v s ariue—9 7y g o2
Nz LET,

2L

avy FERE

J)— EERE
A

8.0 Thavy RREAINE LT,

WIZ, BERAP 7o ya = IS HREENCTAHERLET,

(Cisco Controller)

>config mesh lsc advanced ap-provision enable

config A< K :j~q .
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. config mesh multicast

config mesh multicast

-711/-7‘%%2 NE—RREZIT-T, Avia Xy hNT—FJRHNOVILTFFrv X NEFEEEH
9 5IZ1L. config mesh multicast =~ > FZFEH L E 7,

config mesh multicast {regular | in | in-out}

X DEREA regular TIV Y UNADCRESNTWDHNL— R T
TARA LN (RAP) BEIOA Y2 T 7k
ARA L (MAP) I2k»T, Aviaxy
N =7 BIRETRTOET AL MTET A
BEYVTXy A RNLET,

in MAP IZ L > TA —HFK v b > 75 RAP
DA—HFxy b Ry NU—TIZZEEINT~
NTFXx AN ETHERELET, ZnLE
DELEITITONR VDT, RAP TSN
LWAPP LIS D~ L F 4 A RRA v o Ry
NI —ZHNOMAP A —%F >y b ry RU—
7 (=T X¥ A PORAET) ITEVIEIN
HZLIIHY FEFFE A, 72, MAP-to-MAP +
NTFFX¥ A MIRASNTNWEDT, 2D L
=T Fx A MIFBELEREA,

in-out RAP & MAP 2+ NFNxEip D HiET~ L
FX¥ A MIERELET,

“NFXY AL STy R =Y Ry M
T MAP TXAE SN H. RAPICIEE SN
FFN, MMOMAP A —H R v MIITEE S
FH¥ A, MAP-to-MAP /N7 > MI~w/LF X%
A MBS INET,

YNV TFXRY AR NT }\75§4’ PR bREH
TRAP TSN A. T XCTHOMAP B
LD~ DA — ﬁz/hv JIZEE S
NET, Mo, MEAEOTA R
TA V] ODHEEZZRLTIZEN,

AR R FI4) L Inout TR

av Y FER Jy—x ERERE
7.6 Zoavy RiE, V=R 76ROV Y —ATHAINE LT,

. configav > K :j~q
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EREDAARZA

\}

config mesh multicast .

Ay hr—=J GUIEHEHLTAYy Y2 Xy NI DAV TF XX AN A FX—T/MZT DT
LiIFTEEHE A,

Ay vawhFXxy ANE—RL TV VRAEBNIRESNTNWET 7 EARAS LV FDORA Y
VaTI7RBARLA U (MAP) BXOL—K T727®AKRA U (RAP) A v = v b
J—JHNDOA—B %y FLANB T ILFF % 2 NEEETIHEZRELET, Avia~
NFHx X NET— R, LWAPPY AT X ¥ A NSO N T 7 ¢ v 7 720 2 E B L £7, LWAPP
CNTFXX AN ST T 47 BOA =X LTERINET,

a2 e —FCLIZEHALCIEREOA v 2w LTFFX A NE—REZEL, TTOA v
VaT I RBARSLS U NTCETA DA Tn— RSy XA 2B TEXES, /1 X—TNVITHo
TWbHEGAE, ZNHDE—RiE, Ay varxy NT—7NORER</LF X ¥ A FkE &2
X, Ny 7R VIR A SR L E T,

in-out E— FZHEMAT 56, *v FT—27 Z#UNZXK3F LT, RAP BEE Lizw /L F ¥y
A LERFE—A =Y %y FBITALRDRIDORAP NZEL, Ry hT—ZICEVIRSRNE D
2T B2 ENREETT,

GE)

802.11b 7 7 A 7 h TO CAPWAP ¥ /L FF ¥ X N DZEBLERYGE . /LT X v A M,
arhe—I9BX0A v 2 Xy U —72 (config network multicast global ==~ > K% ff])
T a— VAT HMERHVET, YLTFFXYAEA YT a Xy NU—274D
802.11b 7 7 A 7 v MIBIET DMENRWGS, 7 — LR~ LTF Xy A N RT A= %
TSN DRENH Y £,

WIZ, TV PRERNCRESN TS RAPBLUMAPICE>TA Yy Y= Ry b
T— 2R T _RTOB T AL MIET A E2~ L TFFv A 502 R-LET,

(Cisco Controller) >config mesh multicast regular

config A< K :j~q .
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config a7 R :j~q |

config mesh parent preferred

Ay a T TBARA L Mk L TERE SN DB ZFXET HITIE. configmesh parent preferred
avy REEHLET,

config mesh parent preferred cisco ap {mac _address | none}

B D cisco_ap FOT 7% A BA 2 b DL,
mac_address BRSNS HDO MAC T FL A,
none RESINTBE 2 VT LET,

avURFI4LE EL

avy FERE 1)) —=x EERNE
7.6 Zoawr R V=276 LEIOV Y —ATHAShE L,

FEREDAA RZA4 Y

TP AP IZ, IROBEAEIZEASWTEL SN HIBABIRLE T,

BRESNDBITREBOBTT,

RSN AHITITINRLEHE20dBDOY 7 SNR BB D F9 (fhoBIXEARITENT
WTHEHINET) |

SN AHITIZ12dB ~20dB O#FIPIND U > 7 SNR 35 0 F3 08, fhoBmnIEFIZ
BENATHWAEZEIZHV EHA (DFD, SNR2S20% L FENTVWS) . SNR2Y 12dB R
WOHAE., REFERINET,

RSN DBITT T v 7 U X MBI E L EE A,

BN ABUT. 12dB ~ 20dB OFFHND (DFS) O7-H, AL h T— KRz £
A,

EBREINDBUIRIC Y v ZA—74 (BGN) IZBLET, RESN-EBILsnsHE
2E U BGNIZJE ST, MoOBENFIHATEE TR WS, FIXT 74/ FOBGN ZEH L T
Bl AP [T join LET,

WRIZ, Avyva T I7EARAL N myapl IZxF L TMAC 7 KL A 00:21:1b:ea:36:60
ThOHERINOBERET 2 &2~ LET,

(Cisco Controller) >config mesh parent preferred myapl 00:21:1b:ea:36:60

WIZ, ¥—T—Fnone #fEH LT, Ay =2 77 EAKRAL K myapl IZxf L TMAC

R L Z7% 00:21:1b:ea:36:60 THAHIEHLINDIHE 7 VT T 502 L ET,

(Cisco Controller) >config mesh parent preferred myapl 00:21:1b:ea:36:60 none
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config mesh public-safety .

config mesh public-safety

Ay o T 78R RA L FHIZ 4.9 GHz @ Public Safety 738k 2 A %0 £ 7 (3023 512,
config mesh public-safety =~ > R&fiH L £,

config mesh public-safety {enable | disable} {all | cisco ap }

KEST D EHEA enable 4.9 GHz @ Public Safety 118 2 A0 L £ 3,
disable 4.9 GHz @ Public Safety il & Mhi2 L £ 7,
all TRTCDOAY 2T JTEBARAS L MIZD=

~ U REWEALET,

cisco_ap BWEDA Y2 TIZTEARAL b,

ATY K FI4J)~ 4.9 GHz @ Public Safety HII HERNZ 72 > TV ET,

av Yy FERE J1y—=x ETERAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATHAINE LT,

FEEEDHA KS4 > 49GHzIE, 3724 (Public Safety) (B4 2 Mk BT M AR & 4 7238 T R BGR CT9,
WIZ, TRTCOA v a 77 A KRA L NI 4.9 GHz O Public Safety #7152 A0 4
LR LET,
(Cisco Controller) >config mesh public-safety enable all

4.9GHz is a licensed frequency band in -A domain for public-safety usage
Are you sure you want to continue? (y/N) y

config A< K :j~q .



. config mesh radius-server

config mesh

config a7 R :j~q |

radius-server

AT a T ITEARA Y NOINBERAELZ AN E T IXESIZ T 5I2IE, config mesh radius-server
avry Fae AN LET,

config mesh radius-server index {enable | disable}

BXDEREA

index RADIUS FREE SR, A7 3 A NIRDERY
‘Gﬁ_o
« A2 RADIUS H— EICHEGR AT RE
FFE7m b= (EAP) &F8ET HITIE.
eap E AL ET,
A v ¥ = RADIUS $— S3EE I SR g
¥— (PSK) #IEET DI, psk & AT)

L‘i‘é—‘b
enable Ao a T IV ARA L OIEREREEE A %N
W LET,
disable Ao a T 7B ARA L b OIERFREE % B
2 LET,
ATV R FI4IL R EAP IXANZ72 > TWVETS,
avy RER Jiy—=x EENE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATHAINE L,

WIT, Avda TI7EARAS L FOIWRAEEZ AT 2612~ LET,

(Cisco Controller) >config mesh radius-server eap enable
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config mesh range .

config mesh range

BHDONL—F T I7EARA L (RAP) & XA v 2 T 7EBARAL L b (MAP) O K& %

T a— N )VIZERET HIZ1. config mesh range =~ > R&fif L ¥,

config mesh range [distance]

BX DA distance (£ AviaT/EAELY hORKE
VE#PE (150~132,000 7 4 — k) o

AT R FI4 L 12,000 74—k,

av Y FER Jiy—=x EERNA
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

IDa<wy REGNITHE, T_XTORINA Y2 TI7BRAKRNALA L IR T—FLFET,
Toavwy NI, BNTZERRA Y MIITEELEH A,

FEREDHA K4V

WIZ, BAD A v 2 RAP & MAP O#iFAZ L ET B2~ LET,
(Cisco Controller) >config mesh range 300
Command not applicable for indoor mesh. All outdoor Mesh APs will be rebooted

Are you sure you want to start? (y/N) y

config A< K :j~q .
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. config mesh secondary-backhaul

config mesh secondary-backhaul

Ayva Xy NI—=0TEADZY Ny 7 R—/VERET HITIE, config mesh
secondary-backhaul =~ > R&2{HH L £,

config mesh secondary-backhaul {enable [force-same-secondary-channel] | disable

[rll-retransmit | rll-transmit] }

X DA enable T H Y Ny IR IVEREEZAINC LET,
force-same-secondary- channel EE) BH L FU Ry IR—L Ay ok

REEZ AN LET, mHDOKR YT ) — RaL—
FeTD5FTRTOT 78R RAL L MRFECE
IR FryxNiFEb, 2FBLEDOR v
FTDAYya T 7EARALL M (MAP) |2
X5 HEVE T IXTFE T v 1 VE D YT A
WT A Lo cmmLET,

disable THFEY Ny I R—IVREETNCUET,
rll-transmit (f£&) 2 FHLFED A »~ 7T Reliable Link
Layer (RLL) ZAE/H L £,
rll-retransmit (E7) 1EHEPEIE Fo7- 12 RLL O FER{FH
BoameLET,
ARVRFIFLL AL
av Y FER Jiy—=x EERNA
7.6 ZoawrRiE, VYV—RT6LHIOY J —ATHEAINE LT,

EREDHA FS14 Y

Zoawr RiE, MR TSRO0l ITA~ Y Ny JHR— IV TEETERWNT T 4 v 7
DO—WFIRNAL LTI XY Ny I R— VIEREFEHLET,

WIZ, BOF) Ry I R— VIR EGNZ L, ImPIOKRy T ) —FRaEl—hET5
FTRTCOT IV ARALA L IBREICED U Z Y Fr 2V E2FHEOLHICHEITHH 2R L
F7,

(Cisco Controller) >config mesh secondary-backhaul enable force-same-secondary-channel
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config mesh security

AvyaFy hU—=7D8X=2)T 4

i@—o

config mesh security .

FREZ1T 9 121X, configmeshsecurity =~ > R&ff L

config mesh security {{rad-mac-filter | force-ext-auth | Isc-only-auth} {enable | disable}} | {{eap |
psk provisioning | provisioning window} | {enable | disable}} | {delete psk | key}

B DEREA

rad-mac-filter

AyvvatdRa T AREDY T— FRbIAES
A ¥ NAry a—HFH—E 2 (RADIUS) MAC
TRUVA 74 NVE BTN LET,

force-ext-auth

Ay va X a )T 4 ZEDORER SR Z
M LFET,

Isc-only-auth

AvvatXa YT 4REDLSC (a—v
THRNRGERE) OLOFEGEEHINZLET,

enable AviaXa VT REEHENNLET,

disable AvivatXa VT RELTEDZLET,

eap AvyvatXxa )T 4 REICILETRERGE Y
7 ka3 (EAP) 27 74/ N THRELET,

psk Avvatdxal T 4RI FEa F—
(PSK) #HELET,

provisioning VAATUAYLAarbta—7 (WLC) T

PSK D7Fr bV =7 %t LET,

provisioning window

CiscoWLC CTPSK D7 bla=7 71
KO ZKS{ELET,

enable PSK DFm by a= G LET,
disable PSK D7 rbYa=r 2B LET,
key PSK OF —Z45E L £,

AR TIAIE

AvvatXa T AIZOWTUIEAP BT 740 b E LTHRESNET,

av Y RERE

Jjy—= EERNE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATHAINE LT,
8.2 Toavwy RREFEIN, PSK 7R a =07 L PSK Vet yag =

7 F—U—FpNBIshE L,

config A< K :j~q .
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. config mesh security

WIZ, TRTCDAY a2 TIEARA LV FOEF 2T 4 A7 a0 LTEAP &
RET DB RLET,

(Cisco Controller) config mesh security eap

WIZ, TRTDA Y2 T I7BARA L FDOEF2 VT 0 A7 a0 LTPSK %
RET DR LET,

(Cisco Controller) config mesh security psk

RIZ, TRTDOAY Y2 TIEARL L bOEXR2 VT 4 A7 2L L TPSKY
REYa =T EANT S0 ERLET,

(Cisco Controller)> config mesh security psk provisioning enable

WIZ, TRTCDAYy Y a TIEARA L  OEF2 )T 4 A7 a0 & LTPSKY
REYa=r s F—aRET LA ERLET,

(Cisco Controller)> config mesh security psk provisioning key 5

WIZ, TRTDAY Y2 T IEARA L FOEXF2VT 4 75 & LTPSK Y
REYa =T U U EENCT DB E R LET,

(Cisco Controller)> config mesh security psk provisioning window enable

KIZ. Cisco WLC D PSK 7 u bty a = &HIRt A5 R LET,

(Cisco Controller)> config mesh security psk provisioning delete psk wlc

WIZ, TRTCDA YT 2 TIEBARA L FOPSK 7ty a =0 7 ZHIRT 50 %
RLET,

(Cisco Controller)> config mesh security psk provisioning delete psk ap

WIZ. Cisco WLC DT RTOBRENS PSK Fur by a =V E2HIRT56%27 L E
j‘o

(Cisco Controller)> config mesh security psk provisioning delete psk wlc all

. configav > K :j~q
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config mesh slot-bias .

config mesh slot-bias

VIUTNANY I R=N Ay a7 VTRARA L bDOAT Y b AL T A G E 21T ERHT
%121, config mesh slot-bias =~ > R&fH L £,

config mesh slot-bias {enable | disable}

EX DA enable SUTNN Ny IHR—L Ay 2 APDAT v
N RA T AEFHLET,

disable VIUTN RNy TIR—)V Ay =2 AP DAT v
kN RA T ARSI LET,

ARUERFTIFIIAL T IANBITIE Ay b AL TAPREDIR>TVET,

avy RER Jjy—= EERNE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATEHAINE LT,

FEREEDHA KSq4y ZOaAXY FEMHT 56 ROTA FT7A P> T IZE,
« config mesh slot-bias =~ > NZ/ m— L a~<w o RTHLHH, MLar be—Jic7
Vym— FERTETRTO 1524SB AP ([T T £,

Ay hARAT AL, Auy bl ERny h2OWGBERFTRETH 2 5B DA T
EEY. BEEEEIN (DFS) 07z, Auy MERICHARRER T v RADRWES
I oAy ERT TV 7 LYY 7 W ORE 2N ET,

cn— R =7 OREORD, Zay R ARRETRVEA T, Ary b A7 2T
EHEBOMELET, Any kAL TARENCT B0, T LT A EH L CREAE
EEITT B UERH Y ET,

WIZ, VUTNANNRY TR—)L AT 2 APDAT Y b AT A HHT 527K L

jibg«o

(Cisco Controller) >config mesh slot-bias disable

config A< K :j~q .



. config mgmtuser add

config a7 R :j~q |

config mgmtuser add

av hr—JZa—AVERL—FEBIT 521X, config mgmtuser add =~ > &M L
£

config mgmtuser add username password {lobby-admin | read-write | read-only} [description]

BXDEREA

aAvU R FI4ILE

username THAY N —YL, =PI, K24
NFOFERTEHFEHTEET,

password THhHD h2RAT— R, RAT— R|ZiX., &
K24 LT O TEFEHTEET,

lobby-admin B T A — R A R — Y R
fERL L FE T,

read-write FBED L EXIADLT 7 AL O —
PEER LT,

read-only FLMVEBEHT Ve AL OB — Y%
YERR L E9,

description (EE) THhHo v MZOWTOHFHE, #EIC

3, R TFORBTEMATEET, B
2 =] DS P S

L

vy FEE V— ZEERE
A
7.6 ZoawrNE VUV —=RAT6LHEIOU Y —ATHEASHE L,
8.4 Zoa<wry NIky, me—FHE 2 —F R ER S ET,
vy REE yy—2 EENE
8.3 ZOavry RPEASNELE,
WIT, A LEFEEIRALT 7B AL FFOER—Y T U U N EAENRT 5615 R
L%,
(Cisco Controller) > config mgmtuser add admin admin read-write “Main account"“
BEa<wy R show mgmtuser
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config mgmtuser delete .

config mgmtuser delete

ay b —Inba—hVERL—FEHIERT 521X, configmgmtuser delete =2~ > N % i [
LET,

config mgmtuser delete username

B DEREA

AR R TFIAILE

username T N 2—HL, 2—FLIZiE, mKk24
NFOFERTEFEHTEET,

o —IE T4 N TIRHIBRENEY A

av Y FERE J)y— ZEBEAR
R
7.6 Zoawr X VY —=RT76LURIOY V=2 THASHE LK,
av Y FERE J1y—= EEAE
8.3 Zoavwr FREASHELE,
I, ar b= PbEHa—F T h T NOFERELHIRT 202 R LET,
(Cisco Controller) > config mgmtuser delete admin
Deleted user admin
BEa<v YR show mgmtuser

config A< K :j~q .
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. config mgmtuser description

config mgmtuser description

ay b —7OBFOEFEHa — v 7 A G 2B 5I21E, config mgmtuser description
avy REEHLET,

config mgmtuser description username description

B DEREA

AU RTIAIE

username T 2=V, 2—FLIZiE, mKk24
NFOFERTEFEATEET,

description 7717 kOB, SN, &RKR3230FO
BT EFEHTEET, X TESI AT
PHAFE T,

BHa—PFICHANBIN SN EE A,

avy FER Jyy— ZEHAZR

3

7.6 Zoa<wryRiE, VI —RX76LEIOY Y —RATHAINE L,
avy FER Jjyy—= TEAR

8.3 Zoawry RBREAINE L,

BEav> R

Wiz, B —Y Tadmin) (27 master-user] ZEBIMT 502~ LET,

(Cisco Controller) > config mgmtuser description admin "master user"

config mgmtuser add
config mgmtuser delete
config mgmtuser password

show mgmtuser
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config mgmtuser password .

config mgmtuser password

BHo—Y 2T — RERET 5T, config mgmtuser password 2~ > R&fEfH L £,

config mgmtuser password username password

B DEREA

AU R TIFIE

username ThHY N 2—YL, =L, K24
NFOFERTEFEATE LT,
password TAHTY R NAT— R, RRT—RIZE, &

K24 XFOFETHHEHATETET,

L

avy FERE Jy— ZEHEAR

2

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATEHEAINE L],
avy FERE Jiy—= EENAE

8.3 Toavwy RPREAINE L,

BEEavTY R

WIZ, HTLWSAT— RS Tim 2 H LT, &Bl=—4 ladmin] O/XAT— REZEH
THHE R LET,

(Cisco Controller) > config mgmtuser password admin 5rTfm

show mgmtuser

config A< K :j~q .



. config mgmtuser telnet

config a7 R :j~q |

config mgmtuser telnet

0 —hVEHa—H|Z X D Cisco VA ¥ LA LAN 12 b 10— ~D G TO Telnet %18l %
BHMZT HIZIE, config mgmtuser telnet =~ > K& LE7,

config mgmtuser telnet user name {enable | disable}

BXDEREA

aAavY R TFI4ILk

user_name v —H)LEHa—FO—YL,

enable o —HVEHa—PIZ L D Cisco WLC ~D#5: TO Telnet DA 2 HF 3z L%
T, K24 LT OFETEANTITEET,

disable o — B VEH o —PIZ X B Cisco WLC ~D#: TO Telnet O 2 Mshiz L E
TO

7 — J VBB — X Telnet % f# ] L T Cisco WLC (28t T £97,

avy FERE J)y— ZEERA
A
7.5 oy RREAINE LT,
avy FERE J1)—=x EENE
8.3 ZOawy RpREAINE LT,

FEREDHA KS4 Y

Coa<wy REANCT HITIT I g — S Telnet Z BN T HMERHD ET, 04 ST 3
VEBEMILTHEX 2T v (SSH) BT E s T A,

WIT, B— BV EF 2 —HIC XD Cisco WLC ~D#E5E TD Telnet DIFEHZHNCTH
FlZ R L £,

(Cisco Controller) > config mgmtuser telnet adminl enable
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| configaw K j~q
config mgmtuser termination-interval .

config mgmtuser termination-interval
A — P OEFRREAE TR (FEAL) Z230E T 21213,

2

VREFEALET,

config mgmtuser termination-interval =~

config mgmtuser termination-interval {seconds }

seconds o —WRw 77y ML ETOHEBIER TN BHEAAL) . 7740 MEZ0, A

EX DA
72 &iBHIZ 0 ~ 300 T,
avwy KRB ))— ZEEAR
A
8.2 ZOawy REARY U —ATEBMENE L,
avy FERE J1y—= ETEAR
8.3 Zoavwry RPREAINE L,

KIZ, 2=FPRu 70 5 ETOMR L) Z2RET L2042 RLET,

(Cisco Controller) > config mgmtuser termination-interval 180

config A< K :j~q .



. config mobility dscp

config mobility dscp

FEUF 4 2> bu—F 0 DSCPE%

jzj—o

config mobility dscp dscp value

config a7 R :j~q |

FRET HITIE, config mobility dsep =~ > RafH L

BX DA dscp_value

0~63 ® DSCP f#,

ATV RFIFLE AL

avy FER J1y—=x

LEAE

7.6

Zoa<wy R, VIU—RAT76LURIDOU U—R
THEAIIE L,

I, YT 4 3 ha—F o DSCP % 40 ISR ET HH A2 LET,

(Cisco Controller) >config mobility dscp 40
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config mobility encryption tunnel .

config mobility encryption tunnel

Cisco WLC TEE Y 7 4 KEE bk h RV DR ET HIZIL. config mobility encryption =2~ > K
EREHLET,

config mobility encryption { enable | disable }

EX DA enable Cisco WLC CTEE U T oSk b &2H
MM LET,

disable Cisco WLC TEE Y 7 4 5k b o prL 24
Mz LET,

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
8.7 Zoawy RPREAINE LT,

&IZ, Cisco WLC TEE VT BB L h o RV EZEHIMIT D0 2R LET,

(Cisco Controller) >config mobility encrypt tunnel enable

config A< K :j~q .
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. config mobility group anchor

config mobility group anchor

WLAN E7213A#7 A N LAN OF LWEE Y T ¢ 7 —%EkT 51213, config mobility
group anchor =~ > R&fEH L E 7,

config mobility group anchor {add | delete} {wlanwlan id | guest-languest lan id} anchor ip

HX DA add B LANICEE Y 7 T U —%iBNE

EELET,

delete B LAN 2B EE Y 7 0 T U —%HIBRL
E3r N

wlan ML LAN O7 U I —REZHRELE T,

wilan_id 1 ~ 512 DR LAN #5511,

guest-lan TANLAN DT I —REXEBELET,

guest lan_id 1 ~5®%7 X LAN @5l 1.

anchor_ip TH—arbue—=70OIPT FLA,

ATV RFIFLE AL

2wy REE yy—2 RENE
7.6 Zoawry Rk, VU—RXT76LEIOY Y —X

THAShE L,

FEREDHA KS4> wlan_id £721% guest_lan_id [ZLFHEE L, W T 2LENH Y £,
1 2BDOECY T 4 T A—%RETHEXIT, WLAN £ 7 A F LAN THE| 7~
H—FEVT 42N LET, HEOT U I—%HIBRT 5L, HEIT U I— LY T (1
BEIZHENZ 2D, HILWnWT Vv — a3 ISk L CEEOE Y 7 o NEEMHIND LD
12720 £,

WIZ, R LANID2IZIP 7 FL A 192.12.1.5 DFEE VT 4 T h—%BIN4 56 %
RLET,

(Cisco Controller) >config mobility group anchor add wlan 2 192.12.1.5

WIT, BEHLANSIP T RLU A 19313.1.15 D Y T 4 7 o — % HIkT 54 %2R
L/i‘j‘o

(Cisco Controller) >config mobility group anchor delete wlan 5 193.13.1.5
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config mobility group domain .

config mobility group domain
FEVT 4 RAAL A EFHRET DHITIL, config mobility group domain =1~ > KZ2{#H L F 97,

config mobility group domain domain_name

BX DA domain_name RAA %, RAAL ULIFRK3I LT T, K
LT E T ERBILET,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, TEEUT 4 RAAL 4 labl ZRETHHE R LET,

(Cisco Controller) >config mobility group domain labl

config A< K :j~q .
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. config mobility group keepalive count

config mobility group keepalive count
TT—RELTEEEY T 4 J—T A N— (T 2 F— Cisco WLC Z#5&T) #7325 X
91T Cisco WLC Z iR ET 5 121%. config mobility group keepalive count =~ > K& L &
7

config mobility group keepalive count count

B DEREA count FEY T4 T—T AL N—(T ping BRK & 2k
F3oEd, ZORBAEBZDLE, A N—
WZIXT7 7B ATERWERRSNET, A%
TRHIPHIE 3 ~20 T, T 740 ME3 T,

ATV RTIFNR FEUT 4 TN—T A N—=Tping BRAEZXET DT 7 /L bOEEIT 3 RITT,

av Y FER Jiy—=x EZERNA
7.6 Zoa<wy R, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, FEVT 4 TN—T A2 3—|Z ping BREZE(ET L0 E 3ENHRET D5
HEOHIEZRLET, ZOREEBIDE. AT 7®8ATERWERZEN
7,

(Cisco Controller) >config mobility group keepalive count 3

. configav > K :j~q
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config mobility group keepalive interval .

config mobility group keepalive interval

TI=NRELEECY T4 TA—T A= (T A—arhe—7%5) 2HRET2
E2icar he—J % ET HIZIL. config mobility group keepalive =~ > K& il L 7,

config mobility group keepalive interval

B DEREA

AR R FI4ILbE

interval EE YT 4 TI—T AR — D ping ER D
KERIRR, I 1 ~30Td, T 74k
i 10 »T9,

ping ZRDOT 7 4V N OEERFRIL 10 B TT,

av Y FNERE

Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShE L,

WIZ, FEYT 4 ZN—T A= ping BRZXET DML 10 FIZHEET 2 61
ZRLET,

(Cisco Controller) >config mobility group keepalive 10

config A< K :j~q .
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config mobility group member

config a7 R :j~q |

EEVT 4 TN—T DAL R— YR NOZ—WFEBIEZITHIFRT 5121E. config mobility

group member 2~ > RZfEH L £,

config mobility group member {add MAC-addr IP-addr [group name] | delete MAC-addr |

hash [P-addr {key | mone}}

BXX DA add YR RDEE T 4 I N—T X —%iB]0
FLIERELET,
mac-addr AL R_R— A4 vFDMACT FL A,
IP-addr AUIN— AL FDIPT KU A,

group _name

(HFB) Ao RN— A vF IA—T4% (5
T F IV S DT N—T L B BE) .

delete

(EE) VAMNLEEUT 4 T —T A
N—ZHIBRL 9,

hash

RAEDT=DIT Ny v a F—ERELET, A
YR=PRRCEB N AL DAy fr—F T
HLGRTT, Ny va F—ERETEET,

key

R a he—50O Ny = F—, =& 23,
a819d479dcfeb3e0974421b6e8335582263d9169
DX FET,

none

B ba—FDOLURTIONY V2 F—% 7
U7 LET,

AR RFIALE AL

avr FERE )1y—2 FERE
7.6 Zoa<wy R, VI —=RT76LRIOY Y —=
TEAINE L,
8.0 Zoa<xr Rk, IPvd L IPv6 Dl ST DT KL

2R E AR —FLET,

WIZ, IPVAT RLAEESEE YT 4 Z—F A" —% U X MBEMNTAHZR L

£,

(Cisco Controller) >config mobility group member add 11:11:11:11:11:11 209.165.200.225

. configav > K :j~q
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)

config mobility group member .

WIZ, IPv6 7 RLAEESEFEL YT 4 Z—F A "—% 1 X NMBINT A6 2R L
ji—a—o

(Cisco Controller) >config mobility group member add 11:11:11:11:11:11 2001:DB8::1

RIZ, ACRAAS DR hr—TD Ny a2 F—2RET L0012 RLET,

GE)

ZOFEDIP T KL ARIZiE, IPv4 F721X IPv6 DWW TN DI A EH X £9,

(Cisco Controller) >config mobility group member hash 209.165.201.1
a819d479dcfeb3e0974421b6e8335582263d9169

config A< K :j~q .
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. config mobility group multicast-address

config mobility group multicast-address

TV T4 VA MOFE—INV T N—TI1ZH LT, ~VFFr AN T IL—TIPT RL A%
FHIET HITIL. config mobility group multicast-address =~ > K& {#H L £7°,

config mobility group multicast-address group name ip_address

X DERHA group_name AUNAA 9 F TN—T% (FT7HN DT
N—TH B D5E) .

ip_address AUNAL v FDIPT FLA,

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa<wy R, VIY—AT76LURIDOY U —2R
THEAINE L,
8.0 Zoa<x Rk, IPvd L IPV6 Dl ST DT KL

2R AR—FLET,

WIZ, test EWVVIHRTDO T N—FIZ LT, vV TFFXY AN ZV—7DIPT KL A
10.10.10.1 2R ET HBIZ R L ET,

(Cisco Controller) >config mobility group multicast-address test 10.10.10.1

WIZ, test EWVOZFIDO TN —TIZHH LT, ~VFFy AN TNL—TDIPT FLA
2001:DB8::1 % ET HH 2~ LET,

(Cisco Controller) >config mobility group multicast-address test 2001:DB8::1

. configav > K :j~q
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config mobility multicast-mode

EFEEVT 4 AT Fy AN ET— READEZITENIZT 5121, config mobility multicast-mode

avr REFHLET,

config mobility multicast-mode .

config mobility multicast-mode {enable | disable} local group multicast address

BXDEREA

enable

~NVFX ¥ A bET—ReAf F2—T M LET,
ZOWE, arhe—JF~ AT HFr A R ET—
K%M H L C. Mobile Announce A v t—3%
o—H) T—F~EELET,

disable

YNFXY AN ET—RET -7 ML E
T, ZOHE, 2rbr—JF2=%v X}
F£— K% H L C. Mobile Announce A & —
CER—H)N TN—T~EEFELET,

local group multicast_address

a—HNVEEYT 4 TN—TDIPT KL A,

AU R TIAIE

EFEUT 4 wTFHx AR T— NI > TWET,

avy FERE

Jjy—= EERNE
7.6 Zoa<y R, VU —RT6LEIDY U —2A

THAShE L,

Wiz, a—A NV IT 4 ZTA—TFDIPT R A157.16820.0 1% LT, ~/LFF+x
ANEEVT 4 B REAMNCT D0 2R LET,

(Cisco Controller) >config mobility multicast-mode enable 157.168.20.0

config A< K :j~q .
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. config mobility new-architecture

config mobility new-architecture

Cisco VA PLALAN 2> br—F (WLC) THLWEE U7 4 246027 5121, config
mobility new-architecture =~ > R&{#fH L £,

config mobility new-architecture {enable | disable}

B DR

i
&

aAavy R FI4ILk

enable FH L WEE VT ¢ 7—F%7 7 F ¥ 28025 L 51T Cisco WLC R E L E 9,

disable W7 5o N BT 4 T—FT 7 F IV KX D K 91T Cisco WLC 3R 7E L
i‘d‘o

FIZ N NTIE, FTLWEEY T ¢ 1 THEN /> TWET,

avy FERE

FEREDHA KS4 Y

J)— EERE
R

731120 Zppa~<w> RREAINE LT,

FHLWEE YT 1%, CiscoWiSM2, Cisco2500 > U —RX U A ¥ L A2 hra—F Cisco5500
V=X UL Rarie—7, BLWCisco8500 >V —RX U A ¥ LR aryha—FThH
HYHR—hFENTHET, HLWEE YT 1%, Cisco Catalyst 3850 > U — XX Cisco 5760 7

A¥LALAN 2 ha—5 50U A ¥ LR aryba—L ES2—/L (WCM) Z2HH L7
WET /A aryhue—7 LORERMES Cisco WLC TEB L E7,

WIZ, Cisco WLC THLWEE D 7 4 Z2HMNT 5602 R LET,

(Cisco Controller) >config mobility new-architecture enable

. configav > K :j~q
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config mobility oracle .

config mobility oracle
Mobility Oracle (MO) %% ET 5IZI%. config mobility oracle =1~ RZ{#HH L F9°,

config mobility oracle {enable | disable | ip ip_address }

XD EHEA enable FLENREIZ MO 2 A LET,
disable ELENRFIC MO 2 NI LE T,
ip MODIP 7 RLAZIELET,
ip_address MO D IP 7T RL A,

ARV REFIALE AL

avy RERE J)— ZEERNE
R

731120 Zpa~y RREAINE LA,

8.0 ZOa<wy RiE, IPvd7 RLAERDOAEZ T R—FLET,

FEREDHA KSAy MOB1IODEERELY T4 FALDFT, 2747 b T—=F_X—Z&RFFLET,
it AT —vary T —H_—Z FEUT 1 CiscoWLC ~DA L H—T A A, BIW
NTP — "THIRSNET, TEEUT 4 RAAL URERITMO X1 DDA T,

ZOa=wy RTIEIPve 7 RLAERIZVAR—FEnEEA,

wIZ, MODIP 7 RLAZRETAH AR LET,

(Cisco Controller) >config mobility oracle ip 27.0.0.1

config A< K :j~q .
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. config mobility secure-mode

config mobility secure-mode

CiscoWLCHI TRV MV T5FEE YT 4 AvbE—UIltX a7 T— FERET HITIE. config
mobility secure-mode =~ > K& L £,

config mobility secure-mode {enable | disable}

X DA enable FEUTF 4 IN—TDAvE—T X2
T A EAF—T T LET,

disable EFEVT 4 TN —TDA v E— X2
TAET =TI LET,

ARV REFIALE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L=,

WIZ, EEVT 4 AvbE—VDEXaT T— FEAENNITLHZRLET,

(Cisco Controller) >config mobility secure-mode enable

. configav > K :j~q
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config mobility statistics reset .

config mobhility statistics reset

TV T 4 OFEHERZ U > 95121, config mobility statistics reset =~ > R &2 L F
R

config mobility statistics reset

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

wiZ, TEVT 4 =7 OkEHEREZ Y ¥y M OFIERLET,

(Cisco Controller) >config mobility statistics reset

config A< K :j~q .
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config netuser add

aybhue—5 Foua—h) a—F F—F_X—2ZWLAN EOF A b a—WFE - 1THHBRS A b

LAN #8421,

config netuser add username password
lifetime /ifetime description description

config a7 R :j~q |

config netuser add =~ > R&fiH L £,

{wlan wlan_id | guestlan guestlan _id} userType guest

B D

i
&

AU R TIFIE

username AN =W, =PI, R50 30T
DEFFTEHATEET,

password I—PF RRT— R, R2T— R|ZiX., HK24
XFORPTEFEHTEET,

wlan BT 1T A R LAN ORI Z 883 5 0>,
TRTOMER LAN 1T 235E LET,

wlan_id Z—PFIZHID ST HI TV B LAN 751
To HO0DHE, 22— ET X TOML LAN
W7 Vv —hLET,

guestlan BEHf} 1T D A b LAN OB - =6 ET 5

I, TARTOEHRLANICY 0 28E LET,

guestlan_id

2~ LAN @ 1D,

userType a—Y XA TERELET,

guest AR 2—=HFOF A NERELET,

lifetime TATEA LERELET,

lifetime FARN 22— ORHNDT A 7 XA LE (60
~ 259200 £721%0) ,

GE) BOolX., 74 7% A LMENPEHIFRE T
HHZEERLET,

description PO R, TIN5 T
F R I2LTFHEMEHTEET,

L

avy FERE

JU— EERE

A

7.6 Zoa<wr RiE, VI —=A76URTIOY V—ATHASHE L,

. configav > K :j~q
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config netuser add .

avy RERE

Jiy—=x EERNE
8.3 Zoawy RpREAINE L,

EREDAARZA4

O—H) Xy hI—7 2a—PFE 1 DDF —Z_X—A KM ENLDT, 2D —P41T
EELTUIWITET AL

WIT, KAZ—=F X Jane &V A ¥ L X Xy FU =22 1IFMENT 2612~ L ET,

(Cisco Controller) > config netuser add jane able2 1 wlan_id 1 userType permanent

WIZ, B A 2—F4 George Z VA YL A Xy FU—2 |2 1 BB 56 275% L
\iﬁqo

(Cisco Controller) > config netuser add george ablel guestlan 1 3600

show netuser

config netuser delete

config A< K :j~q .



. config netuser delete

config a7 R :j~q |

config netuser delete

a—7 Xy MU= nLEfFO 2 —Y 2 HIFRT HI2IL, config netuser delete =~ > K% fii
HALET,

config netuser delete { username username | wlan-id wian-id}

BXDEREA

AU R TIAIE

username Ty NU—7 a—W4, 2—FLHITIE, &K
24 LFOHPFEHHTEET,

wlan-id WLAN ID &5,

L

avy FERE Jy— ZEHAR

3

7.6 Zoa<wry NI, VI —RXT76LEIOY Y —RATHAINE L,
avy FER Jj1y—= EERNE

8.3 ZOavwy RPREAINE L,

HEREDAA K1Y

\}

B—HN Xy FT =7 =PI DOFT = FN—RBMEN LD T, ZibDa—F4F
BEL TV EEA,

GE)

Fy U — 7 a—PICEEMT SN TWD WLAN 2 HI&d 5 & 25 AL, JEICWLANIIC
BEAIT N TWAETRTOR Y N —7 2—FZHIRT 5 L5 IR TH 707 F&2FoR
LET, *y hU—7 22—V EHIRLZH%IZ, WLAN ZHIBRCTE £9°,

Wiz, BEFO—W4 ablel 2%y b= MO HIBRT A0 2R~ L ET,

(Cisco Controller) > config netuser delete ablel
Deleted user ablel

show netuser

. configav > K :j~q
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config netuser description .

config netuser description

BEfFOxR v hU—27 a—HIZFP ZBINT 521X, config netuser description =~ > K % {# ]
LET,

config netuser description username description

B DEREA

AU R TIHIbE

Fy NU—=7 a—F4, 2—PLIZE KR

username
U XFOIHEF RN TEET,
description (ER) =—FOBB, HINFTBIAHT
EENE SRIBEOFE S22 ke ER
L

avy FERE ))y— ZEERA

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],
avy FER J1y—= TEAR

8.3 Zoavwy RPNEAINE L,

Wiz, =—HFoFH THQI Contact] ZBEFDFR v hU—27 2—H4 able 1 IZIBINT 5
BlzRLET,

(Cisco Controller) > config netuser description ablel “HQl Contact”

BEav> R

show netuser

config A< K :j~q .
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. config network dns serverip

config network dns serverip

F v NU—2 ® DNS H— "% ET HIZIL, config network dns serverip =~ > FZ{#H L £
R

config network dns serverip { ipaddr}

EX DA ipaddr IP7 RLAZEBRELET,

ATV ERFIFIR Y BT—T LoULD Web RAEDT 7 AV MEIZIENIZAe > TOET,

avy FERE )1)—=x EENE
8.3 ooy R BEMEnE L,

WIZ, WebREEZ FA T hOTFaXxi DU XA L7y g DY R— NEEIZT S
B &= LET,

cisco controller config network dns serverip 198.172.202.252

BEav >R show network summary

. configav > K :j~q
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config netuser guest-lan-id .

config netuser guest-lan-id

Xy NI —27 a—HFOHFT A N LANID Zi%ET HI21L, config netuser guest-lan-id ==~ >
REfEHLET,

config netuser guest-lan-id username lan_id

Fv NT— 2—FL . 2—FL4ITIE. 24

X DEREA username
FOFERTERETEET,

a— YL BEAHT A 72D DA A S LAN D
ID, fE2Y 0 DA, 2—F X T XTOHHR
LAN [ZB#AF T B E T,

lan_id

ARVEFIALL AL

avy FER Jy— ZEHAR

3

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —RATHAINE L,
avy FER Jjyy—= ETHEAR

8.3 Zoawry RBREAINE L,

WIZ, BHRLANID 2 % airel &) RO —FIZEEfTHT 5 K 9 IR ET 2627
L7,

(Cisco Controller) > config netuser guest- lan-id airel 2

show netuser

show wlan summary

config A< K :j~q .
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. config netuser guest-role apply

config netuser guest-role apply

A b m—HZ Quality of Service (QoS) D1 —/ L& 5IZI%. config netuser guest-role
apply =~ FEFEHLET,

config netuser guest-role apply username role name

B DEREA

AR R FIAILE

username a—W4,
role_name QoS 7 A ks m—/L4,
mL

avy FERE

EREDAARZA Y

Jy— EEAE
S

7.6 Zoawr R, VU —R76LHIOY U —ATHEAINE L,

FA K~ 22— QoS = — L& EHI Y B TARWEE, [User Details] D [Role] 7 1 —/V RIZT 7 %
JRELTR=AIRENET, ZO2—FOHEEa 727 I, WLAND QoS 71 7 7
ANTERSNET,

FA K =% D QoS =—/LDFEI Y TEMIRT 5555 1X, config netuser guest-role apply
username default # il L £7, 5%, ZO2—HFIZDOWTIZTWLAN ® QoS 7' 1 7 7 A )L TIE
RINTHEE= 77 RERHESNET,

KIZ, Contractor &9 4 HITD QoS 7 A b v — /)L &FFOF A k =— jsmith QoS 7 —
NEEAT HHE R L ET,

(Cisco Controller) > config netuser guest-role apply jsmith Contractor

config netuser guest-role create

config netuser guest-role delete

. configav > K :j~q
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config netuser guest-role create .

config netuser guest-role create

7 A —H® Quality of Service (QoS) 7 —/LZA{EAT HIZIX. config netuser guest-role create
av s REEHLET,

config netuser guest-role create role_name

B DEREA

AR R FI4ILE

role name QoS 7' Ak m— L4,

L

avy RERE

FRLEDHA KS1 Y

BEEavTY R

Jy— EEAE
S

7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],

QoS 7 —/L & HIBRT 521X, config netuser guest-role delete role-name % fli [ L £ 7,
RIZ, guestuserl & VNI ARTDS A b 22— QoS v — /L ZAERLT D4R LET,

(Cisco Controller) > config netuser guest-role create guestuserl

config netuser guest-role delete

config A< K :j~q .
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. config netuser guest-role delete

config netuser guest-role delete

A K —H D Quality of Service (QoS) d 1 — /L& |9 5IZI1%. config netuser guest-role
delete =~ FZEHLET,

config netuser guest-role delete role name

B DERA role name Quality of Service (QoS) 7" A ks v —/L4,
ARVEFIAAL AL
avy RERE )— ZEEASE
R
7.6 Zoa<wry RiE VI —=A76URIOY V—ATHAShE LT,

KIZ, guestuserl @ Quality of Service (QoS) @ v — W EHIFRT HHl 2R LET,

(Cisco Controller) > config netuser guest-role delete guestuserl

config netuser guest-role create

BEav> KR

. config av > K :j~q
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config netuser guest-role qos data-rate average-data-rate .

config netuser guest-role qos data-rate average-data-rate

2= 1 AHTZOVDTCP N7 7 4 v 7 DT —F L— MEFET HITIL, config netuser
guest-role qos data-rate average-data-rate =~ > N&fHEH L £7,

config netuser guest-role qos data-rate average-data-rate role name rate

BXDEREA

AU R TFI4ILE

EREDAARZA Y

Eav2 R

role_name Quality of Service (QoS) 7 A ks v —/L4,

rate 22— 1 ABTEVDTCP 77 4 v 7 L—
}\O

L

ZDa<w RDrole name /N7 A —Z 1%, H LW QoS B — /L DA E AT LET, T D4R
X, QoS —HFDr— /L& —EIZi#HB]T 5 HDTT (contractor, vendor 72 &) , rate /3T A —
221X, 0~ 60,000 Kbps (Ml DfE%E ZEe) OfEEASITEET, HIC0ZFETDH L. QoS
02— /L% B HHRIE OFIRIZ T 8 A,

RIZ, guestuserl &V DARTD QoS 7 A MDY L — M ERET D0 2R LET,

(Cisco Controller) > config netuser guest-role gos data-rate average-data-rate guestuserl
0

config netuser guest-role create
config netuser guest-role delete

config netuser guest-role qos data-rate burst-data-rate

config A< K :j~q .
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. config netuser guest-role qos data-rate average-realtime-rate

config netuser guest-role qos data-rate average-realtime-rate

2= 1 AHTZOVDTCP N7 7 4 v 7 DT —F L— bEFET HITIL, config netuser
guest-role qos data-rate average-realtime-rate =~ > NZfEf L £ 7,

config netuser guest-role qos data-rate average-realtime-rate role_name rate

B DEREA

AU R TFI4ILE

EREDAARZA Y

BEEav> R

role_name Quality of Service (QoS) 7" A ks v —/L4,

rate 22— 1 ANBTEVDTCP 77 4 v 7 L—
}\O

L

ZDa<w RDrole name /N7 A —Z 21X, H LW QoS 7 — /L DA E AT LET, T D4R
X, QoS —HFDr— /L& —EIZi#HBT 5 HDTT (contractor, vendor 72 &) , rate /3T A —
221X, 0~ 60,000 Kbps (Ml DfE%a ZTe) OfEEZASITEET, HIC0ZFEET D L. QoS
0 /U B HHRIE OFIRIZ T 8 A,

RIZ, TCP b7 7 4 v 7 ®L— K73 0Kbps T 5 guestuserl &9 AHID QoS 7 A |k
2—PITK LT T—% L— b ERET D2 R LET,

(Cisco Controller) > config netuser guest-role gos data-rate average-realtime-rate
guestuserl 0

config netuser guest-role

config netuser guest-role qos data-rate average-data-rate

. configav > K :j~q
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config netuser guest-role qos data-rate burst-data-rate .

config netuser guest-role qos data-rate burst-data-rate

2= 1L ANBHTZOVDTCP N7 7 4 v 7 DI KT —H L— bEET HITIL, config netuser
guest-role qos data-rate burst-data-rate =~ > N&fEH L 7,

config netuser guest-role qos data-rate burst-data-rate role name rate

BXDEREA

AU R TFI4ILE

role_name Quality of Service (QoS) 7 A ks v —/L4,

rate 22— 1 ABTEVDTCP 77 4 v 7 L—
}\O

L

avy FERE

Jy— EEAE
A

7.6 Zoaw R, VU—R76LHIOY UV —ATHEAINE L,

EREDAARZA

EEav> R

N—=Z NF =% L— MIEHT—% L— MU ETRITFER Y E8 A, ENLSOEE. QoS
RY)—=IZED, VATV VA ITIAT UMD NI T4y IR TRy 7 SNDTENRDHY E
j—O

ZDa~v L RDrole_name N7 A —Z 21X, H LW QoS B—/LDAHTZ AT LET, ZDL4HI
1L, QoS —HVDr—%&—ZEIZi#BT 25D TT (contractor, vendor 72 &) , rate /37 A —
ZIZIE, 0~ 60,000 Kbps (HidimDEAETe) OMEE A TEET, HIZ0EHETH L. QoS
B — LA D A g ORI T o £ A,

WIZ, TCP b7 7 4 7 ®L— kA 0Kbps T 5 guestuserl &5 4 #iTD QoS 7 A k
XL CE—27 7—% L— h&RHETHHERLET,

(Cisco Controller) > config netuser guest-role qos data-rate burst-data-rate guestuserl
0

config netuser guest-role create
config netuser guest-role delete

config netuser guest-role qos data-rate average-data-rate

config A< K :j~q .
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. config netuser guest-role qos data-rate burst-realtime-rate

config netuser guest-role qos data-rate burst-realtime-rate

=PI ABZOVDUDP hT T 4 v I D/N—=A K UT VLA LT —H L— NERETDHIT
I%. config netuser guest-role qos data-rate burst-realtime-rate =~ > K& il L £,

config netuser guest-role qos data-rate burst-realtime-rate role_name rate

B DEREA

AU R TIFIE

role_name Quality of Service (QoS) 7" A ks v —/L4,

rate 2—HF 1 ANBHTZVDTCP FT77 4 v 7 L—
r\ o

oL

avy FERE

FEREDHA K542

BEav> R

JU— EERR
A

7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATEHEAINE L],

WN=A K UTNEA L L—MIFEHITAEA L L— U ETRITFIUERY T8 A, 0L
D4, Qualityof Service (QoS) KU L —It kW, UL YL RAIFTAT L RED T T 4
INRTRy T INDHZERHY ET,

ZDav RDrole_name /N7 A —Z 1L, HLWQoS B —/LDARIZATILES, ZD4HI
X, QoS = —HDr— L% —ZEI(Z#HBT 25 HDTT (contractor, vendor 72 E) , rate /37 A —
ZUZiE, 0~ 60,000 Kbps (HiDOfE%FTr) OfEE A TEET, HICOZHET D L. QoS
2 — U D B g O HIRII T O E T A,

WiZ, TCP b T 7 4 v 7 D L— k2 0Kbps T 5 guestuser]l &9 £HTD QoS # A bk
=PI L TR—=A N U TAEA L L— b ERETDIHERLET,

(Cisco Controller) > config netuser guest-role gos data-rate burst-realtime-rate guestuserl
0

config netuser guest-role
config netuser guest-role qos data-rate average-data-rate

config netuser guest-role qos data-rate burst-data-rate

. configav > K :j~q



| configaw K j~q

config netuser lifetime .

config netuser lifetime

TFANRY NI =0 2—=FDTA 7 XA LEFHET HIZIL, config netuser lifetime =~ > N %
HHLET,

config netuser lifetime username time

B DEREA

AU R TIHIbE

username Iy NU—7 a—W4, 2—FLITIE, &K
50 LFOFHRTFTEMHATE LT,
time 60~ 31536000 b DT A 7 X A L, F7-ILHIR

2 LA 0,

L

avy FERE ))y— ZEERA

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],
avy FER J1y—= TEAR

8.3 Zoavwy RPNEAINE L,

BEEavTY R

WIZ, TAMDRy NT—0 2a—=F DT T XA LERET DH R LET,

(Cisco Controller) > config netuser lifetime guestuserl 22450

show netuser

show wlan summary

config A< K :j~q .
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. config netuser maxUserLogin

config netuser maxUserLogin

Xy NU—7 a—¥RFHTEX 0740 By v a rORRKEEZRET HIZIL, confignetuser
maxUserLogin =~ > RZf/H L 9,

config netuser maxUserLogin count

B DEREA

AU RTIHIE

count HM—a—WVoRgRkers/4vya# &
ETXHEIFO0 (EHIFE) ~8 T,

FI7 NN, B—a—Foka /1y vy a it GEERR) T3,

avy FERE Jy— ZEHEAR

3

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHAINE L],
av Yy FER Jjyy—= ETEAR

8.3 Zoawry RBREAINE L,

BEEavw YR

I, B—pa—HFoursfr vyl a O REEs 8 ICRETAHERLET,

(Cisco Controller) > config netuser maxUserLogin 8

show netuser

. configav > K :j~q
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config netuser password .

config netuser password
B—HN Ry N —7 2= D/NRAT— REEES DI,
AL ET,

config netuser password =~ > N

config netuser password username password

X DR username Fv hT—27 2—%4, 2—VFHITE, &K
24 XFOFEFHMEHATEET,

Xy hU—7 2—=F AT =, NRRAT—FR
(I, R 24 LT OIH T a MM TE £,

password

aATYRFIHLE AL

avy FERE ))y— ZEERA

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],
avy FER J1y—= TEAR

8.3 Zoavwy RPNEAINE L,

WIZ, airel 725 aire2 [IC Ky hU—27 22— RAU— REEBET A4 27 LET,

(Cisco Controller) > config netuser password airel aire2

BxEa<v >k show netuser

config A< K :j~q .
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config a7 R :j~q |

config netuser wlan-id

Fy N —7 22— O LANID Zi%E7 521X, config netuser wlan-id =~ > K& L
e

config netuser wlan-id username wilan_id

B DEREA

AU RTIAIE

username F v NI —7 2—%4, 2—FHITIX, 24
FOFERTERETEET,

wlan_id 2—HF LTV vm— M5 R LANGA T,
B0 DA, 2— &2 T X TOMBRLANIZT

Vo —hLET,

L

avy FERE

J)— ZEEBEAR

3
7.6 Zoavy NI, VIV —RT6URIDOY V—RATHEAINE L,

av Y FRERE J)1)—= EENE
8.3 Zoawry RBREAINE L,
451
WIZ, B LANID 2 % airel &\ 9 A RTO—FIZBEAHT 5 X 5 IR ET D61 &2 7R
Lij_o

BEEavTY R

(Cisco Controller) > config netuser wlan-id airel 2

show netuser

show wlan summary

. configav > K :j~q
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config network client-ip-conflict-detection .

config network client-ip-conflict-detection

Iy NU—=2 DY F 47Tk DHCP 7 R L ABERMEZ A2 E 213N T 5I21E, config
network client-ip-conflict-detection =~ > K& L 7,

config network client-ip-conflict-detection {enable | disable}

TIAYXYVATZTA4 T b, TTIHIOT Z
ATV MBS NTWADHCP 7 KL A%
ZELESA. LRI 47 NIl S
Noi=, DU AT MIEERE L CHr
LW FLAZBGT 2 0ERH D 3,

ZOMREET 4 E—T M LET,

X MEREA enable
disable
ARVRFIANE TAESTL
avy FERE J)— ZEEBEAR
A
8.1 Zoawr RREAShELL,

config A< K :j~q .
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. config network http-proxy ip-address

config network http-proxy ip-address

Xy hT—=ZOHTTP 7m X+ P — "DIP T KL AZFET HIZIL, config network http-proxy
ip-address =~ > R&HEH L ET,

config network http-proxy ip-address ip-addressportport-no

XD ip-address HTTP 72 %D IP 7 KL 2,

port-no HTTP 71 ¥ v DR — hE 5,

aRVRFILLE L

avy RER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

wIiZ, 2y FU—Z7OHITP 7 u XL —_DIP T FLRAEZRETHHE R LET,

cisco controller config network http-proxy ip-address 10.10.10.11 port 8080

BEa<wo R show network summary

. config av > K :j~q
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config network bridging-shared-secret .

config network bridging-shared-secret

7N vy VOHAF—ERET ST, config network bridging-shared-secret =~ > K& L
£

config network bridging-shared-secret shared secret

B DEREA

AR R TFIAILE

shared_secret 7V v VOHEF—OLTFH], LFHNTIE 10
NA FETHEHATEET,

TV POHEF—IX, T TN FTITEDC o TVET,

avy RERE

FREDHA FS14 2

EEav> R

Jy— EEAE
A

7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE LKL,

COaw Rk, AL vFICERTAIA Y2 T I BA R, FOARy 7R —)L 22—
T — 2 R T A —MER S N E T,

ZDawy REMEESHE 521X, zerotouch configuration A % — 7 /I L TE L MLERH Y F
j‘o

wiz, 7V vy ol x—n3FS| [shhhl] #RETHH 2~ L ET,

(Cisco Controller) > config network bridging-shared-secret shhhl

show network summary

config A< K :j~q .
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. config network web-auth captive-bypass

config network web-auth captive-bypass

P2y RNT—2 LRV TCR Y FT 4T BB LD N2 R— 5L carbhe—7
ZERET HITIX. config network web-auth captive-bypass =~ > & H L £,

config network web-auth captive-bypass {enable | disable}

X DA enable AL R =IRRYTT 4T RS ADA
WAL R—RTEHLIICLET,

disable Ay b —IRNXXY T T 4T R—=HNDINA
NRAZYR—FTERNESITLET,

ARy RFIALE AL

av Y RERE J1)y—2 EENE
8.3 Toawy RPREAINE LT,

WRIZ, ¥ T T AT R—=FNVDNNANRNAEYR— 5L be—F%%ET
LB &R LET,

(Cisco Controller) > config network web-auth captive-bypass enable

BEaw Y K show network summary

config network web-auth cmcc-support

. configav > K :j~q
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config network web-auth port .

config network web-auth port

Ty T —27 LoLb® Web fBREICBI L CEIMA— FAR U ¥4 L7 & L HIZRET HIC
IZ. config network web-auth port =~ > RZ{HH L F9,

config network web-auth port port

X DA port R— h& T, ARRHEIHIL 0 ~ 65535 TT,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, WebiBFEICBI L C, BMA— FEZ 120003V XA L7 FEINDEIIIRETD
Bz = LFET,

(Cisco Controller) > config network web-auth port 1200

EEa<wo R show network summary

config A< K :j~q .
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. config network web-auth proxy-redirect

config network web-auth proxy-redirect

WebiBFEZ 7A 7> "7 axv O XA LY vay YiR— hERET HIZIL, confignetwork
web-auth proxy-redirect =~ > N& i L £,

config network web-auth proxy-redirect {enable | disable}

B DR

i
&

enable Web Bk A7 o7 axy VAL LY
varEYAR—hrTEDLLIICTLET,

disable WebiRFE7 A7 hoTaxy VA ALY
varkEYAR—FTERNE oI LET,

ARV REFIALE AL
av Y RERE J1)y—=x EEAE
7.6 ZoavryRE VY —=A76URTOY Y —A
TEAINE LT,
WIZ, WebiBilEZ ZA4 7 v b7 axv 0 XA L7 v a O R— Naaact 5
Bz R L ET,
(Cisco Controller) > config network web-auth proxy-redirect enable
BEavy R show network summary

. configav > K :j~q
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config network web-auth secureweb .

config network web-auth secureweb

7747 MIEFX 2T Web (https) #BFEZEXET HIZIE, config network web-auth secureweb
av s REEHLET,

config network web-auth secureweb {enable | disable}

RXOHH enable 7547 MoEF =7 Web (https) FRGL%
TADEIITLET,

disable 7 TAT > MZeX2T Web (https) 787E%
T2k oicLEd, 77472 FOHTTP
Web RFEE BN LET,

ATV ERFI4IE T IANBETIEH, Z7T7A4T 2 bOEF 2T Web (https) BFEIFEA /2> TWET,

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —RT76LHEIDOY Y —=A

THAShE L,

av Y FERE Jiy—=x ETEAR
8.3 Zoawy RpREAINE L,

FELEDHA KS4> config network web-auth secureweb disable =~ > FZEH L TZ 747 FDtEF =27 Web
(https) FRAEZRET D%, CiscoWLC 2V 7 — ML TEHAZMEHT 20BN H Y £,

WIZ, 72747 ML TEF 27 Web (https) BFEAZ AN T D612 R LET,

(Cisco Controller) > config network web-auth secureweb enable

BEa<wo R show network summary

config A< K :j~q .
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. config network webmode

config network webmode

Web E— RE2ARNE 72 13BN T HITIE, config network webmode =~ > R&fH L £,

config network webmode {enable | disable}

X DA enable WebA X —T = A AuA F2—T M LET,
disable Web A v H—T 2 A 2A%F 4 E—TNIZLFE
R

Web &— RDF 7 4/ MEIZ enable T,

aAvRYETFI4IE
avy FERE J)y— ZEERA

2

7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATEHEAINE LT,
avy FERE Jy—x EERE

8.3 ZOavwy RpREAINE LT,

WIZ, Web A > F—T =A X F— P+ 5612 RLET,

(Cisco Controller) > config network webmode disable

show network summary

EEav> R

. configav > K :j~q
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config network web-auth .

config network web-auth

Xy hT—27 LoD Web BiEA 7'V a &K ET HIZIL, config network web-auth =~ >

REFEHLET,
config network web-auth {port port-number} | {proxy-redirect {enable | disable} }
X DA port Web 383EY A L7 2 a ICEBINAR— F &
HELET,
port-number N— &% (0~ 65535) ,
proxy-redirect Web 8GEY7 A4 7 b7 axy YH A L7
varHR—FrERELET,
enable Web k7 A4 T b7 uaxy VAL LY
vary R — b EeAR—TMILET,
(GE) Web iRl 7o DU XA L7 g
iE, A— F 80, 8080, F L TN3128
Wz, 22— EROAR— | 345
$LTA R—=T T £,
disable WebiBiEZ A7 b7k VXA LY

varyYiR—rET =T LET,

ATV R FI4NR By RT—7 LoULdD Web SBFEDT 7 A4/ MEITEERNZ /e > TOET,

avy FER Jy—= EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

avy FER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

EELEDOHA KS4Y REEADCTLHITE, VAT 22V Ey NI DORERSHY E7,

ch:\ Webqu77477/l\0)7f13?/0))541/7/5/0)‘5‘1‘ }\ffﬁfj ‘g—
iz~ LET,

(Cisco Controller) > config network web-auth proxy-redirect enable

BEav >R show network summary

config A< K :j~q .



config a7 R :j~q |
. config network web-auth

show run-config

config qos protocol-type

. config av > K :j~q
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config network 802.3-bridging .

config network 802.3-bridging

2y hr—77T8023 7V v EAREITENITT SITIL. config network 802.3-bridging =
~U REEHLET,

config network 802.3-bridging {enable | disable}

B DEREA

AU R TIHIE

enable 8023 7 vV h A RX—TNMIZLFET,
disable 8023 7V vV ET 4 E—TMIZLET,

FTITHNVETIE, 2 ha—7T8023 7V v I NEHIT/o> TWET,

avy FERE

EREDHA FS14 Y

BEEa~v

<R

JU— EERE
A

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —RATEHAINE L],

aryhe—7 V7 b7 YU —RA52TiL, 2100 Y —AX—X arte—JHDY 7 |
VT R—ADT V=T AT T XTIV FxBF LV T+ TV —T 47 TL—2 T—F
T F X0 ET, TOME, 21000 —X 2> hr—F B LW Cisco— B AFTAT/L—
4 Ff Cisco Wireless LAN Controller Network Module X, 7 7 /L h T8023 /X7 v &7 Y » ¥
LET, LER-T, 80237 ) v V2T 4 —T/MITELHDIL, 4400 ) — X a2 ba—
7. Cisco WiSM, 35 X UF Catalyst 3750G Wireless LAN =22 b1 —F A A » F 7215 TT,

80237V v VD AT —H A %EPET HIZIX, show netuser guest-roles =~ > R&E AT)LET,
wIZ, 8023 7V v VAT DBl ERLET,

(Cisco Controller) > config network 802.3-bridging enable

show netuser guest-roles

show network

config A< K :j~q .
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. config network allow-old-bridge-aps

config network allow-old-bridge-aps

AL v F LTV — b THEHENWT Y v T BRARA L FOKREEFRET HITIL, config
network allow-old-bridge-aps =~ > R&fH L £,

config network allow-old-bridge-aps {enable | disable}

X DA enable 2AA v F TV Z—a kA R—T NIl
£7,

disable AA v F T I T—arETF ov—7 Iz
LE9,

ARVEFIFNE AAYTF TV E—a IEDRoTHET,

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L=,

W2, HTWT Y v T IR ARAL v b AL v FIZBEER TS L 9 ICRET 50 % R
LET,

(Cisco Controller) > config network allow-old-bridge-aps enable

. configav > K :j~q
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config network ap-discovery .

config network ap-discovery

AP T 4 AF N ST NAT IP Z A0 E 7213 L2 3 51T1X. config network ap-discovery =
~v Rz LET,

config network ap-discovery nat-ip-only {enable | disable}

B DEREA

AR R TFI4ILE

enable NAT IP DIE 2T 4 ATV JSETDIHA
F—T M LET,

disable F 4 AT N S TO NAT IP 38 L U NAT
IP Ol OHRAE A F—T Mz LET,

NAT IP DN T 4 AB N A TORENNZ > THET,

av Y RERE

EREDAARZA

Jy—= EENE
7.6 Zoa<wy R, VIU—RAT76LRIOU U—R

TEAINE L,

L

config interface nat-address management =~ > R EINTWAHEAE, Z0a~vy Nick-
T. CAPWAP 7 4 AANVIGETEESNDT FLARTHH S ET,

TRTOAPHR Y b —TFDONAT 7 — b7 = A OIMUZH 5555 . config network ap-discovery
nat-ip-only enable =~ > RZ ASJ LT, HEINAT 7 RLADAEZEFLET,

ar ha—F0, NAT 77— NV = A O ENEROMITIZ AP #FF234 . config network
ap-discovery nat-ip-only disable =~ > FZ AJ) LT, EENAT 7 F L X LEFHNET LA
DM J 255 LET, AP BNV SR K 912, config ap link-latency disable all =~ >
EULTANLTLLIZEN,

WIZ, AP T 4 ANV JEETNAT IP 2G0T D01 2R L ET,

(Cisco Controller) > config network ap-discovery nat-ip-only enable

config A< K :j~q .
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config a7 R :j~q |

config network ap-easyadmin

Cisco AP @ EasyAdmin #$AE % 3% 9 25 (21X, config network ap-easyadmin =~ > N&ff L £
R

config network ap-easyadmin {enable | disable}

B DEREA

ARV R TIHIbE

enable AP @ EasyAdmin Z G0 LT,

disable AP @ EasyAdmin & )2 L £ 7,

EasyAdmin (%, 7 7 4 /L KN CIEEEZNIZ 72> TWVET,

av Yy FERE Jjy—= ETEAR
8.4 ZOYY—RATIDawy RNBEMESNE L
7=,
avy RERE J1)y—2= EERNE
8.4 ooy RRBAINE L,

IZ, Cisco AP @ EasyAdmin ZH T 56 %~ LET,

(Cisco Controller) > config network ap-easyadmin enable

. configav > K :j~q
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config network ap-fallback .

config network ap-fallback

Cisco Lightweight 7 7 £ A ARA > RO 7 4 — /3y 7 ZFET HIZIL, config network ap-fallback
av s REEHLET,

config network ap-fallback {enable | disable}

B DEREA

AR R TFI4ILE

enable Cisco Lightweight 7 7 £ A RA » D7 +—
Ny T A R =T I LET,

disable Cisco Lightweight 7 7 £ A RA  F DT 4 —
NNy I BT 4 =T M LET,

Cisco Lightweight 77 Z A2 RA > b D7 3 —/L N o ZITHNI > TWET,

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, YU—RXT76LEIDY Y —XA
THEAIIE L
avy RER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

RIZ, Cisco Lightweight 77 ¥ A IRA > h DT —V Ny 7 2G0T D6 %2R L E
j—O

(Cisco Controller) > config network ap-fallback enable

config A< K :j~q .
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. config network ap-priority

config network ap-priority
Lightweight 77 £ 2 KA > N2 @BRTI2A4 T a v EAELITEDNCL T, avbe—F
fEERICa Y br— T NSRBI TIE e SERNEMIZ K> THIRRES LD K 5127 5I21E, config
network ap-priority 2~ RZHEH L £7,

config network ap-priority {enable | disable}

X DA enable Lightweight 7 7 & 2 A 2 F OEEIARLIC &
B ERALAA F—T M LET,

disable Lightweight 7 7 & A ARA > s OESEIANLIZ X
BHRIET A L= M LET,

A<vY R T4/~  Lightweight 77 £ 2 KA > s OBFNANIC L 5 HRERETEDIC /> T ET,

avy FER Jjyy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

av Y FRERE J1)y—2 EERNE
8.3 Toawy RPREAINE LT,

RIZ, Lightweight 77 7 & 2 R A > s OBSENAAIZ X 2 FF8AEZ AN T 5612~ L%
—gqo

(Cisco Controller) > config network ap-priority enable

. configav > K :j~q
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config network apple-talk .

config network apple-talk
AppleTalk 7'V v P &% ET HIZ1%. config network apple-talk =~ > RZ{HH L 9,

config network apple-talk {enable | disable}

XD EREA enable AppleTalk D7 U v % A X —T /I LET,
disable AppleTalk D7V v V& T 4 =T M LFE
R

ARVEFIALE BL

avy FERE 1)1y —= EEHNE
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

THAShE L,

WIZ, AppleTalk D7V v PEFRET HHl 2R LET,

(Cisco Controller) > config network apple-talk enable

config A< K :j~q .
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config a7 R :j~q |

config network arptimeout

Address Resolution Protocol (ARP) =X hU DX A A7 7 MAEZFET 511X, config network
arptimeout =~ > &AL £,

config network arptimeout seconds

B DEREA

AU RTIHIE

seconds WHT DX A 27 7 METT, S/MET 108
T, F 7 /0 Ml 300 BT,

FT7 VD ARP = N XA AT U MEIX 300 # T,

avy FERE

BEEavTY R

JU— EERR
A

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHAINE L],

WIZ, ARP=> N DX A LT U MEZE 240 RMICERET D612~ LET,

(Cisco Controller) > config network arptimeout 240

show network summary

. configav > K :j~q
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config assisted-roaming .

config assisted-roaming

arbhr—7 R —I 7 RNT A —FEFET HITIL, config assisted-roaming =1~ >
NEFERHLET,

config assisted-roaming {denial-maximum count | floor-bias RSS/ | prediction-minimum
number_of APs}

B DEREA

AR R TFIHILE

EREDAARZA4

denial-maximum TYvIZ—va VESRORKRAIU Y N ERELET,

count TIRARALA L MCEEENEZT Yy —2gy V7 A NBTHIY
ANDEDT 7EARA Y MIHL—HLARWGEAIL, 7947 bR
TV vm—v g SRR SN S RKEE, EOEIX 1~ 10 TT,

floor-bias f—7a7 FEOT7 722 RA L MTRSSIAA T AZBRELET,
RSSI Fl—7a7 EOT 7R KRA L MIkHd 25 RSSINA T A, #PHIZS ~

25T, M—7a7 FOT7 78X RA L MITEVEZL DTY 77 L
VARHY F9,

prediction-minimum X0 — I > BRI T CRE(L SN2 T 7 B A KA ORISR

WELET,
number_of APs e — X RERERN T IRl b ST 7 B R RA b OB/

BETEA#MII1I~6TT, 77347 MZEIV Y Ton=THIOT
T ARA L MENZDELD/NESWEE, B — o 7 I3ERE
FH A,

Fl—7a7 b7 7R RL L FOF 7 44k RSSI XA 7 A1 15dBm T,

802.11k CiX, 7 I7A T v MIV—E Aty "OBEBIZHEATES, BEHORA =T 7 A
RA Y MCETAEREEGT XA N— LIR— b 2ERTEB LIV ET, FA/X— U R
MZEoT, 775747 AF Yo BIUORy I T A%y U&7 ) LEMEMNME SN ET,

avwy FERE

J1y—=x TEAR
8.3 Zoawry RPREAINE L,

WIZ, e — I ZRERNT ICRE L SN2 T 7 B A RA U S ORANEERET S
Bz R L ET,

(Cisco Controller) >config assisted-roaming prediction-minimum 4

config A< K :j~q .
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. config network bridging-shared-secret

config network bridging-shared-secret

7N v VOIAF—ERET DI, config network bridging-shared-secret =~ > K& L
£

config network bridging-shared-secret shared secret

B DEREA

AR R TFIAILE

shared_secret 7V v POHEF—OLTFH], LFHNTIE 10
NA FETHEHATEET,

TV POHEF—IX, T TN FTITED o TWVET,

av Y RERE

FREDHA FS14 2

EEav> R

Jy— EEAE
A

7.6 Zoawr R, VU—R76LHIOY UV —ATHEAINE L,

COaw Rk, AL vFICERTAIA Y2 TIBA RS FOARy 7R —)L 22—
T — 2 R T A —MER SN E T,

ZDawy REMEESHE HI21E, zerotouch configuration A £ — 7 /I L TE L LERH Y F
j‘o

wiz, 7V vy ol x—n3FS| [shhhl] #RETHH 2~ L ET,

(Cisco Controller) > config network bridging-shared-secret shhhl

show network summary

. configav > K :j~q
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config network broadcast .

config network broadcast

Ta— R¥x ATy MEEEZAHETIIEZNIZT HITIE, config network broadcast =~
YRR LET,

config network broadcast {enable | disable}

B DEREA

AR R TFI4ILE

enable Tr—F¥y A b Sy hOEEE A X —T
JMZLET,

disable THa— Ky Ak Ty NOBEET b —
T LET,

7ua—RXx AL Ty NOEEEIX, T 7 40 FTIEESIZ /> TWET,

avy FERE Jy— ZEHAR

3

7.6 Zoa<wy X VU—RT6LETIOV V—ATEAINE LT,
av Y RERE J1)y—2= EERNE

8.3 Ioawy RPREAINE LT,

FRLEDHA KS14 Y

\}

Zoaxwy REERTLL, 7 —FEy A M X—TNELFT A =TT DT LN
TXET, 78— RX¥ v A MEEEZA R—TMITHH0Z, v LT F ¥ A NE—REAL F—T
ST HHEENRH Y £9, config network multicast mode command =~ > R&fEH LT, =2
fa—FiZwLFFry A T—FERELET,

GE)

FTITHIN DO ILFFy AR ET— RiL, Cisco2l06 2> ha—F %#EL I _TCOar ta—7
DHEEITZ=F v ANTT, 7B—FRX¥ A s XFry hBLOVALTFT ¥ R b 23y MIHE
BICHIEICEET, VT A MRATIZRD, 7a— ¥y A IRA o ThH, 7
O— ¥y AR RXFy MIRESINZ~NALT Xy AN T—RIZESNWTT 7R RA 2 MZ
BlELET,

WIZ, 7a—RFEx A~ Ty FOREEE AT D20 ZRLET,

(Cisco Controller) > config network broadcast enable

show network summary
config network multicast global

config network multicast mode

config A< K :j~q .
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. config network fast-ssid-change

config network fast-ssid-change

FENA VIR TEHRY—E A &y M ID (SSID) OEFE 2480 F 7213295121, config
network fast-ssid-change =~ > & H L £,

config network fast-ssid-change {enable | disable}

i
&

B DR

AU R TIFIE

enable ENAL AT — g 2kt LT, mIE SSID
DEREA X—TNMIZLET

disable FENRAL) AT — g 2% LT, EiE SSID
DEF>F 48— NI LET

avy FERE Jy— ZEHEAR

2

7.6 Zoa<wyRiE, VI —RXT76L IOV Y —ATHEAINE L],
avy FERE Jiy—= EENA

8.3 Toavwy RPREAINE L,

EREDHA FS1 Y

E SSID AW HRE AT DL, VT4 T MESSID a8 cxfxd, 7947 h
BE2DSSID DFHLWT Y vx—ara2kGT5E, aryvue—S0@ET—TNDT Z
AT P IRV TENTHS, HTLWSSIDIZZ 747 > MBS ET,

=il SSID A FMSREZ Ihc 5 L, o b —TJ X DEBRBIERIC Y T4 T FORF LW
SSID IZR#E Cx £79°,

WIZ, ENA N AT —2 3 A LT, @iESSID DERZGNT 5 2R LET,

(Cisco Controller) > config network fast-ssid-change enable

show network summary

. configav > K :j~q



| configaw K j~q
config network ip-mac-binding .

config network ip-mac-binding

54T Ry RATOREETIP T RL AL MAC T RLADNAA UF 1 v 7% EET
5IZ1%. config network ip-mac-binding =~ > R&FEH L £,

config network ip-network-binding {enable | disable}

BX DA enable PPy Sy S ————
ADMACT RUANDNA VT 4 2 T ORGE
EHEBICLET,

disable JIAT kS NACORETRIPT KL
ZDMACT RUANDINA T ¢ v T ORI
EEMMLET,

TI5AT vk 2%y RRNTORETIPT RLAD MAC T KL ZAA~DINSNA U F 4 2 7 OWKEE
X, T 74/ b TIEHED /2> TVET,

ARV ETIAINb

avy FERE Jyy— ZEHEAR
x
7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE L,

FEREDHA KSq4y A= Y7027 JU—RA52 T, ar ba—=I308 7747 F "7y FHOIP
T RLRAEMACT RLREDFEIRNAAL VT 4 T HITVET, arbe—FF, 7y b
WDOIPT RLABIURMACTY RLAEZMEEEL, ZA6D7 RL AL ay br—J |28k
TWAT RLRAZ LET, N7y ME, AR B LHGEICBimEsnET, BIEio
VYV—=ATlE, 7747 FOMACT RLUAEITAERS, IPT LA TEHE SN TWE
L7,

(GE)  Workgroup Bridge (WGB) OE#IZNV—T v K Ry NI =7 BFIET H5EIE. 201~
TAVT Foy P BT HZ L EMRELET,

WIZ, 72F9A T F 2%y FNOEETIPT FLZ2E MAC 7 R L R ZMEET A0 %
%Liﬁ‘o

(Cisco Controller) > config network ip-mac-binding enable

config A< K :j~q .
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[l config network link local bridging

config network link local bridging

n—ANH A NTI T a—hN v T 74 v DT ) v T EERET HIZIL, confignetwork
link-local-bridging =~ > K& H L 7,

config network link-local-bridging {enable | disable}

X DIREA enable o —H L YA LTV 7 a—h NV T T7 49 0DT ) P TEENCLET,

disable oc—pnL YA FTYV 7 a—HV T T4 7DT ) v T EEHILET,

ATV RFIrL L D

vy FRERE J)— ZEERNE
A
8.0 Zhawy RRBMENE L,

. config av > K :j~q
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config network master-base .

config network master-base

Cisco 7A Y LVALAN 2> ha—F% T VA RA U DT 74V K v AZ—L LTHHE
T2ITIEZNZ 5 ZiE, config network master-base =~ > K& fliffl L 7,

config network master-base {enable | disable}

Cisco Lightweight 77 £ A2 &RA > DT 7 #

X DEREA enable
V<AL —L L THEBE L CTUN5 Cisco VA
YL ALAN=Z YV ha—J% A4 x—7 M LE
‘a‘o
disable Cisco Lightweight 7 7 ¥ 2 iRA > s DF 7

Uk <AL —L L THERE L CTUN5 Cisco VA
YL ALANZ Y ha—F%5F 4 —7 /LT L

\i—g—o
ATV RFIHALE RL
av Y FER Jy— ZEHEAR
2
7.6 Zoawr R, VU —RT6LUMOY ) — A TEASKE LT,

EELEOHA KS4Y ZOREFTRY NT—T7 DA A b= VRHZORMER SHL, PR Y MU — 27 REH T
THVENDY £3, @, ~AF—Cisco VA YL A LAN =2 F a2 —F 1 3EEA % v b
U—7 CIiHMER SN\, v AHX —Cisco7 A YL ALAN =2 ha—F OEEIL6.0.199.0

LBED Y U =2 bIRfFTE LT,

Wiz, T 74V kAKX —L L TCisco7A YL ALAN 22 b —F A% 245
ZnLET,

(Cisco Controller) > config network master-base enable

config A< K :j~q .
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config a7 R :j~q |

config network mgmt-via-wireless

BEAT SN TWD IR Y 4T > b Cisco VA YL ALAN 22> he—F 2 FHTE %
£ 91T BITiL. config network mgmt-via-wireless =~ > F&EH L £ 7,

config network mgmt-via-wireless {enable | disable}

B DEREA

AR R TFI4ILE

enable TAVYLAAL L EBE—T A ANDAL v TFE&
HAEA =TI LET,

disable TAVVLA AL B —T A AND AL v F5E
HEF 42— LET,

TAXYLVAA U E =T 2 APLDAAL »TFEHIL, T 74/ FTIEENZ /> THOET,

avy FERE Jy— ZEHAR

3

7.6 Zoa<wry X VU—RT6LETIOV UV —ATEAINE LT,
av Y RERE J1)y—2= EERNE

8.3 Zoawy RPREAINE LT,

FRLEDHA KS14 Y

BEaY

~

> >

COMSREEMERA L TR FA4 T FREBTEEDIE, 07 747 MZEEMNT B
Cisco VA YL ALAN @2 hu—3F & BEfF T & 417z Cisco Lightweight 7 7 2 A 7R A > kD
BT, DFED . BT SN TWARUVMILO Cisco VA ¥ LA LAN 2 fa—F 3 HETX
FH A,

WIZ, VAVX VAL H—T oA ANHAL v T EBRERETHHE T~ LET,

(Cisco Controller) > config network mgmt-via-wireless enable

show network summary

. configav > K :j~q
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config network multicast global .

config network multicast global

2y hr—=F T TFFr A MEAGRELITEDIZT SITIE. config network multicast global
av s REEHLET,

config network multicast global {enable | disable}

XD EREA enable YL F XX AN Ta— LY R— N E A R—
TN LET,
disable ILFF¥ A Fa— UL iR — 2T o

“TZ_‘7‘\/1/LC szﬁﬂo

ATVRTFIFIR TR =TFTTORAFHFY X ME, T 74V FTIEEDNIR>THET,

avy FERE Jy— ZEHAR

3

7.6 Zoa<wy X VU—RT6LETIOV V—ATEAINE LT,
av Y RERE J1)y—2= EERNE

8.3 Ioawy RPREAINE LT,

FEELEDHA K54 > config network broadcast {enable | disable} =~ > RZMIHT 25L& vV FX ¥ A7 4 T &H
NETNIECT DL, 7o —RNX XY AT A VTR ANEIITEN T H N TEE
9, Zda~ KX, (config network multicast mode command) =~ > K) % L CHAE
ToHaryhe—JIIRESNTEYATHY A N T—FEEHLET,

Wiz, ZTa—_L<~LFxy A PR— AT 20z~ 0ET,

(Cisco Controller) > config network multicast global enable

EEav> R show network summary
config network broadcast

config network multicast mode

config A< K :j~q .
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. config network multicast igmp query interval

config network multicast igmp query interval

IGMP 7 = U —[Hl@ % 3% E T 5 121X, config network multicast igmp query interval =~ > K%
BERHLET,

config network multicast igmp query interval value

WX DA value L hEr—FRIGMP /=) — A vE—V%
KET DM, #PHIE 15 ~ 2400 2T,

ATV R FI4INE T 7ANBOIGMP 7 = U —[fREIL 20 BT,

avy FER Jy— ZEHEAR

z

7.6 Zoawr R, VU—R76LHIOY UV —ATHEAINE L,
avy RERE Jj1)y—= EENE

8.3 Zoavy RPHEAINE LT,

FEREDHA KSq4 > IGMP 7 =) —MRZHET D121, ROFIREZFETLET,

+ config network multicast global enable =~ > K& AN LT, /7 e— UL </ LFF¥ X b &
AHMZLET,

+ config network multicast igmp snooping enable =~ > K% AJJLC, IGMP A X—t' > 7 %
AL ET,

WIZ, IGMP 7 =V —[ifR &% E 20 IR ET HHl 2R LET,

(Cisco Controller) > config network multicast igmp query interval 20

EEa<wy R config network multicast global
config network multicast igmp snooping

config network multicast igmp timeout

. configav > K :j~q
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config network multicast igmp snooping .

config network multicast igmp snooping

IGMP A X — ¥ > 7 2 3 E 1213829 5 121X, config network multicast igmp snooping =
~v Rz LET,

config network multicast igmp snooping {enable | disable}

TR enable IGMP AX—¥Y > 7oA FX—TMZLET,
disable IGMP AX—VE >V %T 4 —T7 /W LET,

ARVEFIALE BL

avy FER Jyy— ZEHAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —RATEHAINE L],
avy FER Jjy—= ETEAR

8.3 Zoavwy RPREAINE L,

WIZ, A2 —F FOIGMP A X — o TEREEZHNNCT A0 %2R LET,

(Cisco Controller) > config network multicast igmp snooping enable

BEavy R config network multicast global
config network multicast igmp query interval

config network multicast igmp timeout

config A< K :j~q .



config a7 R :j~q |
. config network multicast igmp timeout

config network multicast igmp timeout

IGMP % A L7 v MEZFRET 521X, config network multicast igmp timeout =2~ > K % {i#
LET,

config network multicast igmp timeout value

X DERHA value 30 ~ 7200 BB D F A LT 7 b OFPH,

ATV RFIFLE AL

avy FERE Jy— ZEHAR

z

7.6 Zoa<wy X, VU —RT6LURTDOY J—ATEAINE LT,
av Y RERE J1)y—2 EENE

8.3 oawy RPREAINE LT,

FEEEDHA RS« > timeout (ZiX, 30 ~ 7200 BOEAEANTE LT, FEDOVALFFv A N Z—FITx LT
FGAT v NINFIET DN E I DEWRT DD, avrba—IFnhb, 1 ODXA LT T MAE
IZD&E 3507 Y Htimeout/3 DR TEFEINET, 7747 Fnb, IGMP LAR— R &
WECTREEZTRO o268, a2 be—J3 207747 hox> b % MGID
T—TNMNEEALT T RNLET, BEDOTINLTF XY AN T IN—T1Z%T B0 747 badkk
ENTWRWEE, 77472 MIIGMP ¥ A A7 v MENRET 5 TR THhDH, 22 b
2—77nbMGID = MY ZHIBRLET, Zoar he—FF BT KX 224.0.0.1 (Zxf
LTC) HWIZ—MA7R IGMP 7 = U —Z 4R L, MGID {28 1 Té 2D WLAN T X TIZIXE L F
7

WIZ, IGMP Xy b U —JRIEDH A LT 7 ME S0 ZRETDHH %R LET,

(Cisco Controller) > config network multicast igmp timeout 50

BaEavy R config network multicast global
config network igmp snooping

config network multicast igmp query interval

. configav > K :j~q
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config network multicast I2mcast .

config network multicast I2mcast

1 ODA L Z =T =2 A ZAFINTTRTOA =T =2 AV AT 2vNVTFFy XA FEHET
5IZi%. config network multicast 2meast =~ > R&ZfEH L £7,

—

config network multicast I2mcast {enable| disable {all | interface-name}
X DA enable LAY2VNALTFXFXY AN X —TMILE
ﬁ—o
disable LAY2-ALFXRY A NET =TI L
e
all TRCOA U H—T oA AZHEALET,

LA ¥ 2=LTF XX A INA F—TNVEIT

interface-name
TAB—TNIESNTA VF—T = A A4,

AR R FIALE AL

avy FERE Jy— ZEHAR

2

7.6 Zoa<yRiE, VU—RT76LURIDOY Y —XTEAINE L,
av Y FRER J1)y—2 EERNE

8.3 Toavwy RPREAINE LT,

WIZ, TRTDOA L Z =T oA AL TLA Y2 vATFF¥ X N FGICT 261%
ZT—\‘ L/jzj«o

(Cisco Controller) > config network multicast l2mcast enable all

config network multicast global
config network multicast igmp snooping
config network multicast igmp query interval

config network multicast mld

config A< K :j~q .
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. config network multicast mid

config network multicast mid

Multicast Listener Discovery (MLD) /X7 X —# Z % ET 5 |Z1%, config network multicast mld
a~vy REFHLET,

config network multicast mld { query interval interval-value | snooping {enable | disable} |
timeout timeout-value}

B DEREA

aAvU R TFI4ILE

query interval MLDZ = — Ay b=V ZKRETLL OIS
Y —[REZRELET,

interval-value FEAL D7 =) —[IfET9, H®aPHIE 15~ 2400
T,

snooping MLD AX—E L 7 Z2EELET,

enable MLD ZAX—t 7 %A X —7 M LET,

disable MLDAX—E' T %7T 4 =7 M LET,

timeout MLD DX A L7 7 FNEFHELET,

timeout-value WO A LT 7 METT, #FHIL 30 ~
7200 ¥ T,

L

avwy FERE

BEEav 2R

Jy— EEAE
A

7.6 Zoa<wrRiE, VU—R76LHIOY UV —ATHEAINE LT,

WIZ, MLD 7 = — X 2= 2007 =) —RilgE & ET A2~ LET,

(Cisco Controller) > config network multicast mld query interval 20

config network multicast global
config network multicast igmp snooping
config network multicast igmp query interval

config network multicast I2mcast

. configav > K :j~q
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config network multicast mode multicast .

config network multicast mode multicast

Ta—=RX XA MRTy FEZIEIIAT I XY A NIy N&2T 7 BARA V MIEET DR,
TNT Xy A NFREFATHLHIICa bu—TF %% ET DL, config network multicast
mode multicast =~ > F&HEH L E9,

config network multicast mode multicast

X DERHA Zoawy FIFGIEELITF—U—NEIH Y £HEA,

ATV RFIHLE RL

avy FEREE Jy— ZFETHEAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATEHEAINE LT,
av Y FER J1)—x TFTEHNAE

8.3 Zoavwy RREAINE LT,

KIZ, SAFEXXY AR LI —NF—ZDat’ —% 1 OFETHILFFY A NE—
RERETDHHE R LET,

(Cisco Controller) > config network multicast mode multicast

BgEavy K config network multicast global
config network broadcast

config network multicast mode unicast

config A< K :j~q .
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. config network multicast mode unicast

config network multicast mode unicast

T — KXy ARy VEREFYALT XY A MNT Y 2T 7 ERARA 2 MIEET DR,
=%y A MNHFREEATLH2E9122 be—F %% ET DITIE. config network multicast
mode unicast =~ &AL EJ,

config network multicast mode unicast

X DERHA Zoawy FIZFGIEELITF—U—NEH Y £HEA,

ATV RFIHLE RL

2wy FEE Yy— ZTERE

A

7.6 Zoa<wrRiE, VU —R76LHIOY U —ATHEAINE LT,
av Y FER Jyy—x EERE

8.3 ZOavwy RpREAINE LT,

Wiz, aryhre—9Na2=Fy A M E—RFEHFHTLILOICERETHHERLET,

(Cisco Controller) > config network multicast mode unicast

BgEavy K config network multicast global
config network broadcast

config network multicast mode multicast

. configav > K :j~q
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config network oeap-600 dual-rlan-ports .

config network oeap-600 dual-rlan-ports

Cisco OfficeExtend 600 'V —RX 7 7 A KA v hdDA —F x> b R— K303, K— k4120
2T, VE—RFLANA— & LTHHERET D X 9 ICEXET HITIL, config network oeap-600
dual-rlan-ports =~ > RZHEH L E7,

config network oeap-600 dual-rlan-ports {enable | disable}

BX DR enable Cisco OfficeExtend 600 3V — X 7 7 2 A KA
Y hDOA =Yy b AR—F3RB, K—F4|Z
Mz T, UE—HFLANK— & LTHIERET
BT LET,

disable Cisco OfficeExtend 600 V) — X 7 7 & A iR A
VDA =YXy hAR—F3E2V kY LT,
0 — 4 /VLANR— k& L CHRET 2 L 21 L
I

Av Y RFI4)k  Cisco600 >V —ZOEAP DA —HF v h A= Fr3 R8NV kY h&nFET,

2wy REE yy—2 KENE
7.6 Zoa<wy RiE, V) —RT76LHEIOY Y —2A

THAShE L,

KIZ. Cisco OfficeExtend 600 'V — X T 7B A RA 2 DA —B 2> kR — k3,
UE—FDLANF— FE L THRETEZ D L2150 2R LET,

(Cisco Controller) > config network oeap-600 dual-rlan-ports enable

config A< K :j~q .
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. config network oeap-600 local-network

config network oeap-600 local-network

Cisco 600 U — X OfficeExtend 7 7B A RA v "DOa—h)L %y NT—T ~DT 7 A%
ET 5L, config network oeap-600 local-network ==~ > K& H L 9,

config network oeap-600 local-network {enable | disable}

B DA enable Cisco 600 V) — X OfficeExtend 7 7 & & A
Y hoa—AN Ry NI ~DT T A%
A 2=z LET,

disable Cisco 600 > U — X OfficeExtend 7 7 & A 7" A
YRoa—HN Ry NT—I~DT JEA%
FA4v—T N LET,

A9V R FI4J)k  Cisco600 U —XOEAP DR —H /L Ry T —7 ~DT 7 & ATHNTl > TOET,

2wy FEE yy—2 RENE
7.6 Zoa<wr Rk, VU—RX76LEIOY Y —X

THAShE L,

RIZ., Cisco600 > — X OfficeExtend 7 7 BEAKRA » hDa—h)V Xy hU—T7 ~D
TR AT AEE R LET,

(Cisco Controller) > config network oeap-600 local-network enable

. configav > K :j~q
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config network otap-mode .

config network otap-mode

Cisco Lightweight 77 & A R4 v FOER T 0 v a =7 (OTAP) & HEE - ITELICT
5IZi%. config network otap-mode =~ > R&{FEH L £,

config network otap-mode {enable | disable}

B DEREA

AR R TFI4ILE

enable OTAP 7u v ya= %A %—7 I LZE
TO

disable OTAP 7t Va=7%5 4k&—7/LICL
*7,

OTAP 7u vy a = JITFMT > TWET,

av Y RERE

Jy—= EENE
7.6 Zoa<wy R, VIU—RAT76LRIOU U—R

TEAINE L,

RIT, OTAP 7' vy g = 72BN T 506142~ LET,

(Cisco Controller) >config network otap-mode disable

config A< K :j~q .
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. config network profiling

config network profiling

FrEDAR— MO HTTP R— h & 717 7 A /L3 5ITIE, config network profiling http-port ==~
YR LET,

config network profiling http-port port number

X DEREA port number A B =Tz AR— b ES, 774/ ME
I£ 80 TY,
2wy REE y1y—2 KENE
8.2 Zoawry RREMSELL,
vy RERE )1)—2 EEARAR
8.3 ZOavry RREASNE L,

WIZ, %y FU—2 @ HTTP &A— F2BET AW AR LET,

(Cisco Controller) > config network profiling http-port 80

. configav > K :j~q
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config opendns

VAa ALY LA arybae—F (WLC) TH—Fv FAAL L x—Ah A5 (DNS) 2F

NFE TN T HITIE, config opendns =1~ > K& H L F9°,

config opendns { enable | disable}

B DEREA

AU R TIHIE

ATV R E—F

enable Opendns 7' = — NLERELZ AN LET,

disable Opendns 7' 7 — LR EZEBENZ L E T,

F =72 DNS TR EINTWERE A,

Controller Config >

avy FERE

EREDHA FS14 Y

JU— EERE
A

8.4 ZDavwy RBREAINELE,

L

51
IZ. Cisco WLC TH—7> DNS ZEB%NT 5452~ LET,

(Cisco Controller) > config opendns enable

config opendns .

config A< K :j~q .



config a7 R :j~q |
. config opendns api-token

config opendns api-token

YAAUAL YL X arbua—7 (WLC) (28T 57200 OpenDNS API F—7 > ~ VT %
HRhE 21T EhIZ9 521X, config opendns api-token =~ > R&fH L £,

config opendns api-token api-foken

BX DA api-token  QpenDNS  API h—7 >,
aAavY R E—F (22 bur—JDOFIE) >
av Yy RERE J)— ZEEARR

A

8.4 Zoawy FRHEASELE,

FEREDHA KS4> KL

il

RIZ, Cisco WLC C OpenDNS # % ExT 572D APl h—2 > ~)VT BT HH
ZRLET,

(Cisco Controller) > config opendns api-token 12

configav > K :j~q
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config opendns forced .

config opendns forced

VAT TA YL A arbhra—F (WLC) T OpenDNS Z A0 % 72138029 5121%, config
opendns forced =~ > RZfEH L £7,

config opendns forced {enable | disable}

BX DA enable OpenDNS 7' 1 — SV EZ AN L ET,

disable QOpenDNS 7' 7 — LR EZ T L E T,

A<V RFI4J)Lk  OpenDNS (TFREINTHEREA,

av Y FER J)— ZEERNRE
A
8.4 Zoavwy RBREAINE LK,

FERALEDHA K54 2L

i
IZ, Cisco WLC T OpenDNS Z# H 4z 5512~ LET,

(Cisco Controller) > config opendns forced enable

config A< K :j~q .
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. config opendns profile

config opendns profile

a—W% F—7 UA YL ALAN (WLAN) | F7213% 1 MIiEH TX % OpenDNS O 7' 12
77 A NVEFHET DHITIL, config opendns profile =1~ RZ{HH L F9°,

config opendns profile{ create | delete | refresh} profile-name

BX DA create OpenDNS 7 A 7 7 4 T 4 £ & ER L £7,
delete OpenDNS 7 A 7> 7 4 7 4 A HIFR L £,
refresh BEDIREIZRR /<, BEEFH MU AL TOpenDNS T A T VT 4T 4 & H

profile-name  QpenDNS 7 A 7 > 7 4 T 4 D4,

ATV RFI4)L R OpenDNS 71 7 7 A JWIMERM S AL EH A,

ATV R E—F (2 br—FDORE) >
avy FER J1)— ZEERNE
R
8.4 Zoa~vy RPREAINE LT,

EREDAA FS1y L

il

Wiz, 22— 7 —7 i TE % OpenDNS D7 1 7 7 A VW a R ET L4~ L E
D

(Cisco Controller) > config opendns profile create usergroupl

. configav > K :j~q
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config pmipvé domain .

config pmipvé domain

PMIPV6 % #%7E L. Cisco DENA LT 7R — ko =A (MAG) #REZ AT 51T,
config pmipv6 domain =~ > R&2MH L £,

config pmipv6 domain domain name

X DERHA domain_name PMIPv6 R X A DR, FAA 1T K 127 LFOHEBTE T, KLFEE /N
VAR LET,

aRVRFILLE L

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, YVU—RX76LEIOY Y —X

THAShE L,

wIZ, PMIPv6 WLAN O KX A V& ZRET HH 2R LET,

(Cisco Controller) >config pmipv6é domain floorl

config A< K :j~q .
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config a7 R :j~q |

config pmipv6 add profile

WLAN O 7’ a3 £ U7 ¢ IPv6 (PMIPv6) 7’07 7 A )V EA{ERKT HIZIL. config pmipvé
add profile =~ > FZFEH L9, L /LA E72IT Service Set Identifier (SSID) (ZF-S5W\ T,
PMIPv6 7' 7 7 A V&R ETE ET,

config pmipv6 add profile profile name nai {user@realm | @realm | *} lmalma_name apn
apn_name

B DEx

i
N

profile_name 7vu 7y A )DOAZRITT O T 7 A NAITRK 12T LFEOFHEFT, KXF L/
TERXALET,

nai IIGAT ROy NU—27 772D H#EELET,

user@realm  yser@realm XX D27 7 A4 7 hOF v KU —2 T 7 AID, NAIAITH K 127
WFOFEF T, RILFEL/NFEXLET,

@realm @realmﬂéﬁ@? FAT V" DRy NT—7 T8 A 1D,
* TRTCOX Y hT—27 T 7 AID, T_XTO2—HITx LT, SSID IZHASW
T 77ANVEHETEET,
Ima Local Mobility Anchor (LMA) Z#5&E L 7,
Ima_name LMA O£ Hi, LMA £ 135K 127 LT OHET T, RLTFE/NLTFE KR E
—g—o
apn TIRARALA L FEFRELET,
ap_name T I RRARAL L FDLH, T 7 BARA L FEITERK 127 LFEOTEEF T,
KRILFENLTFHEXBILET,
aTURFI+LE L
av Y FERE J1y—= EENE
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

FEREDHA K542

TEAINE L,

gy ke —I R F—FUBA R FEHT LGRS, 203w N, PMIPv6 2 7 4 X al—g
voawy FEFEHT 720 0RHESE T,

WRIZ, PMIPv6 7' 7 7 A NV EVERT D62 R L E7,

(Cisco Controller) >config pmipv6é add profile profilel nai @vodfone.com lma vodfonelma
apn vodafoneapn

. configav > K :j~q
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config pmipv6 delete .

config pmipv6 delete

Tux 'Y T 4 IPv6 (PMIPV6) 717 7 A /L, FAA | 7213 Local Mobility Anchor
(LMA) ZHIFRT 5I21%. config pmipv6 delete =~ > R&HEH L £7,

config pmipv6 delete {profile profile name nai { nai id | all } | domain domain name | lma
Ima_name}
BXDERHA profile PMIPv6 7' 1 7 7 A VEFRE L £,

profile_name

PMIPv6 702 7 7 A VDL4F], T8 7 57 ANLITRK 12T LFOFHFT, K
LFE N FE B LET,

nai

ENRA N TFGAT ROy NU—27 T7EZID (NAD ZfELET,

nai_id ENRALN T FGAT L OFy NI —2 77 AID, NALIZEK 127 LFEDHE
7T, RXFLNIXLFEXALET,

all TRTONAIZRELET, TXCONAIZHIRT D &, 717 7 A LHHE
Branxd,

domain

PMIPv6 KA A U Z3EE L E£T,

domain_name

PMIPv6 KX A L D&RI, KAA UZITERK 127 LFEOEBMF T, KILFE /N
XFEXBILET,

Ima LMA ZHEL £,
Ima_name LMA D4, LMA £ 135K 127 CFOEPT T, KT E/NLTFEXFILE
—aAO
aATYRFI+LE AL
avy FERE Jiy—= EENA
7.6

Zoa<wy Rk, VYU —RT6LETDOY U —2A
THEAINE LT,

WRIZ, RAAL CHHIBRT D012 RLET,

(Cisco Controller) >config pmipvé delete labl

config A< K :j~q .
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. config pmipvé mag apn

config pmipvé mag apn

ETNRANT I ERAF = T 21 (MAG) OT 72 BRA v b4 (APN) ZEET 52T,
config pmipv6 mag apn =~ > K& LE7,

config pmipv6 mag apn apn-name

EX DA apn-name MAG DT 7 & A RA > N,

ATV RFI+LE AL

avy FEEE Jy— ZEHEAR
A
8.0 Thavry RREAINE LT,

FEREDHA KS4> 7 74/ FTiE MAG 7 —/L{EZ WLAN T, 7272 L Lightweight 77 & 2 R4 & F OHE
MAG 2 —/ LT 3GPP IZRETHMENRH Y £, MAG 17—/ 3GPP DA, MAG @ APN
FRETHLENH Y 7,

MAG @ APN % HIF&9 5 (21%, config pmipvé delete mag apn apn-name 2~ > RZ{EH L £,

wIZ. MAG @ APN ZiBN4 562~ L E7,

(Cisco Controller) >config pmipv6é mag apn myCiscoAP

. configav > K :j~q
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config pmipvé mag binding init-retx-time .

config pmipv6é mag binding init-retx-time
ERANT I EATF =74 (MAG) N7 aX A F 1 ViR (PBA) 2%2[E L7
WEEDT X N T 4 7 T 7T — 1 (PBU) BOHIIZ A LT U NERET DI
I%. config pmipv6 mag binding init-retx-time =~ > R&ZfiH L £,

config pmipv6 mag binding init-retx-time units

X DA units MAG 7’ PBA %518 L7260 PBU I OFIHIZ 4 27 v b, #PHIZ 100 ~ 65535 Fb
Tj—o

ATV RTFI4INE T IANNOUIL A LT T ML 1000 F T,

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShE L,

KIZ. MAG S PBA #3512 L2 WA PBU RO Z A A7 7 N &R ET A6 %7
Liﬁ—o

(Cisco Controller) >config pmipv6é mag binding init-retx-time 500

config A< K :j~q .
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. config pmipvé mag binding lifetime

config pmipv6é mag binding lifetime

ENANT IVERAT =R U x2A (MAG) DA T 4T NIDTA T EA DERET
5IZi%. config pmipv6 mag binding lifetime =~ > RZffH L £7,

config pmipv6 mag binding lifetime units

B DEREA

AR R TFIAILE

units MAG ONXA T 40T T NIDTATHA L, NA T 407 T4 75 A AT 4
WO THHZ EPVNETY, #FHIT 10 ~ 65535 T,

NAVTF 4T 2 NIDF T4V DT A T2 A LT 65535 BT,

av Y RERE

EREDAARZA4

Jy1y—= EENE
7.6 Zoa<wry RNE, VY —RT76LEIOY V—ATHAINE L,

aL b —TDONA T 4T 2 NI DTA TEA LERETDHHINC, 7 ETEY T4
IPv6 (PMIPV6) KAA L EHRETHLENDHY £,

WIZ, 2 bma—=9DO AT 472 NIDTATEA LERET DHZ L E
“9‘40

(Cisco Controller) >config pmipvé mag binding lifetime 5000
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config pmipvé mag binding max-retx-time .

config pmipv6é mag binding max-retx-time

FEVT A TIEBAF—=brUx2A (MAG) N7 XL 345 ¢ 0 JHER (PBA) %5 L
BWBADTaxy XA T 47 T v 7T —h (PBU) BIOBEKEZA LT Y MERETD
IZ1Z. config pmipv6 mag binding max-retx-time =~ RZfH L £,

config pmipv6 mag binding max-retx-time units

BX DA

units MAG 73 PBA %5 L7255 D PBU O K ¥ A 57 7 b, #FIL 100 ~ 65535
Tj—o

ARV ETIAILE

T 7 AN NDORKEA LT T ME 32000 T,

av Y FNERE

-2 EEAR
7.6 Zoa<wrPiE, VU—=AT6LHIOY U —ATHEASHE L,

&IZ, MAG S PBA 2322 L2 WRE DO PBURIORRZ A LT 7 R ET A%
L/ij—o

(Cisco Controller) >config pmipv6é mag binding max-retx-time 50

config A< K :j~q .
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. config pmipvé mag binding maximum

config pmipv6 mag binding maximum

EFENANT IEAT =R U =24 (MAG) DA T 407 =2 M) ORKREERET HIC
/X, config pmipv6 mag binding maximum =~ FZfEH L £ 7,

config pmipv6 mag binding maximum units

X DA units MAG DA > F 4 7 2 Y O, ZOFSIL, MAG IS5 2 —H0
AR Z R L E T, #PAIX 0 ~ 40000 T,

ARV ERFTIFIE MAGONAA T 47 2 U DOT 7 /v b OFREIE 10000 T,

avy RER Jiy—=x EERNE
7.6 Zoa<wy R, VIU—RT76LRIDOU U—R
TEAIIE L,

FEREDHA KS4Y MAGONAAS T 47 0 MY ORRBERET D11, 7rXxEE U T 1 IPv6 (PMIPV6)
RAAL L aRETDUENRD D 7,

WIZ, MAG DA T 407 v M) ORREEHRET 027 LET,

(Cisco Controller) >config pmipv6é mag binding maximum 20000
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config pmipvé mag binding refresh-time .

config pmipv6é mag binding refresh-time

MAG DA T 47 2 hU DU 7Ly v 2l 2% ET 521, config pmipv6 mag
binding refresh-time =1~ R&fH L £,

config pmipv6 mag binding refresh-time units

X DA units MAGONRA VT 4T Ty hIDOY 7Ly o, Sy 47DV 7 yia
FFEX. 4 DEETHLIXLENRH Y £9°, #HPHIE 4 ~ 65535 T,

ATVRFEIFIEE MAGONAS T 47 2 FUDY 7Ly v alfilid, 7740 FTIE300 B TT,

FEREDHA RSAY MAGONRA T 47 2 FUDY 7Ly v aBfHEZRET DRI, PMIPV6 RA A > &k
ETDMEND Y £,

WIZ, MAGONRA T 4o 72 NI DY) 7Ly v alffZ2RET A0 %2 LET,

(Cisco Controller) >config pmipvé mag binding refresh-time 500

config A< K :j~q .
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. config pmipv6 mag bri delay

config pmipv6 mag bri delay

MAG 7 Binding Revocation Indication (BRI) A vt — % FEE7 5 £ TICRHET 5 i RREH
F 3R/ N E R ET HIZ1E.  config pmipv6 mag bridelay =~ > R&HEH L £7,

config pmipv6 mag bri delay {min | max} fime

BXDEREA

min - MAG 78 BRI A v — V2 FHXET 2 F T T 2R/ 2 ME L £,

max  MAG 7% BRI # v & — Y 2 HE(E 95 & TS 2 R 2 578 L £,

time Cisco WLC 28 BRI X vt — U % X5 5 £ TIOHFET 2 B KRB F 72 13 i/ R,
FRE TE B%PHIL 500 ~ 65535 S VR T,

ATV R FI4)F MAGA BRI A v b=V EFHEET HE TICHET 2R KIFMOT 7 40 MEIZ 2 BT,
MAG 73 BRI X v &2 — % FiEET 5 E TR T 2 R/NRERTOT 7 4L MEIX 1 BT,
avy FERE Jjy—= EENE
7.6 Zoa<wy Rk, VY —RT6LETOY U —=A

TEAINE L,

KIZ. MAG 78 BRI * v b — U % fX5 9% % TSRS 2 BRI 2 0E 4 % 6l &
RLET,

(Cisco Controller) >config pmipvé mag bri delay min 500
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config pmipvé mag bri retries .

config pmipvé mag bri retries

MAG 77 Binding Revocation Acknowledgement (BRA) £ v ¥ — % %{59 % AillZ Binding
Revocation Indication (BRI) A v &—TZHEET SR KA RET HI21E.  config pmipvée
mag bri retries =~ RAEFEHLET,

config pmipv6 mag bri retries retries

B DR

ul
&

retries MAGHBRA A vt —%ZET ARNIBRI A v — V2 HIEET SR KEE, f8E
TE LT 1 — 10 [T,

:Ivsjljj__“jj_“/l\ 5577]—/1/]\&11IET#0

RIZ, MAG NHERITT D RREEEZRET 262 L E£T,

(Cisco Controller) >config pmipv6é mag bri retries 5

config A< K :j~q .
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. config pmipvé mag Ima

config pmipvé mag Ima

ETRANT I HA == (MAG) Tu—hLETEUT 4 7o h— (LMA) Z#%ET
5IZi%. config pmipvé maglma =~ > R&FEHL 7,

config pmipv6 mag lma /ma_name ipv4-address address

EXX DA Ima_name LMA O£ i, LMA £41%, LMA & —EIZ#513 5 NAL £
X CFINCT HZENTEET,
ipv4-address LMA D IP 7 FLAZIEELET,
address LMADIP 7 RKL-XZ,

aRVRFILLE L

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, VU—RX76LEIOY Y —X

THAShE L,

EELEOHA KS4> O~ RiE, MAG TPMIPV6 D/3T7 X —X & ET % 12D ORRGAF T,

wIZ., MAG TLMA ZRET 5%~ LET,

(Cisco Controller) >config pmipvé mag lma vodafonelma ipv4-address 209.165.200.254
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config pmipvé mag replay-protection .

config pmipvé mag replay-protection

V7 VAREDT-DIZ, ZELTT0X v NS T 4 VTR (PBA) OX A LA T LB
FEOHRE ORKIFMZEZZET H121%.  config pmipv6 mag replay-protection =< > K% {#
HALET,

config pmipv6 mag replay-protection { timestamp window time | sequence-no sequence |
mobile-node-timestamp mobile node_timestamp }

BX DA

aAavU RFI4ILE

FEREDHA K42

timestamp PBA A v b=V DX A LAZ T HBELET,

window ZIELIZPBA A vt —TDF A WAL 7 L BIERLI
DI KFFHZEZFEELE T,

time ZAELIZPBA A v E—V DX A LAY T L BUERZH
D RINEIZE, FPHIZ 1 ~300 T UMTY,

sequence-no (&) Proxy Binding Update A v&—Y D —/rr v A%
FERELET,

sequence ({£&) Proxy Binding Update A v&— D —/rr 2 2%
%O

mobile_node_timestamp UEE) FRAN ) —FRDOXA LAZ L THIEELET,

mobile_node_timestamp L) ERAN ) —FROXA DAR LT,

77 4V N DR RREIZE 300 2 U BT,
BALRE T F T a PR R— S T0ET,

WIZ, ZIE LTZPBAA v B — D A D AR T L BLERLI O RBEZE (S U
BN ARETHHERLET,

(Cisco Controller) >config pmipvé mag replay-protection timestamp window 200

config A< K :j~q .
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. config port power

config port power

BrEnay ba—7 Rm— b FEZITTXTOR— b D Power over Ethernet (PoE) ZH%ZhE 7213
N B IZ1E, config port power 2= > REHH L E7,

config port power {all | port} {enable | disable}

BX DA all TRTOR—MEFRELET,
port R— hEH,
enable fRELIER—bEA R—T M LET,
disable HBELIEA— T 4 =7 M LET,

ARVEFIANE AR

avy FER Jjy—= EERNE
7.6 Zoa<y Rk, VU —RT6LEIDY U —2A

THAShZE L,

RIZ, TXTOR—FTPE G L0612 RLET,

(Cisco Controller) > config port power all enable

WIZ, R— 1 8 TPoE & MshiZF LB 2R LET,

(Cisco Controller) > config port power 8 disable

. configav > K :j~q
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config policy action opendns-profile-name .

config policy action opendns-profile-name

RY T —IZxf L TOpenDNS 7 7 ¥ 3 U ZFXET HIZIE. configpolicy action opendns-profile-name
av s REEHLET,

config policy policy-name action opendns-profile-name { enable | disable}

EX DA policy-name 7R 3 —4, (iPad. iPhone, smartphone 7% &)
enable T arEAMILET,
disable T varEEHILET,
avy FER J1)— ZEERNE
A
8.4 Zoa<wy RPREAINE L,

FERALDHA K54 2L

15l
WIZ, RY T —IZ% LT OpenDNS 77 v a V% ET DB 2R LET,

(Cisco Controller) > config policy ipad action opendns-profile-name enable

config A< K :j~q .



. config network rf-network-name

config network rf-network-name

config a7 R :j~q |

RF % v MU —7 £ %&FHET HIZIL. config network rf-network-name =1~ > K& H L F 9,

config network rf-network-name name

X DERHA name RF x> NU—2 4, ZENCIERK 19 X7

EATEET,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

avy FERE Jiy—=x EENE
8.3 ZOavwy RpREAINE L,

WIT, FATHEICREF Xy b= X RET DB %2R LET,

(Cisco Controller) > config network rf-network-name travelers

BEav> R show network summary

. configav > K :j~q
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config network secureweb .

config network secureweb

BHa—FDOEX27T Web (https [T http BELNSSL) A > ¥ —7 = A ADREEEF T HIZ
L. config network secureweb =1~ > K% H L F7,

config network secureweb {enable | disable}

B DEREA

enable EHa— DX 2T Web A VX —T = A A
A R—T NI LET,

disable BHA—YOEX2T Web A X —T7 = A A
ET 4=V LET,

AR R TFI4ILE

B —HFOEXa2T Web A v X —T x4 AL, T 744 NTIEHEDC > TWET,

avy FERE Jy— ZEHAR

3

7.6 Zoa<wy X VU—RT6LETIOV V—ATEAINE LT,
av Y RERE J1)y—2= EERNE

8.3 Ioawy RPREAINE LT,

FRLEDHA KS14 Y

Zoa<wy LY, BH o —W httpy//ip-address AL Tar he—F O GUIWLT 7 &
ATELEDITRD EF, Web E— FOHERHIE, X2V T7 4 ThiEshEtA,

RIT, BHaA—FDEF2T WebA v Z—7 oA ARELAINT D0 2R LET,

(Cisco Controller) > config network secureweb enable
You must reboot for the change to take effect.

config network secureweb cipher-option

show network summary

config A< K :j~q .
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. config network secureweb cipher-option

config network secureweb cipher-option

X2V T 4 2mE L7 X 27 WebB— REARE2ITENIZT 27, Web B HLE LU Web

RAEHDOEX 2T Yoy b LAY (SSLv2) ZARNEIIEMENICT HI2IE, config network

secureweb cipher-option =~ > R&fH L £,

config network secureweb cipher-option {high | sslv2 | rc4-preference} {enable | disable}

B DEREA

AU R TIFIE

high Web & B35 J O Web #8REIC 128 B M 51L
DB THLNE I DEFELET,

sslv2 Web B EHE & Web FEAED M 5 12%} LT SSLv2 %

red-preference Web & Bl & Web 8FE(ZBI LT, RC4-SHA

(Rivest Cipher 4 % =7 /Ny o 743V
L) WG AL — b EEET 5RO ITREL

i‘g—o

enable EXa2T Web A v Z—T A A% A F—T )L
ZLET,

disable X2 T Web A v X —T A A%T 4 —T
LI LET,

X )T NfbEN=tx =T Web E— ROEA/IET 7 4/ kT disable T&H Y, SSLv2
DA 11X enable T,

avy FERE Jy— ZEHAR

z

7.6 Zoawy X, VI —RT6LURTDOY UV —ATEAINE LT,
avy FRERE J1)y—2 EENE

8.3 Zoavwy RPREAINE LT,

EREDAARZA4

\)

GE)

config network secureweb cipher-option =~ > RK&ffffl5 % & http://ip-address Z I L CT=
YhuE—=F GUIICT 7 EATEHLIICRDEY, L, 207 78R T 128 8y bR
DS HREY R =ML TNWDET 7 UFNLIZRY ATRETT,
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BEa<v2 R

config network secureweb cipher-option .

cipher-option sslv2 N HEZN DA SSLV2 721 TRHESNTWDH T Z U EEH L TRt T 5 2
LIETEERA, SSLV3LIEAR LvXa VT ¢ Ok =7 m ha BT S L O ICERE
SNTTITUOVEMEATOILERHY £,

RC4-SHA X—ZADK;H A A — N TlE, RC4 DBHFEALICHEH &, SHA 1T A v &— VFRGEICfE
Hanxdt,

WIZ, BExXa VT nfbESnict® =7 WebE— REFMZT A2~ LET,

(Cisco Controller) > config network secureweb cipher-option

Wiz, SSL V2 #5hiz 3 542~ LET,

(Cisco Controller) > config network secureweb cipher-option sslv2 disable

config network secureweb

show network summary

config A< K :j~q .
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. config network ssh

config network ssh

BT v xb (SSH) v v a U E AR EITENICT 2ITIE, config network ssh =
~v Rz LET,

config network ssh {enable | disable}

EX DA enable HHESSHE v v a v EHFA LET,
disable HHSSHE Y v a v EHEARLET,

ATV RFI4ARE  HLWSSH Y g OF 74 /L MilT disable T,
WiZ, FHSSHE v v a v EEHCT 62 LET,

(Cisco Controller) > config network ssh enable

:]:?:/I:EEEE IJIJ__;( ggggpq%§
5 Zoavy FREASRELE,
BEa<v > KR show network summary

. configav > K :j~q
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config network telnet .

config network telnet

Fill Telnet & v > a 2 FF A £ 213G T 521X, config network telnet =~ > KA L %
j—‘

config network telnet {enable | disable}

X DA enable R Telnet &> v 3 U &2FA LET,
disable Hi Telnet By > a U 2ELE L E T,

ATV RFEIHIR T 7AN TR BB Telnet & > 23 THEAL S, fEHIT disable T,

FELEDHA K54 > Telnet (L, Cisco Aironet 1830 33 LT 1850 V) —X 7 7 ¥ XA RA > F TlIHR—FINTWE

B A
avy FERE Jy— ZEHEAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],
avy FERE Jiy—= EENA

8.3 Toavwy RPEAINE L,

WIT, il Telnet > > a V2R ETHHIZRLET,

(Cisco Controller) > config network telnet enable

BEa<wy R config ap telnet
show network summary

config A< K :j~q .
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config a7 R :j~q |
config network usertimeout
TA RWKRED I FA4 T Mty arOXA LT DU NEZEHT 5121, config network
usertimeout =~ > F&{HH L £7,

config network usertimeout seconds

B DEREA

seconds

2 A LT T N (BY) o FMENE 90 FPT
T T 7 AV MHEIX 300 T,

ATV RFIFINR TAPRVREDZFAT U MRy a DT 74N A LT T MEIX300 5 TT,

avy FERE Jjy—= EERNE
8.3 Ioavwy RPREAINE LT,

HEREDAA K1Y

ZOa=wr REMFEMALTC, CiscoVA VYL ALANZ Y b —F EDOT A KIVIREED 7 T4 T
My va URMERELET, R/FEFIL 90 BT,
WIZ, TA KV ay XA LT 9 8 1200 ICERET A0 2 RLET,

(Cisco Controller) > config network usertimeout 1200

show network summary

. configav > K :j~q
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config network web-auth captive-bypass .

config network web-auth captive-bypass

Py RNT—2 LRV TCR Y FT 4T BB LD N2 R— 5L carhe—7
ZERET HITIX. config network web-auth captive-bypass =~ > & H L £,

config network web-auth captive-bypass {enable | disable}

B DEREA

enable A bR —IRBXXY T T 4T R—H DA
NRAZHPR—=FTELHLIICLET,

disable gy ha—I N TIT 4T R—F DA
NABEYR—=FTERWVWEIICLET,

ARy RFIALE AL
avy FERE J1y—2 EEARAR
8.3 Zoawr R EASHELL,
W, X T T4 T R=ZNDONRANAEYR— T HL0ICar be—J7&2RET
LH R UET,
(Cisco Controller) > config network web-auth captive-bypass enable
Aoy R show network summary

config network web-auth cmcc-support

config A< K :j~q .
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. config network web-auth cmcc-support

config network web-auth cmcc-support

2> hr—7 TeWalk Z#%ET 5 IZ1X. config network web-auth cmcc-support =~ > R %
LET,

config network web-auth cmcc-support {enable | disable}

B DEREA

ARV R TIHIbE

BEa<T R

enable = fo—F®eWalk 24 R2—7 LI LET,

disable = Lo —F0eWalkx T 4 E—7 LI LET,

2L
Wiz, a2 ha—J @ eWalk ZHNT HH 2R LET,

(Cisco Controller) > config network web-auth cmcc-support enable

show network summary

config network web-auth captive-bypass

. config av > K :j~q
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config network web-auth port .

config network web-auth port

Ty T —27 LoLb® Web fBREICBI L CEIMA— FAR U ¥4 L7 & L HIZRET HIC
IZ. config network web-auth port =~ > RZ{HH L F9,

config network web-auth port port

X DA port R— h& T, ARRHEIHIL 0 ~ 65535 TT,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, WebiBFEICBI L C, BMA— FEZ 120003V XA L7 FEINDEIIIRETD
Bz = LFET,

(Cisco Controller) > config network web-auth port 1200

EEa<wo R show network summary

config A< K :j~q .
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. config network web-auth proxy-redirect

config network web-auth proxy-redirect

WebiBFEZ 7A 7> "7 axv O XA LY vay YiR— hERET HIZIL, confignetwork
web-auth proxy-redirect =~ > N& i L £,

config network web-auth proxy-redirect {enable | disable}

B DR

i
&

enable Web Bk A7 o7 axy VAL LY
varEYAR—hrTEDLLIICTLET,

disable WebiRFE7 A7 hoTaxy VA ALY
varkEYAR—FTERNE oI LET,

ARV REFIALE AL
av Y RERE J1)y—=x EEAE
7.6 ZoavryRE VY —=A76URTOY Y —A
TEAINE LT,
WIZ, WebiBilEZ ZA4 7 v b7 axv 0 XA L7 v a O R— Naaact 5
Bz R L ET,
(Cisco Controller) > config network web-auth proxy-redirect enable
BEavy R show network summary

. configav > K :j~q
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config network web-auth secureweb .

config network web-auth secureweb

7747 MIEFX 2T Web (https) #BFEZEXET HIZIE, config network web-auth secureweb
av s REEHLET,

config network web-auth secureweb {enable | disable}

RXOHH enable 7547 MoEF =7 Web (https) FRGL%
TADEIITLET,

disable 7 TAT > MZeX2T Web (https) 787E%
T2k oicLEd, 77472 FOHTTP
Web RFEE BN LET,

ATV ERFI4IE T IANBETIEH, Z7T7A4T 2 bOEF 2T Web (https) BFEIFEA /2> TWET,

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —RT76LHEIDOY Y —=A

THAShE L,

av Y FERE Jiy—=x ETEAR
8.3 Zoawy RpREAINE L,

FELEDHA KS4> config network web-auth secureweb disable =~ > FZEH L TZ 747 FDtEF =27 Web
(https) FRAEZRET D%, CiscoWLC 2V 7 — ML TEHAZMEHT 20BN H Y £,

WIZ, 72747 ML TEF 27 Web (https) BFEAZ AN T D612 R LET,

(Cisco Controller) > config network web-auth secureweb enable

BEa<wo R show network summary

config A< K :j~q .
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. config network web-auth https-redirect

config network web-auth https-redirect

7 A7 MOHTTPS U XA L7 gy HiR— ha#ET 5%, config network

Web #7
web-auth https-redirect =~ > K& H L £,

config network web-auth https-redirect {enable | disable}

Web Bk AT OB XRaT UE ALY

v a Y (HTTPS) ZHNZLFET,

disable Web iRk AT hDEBXaT UXA LY
v a Y (HTTPS) ZMEZhC L ET,

enable

i
&

B DR

Zoa<wy NiE, 774V N TIRESZ 2> THET,

AR TIA4ILE
avy FERE Jjyy—= TEAR
8.0 Zoaw s REY ) —R80 TEASNEL
7=,
avy FER Jjy—= EERNE
8.3 Zoavy RRHEAINE L,
WIZ, WebFREEZ FA T hOTaXs DU XA L7 a OV R— NG5
BlZERLET,

(Cisco Controller) > config network web-auth https-redirect enable

show network summary

. configav > K :j~q
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config network webcolor .

config network webcolor

L hr—7 GUI D Web 17— 7 —~ %R ET HIZIX, config network webcolor =~ > N %
HHLET,

config network webcolor {default | red}

X DERHA default oy b —7 GUILDOT 7 40 b Web 1 77—
T~ ERELET,
red a2 ha—F GUID Web 1 77— T —~< %
WCHRELET,
ARV R FIA4u default
avy FERE Jjy— ZEHAR
R
8.0 ZOawy RREAINE LT,

2 hu—T7 CLIND Web 17— 77—~ 2 ER LG, ZEZEAT L ICE=y hre—7

FRLEDODHA KSA Y
GUIZ Y a— RTAH3XERHY 7,

W, 2 a—5GUIDWebA > ¥ —T = A ADBERICHRET AH 2R LET,

(Cisco Controller) > config network webcolor red

config A< K :j~q .
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. config network webmode

config network webmode

Web E— RE2ARNE 72 13BN T HITIE, config network webmode =~ > R&fH L £,

config network webmode {enable | disable}

X DA enable WebA X —T = A AuA F2—T M LET,
disable Web A v H—T 2 A 2A%F 4 E—TNIZLFE
R

Web &— RDF 7 4/ MEIZ enable T,

aAvRYETFI4IE
avy FERE J)y— ZEERA

2

7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATEHEAINE LT,
avy FERE Jy—x EERE

8.3 ZOavwy RpREAINE LT,

WIZ, Web A > F—T =A X F— P+ 5612 RLET,

(Cisco Controller) > config network webmode disable

show network summary

EEav> R

. configav > K :j~q
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config network web-auth .

config network web-auth

Xy hT—27 LoD Web BiEA 7'V a &K ET HIZIL, config network web-auth =~ >

REFEHLET,
config network web-auth {port port-number} | {proxy-redirect {enable | disable} }
X DA port Web 383EY A L7 2 a ICEBINAR— F &
HELET,
port-number N— &% (0~ 65535) ,
proxy-redirect Web 8GEY7 A4 7 b7 axy YH A L7
varHR—FrERELET,
enable Web k7 A4 T b7 uaxy VAL LY
vary R — b EeAR—TMILET,
(GE) Web iRl 7o DU XA L7 g
iE, A— F 80, 8080, F L TN3128
Wz, 22— EROAR— | 345
$LTA R—=T T £,
disable WebiBiEZ A7 b7k VXA LY

varyYiR—rET =T LET,

ATV R FI4NR By RT—7 LoULdD Web SBFEDT 7 A4/ MEITEERNZ /e > TOET,

avy FER Jy—= EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

avy FER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

EELEDOHA KS4Y REEADCTLHITE, VAT 22V Ey NI DORERSHY E7,

ch:\ Webqu77477/l\0)7f13?/0))541/7/5/0)‘5‘1‘ }\ffﬁfj ‘g—
iz~ LET,

(Cisco Controller) > config network web-auth proxy-redirect enable

BEav >R show network summary

config A< K :j~q .
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. config network web-auth

show run-config

config qos protocol-type

. config av > K :j~q
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config network zero-config .

config network zero-config

TV DT 7 'ARA Y hD ZeroConfig AR — N & ET HIZIL, config network zero-config
axy RaHLET,

config network zero-config {enable | disable}

B DEREA

enable TV DT 7' AKRA L hD ZeroConfig
A= EeARX—TWIZLET,

AR R TFI4ILE

disable TV VDT VA KRA L MO ZeroConfig H
K= b 2T 4 —7 M LET,

TV PDT 7 EARA L D ZeroConfig YA — MIF N> TWET,

av Y RERE

Jy—= EENE
7.6 Zoa<wy R, VIU—RAT76LRIOU U—R

TEAINE L,

Iz, 7V DT 7 EARA L O ZeroConfig ¥ AR— M &GN T HH 2R L E
j—o

(Cisco Controller) >config network zero-config enable

config A< K :j~q .
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. config network allow-old-bridge-aps

config network allow-old-bridge-aps

AL v F LTV — b THEHENWT Y v T BRARA L FOKREEFRET HITIL, config
network allow-old-bridge-aps =~ > R&fH L £,

config network allow-old-bridge-aps {enable | disable}

X DA enable 2AA v F TV Z—a kA R—T NIl
£7,

disable AA v F T I T—arETF ov—7 Iz
LE9,

ARVEFIFNE AAYTF TV E—a IEDRoTHET,

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L=,

W2, HTWT Y v T IR ARAL v b AL v FIZBEER TS L 9 ICRET 50 % R
LET,

(Cisco Controller) > config network allow-old-bridge-aps enable

. configav > K :j~q
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config network ap-discovery .

config network ap-discovery

AP T 4 AF N ST NAT IP Z A0 E 7213 L2 3 51T1X. config network ap-discovery =
~v Rz LET,

config network ap-discovery nat-ip-only {enable | disable}

B DEREA

AR R TFI4ILE

enable NAT IP DIE 2T 4 ATV JSETDIHA
F—T M LET,

disable F 4 AT N S TO NAT IP 38 L U NAT
IP Ol OHRAE A F—T Mz LET,

NAT IP DN T 4 AB N A TORENNZ > THET,

av Y RERE

EREDAARZA

Jy—= EENE
7.6 Zoa<wy R, VIU—RAT76LRIOU U—R

TEAINE L,

L

config interface nat-address management =~ > R EINTWAHEAE, Z0a~vy Nick-
T. CAPWAP 7 4 AANVIGETEESNDT FLARTHH S ET,

TRTOAPHR Y b —TFDONAT 7 — b7 = A OIMUZH 5555 . config network ap-discovery
nat-ip-only enable =~ > RZ ASJ LT, HEINAT 7 RLADAEZEFLET,

ar ha—F0, NAT 77— NV = A O ENEROMITIZ AP #FF234 . config network
ap-discovery nat-ip-only disable =~ > FZ AJ) LT, EENAT 7 F L X LEFHNET LA
DM J 255 LET, AP BNV SR K 912, config ap link-latency disable all =~ >
EULTANLTLLIZEN,

WIZ, AP T 4 ANV JEETNAT IP 2G0T D01 2R L ET,

(Cisco Controller) > config network ap-discovery nat-ip-only enable

config A< K :j~q .
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config a7 R :j~q |

config network ap-fallback

Cisco Lightweight 7 7 £ A ARA > "D 7 4 — /3y 7 ZFTET HIZIL, config network ap-fallback
avy REEHLET,

config network ap-fallback {enable | disable}

B DEREA

AR R TFI4ILE

enable Cisco Lightweight 7 7 £ A RA » D7 +—
NNy 7oA F—=T I LET,

disable Cisco Lightweight 7 7 £ A RA  F DT 4 —
NNy I BT 4 =T M LET,

Cisco Lightweight 77 Z A2 RA > b D7 4 —/L N o ZITHN > TWET,

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, VU—RXT76LHIDY Y —X
THEAIIE L
avy RER Jiy—=x EENE
8.3 Zoawy RpREAINE L,

. config O

RIZ, Cisco Lightweight 77 ¥ A IRA » b DT —V Ny 7 2G0T D6 %2R L E
j—O

(Cisco Controller) > config network ap-fallback enable

TUR:j~q
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config network ap-priority .

config network ap-priority

Lightweight 77 £ 2 KA > N &@BRTI24 T a v EAELITEDNCL T, avbe—F
FEEZIC T b — T B NA TR HBSEIRAAZ K-> THIBRES D L 9 12T 511X, config
network ap-priority =~ > RZHEH L £7,

config network ap-priority {enable | disable}

B DEREA

AU RTIHIE

enable Lightweight 77 7 & 2 8A > ks OBESEIANLIZ &
DEBIEL A X —T M LET,

disable Lightweight 7 7 & A AR A > s OEJENARLIC K
BHBFEET 1 =T ML ET

Lightweight 7 7 & X &R A > N OBEFENERLIZ KX 2 FERREIT NI 72 > TV E T,

avy FERE

Jjyy—= ETEAR
7.6 Zoa<wy Rk, VY —RT6LEIDY U —2A

THAShE L,

av Y RERE

J1)y—2 EERNE
8.3 Toawy RPREAINE LT,

KIZ, Lightweight 7 7 & Z 7R A > b OBFENAMIZ & 5 FREREZ AT DHl 2~ L%
TO

(Cisco Controller) > config network ap-priority enable

config A< K :j~q .
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. config network apple-talk

config network apple-talk
AppleTalk 7'V v V&% ET HIZ1%. config network apple-talk =~ > K& H L 9,

config network apple-talk {enable | disable}

XD EREA enable AppleTalk D7V v % A X —T /L ET,
disable AppleTalk D7V v V& T 4 =T M LFE
R

ARVEFIALE L

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, VU—RXT76LHEIDOY Y —2A

THAShE L,

WIZ, AppleTalk D7V v P EHRET HHl 2R LET,

(Cisco Controller) > config network apple-talk enable

. configav > K :j~q



| configaw K j~q

config network bridging-shared-secret .

config network bridging-shared-secret

7N vy VOHAF—ERET ST, config network bridging-shared-secret =~ > K& L
£

config network bridging-shared-secret shared secret

B DEREA

AR R TFIAILE

shared_secret 7V v VOHEF—OLTFH], LFHNTIE 10
NA FETHEHATEET,

TV POHEF—IX, T TN FTITEDC o TVET,

avy RERE

FREDHA FS14 2

EEav> R

Jy— EEAE
A

7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE LKL,

COaw Rk, AL vFICERTAIA Y2 T I BA R, FOARy 7R —)L 22—
T — 2 R T A —MER S N E T,

ZDawy REMEESHE 521X, zerotouch configuration A % — 7 /I L TE L MLERH Y F
j‘o

wiz, 7V vy ol x—n3FS| [shhhl] #RETHH 2~ L ET,

(Cisco Controller) > config network bridging-shared-secret shhhl

show network summary

config A< K :j~q .
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. config network master-base

config network master-base

Cisco 7AYLVALAN 2> ha—F% T VA RA U DT 74V kv AL —L LTHHE
72T IEZNZ B IZiE, config network master-base =~ > K& fliffl L 7,

config network master-base {enable | disable}

WX O5H enable Cisco Lightweight 77 & % #A > FOF 7 +
kv AL —L LUTHERE L TW 5 Cisco VA
YLALANZY hr—F% A4 X—7 LI LE
‘g‘o

disable Cisco Lightweight 77 & A2 IRA v FDF 7 #
JVh v AZ—& L THEREL T Cisco 7 A
YLUALANaY ha—J%7 4 =7 /L

\i—g—o
ATV RFIHALE RL
av Y FER Jy— ZEHEAR
2
7.6 Zoawr R, VU —RT6LUMOY ) -2 TEASHE LT,

EELEOHA KS4Y ZOREFTRY NT—=T7 DA A b= VRHZORMER SHL, PR Y b U — 27 REHR T
THMLENRHY 4, @, v AHX—Cisco VA YL ALAN =2 b o —F | 3ERFEATR > b
U— 7 T SN2\, v~ AX—CiscoV A VL ALAN 22 b2 —F O EIL6.0.199.0
PO YV —ZANnBIRETE £,

Wiz, T 74V kAKX —L L TCisco7A YL ALAN 21 b —F A% 24
ZnLET,

(Cisco Controller) > config network master-base enable

. configav > K :j~q
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config network oeap-600 dual-rlan-ports .

config network oeap-600 dual-rlan-ports

Cisco OfficeExtend 600 'V —RX 7 7 A KA v hdDA —F x> b R— K303, K— k4120
2T, VE—RFLANA— & LTHHERET D X 9 ICEXET HITIL, config network oeap-600
dual-rlan-ports =~ > RZHEH L E7,

config network oeap-600 dual-rlan-ports {enable | disable}

BX DR enable Cisco OfficeExtend 600 3V — X 7 7 2 A KA
Y hDOA =Yy b AR—F3RB, K—F4|Z
Mz T, UE—HFLANK— & LTHIERET
BT LET,

disable Cisco OfficeExtend 600 V) — X 7 7 & A iR A
VDA =YXy hAR—F3E2V kY LT,
0 — 4 /VLANR— k& L CHRET 2 L 21 L
I

Av Y RFI4)k  Cisco600 >V —ZOEAP DA —HF v h A= Fr3 R8NV kY h&nFET,

2wy REE yy—2 KENE
7.6 Zoa<wy RiE, V) —RT76LHEIOY Y —2A

THAShE L,

KIZ. Cisco OfficeExtend 600 'V — X T 7B A RA 2 DA —B 2> kR — k3,
UE—FDLANF— FE L THRETEZ D L2150 2R LET,

(Cisco Controller) > config network oeap-600 dual-rlan-ports enable

config A< K :j~q .
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. config network oeap-600 local-network

config network oeap-600 local-network

Cisco 600 U — X OfficeExtend 7 7B A RA v "DOa—h)L %y NT—T ~DT 7 A%
ET 5L, config network oeap-600 local-network ==~ > K& H L 9,

config network oeap-600 local-network {enable | disable}

B DA enable Cisco 600 V) — X OfficeExtend 7 7 & & A
Y hoa—AN Ry NI ~DT T A%
A 2=z LET,

disable Cisco 600 > U — X OfficeExtend 7 7 & A 7" A
YRoa—HN Ry NT—I~DT JEA%
FA4v—T N LET,

A9V R FI4J)k  Cisco600 U —XOEAP DR —H /L Ry T —7 ~DT 7 & ATHNTl > TOET,

2wy FEE yy—2 RENE
7.6 Zoa<wr Rk, VU—RX76LEIOY Y —X

THAShE L,

RIZ., Cisco600 > — X OfficeExtend 7 7 BEAKRA » hDa—h)V Xy hU—T7 ~D
TR AT AEE R LET,

(Cisco Controller) > config network oeap-600 local-network enable

. configav > K :j~q
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config network otap-mode .

config network otap-mode

Cisco Lightweight 77 & A R4 v FOER T 0 v a =7 (OTAP) & HEE - ITELICT
5IZi%. config network otap-mode =~ > R&{FEH L £,

config network otap-mode {enable | disable}

B DEREA

AR R TFI4ILE

enable OTAP 7u v ya= %A %—7 I LZE
TO

disable OTAP 7t Va=7%5 4k&—7/LICL
*7,

OTAP 7u vy a = JITFMT > TWET,

av Y RERE

Jy—= EENE
7.6 Zoa<wy R, VIU—RAT76LRIOU U—R

TEAINE L,

RIT, OTAP 7' vy g = 72BN T 506142~ LET,

(Cisco Controller) >config network otap-mode disable

config A< K :j~q .
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config a7 R :j~q |

config network zero-config

TV wTDT 7 EAKRA Y hD ZeroConfig AR — N & ET HIZIL, config network zero-config
ax s RaHLET,

config network zero-config {enable | disable}

B DEREA

AR R TFI4ILE

enable TV DT 7' A KA hD ZeroConfig
R—hEeARX—TWIZLET,

disable TV VDT VA KRA L NOD ZeroConfig H
K= b 2T =7 M LET,

TV PDT 7 BARA L D ZeroConfig YA — MIF N> TWET,

av Y RERE

Jy—= EENE
7.6 Zoa<wy R, VIU—RAT76LRIDOU U—2R

TEAINE L,

Wiz, 7V DT 7 EARA L O ZeroConfig ¥ AR— M &GN T HH 2R L E
j—o

(Cisco Controller) >config network zero-config enable

. configav > K :j~q
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config nmsp

config nmsp notify-interval measurement .

notify-interval measurement

=12 b 1 — 7 ® Network Mobility Services Protocol (NMSP) i Z1FGEME 2 % v b 7 — 27 NOIRAE
WIZRIGT 2 &L D IZEFE T AHIZ1E,. config nmsp notify-interval measurement =< > RZ&{#f L %

To

config nmsp notify-interval measurement {client | rfid | rogue} interval

BX DA

AR TFI4ILE

client T34 T NOMBEEERE LET,

rfid T U T 4 7R R E KD (RFID) % 7 O
(=R A DR s

rogue RERT 72 ARA L PBRBIORER T 74
T NOMEEERLET,

interval EEIE bR, #PHIL 1 ~ 30 B T9,

L

2% KRR

J— ZEERR

2

7.6 Zoa<yRiE, VU—RT76LURIDOY Y —XTEAINE L,
av Y FRER J1)y—2 EERNE

8.3 Toavwy RPREAINE LT,

FREDHA FSA4 Y

EEav >R

avia—Jiul—alr T TIATUARALOBEICIE. TCPAR— b 16113 MEA SN E
T, arvha—9talr—ar T T IATAORICT 7 A4 T 74— HEE1E. NMSP
PEEBET AL Z DR — IV TWVD (T v 7 SITWRY) 2 ERNETT,

W2, 7277 4772 RFID % 7 NMSP @ E1fE % 25 I EE T 562 R LET,

(Cisco Controller) > config nmsp notify-interval measurement rfid 25

clear locp statistics

clear nmsp statistics

show nmsp notify-interval summary
show nmsp statistics

show nmsp status

config A< K :j~q .
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. config paging

config paging
NR=T DA 0=V ELHEIIENIZT HITIL, config paging 2~ > REHEH L ET,

config paging {enable | disable}

¥ETDEHEA enable R—TDATB— NV EA FT—T I LET,
disable RV DA = NVET 4 =T LET,

ATV R FIHIR T I7ANETIE N=YDRAT m— WA TVET,

avy FERE J1y—= ETEAR
8.3 Zoavwry RPREAINE L,

FREDHA RSAY “—YDAR7u— L a2l LIORIE TR RO BT AT S a~ 2 FEFETTL L,
SSH/Telnet #&fit £ 72Tz Y — A TOa—F £y v a VAR T HAREND D £,

WIZ, XR—=T DA a— )L EHENT HEERLET,

(Cisco Controller) > config paging enable

BsEa<vw >R show run-config

. configav > K :j~q
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config passwd-cleartext .

config passwd-cleartext

TL—r TXARNCTONRAY — RO R R E AN E TIN5 I21E, config
passwd-cleartext =~ > K&l L E7,

config passwd-cleartext {enable | disable}

B DEREA

AU R TIFIE

enable TFL—V THFARNTONRAT— ROFRREA
F—7 ML ET,

disable FL—2TFHANTONRAT— ROERET 4
=Tz LET,

F7FNVEFTIEH, F—2 FFRARNTO/NRNRT — RO—FH 72 TR BN/ > TUWE T,

avy FERE Jy— ZEHEAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],
avy FERE Jiy—= EENA

8.3 Toavwy RPEAINE L,

EREDHA FS1 Y

BEav> K

show run-config =~ > REFEHTHEEIC—YFRE VY TR T—RE7 VT TF AT
FKRTHLHEIIE, Z0a~vy REBENITHI0LERH Y 7,

ZOawy REFETTDHITE, admin/NAY — R2 AT LHLERH D £9, ZOa~xr R,
ZOREDE Yy a YT TEHTY, V77— FMRICERFShEEA,

Wiz, 7L —r THFARNTRRAT—= ROFRREADNT 202~ LET,

(Cisco Controller) > config passwd-cleartext enable
The way you see your passwds will be changed

You are being warned.

Enter admin password:

show run-config

config A< K :j~q .



. config policy

config policy

Cisco VA YL ALAN 2> hu—F (WLC) THRAT 47 7a77A4 V7 R —%i%E
9 5IZiL. config policy =~ FEEH L £,

config policypolicy name

config a7 R :j~q |

{action {acl {enable | disable} ac/ name | {average-data-rate |

average-realtime-rate | burst-data-rate | burst-realtime-rate | qos | session-timeout |

sleeping-client-timeout |

{enable | disable} }}

avc-profile-name {enable avc profile name | disable} | vlan}
active {add hours start time end time days day | delete days day} |

create | delete | match {device-type {add | delete} device-type | eap-type {add | delete}

{eap-fast | eap-tls |

| role {role name | none}}

BX DA

policy name

a7 rA YT RY —D4HI,

action RIS —DT7 7 varazRELET,
acl AU —DACL % ELET,
enable RV —DT7 7 varz2/CLET,
disable RY—DT7 7y a8 LET,
acl_name ACL D4 HITTY,

average-data-rate

QoS YT —4# L— hEHELET,

average-realtime-rate

QoS EH Y FALH A b L— REHRELET,

burst-data-rate

QoS N—A b F—# L— b EREL LT,

burst-realtime-rate

QoS/N—A RN UTNZA L L— R ELET,

qos

RV —D QoS 77 varvuEkiE LET,

session-timeout

RV —Dvyary FALT I NT I 9y
ERELET,

sleeping-client-timeout

R)—DR)—=F 7G4 T N ZA LT T H
BERELET,

avc-profile-name

AU —TAVC Fu 77 A IVEHELET,

vlan AU —DOVLANT 7 v a v ERELET,

active RV —D7 77 4 7REHBLOHEZRE L E
R

add TUT 4 TR E B E2EIL £,

hours

RV —DT7 7T 4 ThBME#HELET,

. configav > K :j~q
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config policy .

Start Time RN Y 2 — D BAREER,

End Time R T — DR TR,

days AU —DHERET OV ENSHDLHERELET,

day f2H (mon, tue, wed. thu, fri, sat, sun’g
) o AU =R ELITERICHEEST S LD
\Z daily 72 1% weekdays #HEETH 2 L b TE &
T,

delete TIT 4 7R E BEEIBRL £,

create AU —&ERLET,

match R —D—HEELZRTELET,

device-type

—ET LT NA R IATERELET,

device-type R —%EHTHULERHDLT A AZA T,
1 DORY 2 —IZFK 16 DT INA A XA Thi%
ETEET,

eap-type JEIEFRERERE Y 2 k 2v (EAP) ¥ A 7% —%dk
WL TRELET,

eap-fast EAP# A 7% EAP X =7 U FAfRH 7 L%
TT7IVIRGE (FAST) & LTRELET.

eap-tls EAP % A 7% EAP N7 U AR— Mgt F =V T«

(TLS) & LCERELET,

leap EAP % A 7% Lightweight EAP (LEAP) & L Ci%
ELET,

peap EAP # A 7% Protected EAP (PEAP) & L C&E
L/\ij—()

role 22—~V XA TE T2 —F TN—T %
BRELET,

role_name a—HYpa—WF A FELF—F T —T (F
L EERRLY)
R —TLI21 o0 —LOLERETEXE
ﬁ‘@

none 22—V Oa—Y XA TE I —F T —T %

wRELEEA,

config A< K :j~q .
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. config policy

AT RTFI4) Rk CiscoWLC IZIEIRAT A7 DT uT7 74U 7 R —3dHY EHA,

avy FERE Jyy— ZETHEAR
3
7.5 Doy RREAINE L,

FEREEDHA KSq4y RETEDLRY —DHRKEIT 64 TT,

wIZ, RV =D —LVE2RETLHHZRLET,

(Cisco Controller) > config policy student policy role student

. configav > K :j~q
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config port adminmode .

config port adminmode

BEDay ha—7 R— hEETRTOR— NOFHE— R E 23T 5120%,
config port adminmode =~ > RZ{HH L F 9,

config port adminmode {all | port} {enable | disable}

BX DA all TRTOR—MEHFRELET,
port R— hEH,
enable fRELIER—baA R—T M LET,
disable HBELIEA— T =7 M LET,

ARVEFIANE ARV

avy FER Jjy—= EERNE
7.6 Zoa<y Rk, VU —RT6LEIDY U —2A

THAShE L,

av Y RERE Jy1)y—= EENE
8.3 oawy RPREAINE LT,

W2, R— b 8 2T DB ZRLET,

(Cisco Controller) > config port adminmode 8 disable

WRIZ, TRTCOFR— M EFMNZTHHE2RLET,

(Cisco Controller) > config port adminmode all enable

config A< K :j~q .



. config port autoneg

config a7 R :j~q |

config port autoneg

10/100BASE-T A —H# v h7R— F TR — FHEIR T —3 9 Y ZRET HITIE, config
port autoneg =~ > RZfEH L £,

config port autoneg {all | port} {enable | disable}

B DEREA

aAavv R TFI4ILk

all FTRTOR— b ZRELET,

port R— FEF,

enable BELEAR— e x—T7 I LET,
disable BELEAR— b ET s B—7 M LET,

T74NRTIE, TRTOR—MOREBIRITZ=— 3 URFEHTR>TWVET,

avy FERE

FEREDHA FS14 Y

)1)—=x TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

config port physicalmode =~ > R Z i [l L THEE— FOFEEE AT O AN, A— FHBEIX
I T—Ta EENNCT HMENH Y £9, config port autoneg =~ > KX, config port
physicalmode =~ > FZfH L T{To 7ok Ex LEX L ET,

W, BIE AR NLDTRTDOA —Y %y b AR— F TYWHER—FOHBIRIT T —3 7
VEA AT DHE R LET,

(Cisco Controller) > config port autoneg all enable

W, B SFILDA —H Ky b AR— b 19 TYHR— FOHBIR I T—2 3 0%
mahc T oBlE R LET,

(Cisco Controller) > config port autoneg 19 disable

. configav > K :j~q
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config port linktrap .

config port linktrap

FrEDay ha—F R— MERIEZTRTCOR— DV I Ty T IxFOY VT v T elohER
IZIEZHIZ B IZIE. config port linktrap =~ > K& LE9,

config port linktrap {all | port} {enable | disable}

BX DA all TRTOR—MEHFRELET,
port R— hEH,
enable fRELIER—baA R—T M LET,
disable HBELIEA— T =7 M LET,

ATVRFI4NAR FEDOaIL =T K= ELFTTRTOR—MOX TV T NT7 T DT 740 ML
B> TOET,

av Yy FERE J1y—=x ERAR
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

THAShE L,

KIZ, R—b 8D T v FHMHS HHZRLET,

(Cisco Controller) > config port linktrap 8 disable

WRIZ, TRTCOFR—bD T v TEZHMNTDHH%RLET,

(Cisco Controller) > config port linktrap all enable

config A< K :j~q .
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. config port multicast appliance

config port multicast appliance

¥EDa ba—F A— NERZEFTRTOR— MDA FX Y AN T FIA4T AP —ER
EHNETITENIZT B2, config port multicast appliance =~ > R&{#H L £7,

config port multicast appliance {all | port} {enable | disable}

BX DA all TRTOR—MEFRELET,
port R— hEH,
enable fRELIER—bEA R—T M LET,
disable HBELIEA— T 4 =7 M LET,

ATVRFI4R FEDOaL =T K= ELTTRTOR— DT TNV DIV TF XY AN TTI7A47T
VA —ERFEDNI o THET,

av Yy FERE J1y—=x ETRAR
7.6 Zoa<wy R, VIU—RAT76LURIOU U—2R

THAShZE L,

WIZ, TRTCOR—=FTINLF XY AT T IAT AP —EREHNT D00 %R
L%,

(Cisco Controller) > config port multicast appliance all enable

RIZ, R=F 8 TYNFHRXY AT T IAT AP —E AT LB 2R L%
D

(Cisco Controller) > config port multicast appliance 8 disable

. configav > K :j~q
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config prompt .

config prompt

CLIVAT A 7a 7 FEEHET 521X, config prompt =~ > REMHH L 9,

config prompt prompt

B DEREA prompt THEBI MG THENTZH LWCLI VAT L
o 7k, FurT MOIRK3 LTFOT
FrREATEET, 2. KXFE/ILFIX
XAl avE T,

SR R Fop LR VAT A Fur T MEIEE Y 4P FEER L TRELET

avy FER Jy— ZEHEAR

R

7.6 Zoawr R, VU —RX76LHIOY VU —ATHEAINE L,
avy RER Jyy—= EENE

8.3 Zoawy RpREAINE L,

VAT A Tar T MIa—VPEBLETH LD, ZORF2 AL FOMOBETITEELE
j—O

EREDAARZM4

WIZ. Cisco 4400 ~D CLI VAT A Fu L7/ N2 EET 3627 LE T,

(Cisco Controller) > config prompt “Cisco 4400”

config A< K :j~q .



. config qos average-data-rate

config qos average-data-rate

config a7 R :j~q |

=P T FRTI—ERA Y FID (SSID) ZEIZTCP N T 7 4 v 7 OEYEJFT—H L— b

% Kbps AL CEFRT HI121E.

config qos average-data-rate =~ > RZfiH L £,

config qos average-data-rate {bronze | silver | gold | platinum} {per-ssid | per-client}

{downstream | upstream} rate

X DEREA bronze

X2 — DT —H L — b % bronze IZFRE L
\i—a—o

silver

X a—DFET—H L— k% silver IZFEE L
e

gold

X a—DYHF—F L— hE gold ITFEE L £
TO

platinum

X 2 — DT —4% L— b % platinum |25 7E
L\i‘a’_‘o

per-ssid

MR =L DSSID D L— MR ZRELET,
TRTOIIFTAT U IDRENT 7 4 v 71X
ZORIBEB WL ichy 9,

per-client

SSID IZBE#AF I b=y T4 T hDL—
MR ZFRE L £,

downstream

FYU AN =L bTT 4 w7 OL— MR
ARELET,

upstream

TOTARNI—L T 7 47O L— MR
ERELET,

rate

=P 1 AHZYVDTCP bT 7 4 v 7 D
F—X% L—k, fliX, 0~51,2000Kbps T7,
EIZ0ZETDHE, QoS 7177 A Mt
T2 HHEIRE O FRIZI T O E R A,

aRVRFILLE L

av Y FER Jy— &

7.6 Zoawr R, VU —RX76LHIOY VU —ATHEAINE L,

. configav > K :j~q
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config qos average-data-rate .

WIZ, SSID Z & 1ZF 2 —DIFHF —4 L— b 0Kbps % gold IZRET HH%2 xR L £

D

(Cisco Controller) > config gos average-data-rate gold per ssid downstream 0

config qos burst-data-rate
config qos average-realtime-rate
config qos burst-realtime-rate

config wlan override-rate-limit

config A< K :j~q .



. config qos average-realtime-rate

config qos average-realtime-rate

config a7 R :j~q |

=P T FRTY—ERA Y FID (SSID) ZEIZUDP T 7 4 w7 OEEY T ILE A A

7 —4 L— b % Kbps AL CEFRT HI121E,

ijﬂo

config qos average-realtime-rate =~ > N&fli[f] L

config qos average-realtime-rate {bronze | silver | gold | platinum} {per-ssid | per-client}

{downstream | upstream} rate

BX DA bronze X0 DOFH Y TALA L T—H L— &

bronze |ZfEE L £,

silver XFa—DWPHITNEA LT —H L— %
silver (IZF5E L £ 77,

gold Xa—DFHITAEA N F—% L— k%
gold ITFRE L £7

platinum Xa—DFEHYTNAEA D TF—F L—h&
platinum |25 E L £,

per-ssid HERL =L D SSID D L— MR Z % E L7,
FTRTOIZIAT LV FDORENT 7 4 v 71X
ZOHIREBZ 2N E D120 F9,

per-client SSID (ZBHEf T =K IA4 T DL —
MR Z 8% E LET,

downstream 7 ARN) =N NT77 427 0OL— MlfR
ERELET,

upstream Ty TAN) =N 8T T 427 DL— MR
i E LET,

rate 2—HF 1 ANHZYV OUDP b7 7 1 v 7 DY

UTNEA LT —H L—h, EIX, 0~
51,2000 Kbps CT7~, fEIZ0ZFEET D L. QoS
77 7 A AT D HHIBIE O I RIZAT i
FHA,

ATV RFI4LE RL

av 2 RERE J)— EERE
e
7.6 ZoawrNE VU —RAT6LHIOU YV —ATHEASHE LT,

. configav > K :j~q
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config qos average-realtime-rate .

WIZ, Fa—DFHVTNVEALOFEEREOL— N gold ICHRET DB 4R LET,

(Cisco Controller) > config gos average-realtime-rate gold per ssid downstream 10

config qos average-data-rate
config qos burst-data-rate
config qos burst-realtime-rate

config wlan override-rate-limit

config A< K :j~q .



. config qos burst-data-rate

config a7 R :j~q |

config gos burst-data-rate

=P EFY— Aty FID (SSID) ZEIZTCP h 774 v 7 DE—7 F—H L —
k% Kbps BN TEFT 521X, config qos burst-data-rate =~ > RZH L £,

config qos burst-data-rate {bronze | silver | gold | platinum} {per-ssid | per-client}
{downstream | upstream} rate

BX DA

ARV K TIAIE

bronze ¥a—@DOE—7 7 —4% L— k% bronze |25 E
Li‘g‘o

silver Fa—DE—Y FT—X& L— b % silver IZFEE
]\_/i‘é—o

gold Xa—DE—7 F—H% L— % goldlZHaE L
ES AN

platinum ¥a—DOE—2 5 —# L — k% platinum |25
ELET,

per-ssid AR =L DOSSID D L— MR AZHE L ET,

TRTOIIFTAT U IDRENT 7 4 v 71X
ZORIBEB WL ichy 9,

per-client SSIDIZBHEf T =K FA4 T DL —
MR Z 8% E LET,

downstream H gL ARN)—A KT T7 40w 7D L— MR
ERELET,

upstream Ty TAN)—=A T T 47 DL— MR
ARELET,

rate =1 ABTZVDTCP FT7 7 4 v 7 DE—

7 F—% L— 1k, fHiE, 0~ 51,2000 Kbps T
T, EIC0#EETHE, QS Fr T 7 AL
(2R 2 g O HIBR T TV E A,

L

av Y FNERE

Ju— EEAE
S

7.6 Zoawr R, VU —RX76LHIOY VU —ATHEAINE L,

RiIZ, Fa—DE—27 L— b 30000 kbps % gold (2 ET HHI%2RLET,

. configav > K :j~q
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config qos burst-data-rate .

(Cisco Controller) > config gos burst-data-rate gold per ssid downstream 30000

config qos average-data-rate
config qos average-realtime-rate
config qos burst-realtime-rate

config wlan override-rate-limit

config A< K :j~q .



config a7 R :j~q |

. config qos burst-realtime-rate

config qos burst-realtime-rate

2—HFTLFELEFY—EAXA Y MID (SSID) ZTEIZUDP b7 7 4 v 7 D/X—X K U T LK
A LT —H L— k% Kbps B CEF T HIZIL. config qos burst-realtime-rate =~ > R & ff
HALET,

config qos burst-realtime-rate {bronze | silver | gold | platinum} { per-ssid | per-client
} { downstream | upstream } rate

BXDEREA

bronze Fa2—DNRX—ZAKNUTNHEALATFT—HF L — K
% bronze \[ZfHE L £ 7,

silver Fa—DNR—ZAKNYTILEAL LT —HF L— |
% silver IZHRE L E7,

gold Xa—DNR—AKNITNAVEA LT —HF L—]
Z gold IZFEE L £ 7,

platinum Xa—DN—=AKUTNVHA LT —HF L—]
% platinum ([ZFRE L F 9,

per-ssid HERL =L D SSID D L— MR Z % E L7,
TRTCOITITAT VM DIRBENT 7 4 v 71X
ZORIBEBZ WL S0 £9,

per-client SSID (ZBHEf T =K IA4 T DL —
MR ZRE L7,

downstream H G ARN)—A KT T7 40w 7D L— MR
ERELET,

upstream Ty TAN) =N 8T T 427 DL— MR
EERTELET,

rate 2—F 1 AHTZVDUDP b T 7 4 v 7 DIR—

ARNVTNEALT—H L—1h, fliX, 0~
51,2000 Kbps T3, fEIZ0ZFEET S L. QoS
77 7 A AT D HHIBIE O I RIZAT i

FH A,
ARV RFI+LL RL
av Yy FER ))y— ZEERR
z
7.6 Zoavwy R, VU—RT6LEOY U —ATHEASHE L,

. configav > K :j~q
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config qos burst-realtime-rate .

WIZ, Fa2—DN—A K UTIVZALOEEEDL— b 2000 kbps % gold (ZF%E T 5 i

ZRLET,

(Cisco Controller) > config qgos burst-realtime-rate gold per ssid downstream 2000

config qos average-data-rate
config qos burst-data-rate
config qos average-realtime-rate

config wlan override-rate-limit

config A< K :j~q .



config a7 R :j~q |

. config qos description

config qos description

a7y A NVOMHEEE TSI, config qos description =1~ RZ{HH L F9°,

config qos description {bronze | silver | gold | platinum} description

¥ESTDERA bronze X a2—D QoS 717 7 A /LDt % bronze |Z
RELET,
silver X =2—D QoS I 7 7 A ILDFH% silver |2
BELET,
gold Fa2—D QoS 7 7 A /LDitH% gold IZ4F
E L/iTO
platinum F2—@ QoS 7' v 7 7 A /)LD % platinum

WZHEELET,

description QoS u 7 7 A )LD,

ATV RFI4LE RL

avy FER J)— ZEERNE

2

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATEHEAINE LT,
avy FER J1)y—= EEAR

8.3 Toavwy RPNEAINE L,

WIZ, F=2—0D QoS 717 7 A /D] ldescription] % gold IZFXET HHl%Z R L E
bj‘o

(Cisco Controller) > config gos description gold abc

BEa<wy R show qos average-data-rate
config qos burst-data-rate
config qos average-realtime-rate
config qos burst-realtime-rate

config qos max-rf-usage

. configav > K :j~q
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config qos fastlane .

config qos fastlane

WLAN Z & |Z Fastlane QoS #4RE % H%hZ 7~ 5 121X, config qos fastlane =~ > K& L £,

config qos fastlane {enable | disable} wlan-id

BXDEREA

enable WLAN = & |Z Fastlane QoS # AN L £,

disable WLAN = & |Z Fastlane QoS # #5402 L £,

wlan-id WILAN #%5 ¥,

ATV K Fo4) )L+ Fastlane [ TRES N TWEEA,

ATV R E—F WLAN D%
av Y FERE Jyy— ZEERE
z
8.3

Zoavwy RBREAINE LK,

1

&IZ, WLAN Z & (T Fastlane QoS Z X ET A& R~ LET,

Controller (config)# config gos fastlane enable 1

config A< K :j~q .



config a7 R :j~q |

. config qos fastlane disable global

config qos fastlane disable global

Fastlane QoS #§HE% 7 &0 — VLT HEZNZ 4 5 121X, config qos fastlane disable global =~ > K%
FEHLET,

config qos fastlane disable global

=340

’.E-IDII:I

B

aAavU R TFI4ILE

aAvYU R E—F

Zoavwy FIEF—U—FEEF5EEH 0 A,

L

sua—s)rary7 4 F¥ab— 3 (config)

avy FERE

FEREDHA K542

JU— EERR
S

8.3 Zoavwy RBREAINE LK,

ZOawy REFEITTDHRNTTXTO WLAN T Fastlane QoS 2N 72 > TWDHMENRH D
£7

1

RIZ, Apple VA Y LA 7 54T > O Fastlane QoS % 7 1 — /NI 3 2 il %
%Liﬁ‘o

Controller (config)# config gos fastlane disable global

. configav > K :j~q
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config qos max-rf-usage .

config gos max-rf-usage

TIHRARALL M1 OB O RFFHROR KA A= TV E2RET DT, config qos
max-rf-usage =~ > R&fH L £7,

| platinum} usage percentage

config qos max-rf-usage {bronze | silver | gold

X 2 —DRFEHARDOE K/ \—t > % bronze

X DERHA bronze

WHRELET,

silver ¥ o2 —@ RFfEHERDOHE K/ N—TF > b % silver
WHRELET,

gold ¥ 2 —® RF RO HF K S—F > % gold
WHRELET,

platinum F o2 —@D RFFEHARORERK S—E %
platinum (ZF5E L £7,

usage-percentage REFFHARO KK/ N— T —,

ATV RFI+LE AL

avwy RERE ))— ZEEAR

3

7.6 Zoawr R, VU—R76LHIOY U —ATEAINE L,
av Y FRERE Jy1)y—= EENE

8.3 Zoawy RpREAINE L,

K, F2—O RFFEHRDFER S S—t > & gold IZFRET D62 R LET,

=~

(Cisco Controller) > config gos max-rf-usage gold 20

show qos description

config qos average-data-rate
config qos burst-data-rate
config qos average-realtime-rate

config qos burst-realtime-rate

config A< K :j~q .



config a7 R :j~q |

. config qos dot1p-tag

config qos dot1p-tag

Tu Ty ANRICHESND Ty MCEEM T SNBSS T ORKIE (0~7) ZER
%121, config qos dotlp-tag =1~ RZ&fHEH L F9,

config qos dotlp-tag {bronze | silver | gold | platinum} dotip tag

¥SXDERRA bronze X =2 —@ QoS 802.1p ¥ 7 % bronze |ZF%E L

j—c

silver ¥ =2 —? QoS 802.1p ¥ 7 % silver I[ZF%iE L F
o

gold X =2—? QoS 802.1p ¥ 7' % gold IZF%E L £
—a—o

platinum & = —@ QoS 802.1p ¥ 7 % platinum [ZF% & L
7

dotlp tag 1 ~7 O Dotlp % 7 DA,

aATYRFIHLE AL

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

Wz, dotlp Z 7 D% SIZREL T, F=2—D QoS 802.1p ¥ 7 % gold I ET 5
%i—\‘ [_/gzj‘o

(Cisco Controller) > config gos dotlp-tag gold 5

BEa<wy R show qos queue_length all

config qos protocol-type

. configav > K :j~q
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config qos priority .

config qos priority

QoS7TH 77 A NAEWLANIZEI D HTHLEIL, 2=F vy A RETAT XY A LD T T 1 v
IR KRB LT 7 4L FD QoS L~V ZEFKT HIZIL. config qos priority =~ > N4
LET,

config qos priority {bronze | silver | gold | platinum} {maximum-priority |
default-unicast-priority | default-multicast-priority}

XD bronze WLAN @ Bronze 7' 2 7 7 A VR E L E T,
silver WLAN @ Silver 7’2 7 7 A LV ERELET,
gold WLAN @ Gold 7 v 7 7 A NV EFRE L £,
platinum WLAN O Platinum 7’12 7 7 A /L &H6E L %

iR
maximum-priority R QoSEHE, ROWTIIZfRELET,

* besteffort

* background

* video
* voice
default-unicast-priority T 7 F I/ h =Xy A FOBEE, kRoWd
NPEfEELET,

* besteffort
* background
« video

* voice

default-multicast-priority T 7 AN 2T Xy A NOELE, RO
ThrafEELE T,

* besteffort
* background
* video

* voice

config A< K :j~q .



config a7 R :j~q |
. config qos priority

avy FER Jy— ZEHEAR

z

7.6 Zoawr R, VU—RX76LHIOY VU —ATHEAINE L,
av Y FRERE Jy1)y—= EERNE

8.3 Zoavy RPRHEAINE LT,

ERLOHA KSqY BREEELAVE T740 D2 =% v XA h v FF ¥ A MOERE L~V EICT S
VENH Y 7,

WIZ, B REEE L LCvoice, T 7 4/ b =% ¥ A MESEE L LT video, BELW
T 74k <L F X ¥ A MEJEE & L C besteffort 2 7% L7 WLAN @ gold 7’12 7 7
A NIZ QoS BEHE R TET DB 2R LET,

(Cisco Controller) > config gos priority gold voice video besteffort

BEav> R config qos protocol-type

. configav > K :j~q



| configaw K j~q
config qos protocol-type .

config qos protocol-type

T T A NN END Ny MIBEEA T DB 7 O RiE (0~ 7) ZE#
%121, config qos protocol-type =1~ RE2MH L £,

config qos protocol-type {bronze | silver | gold | platinum} {none | dotip}

¥SXDERRA bronze X =2 —@ QoS 802.1p ¥ 7 % bronze |ZF%E L

j—o

silver ¥ =2 —? QoS 802.1p ¥ 7 % silver I[Zi%iE L F
o

gold X 2—? QoS 802.1p ¥ 7' % gold IZF%E L £
_a—o

platinum & = —@ QoS 802.1p ¥ 7 % platinum [ZF%E L
7

none FEDOZ 1 ha)LhRED THEATNRNE

SITHRELET,

dotlp dotlpZ A 7D 7 v b2/ LREY B THA T
HEXITHRELET,

ATV RFI+LE AL

avwy KRB ))— ZEEAR

3

7.6 Zoawr R, VU—R76LHIOY U —ATHEAINE L,
av Y FRER Jy)y—= EENE

8.3 Zoavwy RPREAINE LT,

WIZ, QoS 7'u k)L XA 7% silver IZFRET DB ERLET,

(Cisco Controller) > config gos protocol-type silver dotlp

BEa<wo R show qos queue_length all
config qos dotlp-tag

config A< K :j~q .



config a7 R :j~q |

. config qos queue_length

config qos queue_length

TIEARA L IRF 2—NITRFFT 537 > NORKEAETRET 5121, config qos
queue length =~ > REMHLET,

config qos queue_length {bronze | silver | gold | platinum} queue length

¥ =2 —® QoS £ % bronze IZ5E L £7,

X DR bronze
silver X 2—? QoS E#% silver IZFFEL £7,
gold F=2—0 QoS E#% gold IZHEEL £,
platinum ¥ 2 —? QoS K % platinum |[Z5E L 7,

queue_length Fa—DEIORKRKME (10 ~ 255) ,

aARVRFILLE L

avy FERE Jy— ZEHAR

3

7.6 Zoza<wy X VU—RT6LETOV V—ATEAINE LT,
avy FERE J1)—= EENE

8.3 Ioawy RPREAINE LT,

WIZ, RF2—EOEE RIZREL T, ¥=2—0DQoSE% lgold) I[ZfxET HHl%
RLUET,

(Cisco Controller) > config gos queue_length gold 12

show qos

. configav > K :j~q
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config qos qosmap .

config qos qosmap
QoS ¥ v FHEFHET HITIL. config qos qosmap =~ > RAH L £,

config qos qosmap {enable | disable | default }

BX DA enable QoS ¥ v THEREE A L E T,
disable QoS ~ v THERE A HELNIC L £,
default T4V RO QS vy E Uty hLET,

QoS~ v 7 DA 255 (F 74N b)) 12U EY
R E#ET, E7z. DSCP UP FISMBTEIE L 72
FAUZEMLES, DSCPUPfEE 2 U795
{Z1Z. config qos qosmap clear-all =~ > N %

AN LET,
av Y FRER J1)— ZEERNE
R
8.1 Zoavwy RPREAINE L,
avy FERE Jiy—=x EERAR
8.3 Zoawy RpREAINE L,

KIZ, QoS ¥ v T FMIT Dl L ET,

(Cisco Controller) > config gos gosmap enable
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. config qos qosmap up-to-dscp-map

config gos qosmap up-to-dscp-map
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config qos qosmap up-to-dscp-map {up dscp-default dscp-start dscp-end }
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(Cisco Controller) > config gos gosmap up-to-dscp-map 2 3 5 20
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config qos qosmap dscp-to-up-exception .

config gos qosmap dscp-to-up-exception
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config qos qosmap dscp-to-up-exception {dscp up }
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(Cisco Controller) > config gos gosmap dscp-to-up-exception 3 1
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config qos qosmap delete-dscp-exception
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(Cisco Controller) > config gos gosmap delete-dscp-exception 23
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config qos qosmap clear-all .

config qos qosmap clear-all
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config qos qosmap clear-all
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(Cisco Controller) > config gos gosmap clear-all
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. config qos qosmap trust dscp upstream

config qos qosmap trust dscp upstream
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config qos qosmap trust-dscp-upstream {enable | disable }
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(Cisco Controller) > config gos gosmap trust-dscp-upstream enable

. configav > K :j~q
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