debug A7 F :a~i

+ debugaaa (3 ~X—7)

+ debug aaa events (5 ~X—3)

» debug aaa local-auth (6 ~<—7°)

+ debug airewave-director (8 ~X—737)
s debugap (10 ~—)

* debug ap enable (12 ~X—73)

+ debug ap packet-dump (14 ~X—7)
+ debug ap show stats (15 ~3—3)

* debug ap show stats video (17 ~X—3)
e debugarp (18 ~—72)

» debugave (19 ~<—7)

* debug beast (20 ~X—7)

+ debug call-control (22 ~X—7)

+ debug capwap (23 X—7)

* debug capwap reap (25 ~X—7)

* debug ccxdiag (26 ~X—7)

s debug ccxrm (27 ~X—)

* debug ccxs69 (28 ~X—73)

* debug cckm (29 ~X—7)

+ debug client (30 ~<—7)

s debug ctsaaa (31 ~X—7)

* debug cts authz (32 ~X—7)

» debug cts capwap (33 ~X—7)

* debug cts env-data (34 ~X—73)

+ debug ctsha (35 =X—7)

+ debug cts key-store (36 ~X—)

* debug cts provisioning (37 ~—)
* debug cts sgt (38 ~X—1)

* debug cts sxp (39 ~<X—7)

debuga<v > K :a~i .
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* debug cac (40 ~—7)

s debugedp (42 ~—72)

* debug crypto (43 ~X—73)

« debug dhep (44 ~—2)

« debug dhcp service-port (45 ~X—73)

+ debug disable-all (46 ~X—3)

e debug dns (47 <—7)

* debug dotll (48 ~—73”)

* debug dotl1 (50 ~X—3)

+ debug dot11 mgmt interface (52 ~X—73)

+ debug dotll mgmt msg (53 ~X—73)

* debug dotl1 mgmt ssid (54 ~X—3)

* debug dotl1 mgmt state-machine (55 ~X—1)
+ debug dotl1 mgmt station (56 ~~—73”)

* debug dotlx (57 ~<—77)

* debug dtls (58 ~<—77)

s debug fastpath (59 ~X—37)

» debug flexconnect ave (65 ~—73)

* debug flexconnect aaa (66 ~—73”)

» debug flexconnect acl (67 ~X—)

* debug flexconnect cckm (68 ~X—)

* debug group (69 ~<X—7)

s debug fmchs (70 ~X—7)

* debug flexconnect clientap (71 ~<—37)

+ debug flexconnect client ap syslog (72 ~—737)
» debug flexconnect client group (73 ~X—1")
* debug flexconnect client group syslog (74 ~—73)
+ debug flexconnect group (75 ~X—73)

« debug ft (76 ~—2)

» debug hotspot (77 ~X—71)

* debug ipv6 (78 ~X—3)
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debug aaa .

debug aaa
AAA DFRTEDT Ny 7 hHET HIZIL, debugaaa =~ FEFEH L £,
debug aaa { [all | avp-xml | detail | events | packet | ldap | local-auth | tacacs]
[enable | disable]}
X DA all (EE) TRXTDOAAAA v E—V DT Ny T
ERELET,
avp-xml (&) AAA Avpxml A X2 hDT Ny 7%
HRELET,
detail (EE) AAA=T—DTF RNy T a#ELE
j—o
events EE) AA AL R NOTF Ry TR ELE
R
packet (FE) AA AN Y FOT Ry T HRELE
_a‘o
ldap ({EE) AAA Lightweight Directory Access
Protocol (LDAP) A X kDTS 7 %R iE
LET,
local-auth (FFE) AAA 0 — D NARERGET 1 b 2L
(EAP) A XV FNDT Ny 7 EHFELET,
tacacs (f£E) AAATACACS+ A XV bDOT N J
ERELET,
enable UEE) TR T2/ LET,
disable R TNy 7 &2 LET,
ARV RFI+LL RL
avy FERE J1)y—=x EENE
7.6 Zoavr RiE, VU —RA76LRIOY Y —2A
THEAINE LT,
avy FERE Jiy—=x
8.3 Zoawy RBREAINE L,

debug 7w F:a~i .
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. debug aaa

)1)—2x EERNE
ZOavr REHLNF—U— N Ko CTHmEN RS L E Lz, FriLwn
¥ —U— N|Z avp-xml T7,

8.6

WIZ, AAALDAP A X2 bDT NNy 72 HNIT A2~ LET,

(Cisco Controller) > debug aaa ldap enable

BEawy K debug aaa local-auth eap

show running-config

. debug a7 F:a~i
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debug aaa events .

debug aaa events
debug aaa events enable =~ > K%

DNS N—Z D ACL IZBE# T 57 /3y V&R ET HITIL,
AL ET,

debug aaa events enable

events DNSNX—ZDACLDOTF NNy JH#HELET,

B DEREA

av Y RERE J— ZEEARR
A

7.6

Zoawy FRBIMESE L,

EERNE
Ioavwy RPREAINE LT,

avy FER Jjy—=
8.3

KIZ, DNS X—ZAD ACL DT N 7 /N B2~ LET,

(Cisco Controller) > debug aaa events enble

debuga<v > K :a~i .
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debug aaa local-auth

debug <Y F:a~i |

Cisco WLC T AAA B — W IVIBREDT /Ny 7 % ET 521X, debug aaa local-auth =~ > K%

AL £

debug aaa local-auth {db

{framework | method} {all | errors | events

| packets sm}} {enable |
1%5(0)5%5}5] db AAA D*‘ﬁﬂ/mu RENy 7 KA /’IZF‘T/%
FOARV DTNy THRELET,
shim AAA T —VERGEY A LA AR N2V
v 7 755 /]3 bij_
eap AAA D“‘ﬁ/l/fl:r‘%ﬁmuuﬂz7lﬂ =y (EAP> %}‘LJA\
uE@T/\ b4 7 %E&ﬁz Lij—o
framework O—H)VEAP 7L — LU — T DF Ry T i
ELET,
method 0 — A /VEAP TRDOT Ny T ERELET,
all T—HLVEAP A v —V DT RNy T HEREL
£7,
errors O —H/VEAP T —DF RNy FERELE
ﬁ‘o
events O— B /WVEAP A X FDOT Ry T EHRELE
j—o
packets 12— /VEAP Xy NOT Ny T EFELE
KR
sm 0 —H)VEAP AT — k< DTNy T hR
H/:E’L/iﬁ—o
enable TRy T EBBLET,
disable TNy TEETLET,
IRV RFI+LL L
avy FERE )Jy—Xx ETEAR
7.6 Zoa<wry Rk, VU —RT76LEIOY Y —2A

TEAINE L,
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debug aaa local-auth .

avy RER Jiy—=x EERNE
8.3 Zoawy RpREAINE L,

WIZ, AAA 0 —H )V EAP BFEDT Ny 72 BT 202 R LET,

(Cisco Controller) > debug aaa local-auth eap method all enable

BEa<wy R clear stats local-auth
config local-auth active-timeout
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
show local-auth certificates
show local-auth config

show local-auth statistics
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. debug airewave-director

debug airewave-director

Airewave Director ¥ 7 b7 = T DF R J
EALET,

debug <Y F:a~i |

IET HITIL. debug airwave-director 2~ > N %

debug airewave-director {all | channel | detail | error | group | manager | message

| packet | power | profile |

rf-change} {enable | disable}

XN all

4T D Airewave Director 2 7 DT /N 7 %
HELET,

channel

Airewave Director v % /VE| Y ¥4 CF o ka)v
DTNy THFELET,

detail

Airewave Director £l 2 7 DT /N T HFRE L
e

error

Airewave Director =7 — 1 7 DT N 7 &G

ELET,

group

Airewave Director 7 /L — b 712 k2, L5
Ny T ELET,

manager

Airewave Director ¥ % — 3 ¥ DT N 7 52 3R7E

LET,

message

LET,

packet

Airewave Director /37 > DT /Ny T HRE L

£,

power

Airewave Director B /JE| 0 4T 7' b a/LiB Xk
CHNRL VR —LBHOT Ny TR E L
F9,

profile

Airewave Director 72 7 7 A )L A X ~DTF
Ny T ELET,

radar

Airewave Director L — & — i H/[BlE 7 1 b =
DTNy T hdBELET,

rf-change

Airewave Directorrf B DT v FHRE L E
7,

enable

Airewave Director D7 /3 7 B H NI LE T,

disable

Airewave Director D7 /3w 7 N L E T,
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debug airewave-director .

ARVRFILLE L

avy RER Jiy—=x EERNE
7.6 Zoa<wy RiE, VIU—RT76LRIDY U—R

THAShE L,

&IZ. AirewaveDirector 72 7 7 A )L A X2 hDF R F N T A%~ LET,

(Cisco Controller) > debug airewave-director profile enable

BEa<v > KR debug disable-all

show sysinfo

debuga<v > K :a~i .
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. debug ap

debug ap

Cisco Lightweight 7 72 A RA > FDO U E— K T3y ZZRE LTV, Lightweight 7 7 & &
RA L N Tavr RV E—MTHEITLIED T 5HI21E, debugap =~ REEH L £,

debug ap {enable | disable | command cmd} cisco ap

BX DA enable Lightweight 77 £ A iRA > h ETOT R w7
EECLET,
GB) TAYITERII=a fe—F0a v
V=) BIETICFERSh, 2 b
2 — 7 @ Telnet/SSHCLI & > ¥ 3
[CHINEREE SNER A,

disable Lightweight 77 E A KA > Kk ETOT /N 7
EEMMLET,

G TARAvIERIFIabe—F0ar
V= EIEFICE RS, 2 b
2 —7 ® Telnet/SSHCLI & v 3 = >
WCHEERE S ER A,

command TR ARA L FTCLI 2~y RRETESR
L EEEELET,

cmd ETTHa<rR,

GE) FEfrTra~wr R, —ESIAGT
PHEe A3 &V £9 (B : debug ap
command “led flash 30” AP03)

awr Fohiiarte—70=
Y=V ERTIZFR RS, 3 b
2 —7 @ Telnet/SSHCLI & v 3 =3 >
WCHEERE S ER A,

cisco_ap Cisco Lightweight 7 7 & 2 /KA > kD4 Hil,

A<V K FI4J)k Cisco Lightweight 7 7 £ A KA b U E— bk T3y ZI3 W TT,

2wy REE yy—2 RENE
7.6 Zoa<wr Rk, VU—RXT76LHIOY Y —X

THAShE L,
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debug ap .

avy RER Jiy—=x EERNE
8.3 Zoawy RpREAINE L,

WIZ, T7E8ARA L FAPOL TUE— K TRy Z2HNT AH %2R LET,

(Cisco Controller) >debug ap enable AP0l

WIZ, 77 ARA L - APO2 T configaplocation =~ > K& FE(T4 A6 2R LET,

(Cisco Controller) >debug ap command “config ap location "Building 1" AP02”

WIZ, TVEARAL L FNAPO3T7 5 v a2 LED a~vy REFE(TT A6 2RLET,

(Cisco Controller) >debug ap command “led flash 30” AP03

debuga<v > K :a~i .
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. debug ap enable

debug ap enable

Cisco Lightweight 7 72 A RA > FDO U E— K T3y ZZRE LTV, Lightweight 7 7 & &
RA L Tavry &V E— M THEITLIEY $ 5121, debug ap enable =~ > R&flif] L ¥
D

debug ap {enable | disable | command cmd} cisco ap

EX DA enable VEe—h TR T2/ LET,
GE) TRy TERITZa he—F0ay
V=) EFETFIZER RSN, 3 b
27— ® Telnet/SSHCLI & v 5
WCHAFEE SR EE A,

disable VE—h FRy TR LET,

command TIEAKRAL N TCLI a2~y RRETEN
LT LERELET,

emd HTT B~ K,

Gx) FITTHa~vr ML, “HESIHAKFT
T LE S H Y £3 (] : debug ap
command “led flash 30” AP03) .

o< ROHAFE=zy he—F0a
V=) BRI FEIRER, 2 b
2 — 7 ® Telnet/SSHCLI & v 3 3 »
WCHNTEE SV EE A,

cisco_ap Cisco Lightweight 7 7 £ &2 AR A "4,

aATYRFI4LE AL

avy FER Jjyy—= TEAR
7.6 Zoa<y Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

avy FRERE J1)y—2 EENE
8.3 Ioavwy RPREAINE LT,

WIZ, TIVEAFRAL NAPOl TUE— N TR T EHENTHHERLET,
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I debuga<v > F:a~i

debug ap enable .

(Cisco Controller) >debug ap enable AP0l

WIZ, TIZEARA L FNAPO2 CUE— K TRy 7 EWHT LB 2R LET,

(Cisco Controller) >debug ap disable AP02

WIZ, TVEARAL L NAPO3 T7 5 v > 2 LED a2~y REF(TT A2 R LET,

(Cisco Controller) >debug ap command “led flash 30” AP03

debuga<v > K :a~i .
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. debug ap packet-dump

debug ap packet-dump

Ny N XX Ty OT Ny T ERET HIZIX, debug ap packet-dump =~ > KA L E
R

debug ap packet-dump {enable | disable}

EX DA enable 77 v X KA DRy h XX TF Y OT Ry T EAHICLET,

disable 7 72 RA L by XX TF DTNy T EBEHCLET,

ATVRTFIFIR NI N XX TTFYOT Ay TITEYTT,

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, VU—RXT76LHEIDOY Y —2A

THAShE L,

avy RERE J1)y—2= EERNE
8.3 oawy RPREAINE LT,

EELEDOHA K54 > CiscoWLC Hlm—I v 7 Hdicid, X7y b Fv7F v 3L EE A,

CiscoWLC Tlt, B—a 7/ a—T7DIERE, BR7 77— U =TIEREN, 77 A
KAV IO EEEINTEXTy by 7T v LERA, Tx /NATEBR KT A A 2EETD
N7y Ry T TF v SNET,

WIZ, TIBARAL LV MOy b X%y TF DT NNy T2 /T HH %7 L
ij‘o

(Cisco Controller) >debug ap packet-dump enable

. debug a7 F:a~i
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debug ap show stats

CiscoLightweight 7 7 E A IRA ' FOET A A v —VBIOREFERO N TZ TN a—T o
> 7 %47 9 121%. debug ap show stats =~ > K& L F7,

debug ap show stats .

debug ap show stats {802.11a | 802.11b} cisco ap {tx-queue | packet | load | multicast

| client {client MAC | video | all}

| video metrics}

debug ap show stats video cisco_ap { multicast mgid mgid database number | admission |

bandwidth }
-3 qOE L); 802.11a 802.11a * v U —2 ZfEELET,

802.11b 802.11b/g * v N — 7 Z#HEL 7,

cisco_ap Cisco Lightweight 77 £ 2 7" A > N,

tx-queue APDEEFEX 2 —D NTF 7 4 v 7 HEHEHREE
ALET,

packet AP D37y MgEHEREFRR L E T,

load AP @ QoS Basic Service Set (QBSS) & Z it
OfEFHERE RS LET,

multicast APD~/LFF ¥ A F YR — bxtg L — Mgt
HMaERRILET,

client BESNTZZ TA T FDOA M) v 7 #HEHE
WX LET,

client MAC 7747 FDMACT LA,

video APDTRTDI T4 7 bOET AHEHER
RRALET,

all APDFTRTDI T4 T v ~OMaHERE For

L\ij—o

video metrics

BT A Y o s SRR R LE T

mgid

H—</LFF¥ 2K ZL—71ID (MGID) ®
e~ LT Xy A MEREETSLET,

mgid_database number

LA ¥ 2MGID 7 — % _X— 2% 5,

admission

APOETA 7RI v asiillzaRrLE
_a‘o

debuga<v > K :a~i .
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. debug ap show stats

bandwidth AP O BT AHiEE £R LET,

ARVEFIALL AL

av Y FER Jjyy—= ETEAR
7.6 Zoa<wy Rk, VYU—RT6LETDOY U —2A

THAShE L,

av Y RER 1)y—= EERNE
8.3 Zoawy RPREAINE LT,

WIZ, 802.11a %>y hU—27 FTT 78 A RA L FAPOl EfEFa— T 7 497D
NG TNy a—T 4 T HITIWERLET,

(Cisco Controller) >debug ap show stats 802.1la AP0l tx-queue

I, 802.11b/lg %y U —2 ETT 7 A RA 2 b APO2 /L FF v A b YaR— bt
BL—bDNT TNV a—T 4 T EATHIBIERLET,

(Cisco Controller) >debug ap show stats 802.11b AP0O2 multicast

Wiz, 802.1laRky NI —2 FC, 77 EARA L APl LT VL o— FERTWVAD
MACT RLVATHIMENDTZTAT UV RDA NI I DNT TN a—T 4T %547
IPERLET,

(Cisco Controller) >debug ap show stats 802.1la APOl client 00:40:96:a8:£7:98

Wiz, 802.1laky U —2 EC. TV EBARA L FAPOL LT VL o— FERTWVAD
FTRTCDODIITAT U IDA KRNI IDRT TN a—TFT 4 TEITOPIERLET,

(Cisco Controller) >debug ap show stats 802.1la AP0l client all
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debug ap show stats video .

debug ap show stats video

CiscoLightweight 7 7 Z A RA ' FOET A A v —VBIOHHEROT Ny 7 2R ET D
\Z1%. debug ap show stats video =~ > R&fiH L £,

debug ap show stats video cisco_ap { multicast mgid mgid value | admission | bandwidth}

TR cisco_ap Cisco Lightweight 7 7 £ 2 &A1 > ~,
multicast mgid TR RA L NOFEMGID IZxT SV
FX¥ ¥ AN T —H_X—AHEERERR L E
e
mgid_value 1 ~4095 D LA ¥ 2MGID 7 — & _— A% =,
admission S A 7RI v g UHllZR R L E T,
bandwidth BT AR 2 R L ET

aAvYRFIHLE RL

vy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

avy FERE J1y—= ETEAR
8.3 Zoavwry RREAINE L,

Iz, TN —TDL AV 2MGID T —F_X—AFETHAINENZT 78X RA b
AP0l D=L FF¥ Ak TN —TFTDF Ny JHHRETHHEZRLET,

(Cisco Controller) >debug ap show stats video AP0l multicast mgid 50

Wz, T7%A KA NAPOl O ET A HEIHIEDT Ny F 2R ET HH 2R LET,

(Cisco Controller) >debug ap show stats video AP0l bandwidth
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debug arp

debug <Y F:a~i |

Address Resolution Protocol (ARP) A 7L a DT Ny JERET HI21E. debugarp =2~
REfEHLET,

detail | events | message} {enable | disable}

debug arp {all

B DEREA

AU R TIAIE

all TRTDARP R VDT Ny VR ELET,

detail ARP DA =V DF Ny 72 iE L%
R

error ARP =T —DTFT Ny VT HFBELET,

message ARP A vt —V DT Ny 7 EHFELET,

enable ARP 73y T EGINZLET,

disable ARP 7/ TN LET,

7L

av Y RERE

Jy— EERR
S

7.6 Zoa<wry NI, VU —=AT6LEIOY Y —ATHEAShE LT,

RIZ, ARP 7\ VRIEZFGINT 202~ LET,
(Cisco Controller) > debug arp error enable
WRIZ, ARP 73\ VREZ BT 20 %2R LET,

(Cisco Controller) > debug arp error disable

debug disable-all

show sysinfo
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I debuga<v > F:a~i
debug avc .

debug avc

Application Visibility and Control (AVC) 47> a > DT Ny 7 &EHET 5121, debugaveerror
av s REEHLET,

debug ave {events | error} {enable | disable}

EX DA events AVC A X DTNy S EFELET,

error AVC =53 —DF NNy S EHBELET,

enable AVC A XU NELIZZT—DTFT RNy TEHENTLET,

disable AVC A X FELIFZT—DFT NNy FHEHCLET,

ARV ERFI4IL T IZANBITIE AVC AT v a v DTNy JITEYTT,

avy FER Jyy— ZEHAR
2
7.6 Zoa<wry RiE, VI —RX76LEIOY Y —RATHAINE L,

KIZ, AVC =T —DT Ny Z N 56 &2 R LET,

(Cisco Controller) > debug avc error enable

BEavy K config avc profile delete
config avc profile rule
config wlan avc
show avc profile
show avc applications

show avc statistics
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. debug bcast

debug bcast

T —RXXYANF S arOF NNy VEFRET HIZIL, debugbeast =~ NAMH L E
R

debug beast {all | error | message | igmp | detail} {enable | disable}

BX DA all TRTCHDTa—RKF v A~ alOF Ny T %

RELET,

error T —RXxYANZT—DOT NNy TEHEL
E AN

message TuR—RX¥Y AN A=V DT NNy T EH
'_.E_’L/i‘a‘o

igmp 7u— KX ¥ A FIGMP A vE—Y DT Ry
ThaRELET,

detail Tr— Xy A MEHA Y E—VDT Ny S
ERELET,

enable Ta—RFY AN TN T EHIMZLET,

disable Tua—RK¥¥ AN TNy TEEGZLET,

ARVEFIALE AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VY —RT6LEIDY U —2A

THAShE L,

av Y FRERE J1)y—2 EENE
8.3 Toavwy RPREAINE LT,

WIZ, 77— RFx A h Avt—VIdT 57 Ny 72 BT 5612~ LET,
(Cisco Controller) > debug bcast message enable
WIZ, Tr—=FRF¥ A M AvE—VITdT 57\ Z2EHCT 262~ LET,

(Cisco Controller) > debug bcast message disable

. debug a7 F:a~i
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debug beast .

BEa<w > KR debug disable-all

show sysinfo

debuga<v > K :a~i .
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. debug call-control

debug call-control

SIP = — ViR KT 27 /3y V&G ET HIZ1E, debug call-control =~ > R&fH L %
R

debug call-control {all | event} {enable | disable}

X DERHA all FXTD SIP 2 — Ll 2 > B— kT 5
FRy S F T g ERELET,
event SIP =t — VA X M+ 5T 3y 7 %
TrarERELET,
enable SIP 22— VHIH A v —F 2134 X DT
Ny T/ LET,
disable SIP 1 — /Ll 2 B — P E T A X b DT

Ny T aBNLET,

AVYEFTANR TAETN

av 2 FERE 1) =2 ZEAR
7.6 ZoawryRNE, V=276 UEIOY Y =2 THASHhE LT,

WIT, TRTOSIP 2=l A v =T DTNy TGN D612 5R- LET,

(Cisco Controller) >debug call-control all enable
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debug capwap .

debug capwap

Control and Provisioning of Wireless Access Points (CAPWAP) HEDT /Ny 7 & HET DI
debug capwap 2~ R&EH L F7,

debug capwap {detail | dtls-keepalive | errors | events | hexdump | info | packet |
payload | mfp} {enable | disable}

¥ETDEHEA detail CAPWAP DFEMIEXE DT /N 7 %% E L E
j—o
dtls-keepalive CAPWAPDTLS 7 —% ¥ —7" 7 747 /7
NREDT Ny 7R ELET,
errors CAPWAP =7 —REDT Ny T HFE L E
TO
events CAPWAP A XV "MRTEDT Ny TR T LE
75
hexdump CAPWAP 16 8 X L TRIEDT N 7 h i TE
LET,
info CAPWAP [ EDT Ny 7 2R ELET,
packet CAPWAP X7y b DFREDT Ny 7 & FRIE L
ij‘o
payload CAPWAP A 10— RREDT Ny 7 ZBRIE L
i—a—o
mfp CAPWAP mfp X EDT Ny JHFHELET,
enable CAPWAP O~ RDOT Ny 7N LE
ﬁ—o
disable CAPWAP ® a2~ ROT Ry 7 Hhiz L%
7
AR FIANLE AL
Qv RERE J1—2 EERAR
7.6 Zoa<wy RiEk, VU —RT76LGEIDOY U —X

TEAINE L,

debuga<v > K :a~i .
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. debug capwap

avy RER Jiy—=x EERNE
8.3 Zoawy RpREAINE L,

WIZ, CAPWAP OFEHIDOT Ny T2 /M T D0 2R LET,

(Cisco Controller) >debug capwap detail enable
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debug capwap reap .

debug capwap reap

FlexConnect 7 7 & 2 FRA > MMZF31F 5 Control and Provisioning of Wireless Access Points
(CAPWAP) EDT Ny 7 &% ET 5121, debug capwap reap =~ > FZfEH L 7,

debug capwap reap [mgmt | load]

B DEREA mgmt UEE) 7747 v MRk L BEA v & —
DTNy ZaRELET,

load EE) A —RT7IT4ET A DTy
T HRELET, FlexConnect 7 7 & A KRA
NERZy R7ay E— NCRET 855

T,
AR FIALE AL
avy FERE 1)) —2 EERE
7.6 ZoawryNiE, V=276 EIOY Y —ATHAShE L,
avy FEE =2 EERE
8.3 Zoawy RPREAShELE,

WIZ, FlexConnect 7 7 A 7 v FaBiEB L OB A v —T DT Ny JE2ERET HH1%
%Lij‘o

(Cisco Controller) >debug capwap reap mgmt

debuga<v > K :a~i .



. debug ccxdiag

debug <Y F:a~i |

debug ccxdiag

Cisco Compatible Extensions (CCX) ZWi4 7> a o OF /Ny 7 &2RET 521X, debug cexdiag

o< REFHLET,

debug ccxdiag {all | error | event | packet} {enable | disable}

B DEREA

all S RTDCCXSEY A v — VDT Ny 7 ERELET,

error CCXS69 =5 —DF Ny FHJHBELET,

event CCXS69 1 X2 FDF NNy T HFBELET,

packet CCXS69 /37 v DTNy ZEFHELET,

enable CCXS69 47> arDF NNy TEHMMZLET,

disable CCXS69 47> g DOF Ny FEEHLET,

ARVEFIALE BL
IV FBE Y1y—2 EENE
7.6 Zoavwr i VU —=RAT76LEIOY Y —ATHEAShE L,

WIZ, CCXS69 /X7 DT Ry TEHMNITHH R L ET,

(Cisco Controller) >debug ccxdiag packets enable

. debug a7 F:a~i
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debug ccxrm

CCX Cisco Client Extension (CCX) #EUEEE (RM) OFT Nw 7 & ET HIZ1E. debug cexrm
axy RaHLET,

debug cexrm {all
{enable| disable}

detail |

debug cexrm .

error | location-calibration | message | packet | warning}

BX DA

all TRTO CCXRM A vy E—=V DTNy 7 E#RELET,
detail CCXRM DFET Ny 7 HRE L ET,
error CCXRM T —DOTFT NNy T EHRELET,

location-calibration

CCXRM Y Y — gy Fx U T L—2arDF Ny P EHRELET,

message CCXRM A v b—UDFT NNy 7 ERELET,
packet CCXRM X7y DT Ry T HFELET,
warning CCXRMEEDT Ny VEFELET,
enable CCXRM A7 a DT Ny T EFNILET,
disable CCXRM A7 a v DF Ny 78 LET,
ARVEFIAAE AL
avy FERE 1)1y—2= EENE
7.6

Zoa<wry RNE, VY —RT76LEIOY V—ATHAINE LT,

WIZ, CCXRM DTNy T EGAINT 50 %2 R LET,

(Cisco Controller)

> debug ccxrm all enable

debuga<v > K :a~i .
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. debug ccxs69

debug ccxs69
CCX S69 X A7 DT /Ny T hiRET HITIE, debugcexs69 =~ RaEfiH L ET,

debug ccxs69 {all | error | event} {enable| disable}

X DiiHA all FT_RTOCCXSEY A v E—TDF NNy FEBELET,

error  CCXS69 =7 —DT Ny 7T uEHRELET,

event CCXS69 1 X2 FDF Ny T HFELET,

enable CCXS69 47> arDF Ny ZEHNLET,

disable CCXS69 47> a > DF N\ FEEHZLET,

ARVREFILLE L

av Yy FER Jy—2= EERE
7.6 ZoavwryRE, VU —AT76LIEIOY ) —ATHASNE LT,

WIZ, CCXS69 DT /Ny T EAGAINTT 50 %2R LET,

(Cisco Controller) >debug ccxs69 all enable

. debug a7 F:a~i
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debug cckm .

debug cckm

Cisco Centralized Key Management 47> a3 > DT /N v 7 2% ET HI121F, RO a~ > REHH
L%9 : debug cckm

debug cckm {client | detailed} {enable| disable}

BX DA client 7 7 A 7 > bk ® Cisco Centralized Key Management D7 /N v 7 %23 E L £ 77,

detailed Cisco Centralized Key Management OFFflT /N v 7 &% E L £7,

enable  Cisco Centralized Key Management D7 /N v 7 242 L £ 9,

disable  Cisco Centralized Key Management D7 /3 v 7' % M4 2 L £ 97,

aATVRFI4HLE AL

avy FER Jjy—= EERNE
7.6 Zoa<y Rk, VU —RT6LEIDY U —2A

THAShE L,

av Y RERE J1)y—2 EENE
8.3 oawy RPREAINE LT,

KIZ. CiscoCentralized Key Management OFEMIT 3w 7 & T D012~ L £,

(Cisco Controller) > debug cckm detailed enable

debuga<v > K :a~i .
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. debug client

debug client

REED I FAT 2 NOT Ny T HFHET HITIL, debugclient =~ > FEFEH L 9,

debug client mac_address

BX DA mac_address 7T A4T7 Y hOMACT RL A,

aAvURFIALE AL

EELEDOHA K54 > debugclient mac_address =~ > KD AJ1#%|Z debug aaa events enable =~ > R& AJ) 9% & |
ZOREDY FAT 2 FMACT RLAD AAA A X2 b B IV RERENET,

avy FERE Jy— ZEHEAR
A
7.6 Zoa<wy RPREAINE LT,
avy FERE J1y—=x ETEAR
8.3 Zoavwy RPREAINE L,

K, BED I FAT v baT Ny 73258 ORERZRLET,

(Cisco Controller) > debug client 01:35:6x:yy:21:00

. debug a7 F:a~i
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debug cts aaa .

debug cts aaa

Cisco TrustSec AAA 7 /3w 7 A7 a U ARET HICIL, debugcetsaaa =~ > RAMH L E
R

debug cts aaa {all | errors | events} {enable | disable}

EX DA all TRTOCTSAAA TNy 7 F 72 a v DF NNy P RHELET,

errors 4+ _XTOD CTSAAA =T —DF NNy JEHRELET,

events TP CTS AAA A XV FDF Ny T HHZELET,

enable 3o JAEINCLET,

disable 7Ny 72 HC L ET,

ATV RFIHLE RL

avy FER Jiy—=x ETEAR
8.4 ZOavwy RpREAINE L,

debuga<v > K :a~i .
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. debug cts authz

debug cts authz

Cisco TrustSec EX¥ = U7 4 ZJV—F 77X 2> bu—/L JURA K (SGACL) XU u—
N TNy T H 7y g ZET HIZIE, debug cts authz =~ > REMHEH L ET,

debug cts authz {aaa | all | errors | events} {enable | disable}

EX DA aaa CTS AAA RY v —DF NNy V2B ELET,
all TRTOCTS RY > —DF NNy FHBRELET,

errors T RTHOCTSHKY v — T —DF Ry FERELET,

events T XTCOHOCTSRY L — AR NOF RNy FE2HRELET,

enable o 7 A2HMLET,

disable 3o 7 AWz L E9,

ARVRFIFAL RL

avy FERE 1)1y —= LEEHNE
8.4 Ioawy RPREAINE L,

. debug AT K :a~i



I debuga<v > F:a~i
debug cts capwap .

debug cts capwap

CAPWAP A vt —T %M L CCiscoTrustSec R ) & —DX o — RKDOT RNy 7 A7 a %
BRET 5L, debug cts capwap 2~ RZ{EH L F9°,

debug cts capwap {messages | all | errors | events} {enable | disable}

EX DA messages Protected Access Credential (PAC) CAPWAP X v B — D5 Ry F 2R ELE9,

all 4 _TPD CTS CAPWAP A vt —DOF Ry ZFaiEZ LET,

errors CAPWAP =7 —DOF Ny 7 52HELET,

events PAC CAPWAP A X DTNy FE2RELET,

enable o 7 A2HMLET,

disable 3o 7 AWz L E9,

avY R FI740 6 AL

avy FERE Jjy—= EERNE
8.4 Ioawy RPREAINE LT,

debug 7w F:a~i .
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. debug cts env-data

debug cts env-data

Cisco TrustSec BREE 7T — % D7 /N v V&R ET HIZIE, debug cts env-data =~ > R&fEfH L £
R

debug cts env-data {all | errors | events} {enable | disable}

B DEREA all TRTCOCTSERET =2 DOT7 Ny ZH2RELET,

errors  CTS BB — 4 =7 —07 3y VERELET.

events CTSERET — X A XV hDF Ry T ERELET,

enable 3w FAHBII LET,

disable 7,3 72 M LET,

ATV RFIHLE RL

avy FEREE Jiy—=x ETEAR
8.4 ZOawy RpREAINE L,

. debug AT K :a~i
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debug cts ha .

debug cts ha

Cisco TrustSec /& A YE (HA) OFT w7 47> a U E#RET HITIE, debugetsha 2~ R
EREHLET,

debug cts ha {all | errors | events} {enable | disable}

EX DA all FTRTOCTSHA A > a v DOF Ry T EZLELET,

errors CTSHA =5 —DF Ry 7 5H/ELET,

events CTSHA A XV FDOT Ry T HHBRELET,

enable 3 FAHBII LET,

disable 3 7 % W L E T,

ATV RFIHLE RL

avy FEREE Jiy—=x ETEAR
8.4 ZOavwy RpREAINE L,

debug 7w F:a~i .
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. debug cts key-store

debug cts key-store

Cisco TrustSec ¥—A N T DT N 7 472 9 U ERET DL, debug cts key-store 7~ > K
EREHLET,

debug cts key-store {enable | disable}

EX DA enable 3y FEREHILE
‘g—O

disable 53 J &Mz LE
R

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
8.4 oawy RPREAINE LT,

. debug a7 F:a~i
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debug cts provisioning .

debug cts provisioning

Cisco TrustSec PAC 7’0 BV a = 7 DT Ny 7 F 7 a U ERET HITI,. debug cts
provisioning =~ > K& AL 7,

debug cts provisioning {packets | all | errors | events} {enable | disable}

WX DA packets PAC 7u by a =7 N7y hOT Ny ZEBELET,

all TANTOPACT R EY a =0 AT a v DT RNy ZERELET,

errors PAC 7ub VgV =5 —DF Ry T EHRELET,

events PAC 7nbt Va7 AXRVENDT Ry TEHZHRELET,

enable F o 7 E2HHCLET,

disable N\ 7 &M UE T,

ATV RFIHLE RL

avy FERE 1) —2 TEAS
8.4 Zoavwry RPREAINE L,

debuga<v > K :a~i .
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. debug cts sgt

debug cts sgt
WK 10 EHD SGT DT /Ny FZHET HIZIE, debugetssgt 2~ REEHLET,

debug cts sgt {sgr-1 | sgt-2 | sgt-3 | sgt-4 | sgt-5 | sgt-6 | sgt-7 | sgt-8 | sgt-9 |
sgt-10}

BX DA sgt-1 ~ AT HMEDH % SGTID,
sgt-10

ATV RFI4LE RL

avy FER J1y—= FTHEAR
8.4 Zoavwry RPREAINE L,

. debug I<v U F :a~i
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debug cts sxp .

debug cts sxp

Cisco TrustSec SXP A4 7' a VDT /Ny VA ET HITIL, debugctssxp 2~ FZEH L F
R

debug cts sxp {all | errors | events | framework | message} {enable | disable}

X DA all TRTOCTSSXP AT a v DF RNy VHBRELET,
errors CTSSXP =5 —DF Ny F5HELFT,
events CTSSXP A X> NOF Ry ZEHFHRELET,

framework CTSSXP 7L —AU—/7 DT Ry VT EHRELET,

message CTSSXP A vt —V DTNy THERELET,

enable FRy T RN LET,

disable FoNw T EENC LET,

ATV RFIHALE RL

avy FEREE Jiy—=x ETEAR
7.6 Zoa<wy R, VIU—RT76LRIDYU U—R

THAShFELL,

debug 7w F:a~i .
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. debug cac

debug cac

a— 7 RIva Uil (CAC) A7 v a DT Ny 7 EFET HIZIE, debugeac 2~
NEFERHLET,

debug cac {all | event | packet} {enable | disable}

X DA all TRTOCACA vy E—VILT RNy I AT =
VEBRELET,
event CACA R MIT R T F 7 a v H#REL
F9,
packet BIRLTZCAC Ty NZT Ny T A7 g
VEBRELET,
kts KTS _"—Z®D CAC A v &—VIZT /Ny 7 F

TrarERELET,

enable CACRREDT Ny 7G5 LET,
disable CACETEDT Ny T8 LEd,

ATV R FI4IAE T IANBITIE CACHT v a v OF Ny ZITEYHTT,

avy FER Jy— ZEHEAR

x

7.6 Zoawr R, VU—R76LHIOY U —ATHEAINE L,
av Y FRERE J1)y—= EENE

8.3 oavwy RPREAINE LT,

WIZ, CACREDT Ny T FMMIT B0 RLET,

(Cisco Controller) > debug cac event enable

(Cisco Controller) > debug cac packet enable

BEavwy K config 802.11 cac video acm

config 802.11 cac video max-bandwidth

config 802.11 video roam-bandwidth

config 802.11 cac video tspec-inactivity-timeout

config 802.11 cac voice load-based

. debug a7 F:a~i
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debug cac .

config 802.11 cac voice roam-bandwidth
config 802.11cac voice stream-size

config 802.11cac voice tspec-inactivity-timeout

debuga<v > K :a~i .
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. debug cdp

debug cdp

CDP OFT Ry FHFEET B2, debugedp =~ REMFALET,

debug cdp {events | packets} {enable | disable}

X DiiHA events CDP A XY FOF ANy 7 5HZELET,

packets CDP /%7 v FDF Ny ZE2HELET,

enable CDPA L a3 DF Ry IEHMBILET,

disable CDPA 7> 2 o DF Ny FE2HHLET,

aATYRFI4LE AL

avy FEE J)y— ZEEAR

z

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHAINE L],
avy FERE J1y—= TEAR

8.3 Zoawry RBREAINE L,

WIZ, Cisco 2> b —F TCDP A Xy hDF Ry T EFHHTH0 %R LET,

(Cisco Controller) > debug cdp

. debug AT K :a~i



I debuga<v > F:a~i
debug crypto .

debug crypto

N R TWEA TV a v OF Ny T EFET HITIL, debugerypto 2~ REZEH L F
R

debug crypto {all | sessions | trace | warning} {enable | disable}

WX OHRH all FRCON—RT 2T 7 )Tk A vt—D0
TRy TERELET,
sessions N BT =T ST Ry a DTSRy S
ERELET,
trace N=RU=2T 7T ey aror Ny
TRELET,
warning N=RU T 7T ey arOT Ny T
ERELET,
enable N— R TRy a v OF RNy I E2H

TN LET,

disable N— R TRy g v DOF NNy S5 E
N LET,

ATV RFIHALE RL

avy FEREE J1)— ZEERNE

A

7.6 ZoavrRiE, VY —RT6LURIDOY Y —ATEHAINE LT,
av Yy FER Jy—2= ERERE

8.3 Zoawy RpREAINE L,

WIZ, "= R =THEEy v arOT Ny T EGNTo0E2RrLET,

(Cisco Controller) > debug crypto sessions enable

BEa<w2 R debug disable-all

show sysinfo

debuga<v > K :a~i .
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debug dhcp

debug <Y F:a~i |

DHCP OF /X 7 %% ET 121X, debugdhep =~ REMFHLET,

debug dhcp {message | packet} {enable | disable}

BX DA

message DHCP =7 — A vt —Y DT Ny JHFEL
\i—g—o

packet DHCP "7y hDT Ny T HRELET,

enable DHCP A vt —VE 7237y hOT Ny 7

ERMTLET,

disable DHCP A v —VF Iy hDOF Ry 7
PN LET,

ARV RFIALE L
av Y FERE 1)) —2 TEAR
8.3 Zoa~vwr FREASHE L

WIZ, DHCP A v —YDOFT RNy F 2G0T 502~ LET,

(Cisco Controller) >debug dhcp message enable

. debug AT K :a~i
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debug dhcp service-port .

debug dhcp service-port

H— B A R — k TP Dynamic Host Configuration Protocol (DHCP) /X7 v b DT /N 7 H%)
F 21T ERIZ T 521X, debug dhep service-port =~ > KA H L 97,

debug dhcp service-port {enable | disable}

BX DA enable B2 F— L CODHCP /< v FOF R
T RX—=T VI LET,
disable HP—E R HK— hTODHCP A5y kDOF Ay

THhETF 4 v—T M LET,

ARy RFIALE AL

avy RER Jjy—= EERNE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATEHAINE LT,

wIZ, —ERXA R —FTODHCP /N7y hOT NNy 7 E2HNTHHEZRLET,

(Cisco Controller) >debug dhcp service-port enable

debuga<v > K :a~i .
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Bl ¢ebug disable-all

debug disable-all

TRTCOT Ny T A yb—V %829 521X, debug disable-all =~ > K& L £,

debug disable-all

XD IS FIZFBIEERITZF—Y—NIdb v A,

ARV EFIANR T AT

A%V FEE Yy— ZEERE

2

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHEAINE L],
avy FERE J1y—= EENAE

8.3 Zoavwy RPREAINE L,

WIZ, TRTCDOT Ry T A o=V T 562~ LET,

(Cisco Controller) > debug disable-all

. debug a7 F:a~i
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debug dns .

debug dns

RKAA > =2 AT L (DNS) A7 a DTNy JEFET HIZIL, debugdns =1~
NEFERHLET,

debug dns {all | detail | error | message} {enable | disable}

EX DA all T_RTODNST T a v DOF Ry T EBELET,

detail DNS ¥ T Ry 2R ELET,

error DNS =T —DOTF RNy JERELET,

message DNS A v E—IDF Ny FEBRELFET,

enable DNS A7 a3 OF NNy TEHEMMZLET,

disable DNS A7 a3 OF NNy ZEFEHCLET,

avY R FI740 6 AL

avy FERE J1y—=x ETEAR
7.6 Zoa=wr R, YU —RXT76LHEIDY Y —2A

THAShE L,

avy FRERE J1)y—2= EERNE
8.3 oawy RPREAINE LT,

KIZ, DNS =T —D7 Ny 72 HINT D" LET,

(Cisco Controller) > debug dns error enable

debug 7w F:a~i .
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B cebug dotrt

debug dot11
802.11 A X2 bDOT /Ny T HFHET HITIL, debugdotll =~ NaEfiH L ET,

debug dotll {all | load-balancing | management | mobile | nmsp | probe | ridp |
rogue | state} {enable | disable}

X DEREA all FTRTD 802.11 A vEB—TDF NV hHR5E

LET,

load-balancing 82U E— R ARNF T AR DTy
TEHRELET,

management 802 IIMACHFIRA v b=V DT Ny Vo RE
L\ij—o

mobile 802.11 DENAIL AR bDTFT Ny T EHERE
l/\ij"o

nmsp 802.IINMSP f v & —T =2 A A ARV +DF
Ny TEhEFRELET,

probe TR—T DTNy T EHFERELET,

rldp 802.11 RIEZEMH DT /Ny FHFRELET,

rogue 80211 RIEA Ry NOF N VT EBRELET,

state 802.11 E/NA JVIRBEERE DT N » 75 E L
ij‘o

enable 802.11 DF Ny JEHMZ L ET,

disable 802.11 DT Ny FEMIZ L7,

aATYRFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 Zoa<wy Rk, VY—RT6LETDOY U —2A

TEAINE L,

avy FERE )1)—2x EEAR
8.3 Ioawy RREAINE LT,

WIZ, 80211 FREDT Ny T FNIT HH %R~ LE7,

. debug AT K :a~i
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debug dot11 ]

(Cisco Controller) > debug dotll state enable
(Cisco Controller) > debug dotll mobile enable

debuga<v > K :a~i .
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B cebug dotrt

debug dot11
802.11 A X2 bDOT /Ny T HFHET HITIL, debugdotll =~ NaEfiH L ET,

debug dotll {all | load-balancing | management | mobile | nmsp | probe | ridp |
rogue | state} {enable | disable}

X DEREA all FTRTD 802.11 A vEB—TDF NV hHR5E

LET,

load-balancing 82U E— R ARNF T AR DTy
TEHRELET,

management 802 IIMACHFIRA v b=V DT Ny Vo RE
L\ij—o

mobile 802.11 DENAIL AR bDTFT Ny T EHERE
l/\ij"o

nmsp 802.IINMSP f v & —T =2 A A ARV +DF
Ny TEhEFRELET,

probe TR—T DTNy T EHFERELET,

rldp 802.11 RIEZEMH DT /Ny FHFRELET,

rogue 80211 RIEA Ry NOF N VT EBRELET,

state 802.11 E/NA JVIRBEERE DT N » 75 E L
ij‘o

enable 802.11 DF Ny JEHMZ L ET,

disable 802.11 DT Ny FEMIZ L7,

aATYRFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 Zoa<wy Rk, VY—RT6LETDOY U —2A

TEAINE L,

avy FERE )1)—2x EEAR
8.3 Ioawy RREAINE LT,

WIZ, 80211 FREDT Ny T FNIT HH %R~ LE7,

. debug AT K :a~i
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debug dot11 ]

(Cisco Controller) > debug dotll state enable
(Cisco Controller) > debug dotll mobile enable

debuga<v > K :a~i .
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. debug dot11 mgmt interface

debug dot11 mgmt interface

SO2LINEHA L H—T 2 A AA XY NOT Ny T EFHET HIZIL, debug dotll mgmt interface
avy REEHLET,

debug dot1l mgmt interface

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE Jjy—= ETERAR

8.3 Ioawy RPREAINE LT,

WIZ, 82U BEHA L H—T 2 A A ARV NeT Ny T 35027 LFET,

(Cisco Controller) >debug dotll mgmt interface

. debug a7 F:a~i
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debug dot11 mgmt msg .

debug dot11 mgmt msg

82U EHA v E— DT Ny FERET HIZ1E. debugdotll mgmtmsg 2~ > REfEH L E
R

debug dotll mgmt msg

W DEER Zoavy RICEBIBRELEF—T— RiEdb v A,
ATYR T4 BL
avy FEE )1)—= EEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
avy FEE )1)—= EEAR
8.3 Ioawy RPREAINE LT,

WIZ, dotll HHEA v =TGN T 2R LET,

(Cisco Controller) >debug dotll mgmt msg

debuga<v > K :a~i .
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. debug dot11 mgmt ssid

debug dot11 mgmt ssid

802.11 FHEBEA XY h DT /Ny VT HEET HIZIX, debug dotll mgmtssid =~ > RZHH L F
R

debug dot1l mgmt ssid

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE Jjy—= ETERAR

8.3 Ioawy RPREAINE LT,

Wz, 802.11 SSID HHA X hDF RNy TR ETHH %R LET,

(Cisco Controller) >debug dotll mgmt ssid
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debug dot11 mgmt state-machine .

debug dot11 mgmt state-machine

802.11 A7 —h = > DT /Ny VT HRET HIZIX, debug dotll mgmt state-machine =~ > K
EEHALET,

debug dotll mgmt state-machine

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE J1y—=x ETERAR

8.3 Ioawy RPREAINE LT,

WIZ, 80211 AT —F =2 DTNy T aBRETHHERLET,

(Cisco Controller) >debug dotll mgmt state-machine

debuga<v > K :a~i .
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. debug dot11 mgmt station

debug dot11 mgmt station

BHAT —a VREDT Ny T HRET HIZIX. debug dotll mgmt station =~ > R & ffi [
LET,

debug dotll mgmt station

=340

'_E_Iu“:I

B ZOawy FIESIBEELITF—V—RNEH Y A,

aATYRFI4LE AL

avy FERE Jjy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,
av Yy FERE Jjy—= ETERAR

8.3 Ioawy RPREAINE LT,

WIZ, AT —2a VREDT Ny TR ETHHERLET,

(Cisco Controller) >debug dotll mgmt station
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debug dotix [Jj

debug dot1x
802.IX AT a DT Ny FERET HIZIE, debugdotlx =~ REFEHALET,

debug dotlx {aaa | all | events | packets | states} {enable | disable}

BX DA aaa 802.1X AAA FHEAER OFT Ny VhHELET,
all FTRTDY2AX A vE—VDF NNy V2B ELET,
events 802.IX A XV FDT Ry T HFRELET,
packets 802AX /Xy DT Ny T EFELET,
states 802 IX REBEDT Ny V2R ELET,
enable 802X AT a v DT Ny T EHNILET,
disable 802.1X A7 v a v DT Ny 7 EWHILET,

ARVREFILLE L

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDY U—R

THAShE L,

avy FER Jiy—=x TEAR
8.3 Zoavry RREAINE L,

WIZ, 802 IX IRHEBELR DT Ny Vo f X—TNMZT 50 %2RLET,

(Cisco Controller) > debug dotlx states enable

debuga<v > K :a~i .
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B debugadtis

debug dtls

Datagram Transport Layer Security (DTLS) #4733 v OFT Ry FEFET HIZ1%. debug dtls
avy REEHLET,

debug dtls {all | event | packet | trace} {enable | disable}

EX DA all TRTODILS A vtE—CDOF RNy VAR ELET,

event DTLS A X2 NDOF ANy 2R ELET,

packet DTLS X7 v hOT NNy 7 ERELET,

trace DTLS FL—ZX A v tE—DF NNy F5H/ELET,

enable DTLS 47> a L OF NNy T EHHMZ LET,

disable DTLS &7 a3 L OF Ry FZEHLET,

ARVEFIALE BL

avy FERE J1y—=x ETEAR
7.6 Zoa=wr R, YU —RXT76LEIDY Y —2A

THAShE L,

avy FRERE J1)y—2= EERNE
8.3 oawy RPREAINE LT,

ZIZTHEHBPLET ANy S T g0, CAPWAP NI 7y a—F 4 7 L HBAE Y TE
HAaEnEd,

EREDAARZA

WIZ, DTLS N7y b TRy T A 2—=T /I T D0 2R L £,

(Cisco Controller) > debug dtls packet enable

. debug a7 F:a~i
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debug fastpath .

debug fastpath

a2 b —J010F Ty h A=V Xy F A F—T oA ADMEET Ny 7L, 2 b
12—7 OFT X TOEHE L OHIEEEDOFEM A2 R R T 5121, debug fastpath =~ > K& ff
LET,

debug fastpath [{disable|enable|errors|events|warning|log|status|dump|audit|clear}]

debug fastpath log [{error events show}]

debug fastpath dump [{stats DP number} | {fpapoolDP number} | {ownerdb} | {portdb}
| {preauthurl client-mac|0 | 1 | All} | {tunddbindexDP _number} | {scbdbindexDP_number} |
{cfgtool -- dump.sfp} | {urlacldbstart-acl-id start-rule-index } | {vlandb} | { dpcp-stats} | {
clear stats} | {systemdb} | {debug|{wlanappstatswian id}} | {appqosdb}]

BX D&

disable fastpath X v &= OFT Ny T EFANI L E
R

enable fastpath A v &=V DTy 7 &I L F
j—o

errors fastpath =7 —IZBH 27 Ny 7 A v —P
ERRLET,

events fastpath 1 > MIBES 27Ny 7 A vt —
VEaFRLET,

warnings fastpath HH I ZPEST 27 Ny 7 A v —T%
KRLET,

log R AyE—VDT Ny TERELET,

errors fastpath =7 — D7 Ny FEZHE L ET,

events fastpath £ X b DTNy T ERE L ET,

show fastpath (ZBE$ 5 5T A N> h O 7 &2 EKR
L\i—gﬁo

status fastpath X ED AT —H A KR LET,

dump CLI¥v7 avv ReRrLET,

stats T—8 T —inb DT Ny T OREEHE
KRLET,

debuga<v > K :a~i .



. debug fastpath

debug <Y F:a~i |

DP_number

BN L7 — % FL— B ESNWT, F—
2T L—r Ot v A EFRRLET, B
IZixo, 1, [AlEENET, T ANAL D
F 7 a SE[AL] TT, RO K D ITIEIRT S
VENHY F£77,

e VAT YA LALAN 2 fhu—7 2504
VY= AT UALYLALAN 2
fa—75508 ) —X, YR UAL VL
ALAN 22 ha—% 7500 > U — X, &~
A3 UA¥LALAN 22> ha—%5 8500
VY=L T v 7 A0,

s WiSM2 D 2 2DF —H T L —Zxf L
T, lxDF—% FL—rF-Fm D
T—% T L—rOfEHEREFRT DHIC
I, FRENICA T v 7 A0 F-01E1
FIXE DM,

fpapool

F—H T —r D)Xy b /*\777’@%’6%%“%
HwERTNLET,

DP_number

T—H2 T L= FFITHEDONT ATy F Ry
7 7 OfFHEREFORLE T, HIZIF0, 1,
Al MEFENET, T 74NV OF T3
IZ[AI] T, RO LD ITEIRT HMENH D
e N

e VAT T A YL ALAN 2 k1 —F 2504
VU=, R TA¥LALAN I
o —F5508> UV —X, v AavUA¥L
ALAN 222 hr—7 7500 >V —X, &~
Z 2 7 A% L ALAN =1 ha—F 8500
VU —XIFA T v I A0,

s WiSM2 D 2 DDTF —H FL— XL
T, lxDF—% FL—rF-FmEFD
T—H T L—rOfFHEREFRT DHIC
. TNTFTICA T v 7 20 £7213 1
FIXEDOWE S,

ownerdb

F—4 FL—OFEEEREFR I LET,

portdb

T—H T L= DR— § T —H N R TR
L%,

preauthurl

FRIFEAE URL 235 L7 1P 7 KL A,

client-mac

7547 ROMAC 7 KL A,

. debug a7 F:a~i
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debug fastpath .

0/1]All

F— FL—rDF S a

tunddb

FeB T —UDERHID20 N RV E R
ZLET,

index

ANENTZA T v 7 AINH200 k)L
YNV EXCTLET, WISM2T —4 7' L—
Yo7uty Y ERTICE, 7% SL—r
Fr 0 ZHERTH2HERH Y F7,

DP_number

T T L= IPBERMND20D I FAT b
TNV EX T LET, fHIZIZO0, 1, [All]
WEENET, T 740 hOF T3 LE[Al
TY, WOEIITERT HMERH Y 7,

e VAT TA YL ALAN 2 b 11— 2504
VU—X, VA TUAF¥LALAN 2
Fa—75508 U —X, YAaUA¥L
ALAN 2> hua—3 7500 > U — X, ¥
A3 JA L ALAN 22 hE—7 8500
VU —XFA T v T A0,

s WiSM2 D 2 DDT—H T L —IZxf L
T, e DF—% FL—rF-Em G0
T—H T L—rOEHEREETRT DI
X, T EhICA Ty 7 A0E721F1
FIXFE DT,

scbdb

ANENTA T v I AMSBIEED2007 5
ATV NV EX T LET, WISM2
TR T =7y ERTICE, T
2 T —rFEZ 0N 2ERATLILERDY E
R

index

BN L7-MACT RLADY 5472 MEHA
X LUET,

debuga<v > K :a~i .



. debug fastpath

debug <Y F:a~i |

DP_number

TR T = DORPID200D7 F 4Tk
T MR LUET, EICIZ0, 1, [Al]
WEENET, T 740 hOF T g LE[Al
T, MOEDITHRIRT HMERH Y £77,

e VAA VAL ALANZ Y ha—7 2504
VY—X AT UAFLALAN 2
Fa—75508 ) —X, Y RAa ULV
ALAN 22> ha—3 7500 > U — X, &~
A3 UA¥LALAN 22> ha—%5 8500
V=X A T v 7 A0,

s WiSM2 D 2 DDTF —H T L —Zxf L
T, HxDOF—% FL—rFE2IEm 5O
T—% T L—rOfiHEREFRT DHIC
. TNTICA T v 7 20 £7213 1
FRITEOW N,

cfgtool -- dump.sfp

SX/LC/T /N T 3 —I T 7 0B 574
(SFP) TV 2—/VDET M H A 7 & OUIL B
hEEEFRRLET,

urlacldb start-acl-id start-rule-index

URLACL 57— H _—R %X 7 LET,

vlandb

F—H T —2DVLANT —F_X—R %X
7LET,

dpcp-stats

F—A FL—rhbarbha—)L S L—
DA ve—VOMEHEHREFR R LET,

clear stats

T=H T = E AT 227 VT LET,

systemdb =)L F—H FL—UREEFERLE
7

debug NI TN 2—T 4 T /N D20,
F—=B FL—2 DL ONDEH A vE—
BRI LET,

wlanappstats WLAN @ Application Visibility and Control

(AVC) #atiEma R~ LET,

wlan_id AVCHERHE AR E T 5 72D IC b 272 WLAN
@ WLAN ID,

appqosdb 7 —X4 7' L— @ Application Visibility and
Control (AVC) 7 — & N—AfHaHEH A& K~
LET,

clear av U RE27 VT LET,

. debug a7 F:a~i
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debug fastpath .

ARVRFILLE L

avy FERE Jyy— ZETHEAR
=z
7.6 Zoavwry RiE, VI—RAT76LURIDOY UV —ATHEAINE LT,
8.3 Zoavwry Rt RV —ATfbanFEz Lz, BINEnzH LnEF—U— KX
urlacldb T,
8.6 Zoawry RiE, R J—ATHfbanFEz Lz, BIMEnzZHLVF—U— KX

preauthurl T,

FERALDHA K504 2L

il

WIZ, SXILC/IT/NRUZ 3 — T 702 T4 (SFP) L 2—/VDETIVIEZ AT
LENEND OUI # &m0 2~ LET,

(Cisco Controller) >debug fastpath status

STP Admin Physical Physical Link Link

Pr Type Stat Mode Mode Status Status Trap POE
SFPType

1 Normal Forw Enable Auto 1000 Full Up Enable N/A
1000BaseTX

2 Normal Forw Enable Auto 1000 Full Up Enable N/A
1000BaseTX

RIZ, status =~ ROFEITHIZRR IS fastpath AT — X ZADF %R~ LET,

(Cisco Controller) >debug fastpath status

FP0.03:(119115)Received command: FP CMD ACL COUNTER GET
FP0.00: (119115)Received command: FP CMD ACL COUNTER GET
FP0.06: (119115)Received command: FP _CMD ACL COUNTER GET
FP0.05: (119115)Received command: FP CMD ACL COUNTER GET
FP0.06: (119115)Received command: FP _CMD ACL COUNTER GET
FP0.03:(119115)Received command: FP CMD ACL COUNTER GET
FP0.06: (119115)Received command: FP _CMD ACL COUNTER GET
FP0.07:(119125)Received command: FP CMD ACL COUNTER GET
FP0.04: (119125)Received command: FP CMD ACL COUNTER GET
FP0.03: (119125)Received command: FP CMD ACL COUNTER GET

RIZ., debug fastpath log errors =1 v > ROFEITHIIFE R S5 fastpath =7 — D] 2 7R
LET,

(Cisco Controller) >debug fastpath log errors

FP0.04:(873365) [fp_ingress capwap:429]Discarding Control/Data

debuga<v > K :a~i .



. debug fastpath

MMg:?DP:a~i|

Plane DTLS-Application packets after Lookup Failed
FP0.02:(873418)Change logDebuglLevel from: 0Oxle to 0x9

RIZ. debug fastpath log events =1~ > RO FEITHIZR R I D fastpath A Xk Ofi| %
ZT—\‘ Li—g—o

(Cisco Controller) >debug fastpath log events

FP0.09:(873796) [fp_ingress capwap:429]Discarding Control/Dat
a Plane DTLS-Application packets after Lookup Failed
FP0.06:(873921)Change logDebugLevel from: 0x9 to Oxle

RIZ. debug fastpath log show =~ > ROEITHICE RSN B 2R LET,

(Cisco Controller) >debug fastpath log show

FP0.07:(874033)Change logDebuglevel from: Oxle to 0x9

Fastpath CPU0.02: FAST CACHE DISABLED

Fastpath CPU0.02: FAST CACHE ENABLED

Fastpath CPU0.00: Received command: FP_CMD ADD AP

Fastpath CPU0.05: Received command: FP_CMD DEL TUN4 ifTun=1113
Fastpath CPU0.03: Received command: FP_CMD DEL TUN4 ifTun=3161
Fastpath CPU0.03: Received command: FP_CMD DEL AP

FP0.02: [cmdDelMcastRgTun:6733] failed to delete mcast rg tun 0 ifTun=3161
FP0.07: [fp_ingress capwap:429]Discarding Control/Data Plane
DTLS-Application packets after Lookup Failed

FP0.01:[fp ingress capwap:429]Discarding Control/Data Plane
DTLS-Application packets after Lookup Failed

Fastpath CPU0.0l: Received command: FP_CMD ADD TUN4 type=CAPWAP
ifTun=1114 dstIP

=9.4.110.100 dstMac=2037.06e2.5ec4 dstIPv6=
0000:0000:0000:0000:0000:0000:0000:0000

Fastpath CPU0.0l: Tunnel 1114 srcip=9041820 dstip=9046e64
xor=0x7644(30276) LAG Offset=0,0,0,0,1,0,1,4

Fastpath CPU0.09: Received command: FP_CMD ADD TUN4 type=CAPWAP
1fTun=3162 dstIP

=9.4.110.100 dstMac=2037.06e2.5ec4 dstIPv6=
0000:0000:0000:0000:0000:0000:0000:0000

Fastpath CPU0.09: Tunnel 3162 srcip=9041820 dstip=9046e64
xor=0x7644(30276) LAG Offset=0,0,0,0,1,0,1,4

Fastpath CPU0.00: Received command: FP_CMD SET INTERFACE MTU

Fastpath CPU0.00: FAST CACHE DISABLED

Fastpath CPU0.00: FAST CACHE ENABLED

Fastpath CPU0.00: Received command: FP_CMD ADD AP

Fastpath CPU0.03: Received command: FP_CMD UPDATE EOIP for index=5122
Fastpath CPU0.02: Received command: FP_CMD UPDATE EOIP for index=5122
Fastpath CPU0.00: Received command: FP_CMD DEL TUN4 ifTun=1114
Fastpath CPU0.03: Received command: FP_CMD DEL TUN4 ifTun=3162
Fastpath CPU0.03: Received command: FP_CMD DEL AP

FP0.04: [cmdDelMcastRgTun:6733]failed to delete mcast rg tun 0 ifTun=3162
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debug flexconnect ave .

debug flexconnect ave

Flexconnect Application Visibility and Control (AVC) A X2 k&7 /3> 79 5(Z1%, debug
flexconnect ave =~ > K&/ L 9,

debug flexconnect ave {event | error | detail} {enable | disable}

X DA event  FlexConnect AVC A X b & T /3w 7 LFET,

error  FlexConnect AVC =7 —% T /N 7 LET,

detail  FlexConnect AVC OFffiZ T N 7 LE1,

enable =3 7 &AM LET,

disable 3. /2R L E9,

ARy RFIANE AL

avy FERE Jy— ZEHAR
2
8.1 Zawy RRNEAINE L,
av Y RERE J1)y—= EERNE
8.3 Zoavwy RPREAINE LT,

WIZ, AR ENDTF Ry T T a BT A0 R LET,

(Cisco Controller) >debug flexconnect avc event enable

debuga<v > K :a~i .



. debug flexconnect aaa

debug flexconnect aaa

FlexConnect /N> 7 7+ FRADIUS — XD A X NE-IT= T —DF RNy FE2HET HITIT.

debug flexconnect aaa =~ > R&fEfH L £,

debug flexconnect aaa {event | error}

{enable

debug <Y F:a~i |

| disable}

XA event FlexConnect RADIUS #—/ 3 A R kDT /Xy
TEhEJRELET,
error FlexConnect RADIUS V' — R =5 —DF X 7
ERELET,
enable FlexConnect RADIUS V- — FREDT N 7%
HENMZ LET,
disable FlexConnect RADIUS YV — REDT Ny 7%
BN L E T,
ATV RFI+LE RL
av Y FRERE J1)—2 EEAR
7.6 Zoavwry Rtk VY—RXT76LEIOY VU —ATEAINE L,
vy FRERE J1)y—2 EERNE
8.3 Zoavwy RPREAINE LT,

KIZ. FlexConnect RADIUS H— R 4 Ry "DF Ny ZEHMNT HH %2R LET,

(Cisco Controller)

. debug a7 F:a~i

>debug flexconnect aaa event enable
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debug flexconnect acl .

debug flexconnect acl

FlexConnect 7 7 £ A 2> hr—L U A (ACL) OFT /Ny 7 &2RET 521X, debugflexconnect
acl 2~ REfEHLET,

debug flexconnect acl {enable | disable}

X DA enable FlexConnect ACL DT /N 7 BN LE T,

disable FlexConnect ACL D7 /N v 7 Z 0 L E 7,

ATV RFI4LE RL

vy FERE Jjy—= TEAR

7.6 ZoawrRiE, VIV—RT6LHIOY U —ATHAINE LT,
av Yy FER Jjyy—= TEAR

8.3 Zoavwy RPNEAINE L,

&IZ, FlexConnect ACL DT /3w 7 & HNIT D0~ LET,

(Cisco Controller) >debug flexconnect acl enable

debuga<v > K :a~i .
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. debug flexconnect cckm

debug flexconnect cckm

FlexConnect Cisco Centralized Key Management (CCKM) @Eiu—I 7 DT Ny T HRET D
{21, debug flexconnect cckm =~ > RZH L 9,

debug flexconnect cckm {enable | disable}

EX DA enable FlexConnect CCKM & — IV JREDT
Ny ThRBMILET,
disable FlexConnect CCKM Ei— IV JREDT
Ny TERBEHZLET,
aARURFILLE L
avy RER Jjy—= EENE
7.6 Zoavr NI, V=276 UHIOY YV —ATHAINE LT,
avy RER Jiy—=x EERNE
8.3 Zoavy RPRHEAINE LT,

&IZ., FlexConnect CCKM B — I 7 A XU DT Ry T2 HIMIT B4 ZR L
F7,

(Cisco Controller) >debug flexconnect cckm event enable

. debug a7 F:a~i
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debug group .

debug group

TIRARAL Y NDITN—T DTNy VaFHET HIZIL, debuggroup =~ NEMH L &
R

debug group {enable | disable}

ST ERBA enable T I RARAL L N ITN—=FDF Ny T [
W LET,

disable TIRARAL YV N T N—T DT 7 %R
WZLET,

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, YU—RXT76LEIDY Y —XA

TEAINE L,

WIZ, TIRARLA U N TN—=TDF Ry T BN T 5602 R LET,

(Cisco Controller) >debug group enable

debuga<v > K :a~i .
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. debug fmchs

debug fmchs

= k17— 7 @ Fixed Mobile Convergence 5| X L —t &2 (FMCHS) O7 Ny 7 AR ET D
\Z1%. debug fmchs =~ > RZHH L 9,

debug fmchs {all | error | event | nmsp | packet} {enable | disable}

EX DA all T RTOFMCHS A vt —VDOF Ry ZVEBRELET,

error  FMCHS =7 — DT RNy JHRELET,

event FMCHS A/ XV bDOT NNy T HRELET,

nmsp  FMCHSNMSP £ X rDF Ry F 2R ELET,

packet FMCHS X7 v hOT NNy JHHELET,

enable FMCHS &7 a3 v OF Ry Z7ZHMILET,

disable FMCHS 47> a3 > OF Ny 5 LET,

ATV RFIHLE RL

avy FEREE Jiy—=x ETEAR
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShELE,

&IZ, FMCHS £ X> bDT Ry 72 /T B0 %2R~ LET,

(Cisco Controller) >debug fmchs event enable

. debug a7 F:a~i
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debug flexconnect client ap .

debug flexconnect client ap

FlexConnect 7 7 A 7> b 77V A KA FDOMACT KL A%T /Ny 79 5(21%, debug
flexconnect client ap =~ > K& L £,

debug flexconnect client ap ap-name {add | delete} MAC-address] MAC-address2 MAC-address3
MAC-address4

i
&

B D

AR TIAIE

add TN—TIZMAC T RLAZBIMLET,
delete TN—TMN5EMACT FLAEHIBRLET,

MAC-address 75 47 h® MAC 7 KL &

L

avy FERE Jy— ZEHAR
R
8.1 ZoOawy RPMBEMENE L,
avy FERE )1)—=x ETEAR
8.3 ZOawy RpREAINE L,

IZ. FlexConnect 7 7 A 7 >k AP D 'rtoom MAC 7 RL A& Ty 7+ 56 % R L E
-éAO

(Cisco Controller) >debug flexconnect client ap room add 00.0c.41.07.33.a6
0A.0c.52.17.97.b6

debuga<v > K :a~i .
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. debug flexconnect client ap syslog

debug flexconnect client ap syslog

FlexConnect 7 7 A 7 > & AP @ syslog —/ DT Ny 7 o X v 7 %% ET 5I21L, debug
flexconnect client ap =~ > & fiH L £7,

debug flexconnect client ap ap-name syslog {ip-address |disable}

X DEEA ip-address 7\ 7 v ¥ T syslog — NP7 RLAZHELET,

disable  Syslog #— /"X ~DFT Ny 7 o X T EWHZLET,

ATV RFIHLE RL

avy FRERE J)— ZEERNE
A
8.1 Zoa<y RNEIMEIE L,
avy FER J1y—= ETRAR
8.3 Zoavwry RBREAINE L,

IZ. FlexConnect 77 7 A 7 > b AP 'room' D7 /3 7' 11 7 I syslog r— & 5% ET
HEERLUET,

(Cisco Controller) >debug flexconnect client ap room syslog 192.168.1.1

. debug a7 F:a~i
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debug flexconnect client group .

debug flexconnect client group

FlexConnect 7 74 7 s Z)L—7 D MAC 7 KL A %7 /3y 79 %5|Z1X, debug flexconnect
client group =~ > R&MHHL £,

debug flexconnect client group group-name {add | delete} MAC-addressi MAC-address?2
MAC-address3 MAC-address4

ST DA add TN—TICMAC T RLAZBIL 7,
delete TN—TMNHEMACT RLRAEHIBRLET,

MAC-address 75 47 h® MAC 7 FL %,

ARV RFIALE L

avy FERE Jy— ZEHAR
R
8.1 ZoOawy RPMBEMENE L,
avy FERE )1)—=x ETEAR
8.3 ZOawy RpREAINE L,

&IZ. FlexConnect 7 7 A4 7> ~ Z—TDOMACT RLAZT Ny 74T A6% < LE
ﬁ‘o

(Cisco Controller) >debug flexconnect client group school add 00.0c.41.07.33.a6
0A.0c.52.17.97.b6

debuga<v > K :a~i .
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. debug flexconnect client group syslog

debug flexconnect client group syslog

FlexConnect 7' /L—=7"7 7B A IRA > Rk D syslog 7 /N> 79 %|Z1X. debug flexconnect client
group 2=~ R LET,

debug flexconnect client group group-name syslog ip-address | disable

BX 05N ip-address /3 7 1 ¥ 7 I syslog /NPT R L RAEBE L £

disable Syslog —/S~DFT /N 7 a X FEEMI L ET,

ATV RFIHLE RL

avy FRERE J)— ZEERNE
A
8.1 Zoa<y RNEIMEIE L,
avy FER J1y—= ETRAR
8.3 Zoavwry RBREAINE L,

&Iz, FlexConnect 7 7 A 7 b 7 /L—"7"school' &7 /X 7 a X 7 RITRET 56
R LET,

(Cisco Controller) >debug flexconnect client group school syslog 192.168.1.1

. debug a7 F:a~i
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debug flexconnect group .

debug flexconnect group

FlexConnect 7 7 B A ARA > b ZNV—T"DF /"y J&FET HIZIL, debug flexconnect group
av s REEHLET,

debug flexconnect group {enable | disable}

B DEREA

enable FlexConnect 7 7 A iRA > ks T A—TDF
Ny TRBMMILET,

disable FlexConnect 7 7 £ A RA v N T —FDF
Ny T EH L ET,
aARURFILLE L
av Y RERE )1)y—2=2 EREAR
7.6 Zoavr NI, VV—RAT6LHIOY UV —ATHAINLE LT,
avy FRERE J1)—2 EEAR
8.3 Zoawy RpREAINE L,

KIZ. FlexConnect 7 7 B A RA v s TN —TFDF Ry ZEHNT 2R LET,

(Cisco Controller) >debug flexconnect group enable

debuga<v > K :a~i .



debug <Y F:a~i |
. debug ft

debug ft
802.11r DT /N Z HFHET HITIL, debugft 2~ &AL £,

debug ft {events | keys} {enable | disable}

X DiRHA events 802.11r f X2 hDF Ny FEHHELET,

keys 802.1lr F¥—DTFT RNy FTERELET,

enable 8021147 a > DF R T EH M LET,

disable 802.11rA4 7> a3 v DF NNy F T L ET,

aATYRFIHLE AL

av Yy FERE Jjyy—= ETEAR

7.6 Zoa<wry RNE, VU —RT76EIOY V—XTHAINE LT,
avy FERE Jjy—= EENE

8.3 Ioawy RPREAINE LT,

W, 802.11r DF Ny TG T D6 %2R LET,

(Cisco Controller) >debug ft events enable

. debug a7 F:a~i
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debug hotspot .

debug hotspot

By N ARy AR NEIFANT Y NOT Ny ZHFFRET HITIL. debughotspot =1~ > R
EREHLET,

debug hotspot {events | packets} {enable | disable} {enable | disable}

X DA events Ry ARy M AR NOT Ny T EFELET,
packets Ry ARy b Xy hOT NNy T EFRELET,
enable Ay FARY 72 a v OF Ny ZEENTLET,
disable By NARYy NFT a7y ZEENILET,

avY R FI740 6 AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU—RT76LEIOY V—XATHAINE LT,

RIZ, Wy FAR Y b AR NOT Ny T2 HMT DhlermLET,

(Cisco Controller) >debug hotspot events enable

debuga<v > K :a~i .



B debugipve

debug ipv6

IPv6 7> a v DOF RNy Tk

debug <Y F:a~i |

HET HITIL, debugipve 2~ RaEfHLET,

debug ipve {all | bt | classifier | errors | events | filter | fsm | gleaner | hwapi |
memory | ndsuppress | parser | policy | ra_throttler | switcher} {enable | disable}

B DEREA

all

TRTOIPVO EHRDOT Ny T HHELET,

bt IPv6 XA N—= NA T 4T T—=TNDT RNy T EFELET,

classifier IPv6 > NSHEFOT NNy T ERJ/ELET,

errors IPv6 =7 —DT /Ny JaFELET,

events IPv6 A X2 DTNy T HFBELET,

filter IPV6 DT /Ny T DI2ODT 4 N R ELET,

fsm IPv6 HIRAT—F =2 (ESM) OF RNy 7 2R ELET,

gleaner IPv6 7'V —F—DFT Ny FEFELET, =2 hY OE X gleaning (7Y —
=v7 WEE) EFRHENET,

hwapi IPv6 N— R =7 API DF Ry 2R E LET,

memory IPV6 XA T 4 T—TI AFVFEHEBEOT Ny FE2RELET,

ndsuppress  Jfi| iU/ IPv6 1A N—ERRDOT Ny ZEFELET,

parser IPv6 /X—H—DFT Ny T ERELET,

policy IPv6 RY > —DT Ny VB ELET,

ra_throttler

IPV6 /L —H% T KRNI T Ay NTDT Ry T ERELET,

switcher IPv6 A1 v F ¥ DTNy T EBHELET,
enable IPv6 A7 a v DTNy TEFEIMLET,
disable IPv6 47> a DT Ny TN LET,
AR FIALE AL
avy FERE )1)—= EENE
7.6 ZoavwryRNE, VU —AT76LIEIOY ) —ATHASNE LT,

WIZ, IPV6 R 2 —DTFT Ny TR ETHH 2~ LET,

. debug a<v K :a~



I debuga<v > F:a~i
debug ipv6 .

(Cisco Controller) >debug ipv6é policy enable

debuga<v > K :a~i .



debug <Y F:a~i |
. debug ipv6

. debug I v K :a~i
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