2 e

show IT Uk :j~q

e show Rtp (4 =X—2)
« show lag eth-port-hash (5 ~=—73)

» show lag ip-port-hash (6 ~X—3")

* show lag summary (7 ~—71)

» show Idap (8 ~X—7)

+ show Idap statistics (9 ~X—1)

* show Idap summary (11 ~X—7%)

» show license all (12 ~X—73")

« show license capacity (14 ~<—3")

* show license detail (15 ~~—737)

* show license expiring (16 ~X—73")

« show license evaluation (17 ~X—737)

* show license feature (18 ~X—7)

* show license file (19 ~X—3”)

« show license handle (20 ~=X—73)

* show license image-level (21 ~—73)

* show license in-use (22 ~X—7)

* show license permanent (23 ~—73)

* show license status (24 ~X—73)

» show license statistics (25 ~3—3)

« show license summary (26 ~X—73)

* show license udi (28 ~~—3)

* show license usage (29 ~—73)

* show load-balancing (30 ~X—73”)

» show local-auth config (31 ~X—3)

» show local-auth statistics (33 ~3—1)

« show local-auth certificates (35 ~<—73")
* show logging (36 ~<—71)

* show logging config-history (38 ~—1)

show AT F:j~q .
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* show logging last-reset (39 ~~—3)

» show logging flags (40 ~<—73")

* show loginsession (41 ~X—73")

+ show macfilter (42 ~X—3)

+ show mdns ap summary (43 ~X—1)

+ show mdns domain-name-ip summary (44 ~<—73)
* show mdns profile (46 ~—73")

* show mdns service (48 ~<X—73)

* show media-stream client (50 ~X—3)

+ show media-stream group detail (51 ~X—73")
» show media-stream group summary (52 ~X—73")
* show meshap (53 ~X—72)

* show mesh astools stats (55 ~~—37)

* show mesh backhaul (56 ~~—73")

* show mesh bgscan (57 ~X—73)

+ show mesh cac (59 ~<—7)

+ show mesh client-access (61 ~X—1)

* show mesh config (62 ~<—)

* show mesh convergence (63 ~~—3)

* show mesh env (64 ~~—737)

* show mesh neigh (65 ~<X—)

+ show mesh path (68 ~<—7)

» show mesh per-stats (69 ~<—13)

« show mesh public-safety (70 ~=X—73)

« show mesh queue-stats (71 ~X—17)

« show mesh security-stats (72 ~X—17)

* show mesh stats (74 ~X—)

+ show mgmtuser (75 ~X—73)

+ show mobility anchor (76 ~X—73)

« show mobility ap-list (78 ~<—3")

+ show mobility foreign-map (79 ~<—73°)

+ show mobility group member (80 ~X—3°)
* show mobility oracle (81 ~X—3")

+ show mobility statistics (83 ~—1)

+ show mobility summary (84 ~—73)

» show msglog (86 ~=X—7)

* show nac statistics (87 ~X—2)

* show nac summary (88 ~X—1)

* show network (89 ~—1)

+ show network summary (90 ~X—13)

« show netuser (92 X—73°)

. show T2 K :j~q
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« show netuser guest-roles (94 ~X—13)

» show network multicast mgid detail (95 ~<X—1)
» show network multicast mgid summary (96 ~X—13)
+ show network summary (97 ~X—13)

+ show nmsp notify-interval summary (99 ~<—73)
+ show nmsp status (100 ~2—2)

« show nmsp statistics (101 ~<—13”)

» show nmsp subscription (103 ~X—1)

+ show nmsp subscription summary (105 ~—13)
+ show nmsp subscription group (106 ~<—1)

+ show ntp-keys (107 ~X—3")

+ show ntp-keys (108 ~X—3")

* show opendns summary (109 ~~—3")

* show pmk-cache (110 ~—73°)

+ show pmipv6 domain (111 ~X—73")

+ show pmipv6 mag bindings (112 ~X—3)

+ show pmipv6 mag globals (113 ~X—7)

« show pmipv6 mag stats (114 ~—3)

* show pmipv6 profile summary (116 ~<—73)

* show policy (117 ~—7)

s show port (119 ~=—3")

» show profiling policy summary (121 ~X—1)

* show qos (124 ~=X—73)

» show qos qosmap (126 ~X—73)

* show queue-info (127 ~—3)

show AT F:j~q .
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show [2tp

show [2tp

LA¥2 b7 7 han (L2TP) kv v a vy 2R AT HI2IE, showl2tp =2~ %
AL ET,

show 12tp {summary | ip address }

EX DA summary TRTOIP vy a v wERLET,

ip_address IP7 LA

AR R T4 AL

avy FERE 1)1y —= LEEHNE
7.6 Zoa<y Rk, VU—RT6LEIDY U —2A

THAShE L,

WIZ, TRTOLTP kv a v 0¥~ ) —2Frd 261% 5 LET,

(Cisco Controller) > show 12tp summary
LAC IPaddr LTid LSid RTid RSid ATid ASid State

. show T2 K :j~q
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show lag eth-port-hash .

show lag eth-port-hash

FrED MAC 7 R L AT 23R — 2 &K~ 9 5121, show lag eth-port-hash =~ > N
EEHALET,

show lag eth-port-hash dest MAC [source MAC]

3O L): dest MAC FEIP 7y FOHTIAR— N ERET D MAC
7 RLZ&,
source. MAC (UEE) FEIP X7y FOHIIAR— FERET

% MAC 7 KL%,

AR RFIANLE AL

avr FERE )1y—2 FERNE
7.6 Zoa<wr Rk, YU—RXT76LHIDOY Y —XA

TEAINE L,

WIZ, BFED MAC 7 RL AT 2R — h 2R RT A0 2R LET,

(Cisco Controller) > show lag eth-port-hash 11:11:11:11:11:11
Destination MAC 11:11:11:11:11:11 currently maps to port 1

show T2k :j~q .



showaIv> F:j~q |
. show lag ip-port-hash

show lag ip-port-hash

FREDIPT R LU AIEHT 28R — N %2R RT 5121, showlagip-port-hash =2~ > R %
HALET,

show lag ip-port-hash dest IP [source IP]

X DA dest IP IP X7y O IR —NE2RETHIPT Kb
X0
source IP UEE) IP X7y hOHTIFR— M ERET D
IP7 FLA,

AR RFIALE AL

av v RERE J1y—2 EERE

7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

8.0 Zoa<xy RiEIPvd B I NIPv6 Dili DT K

LAY R—FLET,

EELEDOHA K54 CAPWAP X7y hOBAE, 7I7EARA L bOIPT RLAEZASLET, EOIP /X7y hD
Ba., arbte—J0IP7 RLA& ASJLET, WIRED GUEST X7 v DA, £DIPT
RLAZADLET, WLCO LD R Y U7 SN TWRWIP Ry y hOBA, 588 IPT K

VAZANLET, TOMDO S 7 ERNTWRWIP 2y hOBFA, 5680 IP 7 KLA
LEETIP T FLADOWEFEZ AN LET,

ZOa<wy RNiE, IPv4 & IPv6 Dl FOT RLAIEHAINET,
WRIZ, FEDIP 7 RLVAIHEHT MR — &R RT D2 RLET,

(Cisco Controller) > show lag ip-port-hash 192.168.102.138
Destination IP 192.168.102.138 currently maps to port 1

. show T2 K :j~q
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show lag summary .

show lag summary

BEOY 78K (LAG) AT —H A%FRK/RT HIZIE, show lag summary =2~ RZEHEH L
e

show lag summary

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

WIZ, LAGRTEDHALED AT —H A FTmrT D0 2R LET,

(Cisco Controller) > show lag summary
LAG Enabled

show T2k :j~q .
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. show Idap

show Idap

¥ 7E @ Lightweight Directory Access Protocol (LDAP) #—/30 LDAP ¥ — i &2 Ford 51
. showldap =~ R&MEH L FJ,

show ldap index

X DR index LDAP Y — (U F w7 A, BEh7efEi, 1
~ 17 T1,

ATV RFIFLE AL

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, YVU—RX76LHIOY Y —X

THAShE L,

avy FRERE J1)—=x EENE
8.3 ZOavwy RpREAINE L,

KIZ, LDAP V— DGR &= RornT 262~ LET,

(Cisco Controller) > show ldap 1

SETVEY TNAEX . e vt v ittt et eesooeeeeseneeessannssessas 1

20 Lo i = = 2.3.1.4

o 3 R 389

Enabled. ...ttt it e et e e e e Yes

USET DNttt ittt ittt eeeeeeseneeessenneessnennas namel

User Attribute. ...ttt ittt tieeeeeeennns attrl

LS E St V5 © = usernamel

Retransmit TimeoUtL .. ...ttt it et eeeenenennns 3 seconds

Bind Method ...ttt ittt ittt teeenenennns Anonymous
BEavy K config ldap

config ldap add
config ldap simple-bind
show ldap statistics

show ldap summary

. show T2 K :j~q
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show ldap statistics .

show ldap statistics

9T D Lightweight Directory Access Protocol (LDAP) H— 3{F#H %A K9 5IZ1%, show ldap
statistics =~ > RZFH L 9,

show ldap statistics

QO L Zoawy RZFBIEELEF—UY—REH D A,
avy FERE )1)—= EERNE
7.6 Zoavr NI VY —RA76LETIDOY U —X

THAShE L,

avy FRERE Jjyy—= TEAR
8.3 Zoawry RPREAINE L,

KIZ, LDAP r— \DO#EHER =R T D62~ L ET,

(Cisco Controller) > show ldap statistics

SETVEY TNAEX . e vt vttt ettt s eeeesesenessssannssssas 1
Server statistics:
Initialized OK. v ittt it ittt eeeeeeeeneeenennns 0
Initialization failed.......tiiiii i ennnn 0
Initialization retriesS. ...ttt ennns 0
Closed OK. ittt ittt ettt teeeeeseeeeeesannanesns 0
Request statistics:
RecCeived. i vttt ittt e i ettt i e e e e 0
ST 0 0
[0 0
SUC C e S S e v vttt ettt st e eeeesoneeeeseneesssenneens 0
Authentication failed....... ... 0
Server not found...... ..ottt ittt ennnnns 0
No received attributes............ ... 0
NO passed USEIrName. ..o ve et e eeneeesennneesennns 0
Not connected tO SEIVEeT ...ttt ittt teneeenennns 0
Internal ErrOr . i ittt ieeeeeeeeeeeeoneeesennns 0
R il LY 0
SEIVEY TNAEX . e vt vttt ettt s eeeeseseneesssennssssas 2
EEa<wy R config ldap

config ldap add
config ldap simple-bind
show ldap

show T2k :j~q .
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. show ldap statistics

show ldap summary

. show T2 K :j~q
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show Idap summary .

show Idap summary

BED LDAP — "D AT —H A% FKaxd HIZ1%, show ldap summary =<2 RZEFEHLE
7,

show ldap summary

XD IR FIZFEIEERITZF—Y—NIdb v A,
ARVEFIALE AL
2wy REE yy—2 RENE
7.6 ZoawrRiE, VY —R76LHETIOY Y —2A
TEAINE LT,
2% FRE =2 EERE
8.3 Zoawy RREAShELE,
WIT, BIEWFEHD LDAP F— D~V —2 KR T 562 RrLET,
(Cisco Controller) > show ldap summary
Idx Server Address Port Enabled
1 2.3.1.4 389 Yes
2 10.10.20.22 389 Yes
BEavy R config ldap
config ldap add

config ldap simple-bind
show ldap statistics

show ldap

show T2k :j~q .



. show license all

show license all

showaIv> F:j~q |

Cisco WLC LT RTHO T A o AFEHREFR T HITIL, showlicenseall 2~ REfEH L F

‘j—o

show license all

B DEREA

aATVRFIHLE AL

ZOawy NIZFBIEELEFEF— TV —FEH D H A,

RIZ, TXTDOTA B A2FKRT 202 LET,

> show license all

License Store:
StoreIndex: O
License
License
License
License
StoreIndex: 1
License
License
License
License
StorelIndex: 2
License
License
License
License

Primary License Storage

Feature: wplus-ap-count Version: 1.0
Type: Permanent

State: Inactive

Count: 12/0/0

Priority: Medium

Feature: base Version: 1.0
Type: Permanent

State: Active, Not in Use
Count: Non-Counted

Priority: Medium

Feature: wplus Version: 1.0
Type: Permanent

State: Active, In Use

Count: Non-Counted

Priority: Medium

License Store: Evaluation License Storage

StoreIndex: O
License
License

Feature: wplus Version: 1.0
Type: Evaluation
State: Inactive

Evaluation total period: 8 weeks 4 days
Evaluation period left: 6 weeks 6 days

License
License
StoreIndex: 1
License
License

Count: Non-Counted

Priority: Low

Feature: wplus-ap-count Version: 1.0
Type: Evaluation

State: Active, In Use

Evaluation total period: 8 weeks 4 days
Evaluation period left: 2 weeks 3 days
Expiry date: Thu Jun 25 18:09:43 2009

License
License

Count: 250/250/0
Priority: High

StoreIndex: 2 Feature: base Version: 1.0
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
License Count: Non-Counted
License Priority: Low
StoreIndex: 3 Feature: base-ap-count Version: 1.0
License Type: Evaluation
License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days

Evaluation period left: 8 weeks 3 days

. show T2 K :j~q
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show license all .

License Count: 250/0/0
License Priority: Low

W, Av—F TA BV ADAH AL EOTRTOITA B AEFRRTHHETL
£7,

(Cisco Controller) > show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: VvWLC-Prod
Virtual Account: Default
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Dec 11 12:19:38 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Jun 08 12:19:37 2016 UTC
Registration Expires: Dec 10 12:16:56 2016 UTC

License Authorization:
Status: AUTHORIZED on Dec 11 12:20:12 2015 UTC
Last Communication Attempt: SUCCEEDED on Dec 11 12:20:12 2015 UTC
Next Communication Attempt: Jan 10 12:20:11 2016 UTC
Communication Deadline: Mar 10 12:17:43 2016 UTC

--More-- or (g)uit

License Usage

No licenses in use

Product Information

UDI: PID:AIR-CTVM-K9, SN:91U8NQ5XDBE

Agent Version

Smart Agent for Licensing: 1.4.0 rel/25
Component Versions: SA:1.4, SI:0.1, CH:rel 1, PK:x.x

show T2k :j~q .



. show license capacity

show license capacity

Cisco5500 > ) — X ar ha—IF TCIDITA RV AICHNENDIT 7B ARA bR,
gL b —F B SN TVWAT 78 A RA v Mk, BEXRay be—F 2 EHITHAT
LT VAR RA L MEEFRT DL, show license capacity =~ > R&2H L £9°,

BX DA

AU RTIAIbE

BEEavTY R

show license capacity
Zoa<wy RZFSIEELEFTF—TU—REH D A,
7L,

WIZ, T4 ARREEFTRT 012" LET,

> show license capacity
Licensed Feature Max Count Current Count

AP Count 250 47

license install

show license all

show license detail
show license feature
show license image-level
show license summary
license modify priority

show license evaluation

. show T2 K :j~q

showaIv> F:j~q |

Remaining Count
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show license detail

show license detail .

Cisco5500 >V —Xarv b —F FOKET A B ADOFEMAZERT HI21L. showlicense detail
avr REFHLET,

show license detail /icense-name

B DEREA

license-name

BEDT A & AD4H,

D

aATURFIHALE L.

wiz, 948 R

Dtz T HH 2R LET,

> show license detail wplus

Feature:

Index: 1
License
License
License
License

wplus

Feature:
Type:
State:
Count:
Priority: Medium

Period left: Life time
wplus Version: 1.0
Permanent

Active, In Use
Non-Counted

Store Index: 2

Store Name:

Index: 2

Primary License Storage

Feature: wplus Version: 1.0
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 6 weeks 6 days

License Count:

Non-Counted

License Priority: Low
Store Index: 0

license install
show license agent

show license all

show license feature

show license image-level

show license summary

license modify priority

show T2k :j~q .



. show license expiring

show license expiring

Cisco5500 >V —X av bua—F ETHIREUINIZZR D T4 v o ADFEMAEFRRT 5121, show

BXDEREA

AR FI4ILE

license expiring =~ > K& H L 7,

show license expiring
Zoawy FIZFGIEELITF—UV—FNIH Y £HA,
L

WIT, HIREINIC 2D A4 B ADFEME R RT 282~ LET,

> show license expiring
StoreIndex: 0 Feature: wplus
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 6 weeks 6 days
License Count: Non-Counted
License Priority: Low
StoreIndex: 1 Feature: wplus-ap-count
License Type: Evaluation
License State: Active, In Use
Evaluation total period: 8 weeks 4 days
Evaluation period left: 2 weeks 3 days
Expiry date: Thu Jun 25 18:09:43 2009
License Count: 250/250/0
License Priority: High
StorelIndex: 2 Feature: base
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
License Count: Non-Counted
License Priority: Low
StoreIndex: 3 Feature: base-ap-count
License Type: Evaluation
License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 3 days
License Count: 250/0/0
License Priority: Low

Version: 1.0

Version: 1.0

Version: 1.0

Version: 1.0

license install

show license all

show license detail
show license in-use
show license summary
license modify priority

show license evaluation

. show T2 K :j~q
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show license evaluation

Cisco 5500 >V —X 2> hu—F Ol T A & o AOFM % FRRT 51T1%. show license

B DEREA

AR FI4ILE

evaluation =~ > RAMHEH L £,

show license evaluation

Zoaxy FIFGIEELITF—TU—REdH D £EA,
L,
WIZ, Gl T A & ADFEMEFRRT o6 2w LET,

> show license evaluation

StoreIndex: 0 Feature: wplus Version: 1.0
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 6 weeks 6 days

License Count: Non-Counted
License Priority: Low
StoreIndex: 1 Feature: wplus-ap-count Version: 1.0
License Type: Evaluation
License State: Active, In Use
Evaluation total period: 8 weeks 4 days
Evaluation period left: 2 weeks 3 days
Expiry date: Thu Jun 25 18:09:43 2009
License Count: 250/250/0
License Priority: High
StorelIndex: 2 Feature: base Version: 1.0
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days

Count: Non-Counted

Priority: Low

Feature: base-ap-count

License Type: Evaluation

License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 3 days

License Count: 250/0/0

License Priority: Low

License
License

StoreIndex: 3 Version: 1.0

license install

show license all

show license detail
show license expiring
show license in-use
show license summary

license modify priority

show license evaluation .

show T2k :j~q .
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. show license feature

show license feature

Cisco 5500 vV —X 2 ha—J D74 &2 ARHSHEED TR = FKRT 521X, show license
feature =~ R&fEHA L £,

show license feature

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

aATVRFIHLE AL

W, TA B ARISHEREL R T DHl 2R L E£T,

> show license feature
Feature name Enforcement Evaluation Clear Allowed Enabled

wplus yes yes yes yes
wplus-ap-count yes yes yes yes
base no yes yes no
base-ap-count yes yes yes no

BEavy R license install

show license all

show license detail

show license expiring

show license image-level
show license in-use

show license summary

show license modify priority

show license evaluation

. show T2 K :j~q
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show license file .

show license file

Cisco 5500 'V —X a2 ha—7 D74 &2 ARHSHEED TR = FKRT 521X, show license
file =~ FEMHALET,

show license file

XN Zoavxy FIESIBELTF—TU—FNEdH Y £HA,
WIZ, FABA T 7 ANVOFEMEERRT D02~ LET,

> show license file
License Store: Primary License Storage
Store Index: 0
License: 11 wplus-ap-count 1.0 LONG NORMAL STANDALONE EXCL 12 KEYS INFINIT
E_KEYS NEVER NEVER NiL SLM_CODE CL_ND_LCK NiL, *1ARSNS7M5AD8PPU400
NiLL NiL NiL 5 MINS <UDI><PID>AIR-CT5508-K9</PID><SN>RFDO00P2D27<
/SN></UDI> PeOL7tv8KDUqgo:z1lPed423S5wasgM8G, tTs01i, 7zLyA3VEixhnIe5aJa
m631R518JM3DPkr402DI43iL1Kn7jomo3RF11ILJMRLkKhiLJ2t0yuftQSg2bCAO6
NR3wIb38xKi3t$<WLC>AQEBIQAB//++mCzRUbOhw28vz0czAY0iAm70cDLUMbIOERO
+BD3w2PhNEYwsBN/T3xXBqJqfC+oKRaqwInXo3s+nsLU7rOtdOxoIxYZA03LYmUJ+M
FzsglhKoJV1PyEvQ8H21MNU]jVbhoNOgyIWsyiJaM8AQIkVBQFzhr10GYolVzdzfJf
EPQIx6tZ++/Vtc/q3SF/5Ko8XCY=</WLC>
Comment :
Hash: i0GjuLlXgLhcTB113ohIzxVioHA=

BEavy R license install

show license all

show license detail
show license expiring
show license feature
show license image-level
show license in-use
show license summary

show license evaluation

show AT F:j~q .
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. show license handle

show license handle

Cisc05500 >V —Xar hua—F FEOSAEB ANy KL %2E 7T 5121%. showlicense handle
o< REFHLET,

show license handle

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATVRFIHLE AL

ROPITIZ, TA VAN FVERRTDHEEZRLET,

> show license handle

Feature: wplus , Handle Count: 1
Units: 01( 0), ID: 0x5e000001, NotifyPC: 0x100le8f4 LS-Handle (0x00000001),
Units: ( 1)

Registered clients: 1
Context 0x1051b610, epID 0x10029378
Feature: base , Handle Count: 0
Registered clients: 1
Context 0x1053ace0, epID 0x10029378
Feature: wplus-ap-count , Handle Count: 1
Units: 250( 0), ID: 0xd4000002, NotifyPC: 0x1001le8f4 LS-Handle (0x000
00002), Units: (250)
Registered clients: None
Feature: base-ap-count , Handle Count: 0
Registered clients: None
Global Registered clients: 2
Context 0x10546270, epID 0x100294cc
Context 0x1053bae8, epID 0x100294cc

BgEavy K license install

show license all

show license detail
show license expiring
show license feature
show license image-level
show license in-use

show license summary

. show T2 K :j~q
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show license image-level .

show license image-level

Cisco 5500 ¥V —A a br—F THAESNTNE TS B ADA A=Y LNV ERRT D
{21, show license image-level =~ > R&ZfH L 7,

show license image-level

X DEHEA Zoawy RIS ELIIF—TU—RiEdb v 84,

’.E-IDII:I

aATVRFIHLE AL

WIZ, A A=Y LXLDTA B AREERRFT DHZRLET,

> show license image-level
Module name Image level Priority Configured Valid license
wnbu wplus 1 YES wplus
base 2 NO
NOTE: wplus includes two additional features: Office Extend AP, Mesh AP.

BgEavy K license install
show license all

show license detail
show license expiring
show license feature
license modify priority
show license in-use

show license summary

show T2k :j~q .



showaIv> F:j~q |
. show license in-use

show license in-use

Cisco 5500 >V —X o ba—IF THEAINTWE T4 B A% FKRT 5121, show license
in-use =~ F&fEH L E T,

show license in-use

XD Zoawy FIZFGIEELITF—UV—FNIH Y £HA,

aATVRFIHLE AL

I, HHPOT A A 2FRKRT 202 RLET,

> show license in-use
StoreIndex: 2 Feature: wplus Version: 1.0
License Type: Permanent
License State: Active, In Use
License Count: Non-Counted
License Priority: Medium
StoreIndex: 1 Feature: wplus-ap-count Version: 1.0
License Type: Evaluation
License State: Active, In Use
Evaluation total period: 8 weeks 4 days
Evaluation period left: 2 weeks 3 days
Expiry date: Thu Jun 25 18:09:43 2009
License Count: 250/250/0
License Priority: High

BEavy R license install

show license all

show license detail

show license expiring

show license feature

show license image-level
show license modify priority
show license summary

show license permanent

show license evaluation

. show T2 K :j~q
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show license permanent

Cisco5500 >V —X arv hua—F EOKAT A v A %ERT 5L, showlicense permanent

B DEREA

AU R TIHIE

BEEaOTY R

avy R LET,

show license permanent

Zpa~wy NiZiEs

7L,

WIS, KATA B 2ADIEHRERTT D01 2R LET,

> show license permanent

StoreIndex: 0 Feature: wplus-ap-count

License Type: Permanent
License State: Inactive
License Count: 12/0/0
License Priority: Medium

StoreIndex: 1 Feature: base Version:

License Type: Permanent

License State: Active, Not in Use

License Count: Non-Counted
License Priority: Medium

StoreIndex: 2 Feature: wplus Version:

License Type: Permanent

License State: Active, In Use

License Count: Non-Counted
License Priority: Medium

license install

show license all

show license detail
show license expiring
show license feature
show license image-level
show license in-use
show license summary
license modify priority

show license evaluation

BEFIIF—U—RIIHY 8 A,

show license permanent .

show T2k :j~q .



. show license status

showaIv> F:j~q |

show license status

B DEREA

AU R TIHIE

VAT TUAFY LA AL a—FDOT AL A AT —H ZAEFK KT A2, show license status

o< REFHLET,

show license status
Zoa=wy RIZIEBIEELITF—U—RiIb A,
A D

WIZ, RTUFA BV ADA =2 AL EDSA RV UVART—R AT T HHE R L E
KR

> show license status
License Type Supported
permanent Non-expiring node locked license
extension Expiring node locked license
evaluation Expiring non node locked license
License Operation Supported

install Install license
clear Clear license
annotate Comment license
save Save license
revoke Revoke license

Device status
Device Credential type: DEVICE
Device Credential Verification: PASS
Rehost Type: DC_OR IC

KIZ, Z7— " FA BV AZADAT =L FEDOSA VR RT—R R EFRT A%
| =

(Cisco Controller) >show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: VvWLC-Prod
Virtual Account: Default
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Dec 11 12:19:38 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Jun 08 12:19:37 2016 UTC
Registration Expires: Dec 10 12:16:56 2016 UTC

License Authorization:
Status: AUTHORIZED on Dec 11 12:20:12 2015 UTC
Last Communication Attempt: SUCCEEDED on Dec 11 12:20:12 2015 UTC
Next Communication Attempt: Jan 10 12:20:11 2016 UTC
Communication Deadline: Mar 10 12:17:43 2016 UTC

II show T2 K :j~q
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show license statistics

Cisco5500 > ) —X av ra—F LDOT A v AFFHEREF T 5121, showlicense statistics
avr REFHLET,

B DEREA

AU R TIHIE

BEEavT YR

show license statistics

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

7L,

RIZ, TA B ARRHEMERTT D0 2" L ET,

> show license statistics

Install
Install
Install
Comment
Comment

Administrative statistics

success count:
failure count:
duplicate count:
add count:
delete count:

Clear count:
[} Save count:
Save cred count:

Request
Request
Release

Client status
success count
failure count
count

Global Notify count

license install

show license all

show license detail

show license expiring

show license feature

show license image-level

show license in-use

show license summary

license modify priority

show license evaluation

o O OoON

0

O O O O o

show license statistics .

show T2k :j~q .



. show license summary

showaIv> F:j~q |

show license summary

B DEREA

AU R TIHIE

Cisco WLC EDFT_XTDT A & ZADOME R BRI 2K T 5I2IE, show license summary =<
YRR LET,

show license summary
ZOawy FIESIBEELITF—V—RNEH Y A,
7L,

WIZ, TRTDOTA v ADOMB RN £RT D0 2R L ET,

> show license summary

Index 1 Feature: wplus
Period left: Life time
License Type: Permanent
License State: Active, In Use
License Count: Non-Counted
License Priority: Medium

Index 2 Feature: wplus-ap-count
Period left: 2 weeks 3 days
License Type: Evaluation
License State: Active, In Use
License Count: 250/250/0
License Priority: High

Index 3 Feature: base
Period left: Life time
License Type: Permanent
License State: Active, Not in Use
License Count: Non-Counted
License Priority: Medium

Index 4 Feature: base-ap-count
Period left: 8 weeks 3 days
License Type: Evaluation
License State: Active, Not in Use, EULA accepted
License Count: 250/0/0
License Priority: Low

WRIZ, ZA7—FITA BV ADAN=ZAL EDOSAEVRY ) —2FTTHHERL

£

(Cisco Controller) >show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: vWLC-Prod
Virtual Account: Default
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Jun 08 12:19:38 2016 UTC

License Authorization:

. show T2 K :j~q
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show license summary .

Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Jan 10 12:20:11 2016 UTC

show T2k :j~q .
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. show license udi

show license udi

Cisco WLC 7 A 2 > A ® Unique Device Identifier (UDI; [E45 7 /34 AiBIE#R) EHE2FR
92121, show license udi =~ > FZMHL £,

show license udi

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATVRFIHLE AL

WIZ, RTUTGA BV ADA T = AL EDT A AD UDLEEFKRT D4R LE

R

(Cisco Controller) > show license udi

Device# PID SN UDI

*0 AIR-CT5508-K9 RFD0O00P2D27 AIR-CT5508-K9:RFDO00P2D27

KIZ, A= FA BV ADAI=ZALEDT AL 2O UDBEEZFRT AF AR L
ij_o

(Cisco Controller) > show license udi

UDI: PID:AIR-CTVM-K9, SN:91U8NQ5XDBE

. show T2 K :j~q
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show license usage .

show license usage
N RV T E OREFROFEM & FEHMRDL, 72 5 NCZ OMER ¥ 7 %2~ 7 5121, show license

usage =~ R&AfEH L £7,

show license usage

Jy— EERE
A
8.2

avy RERE

Zoa<w s RFY Y —RA82TEAINE L,

W, HERROFEMAZ X RT HH 2 RLET,

(Cisco Controller) >show license usage

show T2k :j~q .



. show load-balancing

show load-balancing

0— RRT U TRERED AT — X A% KT 512X, showload-balancing =~ > K& L

jzj—o

show load-balancing

showaIv> F:j~q |

e QO ZOawy RIZIEBIEELITF—U— R £ A,
AR RFI4LE RL.
avy FER Jj1y—= EERNE

8.3 Zoavwry RPREAINE L,

BEav >R

WIZ, B—=FRNRNTUADAT —F A& FRTHHERLET,

> show load-balancing

Aggressive Load BalancCing.........eeeeeeieeneennnn Enabled
Aggressive Load Balancing Window................. 0 clients
Aggressive Load Balancing Denial Count........... 3
Statistics

Total Denied Count......c.uoiiiiiiiinininnennns 10 clients
Total Denial Sent......iiiitiiiineeenenneeennnnns 20 messages
Exceeded Denial Max Limit Count.................. 0 times
None 5G Candidate Count..........ciuiiiiiinivnnnn. 0 times
None 2.4G Candidate Count...........cvuvevnenn. 0 times

config load-balancing

II show T2 K :j~q



| showawok:j~q

show local-auth config

show local-auth config .

0 — B VIBREDRE E G & v 9 511X, show local-auth config =~ > RZHH L 9,

show local-auth config

W DIEA Zoawy RIZEBIEELITF—T— NiEbH Y £H A,
ATV RFIHLE AL
avy FERE )1)—Xx TEAR
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A
THEAINE L,
avy FERE )1)—Xx ETENAE
8.3 Ioawy RPREAINE LT,

WIZ, B —HIVBIEDOREFRE TR T D6 2R LET,

(Cisco Controller) > show local-auth config

User credentials database search order:

Primary
Configured EAP profiles:
Name
Certificate issuer
Enabled methods
Configured on WLANSs
EAP Method configuration:
EAP-TLS:
Certificate issuer
Peer verification options:
Check against CA certificates
Verify certificate CN identity
Check certificate date validity
EAP-FAST:
TTL for the PAC
Initial client message
Local certificate required
Client certificate required
Vendor certificate required
Anonymous provision allowed
Authenticator ID
Authority Information
EAP Profile. ...ttt
Enabled methods for this profile
Active on WLANs

default
Enabled
Disabled
Enabled

3 600
<none>

Yes
Test

tls

show T2k :j~q .



. show local-auth config

EAP-TLS:
Certificate issuer used ............
Peer verification options:
Check against CA certificates .....
Verify certificate CN identity
Check certificate date validity

BEa<wy R clear stats local-auth
config local-auth active-timeout
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth
show local-auth certificates

show local-auth statistics

. show T2 K :j~q

disabled
disabled
disabled

showaIv> F:j~q |
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show local-auth statistics .

show local-auth statistics

02— AEERGEY 7 2L (EAP) ORBREMAHEHZ R T HI2I1L, showlocal-auth statistics
avr REFHLET,

show local-auth statistics

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,

aATYRFI4LE AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

av Y FRERE J1)y—2 EERNE
8.3 Ioavwy RPREAINE LT,

WIS, v —UVRBREDGEH EREHE R 2 Fom 202" L E T,

(Cisco Controller) > show local-auth statistics
Local EAP authentication DB statistics:

Requests received ....iiiii ittt ttneeeeeneeeeennnn 14
Responses returned . .......oiieii it eeeenennnenns 14
Requests dropped (no EAP AVP) ...ttt iiieenennnn 0
Requests dropped (other reasons) ................ 0
Authentication timeouts ...t iiii i ienneennnn 0
Authentication statistics:

Method Success Fail

Unknown 0 0

LEAP 0 0

EAP-FAST 2 0

EAP-TLS 0 0

PEAP 0 0
Local EAP credential request statistics:
Requests sent to LDAP DB .t iii ittt tteneeneeannn 0
Requests sent to File DB ittt tteneeneennns 2
Requests failed (unable to send) ......c.c.cciieen.. 0
Authentication results received:

SUCCES S vttt ettt eeeeeeeeneeeeeeneeeeeeneeens 2

2= 0
Certificate operations:
Local device certificate load failures .......... 0
Total peer certificates checked ................. 0
Failures:

show T2k :j~q .



showaIv> F:j~q |
. show local-auth statistics

CA issuer check ...ttt iiinenns 0

CN name not equal to identity ................. 0

Dates not valid or expired ........iiiiiieee... 0
BEa<wo R clear stats local-auth

config local-auth active-timeout
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth

show local-auth config

show local-auth certificates

. show T2 K :j~q
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show local-auth certificates .

show local-auth certificates

0 — B VERAFOFFAEE A FK "9 5121, show local-auth certificates =~ > K& L %
7,

show local-auth certificates

XD Zoa<y NIIBIEEIIF—U—Rizdb v T8 A,

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

av Y FRERE J1)y—2 EERNE
8.3 Ioavwy RPREAINE LT,

WIZ, B =TI S REREDREAFF MA R ST 202" L £,

(Cisco Controller) > show local-auth certificates

BEa<wy R clear stats local-auth
config local-auth active-timeout
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth
show local-auth config

show local-auth statistics

show T2k :j~q .



. show logging

show logging

showaIv> F:j~q |

syslog 77 v VT 4 X T RIA=R LNy T 7 ODNFERRT HIZIE, show logging =~

YREERALET,
show logging
BX D Ioavy NICEBEELEIF—T— by A,

aATYRFI4LE AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
av Y FRERE J1)y—2 EERNE
8.3 Toavwy RPREAINE LT,

W2, BIEOBE L Ny 7 7 OFFMIBRNE LT T 20 2R LET,

(Cisco Controller) >show logging

(Cisco Controller) > config logging syslog host 10.92.125.52
System logs will be sent to 10.92.125.52 from now on

(Cisco Controller) > config logging syslog host 2001:9:6:40::623
System logs will be sent to 2001:9:6:40::623 from now on

(Cisco Controller) > show logging
Logging to buffer
- Logging of system messages to buffer

- Logging filter level........ ... errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6892
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Cache of 1ogging .« eiiiiiiii ittt Disabled
- Cache of logging time(mins) ................ ... 10080
- Number of over cache time log dropped ........ 0

Logging to console
- Logging of system messages to console

- Logging filter level........ ... disabled
- Number of system messages logged.............. 0
- Number of system messages dropped............. 8243
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
Logging to syslog
= Syslog facility. e e ittt it localoO
- Logging of system messages to console
- Logging filter level........ ... disabled
- Number of system messages logged.............. 0

II show T2 K :j~q
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- Number of
- Logging of
- Number of
- Number of
- Logging of

system messages dropped........o.ee...
debug messages to console ..........
debug messages logged..........ou...
debug messages dropped........c.ou...
system messages to syslog :

- Logging filter level...... it iiiiiinninnennnn

- Number of
- Number of
- Logging of
- Number of
- Number of

system messages logged..............
system messages dropped........oee...
debug messages to syslog ...........

- Number of remote syslog hosts.............oo...

= SYS1Og OVEer LlS. ittt ittt
B = 7= O
R = 7=
= HOSE 2. e e e

Logging of REC 5424 . . . . ittt it

Logging of Debug messages to file

- Logging of Debug messages to file..............

- Number of debug messages logged................

- Number of debug messages dropped...............
Logging of traceback.......c.oiiiiiiiiiiiiiiin..

8208
Enabled

errors
1316
6892

show logging .

Disabled

Disabled
10.92.125.52
2001:9:6:40::623

Disabled

Disabled

Enabled

show T2k :j~q .



showaIv> F:j~q |
. show logging config-history

show logging config-history

U7 — MEENSEITINDTRTOD config 2~ > REFK/RT 5HIZ1E. showlogging config-history
avy ReHLET, Zoaxr FiE, ZhbDa~xy ROFATROZ A LAZ 7 FAE
JEF, o~y RFEfTm, BXOETENTa~y ROBERER L, CiscoWLC DU 7' — hET
RCOFEE T VT LIZRICKDN D 1EH & BT 2 ORI T,

show logging config-history

XD Zoavy RIZEFBIEELITF—V— RiEH Y FHA,
av Y FERE )1)y—= EENE

8.8 Zoavy RBEAINE LT,
avy FERE )1y—= TERNE

8.3 Zoavwy RRHEAShE LK,

. show T2 K :j~q
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show logging last-reset .

show logging last-reset

ary b —JDREKEOY Yy MEZITERFBEARIRESNT X T RNy 7 7 2R D
121X, show logging last-reset =~ > FZFH L ¥,

show logging last-reset

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE 1)1y —= LEEHNE
8.0 DAY R 8.0.140.0 THASNE LT,

show T2k :j~q .



. show logging flags

show logging flags

BEFD 7 7 7 %37 521X, show logging flags =~ > R&fEfH L £,

show logging flags AP | Cilent

ZOavwy FIESIBEELITF—TV—NEH Y A,

showaIv> F:j~q |

BX DA
AvURFIFLE Bl
av Y FERE Jy—=x EEAR

8.3 Zoawry R EASHELL,

Wz, BAEDOT7 7 7 OFMERRT 202~ LET,

> show logging flags
ID username Connection From Idle Time Login Time

EIA-232

00 admin

00:00:00 00:19:04

config logging flags close

. show T2 K :j~q
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show loginsession .

show loginsession
BEfFDO® v v a »&2FR9 521X, show loginsession =1~ > KA L £9,

show loginsession

XD ZOavy FITEFIBEZEZF—TU—F3db Y A,

aATVRFIHLE AL

avy FERE J1y—= TEAR
8.3 Zoawry RBREAINE L,

WIZ, BUEDE vy v a v OFMERRT 262" LET,

> show loginsession

ID username Connection From Idle Time Session Time
00 admin EIA-232 00:00:00 00:19:04
BEavy K config loginsession close

show T2k :j~q II



. show macfilter

showaIv> F:j~q |

show macfilter

MAC 7 4 V7 XT XA —H %FRxT 5I21%. show macfilter =~ FZ2fEH L £9,

show macfilter {summary | detailMAC | mesh | {wlan wlan-id} }
X DiRHA summary FRTHOMAC 7 4 V% T2 hJ OER A3
R~ LET,
detail MAC MAC”7 4 V% =2 b OFEME R R LET,
mesh TRTHOMESHAPMAC 7 4 VX7 = N U D
ERERRLET,
wlan wian-id 5D WLAN EDOFT_XTDOMAC 7 V¥ T

YR OERNERRLET,

ARV REFIAAE L

avy FERE )1y —= TERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,
8.4 wlan wlan-id N BIIENE L=,

EREDAARZA4

RADIUS #— NIZEEENDMACT RLAOMACT YU I Z (L, vy, FHFIA47
V) BNERESNET, MAC 74 VE T—7 0%, B LAN & O7 Vo o— KNEICZEA]
NDITITAT LV IBRERINET,

WIZ, MAC 7 4 v =2 b OFFEME FRT 502 RLET,

(Cisco Controller) >show macfilter detail xX:XX:XX:XX:XX:XX

MAC AdAreSS .t vttt tttnnneeeeenneeeennneeeennnnees XX IXXIXX!IXXIXX!XX
WLAN Identifier.... ...t ininennenns Any

Interface Name. ... i it ittt ittt eeeennn management
DesSCription. vttt e e e e RAP

I, MAC 7 4 NWZ RFA=Z DY~ ) —2FfRT 562~ L ET,

(Cisco Controller) > show macfilter summary

MAC Filter RADIUS Compatibility mode............. Cisco ACS
MAC Filter Delimiter...... ..ottt iinnneeennnn None
Local Mac Filter Table

MAC Address WLAN Id Description

XX XX XX IXXIXXIXX Any RAP

XX XX XX :IXX1IXX XX Any PAP2 (2nd hop)
XX XX XX :IXX1IXX XX Any PAP1l (1st hop)

. show T2 K :j~q
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show mdns ap summary .

show mdns ap summary

B DEREA

AU R TIHIE

< IFXyr A h RAAL Y F—h VAT L (mDNS) BEENENIZ/R> TWETXTOT 7 &
A RA v b &EFRT HITIL, show mnds ap summary 2~ > RZ2EH L ET,

show mdns ap summary
ZOawy FIESIBEELITF—V—RNEH Y A,

L

avy FERE

JU— EEARS
A

7.5 Zoawy RBREAINE LE,

KIZ, show mnds ap summary =~ > RO HHZRLET,

(Cisco Controller) > show mdns ap summary

Number Of MDNS APS. ...ttt ttenneeeennnneens 2

AP Name Ethernet MAC Number of Vlans VlanIdentifiers
ap-3500 cc:ef:48:72:0d:d9 0 Not applicable
ap-3600 00:22:bd:df:04:68 2 124,122

KROEIT, ZOHNTERRENDEERT 4 —N FOBBI 2R LET,

5 1:show mdns ap summary @ 7 « —)L K DEREA

TJ4—)LE A

AP Name mDNS 77 A iR"A > b (mDNS 455 03H %N
W2/ TWAT 7R RAL LY N OAHI,

Ethernet MAC mDNS 7 2 £ % HA > b MAC 7 FL-2,

Number of VLANSs TR ARA L RBERAID S mDNS 7 RN
HARAY N ARX—E 2 745 VLAN DL,
TR ARAL N1 OTHRK 10 fHd VLAN
EARX—E T THIENTEET,

VLAN Identifiers T I RARALA L FIRARX—E 2 7 %1TH VLAN
DA T,

show T2k :j~q .



showaIv> F:j~q |
. show mdns domain-name-ip summary

show mdns domain-name-ip summary

VLT XY AN RALY F—A VAT A (MDNS) RAA 4O EERT DL, show
mdns domain-name-ip summary =~ > K& H L E7,

show mdns domain-name-ip summary

XD Zoawy FIZFGIEELITF—UV—FNIH Y £HA,

ATV RFIHLE RL

av Y FER Jy— ZEHAR
2
7.5 oy RREAINE LT,

FREDHA KSq4y BV —ERT IARZ A XA ML, Y—ER T A =D RAAL 4% P T FL A
v BT ALa— R NREENTVWET, v v B ZIE. 2947 FOMACT R
A . VLAN ID. fEferlBERF] (TTL) . BLXNIPVA 7 RL AR OB R b EEN TV E
j‘o

&1Z. show mdns domain-name-ip summary =~ > RKOH B %2R L E T,

(Cisco Controller) > show mdns domain-name-ip summary

Number of Domain Name-IP Entries................. 1

DomainName MAC Address IP Address Vlan Id Type TTL Time left
(in seconds) (in seconds)

tixp77.local. 00:50:b6:4£:69:70 209.165. 202.128 999 mDNSAP 4725 906

ROFIZ, ZOHNTRIRENDEERT 4 —/V FOBAZRLET,

5 2: show mdns domain-name-ip summary 0 7 4 — )L K D5

TJ4—ILF A

Domain Name PF—ER FaRA =D RAA 4,
MAC Address P—E R TN X —DMACT KL A,
IP Address H—b R Fa XL X —DIPT LA,
VLAN ID HP—t 2 Fu (X —D VLAN ID,

. show T2 K :j~q
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show mdns domain-name-ip summary .

J4—ILFK ERBA
Type EDONT DT — 1 R
o R
e UA ¥ LR
« BT A B
+ mDNS AP
TTL P—E R Fu N F 2L o> TR B —
EADOHNIEERET S TTLE () , TTL
DHREINIZ 25 & h—E R T a (X —
I3 Cisco Wireless LAN Controller 7> 5 Bl & v
s
Time Left HP—E R F 131 Z—73 Cisco WLC 7> 5 Hil 5

SNDETORKY R () .

show T2k :j~q .



showaIv> F:j~q |
. show mdns profile

show mdns profile

mDNS 7’11 7 7 A WA Z <9 5121, show mdns profile =~ > RZH L £,

show mdns profile {summary | detailed profile-name}

X DERHA summary mDNS 71 7 7 A LOER ZF R LT,
detailed mDNS 7' 1 7 7 A )V OFEMEFRRLET,
profile-name mDNS 7’12 7 7 A /L D4R,

ATV RFIFLE AL

avy FERE y)— ZEEAS
R

7.4 ZDavwy RNEAINE L

WIZ, T_XTHOmDNS 71 7 7 A VOB EFRT AHE2RLET,

> show mdns profile summary

Number of Profiles........oiiiiiiiiiiinnneeennnn 2
ProfileName No. Of Services
default-mdns-profile 5

profilel 2

WIZmDNS 7’10 7 7 A VOFFEME R T A0 2R~ LET,

> show mdns profile detailed default-mdns-profile

Profile Name. ...ttt iiii e eneeeeeenneeenennnens default-mdns-profile
Profile Td. ...ttt ittt ittt it 1
NO Of ServViCesS. . vttt ittt ittt iintineneens 5
LSS U T AirPrint
AppleTV

HP_Photosmart Printer 1
HP_Photosmart Printer 2

Printer
No. Interfaces Attached............ .. ... 0
No. Interface Groups Attached.................... 0
No. Wlans Attached......... . 1
Wlan TdS . v vii ittt ittt ittt et ittt 1

MEaTUR config mdns query interval

config mdns service

II show T2 K :j~q
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config mdns snooping

config interface mdns-profile
config interface group mdns-profile
config wlan mdns

config mdns profile

show mdns ap

config mdns ap

show mnds service

clear mdns service-database
debug mdns all

debug mdns error

debug mdns detail

debug mdns message

show mdns profile .

show T2k :j~q .



showaIv> F:j~q |

. show mdns service

show mdns service

“NF XY AR RAL L R =AY AT L (mDNS) V—UV A EREER/RT HI21E. showmnds
service 2~ R&EMHALET,

show mdns service {summary | detailed service-name | not-learnt}

X DE5EA summary FTANTDO mDNS $—E2ADENZFR L ET,
detailed mDNS % —E 2 DFEMlZ 2R L ET,
service-name mDNS H— B X DA i,
not-learnt a2y hr—J TREINLH, P—ER 7] A7 —F R

DI > TW eI SN o e X Toh—1
AT KNRNEARXRA L NOBERIEZFRRLET,

ZEHINRWTRTO VLAN E¥ETLHA TOY—ER T
RANRE A XA SR DICERENET, EAL500 D —E
ANY<— U R RKNIERINET,

aAvURFIALE AL

avy FER Jyy— ZFTHEARS
R
7.4 Zoavy RPRHEAINE L,
7.5 not-learnt ¥— VU — RABME L E L7z,

&IZ. show mnds summary =~ FOHIHERLET,

Device > show mdns service summary

Number of Services..........iuuiiiiiininnnnnnn. 5

Service-Name LSS Origin No SP Service-string

AirPrint Yes Wireless 1 _ipp. tcp.local.

AppleTV Yes Wireless 1 _airplay. tcp.local.

HP Photosmart Printer 1 Yes Wireless 1 _universal. sub. ipp. tcp.local.
HP Photosmart Printer 2 No Wired 0 _cups. sub. ipp. tcp.local.
Printer No Wired 0 _printer. tcp.local.

Iz . show mnds service detailed =~ > FOH 2R~ L ET,

Device > show mdns service detailed AirPrint

SErVICE NaAME . i i i ittt ettt ettt ee ettt eeeeeeeennanens AirPrint
TSV 0 I 1
Service qUEry sStatlUsS......ii i iinineeeenenneens Enabled

. show T2 K :j~q
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show mdns service .

Service LSS status.......oviiiiiiiiiiiiinininnn. Disabled

Service learn origin........eiiiiiiiiiiiiiinen. Wired

Number of Profiles........iuiiiiiiiininininnnnnn 2

a3 student-profile, guest-profile
Number of Service Providers ............... ... 2

Service Provider MAC-Address AP Radio MAC VLAN ID Type TTL Time left
userl 60:33:4b:2b:a6:9%9a ----- 104 Wired 4500 4484
laptopa 00:21:1b:ea:36:60 3c:ce:73:1e:69:20 105 Wireless 4500 4484
Number of priority MAC addresses ................ 1

1 44:03:a7:a3:04:45

AP floorl

KIZ. show mnds service not-learnt =~ > RO 12 R L E7,

Device > show mdns service not-learnt

Number oOf Services.......iuiiiiiiiiininiineenenns 4
Origin VLAN TTL TTL left Client MAC
Service-string

(sec) (sec)
Wireless 106 120 105 00:21:6a:76:88:04
100.106.11.9.in-addr.arpa
Wireless 106 120 112 00:21:6a:78:£f£:82
102.106.11.9.in-addr.arpa
Wireless 106 120 75 00:21:6a:78:£f£:82
108.104.11.9.in-addr.arpa
Wireless 106 120 119 00:21:6a:78:£f£:82

_airplayit. tcp.local.

AP-MAC

04:da:d2:p3:11:00
04:da:d2:p3:11:00
04:da:d2:p3:11:00

04:da:d2:p3:11:00

show T2k :j~q II



. show media-stream client

showaIv> F:j~q |

show media-stream client

B EDAT 4T ANV =L I T7AT 2 NERIZT—HEHDOY T4 7T 2 FOFEMZFRRT 5121,
show media-stream client =~ > FZ{#HH L x4,

show media-stream client {media-stream_name | summary }

WX DA media-siream_name HMAERESNDAT AT AR =L T4
7 v b DA,
summary AT AT AN =L T74T7 > bty hOFE
MaFRLET,
ARy RFIALE L
avy FERE )1y—= TERNE
8.3 Zoawr R EASHELL,

I, AF4T ANV —L 7534 T NOENEZF T LW 2R LET,

> show media-stream client summary

Number of Clients.......iiiiiiiiiieiinnneeennnn 1
Client Mac Stream Name Stream Type Radio WLAN QoS Status
00:1a:73:dd:bl:12 mountainview MC-direct 2.4 2 Video Admitted

show media-stream group summary

. show T2 K :j~q
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show media-stream group detail .

show media-stream group detail

FEEDAT 47 AR —L ZN—T DMl Z R T 5121, show media-stream group detail
av s REEHLET,

show media-stream group detail media-stream name

BX DA media-stream_name RF 4T AR Y b T T DA

ARVRFIALE L.

avy RERE J1)y—2= EERNE
8.3 oawy RPREAINE LT,

WIZ, AT 4T ARV —Lb T—TREDFMERRTTHH 2R LET,

> show media-stream group detail abc

Media Stream Name. ... ..ttt it inneeennnneeennnn abc

Start IP AdAresSS .. i it ie ittt ittt tttneeeneenneens 227.8.8.8

End IP AdAresSS . it i ittt it ittt e teeieeenennneennns 227.9.9.9
RRC Parameters

Avg Packet Size(Bytes) ...t 1200
Expected Bandwidth (KbpsS) « v oo v i i it i i e e 300
= T T Admit

RRC re-evaluation......uiiiiiiiiiieiennneeennnn periodic
(07 7 Video
1S 6 Multicast-direct
Usage Priorify. . ittt ttnneeenennneennnn 5
Violation. .ottt ittt e et e drop

BEa<w> R show media-stream group summary

show T2k :j~q .
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. show media-stream group summary

show media-stream group summary

AT AT AN =& T747 2 MEROY~ ) —%FKRT 521X, show media-stream group
summary 2~ > R&EHHLET,

show media-stream group summary

QO L Zoawy RZFBIEELEEF—UV—REH Y A,
ARV RFI+LL BL
avy FERE Jyy—= TEAR
7.6 Zoa<wy Rk, VU—RT6LEIDY U —2A
TEAINELE,
av Y FEE 1)y—2 EEAR
8.3 Zoawry RBREAINE L,

BEEavTY R

WIZ, AT AT AN =L IN—=T DY~ ) —%2RKR7T 02~ LET,

(Cisco Controller) > show media-stream group summary
Stream Name Start IP End IP Operation Status

abc 227.8.8.8 227.9.9.9 Multicast-direct

show 802.11 media-stream client
show media-stream client

show media-stream group detail

. show T2 K :j~q
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show mesh ap

Ay va TITRARA L NOEEEFTT HIZIX, showmeshap =~ FEFH L E9,

show mesh ap .

show mesh ap {summary | tree}

BX DA

aAvY KT+

summary

A, BTV, TV v UEBA v —T = A
A (BVI) ODMACT RL 2, KEa B a—
2 B A HRESF— 2 (US-CERT) @ MAC
T RLVA, Ry 7, TV oY IN—T 4 EE
Ay a T 7ERARA Y MEROER &2
RLET,

tree

B, Ry T Ho o E YT OE RS
e (SNR) . 7V w¥ FN—THEE Ay
a7 7RARA Y MEROERKE Y Y —HE
RCERLET,

L

avy FERE

IJIJ——;(

EEAR

7.6

ZoawryRiE, VIV—RT6LHIOY UV —ATHAINE LT,

W, BRIEAZZ T 502 RLET,

(Cisco Controller)
AP Name AP Model
Name

Number of Mesh APs

Number of RAPs.....

SB_RAP1 AIR-LAP1522AG-A-K9 00:1d:71:0e:d0:00 00:1d:71:0e:d0:00

>show mesh ap summary
BVI MAC CERT MAC Hop Bridge Group

0 sbox

SB_MAP1 AIR-LAP1522AG-A-K9 00:1d:71:0e:85:00 00:1d:71:0e:85:00 1 sbox

SB_MAP2 AIR-LAP1522AG-A-K9 00:1b:d4:a7:8b:00 00:1b:d4:a7:8b:00 2 sbox

SB_MAP3 AIR-LAP1522AG-A-K9 00:1d:71:0d:ee:00 00:1d:71:0d:ee:00 3 sbox
.............................. 4
.............................. 1
.............................. 3

Number of MAPs.....

wiz, g (YU —) B TRELZRTT 02 RLET,

(Cisco Controller)

>show mesh ap tree

|| AP Name [Hop Counter, Link SNR, Bridge Group Name] ||

[Sector 1]

SB_RAP1[0, 0, sbox]

|-SB_MAP1[1,32,sbox]

|-SB MAP2([2,27,

sbox]

|-SB_MAP3[3,30, sbox]

show T2k :j~q .
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. show mesh ap

Number of Mesh APS......iiiiitiiiiiiiiiinnneeeennn 4
Number Of RAPS. ..ttt ittt it 1
Number Of MAPS. ..ttt ittt ittt et 3

. show T2 K :j~q
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show mesh astools stats .

show mesh astools stats

BHAA 2 T ®ARA L FOIMSLES IEREHE#H 2 o3 5121, show mesh astools stats
avr REFHLET,

show mesh astools stats [cisco ap ]

BXDEREA

cisco_ap (L) HEESNEA vy 2 T 7B R RA v
R DINST R - RE A1 40,

ATV RFIHALE RL
av Y FER Jiy—=x EERNA
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

WIZ, TRTORIA v a2 T 78 ARA 2 b OIMSEHIEFRFHEH 2 2R3 2612w
L/ij‘o

(Cisco Controller) >show mesh astools stats
Total No of Aps stranded : 0

WIZ, 7 78A KA b sb_mapl OINSLES IEFEFHEHREZ KT 50121~ L ET,

(Cisco Controller) >show mesh astools stats sb_mapl
Total No of Aps stranded : O

show T2k :j~q .



. show mesh backhaul

show mesh backhaul

showaIv> F:j~q |

BAEDNR y 7 x5 — L ZF_51Z1%, show mesh backhaul =~ > RZ&2#H L £9,

show mesh backhaul cisco_ap

*ﬁio)gﬁﬂﬂ CiSCO_ap 77?2 7J<°/]) > ]\ @%ﬁﬁo

aARVRFILLE L

avy FER Jj1y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

Wiz, BIED Ny 7 F— Lk R7T D4R LET,

(Cisco Controller) >show mesh backhaul

HIED /S 7 38 —)L78 5 GHz DS, HAFRD BV T,

Basic Basic Attributes for Slot O

2= T i T 4 RADIO TYPE 80211g
Radio ROLE. . ittt ittt it ittt einen DOWNLINK ACCESS
Administrative State ............ ... .. L., ADMIN ENABLED
Operation State ......iiiiiiiiiiiiii e UP

Current Tx Power Level ............c.oviuin.. 1

If the current backhaul is 2.4 GHz, the output is as follows:

Basic Attributes for Slot 1

2 T o Y T RADIO TYPE 8021la
Radio Subband.........c.iiiiiiiiiiiiniiinnnn. RADIO SUBBAND ALL
Radio ROLE. . ittt ittt it ittt eeenaen DOWNLINK ACCESS
Administrative State ............ ... .. L., ADMIN ENABLED
Operation State ......iiiiiiiiiiiii it UP
Current Tx Power Level .........cieeiininnnn. 1
Current Channel ........ ..t iiiiiieennnnnns 165
Antenna Type. ...ttt ittt it EXTERNAL ANTENNA
External Antenna Gain (in .5 dBm units).... O
Current Channel....... ..ttt tnnnnneennnnnns 6
Antenna TyPe. . vttt ittt ittt it ittt ie i iie e Externa ANTENNA
External Antenna Gain (in .5 dBm units)........... 0

. show T2 K :j~q
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show mesh bgscan

Ayva Ny TI300 R A%y O ERRT H1T1L. show mesh bgscan =< > K& {#

}EH I_/\ij—‘O

show mesh bgscan

show mesh bgscan .

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

Zoavy NZEF—U— FEIF5IEIEH Y A,

L

HrME EXEC (#)

avy FERE

JU— EERR
S

8.3 Zoavwy RBREAINE LK,

1

Cisco Controller# show mesh bgscan

Background Scanning: enabled

Off Channel Neighbors

Channel:165

Mac:5835.d9%aa.%acf MissCnt:

Flags: NEIGH BEACON

Mac:5017.ffdc.2eaf MissCnt:

StickyEase:23448576
Flags: NEIGH PARENT BEACON

Channel:157

Mac:ecel.a930.bc8f MissCnt:

Flags: NEIGH BEACON

Channel:161

Mac:£8c2.8883.fadf MissCnt:

Flags: NEIGH

Aligned Offchannel neighbors

Channel:165 (ON-CHANNEL)

NDRespCnt

NDRespCnt

NDRespCnt

NDRespCnt

Mac:5017.ffdc.2eaf Ease:18648576

Mac:5835.d%aa.%acf Ease:4096

Channel:157 (POTENTIAL OFFCHAN

NEL)

Mac:ecel.a930.bc8f Ease:3048576

Mac:0021.d8d6.a6cf Ease:0

:1078 HopCnt:1 AdjustedEase:4096

:38 HopCnt:1 AdjustedEase:18648576

:5 HopCnt:1 AdjustedEase:3048576

:20 HopCnt:1 AdjustedEase:262144

show T2k :j~q .



showaIv> F:j~q |
. show mesh bgscan

Channel:161
Mac:£8c2.8883.fadf Ease:262144

. show T2 K :j~q
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show mesh cac .

show mesh cac

AyvaRy NI—F7 THEHAINTWDEIIMEREZRa—1L T K v g UHlE (CAC)
FAR T U XL OHIRIE A2 R 9 5 121X, showmesh cac =~ F&fEHA L £9,

show mesh cac {summary | {bwused {voice | video} | access | callpath | rejected}
cisco_ap }
BX DA summary KAy a TV RARL Y MHERATLES

a—/)L L EFEHIEORE TR L ET,

bwused VIU— hRaYTERLET 7 EARAL b
DOFIEZ R R L ET,

voice FEHIN TS EIIEHTRERA Yy = b
e UBlOEFmBELZZR T L ET,

video RSN TOD EIEATRERA v v b
HE B LU F A REE 2R L E T

access VU— hRe Y TEITHEOT VA EF a—
NERRFLET,

callpath Ay ya VY =T E N 3 — L i &
FRLET,

rejected YU — AR B Y THEIEA R D OICES S

NleEFRa—VERRLET,

cisco_ap Avva TIRBARA L M,

ATV RFIFLE AL

av Yy FER Jy—2 EERE
7.6 ZoavwryRE, VU —AT76LEIOY ) —ATHASNE LT,

W, a—n T K yvya AEOREOMELS £ RT D62 RLET,

(Cisco Controller) >show mesh cac summary

AP Name Slot# Radio BW Used/Max Calls
SB_RAP1 0 11lb/g 0/23437 0

1 1lla 0/23437 0
SB_MAP1 0 11lb/g 0/23437 0

1 1lla 0/23437 0
SB_MAP2 0 11lb/g 0/23437 0

1 1lla 0/23437 0
SB_MAP3 0 11lb/g 0/23437 0

1 1lla 0/23437 0

show T2k :j~q .



. show mesh cac

W, RSN TWD EITMEM AR A v 2 PARr VB IOE

HP R L ET,

(Cisco Controller)
AP Name

SB_RAP1
|  SB MAP1

|| SB MAP2

Il SB MAP3

Slot#

= Ok OF OF O

Radio

>show mesh cac bwused voice SB MAP1
BW Used/Max

0/23437
0/23437
0/23437
0/23437
0/23437
0/23437
0/23437
0/23437

showaIv> F:j~q |

PR 2 s

RIZ, VU — MR TETHOT 7 v AR a— V2 FoRT 502" LET,

(Cisco Controller)
AP Name

1524 Rap
1524 Mapl

[l 1524 Map2

II show T2k :j~q

Slot#

NP ONEFEFONREO

Radio

>show mesh cac access 1524 _Mapl

Calls

O O O OO oo oo
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show mesh client-access .

show mesh client-access

Ny JR—=IV I IF3AT 8T 7 EAREEFRRT HIZIL. show mesh client-access =~ K%
fEHLET,

show mesh client-access

XD Zoa<y NIIBIEEIIF—U—Rizdb v T8 A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, Aoy aTIRBARLS DR ITER—=V I TAT N T I RARTEER
TAHHERLET,

(Cisco Controller) >show mesh client-access
Backhaul with client access status: enabled
Backhaul with client access extended status (3 radio AP): disabled

show T2k :j~q II



. show mesh config

showaIv> F:j~q |

show mesh config

A v V2R ERF/RT HIZIE, show mesh config =~ > FE2MHH L £,

show mesh config

XD IS FIZFBIEERITZF—Y—NIdb v A,
ARVREFIALL AL
avy FEE )1)—2 TERAE
7.6 Zoa<wrNE, V=R T76UIO Y J—=ATEASHE L,
8.0 Ay vaaN—=—VzAFREGURIICT A AT VA PIRRSNEL

776

WIZ, T = Ay v aREERTT D0 2RLET,

(Cisco Controller) >show mesh config

MeSh RANGE . . ittt ittt ettt ettt ettt eeeeeeeeennans 12000
Mesh Statistics update period.................... 3 minutes
Backhaul with client access status............... disabled
Backhaul with extended client access status...... disabled
Background Scanning State..........ciiiiiiiii.. enabled
Backhaul Amsdu State........coiiiiiiiiiiiiiiinen. disabled
Mesh Security

SeCUrity MOde. . oo ittt ittt ettt eeeen EAP

External-Auth....... ... i, disabled

Use MAC Filter in External AAA server......... disabled

Force External Authentication................. disabled
Mesh Alarm Criteria

Max HOP COUNET . i vttt ittt ittt iiiiiie e eeeeennn 4

Recommended Max Children for MAP.............. 10

Recommended Max Children for RAP.............. 20

Low Link SNR. ..ttt ittt ittt i tiieeneenen 12

High Link SNR. ...ttt ittt ittt eeeeeeenaenenns 60

Max Association Number............couieiuieenenn 10

Association Interval........ooiiiiiiiinneennnn 60 minutes

Parent Change Numbers.........uouiiiieeeennnnn. 3
Parent Change Interval..........coiiiuiiineennnn 60 minutes
Mesh Multicast Mode.......viiiiiiiiiiinineennnn In-Out
Mesh Full Sector DES. ...t iiiiiiiiiiiiteinnnnees enabled
Mesh Ethernet Bridging VLAN Transparent Mode..... disabled
Mesh DCA channels for serial backhaul APs........ enabled
Mesh SI1ot BilaS...veeiiiii it eeneeneneenenn enabled
Mesh Convergence Method...........iiiiiiiiinn. standard

II show T2 K :j~q
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show mesh convergence .

show mesh convergence

Ay o AUN—T 2 U AREEFRRT HIZIEL, show mesh convergence =~ > R&fff L &
R

show mesh convergence

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

BX DA
aATYRFI4LE AL
avy FRERE )1)—Xx EZENAE
8.0 Zoavwy RPREAINE L,

HEREDAA K1Y

ZDaw s RIIT IV EBEARALA L by —)L IR— "B ATTTARERDH Y £,

WIZ, Ayva avR "=z ARELRTT L0 2R R LET,

ap_console >show mesh convergence
Convergence method: fast
Subset channels: 157 165
Num.of Subset channels: 2

Mesh Convergence Global Data

old conv method: standard
updated subset: 1 subset chan seek: 1

show T2k :j~q II



. show mesh env

showaIv> F:j~q |

show mesh env

Avva Ry hUI—=7 O 7 a—r )V EFITREOREDOENIFEMRE LRI DI121%. show mesh
env 1< RAEEHLET,

show mesh env {summary | cisco ap }

X DA summary Ja— VBB OERERE TR LET,
cisco_ap BRIBEOERERNEREINDT 78 A KA
~ D44,
TR FI+LE RL
avy FERE Jy—2= ERERE
7.6 ZoawrRiE, VUV—RT6LHIOY U —ATHAINE LT,

WIZ, 7o =2 IVEREEOERITE®RZ R T 002 R LET,

(Cisco Controller) >show mesh env summary

AP Name Temperature (C) Heater Ethernet Battery
apll30:5f:be:90 N/A N/A DOWN N/A
AP1242:b2.31.ea N/A N/A DOWN N/A
AP1131:£2.8d.92 N/A N/A DOWN N/A
AP1131:46f2.98ac N/A N/A DOWN N/A
apl500:62:39:70 -36 OFF Up N/A

WIZ, T7BRARA Y FOREOENEFRT HP 2R~ L ET,

(Cisco Controller) >show mesh env SB_RAPl

AP NaA . ot ittt ittt ittt tneeneeneeneenanennan SB_RAP1
AP MOdel . ittt ittt ittt e et e e e AIR-LAP1522AG-A-K9
N S RooOtAP
Y (13 STt ot 21 C, 69 F
Heater. i u ittt i i ittt ettt it i e e OFF
Backhaul. ..ottt e e e e e GigabitEthernetO
GigabitEthernetO Status.........coiiiiiiiinnn.. Up

D T I FULL

1S3 S 1T 100

Rx Unicast Packets.....oiiiiiiiiinininnenn. 114754

Rx Non-Unicast Packets........ ..., 1464

Tx Unicast Packets.....ciiiiiiiiininnnenn. 9630

Tx Non-Unicast Packets..........coiiiiion.. 3331
GigabitEthernetl Status.........coiiiiiiiinnn.. DOWN

5 O OFF

1T o =R N/A

. show T2 K :j~q
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show mesh neigh .

show mesh neigh

Ay a T T RARA L PDA YL 2 FAN—ZBT DB E TR R 2 R T DI,
show mesh neigh =~ > R&2H L 9,

show mesh neigh {detail | summary} {cisco ap | all}

-3 qOE L); detail BELEAY Y2 T 7B ARASL LV B EFDX
A NR—FIDF ¥ LI L OME Bt M b
(SNR) Otz F L ET,
summary BELIZAY Va2 TI7EARL L DAY
Va FAN—FFRLET,
cisco_ap Cisco Lightweight 77 & A "1 > b4,
all FTRTCDOT IV BRARA L bEERLET,
Y
GE) APHERal ¥ —U— R TCRESINTWDIEHE, al ¥ —U—RKDOT 7 A RA 2 ME, all &
WIHLHRTD AP L0 b SN ET,
av Yy FER )1)y—Xx TEAR
7.6 ZoawrRiE, VYV—RT76LHIOY UV —ATHAINE LT,

WRIZ, TIZEARA L FORAN=—DH <V —2FRT o012 R LET,

(Cisco Controller) >show mesh neigh summary RAP1

AP Name/Radio Mac Channel Rate Link-Snr Flags State
00:1D:71:0F:CA:00 157 54 6 0x0 BEACON
00:1E:14:48:25:00 157 24 1 0x0 BEACON
MAP1-BBOO 157 54 41 0x11 CHILD BEACON

WIZ, T 7 'R RA 2 D OFEMIR R A S—ifEHE Iz £ 02~ LET,

(Cisco Controller) >show mesh neigh detail RAP1

AP MAC : 00:1E:BD:1A:1A:00 AP Name: HOR1522 MINEO6 MAP S Dyke
backhaul rate 54

FLAGS : 860 BEACON

worstDv 255, Ant 0, channel 153, biters 0, ppiters 0
Numroutes 0, snr 0, snrUp 8, snrDown 8, linkSnr 8
adjustedEase 0, unadjustedEase 0

txParent 0, rxParent O

poorSnr 0

lastUpdate 2483353214 (Sun Aug 4 23:51:58 1912)
parentChange 0

Per antenna smoothed snr values: 0 0 0 O

Vector through 00:1E:BD:1A:1A:00

show T2k :j~q .



. show mesh neigh

showaIv> F:j~q |

K DFIZ, show mesh neigh detail =~ > N CERINAHN 77 7 E2RLET,

£ 3:show mesh neigh detail 3 < > FOEHT7 54

HAho545

B

AP MAC

BELIZA Y 2 TI7BARAL LV MDA
va XA N—=DMAC T RL A,

AP Name

Ao TITERARAL NDOLHI,

FLAGS

BitizZor LEd, RSNDEIEFIRO LB
hTY,

» UPDATED : fr B Sz R A 23—,
* NEIGH : {7 %A =D 1 >,

* EXCLUDED : A /N—|IBITERRSI ST
WET,

* WASEXCLUDED : A /N—Zggk U 2
MHRITHIBRENE LT,

* PERMSNR : 7972 SNR DA 73—,
« CHILD : 7D XA /N—,
« PARENT : DX A /3 —,

* NEEDUPDATE : f#1 D %A /S—TlI /e
7= OB MLTE T,

* BEACON : Z D XA N—MbH E—2 )
oz L7,

*ETHER : £ —% Ry FDOFRA N—,

worstDv

FA A= DI BB T 4 R VA ST |
Jbo

Ant

N— FRZESNET VT,

channel

XA N—=DF ¥ RV,

biters

T URASDZA LT T MERE,

ppiters

BIERR DX A LT 0 FERAE

Numroutes

F AR A J— NDEL,

snr

(EREFSE:Fyd

. show T2 K :j~q
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show mesh neigh .

HHho2355 ERBA

snrUp AP ~D VU > 7 @D SNR,

snrDown AP BHD Y 7 D SNR,

linkSnr U7 OFHE I T2 SNR,

adjustedEase ZDOAPEREH LIz — N AP ~OEGE, Bl
FE0D SNR 3 L VL & U Mild L OY SNR {12 5
DEFET,

unadjustedEase Wy THAEAMUNCEA LI-%D, ZDOAP &R
HL7/L— bk AP ~DRFE,

txParent D)= RFPRBOBIZEEIND Ny b,

rxparent 2D — RRBOBIZEZE LI AT v b,

poorSnr ) — FMBARE SNR 25T 5347 v b,

lastUpdate ZDFRA NI ONWTHRBIZZIBEEINTZ A >
=V DH A BAL T

parentChange IO — RREEICBI ol b &,

per antenna smoother SNR values

SNREIZT T F 0 2 I AT ENET,

show T2k :j~q .
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. show mesh path

show mesh path
Ay aT JRARLS L PEZDRAN=DY 7 OF ¥ RF L OME 5 HEE L (SNR)

DFFM %2 FoR9 521X, show mesh path =2~ > RZ2HH L F9°,

show mesh path cisco_ap

7“7“/1 77{22 ﬂf/l):/}‘%o

BX DA cisco_ap
aAvURFIALE AL
avy RERE )1)—2R EERNE

7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE LT,

Wz, FBELIZY 7 RADOF ¢ /LB LUSNR OiEMAFRTH0 2R LET,

(Cisco Controller) >show mesh path mesh-45-rapl
Link-Snr Flags State

AP Name/Radio Mac Channel Rate
UPDATED NEIGH PARENT BEACON

MAP1-BBOO 157 54 32 0x0
RAP1L 0x0 BEACON

. show T2 K :j~q
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show mesh per-stats .

show mesh per-stats

BEDA Yy 2T VEARLS UV EORAN=INOEEINT ATy bONRTy b 2T —D/3—
Ty T VR FRT I, show mesh per-stats =~ > KM L E T,

show mesh per-stats summary {cisco_ap | all}

BXDEREA

\}

summary NRiry N 2T —ROWRHERRLET,

cisco_ap Aya TIEAKRA L NDOLH,

all FTRCORA Yy a T IEARA Y MRFRS
m\ijqo

GE)

AP HEN all ¥ — U — R THRESNTWEHA, al F¥—TU—RKOT 7 EA KA ML, all &
WIHLETO AP L0 RSN ET,

avy FERE

FRLEDHA KS1 Y

J1y—=x EEAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,

Ny N T—O =T —1F 1 (ERICEEINTE Yy MIEEEEINTESE 7
ML TEI S T2 E) T,

WIZ, Avva TIERABRAL Y FORAN—DLEEINE Ay hoyry b =
T—=DON—t T =V EFRRTLHHERLET,

(Cisco Controller) >show mesh per-stats summary ap_ 12
Neighbor MAC Address 00:0B:85:5F:FA:F0

Total Packets transmitted: 104833

Total Packets transmitted successfully: 104833

Total Packets retried for transmission: 33028

RTS Attempts: 0
RTS Success: 0
Neighbor MAC Address: 00:0B:85:80:ED:DO
Total Packets transmitted: 0

Total Packets transmitted successfully: 0

Total Packets retried for transmission: 0

Neighbor MAC Address: 00:17:94:FE:C3:5F
Total Packets transmitted: 0

Total Packets transmitted successfully:
Total Packets retried for transmission:
RTS Attempts:

RTS Success:

o O O o

show T2k :j~q .
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. show mesh public-safety

show mesh public-safety
4.8 GHz Public Safety 7% /& # 72/ 9" % 121X, show mesh public-safety =~ > R&fEH L £,

show mesh public-safety

XD IS FIZFBIEERITZF—Y—NIdb v A,

ARVRFIFAL RL

av Yy FER Jjyy—= TEAR
7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,

RIZ. 4.8 GHz Public Safety i i& # &K/~ 9 22 RLET,

(Cisco Controller) >(Cisco Controller) >show mesh public-safety
Global Public Safety status: disabled

. show T2 K :j~q
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show mesh queue-stats .

show mesh queue-stats

AV a T IRCARA L DI TAT U N T I BAF2—0O "y NIEZA TRNCERT
%1Z1%. show mesh queue-stats =~ > K& L F7,

show mesh queue-stats {cisco _ap | all}

AP BIE2Y all ¥ — U — R CHEINTWDHIGE, al ¥—U—RKOT7 78 A KA 2 ML, all &
WIHLRID AP L0 HIELEENET,

WX D5 cisco_ap Sy bR E R LT 2
A RA VN DL,
all FTRTCOT IV EBRARA LV FERRLET,
ATV RFIHLE RL
av Y FER Jiy—=x EERNA
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

WIZ, T 7 BARA L bapdlT D7 b Fa—faHEMaeZornd 2612~ LET,

(Cisco Controller) >show mesh queue-stats ap4l7
Queue Type Overflows Peak length Average length

Silver 0 1 0.000
Gold 0 4 0.004
Platinum 0 4 0.001
Bronze 0 0 0.000
Management O 0 0.000

show T2k :j~q .
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. show mesh security-stats

show mesh security-stats

FEEDT 7| ARA L bONRT v b =T —#EHE#RZ R R T 512X, show mesh security-stats
ax s RaHLET,

show mesh security-stats {cisco ap | all}

HX D5 cisco_ap Sy b =T R E R LT 2
A RA 2 DA,

all TRTCOT VA RA L MEFRLET,

N

GE) APEAERNal ¥ —V— FTHREINTWVWBEHEE, al¥—TU—RKOT 7 2R RA 2 ML, all &
WIHLRID AP L0 bIELEENET,

ATV RFIHLE RL

avy FER Jyy—= EEAR
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

FEHEDHA KS4Y Z0a~vy RE FET 7 EARAL L NeZOFONRT v b =7 —fFGEHERE, 7Yz —
Tav, WIE, BT VYT —Y gy, HEEEZOWTORK., A4 LT T R, BLOEIhoH
v hEFRRILET,

WIZ, TIZRARA Y FapdlT O/37 v b =7 —EHERERRT D027~ LET,

(Cisco Controller) >show mesh security-stats ap4l7
AP MAC : 00:0B:85:5F:FA:F0

Packet/Error Statistics:

x Packets 14, Rx Packets 19, Rx Error Packets 0
Parent-Side Statistics:

Unknown Association Requests 0

Invalid Association Requests 0

Unknown Re-Authentication Requests 0

Invalid Re-Authentication Requests 0

Unknown Re-Association Requests 0

Invalid Re-Association Requests 0

Child-Side Statistics:

Association Failures 0

Association Timeouts 0

Association Successes 0

Authentication Failures 0

Authentication Timeouts 0

Authentication Successes 0

Re-Association Failures 0

Re-Association Timeouts 0

. show T2 K :j~q
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show mesh security-stats .

Re-Association Successes 0

Re-Authentication Failures 0
Re-Authentication Timeouts 0
Re-Authentication Successes 0

show T2k :j~q .



. show mesh stats

showaIv> F:j~q |

show mesh stats

TIBARALA L FDOA v 2 ffGHE#RE KT D121, show mesh stats =< > REFH L E
7,

show mesh stats cisco_ap

*ﬁi@ﬁﬂﬂ cisco_ap 77 A ﬂf/‘):/]\%o
ARV RFIFAL AL
avy FERE yyy—x ERERRE
7.6 Zoavy RiE, VY—AT6URMOY ) —RATHASRE LT,

WIZ, 77 BRRA > bOREHEREZRTT 202 RLET,

(Cisco Controller) >show mesh stats RAP_ APl

RAP in state Maint

rxNeighReqg 759978, rxNeighRsp 568673

txNeighReq 115433, txNeighRsp 759978

rxNeighUpd 8266447 txNeighUpd 693062

tnextchan 0, nextant 0, downAnt 0, downChan 0, curAnts 0
tnextNeigh 0, malformedNeighPackets 244, poorNeighSnr 27901
blacklistPackets 0, insufficientMemory 0
authenticationFailures 0

Parent Changes 1, Neighbor Timeouts 16625

. show T2 K :j~q
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show mgmtuser

Cisco Wireless LAN Controller O 17— W /VEH o2 — 7 v b & FRT 521X, show mgmtuser

avy R LET,

show mgmtuser

show mgmtuser .

e QO Toa=wy RIZIEBIEELITF—U—RiIb A,
IR R FI+LE Bl
avy FERE J1y—=x ETEAR

8.3 Zoavwry RREAINE L,

BEav >R

KIZ, BEHA—PFDOU X M ERRTLHHZRLET,

> show mgmtuser
User Name Permissions Description

admin read-write

config mgmtuser add
config mgmtuser delete
config mgmtuser description

config mgmtuser password

Password Strength

show T2k :j~q II
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. show mobility anchor

show mobility anchor

Cisco Wireless LAN Controller E ¥ 7 4 Z)L—T7 DL ILAN T o h— 7 AKR—F U R +%&
FKRT DL, FIFRED WLAN £7213687 A N LANDOEREY 740 T i—& LT
EShlzcary br—70O Y AN RAT—H R %R 5L, show mobility anchor =~ > K
R LET,

show mobility anchor [wlan wlan id | guest-lan guest lan id]

ST ERBA wlan (L) E\HELAN EE VT ¢ J L —T D3k

ExRTALET,

wlan_id 1 ~ 512 OB LAN #5531+ (s Ofi % &
ie)

guest-lan (FE) YARLANEEUT 4 T V—TD
REEZRRFLET,

guest lan_id 1 ~5 D5 A~ LAN i3+ (W04 &
ﬁ) o

ATV RFI+LE AL

avy FEEE Jiy—=x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDY U—RA

THAShFELL,

FELEODHA KSq > [status] 7 4 —/L FOHT) Bl2SH) (1213, ROWTINOERFRINET,
cUP: 2 hr—F X7 7 ERAWRET, 7—F%2ET LN TEET,
« CNTRL_PATH DOWN : mpings ([ZREX L E L7z, > br—L 2AEHTar tr—7
IZT 7 BEATERWED, =7 —BRELLERBRISNET,

« DATA_PATH_DOWN : epings [(ZRELLE L7z, 22 bR —FIZ7 7 BATE RN,
T —NRELERREINET,

« CNTRL_DATA PATH DOWN : mpings 33 X (¥ epings Dl FIZKRIALE LT, 22 hr—
FIZT IV EATE WD, =27 —RRELEERRINET,

I, FECYTAEBLANT o — U A MeERTIHHZR-LET,

(Cisco Controller) >show mobility anchor
Mobility Anchor Export List
WLAN ID IP Address Status

. show T2 K :j~q
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show mobility anchor .

GLAN ID IP Address Status

1 192.168.0.9 CNTRL DATA PATH DOWN

show T2k :j~q .



. show mobility ap-list

showaIv> F:j~q |

show mobility ap-list

EE YT 4 AP U A M EFR/RT HIZIE, show mobility ap-list =~ > FZFEH L £,

show mobility ap-list

W DIEA Zoawy RIZIEBIEELITF—T— REbH D £H A,
ARVRFIFAL RL
av > FERE J1)—= EERNE
7.6 ZoawrRiE, VY —R76LHETIOY Y —2A

TEAINE L,

I, YT 4 AP YA NEERTAHHZRLUET,

GE)

APLITH LWEL Y 7 4 TORFRRENET, HNEE Y T ¢ TIX, AP4 I3 Unknown
LFERSINET,

(Cisco Controller) >show mobility ap-list
AP Name AP Radio MAC address Controller Learnt From

AP30e4.dbc5.38ab b8:62:1£:e5:33:10 9.7.104.10 Self

. show T2 K :j~q
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show mobility foreign-map .

show mobility foreign-map

EE U T 0 B LAN O~ 7 U A M &R 5121, show mobility foreign-map =~ >
REFEHALET,

show mobility foreign-map wlan wian_id

ST EHBA wlan EE YT 4 WLAN DA~ v 7 U A b &2 F0R
I/\gzj_‘o
wilan_id 1 ~ 512 DR LAN #5511,

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L,

WIZ, TEEV T A BB LAN IZAN S~ 7 VA SRS T 502~ LET,

(Cisco Controller) >show mobility foreign-map wlan 2
Mobility Foreign Map List
WLAN ID Foreign MAC Address Interface

2 00:1b:d4:6b:87:20 dynamic-105

show T2k :j~q .
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. show mobility group member

show mobility group member

FIUCRAALNOEEY T 4 TV—"T XA N\OFEMZ R TRT HI21EL, show mobility group
member =~ R&fHLET,

show mobility group member hash

BX DA hash [F U RAA VNOFEY T 4 =T AU ROy v a F—%5 KR LET,
aATYRFIHLE AL
2wy REE yy—2 RENE

7.6 Zoa<y Rk, VU—RT6LEIDY U —2A

THAShE L,

wIZ, FEYT 4 TN—TF A ROy a2 2—2FK T 502~ LET,

(Cisco Controller) >show mobility group member hash

Default Mobility Domain........cuueiiiininnnnnn. new-mob
IP Address Hash Key
9.2.115.68 a819d479dcfeb3e0974421b6e8335582263d9169
9.6.99.10 0974421b6e8335582263d9169a819d479dcfeb3e
9.7.7.7 feb3e0974421b6e8335582263d9169a819d479dc

. show T2 K :j~q
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show mobility oracle .

show mobility oracle

Mobility Oracle (MO) ([ZEEHIOEE Y 74 a2 b —TFDAT—H AeFrT 5, £21EIMO
74T N T—ERX=ZAD5E M E £ T HITIL, show mobility oracle =~ > R&ff] L &

7
show mobility oracle {client {detail | summary} | summary}
B DA client MO AT v N T—H_R—=RAEFRLET,

detail MOV AT v b T—=4X=2ARNDT T4 7T MIET LM E TR LET,

summary MO 5 — % X—2ADEKZHE R LET,

ATV RFIHALE RL

avy FERE J)y— ZEERRE
R

731120 Zpa<wr RPNEAINE L,

&IZ. show mobility oracle summary =~ > ROH Bz R LET,

(Cisco Controller) >show mobility oracle summary

NUmMbDEr Of MCS. vt v ittt ittt ittt ittt titeinennenns 2

IP Address MAC Address Link Status Client Count
9.71.104.10 88:43:el:7d:fe:00 Control Path Down O
9.71.104.250 e8:b7:48:a2:16:e0 Up 2

KIZ. show mobility oracle client summary =~ > RO 1l Z R L E T,

(Cisco Controller) >show mobility oracle client summary

Number of Clients.....c..oiiiiiiiiiiininineenenns 2

MAC Address Anchor MC Foreign MC AssocTime
00:18:de:pb0:5c:91 9.72.104.250 - 0
00:le:eb5:f9:c9:e2 9.72.104.250 - 0

&IZ. show mobility oracle client detail =~ > RO H 12 R L E7,

(Cisco Controller) >show mobility oracle client detail 00:le:e5:f9:c9:e2

Client MAC AdAIresSS & ittt iiieetesenneeennnnns 00:1e:e5:£9:c9:e2
Client TP address ' ..t iiiinettnenneennnnnns 0.0.0.0
Anchor MC IP addresSs I . iiiiitttnnneeennnneens 9.71.104.250

show T2k :j~q II
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. show mobility oracle

Anchor MC NAT IP address @ ....iiiiiinininnennennnn 9.71.104.250
Foreign MC IP addresSs & ... iiiiiiiinnennennennnnn
Foreign MC NAT IP address @ ...euiueinennennennnnn -

Client Association Time : ...t iiiiiiininnenn.. 0
Client Entry update timestamp : ................. 1278543135.0

. show T2 K :j~q
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show mobility statistics .

show mobility statistics

Cisco Wireless LAN Controller <& £V 7 ¢ 7 /L —7 OfiHEH & £/Rx7 5 121L. show mobility
statistics =~ > R&fHEH L ET,

show mobility statistics

X DA Zoawy FIZFGIEELITF—U—FNIH Y A,

ATV RFIHLE RL

av Yy FER Jyy—= TEAR
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

TEAINE L,

RIZ. Mobility Manager D#EaHE# 2 2R T 5612~ LEd,

(Cisco Controller) >show mobility statistics
Global Mobility Statistics

2 s o o= 0
1 o o= S 0
Responses Retransmitted.......... ... ... 0
Handoff Requests Received.............cvin.. 0
Handoff End Requests Received................. 0
State Transitions Disallowed............v..vu.. 0
Resource Unavailable........oiiiiiinnnnnn 0
Mobility Initiator Statistics
Handoff Requests Sent..........oiiiiiiiinn. 0
Handoff Replies Received........c.oiiiiienn.. 0
Handoff as Local Received..........ooviin.n 2
Handoff as Foreign Received................... 0
Handoff Denys Received..........oiiiiinnn.. 0
Anchor Request Sent.........oeiiiiiiiiiinnnnnn. 0
Anchor Deny Received.......ciiiiiiiiiinnnenn. 0
Anchor Grant Received.........iiviiiiinnenn. 0
Anchor Transfer Received..............ooviu.n. 0
Mobility Responder Statistics
Handoff Requests Ignored..........c.covuiuvuenenennn 0
Ping Pong Handoff Requests Dropped............ 0
Handoff Requests Dropped........eeiiiiieeennnn 0
Handoff Requests Denied.........ciiiiiiinenn.. 0
Client Handoff as Local.......uoiiiiiinnnnnnnn 0
Client Handoff as Foreign ...........c.ooo... 0
Client Handoff Inter Group .....ceeeeeenwnennnn 0
Anchor Requests Received............iiiiio... 0
Anchor Requests Denied..........oiiiiinnon.. 0
Anchor Requests Granted..........oviiiiinnee.. 0
Anchor Transferred........... ... 0

show T2k :j~q .



. show mobility summary

showaIv> F:j~q |

show mobility summary

Cisco WLC EE U T ¢ Z—7 OELEHREZ XTI HI2IL, show mobility summary =2~ > R
ERERALET,

show mobility summary

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,
ATV RFIHLE RL
av Y RERE )1)—= EERE
7.6 oIy Rk, U U—RT76LUMDY U—=

FRLEDHA KS1 Y

TEAINE L=,

WLAN 2> e —S50HCiE, EEUTF 4 EFXF 2T 4 B— FRERINZVEORHY F
KR

&IZ. show mobility summary =~ > ROH fFlIZRLET,

(Cisco Controller) >show mobility summary

Symmetric Mobility Tunneling (current) .......... Disabled

Symmetric Mobility Tunneling (after reboot) ..... Disabled

Mobility ProtoCol POrt.....iiiiiiiinnnnennennnnn 16666

Mobility Security Mode.......iiiiiiiiiininnennnnn. Disabled

Default Mobility Domain........oueiiininnennnn. snmp_gui

Multicast Mode ...ttt Disabled

Mobility Domain ID for 802.11r........c..oviuvunvnnen. 0x66bd

Mobility Keepalive Interval........c..ooiieiiennnen. 10

Mobility Keepalive Count........couviiiiiinnennnn. 3

Mobility Group Members Configured................ 1

Mobility Control Message DSCP Value.............. 0

Controllers configured in the Mobility Group

MAC Address IP Address Group Name Multicast IP Status
00:1b:d4:6b:87:20 1.100.163.70 snmp_gui 0.0.0.0 Up

WIZ, FTLWEE YT 4 T—F7 7 F ¥ TOD show mobility summary =~ > KD HF)
iz R L ET,

(Cisco Controller) >show mobility summary

Mobility ProtoCol POrt. ... iiiiiiinninnennennnnn 16666
Default Mobility Domain........euiiiiininnennen. Mobility
Multicast Mode ...ttt Disabled
Mobility Domain ID for 802.11r.........c.cvuuvuuun.n 0xb348
Mobility Keepalive Interval.............covunon.n 10
Mobility Keepalive Count........couviiiiiinnennnn. 3
Mobility Group Members Configured................ 3
Mobility Control Message DSCP Value.............. 0

Controllers configured in the Mobility Group
IP Address Public IP Address Group Name Multicast IP MAC Address

. show T2 K :j~q
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Status
9.71.106.2 9.72.106.2
and Data Path Down
9.71.106.3 9.72.106.3
and Data Path Down
9.71.106.69 9.72.106.69

Up

Mobility
Mobility

Mobility

0.0.0.0

0.0.0.0

0.0.0.0

show mobility summary .

00:00:00:00:00:00 Control
00:00:00:00:00:00 Control

68:ef:bd:8e:5f:20

show T2k :j~q .
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. show msglog

show msglog

Cisco WLC T —# R—R|ZEXIAFNTZA v —Y 1 7% F KT 5HI21%, show msglog =~
NEfERLES,

show msglog

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,

aATYRFI4LE AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

av Y FRERE J1)y—2 EERNE
8.3 Toavwy RPREAINE LT,

FERLEDHA KSqy 15T P ZBALHEAIT. ORI Ay E—Y2RRT L5 ROLNET,
RIZ, Ave—Y ulefornd o6z LET,

(Cisco Controller) >show msglog

Message Log Severity Level.........ooiiiiiinenen. ERROR

Thu Aug 4 14:30:08 2005 [ERROR] spam lrad.c 1540: AP 00:0b:85:18:b6:50 associated.

Last AP failure was due to Link Failure

Thu Aug 4 14:30:08 2005 [ERROR] spam lrad.c 13840: Updating IP info for AP 00:
0b:85:18:b6:50 -- static 0, 1.100.49.240/255.255.255.0, gtw 1.100.49.1

Thu Aug 4 14:29:32 2005 [ERROR] dhcpd.c 78: dhcp server: binding to 0.0.0.0

Thu Aug 4 14:29:32 2005 [ERROR] rrmgroup.c 733: Airewave Director: 802.1la switch group
reset

Thu Aug 4 14:29:32 2005 [ERROR] rrmgroup.c 733: Airewave Director: 802.1lbg sw

itch group reset

Thu Aug 4 14:29:22 2005 [ERROR] sim.c 2841: Unable to get link state for primary port
0 of interface ap-manager

Thu Aug 4 14:29:22 2005 [ERROR] dtl 12 dotlg.c 767: Unable to get USP

Thu Aug 4 14:29:22 2005 Previous message occurred 2 times

Thu Aug 4 14:29:14 2005 [CRITICAL] osapi_sem.c 794: Error! osapiMutexTake called with
NULL pointer: osapi bsntime.c:927

Thu Aug 4 14:29:14 2005 [CRITICAL] osapi_sem.c 794: Error! osapiMutexTake called with
NULL pointer: osapi bsntime.c:919

Thu Aug 4 14:29:14 2005 [CRITICAL] hwutils.c 1861l: Security Module not found

Thu Aug 4 14:29:13 2005 [CRITICAL] bootos.c 791: Starting code...

. show T2 K :j~q
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show nac statistics

show nac statistics .

Cisco Wireless LAN Controller DFEfi7e %y hU—27 778 A2 a2 bra—/L (NAC) HHEFE
T3 5I21%. show nac statistics =~ > RE2HEHA L £,

show nac statistics

BT DIREA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,
ATYR T4 BL
av Y FRERE )1)—= EEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

WIZ, Xy MU= T 78R ary be—ABREOHEMRREHERE R T D012~ L

i'ﬁﬂo

(Cisco Controller) > show nac statistics

ST a7 1 L 1D 1
ST a7 e L ol S
XXX . XXX . XXX .XXX

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

TegUESES SeME . i ittt ittt e e e e e e e e e e e e e e e e e e e 0
retransSmMisSsSionS. vttt ittt i i et i et e et e e 0
reqUEStES TeCEIVEA . ¢ ittt ittt et e e e e e e e e e e e e e e 0
malformed requests received. ... ..ottt 0
bad auth requests received....... ...ttt 0
PeNAing FeOUES TS .t v it it it et e e e e e e e e e e e et e e e e e e et e 0
timed oUL requesStS. ...ttt ittt it e e e 0
misc dropped request received....... ..., 0
TeqUESES SeME . ittt ittt e e e e e e e e e e e e e e e e e e e 0

show nac summary

config guest-lan nac

config wlan nac

debug nac

show T2k :j~q II



. show nac summary

showaIv> F:j~q |

show nac summary

Cisco Wireless LAN Controller ® NAC ZA [ # A2 &~ 7 5 121X, show nac summary =~ > K%
HHLET,

sh0“/nacsunnnary

XD IR FIZFBIEERITZF—Y—NIdb v A,
ARVRFIHLE L
2wy REE yy—2 RENE
7.6 Zoa<wr R, VU —RT76LEIOY Y —2A
TEAINE L,
WIZ, Xy NI—=2 T8 Aay ha—/LiREDEMEREYFrT 502~ LET,
(Cisco Controller) > show nac summary
NAC ACL NaAmME vttt ittt ettt eoeeneeeeeeeeeneeneeeaseoeeeeeeens
Index Server Address Port State
1 XXX . XXX . XXX . XXX 13336 Enabled
BEa<T YR show nac statistics

config guest-lan nac
config wlan nac

debug nac

show T2 K :j~q
88
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show network .

show network

$_TD WLAN D 8023 7'V v POBED AT — X A% FK T 5121, show network =~
RZMFHLET,

show network

e QO ZOawy FIESIBEELITF—V—RNEH Y A,

aATVRFIHLE AL

avy FERE J1y—=x ETEAR
8.3 Zoavwry RREAINE L,

WIZ, v bU =27 OFMERTT 02" L ET,

(Cisco Controller) > show network

BEa<v >k config network

show network summary
show network multicast mgid detail

show network multicast mgid summary

show T2k :j~q .



. show network summary

show network summary

showaIv> F:j~q |

Cisco Wireless LAN Controller D% > kU — 27 #{ & %~ 9 5I21%, show network summary =

<~ RFEFEHALET,

show network summary

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,

aATVRFIHLE AL

avy FERE J1y—=x ETEAR
8.3 Zoavwry RPREAINE L,

wIZ, ERREERTT DPERmLET,

(Cisco Controller) >show network summary

RFE-Network Name........viiiiiiiiiinneeennns RF

Web Mode. .o v ittt i ittt i i e Disable
Secure Web Mode. ... ittt Enable
Secure Web Mode Cipher-Option High.......... Disable
Secure Web Mode Cipher-Option SSLv2......... Disable
Secure Web Mode RC4 Cipher Preference....... Disable
(L Disabled
OCSP responder URL. ...ttt eeeeeeeeeennnnnns

Secure Shell (ssh)......... i Enable
Telnet . vttt ittt i ittt ittt i Enable
Ethernet Multicast Mode..........cvvin.. Disable Mode:
Ethernet Broadcast Mode...........ooovvinn.. Disable
Ethernet Multicast Forwarding............... Disable
Ethernet Broadcast Forwarding............... Disable

AP Multicast/Broadcast Mode.........veuuenn. Unicast
IGMP SNOOPING .ttt vt ettt ettt et e eeeeeeneennns Disabled
IGMP LimMEOUL . v vttt ittt ittt it it ein e 60 seconds
IGMP Query Interval.......ooueeiiiinneeennnnns 20 seconds
MLD SNOOPING . 4t vttt ettt ettt eeeeeeeenaneenns Disabled
MLD timeouUt ... vi vttt ittt ittt iie s 60 seconds
MLD query interval.........ooieteennnneennnn 20 seconds
User Idle TimeoUL. ..o vi it i it inennennns 300 seconds
AP Join Priority....eeeee i ieneneeennnn Disable
ARP Idle TimeOUL ...t viiii i ininnenneenennn 300 seconds
ARP Unicast Mode......oiiiiiiiininninennenns Disabled
Cisco AP Default Master..........coeevuuvnenn Disable
Mgmt Via Wireless Interface................. Disable
Mgmt Via Dynamic Interface.................. Disable
Bridge MAC filter Config.................... Enable
Bridge Security Mode.......uouiiiiiinennnnns EAP

Over The Air Provisioning of AP's........... Enable
Apple TalKk ittt ittt it e e Disable
Mesh Full Sector DES......iiiiiiiiinnneeenns Enable

AP Fallback ..ttt i i Disable
Web Auth CMCC SUPPOTL v iviiii it ieeeeennnnns Disabled
Web Auth Redirect Ports ..........c.ocvuenvn.. 80

Web Auth Proxy Redirect ................... Disable
Web Auth Captive-Bypass @ ...iiiiieeeennnnns Disable

II show T2 K :j~q

Ucast
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Web Auth Secure Web ........... .. .. Enable
Fast SSID Change ...ttt nnennennennenns Disabled
AP Discovery = NAT IP Only ....oeiuiininennenn. Enabled
IP/MAC Addr Binding Check ............co.... Enabled
CCX-lite status ...ttt Disable
0oeap-600 dual-rlan-ports ........ceiiiuiuee.. Disable
oeap-600 local-network ........iuieiiiininnnnn Enable
MDNS SNOOPING . ¢ttt ittt ittt ettt eeeeeeennn Disabled
mDNS Query Interval........oiuiiiiiinneennnn 15 minutes
Web Color Theme...... .ot Red

Web Color Theme.......oiiiiiiiiiiiiinnenns Default
CAPWAP Prefer Mode........ouiiiiiiiiiinnennnn Ipv4

show network summary .

show T2k :j~q .
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. show netuser

show netuser

n—h) 2= F—H = ZANOKFEDL—F DR TEEFRT HIZ1L, show netuser 2~
RZ2fEHALET,

show netuser {detail user name | guest-roles | summary}

BX DA detail FEDORy U —27 a—HFOFEMERE &K=
Lij‘o
user_name Ty NU— 27 a—3,
guest_roles TA N a—YOREFH-E— VTR LET,
summary B—J b 2= F—=ZX=ZNDOFTXTD
A=Y OENEFRLET,

ARy RFIANLE AL

avy FERE Jy— ZEHAR

R

7.6 Zoa<wry NI, VY —RT76LEIOY UV —ATHAINE LT,
avy FERE J1)—=x EENE

8.3 ZOavwy RpREAINE LT,

WIZ, show netuser summary =~ > RO HBZ R L ET,

(Cisco Controller) > show netuser summary
Maximum logins allowed for a given username ........ Unlimited

KIZ. show netuser detail =~ > FOH B AR L F 9,

(Cisco Controller) > show netuser detail johnlO

USEINAIME t « v v ottt e vttt e enneeeeennseeeenneeeeennnees abc

L e N Any

I O I 1T Permanent

DesSCription. v n ettt e e e e e e test user
BEavy K config netuser add

config netuser delete
config netuser description

config netuser guest-role apply

. show T2 K :j~q
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show netuser .

config netuser wlan-id

config netuser guest-roles

show AT F:j~q .



. show netuser guest-roles

show netuser guest-roles

showaIv> F:j~q |

HITE D Quality of Service (QoS) 7 —/L & ZiH DHFFIKIE/NT A —2 DY A N & FRT HITIL,

show netuser guest-roles =~ > &2 H L £,

show netuser guest-roles

B ZOawy FIESIBEELITF—V—RNEH Y A,

'_E_Iu“:I

=340

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

WIZ, TANDRy U —2 2—HD QoS »— V&R T HPlzRLET,

(Cisco Controller) > show netuser guest-roles

Role Name. ..o v it ii i i it iiiiiieineenenn Contractor
Average Data Rate........ccvvviinn.. 10

Burst Data Rate........... . ...t 10

Average Realtime Rate.............. 100

Burst Realtime Rate................ 100
Role Name. ..o v ittt i ittt iiieineenenn Vendor
Average Data Rate.................. unconfigured
Burst Data Rate........... . ...t unconfigured
Average Realtime Rate.............. unconfigured
Burst Realtime Rate................ unconfigured

BEa<y R config netuser add

config netuser delete

config netuser description
config netuser guest-role apply
config netuser wlan-id

show netuser guest-roles

show netuser

II show T2 K :j~q
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show network multicast mgid detail .

show network multicast mgid detail

HEDO~YLF Xy AN ZL—7ID (MGID) O~/LFF¥ A KN ZA—F TGS 4 T
DY TAT v hEFERTDHIZIL, show network multicast mgid detail =~ > F&2H L £,

show network multicast mgid detail mgid value

B DEREA

AR R FI4ILE

mgid_value 550 ~ 4095 DOHIFHN DEL,

2L,
WIZ, = VT XX AN T —F =AM ERRT D02 R LET,

> show network multicast mgid detail

e e I 550
Multicast Group Address ............ 239.255.255.250
0 o 0
Rx Packet Count .........ciiieeennn. 807399588
No of clients ....iiiiiiiinneennnn 1
Client List ..t iiiiieinnnnn.
Client MAC Expire TIme (mm:ss)

00:13:02:23:82:ad 0:20

show network summary
show network multicast mgid detail

show network

show T2k :j~q .
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. show network multicast mgid summary

show network multicast mgid summary

FTRTCOTATF XY A IN—TL3ETHv 1T Fr 2 ZL—71D (MGID) % #EKRT
%1Z1%. show network multicast mgid summary =~ > RZ{HH L F9,

show network multicast mgid summary

B ZOawy FIESIBEELITF—V—RNEH Y A,

’.E-IDII:I

=340

aATVRFIHLE AL

WIZ, ~VFFXY AL T—TLZN50MGID OENE2FRT DHH02RLET,

> show network multicast mgid summary
Layer2 MGID Mapping:

InterfaceName vlanId MGID
management 0 0

test 0 9

wired 20 8

Layer3 MGID Mapping:

Number of Layer3 MGIDS .......vvueunennn 1
Group address Vlan MGID
239.255.255.250 0 550
BgEavy K show network summary

show network multicast mgid detail

show network

. show T2 K :j~q
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show network summary

Xy hU—=7 ar7 4 Xab—va VREEZFRRT DT, show network summary =~ > N

ML ET,

show network summary

show network summary .

XD Zoa<y NIIBIEEIIF—U—Rizdb v T8 A,
ARVRFIFAL RL
av v RERE )1)—Xx EEHRAR
7.6 ZoawrRE, VYV—RAT6LHIOY UV —ATHAINE LT,
8.0 Zoavwy Rix, Ry hU—2 H< U —TIPv6 v /LT F v A KDL %
FTRTHEIICEFENE L,
avy FER Jy—= EERNE
8.3 Ioavwy RPREAINE LT,

&IZ. show ipv6 summary 2~ > ROHSHIZ2R L ET,

(Cisco Controller) >show network summary

RE-Network Name. ...ttt enenneeenennns johnny
Web Mode. .« v ittt ittt ittt it it iennns Enable
Secure Web Mode. ... ittt Enable
Secure Web Mode Cipher-Option High.......... Disable
Secure Web Mode Cipher-Option SSLv2......... Disable
Secure Web Mode RC4 Cipher Preference....... Disable
(0L Disabled
OCSP responder URL. ...ttt eeeeeeeeeeennnnnns

Secure Shell (ssh)........iiiiiiiiiiiiin Enable
S L Enable
Ethernet Multicast Forwarding............... Enable
Ethernet Broadcast Forwarding............... Enable
IPv4 AP Multicast/Broadcast Mode............ Multicast
IPv6 AP Multicast/Broadcast Mode............ Multicast
IGMP SNOOPING .ttt vttt ettt et ettt eeeeeeennns Enabled

IGMP TimeOoUL . vttt ettt et ettt eeeenen 60 seconds
IGMP Query Interval...... ..ot nnnnns 20 seconds
MLD SNOOPING .ttt it ittt ettt e ee et eeeeeenennns Enabled

MLD timeout. ...ttt it ittt ettt ieeenennns 60 seconds
MLD query interval....... ..ot ennnnn. 20 seconds
User Idle TimeoUt ...t iiin ettt eneeeennnnns
ARP Tdle TimeOUL .ttt v v ve it eeneeeeeneneeeenns

Cisco AP Default Master............covuiuvuo.n Disable
AP Join Priority.....eee ittt Disable
Mgmt Via Wireless Interface................. Enable
Mgmt Via Dynamic Interface.................. Enable
Bridge MAC filter Config..........ocviiinn.. Enable
Bridge Security Mode...... ..ot nnnnnn. EAP

Mesh Full Sector DES.......otiiiiiinnneenns Enable

300 seconds
300 seconds

239.9.9.9
ffle::6:9

Address
Address

show T2k :j~q II



. show network summary

AP Fallback ...ttt Enable
Web Auth CMCC SUPPOTXL v v tv ittt tnteeeenennnn Disabled
Web Auth Redirect Ports ..............o.u... 80

Web Auth Proxy Redirect ................... Disable
Web Auth Captive-Bypass  ....eiiininiennenn.. Disable
Web Auth Secure Web ........... .. .. Enable
Fast SSID Change .. iiitinennennennennenns Disabled
AP Discovery = NAT IP Only ....oeiiininennenn. Enabled
IP/MAC Addr Binding Check ............co.n. Enabled
Link Local Bridging Status ................. Disabled
CCX-lite status ...t Disable
0oeap-600 dual-rlan-ports .........ceiiiuiuee.. Disable
oeap-600 local-network ........iiiiiiinineenn Enable
oeap-600 Split Tunneling (Printers)......... Disable
WebPortal Online Client .................... 0
WebPortal NTF_LOGOUT Client ................ 0

MDNS SNOOPING . v vt vttt ettt et ettt eeeeeennn Disabled
mDNS Query Interval........oiuiiiiiinneennnn 15 minutes
Web Color Theme........oiiiiiiiiiiiiniinnenns Default
L3 Prefer Mode........... ... IPv4

. show T2 K :j~q

showaIv> F:j~q |
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show nmsp notify-interval summary .

show nmsp notify-interval summary

Network Mobility Services Protocol (NMSP) #&RKDFRE & #9521, show nmsp notify-interval
summary 2~ > R&2HHLET,

show nmsp notify-interval summary

QO L Zoawy RZFBIEELEF—UY—REH D A,

aATVRFIHLE AL

avy FERE J1)y—=x EENE
8.3 ZOavwy RpREAINE LT,

KIZ, NMSP REFMERRT 02 R LET,

> show nmsp notify-interval summary
NMSP Notification Interval Summary

Client

Measurement interval: 2 sec
RFID

Measurement interval: 8 sec
Rogue AP

Measurement interval: 2 sec
Rogue Client

Measurement interval: 2 sec

BEavy K clear locp statistics

clear nmsp statistics
config nmsp notify-interval measurement
show nmsp statistics

show nmsp status

show T2k :j~q .
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. show nmsp status

show nmsp status

T 7T 4 772 NMSP 85t A 7 — X A% FoR” 9 5HI21%. show nmsp status =~ > K& L %
R

show nmsp status

ZOawy NIZFBIEELEFEF— TV —FEH D H A,

ATYR T4 BL

avy FERE 1)1y —= LEEHNE
8.3 ZOavry RPEASNELE,

WIS, T 27T 4 772 nmsp e AT —FZ ZADFl R LET,

(Cisco Controller) >show nmsp status

. show T2 K :j~q
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show nmsp statistics .

show nmsp statistics

Fy hU—=7FE VT4 —ERX T has (NMSP) #7 & %K RT HIZIEL, shownmsp
statistics =2~ F&fEH L ¥,

show nmsp statistics {summary | connection all}

BX DA summary — e NMSP B o v X FoR LET,
connection all TRCOEEGI T T o X R R LUET,

aATVRFIHLE AL

avy FER Jiy—=x TEAR
8.3 Zoavry RREAINE L,

WIZ . —HRHI72 NMSP 1 7 o 2 OB 2 RRrT H6 %2R LET,

> show nmsp statistics summary
Send RSSI with no entry:

Send too big msg:

Failed SSL write:

Partial SSL write:

SSL write attempts to want write:
Transmit Q full:0

Max Measure Notify Msg:

Max Info Notify Msg:

Max Tx Q Size:

Max Rx Size:

Max Info Notify Q Size:

Max Client Info Notify Delay:

Max Rogue AP Info Notify Delay:
Max Rogue Client Info Notify Delay:
Max Client Measure Notify Delay:
Max Tag Measure Notify Delay:

Max Rogue AP Measure Notify Delay:
Max Rogue Client Measure Notify Delay:
Max Client Stats Notify Delay:

Max Tag Stats Notify Delay:

RFID Measurement Periodic

RFID Measurement Immediate
Reconnect Before Conn Timeout:

o O O o

OO OO OO OO0 OoOOoOrNOO

RIZ, T RTOHEHEHI NMSP 0 o Z 2 Fomd D0~ L ET,

> show nmsp statistics connection all
NMSP Connection Counters

Connection 1

Connection status: UP

Freed Connection: 0
Nmsp Subscr Req: 0 NMSP Subscr Resp: 0
Info Req: 1 Info Resp: 1

show T2k :j~q .



. show nmsp statistics

Measure Req:
Stats Req:
Info Notify:

Loc

Capability:

Location Req:

Loc
Loc
Loc
IDS
IDS
IDS

BEavy K show nmsp notify-interval summary

clear nmsp statistics

Subscr Req:
Notif:
Unsubscr Req:
Get Req:
Notif:

Set Req:

OO OO OoOoOocoNMDOoONdDN

Measure Resp:
Stats Resp:
Measure Notify:

Location Rsp:
Loc Subscr Rsp:

Loc Unsubscr Rsp:

IDS Get Resp:

IDS Set Resp:

config nmsp notify-interval measurement

show nmsp status

. show T2 K :j~q

showaIv> F:j~q |
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show nmsp subscription .

show nmsp subscription

A hm—J ETT I T 4TI oTWARy RU—2 EE T 4 —ER 7' haji
(NMSP) $—tE A%FE/RT 5HIZ1L, show nmsp subscription =~ > &2 H L £,

show nmsp subscription {summary | detail ip-addr}

EX DA summary 2y hE—IRY TR TATENTNDT
NTOHONMSP y—E 2 2R R LET,

detail ay ha—INB\ YT RIS A TENTNAET
~NTONMSP —E2ROFEEMEFRR LET,

ip-addr HEDIPVA £ 121X IPV6 7 RLATH T 27 5
A T EINTWVWAD NMSP —E R ZDOWNWT DI
FEMEETRLET,

aATYRFI4LE AL

av Yy FERE Jjyy—= TEAR

7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHEAINE LT,

8.0 Zoa<wy RiE, IPvd L IPV6 Ol FOT KL A ZHR—FLET,
avy FERE Jiy—=x EEAR

8.3 Zoawy RPREAINE LT,

WIZ, 2 ha =9 N T AT T4 TENTNDHTXTONMSP — B RDEK) & F
Y BBl LET,

> show nmsp subscription summary
Mobility Services Subscribed:
Server IP Services

WIZ., T_TO NMSP #—E RO A F LT H6 %27 LET,

> show nmsp subscription detail 10.10.10.31
Mobility Services Subscribed by 10.10.10.31

Services Sub-services

RSSI Mobile Station, Tags,
Info Mobile Station,
Statistics Mobile Station, Tags,

show T2k :j~q .
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. show nmsp subscription

> show nmsp subscription detail 2001:9:6:40::623
Mobility Services Subscribed by 2001:9:6:40::623

Services Sub-services

RSSI Mobile Station, Tags,
Info Mobile Station,
Statistics Mobile Station, Tags,

. show T2 K :j~q
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show nmsp subscription summary .

show nmsp subscription summary

Mobility Services Engine (Z L > Ta hr—J 2RI NTELE Y T 4 —ERAZRRTHIT
. show nmsp subscription summary =~ > R&fH L £,

show nmsp subscription summary

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

aATVRFIHLE AL

avy FERE 1)1y —= LEEHNE
8.3 ZOavry RPEASNELE,

WIZ, arbe—=FZREINEEEY T 4 P—ERDOHZRLET,

(Cisco Controller) >show nmsp subscription summary

show T2k :j~q .
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. show nmsp subscription group

show nmsp subscription group

Network Mobility Services Protocol (NMSP) 7/ —7 D% T A7 U 7o a ViEMlERRT 5
IZ. show nmsp subscription group =~ > RZ{#HH L 9,

show nmsp subscription group {summary | detail {services | ap-list } {cmx-ipaddr
cmx-subscribed-grp-name} }

BX DA summary TRTO CMX ki D I N—TF F T 27 )7
varewl—RRLET,
detail CMXEEIZ L » TRER SN T= 7 v — 7 DFERM
ERARLET,
services CMX¥EEREIZ L > T N— 2B SN —
ERAZFRLET,
ap-list CMX HEtlZ L > T N— 2Rk S L7z AP
MAC U A M EFRRLET,
cmx-ipaddr CMX D IP 7 KL A
cmx-subscribed-grp-name CMX Bex: 7 — T4
avy FERE 1)1)—=x EERNE
8.7 Zoavwr RBREAINE L,

WIZ, TRTOCMX BRI N—TF BT 27 ) Far <) —2FrT 56 %27
L/iﬁ‘o

> show nmsp subscription group summary
NMSP connection ip......oeiueiiinninninneenens. 209.165.200.235

Groups subscribed by this CMX server:

No groups subscribed by this CMX server

NMSP connection ip......oeiuiiiininninnennnns. 209.165.200.235

Groups subscribed by this CMX server:

CMX 209.165.200.235

NMSP connection ip......oeiuiiinninninnennnns. 209.165.200.235

Groups subscribed by this CMX server:

CMX 209.165.200.235

. show T2 K :j~q
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show ntp-keys .

show ntp-keys

Fy NU—7 Z AL Tm halgBREx —OMA RS HITIE, show ntp-keys 2~ > R4 ff
HALET,

show ntp-keys

BT DIREA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,
ATYR T4 BL
avy FEE J1)y—2 EEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
av Y FRERE )1)y—2=2 EEAR
8.3 Ioavwy RPREAINE LT,

WIZ, NTP ZBREF— Dt 2 R T 502~ LET,

(Cisco Controller) > show ntp-keys
Ntp Authentication Key Details
Key Index

config time ntp

show T2k :j~q .
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. show ntp-keys

show ntp-keys

Ry FU—=2 ZA LT 0 b a)VGBRER— O A T 21213, show ntp-keys 2~ > Rzl
ALET,

show ntp-keys

R SOy NCRBIKELEF—T — FiEbH 0 HA,

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

av Y FRERE J1)y—2 EERNE
8.3 Toavwy RPREAINE LT,

KIZ, NTPZBREF —DFEM 2 KR T 202~ L £,

(Cisco Controller) > show ntp-keys
Ntp Authentication Key Details...........ooven..

Key Index
1
3
REEaw R config time ntp

. show T2 K :j~q
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show opendns summary

show opendns summary .

OpenDNS 2 E D FERME #2779 5121, show opendns summary =~ > K& L £,

show opendns summary

BX DA

Zoa<y FIF—U— FELITEIEETH Y A,

ARVRFILLE L

avy FER Jy— ZEHEAR
R
8.4 Doy RREAINE LT,
51

RIZ. OpenDNS RE L FK T HHl %R LET,

(Cisco Controller) > show opendns summary

OpenDnsGlobalStatusS. oo ettt ittt ittt iiieeeeen Enabled
OpenDNsS—ApPiToKeN . o vttt ettt et ettt 12
Profile-Name Device ID State
guestl 010a8501693bfl62 Profile Registered

Profiles Mapped to WLANIDs

Profile Name

Profiles Mapped to APGroup WLAN-IDs

Profile Name
guestl NONE

Profiles Mapped to Local Policies

--More-- or (g)uit

Profile Name Local Policies

guestl NONE

WLAN IDs (Mapped)

Site Name / WLAN IDs (Mapped)

(Mapped)

show T2k :j~q II



. show pmk-cache

show pmk-cache

showaIv> F:j~q |

RT7UARX v AL —F— (PMK) Fv v =DFREERTHIZIL, show pmk-cache =~

REfHLET,

show pmk-cache {all | MAC}

X NN all

HwmERRLET,

MAC

PMK &% v ¥ oD —x 2 N IZBET 51
W,

ARV RFIALE L

avy FER Jjy—= EERNE

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,
avy RER Jy)y—= EERNE

8.3 oavwy RPREAINE LT,

WIZ, PMK ¥ % v ¥ aOBE—~OxT sV IZETAEREERT D0 2RLET,

(Cisco Controller)

>show pmk-cache xXx:XX:XX:XX:XX:!XX

W, PMK ¥ % v 2a®3_RTCOT b UIZEHTAEREERT D02 R LET,

(Cisco Controller)

PMK Cache

Station

II show T2 K :j~q

>show pmk-cache all

Entry
Lifetime VLAN Override IP Override
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show pmipv6 domain .

show pmipv6 domain

PMIPv6 R A A > O~V —IF#REERRT HIZIL, show pmipv6 domain =~ > REEH L &
R

show pmipvé domain domain_name profile profile name

¥ XA domain_name PMIPV6 R A A D4R, FAA L AITHRK 127 X
FOEF T, RLFL/NFEXILET,
profile PMIPv6 7' 7 7 A V& FEE L £ T,
profile name PMIPV6 R A A AZEESHT N7 07 7 A V4,
77 7 A NVAITERKR 12T CFOFEHF T, KT
NI ERLET,
avy RERE J1)—=x EEANE
7.6 Zoawy RiE, VI —=RT6URIO Y U —2A

THAShE L,

WIZ, PMIPV6 RAA DY~ —{EREFRTIHIHE2RLET,

(Cisco Controller) >show pmipvé domain floorl profile profilel
NAI: @example.com

APN: Example

LMA: Examplelma

NAI: *

APN: ciscoapn
LMA: ciscolma

show T2k :j~q .



. show pmipv6 mag bindings

show pmipvb mag bindings

showaIv> F:j~q |

Mobile Access Gateway (MAG) D31 T ¢ o JIE#R A FR$ 521X, show pmipv6 mag

binding =~ > N&fEH L £7,

show pmipv6 mag bindings [lma /ma name | nainai string]

X DERA Ima

(f£&) Local Mobility Anchor (LMA) (2%} %
MAG DA T 4 7 DFFIER T LET,

Ima_name

LMA D4R, LMA 413K 127 SXFORETF
T, RXFL/NLFEXRLET,

nai

UEE) 79472 MTHT 5 MAG DA
T AT O EFRR LET,

nai_string

I7I7A T DOy NU—2 T 7 EAID
(NAD) ., NALIZHRK 127 LFOFEH T T, KX
FENXTFERBLET, anrEZRTITO
FER SRR TE £,

avy FERE 1)1)—=

EEAR

7.6

Zoa<wy R, VI —RT76LHEIOY Y —=
TEAINE L,

I, MAG A v F 4 o T aFrmd DR UET,

(Cisco Controller) >show pmipv6é mag binding

[Binding] [MN]: Domain: D1, Nai:

[Binding] [MN]: State:

[Binding] [MN]: Interface:

MN1l@cisco.com

Management

[Binding] [MN]: Hoa: OxEOEOEO2, att: 3, 1lid: aabb.cc00.c800

[Binding] [MN] [LMA]: Id: LMAl
[Binding] [MN] [LMA]: lifetime:

[Binding] [MN] [GREKEY] :

. show T2 K :j~q

3600

102, Downstream: 1
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show pmipvé mag globals

Mobile Access Gateway (MAG) @ PMIPv6 7 12—/ N)L /XF X —X4 % FKx§ 5121, show pmipv6
mag globals =~ R&MHHALET,

B DEREA

show pmipv6 mag globals

Zoawy FIZFGIEELITF—U—FNIH Y A,

show pmipv6 mag globals .

avy FERE

)1)—=R EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDYU U—R

THAShE L,

WIZ. MAG @ PMIPv6 72— 3L R5 A —Z R FRopRxkT A0 %7 LET,

(Cisco Controller)

Domain : D1

MAG Identifier

: M1

MAG Interface
Max Bindings
Registration Lifetime
BRI Init-delay time

BRI Max-delay time

BRI Max retries
Refresh time

Refresh RetxInit time
Refresh RetxMax time
Timestamp option
Validity Window

Peer#l:

Peer#2:

Peer#3:

LMA Name:

LMA Name:

LMA Name:

AN-LMA-5K

AN-LMA

AN-LMA

>show pmipv6é mag globals

: Managem

10000

: 3600 (s

1000 (m

: 2000 (m

1

: 300 (se

1000 (m

LMA IP:

LMA IP:

LMA IP:

ent

ec)
sec)
sec)

c)
sec)

: 32000 (msec)
: Enabled
)

209.165.201.10

209.165.201.4

209.165.201.4

show T2k :j~q .



. show pmipv6 mag stats

showaIv> F:j~q |

show pmipvb mag stats

Mobile Access Gateway (MAG) D#tEHEHZ &K "7 221X, show pmipv6 mag stats 2~ >

ML ET,

show pmipvé mag stats [domain domain_name peer Ima_name]

EX DA domain

(fE&E) R A A > ® Local Mobility Anchor (LMA) ¢ MAG
EHE A R L ET,

domain_name

PMIPv6 KA A D&HT, KA A TR K 127 LFDHE
¥FT, RUFENLFEXBLET,

peer (f£E) LMA @ MAG #etHEma R s L E9,
Ima_name LMA D4R, LMA £ 135K 127 LFOERF T, KX
FLINLFEEBILET,
av Y FRERE J1)y—= EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

FEREOHA KS4 Ly KORIC, LMA EHEROBI 2= L ET,

& 4: LMA SERHFHRO BB

LMA #i5H1E R

Bl

PBU Sent

MAG 7% LMA |Z2%{5 9 % Proxy Binding Updates (PBU) D#a#4,

PBUIE, MAGIZ XL > TENA L/ — FOLMAIZEFESNDHERA v & —
VTT, TOAYE—VIZKY, ANV ) —RDA L H—T A ALHL
TEDOKSTT R A (Proxy-CoA) I T/SA T 4 VT BHESLEIVET,

PBA Received

LMA 75 MAG 7235159 % Proxy Binding Acknowledgements (PBA) D&
i&o

PBA |3, MAG 7»H%(5 L72 PBU * v — Ik LT, LMA 72545 &
NDIEEA v =TT,

PBRI Sent

<

MAG 7% LMA (23559 % Proxy Binding Revocation Indications (PBRI) #&a
.,

PBRI Received

MAG 7% LMA 753183 % PBRI D#4%,

PBRA Sent

MAG 7’ LMA (23157 % Proxy Binding Revocation Acknowledgements
(PBRA) DI,

. show T2 K :j~q




| show T2 R :j~q

show pmipv6 mag stats .

LMA #f5t1EsR | EiBA

PBRA Received | MAG 73 LMA 7> 5527 % PBRA DOfH,

Number of Handoff | MAG & LMA D N> R4 7 O¥K,

WIZ, LMA G MOFRTIEOI 2R L E£T,

Cisco Controller) >show pmipvé mag stats
01

1]: Total Bindings
]: PBU Sent

]: PBA Rcvd

]: PBRI Sent

]: PBRI Rcvd

]: PBRA Sent

]1: PBRA Rcvd

]: No Of handoff

O O O O O I

show T2k :j~q .



. show pmipv6 profile summary

showaIv> F:j~q |

show pmipvé profile summary

PMIPv6 7' 12 7 7 A VDY~ U —% K RT HIZIE, show pmipvé profile summary =~ > K%
FHLET,

show pmipvé6 profile summary

XD IR FIZFBIEERITZF—Y—NIdb v A,

ATYR T4 BL

I RER )= ZEAR
7.6

Zoa<wy Rk, VYU —RT6LEIDY U —2A
TEAINE L,

WIZ, PMIPV6 77 7 A VDY~ —5F£RT HH2RLET,

(Cisco Controller) >show pmipvé profile summary
Profile Name WLAN IDS (Mapped)

. show T2 K :j~q



| showawok:j~q
show policy .

show policy

RESNTWERY —DFK & | RY > —OFE I L OWGEHEHR A R 7T 5121, showpolicy
av s REEHLET,

show policy {summary | policy-name [statistics] }

X NN summary  FHEINTWAERY —DENEFRLET,

policy-name 7R L — D4 i,

statisties  ({LF) KU o —0fEHERE RS LET

ATV RFI+LE AL

avy FEREE Jy— ZEHEAR
2
7.5 Zhavry RREAINE LT,

&IZ. show policy summary =~ > RO B 2R L ET,
(Cisco Controller) > show policy summary

Number of Policies..........iiiiiiiiiiiiin.. 2
Policy Index Policy Name

1 student-FullAccess
2 teacher-FullAccess

wIZ, RY =0z RTT o012 RLET,

(Cisco Controller) > show policy student-FullAccess

POLliCY TNAEX . e vt ettt oeeeeseeeeeesenesessannessssas 1

= w2 o = T <none>
MatLCh EaD Tyt e vttt ittt e eeeeeeeeeeenesennnenens EAP-TLS
A C L e i it e e e e e e e e e e e et et e e et e <none>
L0 L <none>
Average Data Rate. ...ttt ittt eennnennns 0
Average Real Time Rate. ...ttt iennnnnnns 0
Burst Data Rate. ...ttt ittt eenenenennns 0
Burst Real Time Rate. ...ttt ieneennennns 0

A = o T @ 155
SeSSion TimMEOUL . vttt ittt ittt ettt eeennnessns 1800
Sleeping client timeouUut.....coi ittt innnnenns 12

Active Hours

show T2k :j~q II



showaIv> F:j~q |
. show policy

Start Time End Time Day

Android

wIZ, RY —OREHERER ST L0 2Rm L ET,

(Cisco Controller) > show policy student-FullAccess statistics

POLliCY TNAEX . e vttt ittt et teeeeeeeneeeeeaneeeneas student-FullAccess
Matching Attributes NONe.....oi ittt ieeeeennnnns 619
No Policy MatCh. ...ttt ittt e ieeeeeeenns 224
Device Type MatcCh. ..ottt ittt et tieeeeanns 0
EAP Type MatCh. .ot ittt ittt et iee e teeeeeeennas 0
Role Type MatCh. .ottt ittt it ettt e eeeeeeennns 0
Client Disconnected....... . iiiiiiiinnnnnnnnnn. 4
ACl APPlied. i vi it ittt ittt e et e e e e 0
Vian changed. . ...ttt ittt ittt iieeeennneeeeas 614
Session Timeout Applied.......iiiiiiii i iinnnenenn 4
QO0S AppPlied. . it i ittt it iee ettt 0
Avg Data Rate Applied......uii ittt eeeeenneennnn 0
Avg Real Time Rate Applied.......ciiiiiiinnneenn. 0
Burst Data Rate Applied........uiiiiiiiineneennnn 0
Burst Real Time Rate Applied.......iiiiiieneennnn. 0
Sleeping-Client-Timeout Applied.......iieieee... 0

. show T2 K :j~q



| showawok:j~q
show port .

show port
Cisco Wireless LAN Controller DA — hE&E Z EBIC £ 72137 71— VICERRT 5121, show
port 2~ RAEMHLET,
show port {port-number | summary | detailed-info | sfp-info | vlan}

X DA port-number WA B —T =2 A ADKR— b EF T,
summary TRTOR—FOY <) —2FRLET,
detailed-info e AN — MER R LET,
sfp-info SFP M &R R LE T,

GE)  ZoBRelX. Cisco 5520 35 L U* 8540
WLC IZOZ M S ET,
vlan VLAN R—F 7= VD%~V —%&FR L E
R

avr FERE )1y—2 FERNE

7.6 Zoa~vy X, VU —A76LEIOY Y —2R
THAShE L,
8.8 sfp-info /X7 A —Z P BEMS L E LT,

av Y FERE )1)—= EERAR

8.3 Zoavwry RREASE LK,

Wz, BT A YL ALAN = b —F R— MIBT A 1EREEZRTDHHEZRL

ij‘o
(Cisco Controller) > show port 1

STP Admin Physical Physical Link Link Mcast
Pr Type Stat Mode Mode Status Status Trap Appliance POE
1 ©Normal Disa Enable Auto 1000
Full Down Enable Enable N/A

show T2k :j~q II



. show port

\)

showaIv> F:j~q |

GE)

—HE DO WLAN = b o — Tli&, ~/VFF v A MEHEF 72 1% Power over Ethernet (PoE)
BEEEDN VAR — R STV RWT28, 2 DERRITFR RSN ER A,

KIZ, TRTOR— bOEREFRT D0 2R LET,

(Cisco Controller) > show port summary

STP Admin Physical Physical Link Link Mcast

Pr Type Stat Mode Mode Status Status Trap Appliance POE
SFPType

1 Normal Forw Enable Auto 1000

Full Up Enable Enable N/A NotPresent

2 Normal Disa Enable Auto 1000

Full Down Enable Enable N/A NotPresent

3 Normal Disa Enable Auto 1000

Full Down Enable Enable N/A NotPresent

4 Normal Disa Enable Auto 1000

Full Down Enable Enable N/A NotPresent

G¥)

—EDWLAN 2> hE—F %, R— "B 1OLNEREINBNIERHY ETRN, £+
UIR— I 1 DL n-H T,

RIZ, SFP E#z F£RmT o682~ L £,

(Cisco Controller) > show port sfp-info
(Cisco Controller) > FPO

Port SFP Vendor Transceiver Type OUI PartNumber Rev
SerialNumber DateCode Auth
1 CISCO-AVAGO (0x08)1000BaseTX AXXX-XXXXX
A XXX XXXXXXX XXXXXX ok
2 Not Present (0x00) NOT SUPPORTED
fail
FPO.

II show T2 K :j~q



| showawok:j~q
show profiling policy summary .

show profiling policy summary

Cisco Wireless LAN Controller (WLC) D — /b T /34 AD4535E % F£7x$ HIZ1L. show profiling
policy summary =~ > R&EHEH L ET,

XD ZOa<y FIZEFIBELZEF—TU—F3db 0 A,

aATVRFIHLE AL

avy FERE Jy— ZEHEAR
Z
7.5 Zoawy RBREAINE LE,

WIZ, show profiling policy summary =~ > FOHSHIZ R L ET,

(Cisco Controller) > show profiling policy summary

Number of Builtin Classification Profiles: 88

ID Name Parent Min CM
Valid
0 Android None 30
Yes
1 Apple-Device None 10
Yes
2 Apple-MacBook 1 20
Yes
3 Apple-iPad 1 20
Yes
4 Apple-iPhone 1 20
Yes
5 Apple-iPod 1 20
Yes
6 Aruba-Device None 10
Yes
7 Avaya-Device None 10
Yes
8 Avaya-IP-Phone 7 20
Yes
9 BlackBerry None 20
Yes
10 Brother-Device None 10
Yes
11 Canon-Device None 10
Yes
12 Cisco-Device None 10
Yes

show T2k :j~q II



showaIv> F:j~q |
. show profiling policy summary

13 Cisco-IP-Phone 12 20
Yes

14 Cisco-IP-Phone-7945G 13 70
Yes

15 Cisco-IP-Phone-7975 13 70
Yes

16 Cisco-IP-Phone-9971 13 70
Yes

17 Cisco-DMP 12 20
Yes

18 Cisco-DMP-4400 17 70
Yes

19 Cisco-DMP-4310 17 70
Yes

20 Cisco-DMP-4305 17 70
Yes

21 DLink-Device None 10
Yes

22 Enterasys-Device None 10
Yes

23 HP-Device None 10
Yes

24 HP-JetDirect-Printer 23 30
Yes

25 Lexmark-Device None 10
Yes

26 Lexmark-Printer-E260dn 25 30
Yes

27 Microsoft-Device None 10
Yes

28 Netgear-Device None 10
Yes

29 NintendoWII None 10
Yes

30 Nortel-Device None 10
Yes

31 Nortel-IP-Phone-2000-Series 30 20
Yes

32 SonyPS3 None 10
Yes

33 XBOX360 27 20
Yes

34 Xerox-Device None 10
Yes

35 Xerox-Printer-Phaser3250 34 30
Yes

36 Aruba-AP 6 20
Yes

37 Cisco-Access-Point 12 10
Yes

38 Cisco-IP-Conference-Station-7935 13 70

II show <72 K :j~q



| showawok:j~q
show profiling policy summary .

Yes

39 Cisco-IP-Conference-Station-7936 13 70
Yes

40 Cisco-IP-Conference-Station-7937 13 70
Yes

show T2k :j~q .



. show qos

show (os

showaIv> F:j~q |

Quality of Service (QoS) 1H#HZFK T HI21L. showqos 2~ FEEHALET,

show qos {bronze | gold | platinum | silver}

X DA bronze WLAN @ Bronze 7'©2 7 7 A /L QoS & #H %
%ZT—\‘ L/jz—g—o
gold WLAN @ 2—/)L K 7’127 7 A /L QoS 1 &
FrLET,
platinum WLAN D7 FF 717 7 A )LD QoS IEH %
FRLET,
silver WLAN D 2 L3 — 71 7 7 A )LD QoS 5 %
FRLET,
ARV R FIALE Sl
av Yy FERE 1)1)—=x EEAR
8.3 Zoavy RpEAINE LT,

Wiz, T—=/ K Fa 77 AL QoS EHRAEFRTHMMERL LT,

> show gos gold

DEesSCripLion. vttt it e e e e e e For Video Applications
Maximum Priority......c..iiiiiiiiiiiinnneeennnn video

Unicast Default Priority..........oieiiiiiinnnn. video

Multicast Default Priority...........c.iiiiieonn. video

Per-SSID Rate Limits.....iiiiiiiiiiiiniinnnneens UpstreamDownstream
Average Data Rate.......i ittt iinnneeennnn. 00

Average Realtime Data Rate............. .. 00

Burst Data Rate...... .. 00

Burst Realtime Data Rate........... ... 00

Per-Client Rate Limits...... ...t UpstreamDownstream
Average Data Rate.......i it iiinneeennnn 00

Average Realtime Data Rate............. . 00

Burst Data Rate...... .. 00

Burst Realtime Data Rate........... ... 00

i @ o Y B none

802.11la Customized EDCA Settings:

ST @) 7 11 o 3
ST 11T - 4
= 7
=) T 94

802.11la Customized packet parameter Settings:

Packet retry time...... ... it 3
Not retrying threshold............ ... ... ... 100
Disassociating threshold............ ... .. ... 500

. show T2 K :j~q



I show av > K :j~q
show qos .

Time OUL ValuU€. ..t ittt ittt eieeenennn 35

BEa<v R config qos protocol-type

show T2k :j~q .



. show qos qosmap

show (os qosmap

BED QoS ¥ v THREE R RT HITIL,

show qos qosmap

show qos =~ > R&MHL £,

X DERHA qosmap HIfEDQoS~ v S EFRLET,

ATV RFIHLE AL

av Yy FERE Jy— ZEHAR
R
8.1 Zoa<wy FREAINE LT,

WIZ, BUED QoS ~ v TR EDHI R L ET,

show gos gosmap

. show T2 K :j~q
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| showawok:j~q

show queue-info

VAT ACEET AT RTOA v E—Y Fa—{FREERRT HITIL, show queue-info =1~ >

B DEREA

AU R TIHIE

REfHLET,

show queue-info

show queue-info .

ZOawy FIESIBEELITF—V—RNEH Y A,

L

avy FERE

JU— EERR
A

7.5 Zoawy RBREAINE LE,

KIZ, show queue-info =1~ > RO HHZRLET,

(Cisco Controller)

> show queue-info

Total message queue count = 123

Queue Name

PRINTF-Q

dtlqueue

GRE Queue
dtlarpqueue

NIM-Q

SIM-Q

DHCP Client Queue
dhcpveProxyMsgQueue
FDO-0Q

dotld Queue
Garp-0Q

dot3ad queue
DEBUG-Q

LOGGER-Q

TS-Q

InUse MaxUsed
0 0
0 6
0 1
0 6
0 1
0 6
0 0
0 0
0 3
0 29
0 1
0 0
0 8
0 5
0 0

ROFIZ, ZOHNTRIRENDEERT 4 —/V FOBAZRLET,

% 5: show queue-info 7 « — )L K DEHBA

TJ4—ILF

A

Queue Name

B2 DA y¥E— Fa2—0D%4H,

Allocated

A= Fa—DAEY A4 X (4 MHE
{j.) (o]

show T2k :j~q .



showaIv> F:j~q |
. show queue-info

J4—ILFK £nBA
InUse

BEFEH SN TWEFa—, [HOIX, #RAY
WCH o T EINDNEDH D A vE—T0n
FAELRNZ 2R UET,

MaxUsed oy ha—FOEIERIZH AT I Lo THLE

Ihd A vtE—VORKE,

. show T2k :j~q
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