show <> K :r~z

» show radius acct detailed (4 ~X—7)

« show radius acct statistics (5 ~<—3)

* show radius auth detailed (6 ~X—13)

* show radius auth statistics (7 ~2—3")

» show radius avp-list (8 ~—737)

* show radius summary (9 ~X—73)

» show redundancy interfaces (10 ~X—73")

« show redundancy latency (11 ~<—3)

+ show redundancy mobilitymac (12 ~X—73)

+ show redundancy peer-route summary (13 ~—73")
» show redundancy peer-system statistics (14 ~X—1)
» show redundancy statistics (15 ~X—13)

» show redundancy summary (16 ~X—3)

* show redundancy timers (17 ~<—3")

* show remote-lan (18 ~X—3)

* show reset (20 ~X—737)

* show rfid client (21 ~=X—73")

* show rfid config (22 ~X—7)

* show rfid detail (23 ~X—73")

* show rfid summary (24 ~<—)

* show rf-profile summary (25 ~X—73)

« show rf-profile details (26 ~X—1)

* show rogue adhoc custom summary (29 ~X—13)

* show rogue adhoc detailed (30 ~X—7)

» show rogue adhoc friendly summary (32 ~X—73)
+ show rogue adhoc malicious summary (33 ~<X—3")
« show rogue adhoc unclassified summary (34 ~<—3")
» show rogue adhoc summary (35 ~—73")

« show rogue ap clients (36 ~~—3)

showa< > K :r~z .



« show rogue ap custom summary (38 ~X—1)

« show rogue ap detailed (40 ~<—73")

* show rogue ap friendly summary (43 ~X—3")

» show rogue ap malicious summary (45 ~X—37)

» show rogue ap summary (47 ~X—1)

» show rogue ap unclassified summary (50 ~3—3)

« show rogue auto-contain (51 ~X—137)

« show rogue client detailed (52 ~<—73”)
* show rogue client summary (53 ~X—3")
» show rogue ignore-list (54 ~X—7)

» show rogue rule detailed (56 ~—73)

« show rogue rule summary (58 ~—<)
* show route kernel (59 ~—3)

« show route summary (60 ~<—1)

* show rules (61 ~X—73)

+ show run-config (62 ~X—1)

+ show run-config startup-commands (63 ~X—3")
« show serial (64 ~<X—3)

* show sessions (65 ~—1)

* show snmpcommunity (66 ~<—13°)

* show snmpenginelD (67 ~<—13)

+ show snmptrap (68 ~X—3)

+ show snmpv3user (69 ~<—73)

* show snmpversion (70 ~—73)

* show spanningtree port (71 ~<—137)

« show spanningtree switch (72 ~<—1")
* show stats port (73 ~X—)

» show stats switch (75 ~3—17)

» show switchconfig (77 ~X—73")

» show sysinfo (78 ~X—7")

* show system iostat (80 ~—73")

* show system top (81 ~X—73°)

» show tacacs acct statistics (85 ~X—737)
» show tacacs auth statistics (86 ~X—13)
+ show tacacs summary (87 ~X—73)

» show tech-support (88 ~X—13)

* show time (89 ~—3)

* show trapflags (91 ~—3°)

* show traplog (93 ~X—73)

+ show tunnel profile-summary (94 ~X—3)
» show tunnel profile-detail (95 ~X—1)

. showa<v > K :r~z

show A< > K :r~z |



I showa<v > K:r~z

* show tunnel eogre-summary (96 ~~—3")

» show tunnel eogre-statistics (97 ~X—1)

+ show tunnel eogre-domain-summary (98 ~X—13)
+ show tunnel eogre gateway (99 ~X—73")

+ show watchlist (100 ~X—73)

s show wlan (101 ~X—7)

* show wps ap-authentication summary (106 ~<—13”)
« show wps cids-sensor (107 ~<—73)

+ show wps mfp (108 ~X—)

+ show wps shun-list (109 ~<—1)

» show wps signature detail (110 ~X—73)

» show wps signature events (111 ~2—73")

* show wps signature summary (113 ~<—73)

* show wps summary (115 ~<—3)

» show wps wips statistics (117 ~X—)

+ show wps wips summary (118 ~X—73")

» show wps ap-authentication summary (119 ~X—1)

showa< > K :r~z .



. show radius acct detailed

show A< > K :r~z |

show radius acct detailed

RADIUS 7 U T 4 > 7 B — MG & FKm T 5121%. show radius acct detailed =~ > K & fifi
ALET,

show radius acct detailed radius_index

X EREA radius_index RADIUS r— N A 7w 7 A, @iIZ 1~ 17
<9,
AR FIALE AL
2wy FEE yy—2 RENE
8.0 Zoa~vr RREAINE L,

RIZ, RADIWUS T AU T 4 v 7 = MEWRELRT D0 2R LET,
(Cisco Controller) > show radius acct detailed 5

Radius Index........ 5
NAI RealmsS.......... LAB.VTV.BLR.cisco.co.in

. showa<v > K :r~z



IsMw:?)F:r~z

show radius acct statistics .

show radius acct statistics

Cisco Wireless LAN Controller ® RADIUS 74 7 > 7 4 ¥ 7 H— _OFEFEH & £rdT D121,
show radius acct statistics =~ > FZEH L £,

show radius acct statistics

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

WIZ. RADIUS 7 H 2T 4 v 7 —ROMEHER A £ 7T 20527 LET,

(Cisco Controller) > show radius acct statistics
Accounting Servers:

Server INAdeX. ...ttt ittt tennnnnnnnnnneeeeeeeens 1

Server AddresSsS. ...ttt ittt 10.1.17.10
Msg Round Trip TimMe. ... eieene et eeeneeneenennnn 0 (1/100 second)
First ReqUesStS. .ttt ittt ittt ettt eeeeeeeeennn 0

Retry ReqUESTS. it ittt ittt ittt it ittt iieeeeannn 0
Accounting ReSPONSES .ttt ittt ittt et eeeeeeeeennn. 0
Malformed MSgS . v e et iin et tenneeeeenneeeeennnnns 0

Bad Authenticator MSgS. ...ttt ieennnnnn 0

Pending ReqUEStES . i it ittt ittt et e e e e e e 0

Timeout RequUestS. ...ttt i eeeeeenn. 0
UnKknoOWNtEyPEe MSOS . i i ittt e e e e ettt et ettt eeeeeeeeenns 0

(O ol o N ot} < 0

config radius acct

config radius acct ipsec authentication
config radius acct ipsec disable

config radius acct network

show radius auth statistics

show radius summary

showa< > K :r~z .



. show radius auth detailed

show radius auth detailed

RADIUS ZR:iE Y — ME R &2 F£R$ 5 121%. show radius auth detailed =~ > R&ZfEH L £,

show radius auth detailed radius_index

show A< > K :r~z |

B DEREA

radius_index

RADIUS r— N A 5 w7 A, &AL 1~ 17
<7,

ATV RFI+LE RL
2wy REE y1y—2 KENE
8.0 Zoawry RREAINE L

KIZ, RADIUS @Bt — Mz 2R3 o612~ L £,

(Cisco Controller) > show radius auth detailed 1

Radius Index........ 1

NAI Realms.......... LAB.VTV.BLR.cisco.co.in

. showa<v > K :r~z



IsMw:?)F:r~z
show radius auth statistics .

show radius auth statistics

Cisco Wireless LAN Controller ® RADIUS FREV— SO R 2 F/r 9 5 121X, show radius
auth statistics =~ > R2{FEH L E 3,

show radius auth statistics

Zoawy FIZFGIEELITF—U—FNIH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

KIZ, RADIUS SBGEY — S Offat gz #8261 2~ L E T,

(Cisco Controller) > show radius auth statistics
Authentication Servers:

Server INdeX. . .ii i ittt ittt eenneeeeenneeeoneeeens 1
Server AddresSS. .. i ittt ittt ittt e 1.1.1.1
Msg Round Trip TimMe. . e i iiie it enneeeeneeeeeneenns 0 (1/100 second)
First REUESES . ittt ittt it iii ittt eneaenennns 0

Retry ReEQUESTS . . ittt ittt ittt senneennennas 0
ACCEPL RESPONSE S . vttt ettt et eeeesoeeesessannnsssas 0
ReJECT RESPONSES . it vttt ittt et eeeeeesenneensennas 0
Challenge ReSPONSES . ittt e eeeeeneeeeseneeesennas 0
Malformed MSgS . o v e et eeeeeeeeeeeeeeeneeessennnenns 0

Bad Authenticator MSgsS. .. .ee et iiiin e eeeeneeennns 0
Pending ReEgUESE S . it ittt ittt teeeeeeeenneeennenssns 0
TimeoUl ReQUESTS. i i it ittt ittt ittt eenenenennns 0
UnKknowntyPe MSgS . o v vttt ieeeeeeeeeeeeseeneessennas 0

Other DrOPS ittt ittt it ittt et seeeaeenennas 0

BEavy K config radius auth

config radius auth management
config radius auth network

show radius summary

showa< > K :r~z .



show av > R :r~z |
. show radius avp-list

show radius avp-list

RADIUS VSA AVP % %/~ 9 51Z1%, show radius avp-list 2~ > R&fEH L £,

show radius avp-list profile-name

X DA profile-name Ferom— R LT AVP A ERd 5707 7 4
UZN

ATV RFIFLE AL

avy RERE Jj1)y—= EERNE
8.0 Zoawry RREAINE L

%IZ, RADIUS VSA AVP # R4 202~ LE T,

(Cisco Controller) > show radius avp-list

. showa<v > K :r~z



IsMw:?)F:r~z

show radius summary .

show radius summary

RADIUSFBFEB LT BV T 4 > 7 Y—_"DY~ Y —%FK/R"T HIZIL, showradius summary
av s REEHLET,

show radius summary

XD IR FIZFEIEERITZF—Y—NIdb v A,
AR R T4 AL
v FEE yy—32 EERE
7.6 Zoavry L, VY —RAT6 IOV Y —A
THEAINFE L,
K12, RADIUS iRt — D%~V —2Fomd 262~ LET,
(Cisco Controller) > show radius summary
Vendor Id Backward Compatibility................. Disabled
Credentials Caching...... ..ttt ennnnnnn.. Disabled
Call Station Id TyPe. c it ittt it ettt eeeeeeeeenennnn. IP Address
Administrative Authentication via RADIUS......... Enabled
Authentication Servers
Index Type Server Address Port State Tout RFC-3576 IPsec
- AuthMod
e/Phasel/Group/Lifetime/Auth/Encr
Accounting Servers
Index Type Server Address Port State Tout RFC-3576 1IPsec
- AuthMod
e/Phasel/Group/Lifetime/Auth/Encr
BEa<T YR show radius auth statistics

show radius acct statistics

showa< > K :r~z .



. show redundancy interfaces

show redundancy interfaces

TLEMEOFMES —E X R—RFDIP 7 NLA%ZRKRT 51X, show redundancy interfaces

o< REFHLET,

show redundancy interfaces

show A< > K :r~z |

XD Ioawy RZEBIEELEF—Y—REH D THA,
ARV R FIAAE L
avy FERE )1)y—= EEAR
7.6 Zoa<wr RiEk, VY —RT76LGEIDOY U —X

TEAINE L,

WIZ, MEMLEF—EAXAR—FDIPT FLAEREZRRTHHERLET,

(Cisco Controller) >show redundancy interfaces

Redundancy Management IP Address............c..... 9.4.120.5
Peer Redundancy Management IP Address............ 9.4.120.3
Redundancy Port IP AddressS.......ueueeeiiinneeennnn 169.254.120.5
Peer Redundancy Port IP AddressS........c..eueueueen. 169.254.120.3
Peer Service Port IP AdAress..........eueeiuieennnn 10.104.175.189

. showa<v > K :r~z



I show v > K :r~z
show redundancy latency .

show redundancy latency

EHT— U =A LETIUREHIPT P L AZEET 5720 ORI E FR T 5121E, show
redundancy latency =~ > RZfEH L 9,

show redundancy latency

X DERHA ZOavwy RIESIEELITF -V —NEH Y £ A,

aATYRFIHLE AL

avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

WIZ, EHT—F U =A LETILREHIPT F L RIZEFET 5 726D O IER ] 2
oI ol R LET,

(Cisco Controller) >show redundancy latency

Network Latencies (RTT) for the Peer Reachability on the Redundancy Port in micro seconds

for the past 10 intervals
Peer Reachability Latency|
Peer Reachability Latency|
Peer Reachability Latency|
Peer Reachability Latency|

1 524 usecs
2
3
4
Peer Reachability Latency[ 5
6
7
8
9
1

524 usecs
522 usecs
526 usecs
524 usecs
524 usecs
522 usecs
522 usecs
: 526 usecs
0] : 523 usecs

Peer Reachability Latency|
Peer Reachability Latency|
Peer Reachability Latency|
Peer Reachability Latency|
Peer Reachability Latency|

Network Latencies (RTT) for the Management Gateway Reachability in micro seconds for the
past 10 intervals

Gateway Reachability Latency|
Gateway Reachability Latency|
Gateway Reachability Latency|
Gateway Reachability Latency|

1 1347 usecs
2
3
4
Gateway Reachability Latency[ 5
6
7
8
9
1

2427 usecs
1329 usecs
2014 usecs
2675 usecs
731 usecs
1882 usecs
2853 usecs
: 832 usecs
0] : 3708 usecs

Gateway Reachability Latency|
Gateway Reachability Latency|
Gateway Reachability Latency|
Gateway Reachability Latency|
Gateway Reachability Latency|

showa< > K :r~z .



showav > K :r~z |
. show redundancy mobilitymac

show redundancy mobilitymac

7 Lo@FEICERTSm AN (HA) T8 U7 4 OMACT L AZERT 5HI21F, show
redundancy mobilitymac =~ > RZfH L 9,

show redundancy mobilitymac

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

W2, BT EOBEICHERTAHAETEY T A O MACT RLAEZHRRTHEEZRL
i‘a‘o

(Cisco Controller) >show redundancy mobilitymac
ff:ff:ff:ff:ff: ££

. showa<v > K :r~z



I show v > K :r~z
show redundancy peer-route summary .

show redundancy peer-route summary

AL A WLCIZEID B THNTWDH/L— h&FRRT HIZIE, show redundancy peer-route
summary 2~ > R&fHLE7,

show redundancy peer-route summary

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, AX 234 WLC DT R TOREFR»N— N EFrnT 021~ LET,

(Cisco Controller) >show redundancy peer-route summary

Number of ROULES. .. vi ittt ittt e 1
Destination Network Netmask Gateway
XXX XXX XXX . XXX 255.255.255.0 XXX XXX XXX . XXX

showa< > K :r~z .



. show redundancy peer-system statistics

show redundancy peer-system statistics

show A< > K :r~z |

AL A WLCIZBE T DG A &K~ 511X, show redundancy peer-system statistics =

<~ RFEFEHALET,

show redundancy peer-system statistics

XD Ioawy RZEBIEELEF—Y—REH D THA,

ARy RFIALE AL

avr FERE )1y—2 FERE
8.7 AL N WLCDV Y T NVEFET 7 DA

TR AN, avr FRHAOGEMEE L,

7.6 Zoa<wy Rk, VY —RT6LETOY U —=A

TEAINE L,

(Cisco Controller) >show redundancy peer-system statistics

Peer System CPU statistics:Current CPU(s) load: 0%

Individual CPU load: 0%/1%, 0%/0%, 0%/1%, 0%/0%, 0%/0%,
0%/0%, 0%/1%

Peer System Memory Statistics:

Total System Memory............: 1027727360 bytes (980.18 MB)

Used System Memory.............: 535404544 bytes (510.63 MB)

Free System Memory.............: 492322816 bytes (469.54 MB)

Bytes allocated from RTOS......: 5550080 bytes (5.29 MB)

Chunks Free..........covvvve..ot 71 bytes

Number of mmapped regions......: 86

Total space in mmapped regions.: 369500160 bytes (352.40 MB)

Total allocated space..........: 4200328 bytes (4.00 MB)

Total non-inuse space..........: 1349752 bytes (1.28 MB)

Top-most releasable space......: 94664 bytes (92.44 KB)

Total allocated (incl mmap)....: 375050240 bytes (357.70 MB)

Total used (incl mmap).........: 373700488 bytes (356.41 MB)

Total free (incl mmap).........: 1349752 bytes (1.28 MB)

Peer system Power supply statistics:

Power SUPPLly 1.ttt ittt ittt Present,
POWET SUPPLY 2.ttt ittt ittt ettt e Absent
Serial NUMDET . vttt ettt ittt ettt eeneenenn KXKXXXKXKXXX

Fan StatusS. .ottt i ittt ittt

. showa<v > K :r~z



I showa<v > K:r~z

show redundancy statistics

TNE~X—Y ¥ OMEHEMR A2 "9 5121%. show redundancy statistics =~ > FZf#H L *

‘j—o

show redundancy statistics

show redundancy statistics .

XD Ioawry RZEBIEELEF—Y—FEH D THA,
ARy RFIALE AL
avy FERE )1)y—= EEAR
7.6 Zoa<wy Rk, VY —RT76LGEIDOY U —X

TEAINE L,

EREDAARZA Y

Zoawr RiL, BRATUENED T 2 OHHEREFRLET,
o—HUPEIR— b -ar b —FOFEMFR— MEFROAT—HF A, 1IIAR—FERT7T v 7L
TWABZLEERL, 0ITAR— "R F T L TWDHZ EERLET,
ETHER— -7 ar ba—JOFYHER— MERORAT—Z 2, 1IFIR—IRT v 7L
TWAZL%ERL, OIIR— MR F T LTWVWAZ EERLET,

WIZ, TR~F =V v OftiHE®RZ 2R T 002 L ET,

(Cisco Controller)
Redundancy

Keep Alive
Keep Alive

Keep Alive
Keep Alive

>show redundancy statistics
Manager Statistics

Request Send Counter
Response Receive Counter

Request Receive Counter
Response Send Counter

Ping Request to Default GW Counter
Ping Response from Default GW Counter

Ping Request to Peer Counter
Ping Response from Peer Counter

Keep Alive
Default GW

Loss Counter
Loss Counter

Local Physical Ports 1...8
Peer Physical Ports 1...8

: 16
: 16

: 500322
: 500322

: 63360
: 63360

: 12
: 3

: 0
: 0

: 10000000
: 10000000

show O <

VRir~z .



. show redundancy summary

show redundancy summary

TLEMEOEHKITEH 2 /R 5121, show redundancy summary =~ > R&EH L FJ,

show redundancy summary

XD Zoavy RIZFBIEELITF—V— REH Y FHA,

ARVRFIFAL RL

show A< > K :r~z |

avy FEE 1)1)—=

LENE

7.6

Zoawy Rk, VY —RT6LETIOY U —=2

THAShE L,

wiZ, 2 =T OIEROENE R EZ X R T 5012 R LET,

(Cisco Controller) >show redundancy summary

Redundancy Mode

Local State = ACTIVE
Peer State = N/A
Unit = Primary
Unit ID = 88:43:E1:7E:03:80
Redundancy State = N/A
Mobility MAC = 88:43:E1:7E:03:80
Network Monitor = ENABLED
Link Encryption = DISABLED
BulkSync Status = <Status>
Average Redundancy Peer Reachability Latency = 1390 usecs
Average Management Gateway Reachability Latency = 1165 usecs
Redundancy Management IP Address................. 9.4.92.12
Peer Redundancy Management IP Address............ 9.4.92.14
Redundancy Port IP AddressS.......eeueeeeinnneeennnn 169.254.92.12
Peer Redundancy Port IP AddressS........c.eeeueeee.. 169.254.92.14

. showa<v > K :r~z

= SSO DISABLED



I showa<v > K:r~z

show redundancy timers .

show redundancy timers

TTE~YX—Vx A4 ~—OiffllE#R/R<T 5HI21L, show redundancy timers =~ > FZfHH L
£

show redundancy timers

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

KIZ, MEYR—V % 2A4A~—0FEMEFR T A0 2R LET,

(Cisco Controller) >show redundancy timers
Keep Alive Timer : 100 msecs

Peer Search Timer : 120 secs

showa< > K :r~z .



. show remote-lan

show A< > K :r~z |

show remote-lan

UE— bk LAN REICHET D IERE TR D121, show remote-lan =~ > FE2HEH L £,

show remote-lan { summary | remote-lan-id }

*ﬁi@%ﬁﬂﬂ summary —g—,\f@y F— FLANDOH =1 _4722%% LE
ﬁ—o
remote-lan-id U £— ; LAN OB+,
ARVEFIALE AL
avy FEE )1)—2 EERAE
7.6 ZoavwryRNE, V=276 LAETOY Y —ATHAINE LT,

wIZ, T_RTHOYE— K LAN OV~ U —2FK T 5027~ LET,

(Cisco Controller) >show remote-lan summary

Number of Remote LANS. .. ...ttt ti it eeneneeennnn 2

RLAN ID RLAN Profile Name Status Interface Name
2 remote Disabled management

8 test Disabled management

RIZ., remote-lan-id2 #fEH LTV £ — bk LAN IZBT 2R EF R L F T DA/ L
EC

(Cisco Controller) >show remote-lan 2

Remote LAN Identifier..........ciuiiiiiiiiinnnnnn. 2
Profile NamMe. ..ttt ittt teneeneeneeneeneenenn remote
S = o Disabled
MAC Filtering. .. eie ettt eeneeneenenn Disabled
AAA Policy Override. ... ..ottt inennenneenenn Disabled
Network Admission Control
Radius-NAC State...uui ittt inenneneenes Disabled
SNMP-NAC State. ittt ittt tintneneenenns Disabled
Quarantine VLAN. .. ..ttt ittt ittt eeneenenn 0
Maximum number of Associated Clients............. 0
Number of Active Clients.........ciiiiiiiinnenn. 0
Exclusionlist. ...ttt iiniineenenns Disabled
Session TimeOUL .. v vttt ittt ittt tietineineenenn Infinity
CHD per Remote LAN. ...ttt ittt nneeeeennns Enabled
Webauth DHCP excCluSion......c.uoeiiiiiinninnennenns Disabled
D 0 b = Y management
Remote LAN ACL. .t vttt ittt eiennneeeennneeeens unconfigured
DHCP SErVEL e vttt ittt tiiitt ettt eeennnees Default
DHCP Address Assignment Required................. Disabled
Static IP client tunneling.........c..ocviiueennn. Disabled
Radius Servers
Authentication........iiiiiiiiiiiiiniineenenn Global Servers
ACCOUNTING . v ittt ettt ettt ettt it et eenenn Global Servers

. showa<v > K :r~z



I showa<v > K:r~z
show remote-lan .

Dynamic Interface........ ..o Disabled
Security
Web Based Authentication...................... Enabled
N Unconfigured
Web Authentication server precedence:
L e e e e e e e e e local
e e e e e e e e e e radius
Y ldap
Web-Passthrough.........iiiiiiiiiiiininnenn. Disabled
Conditional Web Redirect............. ... Disabled
Splash-Page Web Redirect..........cviiiieninon. Disabled

showa< > K :r~z .



show A< > K :r~z |
. show reset

show reset

AT a—VENTZVAT A Uy hXT A= EFRKIRT BH|TIL, showreset =~ K& fifi
ALET,

show reset

B ZOawy FIESIBEELITF—V—RNEH Y A,

'_E_Iu“:I

=340

aATVRFIHLE AL

WIS, ATV a—NVENTV AT L VY b "I A=F2FoRmT 502 R LET,

> show reset

System reset is scheduled for Mar 27 01 :01 :01 2010

Current local time and date is Mar 24 02:57:44 2010

A trap will be generated 10 minutes before each scheduled system reset.
Use ‘reset system cancel’ to cancel the reset.

Configuration will be saved before the system reset.

BEa<> R reset system at
reset system in

reset system cancel

reset system notify-time

. showa<v > K :r~z



I showa<v > K:r~z

show rfid client .

show rfid client

B DEREA

AU R TIHIE

FEREDHA FS1 Y

BEav> R

JIAT v hELTay hua—JIZBEMT O TV A ERERE ID (RFID) % 7 % HKRd
511X, show rfid client =~ > RZHH L £1,

show rfid client

ZOavy RIFBIEELITF—T— RiEdb ) A,

mL,

RFID # 7737 A7 » h F—= FTRERWES, ERLO7 4 —/LV FIZZEAICRY £,

Wi, 7947 e LTay bue—Z ZBHEAMIT 5 TWD RFID ¥ 7 2 £/RT 5
FlZR L £,

> show rfid client

Heard
RFID Mac VENDOR Sec Ago Associated AP Chnl Client State
00:14:7e:00:0b:bl Pango 35 AP0019.e75c.fef4 1 Probing

config rfid status
config rfid timeout
show rfid config
show rfid detail

show rfid summary

showa< > K :r~z .



. show rfid config

show rfid config

BIE D MERRJE AL ID (RFID) MR E & 7 HII%, show rfid config =~ > A L £

’.E-IDII:I

B DEREA

AU R TIHIE

BEav> K

j—o

show rfid config
ZOavy RIFBIEELITF—T— RiEdb ) 8 A,
mL,

Wz, BUED RFID OB EFHMEFRT 202~ L ET,

> show rfid config

RFID Tag Data Collection ........iiuiiuiiniiniiiininnnnnnns
RFID Tag Auto-Timeout .........iuiiniiiiniiiinininnnenns
REFID Client Data ColleCtion .....ciuiiiininneinnennenns
REID Data TimeoUl ...ttt ittt ittt tinenennenns

config rfid status
config rfid timeout
show rfid client
show rfid detail

show rfid summary

. showa<v > K :r~z

Enabled
Enabled
Disabled
200 seconds

show A< > K :r~z |



I showa<v > K:r~z

show rfid detail

FESNT=Z 7 O AR E RS ID (RFID) 1584 £RT 5121%. show rfid detail =~ >

REfHLET,

show rfid detail mac_address

show rfid detail [JJ]

B DEREA

D

aARVETIAHILE

mac_address

RFID # 770 MAC 7 KL &,

2L,

RIZ. RFID

> show rfid detail 00:12:b8:00:20:52

REID AddresS S . vttt iee ettt teeteeeeneeenennaeennns
V255 o L
Last Heard. ..o i ittt ittt it ettt e
Packets Received. ...ttt ittt
Bytes Received. ...ttt ittt
(O = T T 74 o T

Content Header

Channel. .. ..t it ittt e e e
REg ClasSS e i it e et tttteettteeeeeeeeeneeeseenneennns
Burst Length. . ...ttt ittt i eeenn

CCX Payload

Last Sequence Control
Payload length. . ...ttt ittt
Last Sequence Control
Payload length. . ...ttt ittt
Payload Data Hex Dump

01 09 00 00 00 0O
7f £f ff £f 03 14
50 ba 5b 97 27 80
00 03 05 02 42 5c¢
05 04 42 96 00 00
42 be 00 00 03 02
04 05 06 07 08 09
08 05 07 a8 02 00

Nearby AP Statistics:

lapl242-2(slot O,

config rfid status
config rfid timeout
show rfid config
show rfid client

show rfid summary

0b
00
00
00
03
07
Oa
10

chan 1)
lapl242(slot 0, chan 1)

50 seconds ago

50 seconds ag....

DFMEHREFTT DB 2R LET,

00:12:08:00:20:52

51 seconds ago

showa< > K :r~z .



. show rfid summary

show rfid summary

fRE &7 2 7 OEREEEID (RFID) fFMOER % £ T 511, show rfid summary =~

B DEREA

AU R TIHIE

BEEavT YR

VREFEALET,

show rfid summary
ZOavy RIFBIEELITF—T— RiEdb ) 8 A,
mL,

KIZ, RFID HHODOER 2 FRT D02~ L ET,

> show rfid summary

seconds
seconds
seconds
seconds

show A< > K :r~z |

ago
ago
ago
ago

Total Number of RFID H)

RFID ID VENDOR Closest AP RSSIT
00:04:£1:00:00:04 Wherenet ap:1120 -51
00:0c:cc:5c:06:d3 Aerosct ap:1120 -51
00:0c:cc:5¢c:08:45 Aerosct AP 1130 -54
00:0c:cc:5c:08:4b Aerosct wolverine -54
00:0c:cc:5c:08:52 Aerosct ap:1120 -51

config rfid status
config rfid timeout
show rfid client
show rfid detail

show rfid config

. showa<v > K :r~z

seconds

ago



I show AT R :r~z
show rf-profile summary .

show rf-profile summary

Ay bu—FORF 70T 7 ANVDOENERRT DL, show rf-profile summary =~ > %
BEHLET,

show rf-profile summary

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

&IZ. show rf-profile summary 2~ > ROH R LET,

(Cisco Controller) >show rf-profile summary

Number of RF Profiles.......c.iuiiiiiiiinninnennenn. 2

Out Of BOx State. ...ttt Disabled

RF Profile Name Band Description Applied
Tla 5 GHz <none> No

Tlb 2.4 GHz <none> No

showa< > K :r~z .



. show rf-profile details

show A< > K :r~z |

show rf-profile details

Cisco Wireless LAN Controller ® RF 7" 1@ 7 7 A )LD FE &2 Foov 4 5 120,

show rf-profile details

o< REFHLET,

show rf-profile details rf-profile-name

BX DA rf-profile-name RF 70 7 7 A )L D4 i,
aAvURFIALE AL
av Y FERE )1)—= EEANE
7.6 Zoavr NI, V=276 UHIOY YV —ATHAINE LT,
8.0 711, RxSOP LEWEAET L) I & E Lz,
8.5 M, 7747 MR FRARELZ B L L O ICHEHINE L,

KIZ. show

(Cisco Controller)

rf-profile details =~ > ROH %2R L E 7,

>show rf-profile details profilel

DesCription. vttt e e e e <none>
AP Group Name. . v vttt it ittt nnnnnnns test
RAA1IO POLiCyY e ettt ittt e e e e e e e et 5 GHz
Iln-client=0nly. ..ttt ittt ettt disabled
Transmit Power Threshold vl............coiiuiunnn.. -70 dBm
Transmit Power Threshold v2............coiuvunnn. -67 dBm
Min Transmit POWETL .. ...ttt ninnnenenenennn -10 dBm
Max Transmit POWETL .. ....iuiiinnennenenenennn 30 dBm
802.11a Operational Rates
802.11a 6M RafE. .t ittt ittt ittt it eennns Mandatory
802.11a 9M Rate. .t ittt ittt it ittt e Supported
802.11la 12M Rate. .ttt i iiiie e iiinnn Mandatory
802.11la 18M Rate. . vttt ittt iinnns Supported
802.11a 24M Rate. . iii ittt it it iiinnnn Mandatory
802.11la 36M Rate. ...ttt ittt Supported
802.11a 48M Rate. . .v vttt ittt iiinnns Supported
802.11a 54M Rate. . ivi ittt it ittt ieinnn Supported
Max ClientsS.. ittt enennn 200

WLAN ID

--More-- or
2
4
9
11
12
13
14
15
16

. showa<v > K :r~z

600
600
600
600
600
600
600
600
600



I show AT R :r~z
show rf-profile details .

Trap Threshold

[0 Y o i 12 clients
InterferencCe. vttt ittt ittt it 10 %
NOL S it ittt it et e e et e e e -70 dBm
Utilization. ...ttt ittt tii e 80 %
Multicast Data Rate.......iiiiiiiiiiiiininennnnn 0
Rx Sop Threshold....... ..o iiiiiiiiiiiiieennnns AUTO
Cca Threshold. ...ttt ittt it iinnns 0 dBm
Slot Admin State:. ...ttt ittt Enabled

1S = o Disabled
Client Select Utilization Threshold.......... 20%

--More-- or (g)uit
Client Reset Utilization Threshold........... 5

o

Band Select

Probe RESPONSE. .ttt ittt ittt ettt eennn Disabled

Cycle CoOUNET ..ttt ittt ittt ittt 2 cycles

Cycle Threshold......cui i, 200 milliseconds
Expire SUPPressSion......c..eiiiiiininnennenn. 20 seconds
Expire Dual Band... ...t iiiininnennennenn. 60 seconds
Client RsSSi..i.iiiiiin ittt ittt -80 dBm

Client Mid Rssi...viiiiiiiiiiiiiiiiiiiinnn. -80 dBm

Load Balancing
Denial ...ttt e e e e 3 count
WiNAOW. ¢ vttt et e e e e e e e e e et et 5 clients

Coverage Data

D o I -80 dBm
20T I -80 dBm
Minimum Client Level. ...t iiiininnnnennns 3 clients
Exception Level. ...ttt it 25 %
DCA Channel List .. ...ttt it innennenneenenn 36,40,44,48,52,56,60,64,100,

104,108,112,116,120,124,128,
132,136,140,144,149,153,157,

--More-- or (g)uit

161

DCA Bandwidth..... .ttt it 20

DCA Foreign AP Contribution...................... enabled

HSR MO . i ittt it ettt et e et e et et ettt eeeeeeeen disabled

802.11n MCS Rates
MCS-00 RaAte. .ttt ittt it ittt i e e enabled
MCS-01 RaAt@. it ittt ittt ittt et i e e enabled
MCS-02 RaAte. .ttt ittt ittt ittt i i e e enabled
MCS-03 RaAt@. it ittt ittt it i ittt i e e enabled
MCS-04 RaAte. .t ittt ittt ittt iiiie e enabled
MCS-05 Rate. .ttt ittt ittt ittt i i e e enabled
MCS-06 RaAte. .ttt ittt ittt ittt i i e e enabled
MCS=07 RaAt@. it ittt ittt it ittt i i e e enabled
MCS-08 RaAt@. .t ittt it ittt ittt et i e e enabled
MCS-09 Rate. .ttt ittt it ittt ittt e enabled
MCS-10 RaAte. .t ittt it ittt ittt et it e enabled
DO T N = enabled
MCS-12 RaAt@. .ttt ittt ittt ittt i e e enabled
MCS=13 RaAt@. ittt ittt ittt ittt i e e enabled
MCS-14 RaAt@. .ttt ittt it i ittt iiiie e enabled
MCS=15 RaAte. .ttt ittt ittt ittt et it e e enabled
MCS=16 RaAte. .ttt ittt ittt ittt et i e e enabled

showa< > K :r~z .



. show rf-profile details

--More-- or
MCS-17
MCS-18
MCS-19
MCS-20
MCS-21
MCS-22
MCS-23
MCS-24
MCS-25
MCS-26
MCS-27
MCS-28
MCS-29
MCS-30
MCS-31

. showa<v > K :r~z

(qQ)uit
2 enabled
Rate. i it e e enabled
Rate. ittt e e enabled
2 enabled
2 enabled
2 enabled
Rate. i it e e enabled
2 enabled
2 enabled
Rate. ittt e e enabled
2 enabled
2 enabled
2 enabled
2 enabled
Rate .ttt e e enabled
work Preference...........iiiiiiiii.. default

show A< > K :r~z |



IsMw:?)P:r~z
show rogue adhoc custom summary .

show rogue adhoc custom summary

HAZLDT KB DRIERT 78R KA 2 MIBET HEHEFK T 521X, show rogue
adhoc custom summary =~ R&HH L ET,

show rogue adhoc custom summary

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, DAZLDT RFB 7 ORIERT 72 ARA Yy NOFEMER T A%< LE

j-o

(Cisco Controller) > show rogue adhoc custom summary

Number 0f AdROCS ..t v ittt ittt ittt et ie e 0

MAC Address State # APs # Clients Last Heard
BgEavy K show rogue adhoc detailed

show rogue adhoc summary

show rogue adhoc friendly summary
show rogue adhoc malicious summary
show rogue adhoc unclassified summary

config rogue adhoc

showa< > K :r~z .



. show rogue adhoc detailed

show rogue adhoc detailed

Cisco VA PLALAN 2 ha—J i lXo TR ENET Ry 2

sMw:?DF:r~z|

DRIERT 7B A KRA

kN DOFEMI A2 9 5121, show rogue adhoc client detailed =~ > & H L £,

show rogue adhoc detailed MAC address

7 R,

ATV RFIFLE AL

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, YVU—RX76LHIOY Y —X

THAShE L,

WIZ, T RERY I DORERT 7E®ARA L MO MACT KL ADE
BlER L ET,

IR e S e B

(Cisco Controller) > show rogue adhoc client detailed 02:61l:ce:8e:a8:8c

Adhoc Rogue MAC addresSS .. e e ettt eeeeeeeneeeeens 02:61:ce:8e:a8:8c

Adhoc RogUe BSSTID. it ittt ittt eeeeneeeeneaeesas 02:61:ce:8e:a8:8c

= Alert

First Time Adhoc Rogue was Reported.............. Tue Dec 11 20:45:45

2007

Last Time Adhoc Rogue was Reported............... Tue Dec 11 20:45:45

2007

Reported By

AP 1

MAC AdAreSS . v i it ittt nntseeeennnneneeeeens 00:14:1b:58:4a:e0

NaAm e . ittt ettt ettt AP0014.1ced.2a60

RAAIO TyP e i ettt ettt ettt eeneaenennns 802.11b

S rfdk3ap

Channel. ...ttt ittt ittt ittt i 3

S 1 -56 dBm

2 15 dB

| Yl % @ il @ 1o I Disabled

ShortPreamble. .. ..ttt ittt eeeeeennenns Disabled

WPA SUPPOL L e v i ettt ettt eeeenssennnenns Disabled

Last reported by this AP............... Tue Dec 11 20:45:45 2007
BgEavy K config rogue adhoc

show rogue ignore-list

show rogue rule summary

. showa<v > K :r~z



I show v > K :r~z
show rogue adhoc detailed .

show rogue rule detailed
config rogue rule

show rogue adhoc summary

showa< > K :r~z .



show A< > K :r~z |

. show rogue adhoc friendly summary

show rogue adhoc friendly summary

fERRYED T2 NT RR v 7 ORERT 78 A RA > MCBET 2 1EH AR AT 5121, showrogue
adhoc friendly summary =~ > N&fH L E7,

show rogue adhoc friendly summary

QO L Zoawy RZFBIEELEEF—UV—REH Y A,
aTURFI+LE L
av Y FER Jiy—=x TEAR
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, fERMEDIRNT Ry 7 ORERT VB ARA » NOFEMER T AH %2R L
i‘a‘o

(Cisco Controller) > show rogue adhoc friendly summary

Number o0f AdNOCS . .t i ittt ittt ittt e ieeeennn 0

MAC Address State # APs # Clients Last Heard

show rogue adhoc custom summary
show rogue adhoc detailed

show rogue adhoc summary

show rogue adhoc malicious summary
show rogue adhoc unclassified summary

config rogue adhoc

. showa<v > K :r~z



I showa<v > K:r~z

show rogue adhoc malicious summary .

show rogue adhoc malicious summary

EEOLDLT Ry 7 ORIERT 78A KA METH1EREFRT HI2IEL, show rogue
adhoc malicious summary =~ > R&HH L £,

show rogue adhoc malicious summary

QO L Zoawy RZFBIEELEF—UY—REH D A,
aTURFI+LE L
av Y FER Jiy—=x TEAR
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

BEEaOTY R

THEAINE LT,

WIZ, BEOHDLT NRy 7 ODRERT 78 ARA » FOFEMERRT D02~ L%
ﬁ-o

(Cisco Controller) > show rogue adhoc malicious summary
Number of AdhoCS. ..ttt ittt it iiiieeenn 0

MAC Address State # APs # Clients Last Heard

show rogue adhoc custom summary
show rogue adhoc detailed

show rogue adhoc summary

show rogue adhoc friendly summary
show rogue adhoc unclassified summary

config rogue adhoc

showa< > K :r~z .



. show rogue adhoc unclassified summary

show rogue adhoc unclassified summary

KOFEADOT R 7 ORIERT 7B ARA Y MIET HIEREZRTT DHIC

unclassified summary =~ R&2HH L £,

show rogue adhoc unclassified summary

X DERHA Zoawy FIZFRIEELITF—U—FNEIH Y £HEA,

aATYRFIHLE AL

show A< > K :r~z |

¥, showrogueadhoc

avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

I, ROBDT RAR Y 7 ORIERT 7 EBRA KA FOFEMERRT 204~ LE

R

(Cisco Controller) > show rogue adhoc unclassified summary

Number of AdhOoCS. ...ttt 0

MAC Address State # APs # Clients Last Heard
BEa<wy R show rogue adhoc custom summary

show rogue adhoc detailed

show rogue adhoc summary

show rogue adhoc friendly summary
show rogue adhoc malicious summary

config rogue adhoc

. showa<v > K :r~z



IsMw:?)F:r~z

show rogue adhoc summary

Cisco Wireless LAN Controller (Z K > TR S I T Ry 7 ORIERT JBRARA L FOY =
U —% "9 521X, show rogue adhoc summary =~ > K& L FJ,

show rogue adhoc summary

show rogue adhoc summary .

XD IR FIZFEIEERITZF—Y—NIdb v A,
ARV RFIFLE EL
2wy REE yy—2 RENE
7.6 oAz RiE, VI —RT6HURTDY U —2A
THEASINhE L,
RIZ, TRTOT RRy I DRERT JEARLA L OV~ —2FRT D627 L
£7,
(Cisco Controller) > show rogue adhoc summary
Detect and report Ad-Hoc Networks................ Enabled
Client MAC Address Adhoc BSSID State # APs Last Heard
XX IXXIXX XX XX XX super Alert 1 Sat Aug 9
21:12:50 2004
XXIXXIXXIXXIXX XX Alert 1 Aug 9 21:12:50
2003
XX IXXIXXIXX XX XX Alert 1 Sat Aug 9
21:10:50 2003
BEa<T YR config rogue adhoc

show rogue ignore-list

show rogue rule summary

show rogue rule detailed

config rogue rule

show rogue adhoc detailed

showa< > K :r~z .



. show rogue ap clients

show A< > K :r~z |

show rogue ap clients

Cisco VA YL ALAN 22 b —=F (2 Ko TR SNIEARERT 7B A RA b 7 74T~
N OFEMI A2 9 5 1Z1E, show rogue ap clients 2~ > K& L F7,

show rogue ap clients ap _mac_address

X DA ap_mac_address RIEART 72 A O MACT FL %,
ARV RFIALE EL
v FERE 1y —2 FERE

76 Zoa<wyRE VU —=A76URTIOY Y —2A

BEEa<w> R

THAShE L,

WIZ, RERT ZEARA L 7 F7A4T 2 FOFEMEFRRT 202 LET,

(Cisco Controller) > show rogue ap clients XX:XX:!XX:!XX:!XX!XX
MAC Address State # APs Last Heard

00:bb:cd:12:ab:ff Alert 1 Fri Nov 30 11:26:23 2007

config rogue adhoc

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

. showa<v > K :r~z



I show AT R :r~z
show rogue ap clients .

show rogue rule detailed

show rogue rule summary

showa< > K :r~z .



. show rogue ap custom summary

show rogue ap custom summary

BXDEREA

AR FI4ILE

show A< > K :r~z |

HAZLDT KB 7 DRIERT 78R KA 2 MIBET HEHEFK T 521X, show rogue

ap custom summary 2~ > R&fH L E7,

show rogue ap custom summary

Zoawy FIZFGIEELITF—UV—FNIH Y £HA,

L

avy FERE

IJ IJ—Z

7.6

Zoa<wy RiE, V) —RXT76LHEIDY Y —2A
TEAINE L,

WIZ, BAZLDT R ORERT VEBARL L FD

B

(Cisco Controller) > show rogue ap custom summary

Number Of APS. .. ittt ittt it titieeeennnn

MAC Address State

config rogue adhoc

config rogue ap classify
config rogue ap friendly
config rogue ap rldp

config rogue ap timeout
config rogue ap valid-client
config rogue client

config trapflags rogueap
show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap malicious summary

show rogue ap unclassified summary

show rogue client detailed

show rogue client summary

. showa<v > K :r~z

il 2R o AR L E



I showa<v > K:r~z
show rogue ap custom summary .

show rogue ignore-list
show rogue rule detailed

show rogue rule summary

showa< > K :r~z .



. show rogue ap detailed

sMw:?DF:r~z|

show rogue ap detailed

Cisco VA YLV ALAN 2 b —F |2 &H > TR SNIZARIERT 7B A A v b OFEMaR
R BHIZIE. show rogue-ap detailed =~ > R&fH L £,

show rogue ap detailed ap mac_address

X DA ap_mac_address RIEART 72 A O MACT FL %,
ARV RFIALE EL
v FERE 1y —2 FERE

76 Zoa<wyRE VU —=A76URTIOY Y —2A

THAShE L,

WIZ, RIERT 78 A RA v F O #Z £ 012 L ET,

(Cisco Controller) > show rogue ap detailed xxX:xXX:XX:XX:!XX:!XX

ROGUE BSSID . ittt ittt et e teeeeeeeneeeeeeneeennennas 00:0b:85:63:d1:94
Is Rogue on Wired NetworK. ... iieeeeeeeonnenns No

Classification. ...ttt teeeeeeeeeeeeeennns Unclassified

S = Alert

First Time Rogue was Reported.........iiieeeen.. Fri Nov 30 11:24:56
2007

Last Time Rogue was Reported........oviiieenen.. Fri Nov 30 11:24:56
2007

Reported By

AP 1

MAC AddrESS . v i e et tieeeeeeeeeeeeeoneeenens 00:12:44:0b:25:d0

N s v e vt ettt ettt sttt et ee e eeeeansansans flexconnect

RAAIO TYP e ettt ittt ee et eeeeeeeenaaenennns 802.11g

S 1S T 5 edu-eap

Channel. ...ttt it ittt eeneaennas 6

2 1 -61 dBm

3 -1 dB

|2 Yok )% o il I @ 1o NN Enabled

ShortPreamble. ... ... ittt ennn. Enabled

WPA SUPPOT L e vttt ettt ettt eeeeaeeeneeens Disabled

Last reported by this AP.............. Fri Nov 30 11:24:56 2007

WIZ, RERT 7B ARAL L bOFEMERE D AZ <A RENTZHHEIT L » THRRT
LB &R LET,

(Cisco Controller) > show rogue ap detailed xx:xXxX:XX:XX:XX:XX
ROGUE BSSID . i ittt ittt e teeeeeeeeeeeeeeneeenennnas 00:17:0f:34:48:a0
Is Rogue on Wired NetworK....uouoweiiieeeeeeeennnns No

. showa<v > K :r~z



IsMw:?)F:r~z

EEav >R

Classification. ...ttt iiin it ieeeeeeeeneeenennns
SEeVETr Ity SCOTE i ittt it ittt it ee ettt
Class NamE . o v vttt tieeneeeeeoeesoeeeeeeeeoeesnesnnss
Class Change bDy. ..ttt ittt ittt eeeeneennsnns
Classified at ittt ittt it ittt eeeeeenennns
Classified Dy..ee ittt ittt ittt tieeeeennnnns

State change by. ...ttt ittt i et
First Time Rogue was Reported........oieeeeneenn.
2012
Last Time Rogue was Reported.........ciivienene...
2012
Reported By

AP 1

| Y% o il X o I

ShortPreamble..... ...

WPA SUPPOLT . v ittt ittt ettt ettt ee e

Last reported by this AP.......c.viinnn.
2012

config rogue adhoc

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap clients

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ap detailed .

custom

VeryMalicious
Rogue Rule

-60 dBm
c4:0a:cb:al:18:80

Contained
Rogue Rule
Mon Jun 4 10:31:18

Mon Jun 4 10:31:18

4 dB

Enabled
Enabled
Enabled

Mon Jun 4 10:31:18

showa< > K :r~z .



show av > R :r~z |
. show rogue ap detailed

show rogue ignore-list
show rogue rule detailed

show rogue rule summary

. showa<v > K :r~z



IsMw:?)P:r~z

show rogue ap friendly summary .

show rogue ap friendly summary

ar b —FIC Lo TR SNTERIED 2 WRIERT 78 A RA v e —BR AT HITIE,
show rogue ap friendly summary =~ > R&2fH L 9,

show rogue ap friendly summary

XD IR FIZFEIEERITZF—Y—NIdb v A,
ARVEFIALE AL
av Yy FERE )1)—2=R EEARE
7.6 Zoavy RE, VU —RAT6LEIOY Y —2R
TEAINE LT,
WIZ, TRTCOMEBRIEDIRWARERT 72 A RS bV~ —2FRT D605 L
5
(Cisco Controller) > show rogue ap friendly summary
NUumber Of APS. . ittt ittt ittt e iie et e 1
MAC Address State # APs # Clients Last Heard
XX :XX:XX:XX:XX:XX Internal 1 0 Tue Nov 27 13:52:04 2007
BEa<T YR config rogue adhoc

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

showa< > K :r~z .



showav > K :r~z |
. show rogue ap friendly summary

show rogue ignore-list
show rogue rule detailed

show rogue rule summary

. showa<v > K :r~z



IsMw:?)F:r~z

show rogue ap malicious summary .

show rogue ap malicious summary

Ay hE—JIL s TRHSNZEBZEOSHHRIERT 78R KA v hae—EERRTHITIE,
show rogue ap malicious summary =~ > K& L F7,

show rogue ap malicious summary

XD IR FIZFEIEERITZF—Y—NIdb v A,
ARVRFIHLE L
2wy REE yy—2 RENE
7.6 Zoa<wr Rix, VU —RT76LEIOY Y —2A
TEAINE L,
I, TRTCOEBEOHARNERT VEBARA L OV~ ) —2FR_TH0E25-LF
7
(Cisco Controller) > show rogue ap malicious summary
NUMDE Y Of AP St ittt ittt et e et ettt ettt eeenaenan 2
MAC Address State # APs # Clients Last Heard
XX :XX:XX:XX:XX:XX Alert 1 0 Tue Nov 27 13:52:04 2007
XX :XX:XX:XX:XX:XX Alert 1 0 Tue Nov 27 13:52:04 2007
BEa<v YR config rogue adhoc

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap timeout

config rogue ap valid-client
config rogue client

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap unclassified summary

show rogue client detailed

showa< > K :r~z .



showav > K :r~z |
. show rogue ap malicious summary

show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

. showa<v > K :r~z



I showa<v > K:r~z

show rogue ap summary .

show rogue ap summary

Cisco VA YL ALAN 22 b —F (2 Ko TR SNIEARERT 72 KA OV~ U —
% 3”9 521X, show rogue-ap summary =~ > R&2H L £,

show rogue ap summary {ssid | channel}

3O L): ssid RIERT 7% A RA v b ORFED 2 —H(1Z7%
E XN SSID #FR LET,
channel RIERT 72 A BRA v FOKED—Y TR
EESNTHRIA TBLIOF v RV EFRRL
F9,
aAvURFIANE AL
avy FER J1)y—= ETEAR
7.6 Zoa=wy R, VU—RXT76LHIODY Y —2A
TEAINE L,
8.0 H L —TU— FSSID & channel 25801 3
F L7,
WIZ, TRTORERT Z7EBA RS vOY <Y —%2R7rTHHERLUET,

(Cisco Controller) > show rogue ap summary

Rogue Location Discovery Protocol................ Disabled

Rogue ap timeout..... ..ttt 1200

Rogue on wire Auto-Contain.............c.ocvienn.. Disabled

Rogue using our SSID Auto-Contain................ Disabled

Valid client on rogue AP Auto-Contain............ Disabled

Rogue AP timeout. ...ttt ittt 1200

Rogue Detection Report Interval.................. 10

Rogue Detection Min RSSi......c.iiiiiiiiinnnnenn.. -128

Rogue Detection Transient Interval............... 0

Rogue Detection Client Num Thershold............. 0

Total Rogues (AP+Ad-hoc) supported................ 2000

Total Rogues classified.......c.oiiiiiiiiiinnn.. 729

MAC Address Classification # APs # Clients Last Heard
XXIXXIXX:Xx:xXx:xx friendly 1 0 Thu Aug 4 18:57:11 2005
XXIXXIXX:IXX:Xx:xXx malicious 1 0 Thu Aug 4 19:00:11 2005
XXIXXIXX:IXX:Xx:xXx malicious 1 0 Thu Aug 4 18:57:11 2005
XXIXXIXX:IXX:Xx:xXx malicious 1 0 Thu Aug 4 18:57:11 2005
WIZ, TRCORIERT 7EARA Y hOY~ U —LPEiENRT A—4 L LTO SSID
R DBl R L ET,

showa< > K :r~z .



. show rogue ap summary

(Cisco Controller) > show rogue ap summary ssid

MAC Address Class State SSID
XXIXXIXXIXX:1xXX:XxX Unclassified Alert XXX
XXIXX:IXX:1XX:1xX:xXxX Unclassified Alert XXX
XXIXXIXXIXX:1XX:XxX Pending Pending XXX
XXIXXIXX:1XX:1xXX:XxX Unclassified Alert XXX

/N
NaFoRT ol R~ LET,

(Cisco Controller) > show rogue ap summary channel

show A< > K :r~z |

Security

Open
Open
Open
WEP/WPA

TRTCORERT IV VARA L "hOY~ Y —LPEENT A—2 L L TOF v 3

MAC Address Class State Det RadioType Channel RSSIlast/Max)
XXIXXIXXIXX:xXX:XX Unclassified Alert 802.11g 11 -53 / -48
XXIXXIXX:IXX:xXX:XX Unclassified Alert 802.11g 11 -53 / -48
XXIXX:IXX:IXX:xXX:XX Unclassified Alert 802.1l1la 149 -74 / -69
XXIXX:IXX:IXX:xXX:XX Unclassified Alert 802.11la 149 -74 / -69
XXIXXIXX:IXX:1xXX:XX Unclassified Alert 802.11la 149 -74 / -69

Iz,
LT v XIVDOE FERATHHE R LET,

(Cisco Controller)

BEaTUR

> show rogue ap summary ssid channel

TRTCORERT VB ARA L OV~ U —LHEENRT A—4 L LT? SSID

MAC Address Class State SSID Security Det RadioType

Channel RSSI (last/Max)

XX:IXX:XX:1XX:xXX:XX Unclassified Alert dd WEP/WPA 802.11n5G
56 =73 / -62

XXIXXIXX:1XX:xXx:xXx Unclassified Alert SSID IS HIDDEN Open 802.11a
149 -68 / -66

XX:IXX:XX:1XX:xXX:XX Unclassified Alert wlanlé6 WEP/WPA 802.11n5G
149 -71 / =71

XX:IXX:XX:1XX:xXX:XX Unclassified Alert wlanlb WEP/WPA 802.11n5G
149 -71 / =71

XX:IXX:XX:1XX:xXX:XX Unclassified Alert wlanléd WEP/WPA 802.11n5G
149 -71 / =71

XX:IXX:XX:1XX:xXX:XX Unclassified Alert wlanl3 WEP/WPA 802.11n5G
149 =71 / =70

XX:IXX:XX:1XX:xXX:XX Unclassified Alert wlanl2 WEP/WPA 802.11n5G
149 -71 / =71

config rogue adhoc

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap clients

. showa<v > K :r~z



I showa<v > K:r~z

show rogue ap detailed

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

show rogue ap summary .

showa< > K :r~z .



showav > K :r~z |
. show rogue ap unclassified summary

show rogue ap unclassified summary

ay b=l ko TRHESNIZRSEORIERT 7B ARA > M —EHRRT HITIX, show
rogue ap unclassified summary =~ > R&#H L £,

show rogue ap unclassified summary

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

I, TRTORGEORIERT 7V EARA L MDY A NERRT L0 2R LET,

(Cisco Controller) > show rogue ap unclassified summary

NUMDET Of AP S . ittt ittt ittt ettt it eineenennn 164

MAC Address State # APs # Clients Last Heard

KX :XX:XX: XX XX: XX Alert Fri Nov 30 11:12:52 2007
XX :XX:XX:XX:XX:XX Alert Fri Nov 30 11:29:01 2007
XX :XX:XX:XX:XX:XX Alert Fri Nov 30 11:26:23 2007
XX XX :XX:XX:XX:XX Alert Fri Nov 30 11:26:23 2007

. showa<v > K :r~z



IsMw:?)F:r~z
show rogue auto-contain .

show rogue auto-contain

RIEO BEILIEIZEE T 2 #® %R RT 5121, show rogue auto-contain =~ > K& L &
R

show rogue auto-contain

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

KT, AIEOHEHILICBET 5 1FREFR ST 202 L ET,

(Cisco Controller) > show rogue auto-contain

Containment Level.......u i, 3
11Te b ol I e = < T o 1 P false
BEa<y R config rogue adhoc

config rogue auto-contain level

showa< > K :r~z .



. show rogue client detailed

show rogue client detailed

show A< > K :r~z |

Cisco VA YL ALAN 2V b —FIZ Lo THREENTZARERT FA4 T MOFEMEERT D

\Z1X. show rogue client detailed =~ > F&fiH L £,

show rogue client detailed Rogue AP MAC address

B DEREA

Rogue AP AIEAP DT R A,

MAC _address RIERZ FAT > RO MAC 7 RL A,

aAvVRFI4LE AL
avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

8.1 Rogue AP /X7 A —% 7% show rogue client
detailed =~ > FITIBANSALE L7z,

WIS, RIEZR 7 AT > b OFFMMERZFRT 2027 L ET,

(Cisco Controller) > show rogue client detailed xXx:XX:XX:XX:XX:XX

ROGUE BSSID . ittt ittt ettt ettt ettt e eesennaeenenn 00:0b:85:23:ea:dl

S = Alert

First Time Rogue was Reported...............o.... Mon Dec 3 21:50:36 2007
Last Time Rogue was Reported.............c.cvinn.. Mon Dec 3 21:50:36 2007
Rogue Client IP addreSS. ...ttt inneeennnneeennnn Not known

Reported By

AP 1

MAC AddrESS . vttt enenenenennn 00:15:c7:82:b6:b0

= 11 AP0016.47b2.31lea

Radio TyPE . i vttt ittt ettt et iiee e 802.11la

2 -71 dBm

SNR . v et ettt ettt ettt e e e 23 dB

Channel. ... ...ttt ittt 149

Last reported by this AP.............. Mon Dec 3 21:50:36 2007

show rogue client summary
show rogue ignore-list
config rogue rule client

config rogue rule

. showa<v > K :r~z



I showa<v > K:r~z

show rogue client summary .

show rogue client summary

CiscoV A Y LVALAN 2 » b —F Ko TR SNEARIER Y 747 OV~ Y —2FKR
9% (21X, show rogue client summary =~ > R&fEH L F7,

show rogue client summary

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

RIZ, TRTORIERZ FAT POV A MR T D02 R LET,

(Cisco Controller)

Total Rogue
Total Rogue
MAC Address

XX IXXIXX:
XX IXXIXX:
XX IXXIXX:
XX XX IXX:
XX XX IXX:
XX IXXIXX:
XX IXXIXX:
XX XX IXX:
XX XX IXX:
XX IXXIXX:
XX XX IXX:

XX
XX
XX
XX
XX
XX
XX
XX
XX
XX
XX

> show rogue client summary

Validate rogue clients against AAA............... Disabled

Clients supported.......ooeiivenne.. 2500
Clients present........cviiivnvn.. 3

State # APs Last Heard
xx:xx Alert 1 Thu Aug 4 19:00:08 2005
xx:xx Alert 1 Thu Aug 4 19:00:08 2005
xx:xx Alert 1 Thu Aug 4 19:00:08 2005
xx:xx Alert 1 Thu Aug 4 19:00:08 2005
xx:xx Alert 1 Thu Aug 4 19:00:08 2005
xx:xx Alert 1 Thu Aug 4 19:00:08 2005
xx:xx Alert 1 Thu Aug 4 19:09:11 2005
xx:xx Alert 1 Thu Aug 4 19:03:11 2005
xx:xx Alert 1 Thu Aug 4 19:03:11 2005
xx:xx Alert 1 Thu Aug 4 19:09:11 2005
xx:xx Alert 1 Thu Aug 4 18:57:08 2005
xx:xx Alert 1 Thu Aug 4 19:12:08 2005

XX IXXIXX:

XX

show rogue client detailed

show rogue ignore-list

config rogue client

config rogue rule

showa< > K :r~z .



showav > K :r~z |
. show rogue ignore-list

show rogue ignore-list

HRTHIICRESNTVWDBARERT 7 EARA L hDY A F%&FKRT 521, showrogue
ignore-list =~ > N&ZMHEH L £,

show rogue ignore-list

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, BHT DL VOICEREESNTWETRTORERT VEARSLS L bDOU A N &k
T~ Al E R LET,

(Cisco Controller) > show rogue ignore-list

MAC Address

XX IXXIXXIXX XX XX

BEavy K config rogue adhoc

config rogue ap classify
config rogue ap friendly
config rogue ap rldp

config rogue ap ssid

config rogue ap timeout
config rogue ap valid-client
config rogue rule

config trapflags rogueap
show rogue client detailed
show rogue ignore-list
show rogue rule summary
show rogue client summary
show rogue ap unclassified summary

show rogue ap malicious summary

. showa<v > K :r~z



I showa<v > K:r~z

show rogue ap friendly summary
config rogue client

show rogue ap summary

show rogue ap clients

show rogue ap detailed

config rogue rule

show rogue ignore-list .

showa< > K :r~z .



. show rogue rule detailed

show rogue rule detailed

KEE DARIE 72 3B — L D5l 2 2R 5 121E. show rogue rule detailed =~ > K % {#

LET,

show rogue rule detailed rule name

show A< > K :r~z |

X DA rule_name RIETR 3 FE— VDA,
ARV RFIALE EL
avy FERE )1y—2 EEANE
7.6 Zoawr RiE, VU —RAT6LRIDOY U —2A

BEa<v2 R

THAShE L,

WIZ, FFEDRIEZRFN— N OFEMIERZ F£m T 202~ LE T,

(Cisco Controller) > show rogue rule detailed Rule2

2 o e I Y 2
RULE NaAME. i ittt ittt ettt ettt et ee et eneeeeeennns Rule2
S o Enabled
0721 Malicious
SISV i 5 ol VA T o X af 1
Class NaMe. .ottt iie it ettt etieee s Very Malicious
N w2 All
1S o= o Contain
Match Operation. . ...t i ittt ettt Any
Hit CoUnt ..ottt ittt et et et et eeeeeen 352
Total Conditions. ...ttt 2
Condition 1
072 Client-count
L= T U 10
Condition 2
072 Duration
Value (SECONAS) vt ittt ettt et teeeeeeeeeeenean 2000
Condition 3
072 Managed-ssid
T T U Enabled
Condition 4
072 No-encryption
T T U Enabled
Condition 5
50174 © Rss1i
VAlUe (ABIM) vt vttt ettt ettt e ettt eeeeeeeeeeeeas -50
Condition 6
L7 ST Ssid
SSID COUNE .t v vttt ettt ettt ettt et eeneeeeennn 1
SO ID Lttt et e et e e e e test

config rogue rule

show rogue ignore-list

. showa<v > K :r~z



I show v > K :r~z
show rogue rule detailed .

show rogue rule summary

showa< > K :r~z .



. show rogue rule summary

show rogue rule summary

2 bR —FICEHESNTWARERGELV—LVERRT BHIZ
o< REFEALET,

show rogue rule summary

sMw:?DF:r~z|

X. show rogue rule summary

XD IR FIZFBIEERITZF—Y—NIdb v A,
ATV RFI4+LE RL
avy FERE 1)1y —= LEEHNE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
TEAINE L,
WIZ, a2y ba—FIZREINTWVDETRTORERLV—LDY R N EFRRTDHH0%
RLET,

BEav> R

(Cisco Controller) > show rogue rule summary

Priority Rule Name State Type Match Hit Count
1 mtest Enabled Malicious All 0
2 asdfasdf Enabled Malicious All 0

WIZ, 22 hba—JIlREINTWVWAETXTORIERL—ILDY A N &EFRT HH)%

~LET,

(Cisco Controller) > show rogue rule summary

Priority Rule Name Rule state Class Type

Notify State Match Hit Count

1 rule? Enabled Friendly Global
Alert All 234

2 rulel Enabled Custom Global
Alert All 0

config rogue rule
show rogue ignore-list

show rogue rule detailed

. showa<v > K :r~z



I showa<v > K:r~z
show route kernel .

show route kernel
H—FILD)— b Ty v alfifaEFzRT HIT1L, showroutekernel =~ > K& L F 4,

show route kernel

XD IR FIFBIEERITZF—Y—NIdb v A,

aATVRFIHLE AL

WIZ, B—FNVDONL— |k F¥ v vaFReRrT 50270 ET,

> show route kernel

Iface Destination Gateway Flags RefCnt Use Metric Mask MTU Window IRTT
dtl0 14010100 00000000 0001 0 0 0 FFFFFF00 O 0 0
dtl0 28282800 00000000 0001 0 0 0 FFFFFF00 O

dtl0 34010100 00000000 0001 0 0 0 FFFFFF00 O 0 0
ethO 02020200 00000000 0001 0 0 0 FFFFFF00 O 0 0
dtl0 33010100 00000000 0001 0 0 0 FFFFFF00 O 0 0
dtl0 0A010100 00000000 0001 0 0 0 FFFFFF00 O 0 0
dtl0 32010100 00000000 0001 0 0 0 FFFFFF00 O 0 0
dtl0 0A000000 0202020A 0003 0 0 0 FF000000 O 0 0
lo 7F000000 00000000 0001 0 0 0 FF000000 O 0 0
dtl0 00000000 0A010109 0003 0 0 0 00000000 O 0 0

BEa<wy R clear ap
debug arp

show arp kernel
config route add

config route delete

showa< > K :r~z .



. show route summary

show route summary

Cisco VA YL ALAN 22 fn—F —E R R— MIEV L TOENTWDHIL— FERTRT D

B DEREA

AU R TIHIE

BEEavT YR

(21X, show route summary =~ > RZH L £,

show route summary

ZOavy RIFBIEELITF—T— RiEdb ) 8 A,
mL,

WIZ, BESNZTRTONL— NaRRT 0 E2RLET,

> show route summary

Number of RoOULES. .. vttt ittt 1
Destination Network Genmask Gateway
XXX XXX XXX . XXX 255.255.255.0 XXX XXX XXX . XXX

config route

. showa<v > K :r~z

show A< > K :r~z |



IsMw:?)F:r~z

show rules .

show rules
TIT 4 TIRNET 7 AT 74—V )b—L&EFRTBHIZIL, showrules 2~ REHEHLE
7,
show rules
XD ZOa<y FIZEFIBELZEF—TU—F3db 0 A,
ARVRFIFAL RL
av Y FRERE )1)—2x FERNE
7.6 Zoa<wr Rk, VU—RT76LHIOY U —2A

TEAINE L=,

W, TIT 4 TIRNERT7 74T T4 — b—)LaRrT 6%~ LET,

(Cisco Controller) > show rules

Rule ID.....cueeene..: 3
Ref count...........: 0
Precedence..........: 99999999
FlagS . eeeeeeeeeeeea.: 00000001 ( PASS )
Source IP range:
(Local stack)
Destination IP range:
(Local stack)
Rule ID. ...t 25
Ref count...........: 0
Precedence..........: 99999999
FlagS . e e e eeeeeeeeea.: 00000001 ( PASS )
Service Info
Service name........: GDB
Protocol............: 6
Source port low.....: O
Source port high....: 0
Dest port low.......: 1000
Dest port high......: 1000
Source IP range:
IP High............: 0.0.0.0
Interface..........: ANY

Destination IP range:
(Local stack)

showa< > K :r~z .



. show run-config

show A< > K :r~z |

show run-config

BIfED Cisco VA ¥ LA LAN @1 b —F OFRGEDWFENRE 2 — %2R 2121, show
run-config all =~ > K&/ L 9,

show run-config {all | commands} [no-ap commands ]
WX DA all show run-config ® FOT X TDa~ Ru#
~LET,
no-ap UEE) 77 BARAV MREERILET,
commands EE) avro—Jla—PRRELEZ2

v~ v Fe—EERRLET,

ATV RFIFLE AL

avy FNERE

Jy— EEAE

z
7.6 Zoavwry Rt VI —RAT76LURIDOY UV —ATHEAINE LT,
8.2 Zoawry RBBMENE L,

FELEDHA KSq > KO~ K7 show running-config =~ > FIZEE#X b E LT,

—¥8D WLAN = ha—F X, VPNRIREY 2 — VEITEBEN Ve a =7 EnTn
Wi, 77 R T 7T =2 (VPNUGE Y 2 —/b) EFBEP R SNEE A,
show run-configall =~ > RCTERIND DL, =2 —VFRHRELIMELETTT, AT AL
DERESNTZT 7 4V MEITERSILEE A

2. show run-config all =~ > RO Nl %7 LET,

(Cisco Controller) > show run-config all
Press Enter to continue...
System Inventory

Switch Description...... ... Cisco Controller
Machine Model. .. ...ttt i

Serial NUMDETL . .ottt ittt ittt ettt it en e FLS0923003B
Burned-in MAC AddressS.......iuitiiiinnneneenenns XX IXXIXXIXXIXXIXX
Crypto Accelerator l.......iiiiiiiiininnennns Absent

Crypto Accelerator 2. ... ... iiiiiinininennns Absent

Power SUPPLY L.ttt ittt it i Absent

Power SUPPLY 2.ttt ittt it e e e Present, OK

Press Enter to continue Or <Ctl Z> to abort...

. showa<v > K :r~z



I showa<v > K:r~z

show run-config startup-commands .

show run-config startup-commands

BITED Cisco VA ¥ LA LAN 21 b 2 — 7 ORRE DR ¥ 2 — &2 £RT DI,
showrun-configstartup-commands =~ > R&2fiH L £,

show run-configstartup-commands

B DEREA

AR TIAIE

run-config EiThoar7 4 FXal—yvaryavr REERLET,

startup-commands 7 f Y L XA LAN 2 fR—T CRESNTVWIAX— T v a~v
RDOUAMEFRRLET,

av Y RERE

EREDAARZA

L

y)— ZEER
Z S
8.0

BHRLAN 2 hr—F0ary7 4 Xalb—raryavy NI 7y 7e— RN 7ekx%
L CTFTP £721ENCS ¥ — N 27 v 7 u— REIET, show run-config startup-commands
AV PIZEY, ERLAN 22 b —Z [ 3ETPOa 7 1 Fab—a & CLIEATAE
KTDHZENTEET, AREINEHREa~ NE, Ry N2 2B LT DHOD Ny
Ty7arZ 4 Xal—var L ERATEET,

£l
&IZ. show run-config startup-commands =~ > RO 2R LET,

show run-config startup-commands

(Cisco Controller) >show run-config
startup-commands

(Cisco Controller) >show run-config startup-commands

This may take some time.
Are you sure you want to proceed? (y/N) y

config location expiry tags 5

config mdns profile service add default-mdns-profile AirPrint

config mdns profile service add default-mdns-profile AirTunes

config mdns profile service add default-mdns-profile AppleTV

config mdns profile service add default-mdns-profile HP Photosmart Printer 1
config mdns profile service add default-mdns-profile HP Photosmart Printer 2
config mdns profile service add default-mdns-profile Printer

config mdns profile create default-

showa< > K :r~z .



. show serial

show serial

B DEREA

ARV R TIFIbE

sMw:?DF:r~z|

UTIN (ary—/) F— FREEF T HIZIE, showserial 2~ REMHEH L ET,
show serial
Zoa=wy RIZIBIEELITF—U—RNIb ) A,

A= FREDOHR— L— Lk, XF, 7a—Hlll, AhyT Yy s RNUT 4 XA TDT 7%V
METZ. 9600, 8. off. 1. none T,

avy FERE

Jjy—= ETEAR
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

WIZ, BIA232 XFG A —ABI ORIV TV R— DT I T 47T A LT 7 NEFRR
TAHBERLET,

(Cisco Controller) > show serial

Serial Port Login Timeout (minutes)......... 45

Baud RaAte. i ittt ittt ettt et eeieeeenneanns 9600
Character SizZe. ...ttt eeneeeeennnn 8

Flow COoNtrol .. et et ittt eeeeeeeeeneennnn Disable
SEOP BitS .ttt ittt ittt e e e 1

Par ity YRt ittt ittt e e e e e e e none

. showa<v > K :r~z



I showa<v > K:r~z

show sessions .

show sessions

B DEREA

AU R TIHIE

BEav> R

A= VR —rOaTA U EA LT NBLOFRKa~v R4 A F—T x4 A (CLD
Yol a OB EFERT HIZIE, showsessions T~ FEMFHA L E9,

show sessions

ZOavy RIFBIEELITF—T— RiEdb ) A,
547, Sy ay,

WIZ, CLIE Y Y2 v ORELZRRTHHIZRLET,

> show sessions
CLI Login Timeout (minutes)............ 0
Maximum Number of CLI Sessions......... 5

ZOIREF. CLItyYa NI A LT U MTAZ Ei1E72<, Cisco VA ¥ L A LAN
oy ha—F IR R T5ODEFCLIE Yy g VA FRARNTELZ L EZRLTWET,

config sessions maxsessions

config sessions timeout

showa< > K :r~z .



show av > R :r~z |
. show snmpcommunity

show snmpcommunity

Simple Network Management Protocol (SNMP) 22X =7 4 = kU #FK /T 5121L. show
snmpcommunity =~ > K& H L E7,

show snmpcommunity

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

aATVRFIHLE AL

WIZ, SNMP 22 =2=7 o =2 MU 23R T 5012~ LET,

> show snmpcommunity

SNMP Community Name Client IP Address Client IP Mask Access Mode Status
public 0.0.0.0 0.0.0.0 Read Only Enable
KKK KA KKK 0.0.0.0 0.0.0.0 Read/Write Enable

BEavy K config snmp community accessmode
config snmp community create
config snmp community delete
config snmp community ipaddr
config snmp community mode

config snmp syscontact

. showa<v > K :r~z



I show AT R :r~z
show snmpenginelD .

show snmpenginelD
SNMP = > > ID #3/~3 51Z1%,. show snmpenginelD =~ R&FEH L 7,

show snmpengineID

XD oAy RICEHBIRELES—T— FiEd Y 1A,

aATVRFIHLE AL

WIZ, SNMP =2 ID #F AR T 50 %2R LET,

> show snmpengineID
SNMP EngineId... ffffffffffff

BEa<TF config snmp enginelD

showa< > K :r~z .



. show snmptrap

show A< > K :r~z |

show snmptrap

B DEREA

AU R TIHIE

Cisco 74 ¥ LA LAN =2 b 2 — 5 ® Simple Network Management Protocol (SNMP) @ k7 v
T U= REENLDAT —H A% FRKAT HIZIE, show snmptrap 2~ > RZFEH L ET,

show snmptrap

Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

2L

RIZ, SNMP T v 7 Lo —=NEZNHDAT —Z A% KR T D02 R LET,

> show snmptrap
SNMP Trap Receiver Name IP Address Status

XXX XXX XXX . XXX XXX XXX XXX . XXX Enable

. showa<v > K :r~z



I showa<v > K:r~z

show snmpv3user .

show snmpv3user

B DEREA

AR FI4ILE

EEav >R

Simple Network Management Protocol (SNMP) /N—30 3 > 3 O EZFK T HIZiL, show
snmpv3user =~ > K& H L 7,

show snmpv3user
Zoawy FIZFGIEELITF—U—FNIH Y A,
L

WIZ, SNMP R—2 3 > 3 OFREFEHREEZRT HHZRLET,

> show snmpv3user
SNMP v3 username AccessMode Authentication Encryption

default Read/Write HMAC-SHA CFB-AES

config snmp v3user create

config snmp v3user delete

showa< > K :r~z .



show av > R :r~z |
. show snmpversion

show snmpversion

aryhe—7 ETCEDON=Va rOffiGFry NU—27EH T2 hal (SNMP) BNAREIX
AT > TV DN EFEART 5IT1E, show snmpversion =~ > K& L F9,

show snmpversion

KT EEH Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

ARV RFIANE AT

WIZ. SNMP v1/V2v3 AT —H AR+ 5027 L E1,

> show snmpversion

SNMP VI @ MOd€. i i ii ittt it tittittietineeneenenns Disable

SNMP V2C MOd@ . v vttt ittt ettt et ineineenennn Enable

SNMP V3 MOd€. it iv ittt it tittittineinenneenenns Enable
BgEavy K config snmp version

. showa<v > K :r~z
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show spanningtree port .

show spanningtree port

Cisco VA YLV ALAN 2 ha—F D A= 7Y ) — R— MR EZFRT HITIE. show
spanningtree port 2~ > RZfE/H L £7,

show spanningtree port port

BXDEREA

AU R TIHIbE

port PR — N

e Cisco2100 >V — A U A ¥ 1L ALAN =2/
fa—7TiX1 ~4,

¢ Cisco4402 > ) — X TJ A4 ¥ L ALAN =2 v
fer—7TiE1 £721% 2,

e Cisco4404 >V —X U A ¥ L A LAN =1
fer—FTid1~4,

SPT OF 7 # /v hERED H J1fEIL, 800C, Disabled, 802.1D, 128, 100, Auto T3,

avy FERE

HEREDAA K1Y

\}

Jjy—= ETEAR
7.6 Zoa<wy Rk, VY—RT6LEIDY U —2A

TEAINE L=,

Cisco4400 > U =AU A ¥ L ALAN = b 11— T THR— MIRPHRE SN TWDHEE, Cisco
4400 ) —A UL XYL ALAN 2> b —F DT _XRCOR— MIKF L TANRN=Z TV Y —F
2 k2L (STP) ZHPCTHMLENRSH Y £9, Cisco4400 >V —X U A ¥ L ALAN 2> |
O—J RSN TWD AL v F T, STPZADOEFICLTBLL ZENTEET,

GE)

—¥D WLAN 2> ha—F 3, A= Y ) —pe s R — LTV ER AL

RIZ, R—= PR TAAR= 7Y ) — 2R T 5012 R LET,

(Cisco Controller) > show spanningtree port 3

STP POrt ID. .t ittt ittt ittt ettt eeeaeeeaeaans 800C

STP POort State....iiieiii ittt eneeeeennnn Disabled
STP Port Administrative Mode..........ooun.. 802.1D
STP POrt Priority..eeiiiieieeeeeeeeeennnnnn. 128

STP Port Path Cost...ii it ieneeeennnn 100

STP Port Path Cost Mode......... ... Auto

showa< > K :r~z .
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. show spanningtree switch

show spanningtree switch

Cisco VA PLALAN 2> ha—70Oxy hU—2 (DSH—K) A= TV U —REER
R BHIZ1E. show spanningtree switch =~ > R&ffH L £,

show spanningtree switch

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

FEELEDHA KS4>y —HO WLAN 2 hr—F % A= 7 Y ) —fga ¥R — F LT EREA,
WIZ, AA v TFHNTAR= Y ) — (i FHrt 562 R LET,

(Cisco Controller) > show spanningtree switch

STP Specification........oiiiiiinnnnn... IEEE 802.1D

STP Base MAC AddresSS. e eeeeeeeeeeeennnn 00:0B:85:02:0D:20
Spanning Tree Algorithm................ Disable

STP Bridge Priority........ieiiiiinn... 32768

STP Bridge Max. Age (seconds).......... 20

STP Bridge Hello Time (seconds)........ 2

STP Bridge Forward Delay (seconds)..... 15

. showa<v > K :r~z
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show stats port .

show stats port
WEELR — N OESAR OFGEHE R 2 £ R T HITIL, show stats port =~ REMFH L £,

show stats port {detailed port | summary port}

HEXXDEREA detailed PRl AN — MREHERAZ R LET
summary R— MEFHEMOER 2 TR L ET,
port WHIAR— &5

e Cisco2100 >V — A U A ¥ L ALAN =2/
fer—ZTid1~4,

e Cisco4402 >V — XA U A ¥ L ALAN =2/
fer—ZTiEl £7213 2,

e Cisco4404 > ) — X U A ¥ L ALAN =2/
FE—F Tl ~4,

e CiscoWLCM > ) — X U A ¥ LA LAN =
Y hue—7 7T,

ATV RFIFLE AL

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, YU—RX76LEIOY Y —X

THAShE L,

wIZ, R— PERFREZRTT L0 2R LET,

(Cisco Controller) > show stats port summary

Packets Received Without Error................. 399958

Packets Received With Error........c.oeeeeeeenen.. 0

Broadcast Packets Received.......iiiiiiieeennnn 8350

Packets Transmitted Without Error.............. 106060

Transmit Packets ErrorsS......ieeeeeeeeeeeeeeenns 0

Collisions FramesS . .. veeeeeeeeeeeeeeeeeeneeennns 0

Time Since Counters Last Cleared............... 2 day 11 hr 16 min 23
sec

WiC, FE AR — MERE R RT S0 2R LET,

(Cisco Controller) > show stats port detailed 1
PACKETS RECEIVED (OCTETS)

showa< > K :r~z .
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. show stats port

Total ByLeS . i i ittt ittt ittt eeeeeeeeeeeeenennas 267799881

64 byte pkts :918281

65-127 byte pkts :354016 128-255 byte pkts :1283092
256-511 byte pkts : 8406 512-1023 byte pkts :3006
1024-1518 byte pkts :1184 1519-1530 byte pkts :0

> 1530 byte pkts 12

PACKETS RECEIVED SUCCESSFULLY

1 i I 2567987
Unicast Pkts :2547844 Multicast Pkts:0 Broadcast
Pkts:20143

PACKETS RECEIVED WITH MAC ERRORS

1 i 0

Jabbers :0 Undersize :0 Alignment :0
FCS Errors:0 Overruns :0

RECEIVED PACKETS NOT FORWARDED

1 i I 0

RX Pause Frames :0
VLAN Membership
MulticastTree Viable:O0

(@)

0
Unacceptable Frames :0
VLAN Viable Discards:0
ReserveAddr Discards:0
CFI Discards :0

PACKETS TRANSMITTED (OCTETS)

Total ByLeS . ittt ittt ittt eeeeeeeeneeenennas 353831
64 byte pkts :0 65-127 byte pkts
128-255 byte pkts :0 256-511 byte pkts
512-1023 byte pkts 0 1024-1518 byte pkts
1519-1530 byte pkts :0 Max Info

PACKETS TRANSMITTED SUCCESSFULLY

Upstream Threshold :0

R N O O

522

Unicast Pkts :5868 Multicast Pkts:0 Broadcast
Pkts:7

TRANSMIT ERRORS

TOtaAl Err Ol S e e ittt ittt eeeeeeeseneeesoaneeesennas 0

FCS Error :0 TX Oversized :0 Underrun Error:0
TRANSMIT DISCARDS

Total DisSCardsS . i i e ettt eeeeeeneeeeeeneeenennas 0

Single Coll Frames :0 Multiple Coll Frames:O0

Excessive Coll Frame:0 Port Membership :0

VLAN Viable Discards:0

PROTOCOL STATISTICS

BPDUs Received :6 BPDUs Transmitted :0

802.3x RX PauseFrame:0

Time Since Counters Last Cleared............... 2 day 0 hr 39 min 59
sec

. showa<v > K :r~z
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show stats switch .

show stats switch

Fv b —27 (DSH—F) OEZEOHEHEHRZ T 521X, showstatsswitch 7~ > K%
EALET,

show stats switch {detailed | summary}

BX DA detailed FHEMRAA v FREHE Rz R L ET,
summary ALy FRFHEROERN 2 FoR L ET,

AR RFI40kc AL

avy FERE 1)1y —= EEHNE
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

THAShE L,

WIZ, AA v FRREHEROERN 2R 50 2R LET,

(Cisco Controller) > show stats switch summary

Packets Received Without Error................. 136410

Broadcast Packets Received........iiiiieeennn. 18805

Packets Received With Error........cceeeeeuenenen.. 0

Packets Transmitted Without Error.............. 78002

Broadcast Packets Transmitted.................. 3340

Transmit Packet ErrorS. ... ieeeeeeeeeeenneeeenn 2

Address Entries Currently In Use............... 26

VLAN Entries Currently In Use€.......ovuviiinnnn.. 1

Time Since Counters Last Cleared............... 2 day 11 hr 22 min 17
sec

WIS, SR ALy FRiHERZ 2T 262~ LET,

(Cisco Controller) > show stats switch detailed

RECEIVE

(00wl . 19351718
Total PRES. .ttt ittt ittt ittt ettt ettt eeeeeeeennns 183468
Unicast PRES. .ttt ettt e et e e e e ettt eeeeea 180230
Multicast PRES. . v ittt it e e e e e e eeeeeeeen 3219
Broadcast PKELS. .. ii it ittt ittt teeenneeanns 19
Pkts Discarded. .. .o v i ie it ettt ettt ettt 0
TRANSMIT

(@ T i O 354251
Total PRES. ittt it et et e et ettt et e ee e enannns 5882
Unicast PKRES ..ttt ittt ittt et e ettt eieeeeennnn 5875
Multicast PRES. .ttt i i e e e e e e eeeee 0

showa< > K :r~z .
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. show stats switch

Broadcast PKES. ...ttt ittt it e e 7
Pkts Discarded. . ...ttt iiteeeeeeeeeeeennennens 0
ADDRESS ENTRIES
MOSt Ever Used. . ui i ie i iiteeteeeeeeeeeeeeennsnnsas 1
Currently In USE. i ittt it ittt eeeeeeeeeennsnnsnns 1
VLAN ENTRIES
MaXIMUIN . o v e et e et e e e e eeeeeeooneeessaeeeessaeessss 128
MOSt Ever Used. . vt ie i iiteeteeeeeeeeeeeeenesnnsas 1
SLALIC TN USE . i ittt ittt ittt et teneeeeeeneaeneas 1
DynamicC TN USE . i it eeeteteeeeeeeeneeeeooneeenennas 0
VLANS Deleted. vttt tieeeeeeeeeeeeeoneeennas 0
Time Since Ctrs Last Cleared.......iiiiiieneennn. 2 day 0 hr 43 min 22
sec

. showa<v > K :r~z



I showa<v > K:r~z

show switchconfig .

show switchconfig

Cisco VA ¥ VA LAN 22 ha—Z T T 5 /37 A—% K79 5HI2IL, show switchconfig
av s REEHLET,

show switchconfig

T DIl ZOawy RIZEBIEELITF—T— REH VY £H A,
ATV RFIALE AFTT
avy FER J1)—= EEAR
7.6 ZoawrRiE, VY —R76LHETIOY Y —2A

THAShE L,

WIZ, Cisco VA YL ALAN 22 ha—F @l T 537 A =2 2F T 50%~ 1L
F7,

(Cisco Controller) >> show switchconfig

802.3x Flow Control Mode.......iiiiieinneneennnnn Disabled
FIPS prerequisite features..........oiiiiiineo.. Enabled
BOOt Break. ...ttt e e e e e Enabled
secret obfuscation........ii ittt Enabled
Strong Password Check Features:

case-check ........... Disabled

consecutive-check ....Disabled

default-check ....... Disabled

username-check ...... Disabled

config switchconfig mode

config switchconfig secret-obfuscation
config switchconfig strong-pwd

config switchconfig flowcontrol
config switchconfig fips-prerequisite

show stats switch

showa< > K :r~z .



showav > K :r~z |
. show sysinfo

show sysinfo
Cisco WLC DA EEH & Fovd 2 121%, show sysinfo 2~ R L £,

show sysinfo

XD IS FIZFBIEERITZF—Y—NIdb v A,

ATV RFIHLE AL

oL, YU —283 %S Cisco8540 VA VLA 2 hu—F THFET L=
<~ FOENFIZR L TOET,

(Cisco Controller) >show sysinfo

Manufacturer's Name. ... .. iiiii ittt eennnnees Cisco Systems Inc.

Product Name. ...ttt eennnnees Cisco Controller

ProduCt Version......u. ittt ininenneenenn 8.3.100.0

RTOS VerSIomn. it ittt itn ettt eeneeneeneens 8.3.100.0

Bootloader VersSion......eee oot eeneenenns 8.0.110.0

Emergency Image Version........c.eeiiiiiinnennenn. 8.0.110.0

OUI File Last Update Time.......oviiiiiinninnennnn Sun Sep 07 10:44:07 IST 2014
2 O 7 T DATA + WPS

SYSTEM NamMe . ot vttt ittt ettt ettt eineineeneenenn TestSpartan8500Devl

System Location. ...ttt ittt

System Contact..... ..ottt

System ObJeCTID. i vttt ittt ittt ettt ittt 1.3.6.1.4.1.9.1.1615
Redundancy Mode. ...ttt iin ittt tneneenenns Disabled

I S 2N L s Y = 8.1.4.2

IPVO AddreSS . vt ittt ittt ettt tneeneeneeneens HH

System Up Time. .. v vttt ittt ittt tin et 0 days 17 hrs 20 mins 58 secs

--More-- or (qg)uit

System Timezone Location...........cviiiiiinnon.

System Stats Realtime Interval................... 5

System Stats Normal Interval............ccoevue.. 180

Configured COUNLIY. vt v ittt ittt ittt eineinennen Multiple Countries : IN,US
Operating Environment...........uiiiiiinnnnennn. Commercial (10 to 35 C)
Internal Temp Alarm Limits............ ..o ion.. 10 to 38 C

Internal TemperatuUre. ... ..ottt nnneeennn +21 C

Fan Status. ... ..ttt ittt ittt iiea OK

RAID Volume Status

D Good
0 Good
State of 802.11b Network.......oiiiiiiininnnnnnn. Enabled
State of 802.11a Network.....ovoiiiiiiininnnnnn. Enabled
Number Of WLANS. ..ttt ittt ittt nnneeennn 7
Number of Active Clients.........ciiiiiiiinnnnn. 1

OUI Classification Failure Count................. 0

. showa<v > K :r~z
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show sysinfo .

Burned—1in MAC AddreSS. ...ttt nnennennennns F4:CF:E2:0A:27:00
Power SUPPLlY 1.ttt ittt ittt tiiiee Present, OK

--More-- or (g)uit

POWer SUPPLY 2.t ittt ittt ittt ittt Present, OK
Maximum number of APs supported.................. 6000

System Nas—Td. ...ttt nneeeeennneeeennneens

WLC MIC Certificate TyPeS. . ciu it nnennenns SHA1/SHA2
LiCenSing TyP . v vt ittt ettt ettt ettt eeeeeeeenen RTU

showa< > K :r~z .
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. show system iostat

show system iostat

CPUMEHEH., 73 AD A IIHEHE R, BROVN—T 1 v a & T AT LAOFEMBEHE
% F"T 521X, show system iostat 2~ > K& L F9,

show system iostat {detail | summary}

XD detail CPU fEatiE#, 7 /31 A A IIHEaHE .
BROS—F 4 ¥ 3 v L VAT LORMER
e FRLET,

summary CPU MaHE®R. 734 A ANH B,
BIOVARATLADONR—FT 4 a0 %FRALE
7,

ATV RFIFLE AL

avy FEREE Jy— ZEHEAR
3
8.0 Zoa<wy FREAINE LT,

RIZ. show system iostat summary =2~ > RO %2R~ L ET,

(Cisco Controller) >show system iostat summary
Linux 2.6.21 mvlcge500-octeon-mips64 octeon v2 be (localhost) 10/11/13

avg-cpu: %user $nice %$system %$iowait $steal $idle
1.13 0.00 0.27 0.08 0.00 98.52

Device: tps MB_read/s MB_wrtn/s MB_ read MB_wrtn
cfa 1.21 0.02 0.00 15 0

IZ. show system iostat detail =~ > RO HHZ R L E7,

(Cisco Controller) >show system iostat detail
Linux 2.6.21 mvlcge500-octeon-mips64 octeon v2 be (localhost) 10/11/13

avg-cpu: %user %nice %$system %iowait $%steal %idle
0.87 0.00 0.21 0.06 0.00 98.86

Device: rram/s wrgm/s r/s w/s rMB/s wMB/s avgrg-sz avgqu-sz
await svctm Sutil
cfa 8.42 0.15 0.84 0.09 0.01 0.00 28.79 0.02

23.41 7.20 0.67

. showa<v > K :r~z



I showa<v > K:r~z

show system top

VAT A EDCPU i bBMET 54 X7 DY A &R RT HIZIEL, show system top =~ > R

ML ET,

show system top

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

BX DA
aATYRFI4LE AL
avy FERE Jy— ZEHEAR
2
8.0 Zoawy RBREAINE LE,

WIZ, show system top =~ > FOH B &R L ET,

(Cisco Controller) >show system top
top - 06:16:32 up 2 min, 0 users, load average: 2.68, 1.05, 0.38
Tasks: 180 total, 1 running, 179 sleeping, 0 stopped, 0 zombie
Cpu0 : 0.0%us, 0.9%sy, 0.0%ni, 99.1%id, 0.0%wa, 0.0%hi, 0.0%s1, 0.0%st
Cpul : 0.7%us, 0.3%sy, 0.0%ni, 98.7%id, 0.2%wa, 0.0%hi, 0.0%s1, 0.0%st
Cpu2 : 0.3%us, 0.2%sy, 0.0%ni, 97.9%id, 0.7%wa, 0.0%hi, 0.9%s1, 0.0%st
Cpu3 : 8.6%us, 1.0%sy, 0.0%ni, 89.1%id, 0.8%wa, 0.0%hi, 0.6%s1, 0.0%st
Cpu4 : 13.8%us, 6.9%sy, 0.0%ni, 77.0%id, O0.6%wa, 0.0%hi, 1.7%si, 0.0%st
Cpu5 : 32.9%us, 0.2%sy, 0.0%ni, 65.1%id, O0.7%wa, 0.0%hi, 1.1%si, 0.0%st
Cpu6 : 0.4%us, 0.2%sy, 0.0%ni, 98.5%id, 0.7%wa, 0.0%hi, 0.2%s1, 0.0%st
Cpu7 : 15.6%us, 0.6%sy, 0.0%ni, 82.4%id, 0.7%wa, 0.0%hi, 0.7%s1, 0.0%st
Cpu8 : 3.8%us, 0.4%sy, 0.0%ni, 95.2%id, 0.6%wa, 0.0%hi, 0.1%s1, 0.0%st
Cpu9 : 0.7%us, 0.3%sy, 0.0%ni, 97.9%id, 0.2%wa, 0.0%hi, 0.8%si, 0.0%
Mem: 1004116k total, 681232k used, 322884k free, 220k buffers
Swap: Ok total, Ok used, Ok free, 138696k cached
PID USER PR NI VIRT RES SHR S %CPU $MEM TIME+ COMMAND

1555 root 15 0 2556 1116 816 R 7 0.1 0:00.07 top

1 root 18 0 4420 752 628 S 0 0.1 0:09.11 init

2 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/0

3 root RT 0 0 0 0 s 0 0.0 0:00.00 posix cpu timer

4 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/0

5 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/0

6 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-net-tx/

7 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-net-rx/

8 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-block/0

9 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-tasklet

10 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-sched/0

11 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-rcu/0

12 root RT 0 0 0 0 S 0 0.0 0:00.00 watchdog/0

13 root 15 -10 0 0 0 s 0 0.0 0:00.00 desched/0

14 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/1

15 root RT 0 0 0 0 s 0 0.0 0:00.00 posix cpu timer

16 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/1

17 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/1

18 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-net-tx/

19 root -51 0 0 0 0 S 0 0.0 0:00.00 softirg-net-rx/

showa< > K :r~z .

show system top .



show av > R :r~z |
. show system top

20 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/1
21 root -51 0 0 0 0 s 0 0.0 0:00.02 softirg-tasklet
22 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/1
23 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/l
24 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/1

25 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/1

26 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/2

27 root RT 0 0 0 0 s 0 0.0 0:00.00 posix_cpu_timer
28 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/2
29 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/2
30 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
31 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
32 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/2
33 root -51 0 0 0 0 s 0 0.0 0:01.19 softirg-tasklet
34 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/2
35 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/2
36 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/2

37 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/2

38 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/3

39 root RT 0 0 0 0 s 0 0.0 0:00.00 posix cpu timer
40 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/3
41 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/3
42 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
43 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
44 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/3
45 root -51 0 0 0 0 s 0 0.0 0:00.72 softirg-tasklet
46 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/3
47 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/3
48 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/3

49 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/3

50 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/4

51 root RT 0 0 0 0 s 0 0.0 0:00.00 posix cpu timer
52 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/4
53 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/4
54 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
55 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
56 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/4
57 root -51 0 0 0 0 s 0 0.0 0:02.20 softirg-tasklet
58 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/4
59 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/4
60 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/4

61 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/4

62 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/5

63 root RT 0 0 0 0 s 0 0.0 0:00.00 posix cpu timer
64 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/5
65 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/5
66 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
67 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
68 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/5
69 root -51 0 0 0 0 s 0 0.0 0:01.43 softirg-tasklet
70 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/5
71 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/5
72 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/5

73 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/5

74 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/6

75 root RT 0 0 0 0 s 0 0.0 0:00.00 posix_cpu_timer
76 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/6
77 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/6
78 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
79 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
80 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/6
81 root -51 0 0 0 0 s 0 0.0 0:00.20 softirg-tasklet
82 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/6
83 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/6

. showa<v > K :r~z



I show AT R :r~z
show system top .

84 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/6
85 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/6
86 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/7
87 root RT 0 0 0 0 s 0 0.0 0:00.00 posix_cpu_timer
88 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/7
89 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/7
90 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
91 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
92 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/7
93 root -51 0 0 0 0 s 0 0.0 0:00.84 softirg-tasklet
94 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/7
95 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/7
96 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/7
97 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/7
98 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/8
99 root RT 0 0 0 0 s 0 0.0 0:00.00 posix cpu timer
100 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/8
101 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/8
102 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
103 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
104 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/8
105 root -51 0 0 0 0 s 0 0.0 0:00.07 softirg-tasklet
106 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/8
107 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/8
108 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/8
109 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/8
110 root RT 0 0 0 0 s 0 0.0 0:00.00 migration/9
111 root RT 0 0 0 0 s 0 0.0 0:00.00 posix cpu timer
112 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-high/9
113 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-timer/9
114 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-tx/
115 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-net-rx/
116 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-block/9
117 root -51 0 0 0 0 s 0 0.0 0:01.10 softirg-tasklet
118 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-sched/9
119 root -51 0 0 0 0 s 0 0.0 0:00.00 softirg-rcu/9
120 root RT 0 0 0 0 s 0 0.0 0:00.00 watchdog/9
121 root 5 -10 0 0 0 s 0 0.0 0:00.00 desched/9
122 root -2 -20 0 0 0 s 0 0.0 0:01.14 events/0
123 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/1
124 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/2
125 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/3
126 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/4
127 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/5
128 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/6
129 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/7
130 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/8
131 root -2 -20 0 0 0 s 0 0.0 0:00.00 events/9
132 root 15 -5 0 0 0 s 0 0.0 0:00.03 khelper
133 root 15 -5 0 0 0 s 0 0.0 0:00.00 kthread
165 root 20 -5 0 0 0 s 0 0.0 0:00.00 kblockd/0
166 root 10 -5 0 0 0 s 0 0.0 0:00.00 kblockd/1
167 root 10 -5 0 0 0 s 0 0.0 0:00.00 kblockd/2
168 root 10 -5 0 0 0 s 0 0.0 0:00.00 kblockd/3
169 root 10 -5 0 0 0 s 0 0.0 0:00.00 kblockd/4
170 root 10 -5 0 0 0 s 0 0.0 0:00.00 kblockd/5
171 root 15 -5 0 0 0 s 0 0.0 0:00.00 kblockd/6
172 root 10 -5 0 0 0 s 0 0.0 0:00.00 kblockd/7
173 root 20 -5 0 0 0 s 0 0.0 0:00.00 kblockd/8
174 root 10 -5 0 0 0 s 0 0.0 0:00.00 kblockd/9
212 root 21 0 0 0 0 s 0 0.0 0:00.00 pdflush
213 root 15 0 0 0 0 s 0 0.0 0:00.00 pdflush
214 root 16 -5 0 0 0 s 0 0.0 0:00.00 kswapdO
215 root 10 -5 0 0 0 s 0 0.0 0:00.00 flush filesd/0

showa< > K :r~z .



. show system top

216
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920
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. showa<v > K :r~z
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root
root
root
root
root
root
root
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root
root
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:00.
:00.
:00.
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show A< > K :r~z |

flush filesd/1
flush filesd/2
flush filesd/3
flush filesd/4
flush filesd/5
flush filesd/6
flush filesd/7
flush filesd/8
flush filesd/9
aio/0

aio/1l

aio/2

aio/3

aio/4

aio/5

aio/6

aio/7

aio/8

aio/9
mtdblockd
kjournald
kjournald
Octeon Poll Thr
insmod
HATHREAD

sshd
gettyOrMwar
switchdrvr
kjournald
loop3

licensed

sh



IsMw:?)F:r~z
show tacacs acct statistics .

show tacacs acct statistics

FBE ST Z 7 O M7 BERRE I S0 ID (RFID) 15 A 259 51213, show tacacs acct statistics
avr REFHLET,

show tacacs acct statistics

X DEHEA Zoawy RIS ELIIF—TU—RiEdb v 84,

'_E_Iu“:I

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

KIZ, FEM72 RFID f @z ZR o612 R LET,

(Cisco Controller) > show tacacs acct statistics
Accounting Servers:

Server INAdeX. ...ttt ittt tennnnnnnnnnneeeeeeeens 1

Server AddresSsS. ...ttt ittt 10.0.0.0
Msg Round Trip TimMe. ... eieene et eeeneeneenennnn 0 (1/100 second)
First ReqUesStS. .ttt ittt ittt ettt eeeeeeeeennn 1

Retry ReqUESTS. it ittt ittt ittt it ittt iieeeeannn 0
Accounting ReSpPONSE . vttt ittt et ettt e 0
Accounting Request SUCCESS .t ittt ittt teneennnnnnn. 0
Accounting Request Failure.........ouoiiiiunnennnn.. 0
Malformed MSgS . v e et iin et tenneeeeenneeeeennnnns 0

Bad Authenticator MSgS. . ...ttt iieennnnnn 0
Pending ReqUEStES . i ittt ittt ettt et e e e e -1
Timeout RequUestS. ...ttt 1
UnknoOWntyPe MSOS . i i i it i i et ettt e ettt eeeeeeeeeeennn 0

(O ol o N et} < 0

showa< > K :r~z .



sMw:?DF:r~z|
. show tacacs auth statistics

show tacacs auth statistics

TACACS+ P —  ZREEDOFFHE R A F2~ 9 5 121%. show tacacs auth statistics =~ RZfEH L
F9,

show tacacs auth statistics

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

RIZ, TACACS Y — \FEILOH TR AT R T DH 2R L FT,

(Cisco Controller) > show tacacs auth statistics
Authentication Servers:

Server INAdeX. ..ttt ittt eennnnnnnnnnnneeeeeenns 2
Server AddresSsS. ...ttt ittt 10.0.0.2
Msg Round Trip Time. .. ..o ii it it i ittt eeeeaaeenns 0 (msec)
First ReqUesStS. .ttt ittt ittt it eeeeeeennn 0
Retry ReqUESTS . . i i it ittt ittt ittt iiee e eann 0
ACCEPL RESPONSE S . vttt ittt ettt teneeeeeennneeens 0
REJECE RESPONSES . i it ittt et et ettt e et ettt eeeeeeeenn 0
ErrOr RESPONSES .t i it ittt ittt ettt ettt eneneneennns 0
Restart ReSpPONSEeS . vttt ittt ittt et 0
FOLLOW RESPONSES . ¢ vt ittt ettt teeeeeeeenneeeennns 0
GetData ReSPONSES . i ittt ittt ittt ettt eeeeeeeenns 0
Encrypt no secret ReSpPONSEeS......vii ittt eenn. 0
Challenge RESPONSES . v ittt iteeetenneeeeenneeeennns 0
Malformed MSOS . v v v it i i ittt et ettt et e e e eeaaaaeeenn 0
Bad Authenticator MSgS. . ...ttt ieennnnnn 0
Pending ReqUEStES . i ittt ittt ettt et e e et 0
Timeout RequUestS. ...ttt 0
UnKknoOWNntyPe MSOS . i i i it i it e ettt ettt eeeeeeeeeeeenn 0
(O ol o N et} < 0

. showa<v > K :r~z



IsMw:?)F:r~z

show tacacs summary

TACACS+ Y — O ERIEH & F~ 9 521X, show tacacs summary =~ > K& L £,

show tacacs summary

show tacacs summary .

XD IR FIFBIEERITZF—Y—NIdb v A,
aARVRFIALE L
avy FER J1)—= EEAR
7.6 Zoa<wr R, VIV—R76LHIOY Y —2A
THEAINE LT,
RIZ, TACACS Y —"OERFIRE RS o602~ L ET,
(Cisco Controller) > show tacacs summary
Authentication Servers
Idx Server Address Port State Tout
2 10.0.0.1 49 Enabled 30
Accounting Servers
Idx Server Address Port State Tout
1 10.0.0.0 49 Enabled 5
Authorization Servers
Idx Server Address Port State Tout
3 10.0.0.3 49 Enabled 5
Idx Server Address Port State Tout
4 2001:9:6:40::623 49 Enabled 5
BEa<T YR config tacacs acct

config tacacs athr

config tacacs auth

show tacacs summary
show tacacs athr statistics

show tacacs auth statistics

showa< > K :r~z .



show av > R :r~z |
. show tech-support

show tech-support

Cisco Technical Assistance Center (TAC) 2 HARZBIZFER X415 Cisco VA ¥ LA LAN = b
0 —7 DL & FaT 5HI21E, show tech-support 2~ RAEMEH L F7,

show tech-support

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATVRFIHLE AL
WROHFITIE, VAT L VY —REREFRTDHEERLET,

> show tech-support

Current CPU Load. ... iiitnnneeneenenneeneenes 0%

System Buffers
Max Free Buffers.......c..oeiiiiiinninnnneenenn 4608
Free Buffers.....c..iiiiiiiiiiiiiiiininennenn 4604
Buffers In UsSe.. ittt it enneeenennnees 4

Web Server Resources
Descriptors Allocated.......oiiiiiinninnennnnn 152
Descriptors Used. ...ttt it inneenennens 3
Segments Allocated. ...ttt it 152
Segments Used. .ottt it itntneeneeneeneenens 3

System Resources
L0 w5 0T 747040 Secs
Total RaAM. ot i ittt ittt ettt ettt 127552 Kbytes
Free RaAll. oo ittt ittt ettt eneneeneenens 19540 Kbytes
Shared Ram. ..o vt it ittt ittt ie e e e 0 Kbytes
Buffer Ram. ... ..ttt iinineenenns 460 Kbytes

showa<v > K :r~z
88



I showa<v > K:r~z
show time .

show time
Cisco7A YL ALAN 2 hu—F D HKZFKRT HITIL, showtime =2~ > REHFEHA L ET,

show time

XD IR FIFBIEERITZF—Y—NIdb v A,

aATVRFIHLE AL

WIZ, BEENA F—T N Th\\Wary he—J0OAKEFRRT 02~ L ET,

> show time

I e et et e et e et e et et ettt e e e Wed Apr 13 09:29:15 2011
Timezone delta. ...ttt ittt neeneenes 0:0
Timezone location......... ... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkata
NTP Servers
NTP Polling Interval........cuiiiiiiinnnnnnnn 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
1 0 9.2.60.60 AUTH DISABLED

WIZ, NTP A v — OGRS L7 fE 8. AUTH ISR+ 2812~ L £,

> show time

I e e e e et e et e et e et e et e e e e ettt e Thu Apr 7 13:56:37 2011
Timezone delta. ..ttt ittt ittt 0:0
Timezone location......ueee e eennnnnn (GMT +5:30) Colombo, New Delhi, Chennai, Kolkata
NTP Servers
NTP Polling Interval.....c..eiieiiennennennnnn 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
1 1 9.2.60.60 AUTH SUCCESS
RIZ, ZEAT Y MC2 7 =0H 55813, NTP A v & — VR8REIREAS AUTH 0 I
I HlERLUET,
> show time
T e e e e e e e e e e e e e e e e e e e e e e et Thu Apr 7 13:56:37 2011
Timezone delta. vttt ittt et tiieeeenennns 0:0
Timezone location........oiiiiiennnnnn. (GMT +5:30) Colombo, New Delhi, Chennai, Kolkata
NTP Servers
NTP Polling Interval...... ..ot iiiiieennnnnn. 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
1 10 9.2.60.60 AUTH FAILURE
WIZ, N7y BONTP Y= 30 BIRE N2V GE . NTP A v — VRGEA T — h v 2E
FIZZe o2 R LET,
> show time
T (11 Thu Apr 7 13:56:37 2011
Timezone delta. vttt ettt eneeeeeenneeeennnns 0:0

showa< > K :r~z .



show A< > K :r~z |

. show time

Timezone 1oCation . ..ttt ettt ittt e eeeeennnns (GMT +5:30) Colombo, New Delhi, Chennai,

Kolkata
NTP Servers
NTP Polling Interval.....c..eiieiinnennennnnn 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
1 11 9.2.60.60

BEavy K config time manual

config time ntp
config time timezone

config time timezone location

. showa<v > K :r~z



I show AT R :r~z
show trapflags .

show trapflags

Cisco 74 ¥ LA LAN =2 b 2 — 5 @ Simple Network Management Protocol (SNMP) K7 v >/
77 7 hFRT HIZIE, show trapflags 2~ REMEH L F7,

show trapflags

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,

aATVRFIHLE AL

WRIZ, 22 b —F@OSNMP I v 75 7 FRRTHHERLET,

> show trapflags

Authentication Flag......o ittt Enable
Link Up/Down Flag. ...ttt innennennnn Enable
Multiple Users Flag....wue ettt eeneenenns Enable
Spanning Tree Flag. ... ettt Enable
Client Related Traps
802.11 Disassociation......oeiiiinienenneenenns Disable
802.11 AssoCiation. ...ttt eeneenns Disabled
802.11 Deauthenticate......... ... Disable
802.11 Authenticate Failure............cvoo... Disable
802.11 Association Failure..........cvievnen.. Disable
Authentication........oiiiiiiiiiiiiiiiinenenn. Disabled
Excluded. . vttt ittt i e e Disable
Max Client Warning Threshold.................. 90%
NaC—Alert TrapS . ceeeeeeneeneeneeneeneeneeneenens Disabled
RFID Related Traps
Max RFIDs Warning Threshold..................... 90%

802.11 Security related traps

WEP Decrypt Error........ ... Enable
IDS Signature Attack........ciiiiiiiiiiiiiiiin. Disable
Cisco AP
REGISTOT . i ittt ittt e e e e e Enable
InterfacelUp. vt ittt it ittt it ittt i Enable
Auto-RF Profiles
T = L Enable
NOLS . i ittt it ittt et ettt i ittt i e Enable
InterferenCe. v vt ittt it ittt ittt i Enable
[0 T =T = Enable
Auto-RF Thresholds
e €T ol Enable
channel. ...ttt ittt ittt Enable
= 0 = o 0 = Enable
AAA
= o Enable
oS Y = ol Enable
FOQUEAD e v o ¢ ¢t v v vt et eennseeeennneeeensneeeennns Enable
adjchannel-roguUeapP . vt v vt v vttt ittt in et Disabled
1 Enable
L0 o i e == Enable
IP Security
esp-auth. vt i e e i e Enable
L) &R = 1 = Enable
I8 0 s Enable

showa< > K :r~z .



. show trapflags

Mesh

T oY o N Enable

SULLE=NEg .t ittt ettt et e e e e e e Enable

invalid-cookie. ..ottt Enable

auth failure....... . it i Enabled
child excluded parent.......couviiiiiiiininnennn. Enabled
parent change. ... ..ottt eennn Enabled
child moved. ...ttt ittt ittt i i Enabled
excessive parent change.........ciiiiiiiiinen.. Enabled
onset SNR. ...t i i i i e e e Enabled
abate SNR. ... e e e Enabled
console 1ogin. ...ttt it e e e Enabled
excessive association......... ... il Enabled
default bridge group nName..........oceuveeeenenenn. Enabled
excessive hop count........iiiiiiiiiiiinnnnenn. Disabled
excessive children...... ... Enabled
sec backhaul change........ ..., Disabled

config trapflags 802.11-Security

config trapflags aaa

config trapflags ap

config trapflags authentication

config trapflags client

config trapflags configsave

config trapflags IPsec

config trapflags linkmode

. showa<v > K :r~z

show A< > K :r~z |



I showa<v > K:r~z

show traplog

B DEREA

AU R TIHIE

Cisco 7 A ¥ LA LAN = > k 2 — 7 ® Simple Network Management Protocol
0 7 %R 521X, show traplog 2~ REEH L F9,

show traplog

ZOawy FIESIBEELITF—V—RNEH Y A,

L

show traplog .

(SNMP) T v

avy FERE

JU— EERR
A

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

&IZ. show traplog =~ KO NHIZ R L ET,

(Cisco Controller) > show traplog

Number of Traps Since Last Reset........... 2447
Number of Traps Since Log Last Displayed... 2447
Log System Time Trap

0 Thu Aug 4 19:54:14 2005 Rogue AP : 00:0b:85:52:62:fe detected on
io MAC : 00:0b:85:18:06:50 Interface no:
b/g) with RSSI: -78 and SNR: 10

1 Thu Aug 4 19:54:14 2005 Rogue AP : 00:0b:85:52:19:d8 detected on
io MAC : 00:0b:85:18:06:50 Interface no:
b/g) with RSSI: -72 and SNR: 16

2 Thu Aug 4 19:54:14 2005 Rogue AP : 00:0b:85:26:al:8d detected on
io MAC : 00:0b:85:18:06:50 Interface no:
b/g) with RSSI: -82 and SNR: 6

3 Thu Aug 4 19:54:14 2005 Rogue AP : 00:0b:85:14:b3:4f detected on
io MAC : 00:0b:85:18:06:50 Interface no:
b/g) with RSSI: -56 and SNR: 30

Would you like to display more entries? (y/n)

showa< > K :
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1(802.11

Base Rad
1(802.11

Base Rad
1(802.11

r~z .



show A< > K :r~z |

. show tunnel profile-summary

show tunnel profile-summary

TRTCOT 7 7 A NOFER % FmT HIZIE, show tunnel profile =~ > K& H L £,

show tunnel profilesummary

summary - _XTOT 1T 7 A NVOENEFRLET,

X OB
ARV RFILLE L
2% REE Jy— EERE
2
8.1 Zoawy FREAShELE,

WIZ, T_XTCHOT 77 A NVOENER T HHE R LET,

show tunnel profile summary

. showa<v > K :r~z



I showa<v > K:r~z

show tunnel profile-detail .

show tunnel profile-detail
FEDT 0 7 7 A NVOjEM A TR T 521X, show tunnel profile =~ > FZH L £,

show tunnel profiledetail profile-name

X DERHA detail BrEDT 0 7 7 A NOEMERTLET,

profile-name 7117 7 A )L DA

ATV RFIHALE AL

avy FERE Jy— ZEEAR
A
8.1 ZOa<wy RPREAINE LT,

WIZ, FEDT 07 7 A T DRt e £ 261 2R LET,

show tunnel profile detail test

showa< > K :r~z .



show A< > K :r~z |

. show tunnel eogre-summary

show tunnel eogre-summary

7 —N)VETE DB Z KR HIZIE, show tunnel eogre =~ > RZEH L E7,

show tunnel eogre summary

summary o — S LVEEEOENE TR LE T,

BX DA
AR RFIALE AL
avy FERE Jy— ZEERE
2
8.1 Zoavry FREASHE L,
WIS, 7 u—rIVEEDRMEZ 2R 501 2R LET,

(Cisco Controller) > show tunnel eogre summary

. showa<v > K :r~z



I showa<v > K:r~z

show tunnel eogre-statistics

EoGRE | R /V#aHE#R &2 £ v 9 51215, show tunnel eogre =~ > R&fH L £,

show tunnel eogrestatistics

B DEREA

AR TFI4ILE

statistics EoGRE b > F /A EMAZF R L ET,

L

2 KRR

JU— ZEERR
A

8.1 Zoawy RPNEAINE L,

&IZ, EoGRE b ¥ RV EHEWOFEM A2 £ R 202 R LET,

show tunnel eogre statistics

show tunnel eogre-statistics .

showa< > K :r~z .



showav > K :r~z |
. show tunnel eogre-domain-summary

show tunnel eogre-domain-summary
EoGRE R A A > %~ —%FK/RJ 521X, show tunnel eogre =~ > REEH L E7,

show tunnel eogredomainsummary

X DERHA summary EoGRE KA A P~V —%FKRLET,

ARV RTFIALE EL

av v FERE N)— ZEERE
R
8.1 Zoawy RREASRELE,

WIZ, EoGRE FAA v Y~ —%FRTHH2RLET,

show tunnel eogre domain summary

. showa<v > K :r~z



I showa<v > K:r~z

show tunnel

show tunnel eogre gateway .

eogre gateway

EoGRE k> /b 77— b U = A OERE LOWEHEHR Z R T 5121, show tunnel eogre =~

VREFEALET,

show tunnel eogre gateway {summary | statistics}

B DEREA

AU R TIHIE

FEREDAA RS2

summary EoGRE b 3/ 7 — 7 = A OB LR LET,

statistics EoGRE k> RV 47— b7 = A OFeHEREZF R LET,

L

show tunnel eogre gateway summary =~ > N|%, FlexConnect " RAA v F 7 7T 4T |k
BXOe—bLVE—RAP 7 94T v FOFMOLE —EHRKRLE T, FlexConnect = — 7 /L
AA Y F T 7747 FOFEMAERRT DX, show ap eogre gateway ap-name =~ > N

ZEMALET,

avwy FERE

J)— EERE

A
8.1 Zoavwry RBREAINE L,
8.5 statistics /N7 A —Z N EMESE Lz,

showa< > K :r~z .



show A< > K :r~z |
. show watchlist

show watchlist

TIAT v NOEMRY A N EFERT HIZIE, show watchlist =~ > R&2#HEH L E9,

show watchlist

XD o<y NIEBIEEIIF—U—Rizdb v T8 A,

ATV RFIHLE AL

avy FERE )1)—2R EEAE

7.6 Zoa=wy RiE, VU —RXT76LHEIDY Y —2A

TEAINE L,

WRIZ, 74T 2 FOERY A OFREERRT 02~ LET,

(Cisco Controller) >show watchlist
client watchlist state is disabled

. showa<v > K :r~z



I showa<v > K:r~z

show wilan

show wlan .

FrE DI LAN F72130ME 7 7B A RA o b OREEHR. 72138 LAN OERFRE R
T AI21E, showwlan 2~ REEHLET,

show wlan { apgroups | summary | wlan id | foreignAp | lobby-admin-access }

BXDEREA

AR TFI4IE

FEREDHA K42

apgroups TIRARAL L N TNA—TEREFRLE
j—o

summary T RTOMEE LAN O 2 TR LET,

wlan_id WLAN OFREAEF R LET, Eff LANID O
#PAIL 1 ~ 512 T,

foreignAp WERT 7B A RA Y FOYR— NREXRER
l/\i ‘a’_‘o

lobby-admin-access lobby-admin-access 73 AT 72 > TWNWH TR T

® WLAN #F/R LET,

L

PMK ¥+ v 2 BT 5 802.1x 7 F9A T v F¥X=2 T 4 AT T, Bviar ¥4
LT T MR >TNDLGH, RETEORKEY a v XA LT 7 ME86400F T,
PMK % v v ¥ 2 MERR S /ey, A —7 2 WebAuth, PSK 72 EDZDMD 7 Z 47 k&
X2 UT 4Tl By ary AT 0 RBENIRSTWDISE, Eyial FA4 LT Y
MEVX [infinite] & FRSNET,

2% KRR

)1)—= TEAR
7.6 Zoa<xyRiE, V=276 URIOY U —ZATHAShE LK,
8.4 lobby-admin-access 23 HZNZ 72 > TV %D WLAN &R LE7,

Iz, wlan_id 1 O LAN OV~ U —Z2 KT 56 %2R~ LET,

(Cisco Controller) >show wlan 1

WLAN Identifier.... ...ttt 1
Profile Name. ..ttt ittt ittt et tinenenneenenn aicha
Network Name (SSID) ¢ v iiii it enneeneenenns aicha

S oA 6 Enabled
MAC Filtering. .. ittt eeneeneenens Disabled
Broadcast SSID. ..ttt ittt ittt Enabled
AAA Policy Override. ... ..ot innienennenneenenn Disabled

Network Admission Control

Radius-NAC State. .. vttt iinenennenns Enabled

showa< > K :r~z .



. show wlan

. showa<v > K :r~z

show A< > K :r~z |

SNMP-NAC State. ...ttt ennnns Enabled
Quarantine VLAN. . ...ttt ittt ittt eieeieeenenn 0
Maximum number of Associated Clients............. 0
Maximum number of Clients per AP Radio........... 200
Number of Active Clients.........ciiiiiiiinnenn. 0
Exclusionlist Timeout........oiiiiiiininninnenn.. 60 seconds
Session TimeoUb ..t i it ittt ittt i eieeeenn 1800 seconds
User Idle TimeoUL .. v i ittt ittt ittt tienenns 300 seconds
User Idle Threshold.........ouiiiiiiiiiiiinnneennnn 0 Bytes
NAS-identifier. . v ittt it it i Talwarl
CHD per WLAN. ¢ ¢t ittt ettt ittt ettt ettt ennns Enabled
Webauth DHCP exCluSion.......uueiiiininnnnennenn. Disabled
Interface . i vttt ittt ittt i e e e management
Multicast Interface.......iiiiiiiiiniinennennnnn Not Configured
WLAN TPV4 ACL. ittt ittt ettt ettt ettt eeeeenenns unconfigured
WLAN TPVGO ACL. ittt ettt ettt tte et e tee et unconfigured
MDNS SLAtUS . ¢ttt it ettt ettt et ettt e e e e Disabled
mMDNS Profile Name. ... ii it i innenneenenneenenn unconfigured
DHCP SEr Ve i vt ittt ettt ittt ittt ettt enneens Default
DHCP Address Assignment Required................. Disabled
Static IP client tunneling.........c..oeiieiiennnn. Enabled
PMIPVG6 MODIlity TypPe. v v i ittt ittt eieeieeenenn none
Quality 0f Service. ...ttt Silver (best effort)
Per-SSID Rate Limits. ..ot iinininennnn. Upstream Downstream
Average Data Rate. ...ttt ittt 0 0
Average Realtime Data Rate........ciiiiiiiinnen. 0 0
Burst Data Rate. . ...ttt ittt 0 0
Burst Realtime Data Rate........... ... 0 0
Per-Client Rate Limits......iiiiiiiiinninnnnnnn. Upstream Downstream
Average Data Rate. ...ttt ittt 0 0
Average Realtime Data Rate........ciiiiiiiinnon. 0 0
Burst Data Rate. . ...ttt ittt 0 0
Burst Realtime Data Rate........... ... 0 0
Scan Defer Priority........u.iiiiiiiininninnnnnnn. 4,5,6
Scan Defer Time. ...ttt ittt ittt eienenn 100 milliseconds
MM e e e ettt e e et e e et e et e e e Allowed
WMM UAPSD Compliant Client Support............... Disabled
Media Stream Multicast-direct.................... Disabled
CCX - AlronetIe SUPPOrL ...ttt ittt ennennennennns Enabled
CCX - Gratuitous ProbeResponse (GPR)............. Disabled
CCX - Diagnostics Channel Capability............. Disabled
Dotll-Phone Mode (7920) ¢« i ittt it e it e ieeeeennns Disabled
Wired ProtoCol. ...ttt ittt ittt eieeeenns None
Passive Client FeatuUre.......uiiiiiiiinnennennnnn Disabled
TPVO SUPPOT L e ittt ettt et ettt et e ettt eeeeenennn Disabled
Peer-to-Peer Blocking Action.........ceuveiuenunnen. Disabled
oY i o T = T e I Y All
DTIM period for 802.1la radio........oovveiienvnon. 1
DTIM period for 802.11b radio........cvveiininon. 1
Radius Servers
Authentication........i ittt Global Servers
ACCOUNTING . v ittt et ettt et ettt e et Global Servers
Interim Update. ...ttt ittt Disabled
Dynamic Interface........ ..o Disabled
Local EAP Authentication........oeeiiineneeennnn. Enabled (Profile 'Controller Local EAP')
Radius NATI-RealM. .t vttt ittt ettt et eeeenennns Enabled
Security
802.11 Authentication:........cviiiiiininnenn. Open System
FT SUPP O L e v ittt et e et e et e et ettt Disabled
StaticC WEP KeYS .t ittt ittt ittt teeieeeaeenenn Disabled
ST O/ Disabled
Wi-Fi Protected Access (WPA/WPA2) .....vuveuuenn. Enabled
WPA (SSN IE) ¢ v ittt ittt ettt tteenneeeennn Enabled
TKIP Cipher.. ...ttt Disabled



I showa<v > K:r~z

show wlan .

AES Cipher. ...ttt it e i Enabled
WPA2 (RSN TIE) vttt ittt ittt eienneeeennn Enabled
TKIP Cipher.. ..ottt iiniinennnn Disabled
AES Cipher. ...ttt ittt ein. Enabled
Auth Key Management
B0 2. X it i e e e Enabled
2 Disabled
[ Enabled
Rt 0 Disabled
FT-PSK(802.11r) v vitit ittt ttteeeeeeenennn Disabled
PME=1X(802.11W) ¢t vttt it inininnennnns Enabled
PME=PSK(802.11W) v v v v ittt ettt eeeeeeenennn Disabled
FT Reassociation Timeout............. ..o, 20
FT Over-The-Air mode.......viiiiiiiiinininnennn. Enabled
FT Over-The-DS MOde. ... it iiiiineeneeneennennnn Enabled
GTK Randomization.............oiiuiiuinnnn. Disabled
SKC Cache SUpPPOTrt....u.ii ittt iiniennnnnn Disabled
CCKM TSE TOleranCe......uueeeeeeneennennenns 1000
Wi-Fi Direct policy configured................ Disabled
EAP-Passthrough....... ..., Disabled
CRI P ittt it it i ettt e e e Disabled
IP SECUTrItY . ittt ittt e et et e e Disabled
IP Security Passthru...........cooiiiiiinnenn. Disabled
Web Based Authentication...................... Disabled
Web-Passthrough.........iiiiiiiiiiiininnenn. Disabled
Conditional Web Redirect............. ... Disabled
Splash-Page Web Redirect..........ciiiiininon. Disabled
AULO ANChOT. . ittt ittt i it it Disabled
FlexConnect Local Switching................... Enabled
flexconnect Central Dhcp Flag.......ooiviueen. Disabled
flexconnect nat-pat Flag.......coouiiiiiiinneen. Disabled
flexconnect Dns Override Flag..........cvoo... Disabled
FlexConnect Vlan based Central Switching ..... Disabled
FlexConnect Local Authentication.............. Disabled
FlexConnect Learn IP Address.............oou... Enabled
Client MEP. .ttt ittt ettt ettt eeeenen Optional
P L e e e e e e e e e e Disabled
PMF Association Comeback Time................. 1
PME SA Query RetryTimeout.........couveiuenennen. 200
Tkip MIC Countermeasure Hold-down Timer....... 60
Call SNOOPING . vttt ettt ettt ettt et Disabled
Roamed Call Re-Anchor PoliCy......uieiiiiinnennn. Disabled
SIP CAC Fail Send-486-Busy Policy..........cvu.. Enabled
SIP CAC Fail Send Dis-Association Policy......... Disabled
KTS based CAC POliCy. it ii ittt tieinennennns Disabled
Band SeleCt.. it e e Disabled
Load BalanCing. w . et et i it i tteteeeeeeneenennns Disabled
Mobility Anchor List
WLAN ID IP Address Status
ST O Enabled
NetWOork ACCESS LYPE .ttt ittt tttnneeeeennneens Chargeable Public Network
Internet service........oiiiiiiiiiiiiiiiiiin Enabled
Network Authentication type.......c.oiviiiin.. Not Applicable
HES ST D ittt ettt et ittt ettt e e 00:00:00:00:00:00
IP Address Type Configuration
IPV4 Address LyPe. .t i ittt et tnnenneenens Available
IPV6 Address LyPC. ittt iiineeennneeeennnns Not Known

Roaming Consortium List

Index OUI List In Beacon
1 313131 Yes
2 DDBBCC No

showa< > K :r~z .



show A< > K :r~z |

show wlan

3 DDDDDD Yes
Realm configuration summary
Realm index. ..ottt ittt 1
REalmM NAME . vttt ettt et e et ettt ettt eeeeenenns jobin
EAP dndex. ..t in ittt iiiiininennn 1
EAP method. ... iiiiiiiiiiiiiiiiiiitinnnns Unsupported
Index Inner Authentication Authentication Method
1 Credential Type SIM
2 Tunneled Eap Credential Type SIM
3 Credential Type SIM
4 Credential Type USIM
5 Credential Type Hardware Token
6 Credential Type SoftToken

Domain name configuration summary
Index Domain name

1 rom3
2 ram
3 roml
2 £ = o T Enabled

Operator name configuration summary
Index Language Operator name

Port config summary

Index IP protocol Port number Status
1 1 0 Closed
2 1 0 Closed
3 1 0 Closed
4 1 0 Closed
5 1 0 Closed
6 1 0 Closed
7 1 0 Closed
WAN Metrics Info
Link status. ...ttt it e i Up
Symmetric Link. ...ttt No
Downlink speed......c..oiiiiiiiiiiinininnennns 4 kbps
Uplink speed. ...ttt iiienenn, 4 kbps
MSAP SerVICES .t ittt ettt it it e e i Disabled

Local Policy

Priority Policy Name

1 Teacher access policy

WIZ, T_XTHO WLAN OV~ —2FRT A2 R LET,

(Cisco Controller) >show wlan summary

Number Of WLANS . . vt ittt it ittt ettt ee et eeeeeeeennn 1

WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6
Mobility

1 apsso / apsso Disabled management none

. showa<v > K :r~z



I showa<v > K:r~z

show wlan .

WIZ, SMET 78 A KAV ROV AR— R EEERRT LB ZRLET,

(Cisco Controller) >show wlan foreignap

Foreign AP support is not enabled.

I, AP I N —T % RR T o0 2R L ET,

(Cisco Controller) >show wlan apgroups

Total Number Of AP GrOUPS. . v v vttt ettt ennnnnnnnenens 1

Site NamE. . v vttt ittt ittt ittt ettt ittt e APuser

Site Description... ...ttt ittt nenneens <none>

Venue Name. .o v v v ittt i ittt teenaeeesenneeesennnnss Not configured

Venue Group Code. .. v v iie et tieneeeeeeneeeeeennenns Unspecified

Venue Type COde. . vt viiietttneneeeeeeneeeeeennenns Unspecified

Language Code . v vt ittt it iineeeeeeeeeennnnnneneesns Not configured

AP Operating ClaSS . v ettt eneeeeeenneeenennnens 83,84,112,113,115,116,117,118,123

RF Profile

2.4 GHzZ band. ...ttt ittt iie e <none>

5 GHz band. ...ttt it i i <none>

WLAN ID Interface Network Admission Control Radio Policy

14 int 4 Disabled All

AP Name Slots AP Model Ethernet MAC Location

Port Country Priority

Ibiza 2 AIR-CAP2602I-A-K9 44:2p:03:9a:8a:73 default location 1
Us 1

Larch 2 AIR-CAP3502E-A-K9 £8:66:f2:ab:23:95 default location 1
Us 1

Zest 2 AIR-CAP3502I-A-K9 00:22:90:91:6d:b6 ren 1
Us 1

Number of Clients..... ..ot iinineenenns 1

MAC Address AP Name Status Device Type

24:77:03:89:9b:£8 ap2 Associated Android

showa< > K :r~z .



show A< > K :r~z |

. show wps ap-authentication summary

show wps ap-authentication summary

A kR —TDT 7'ARA VN XA N—FREDOHKE ZFRT HIZIX, show wps
ap-authentication summary =~ > FZfEH L £7,

show wps ap-authentication summary

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

KIZ, Wireless Protection System (WPS) 7 27 A KA v b XA N—FRFEOY~ U —%
FoRT DB 2R L ET,

(Cisco Controller) > show wps ap-authentication summary
AP neighbor authentication is <disabled>.
Authentication alarm threshold is 1.
RF-Network Name: <B1l>

BgEavy K config wps ap-authentication

. showa<v > K :r~z



IsMw:?)F:r~z
show wps cids-sensor .

show wps cids-sensor

RABRA T AT 5 (IDS) B —DEMEH, F72I1LHEE L7 Wireless Protection System
(WPS) IDS & — Mg % 29 5 121X, show wps cids-sensor =~ > RZ{fH L
D

show wps cids-sensor {summary | detail index}

¥ DERHA summary P —BEOY <Y —EFERLET,
detail IR LB —DFT R TORELFE T LE
7,
index IDS &> — 1D,

aAvYRFIHLE RL

avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

WIZ, BIRL7ZE o —DFT X TORELFTT D2 R LET,

(Cisco Controller) > show wps cids-sensor detaill

TP AdArES S . i ittt ittt ittt 10.0.0.51
o s 443

Query Interval. ...ttt teeeeeeeeneeenennas 60

L8 S a0 =S Sensor userl
Cert Fingerprint. ... ..ot iiiieieeneeneanns SHAL:

00:00:00:00:00:00:00:00:
00:00:00:00:00:00:00:00:00:00:00:00

QUEry State. . ittt ittt it ittt teeaeeeanas Disabled

Last Query Result. ...ttt iiieeeeennnenennns Unknown

Number of Queries Sent.........iuiiiiiiiiiinnennn. 0
BgEavy K config wps ap-authentication

showa< > K :r~z .



. show wps mfp

show A< > K :r~z |

show wps mfp

BT L — MMRi#E (MFP) (E#HA2FRT HIZ1E, showwps mfp 2~ REHHLET,

show wps mfp {summary | statistics}

X MEREA summary MFP ODREB IR T—Z 252X R LET,
statistics MFP OffEFHERE R~ L ET,
aATYRFI4LE AL
2wy REE y1y—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

BEEavTY K

THAShE L,

WIZ. MFP DR EB LA T —X 20V~ — 5 Frkd 2055 LFT,

(Cisco Controller) > show wps mfp summary

Global Infrastructure MFP state.................. DISABLED (*all infrastructure
settings are overridden)
Controller Time Source Valid..........ooeiiininn.. False
WLAN Infra. Client
WLAN ID WLAN Name Status Protection Protection
1 homeap Disabled *Enabled Optional but inactive
(WPA2 not configured)
2 7921 Enabled *Enabled Optional but inactive
(WPA2 not configured)
3 openl Enabled *Enabled Optional but inactive
(WPA2 not configured)
4 7920 Enabled *Enabled Optional but inactive
(WPA2 not configured)
Infra. Operational --Infra. Capability--
AP Name Validation Radio State Protection Validation
AP1252AG-EW *Enabled b/g Down Full Full
a Down Full Full

WIZ., MFP #EHEHR DTN FIEOH R LET,

(Cisco Controller) > show wps mfp statistics
BSSID Radio Validator AP Last Source Addr Found Error Type
Count Frame Types

no errors

config wps mfp

. showa<v > K :r~z



I showa<v > K:r~z

show wps shun-list .

show wps shun-list

RAIY A7 L (IDS) B —DEkE Y X M &2 FR/RT 5121, show wps shun-list =~ > R
EREHLET,

show wps shun-list

XD ZOa<y FIZEFIBELZEF—TU—F3db 0 A,
ARVRFIHLE L
2wy REE yy—2 RENE
7.6 ZoawrRiE, VY —R76LHETIOY Y —2A
TEAINE L,
WIZ, IDS VAT AU —0FEYY XA NERRTLHHEZRLET,
(Cisco Controller) > show wps shun-list
BEawy K config wps shun-list re-sync

showa< > K :r~z .



. show wps signature detail

show wps signature detail

show A< > K :r~z |

AVARN=NLINTWD YT =F ¥ &R HITIE, show wps signature detail =2~ > N &

}EH I_/\ij—‘O

show wps signature detail sig-id

X DE5EA sig-id

AVAP—=LENTWEL T =F¥yDL 7=
F ¥ 1D,

ATV RFIFLE AL

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, YVU—RX76LHIOY Y —X

THAShE L,

WIZ, FREL 7 =F v LIZE > TR SN2 BBROFMERTT 502 L ET,

(Cisco Controller) > show wps signature detail 1

Signature=ID. ...ttt ittt tieeennn
PrecedenCe. i v v ittt it ittt ittt

TracCking. oo ettt ettt eeeeenn
Signature FrequenCy....c..eeeeeeeeneennn
Signature Mac FrequencCy.........c.eee.o..

Interval. . ...ttt ittt i
Quiet Time. .ot i it ittt tiieienns
Description..... .o,
Patterns:
0 (Header) :0x0:0x0
4 (Header) : 0x0:0x0
BEavy K config wps signature

config wps signature frequency
config wps signature mac-frequency
config wps signature interval

config wps signature quiet-time
config wps signature reset

show wps signature events

show wps signature summary

show wps summary

. showa<v > K :r~z

.......... Bcast deauth
.......... standard

.......... management

.......... enabled

.......... report

.......... per Signature and Mac
.......... 500 pkts/interval
.......... 300 pkts/interval
.......... 10 sec

.......... 300 sec

.......... Broadcast Deauthentication Frame



IsMw:?)F:r~z

show wps signature events .

show wps signature events

FEDIEES 7 =F v 1IN AZ LT T =F X IC L o TRl SN BB OFEMIEHR A KT
%1Z1%. show wps signature events =~ > R&fffH L £,

show wps signature events {summary | {standard | custom} precedencelD {summary |
detailed }

X DEREA summary TRTOVT=F % N7 vF 7 OEER
EERRLET,
standard R AR AT A (IDS) ¥/ =F % Dk
xR~ LET,
custom HARLIDS VT =F v DREEFRLET,
precedencelD v 7 =F v EJE 1D D,
detailed HEEITMACT RLA T w2 7Ot %
FRLET,
ARURFIALE EL
avy FERE Jj1y—= EENE
7.6 Zoa<wy RiE, VU —RA76LRIOY Y —2A

TEAINE L,

WIZ, TRTOERRY T =F v I Lo T SN K BEORK R RT HH 2R L E
‘j—o

(Cisco Controller) > show wps signature events summary

Precedence Signature Name Type # Events
1 Bcast deauth Standard 2
2 NULL probe resp 1 Standard 1

W, BT =F v LI o TR SN2 B OB RE TR T 202~ LET,

(Cisco Controller) > show wps signature events standard 1 summary

Precedence. .. vttt i i e e e 1

Signature Name. ...ttt teeeeeeeeeeeeeenenessns Bcast deauth
P D e v et e et ettt et ettt et et aesesseeeeaeonesneenns Standard
Number of active events......... ..o, 2

Source MAC Addr Track Method Frequency # APs Last Heard

showa< > K :r~z .



sMw:?DF:r~z|
. show wps signature events

00:a20:£8:58:60:dd Per Signature 50 1 Wed Oct 25 15:03:05
2006
00:20:£8:58:60:dd Per Mac 30 1 Wed Oct 25 15:02:53
2006

BEavy K config wps signature frequency

config wps signature mac-frequency
config wps signature interval

config wps signature quiet-time
config wps signature reset

config wps signature

show wps signature summary

show wps summary

. showa<v > K :r~z



IsMw:?)F:r~z

show wps signature summary .

show wps signature summary

2y b =TI VA= LVENTWETRTOWERES V' =F v L DAY LV T =F ¥ DEL
%A %2 (2377 521X, show wps signature summary =~ > &2 H L £,

show wps signature summary

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

WIZ, B T =F v BL OO AZ LV T =F DT RCOY~ U —%2FK T 50 %
RLET,

(Cisco Controller) > show wps signature summary

SIgNatuUre=—TD . ¢ i ittt e e e e e e e e e e e e e e e e 1

Precedence. . i ittt i e e 1

Signature Name . .o v v i ittt ittt ettt et e et eeeaaaaeeees Bcast deauth
4o standard
Frame T ype . vt ittt ittt e e e e e e management

S o enabled

72N eI o P report

et < o Y per Signature and Mac
Signature FreqUeNCY . v v v v v oo oot ot e e e e e eeaaaeaeeens 50 pkts/interval
Signature MacC FreqUeNCY . .« oo i i it e seeeaaeeeeenns 30 pkts/interval
Interval. . i i i i e 1 sec

Quiet Time. . vttt ittt ittt ittt i e 300 sec
DESCTripPLion. i ittt ittt et e e e e Broadcast

Deauthentication Frame

Patterns:
0 (Header) : 0x00c0:0x00ff
4 (Header) : 0x01:0x01

config wps signature frequency
config wps signature interval
config wps signature quiet-time
config wps signature reset
show wps signature events

show wps summary

showa< > K :r~z .



showav > K :r~z |
. show wps signature summary

config wps signature mac-frequency

config wps signature

. showa<v > K :r~z



IsMw:?)F:r~z

show wps summary .

show wps summary

Wireless Protection System (WPS) D ZEAJIEHR A R~ 221X, show wps summary 2~ > R %
EALET,

show wps summary

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,
aATYRFI4LE AL
avy FER Jyy—z= EERE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

TEAINE L=,

WIZ, WPS OEFIEREZF T HH 2~ LET,

(Cisco Controller) > show wps summary
Auto-Immune

AULO-TMMUNE . « ¢t vttt ettt ettt e e et enaeeenneenenas Disabled
Client Exclusion Policy
Excessive 802.ll-association failures.......... Enabled
Excessive 802.l1l-authentication failures....... Enabled
Excessive 802.1lx-authentication................ Enabled
IP-theft. . . i e Enabled
Excessive Web authentication failure........... Enabled
Trusted AP Policy
Management Frame Protection.................... Disabled
Mis-configured AP ACtion.........ouiuiueieeeeeenn.. Alarm Only
Enforced encryption policy.......oiiiiiinnnn none
Enforced preamble policCy.....coiiiiiiiennnn none
Enforced radio type policCy....oiiiiiiiinnnn none
Validate SSID. ..ttt ettt tiiiteenneennn Disabled
Alert if Trusted AP is missing................. Disabled
Trusted AP timeout. ...ttt i nnn. 120
Untrusted AP Policy
Rogue Location Discovery Protocol.............. Disabled
RIDP ACEI0OMN . i i it i e e e e e e e e e e e e e e e e ettt e eeeeeen Alarm Only
Rogue APs
Rogues AP advertising my SSID..........cvenn.. Alarm Only
Detect and report Ad-Hoc Networks............ Enabled
Rogue Clients
Validate rogue clients against ARAA........... Enabled
Detect trusted clients on rogue APs.......... Alarm Only
Rogue AP timeOoUL . @i i ittt ittt ettt ittt ittt iieeean 1300

Signature Policy

showa< > K :r~z .



show av > R :r~z |
. show wps summary

Signature ProCessSing......eeeeeeeeeeeeeeennenns Enabled

BEavy R config wps signature frequency

config wps signature interval
config wps signature quiet-time
config wps signature reset

show wps signature events

show wps signature mac-frequency
show wps summary

config wps signature

config wps signature interval

. showa<v > K :r~z



IsMw:?)F:r~z

show wps wips statistics .

show wps wips statistics

2> b e —7 kO Cisco Wireless Intrusion Prevention System (wIPS) DHfEDENEIREE KT
%1Z1%. show wps wips statistics =~ > R&2H L £,

show wps wips statistics

XD IR FIZFEIEERITZF—Y—NIdb v A,

ARV RFIFLE EL

v FEE yy—2 LENE
7.6 oAz RiE, VI —RT6HURTDY U —2A

THEAINFE L,

wIZ, wIPS BEDHEHE R Z 2T 262~ L £7,
(Cisco Controller) > show wps wips statistics
Policy Assignment Requests............ 1
Policy Assignment Responses........... 1
Policy Update Requests................ 0
Policy Update Responses............... 0
Policy Delete Requests................ 0
Policy Delete ResSpONSES.....eueeuennnnn... 0
Alarm UpdatesS. . v vttt ittt ittt ennns 13572
Device Updates. ... 8376
Device Update Requests.........c..vonn.n 0
Device Update ResSponses............... 0
Forensic Updates........ciiiiiinnn. 1001
Invalid WIPS PayloadsS.......eeeeeeo... 0
Invalid Messages Received............. 0
NMSP Transmitted Packets.............. 22950
NMSP Transmit Packets Dropped......... 0
NMSP Largest Packet................... 1377

BEa<T YR config 802.11 enable

config ap mode
config ap monitor-mode

show ap config

show ap monitor-mode summary

show wps wips summary

showa< > K :r~z .



sMw:?DF:r~z|
. show wps wips summary

show wps wips summary

Wireless Control System (WCS) 72322 k1 — 7 |ZH5ik§ 5 3E)GA Cisco Wireless Intrusion
Prevention System (wIPS) % 3/~k3 5(Zi%. show wps wips summary =~ > &2 H L £,

show wps wips summary

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

wIZ, WIPS OFREDY~ ) —%2KRT 50 %2RLET,

(Cisco Controller) > show wps wips summary

POLliCY NaAMe . vt ittt et e e e e e e e et e e e e e e e eeaaaaaeees Default
POliCY VerS IOl ittt ettt e e e e et e e e e e e eeeaaaaaaeees 3
BEavy R config 802.11 enable

config ap mode

config ap monitor-mode

show ap config

show ap monitor-mode summary

show wps wips statistics

. showa<v > K :r~z



IsMw:?)P:r~z
show wps ap-authentication summary .

show wps ap-authentication summary

A kR —TDT 7 'ARA VN XA N—FIEDOEKE ZFRT HIZIX, show wps
ap-authentication summary =~ > FZfEH L £7,

show wps ap-authentication summary

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

RIZ, Wireless Protection System (WPS) 7 7 A KA v b XA N—FRFEOY~ I —%
FoRT DB 2R L ET,

(Cisco Controller) > show wps ap-authentication summary
AP neighbor authentication is <disabled>.
Authentication alarm threshold is 1.
RF-Network Name: <B1l>

BgEavy K config wps ap-authentication

showa< > K :r~z .



show av > R :r~z |
. show wps ap-authentication summary

. showa<v > K :r~z
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