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» config radius acct (10 ~X—73”)

« config radius acct ipsec authentication (13 ~—73)
» config radius acct ipsec disable (14 ~X—73)

» config radius acct ipsec enable (15 ~X—73)

» config radius acct ipsec encryption (16 ~X—3")

« config radius acct ipsec ike (17 ~X—73)

» config radius acct mac-delimiter (18 ~X—73)

« config radius acct network (19 ~—7<)

» config radius acct realm (20 ~X—73)

» config radius acct retransmit-timeout (21 ~X—13)

» config radius auth (22 ~<X—72)

» config radius auth callStationldType (25 ~X—73")

» config radius auth framed-mtu (28 ~X—737)

« config radius auth IPsec authentication (29 ~X—73)
» config radius auth ipsec disable (30 ~2—73")

» config radius auth ipsec encryption (31 ~<—73”)

* config radius auth ipsec ike (32 ~X—7)

« config radius auth keywrap (34 ~—2)

» config radius auth mac-delimiter (35 ~X—73)

« config radius auth management (36 ~<—3")

+ config radius auth mgmt-retransmit-timeout (37 ~<—3")
» config radius auth network (38 ~—71")

» config radius auth realm (39 ~<X—37)

» config radius auth retransmit-timeout (40 ~<—137)

» config radius auth rfc3576 (41 ~X—7)

« config radius auth retransmit-timeout (42 ~X—73)

» config radius aggressive-failover disabled (43 ~X—7)
» config radius backward compatibility (44 ~X—3°)

» config radius callStationldCase (45 ~<—73)
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« config radius callStationldType (46 ~X—13)

» config radius dns (49 ~X—7)

» config radius fallback-test (51 ~—73)

» config radius ext-source-ports (53 ~X—737)

+ config radius acct retransmit-timeout (54 ~X—3)

+ config radius auth mgmt-retransmit-timeout (55 ~<—3”)
« config radius auth retransmit-timeout (56 ~X—13)

» config radius auth retransmit-timeout (57 ~X—1)

» config redundancy interface address peer-service-port (58 ~—13)
» config redundancy mobilitymac (59 ~X—1)

» config redundancy mode (60 ~X—73)

» config redundancy peer-route (61 ~<—13)

« config redundancy timer keep-alive-timer (62 ~X—137)
» config redundancy timer peer-search-timer (63 ~<—71”)
« config redundancy unit (64 ~~—3)

« config remote-lan (65 ~X—73)

» config remote-lan aaa-override (66 ~<—13)

« config remote-lan acl (67 ~—3)

* config remote-lan create (68 ~<—73°)

» config remote-lan custom-web (69 ~X—3)

* config remote-lan delete (72 ~X—)

» config remote-lan dhcp_server (73 ~X—7)

» config remote-lan exclusionlist (74 ~X—73")

« config remote-lan interface (75 ~X—73)

* config remote-lan Idap (76 ~<—1)

* config remote-lan mac-filtering (77 ~X—737)

» config remote-lan mab (78 ~X—3)

+ config remote-lan max-associated-clients (79 ~—737)
» config remote-lan radius_server (80 ~X—7)

« config remote-lan security (82 ~X—73)

» config remote-lan session-timeout (83 ~<—73°)

» config remote-lan webauth-exclude (84 ~<—73”)

« config rf-profile band-select (85 ~—3)

» config rf-profile channel (87 ~X—7)

» config rf-profile client-trap-threshold (88 ~X—37)

« config rf-profile create (89 ~X—73)

« config rf-profile fra client-aware (90 ~=—73”)

« config rf-profile data-rates (91 ~X—71)

« config rf-profile delete (93 ~=—3)

» config rf-profile description (94 ~—73)

» config rf-profile load-balancing (95 ~X—7)
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« config rf-profile max-clients (97 ~~—73")

» config rf-profile multicast data-rate (98 ~<—73”)

» config rf-profile out-of-box (99 ~X—7)

» config rf-profile rx-sop threshold (100 ~*—")

» config rf-profile trap-threshold (101 ~X—73")

« config rf-profile tx-power-control-thresh-vl (102 ~—<)
« config rf-profile tx-power-control-thresh-v2 (103 ~~—3")
» config rf-profile tx-power-max (104 ~—3)

» config rf-profile tx-power-min (105 ~<—)

« config rogue ap timeout (106 ~X—3")

» config rogue adhoc (107 ~X—7)

« config rogue ap classify (111 ~<—3")

* config rogue ap friendly (113 ~<—72°)

» config rogue ap rldp (115 ~<—73)

» config rogue ap ssid (117 ~<X—3)

« config rogue ap timeout (119 ~X—37)

» config rogue auto-contain level (120 ~X—73)

« config rogue ap valid-client (122 ~—73)

* config rogue client (124 ~<—2)

» config rogue containment (126 ~X—1)

» config rogue detection (127 ~~—2)

» config rogue detection client-threshold (128 ~X—1)
» config rogue detection min-rssi (129 ~X—73)

« config rogue detection monitor-ap (130 ~X—73)

« config rogue detection report-interval (132 ~<—13)
» config rogue detection security-level (133 ~X—1)

» config rogue detection transient-rogue-interval (134 ~X—1°)
« config rogue rule (135 ~<X—3°)

+ config rogue rule condition ap (140 ~X—73)

« config remote-lan session-timeout (142 ~<—13)

« config rfid auto-timeout (143 ~X—73)

« config rfid status (144 ~<X—3")

» config rfid timeout (145 ~<—73)

« config rogue ap timeout (146 ~X—3°)

» config route add (147 ~X—7)

» config route delete (148 ~X—73)

« config serial baudrate (149 ~X—)

» config serial timeout (150 ~X—77)

« config service timestamps (151 ~~—3)

» config sessions maxsessions (152 ~X—1)

» config sessions timeout (153 ~X—1)
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* config slot (154 ~—73°)

» config switchconfig boot-break (156 ~—73”)

» config switchconfig fips-prerequisite (157 ~2—737)
« config switchconfig ucapl (158 ~<X—3)

» config switchconfig wlancc (159 ~X—1)

» config switchconfig strong-pwd (160 ~X—1)

« config switchconfig flowcontrol (163 ~X—)

« config switchconfig mode (164 ~—73°)

« config switchconfig secret-obfuscation (165 ~—73)
« config sysname (166 ~<—3")

+ config snmp community accessmode (167 ~X—3")
+ config snmp community create (168 ~<—1)

» config snmp community delete (169 ~2—73")

« config snmp community ipaddr (170 ~X—12)

* config snmp community mode (171 ~X—)

« config snmp enginelD (172 ~<X—3)

» config snmp syscontact (173 ~X—1)

« config snmp syslocation (174 ~<—73)

« config snmp trapreceiver create (175 ~<—17)

» config snmp trapreceiver delete (176 ~<—13")

» config snmp trapreceiver mode (177 ~—73)

» config snmp v3user create (178 ~X—1)

» config snmp v3user delete (180 ~=X—7)

« config snmp version (181 ~X—73)

« config tacacs acct (182 ~X—1)

» config tacacs auth (184 ~X—1)

* config tacacs auth mgmt-server-timeout (186 ~X—73)
« config tacacs dns (187 ~<—<°)

« config tacacs fallback-test interval (189 ~X—73)

« config time manual (190 ~X—73)

* config time ntp (191 ~X—72)

* config time timezone (194 ~<X—73)

» config time timezone location (195 ~X—73)

» config trapflags 802.11-Security (199 ~X—73)

» config trapflags aaa (200 ~X—7)

« config trapflags adjchannel-rogueap (201 ~X—73)
« config trapflags ap (202 ~—3)

» config trapflags authentication (203 ~X—1)

- config trapflags client (204 ~—<)

» config trapflags client max-warning-threshold (206 ~X—13)

» config trapflags configsave (207 ~X—73)
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» config trapflags IPsec (208 ~<—3”)

* config trapflags linkmode (210 ~—73)

« config trapflags mesh (211 ~—27)

» config trapflags multiusers (212 ~X—737)

» config trapflags rfid (213 ~X—3)

« config trapflags rogueap (215 ~<X—3)

« config trapflags rrm-params (216 ~<—137)

» config trapflags rrm-profile (217 ~<X—°)

« config trapflags stpmode (218 ~~—3)

» config trapflags strong-pwdcheck (219 ~X—3)

» config trapflags wps (220 ~X—)

« config tunnel eogre heart-beat (221 ~X—727)

« config tunnel eogre gateway (222 ~—73°)

* config tunnel eogre domain (223 ~X—)

« config tunnel profile (224 ~—3°)

» config tunnel profile rule (225 ~<—2°)

» config tunnel profile_rule-delete (226 ~X—7)

« config tunnel profile eogre-DHCP82 (227 ~<—)

« config tunnel profile eogre-gateway-radius-proxy (228 ~<—1)
» config tunnel profile eogre-gateway-radius-proxy-accounting (229 ~X—13")
« config tunnel profile eogre-DHCP82 (230 ~<X—13)

» config tunnel profile eogre-DHCP82-circuit-id (231 ~X—7)
« config tunnel profile eogre-DHCP82-delimiter (232 ~X—3)
« config tunnel profile eogre-DHCP82-format (233 ~<—)

» config tunnel profile eogre-DHCP82-remote-id (234 ~—3)
» config watchlist add (235 ~X—1)

« config watchlist delete (236 ~—2)

« config watchlist disable (237 ~<—3")

» config watchlist enable (238 ~X—71")

« config wgb vlan (239 ~X—72)

* config wlan (240 ~—3)

» config wlan 7920-support (242 ~X—<3)

» config wlan 802.11e (243 ~X—77)

« config wlan aaa-override (244 ~X—37)

+ config wlan acl (246 ~X—7)

« config wlan apgroup (247 ~X—73)

« config wlan apgroup atf 802.11 (256 ~—73°)

» config wlan apgroup atf 802.11 policy (257 ~X—7)

» config wlan apgroup qinq (258 ~<—3°)

+ config wlan assisted-roaming (260 ~X—1)

s config wlan atf (261 ~X—1)

config A< K :r~z .



configav > K :r~z |

« config wlan ave (262 ~X—3)

» config wlan band-select allow (263 ~X—1)

« config wlan broadcast-ssid (264 ~X—)

« config wlan call-snoop (265 ~<X—73)

s config wlan chd (266 ~*—)

« config wlan ccx aironet-ie (267 ~X—1)

« config wlan channel-scan defer-priority (268 ~—3°)

» config wlan channel-scan defer-time (269 ~<—13")

« config wlan custom-web (270 ~—37)

« config wlan dhcp_server (272 ~X—3)

» config wlan diag-channel (273 ~X—7)

« config wlan dtim (274 ~=X—73)

« config wlan exclusionlist (275 ~—73")

» config wlan fabric (276 ~X—)

« config wlan flexconnect ap-auth (277 ~X—3)

» config wlan flexconnect central-assoc (278 ~X—3)

» config wlan flexconnect learn-ipaddr (279 ~X—73")

« config wlan flexconnect local-switching (280 ~<—<7)

» config wlan flexconnect vlan-central-switching (282 ~—1)
« config wlan flow (283 ~<X—71")

« config wlan hotspot (284 ~—<)

» config wlan hotspot dotllu (285 ~X—7)

» config wlan hotspot dotl1u 3gpp-info (286 ~X—1)

« config wlan hotspot dotl1u auth-type (287 ~<—3")

« config wlan hotspot dotl1u disable (288 ~X—1)

» config wlan hotspot dotl1u domain (289 ~X—)

« config wlan hotspot dot11u enable (290 ~X—72)

+ config wlan hotspot dot11u hessid (291 ~X—7)

» config wlan hotspot dot11u ipaddr-type (292 ~X—3)

« config wlan hotspot dot11u nai-realm (293 ~—<2)

« config wlan hotspot dotl1u network-type (296 ~<—13)

» config wlan hotspot dotllu roam-oi (297 ~X—1)

« config wlan hotspot hs2 (298 ~<X—3°)

» config wlan hotspot hs2 domain-id (301 ~X—73)

+ config wlan hotspot hs2 osu legacy-ssid (302 ~—73)

» config wlan hotspot hs2 osu sp create (303 ~X—13)

« config wlan hotspot hs2 osu sp delete (304 ~<—13)

« config wlan hotspot hs2 osu sp icon-file add (305 ~X—)
+ config wlan hotspot hs2 osu sp icon-file delete (306 ~X—73”)
+ config wlan hotspot hs2 osu sp method add (307 ~X—3)
+ config wlan hotspot hs2 osu sp method delete (308 ~X—73")
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« config wlan hotspot hs2 osu sp nai add (309 ~—73")

» config wlan hotspot hs2 osu sp nai delete (310 ~X—73")

« config wlan hotspot hs2 osu sp uri add (311 ~X—)

+ config wlan hotspot hs2 osu sp uri delete (312 ~X—7)

+ config wlan hotspot hs2 wan-metrics downlink (313 ~X—12)
« config wlan hotspot hs2 wan-metrics link-status (314 ~—37)
* config wlan hotspot hs2 wan-metrics Imd (315 ~<—°)

» config wlan hotspot hs2 wan-metrics uplink (316 ~X—73°)

» config wlan hotspot msap (317 ~<—3°)

« config wlan interface (318 ~—2)

» config wlan ipv6 acl (319 ~=X—7)

« config wlan kts-cac (320 ~—72)

* config wlan layer2 acl (321 ~—3)

* config wlan Idap (322 ~X—2)

« config wlan learn-ipaddr-cswlan (323 ~X—13)

« config wlan load-balance (324 ~<X—3)

» config wlan mac-filtering (325 ~X—3)

« config wlan max-associated-clients (326 ~<—73)
« config wlan max-radio-clients (327 ~—73°)

» config wlan mdns (328 ~X—)

« config wlan media-stream (329 ~—3)

« config wlan mfp (330 ~—2)

+ config wlan mobility anchor (331 ~X—)

« config wlan mobility foreign-map (332 ~X—73)
* config wlan multicast buffer (333 ~<X—17)

« config wlan multicast interface (334 ~X—1)

» config wlan mu-mimo (335 ~<—%°)

« config wlan nac (336 ~—2°)

» config wlan override-rate-limit (337 ~X—13)

« config wlan passive-client (339 ~<—3")

« config wlan peer-blocking (340 ~—73”)

« config wlan pmipv6 default-realm (341 ~X—72)
+ config wlan pmipv6 mobility-type (342 ~X—3")
+ config wlan pmipv6 profile name (343 ~X—73)
» config wlan policy (344 ~—7)

« config wlan profile (345 ~<—73)

* config wlan profiling (346 ~—73)

« config wlan qos (348 ~X—7)

» config wlan radio (349 ~<X—3)

» config wlan radius_server acct (350 ~X—3)

» config wlan radius_server acct interim-update (352 ~X—12)
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» config wlan radius_server auth (353 ~—73°)

» config wlan radius_server overwrite-interface (354 ~X—1)
« config wlan radius_server realm (355 ~X—3)

+ config wlan roamed-voice-client re-anchor (356 ~X—73")

» config wlan security 802.1X (357 ~<X—7)

« config wlan security ckip (359 ~—2)

« config wlan security cond-web-redir (361 ~X—73°)

« config wlan security eap-params (362 ~<—1”)

« config wlan security eap-passthru (364 ~<—13)

« config wlan security ft (365 ~—3)

» config wlan security ft over-the-ds (366 ~<—13)

» config wlan security IPsec disable (367 ~X—3°)

« config wlan security IPsec enable (368 ~~—1”)

» config wlan security IPsec authentication (369 ~X—1)

» config wlan security IPsec encryption (370 ~X—3)

» config wlan security IPsec config (371 ~X—)

» config wlan security IPsec ike authentication (372 ~X—1)
» config wlan security IPsec ike dh-group (373 ~X—2")

« config wlan security IPsec ike lifetime (374 ~—13)

« config wlan security IPsec ike phasel (375 ~X—1)

« config wlan security IPsec ike contivity (376 ~—13)

» config wlan security wpa akm ft (377 ~3—37)

» config wlan security ft (378 ~X—13)

« config wlan security passthru (379 ~<X—3")

« config wlan security pmf (380 ~X—1)

« config wlan security splash-page-web-redir (382 ~—71")

« config wlan security static-wep-key authentication (383 ~X—13)
» config wlan security static-wep-key disable (384 ~X—1)

» config wlan security static-wep-key enable (385 ~X—1)

« config wlan security static-wep-key encryption (386 ~<—3)

« config wlan security tkip (387 ~X—3°)

» config wlan usertimeout (388 ~X—1)

» config wlan security web-auth (389 ~X—)

+ config wlan security web-passthrough acl (391 ~<X—13)

» config wlan security web-passthrough disable (392 ~X—73)

« config wlan security web-passthrough email-input (393 ~—<)
« config wlan security web-passthrough enable (394 ~X—1)

» config wlan security wpa akm 802.1x (395 ~—73°)

+ config wlan security wpa akm cckm (396 ~X—3")

» config wlan security wpa akm ft (397 ~X—3)

+ config wlan security wpa akm pmf (398 ~X—1)

. configav K :r~z



I configav > K :r~z

« config wlan security wpa akm psk (399 ~X—13)

« config wlan security wpa disable (400 ~<—73°)

» config wlan security wpa enable (401 ~X—3")

+ config wlan security wpa ciphers (402 ~X—73)

» config wlan security wpa gtk-random (403 ~X—73")

» config wlan security wpa osen disable (404 ~3—3)

« config wlan security wpa osen enable (405 ~<—13)

« config wlan security wpa wpal disable (406 ~<—2)

* config wlan security wpa wpal enable (407 ~X—1)

« config wlan security wpa wpa2 disable (408 ~X—73)

» config wlan security wpa wpa2 enable (409 ~<—73)

« config wlan security wpa wpa2 cache (410 ~—2)

« config wlan security wpa wpa2 cache sticky (411 ~<—3°)
» config wlan security wpa wpa2 ciphers (412 ~<—73")

* config wlan session-timeout (413 ~X—3)

+ config wlan sip-cac disassoc-client (415 ~X—73")

+ config wlan sip-cac send-486busy (416 ~<—73)

« config wlan ssid (417 ~<X—2)

« config wlan static-ip tunneling (418 ~<—73")

» config wlan uapsd compliant client enable (419 ~X—1°)
» config wlan uapsd compliant-client disable (420 ~X—3")
» config wlan user-idle-threshold (421 ~X—73")

» config wlan usertimeout (422 ~<X—13)

« config wlan webauth-exclude (423 ~<X—73)

« config wlan wgb broadcast-tagging (424 ~—73")
* config wlan wifidirect (425 ~X—)

» config wlan wmm (426 ~<X—37)

« config wps ap-authentication (427 ~X—73)

+ config wps auto-immune (428 ~X—73")

» config wps cids-sensor (429 ~X—37)

« config wps client-exclusion (431 ~<—73°)

« config wps mfp (433 ~X—7)

* config wps shun-list re-sync (434 ~X—3")

« config wps signature (435 ~X—37)

» config wps signature frequency (437 ~X—1)

« config wps signature interval (438 ~X—73)

« config wps signature mac-frequency (439 ~—3°)
« config wps signature quiet-time (440 ~X—13)

* config wps signature reset (441 ~X—37)
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config radius acct

Cisco VA VYL ALAN 2t ha—F O RADIUS 7 H 7 T 4 7 Y —ROFEZLT I 11X,

config radius acct =~ > R&FEHL 7,

config radius acct{
index | enable index
| none | single-hyphen} }
none | provincial}}

realm-string }

disable index

configav > K :r~z |

{add index IP addr port {ascii | hex} secret} | deleteindex | disable
enable index | {mac-delimiter {colon | hyphen
{network index {disable | enable}} | {region {group |
retransmit-timeout index seconds | realm {add | delete} index

BXDEREA

add RADIUS 7T H o 5 ¢ 7 $—sX (IPvd £7-
1X IPv6) ZIBIML F7,

index RADIUS — R A U F w7 A (1 ~17) ,

ip-addr RADIUS —/3D P 7 KL A (IPv4 £721%
IPv6)

port RADIUS r— DA ' F—T A A 71 k=2
JL® UDP R— &5,

ascii RADIUS #— DI FX—D % 4 7 (ascii)
ZREELET,

hex RADIUS h—"DIEFF—D % A 7 (hex) %
FBELET,

secret RADIUS h— "D —27 L |,

enable RADIUS T T 4 v H—_EHEL
F7,

disable RADIUS 7 h U T 4 v 7 H— "W L
i‘a‘o

delete RADIUS 7T h o v 4 v 7 B —_%HIKRLE
7,

disable TR T 4T P — NI B IPSec Ak —
kAN UET,

enable THTT 4T =Nk T B IPSec VAR —

M AN LET,

mac-delimiter

I— LA T— gD & a— L RAT—
YaryIDOMACT U I X ERELET,
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config radius acct .

colon

TUIZEan AIHRELET

(XXXXXKXXXXXX 78 &) o

hyphen

TUVIZENATAHKELET

(XX-XX-XX-XX-XX-XX 72 &)

none

TUVIXEIHILFET ooxxxxxxx 72 E)

single-hyphen

TUVIZER N TATRELET

(XXXXXX-XXXXXX 72 &) o

network

X NU—27 2—HFOF 7 % /L k RADIUS
P—REEELET,

group

RADIUS % —/3 ¥ A 7% group [IZHRE L £,

none

RADIUS $r—/X ¥ A 7% none IZF8E L £,

provincial

RADIUS #—/3 % A 7% provincial IZ$57E L £
‘é‘o

retransmit-timeout

P—ROFT T )V NHEEEA LT 7 B
BLET,

seconds FREOMME (RPHEAD

realm RADIUS 7 H 7T v LIV LABRBELE
ﬁ—o

add RADIUS 77 v T 4 v LIV AZBIL %
7,

delete RADIUS 7T H DU T 47 LIV AEHIKRLE
TO

aAvU R TFI4ILE
ji—g—o

FEREEDHA KS4 > IPSec L IPv6 TIEHR—

FENFEEA,

RADIUS $—/ XD BEMEF, RN— FHFEEIL 1813 125 7 4/ FiRE &, JREEZ enabled 2721

avy FERE )1)—=x

LENE

7.6

Zoa<wy R, VIU—RT76LRIDYU U—RA
TEAINE L,

8.0

oAy RiE, IPv4 L IPV6 DT DT B L
AR E YR —FLET,
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. config radius acct

I, B—h 1813 Tadmin DA 2 NRAT— REFER LT, 10.10.10.10 125 &
FENEN. 1 D RADIUS 7T H U VT 4 7 Y —NRERBET HHEZ L ET,

(Cisco Controller) > config radius acct add 1 10.10.10.10 1813 ascii admin

WIZ, B— 1k 1813 Tadmin D1 /A > XA — R&EMH LT, 2001:9:6:40::623 |2 %
DIEFNEAL 1 O RADIUS 7 AU T 4 7 Y—NEeRET HH 2R LET,

(Cisco Controller) > config radius acct add 1 2001:9:6:40::623 1813 ascii admin
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config radius acct ipsec authentication .

config radius acct ipsec authentication

Cisco VA ¥ LA LAN =2 h v — 7 T IPSec il & X £ 521X, config radius acct ipsec
authentication =~ > R L 7,

config radius acct ipsec authentication {hmac-md5 | hmac-shal} index

X DEHEA hmac-md5 IPsecHMAC-MD538GEZ A R — 7 /WZ L E T,
hmac-shal [Psec HMAC-SHA1 §8GE%E A 2 —7 LIC L E
—a—o
index RADIUS r— X £ T v 7 A,

ATV RFIFLE AL

av Y REE ) 1y—2 RENE
7.6 Zoa<wr Rk, VU —RT76LHTIOY ) —2

TEAINE L,

WIZ, RADIUS 7 H W T 4 v H—s3 A 5w 27 Z 1 T IPSec hmac-md5 ZRaEH —
ERAERET DR LET,

(Cisco Controller) > config radius acct ipsec authentication hmac-md5 1

BEavy K show radius acct statistics
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. config radius acct ipsec disable

config radius acct ipsec disable

CiscoVAYLALAN 2 b2 —F DT BT 4 7 B —rNTxb7 5 [PSec AR — b % M)
\Z9%I21X. config radius acct ipsec disable =~ > & H L £,

config radius acct ipsec disable index

RBX DA index RADIUS #—/ £ U F w7 A,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

WIZ, RADIUS T H T T 4 7 =X A F v 7 A 11Tk 5 IPSec Vih— k 24
T BH 2R ET,

(Cisco Controller) > config radius acct ipsec disable 1

BEavy K show radius acct statistics

. config a<v UK :r~z



I configav > K :r~z
config radius acct ipsec enable .

config radius acct ipsec enable

Cisco VA YLVALAN 2> b —F DT H 7T 47 P—rNIxT 5 IPSec ih— b &A%
IZ951ZiZ. config radius acct ipsec enable =~ > K& L £7,

config radius acct ipsec enable index

RBX DA index RADIUS #—/ £ V' F w7 A,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

1

WIZ, RADIUS T DT 47— AT v 7 A 1Tk 5 IPSec h— &4
T HHERLET,

(Cisco Controller) > config radius acct ipsec enable 1

BEaw Y K show radius acct statistics

config A< K :r~z .



configav > K :r~z |
. config radius acct ipsec encryption

config radius acct ipsec encryption

Cisco VA YL ALAN 22> ha—F DT AT 4 v 7 $—rNT IPSec B 5L AR ET DI
IZ. config radius acct ipsec encryption =~ > R&fiH L £,

config radius acct ipsec encryption {3des | aes | des} index

-3 qOE L); 256-aes IPSec AES-256 K55t 2 AN L ET,
3des IPSec 3DES 5 5{b & A4 R —7 /WIZ LE T,
aes IPSec AES K5 b=z LE 7,
des IPSec DES I 5{b % A4 X —7 /WIZ L ET,
index RADIUS =D A 7 > 7 ZffE (1~17) .

ATV RFI4LE AL

avy FERE Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

&IZ. RADIUS — 30D A 5 7 Al 3 O IPSec 3DES B Bt AR ET A4~ L%
j‘o

(Cisco Controller) > config radius acct ipsec encryption 3des 3

. config a<v UK :r~z



I configav > K :r~z
config radius acct ipsec ike .

config radius acct ipsec ike

Cisco WLC TA »#—x v b F—2Z# (IKE) Z##ET HIZIL. config radius acct ipsec ike =
~v Rz LET,

config radius acct ipsec ike dh-group {group-1 | group-2 | group-5 | group-14} | lifetime
seconds | phasel {aggressive | main}} index

X DA dh-group Dixie-Hellman (DH) 7 /V—7Zf5E L £7,
group-1 DH Z/V—71 (768 £y ) ZHELET,
group-2 DHZ LV—7"2 (1024 v ~) ZFEELET,
group-5 DHZ W—75 (1024 b) #@RELET,
group-5 DHZ/L—714 2048t > k) ZFZELET,
lifetime IKE 74 7414 LaRELET,
seconds IKE DAZNHIM (FPEANL)
phasel IKE phasel / — FZ & L£7,
aggressive Ty T = R R—7NVICLET,
main AL F—REA X =TV LET,
index RADIUS =3 A T w7 A,

aRVRFILLE L

2wy FEE y1y—2 RENE
7.6 Zoa<wy Rk, VU —RX76LEIOY Y —X

THAShE L,

WIZ. RADIUS —8 A 5w 7 2 1 O IKE OAZME 23 ICEETAH2 5~ L
i—a‘o

(Cisco Controller) > config radius acct ipsec ike lifetime 23 1

BEavy R show radius acct statistics

config A< K :r~z .



configav > K :r~z |

. config radius acct mac-delimiter

config radius acct mac-delimiter

RADIUS 7 T T 4 7 P —NIZEEESNDMACT FLATHA SN LTV I ¥ 2 fET
5121, config radius acct mac-delimiter =~ > F&fEH L £ 9,

config radius acct mac-delimiter {colon | hyphen | single-hyphen | none}

ST ERBA colon FYIFEaa B ELET
(XXXKXKXXXXXX 72 &)
hyphen TVIFENATAHELET
(XX-XX-XX-XX-XX-XX 72 &) &
single-hyphen TUVIZEHR -4 T CRELET
(XXXXXX-XXXXXX 782 &) &
none TV I XL F T (XXXXXXKXKKKX 78
E) .

ATV R FI4NE TIANIDOTIUIZIE, N TTT,

2wy FEE -2 RENE
7.6 Zoa<wy Rk, VU —RX76LEIOY Y —X

THAShE L,

wIZ, Ry V=27 2—FDORADIUS T H U T 4 v 7 B—NIZEEEND MACT
RLATHRAENDET Y I Z A 7 2RETHHZ - LET,

(Cisco Controller) > config radius acct mac-delimiter hyphen

BEEavy R show radius acct statistics

. config a<v UK :r~z



I configav > K :r~z
config radius acct network .

config radius acct network

Xy NI —2 a2—%DF 7 4 /L s RADIUS — %3 ET HIZ1X, config radius acct network
axy RaHLET,

config radius acct network index {enable | disable}

EX DA index RADIUS — " A U F v 7 A,

enable P& Ry NI =7 =P DT T 4Lk
RADIUS #r— & LTHEINZ LET,

disable PN xy hT—2 2—HFDF 74/ k
RADIUS #— & UL THEIZ L ET,

aAvYRFIHLE RL

avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

&IZ, RADIUS %= A > F w7 A1 THxy hU—27 2—%DF 7 4/ k RADIUS
THOT 4T F—RNERETHHEZRLET,

(Cisco Controller) > config radius acct network 1 enable

BEawy R show radius acct statistics

config A< K :r~z .



configav > K :r~z |
. config radius acct realm

config radius acct realm

RADIUS 7 1 7 T 4 7 H—/"T ULV LERET HITIL, config radius acct realm =~ > F
ZEEHLET,

config radius acct realm {add | delete} radius index realm string

X DEREA radius_server RADIUS $r— 3 A 7w 7 A, #iiZ 1 ~ 17
‘(:\ﬁ_o
add RADIUS 7 AU > T 4 v 7 H— |2 LV D%
BIMLET,
delete RADIUS 7 H U T 4 7 H—r3n5 LV A
ZHIBRL £9,
realm_string RADIUS 7 AV T 4 > 2 LV I BRI

LT —EDIXFHTT,

aRVRFILLE L

avy FERE )= EEAR

8.0 Zoawy RpREAINE L,

WRIZ, RADIUS 7 7 T 4 7 =2 LV A& BINT H6 2R LET,

(Cisco Controller) > config radius acct realm add 3 test

. configav K :r~z



I configav > K :r~z
config radius acct retransmit-timeout .

config radius acct retransmit-timeout

Cisco VA VY LVALAN 2 hu—F ORADIUS T AV T 4 27 H—3DF 7 4V NEEH
A LT U NEEFET HIZIE, config radius acct retransmit-timeout =~ > R&fEH L 9,

config radius acct retransmit-timeout index timeout

X DERHA index RADIUS H— A U F v 7 A,
timeout MHA CTORRERE 2~30) .

aATYRFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

wIZ, BEERBOFEEZA LT U MEZ 5 ICBET D012~ LET,

(Cisco Controller) > config radius acct retransmit-timeout 5

BEEawy R show radius acct statistics

config A< K :r~z .



. config radius auth

configav > K :r~z |

config radius auth

Cisco VA ¥ LA LAN 22> k12— @ RADIUS BFEV— /SO E %17 9 1Z1%. config radius
auth =2~ REfEH LET,

config radius auth {add index IP addr portascii/hexsecret} | | delete index | disable index |
enable index | framed-mtu mfu | { ipsec {authentication {hmac-md5 index | hmac-shal
index } | disable index | enableindex | encryption {256-aes | 3des | aes | des} index

| ike {auth-mode {pre-shared-key index ascii/hex shared_secret | certificateindex } | dh-group
{ 2048bit-group-14 | group-1 | group-2 | group-5} index | lifetime seconds index |

phasel {aggressive | main} index} } | { { keywrap{add ascii’hex kek mack index } |
delete index | disable | enable} } | {mac-delimiter {colon | hyphen | none |
single-hyphen}} | {{managementindex {enable | disable}} | { mgmt-retransmit-timeout
index Retransmit Timeout } | { network index {enable | disable}} | {realm {add | delete}
radius-index realm-string} } | {region {group | none | provincial}} |
{retransmit-timeout index Retransmit Timeout} | { rfc3576 {enable | disable} index }

BX DA enable RADIUS #EFEV— 2 Hh L ET,
disable RADIUS BFEH— NZ 2 L E T,
delete RADIUS #BFEH— N ZHIFR L £,
index RADIUS h— "N A T v I A, arvia—7

. | CRBEEBRELET, T ATy
s AOFPFIE 1~ 17 TT,

add RADIUS GBREY—zBMLET, [F7%
VN ODIEEZML T I,

ip-addr RADIUS #— 3D IP 7 R LA (IPv4 £7-1%
IPv6) T,

port RADIUS — DA v H—T = A A 71 b a
JL® UDP AR— &5

ascii/hex RADIUS #—DFEF —D X A 7 (ascii
721Z hex) ZHTE L ET,

secret RADIUS #— XD —7 L v b,

callStationId Type RADIUS #FEA v b=V TEEESN DL a—)L
FTAT—a  IDIERERTELET,

framed-mtu $ T RADIUS H—/3D Framed-MTU % &%
ELET, Framed-MTU O#iPHIT 64 ~ 1300
RA T,

. configav K :r~z



I configav > K :r~z

aAvY R FI4ILE

FEHREDHA KS4 > IPSec T IPv6 TIEHR—FEnFEHA,

config radius auth .

ipsec FBREY— /30D IPSec VAR — F &8N /- 13 1%
Mz L ET,
G¥) IPSec X IPv6 TiZHV A — F S FEH
Ao
keywrap RADIUS ¥—7 v 7% E LET,
ascii/hex F—TF o7 F—DANEXEHEELET,
kek 16 31 FOF—MEEbx—Z2 AN LET,
mack 2034 NDORAYEB— A —R T4 r—H

a— R F—2AHLET,

mac-delimiter

I— LA T— gD & a— L RAT—
aryIDOMACT U I X ERELET,

management

Bl —4 D RADIUS — 2R E L £7,

mgmt-retransmit-timeout

P—=ROT T 4V NEER T A UBEESA
LT U NEEHELET,

network %y NU—27 a2—H¥DF 7 4/ RADIUS
P—REFRELET,

realm RADIUS REF LV AR ELET,

region RADIUS U —Ya > Fu s 4 ZRELET,

retransmit-timeout

P —ROTFT 7NV F Xy NT—T al A U
BEXALT T NEEELET,

rfc3576

FREEY— 2% B RFC-3576 7R — k & A%
FITEHIILET,

RADIUS ¥ —/ SOEMKRE, R— FFESIL 18121275 7 # /L bR E &1, JREEDS enabled (272 1V

£7,

avy FNERE

Jiy—=x EENE

7.6 Zoa<wy R, VIU—RT76LRIDYU U—RA
TEAINE L,

8.0 Zoa<wy Rk, IPvd L IPV6 Dl ST DT KL

AR eI A= LET,

config A< K :r~z .



configav > K :r~z |
. config radius auth

WIZ, B— 1 1812 T admin Da 7 A > NAT— REHER LT, 10.10.10.10 (73 HH
SENENT. 3 @ RADIUS 383E— &R ET 262 RLE T,

(Cisco Controller) > config radius auth add 3 10.10.10.10 1812 ascii admin

WIZ, K= b 1812 Tadmin DR 7 A 2 NAT — REHEH LT, 2001:9:6:40::623 12
BEIANL 3 O RADIUS FBRE — N2 ET S 27" LET,

(Cisco Controller) > config radius auth add 3 2001:9:6:40::623 1812 ascii admin

. config a<v UK :r~z



I configav > K :r~z

config radius auth callStationldType .

config radius auth callStationldType

RADIUS fBAEH— &% ET 5121, config radius auth callStationldType =~ > N&ffH L £
R

config radius auth callStationldType {ap-ethmac-only | ap-ethmac-ssid | ap-group-name |
ap-label-address | ap-label-address-ssid| ap-location | ap-mac-ssid-ap-group |
ap-macaddr-only | ap-macaddr-ssid | ap-name | ap-name-ssid | flex-group-name | ipaddr
macaddr | vlan-id}

B DEREA

ipaddr IP7 FLAEFEHT LR ID ¥ A 7 %%
ELET (LAFVP3IDH)

macaddr VAT ADOMACT R L A5l HT AR
IDZATEFRELET (LAY 2BIUOLA
Y3,

ap-macaddr-only TIEARA L ROMAC T KL AZfMHT

HEEHR ID # A THRELET (LA
Y2BLOLAY3) ,

ap-macaddr-ssid AP MAC address:SSID D TT 7 B A RA
kD MAC 7 R L A &H & 2R ID #
A THERELET (LA V2B A

Y3,

ap-ethmac-only TIREARA L FDOA = Fy FMACT R
VAT H2EERARID YA TE2RE L
R

ap-ethmac-ssid AP Ethernet MAC address:SSID DA TT 7 &

ARA PDOA—Y Ry NMACT RL A%
AT 25EWMRID A4 THHRELET,

ap-group-name AP V7 N—T % 2T DGR ID % A 7
ERELET, APWN AP VL —T7 O Ty
WA, Tdefault-group] 7% AP 7' /v—7"4 &
LCERHSNET,

flex-group-name FlexConnect 7 /L— 74 Zfsi 113~ 2 IR K 1D
S AT HELET, FlexConnect AP 73
FlexConnect 7 /L — 7" D—E TR\ GHE, T A
7 L MAC 7 R L ADMEHEER ID & LT
SNET,

ap-name T U RvARA L NOAFT AT D REAR
ID %A 7 &EELET,

config A< K :r~z .



configav > K :r~z |

. config radius auth callStationldType

ap-name-ssid AP name:SSID DIETT 78 A RA - ND4
AiEEHT AR ID ¥ A4 2R ELE
7,

ap-location TIRARL L DOar— g U EFERTD
MEHSRAR ID # A 2R ELET,

ap-mac-ssid-ap-group EEWARID ¥ A 7%, <AP MAC
address>:<SSID>:<AP Group> TR E L
7

vlan-id VAT 5D VLAN-ID %1 F 3 5 A 1D
A TERELET,

ap-label-address MR ID XA Th, T T 4T Ay

T—=U D AP T VIZHEIR STV D APMAC
7 RVARICERELET,

ap-label-address-ssid FEHEGZR ID Z A 7°% . AP MAC address:SSID
FRUTERE L ET,

AR TIAIE

FRLEDHA KS1 Y

VAT LD MAC T KL A,

ayhke—JF, TRTOFMNNT Yy NBXORT BT T 47 /3% b TRADIUS %—3
WCEERID BMEESE LE T, SEMAIDEMEZHEHT S L. BEMICESHT, Bs
IN—Fla—PEpEHTEET, a~vy NIEEREICH L CORBHETH Y, 5500
KIITEH T EHA,

SSID D 4 % Calling-Station-ID & L TEET 25 Z LIXT& WA, SSIDIX, 77 BAFRA b
MAC 7 RLVAEIET 7 A BRA LV MEOWDTHINCORFMAEDEDL Z LN TEET,

avy FERE

)1)—=R TEAR

7.6 Zoa<wy R, V) —RXT76LEIDY Y —2A
TEASINE LA,

7.6 TIRBARL L FOAL =YXy N MACT K

L A %Y AR — F9 5 72DIZ ap-ethmac-only ¥ —
U — K & ap-ethmac-ssid % — 7 — RK23B 1 &
nE L7,

ap-label-address 33 . O} ap-label-address-ssid
F—U—FBIMEShE L7

8.0 ZOa~wy R, IPv4 & IPV6 D DOT KL
AR EYAR—FLET,

8.3 ap-mac-ssid-ap-group % — 7 — RANEM S L E
L7z,

. configav K :r~z



I configav > K :r~z

config radius auth callStationldType .

WIZ, IP 7 RUVAZERTHREHERID ¥4 T2 ET 20 %2R LET,

(Cisco Controller) > config radius auth callStationIdType ipAddr

WIZ, VAT ALADOMACT FLAZERTHMFHmAID ¥ A4 72 ET 2R LE
7,

(Cisco Controller) > config radius auth callStationIdType macAddr

Wiz, T2 AKRA L FOMACT FLAZERTAMEHERID ¥ A 72 RET 25
ZnLET,

(Cisco Controller) > config radius auth callStationIdType ap-macAddr

config A< K :r~z .



configav > K :r~z |
. config radius auth framed-mtu

config radius auth framed-mtu

9T D RADIUS #— 30 Framed-MTU {EZ % E 9 5 IZ1%. config radius auth framed-mtu =
~v Rz LET,

config radius auth framed-mtu mzu

X DERHA mtu Framed-MTU {ED#iHIL 64 — 1300 /XA F T
7,

ATV RFIFLE AL

avy RER Jiy—=x EERNE
7.6 Zoawy RpREAINE L,

&Iz, RADIUS #EFY— 3D Framed-MTU [BEx R ET AH 2R LET,

(Cisco Controller) > config radius auth framed-mtu 500

. config a<v UK :r~z



I configav > K :r~z
config radius auth IPsec authentication .

config radius auth IPsec authentication

Cisco VA ¥ LA LAN = b 11— F OFBGEY — /NI % IPSec #7R— M &R ET HITI3,
config radius auth IPsec authentication =~ > K&l L 7,

config radius auth IPsec authentication {hmac-mdS | hmac-shal} index

X DA hmac-md5 IPsec HMAC-MD5 #85E % A X —7 /MZ LET,
hmac-shal IPsec HMAC-SHA1 F8GE% 1 *—7 WIZ L E
7,
index RADIUS %r— X A T v 7 A,

ATV RFI4ALE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

KIZ. RADIUS BBEFY— N A 5 v 7 A 1IZ%T 5 IPSec hmac-md5 7R — b+ 23R &7
L0 %R LUET,

(Cisco Controller) > config radius auth IPsec authentication hmac-md5 1

EEawy R show radius acct statistics

config A< K :r~z .



. config radius auth ipsec disable

config radius auth ipsec disable

Cisco 7 A ¥ LA LAN > b 1 —F OFBGEY — /N3 2 IPSec YA — b &2 23 21213,
config radius auth IPsec disable =~ > K& L 7,

configav > K :r~z |

config radius auth ipsec {enable | disable} index

-3 qOE L); enable I — D IPSec AR — FEFHNMTLET,
disable FEEY— XD IPSec VAR — AT L E T,
index RADIUS —/X A T w7 A,

ATV RFI+LE AL

avy FEREE Jiy—=x EENE
7.6 Zoa<wy R, VIU—RT76LRIDYU U—RA

THAShE L,

&IZ. RADIUS REFH—/N A ' F w7 A2 11Z5%T 5 IPSec ViR — + AT 56 %
i—\‘ L/ibé‘o

(Cisco Controller) > config radius auth ipsec enable 1

wIZ, RADIUS #GEY— A 5 w7 A 11Zx1 5 [PSec ¥R — b 2 L2+ 2 6%
w~LET,

(Cisco Controller) > config radius auth ipsec disable 1

BEavy K show radius acct statistics

. config a<v UK :r~z



I configav > K :r~z
config radius auth ipsec encryption .

config radius auth ipsec encryption

Cisco 7 A ¥ LA LAN 21> b 72— 7 OFBFEY— Nk 3 % IPSec K 5 bR — M ARXET HIC
IZ. config radius auth ipsec encryption =~ > R&fH L £,

config radius auth IPsec encryption {256-aes | 3des | aes | des} index

-3 qOE L); 256-aes IPSec 256 AES K S kA AN LET,
3des IPSec 3DES 55k A AENIZ LET,
aes IPSec AES K5 5k &= AN LET,
des IPSec DES W5 5k Z#H N LET,
index RADIUS =/ A VT w7 R,

ATV RFI+LE AL

avy FRERE J1)—x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDYU U—RA
TEAINE L,
8.0 256-aes ¥ — T — RO BIMINE LT,

&IZ, IPsec 3dec lF 5D RADIUS FFEV— N A T v 7 A3 &R ET A0 2R LE
j‘o

(Cisco Controller) > config radius auth ipsec encryption 3des 3

BEEawy R show radius acct statistics

config A< K :r~z .



. config radius auth ipsec ike

config radius auth ipsec ike

configav > K :r~z |

Cisco7A YL ALAN Y b —FDA U F—F vy b F—5H (IKE) ZET HITIL, config

radius auth IPsec ike =~ > RZfHH L £,

config radius auth ipsec ike {auth-mode {pre-shared-keyindex {ascii | hex shared-secret} |

certificate index } dh-group {2048bit-group-14
seconds | phasel {aggressive |

| group-1 | group-2 | group-5} | lifetime

main} } index

BXDEREA

auth-mode

IKE fBFEFRERELE T,

pre-shared-key

IKE #3iEF RO Fai A —2HELET,

index RADIUS r—XDA T w7 &2 (1 ~17) ,

ascii ASCII JE=» RADIUS IPSec IKE Fh% %+ — %2 3%
E’ l_/ \32 —a—o

hex 16 #EHIE D RADIUS IPSec IKE b % — %

RELET.

shared-secret

#:44 RADIUS IPSec B F— 2R E L F7,

certificate IKE FRGEDFEHEERTE L E 7,
dh-group IKE Diffe-Hellman 7' /L — 7 %% E L £,

2048bit-group-14

DHZ/L—714 2048t v k) ZHRELET,

group-1 DHZV—71 (7168 B k) Z&EL £,

group-2 DHZ /W —72 (1024 v ) ZHELET,

group-5 DHZ/W—72 (1024t k) #RELET,

lifetime IKE 74 784 L% ELET,

seconds IKE DA ZAR (BOEAL) o AZh7Ze®EPHIE 1800
~ 57600 ¥» T3,

phasel IKE phasel E— RAZRE L ET,

aggressive TV T FT— REAR—TMILET,

main AA YV F—REARX—TMIZLET,

index RADIUS %=/ A T v 7 X,

. config a<v UK :r~z



I configav > K :r~z
config radius auth ipsec ike .

ATV R FIHFIR T AN TIE, FREHEAF 2 PSec £ v v a T &L, IKE O 2RI 28800 4T

j—o
avy FRERE J1)—x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

Iz, RADIUS #GEA1 5 v 7 A 1 @ IKE DA % 23 IR ET 2612~ L E
ﬁ‘o

(Cisco Controller) > config radius auth ipsec ike lifetime 23 1

BEawy R show radius acct statistics

config A< K :r~z .



. config radius auth keywrap

config radius auth keywrap

configav > K :r~z |

Advanced Encryption Standard (AES) ¥— 7 v 72 WML OEL T, 2> ba—F &
RADIUS =D IFXF—DtF 2 U 7 1 2@k T 51X, config radius auth keywrap =~ >~

REfHALET,

config radius auth keywrap {enable | disable | add {ascii | hex} kekmack | delete} index

XA enable AES %¥— T v 7 HHMILET,
disable AES ¥— T v 7ML ET,
add AES ¥ — T v 7 OEMERE L ET,
ascii X— T v 7% ASCIIEXCTHRELE7,
hex F— Ty TR 16 ERERLTRELET,
kek 16 /34 k@ Key Encryption Key (KEK) ,
mack 20 /XA | @ Message Authentication Code Key
(MACK)
delete AES ¥— T v 7 OJEMEAHIFRL £ 7,
index AES ¥ — 7 v 7 & IET % RADIUS 8GEH—

NRNDA VT w7 A,

ATV RFI4LE RL

avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

IZ, RADIUS #ZFEY—/ 3D AES ¥ — T v 72BN T B0 2R LET,

(Cisco Controller) > config radius auth keywrap enable

BEawy R show radius auth statistics

. config a<v UK :r~z



I configav > K :r~z
config radius auth mac-delimiter .

config radius auth mac-delimiter

RADIUS #BGEV— NIZEEESNDLIMACT RLATHEHAEINS T U I X 2 f8ET 521X, config
radius auth mac-delimiter =~ > RZfH L £,

config radius auth mac-delimiter {colon | hyphen | single-hyphen | none}

(XXXXXKXXXKXX 72 &) o

hyphen TUVIFENATCERELET
(XX-XX-XX-XX-XX-XX 72 &) &

single-hyphen TUVIFEH AT UHELET
(XXXXXX-XXXXXX 72 &)

none T I XL F T (XXXXXXXXXKKX 78
E) .

ATV R FI4NAE T IZANMPOTVIRIE A TUTT,

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, VU—RXT76LHEIDY Y —2A

THAShE L,

KIZ, RADIUS FRGEY— NIEH T 27U I ¥ A T afaET D6z m L ET,

(Cisco Controller) > config radius auth mac-delimiter hyphen

Eawy K show radius auth statistics

config A< K :r~z .



configav > K :r~z |
. config radius auth management

config radius auth management

B2 —Y DT 7 +/L F RADIUS — " Z 3 ET 521X, config radius auth management =~
YRR LET,

config radius auth management index {enable | disable}

EX DA index RADIUS — " A U F v 7 A,

enable Y B —F DT 7 4 /L~ RADIUS H—
NELTHZLET,

disable P EFHa—Y D7 7 /1 F RADIUS ¥—
NE LT LET,

aAvYRFIHLE RL

avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=A

TEAINE L,

Wiz, EH2— D RADIUS —ZRETIHH 2R LET,

(Cisco Controller) > config radius auth management 1 enable

BEavy K show radius acct statistics
config radius acct network

config radius auth mgmt-retransmit-timeout

. config a<v UK :r~z



I configav > K :r~z
config radius auth mgmt-retransmit-timeout .

config radius auth mgmt-retransmit-timeout

BFEHa—HF DT 7 4/ h RADIUS ' — SOFEEFEX A L7 U M EFHET HITIL, config radius
auth mgmt-retransmit-timeout =~ > R &2 L £,

config radius auth mgmt-retransmit-timeout index retransmit-timeout

X DA index RADIUS — A U F v 7 A,

retransmit-timeout HA LT T ME, #iFHIX 1~ 30T,

ARURFIFLE EL

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

Wiz, BEla—Y DT 7 /L h RADIUS U — _"OEREEX A LT 7 N E2RET 50 %
%Lij‘o

(Cisco Controller) > config radius auth mgmt-retransmit-timeout 1 10

BEavy R config radius auth management

config A< K :r~z .



configav > K :r~z |
. config radius auth network

config radius auth network

Ry NU—2 2—HFDF 7 %/ s RADIUS — %5 ET 511X, config radius auth network
ax s RaHLET,

config radius auth network index {enable | disable}

EX DA index RADIUS — " A U F v 7 A,

enable PRy NI =7 =P DT T 4L h
RADIUS #r— & LTHEINZ LET,

disable PN xy hT— 2—HFDF 74/ k
RADIUS #—/ 3¢ LTHEEIZLET,

aAvYRFIHLE RL

avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=A

TEAINE L,

Wiz, Ry U —27 2—HFDF 7 /L ks RADIUS Y —_E2RET 50 %ERLET,

(Cisco Controller) > config radius auth network 1 enable

EEawy R show radius acct statistics

config radius acct network

. config a<v UK :r~z



I configav > K :r~z

config radius auth realm .

config radius auth realm

RADIUS FFREY—/NT LIV A% ET 121X, configradius authrealm =~ > RZEH L £,

config radius auth realm {add | delete} radius index realm_string

3O L): radius_server RADIUS —/N A > F v 7 A, #FHIZ 1~ 17
‘(\‘—a—o
add RADIUS GBREH— NI LV AZBML £ 7,
delete RADIUSFEFET— 005 LV A ZHIR L £,
realm_string RADIUS F&FE L /L NMZBHEAHT Hivie—E D
XFHNTT,
aAvURFIANE AL
2wy REE yy—2 KENE
8.0 Ioavwy RPREAINE LT,

&IZ. RADIUS ZREEH— N2 LV A BB Al 2R~ LE T,

(Cisco Controller) > config radius auth realm add 3 test

config A< K :r~z .
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. config radius auth retransmit-timeout

config radius auth retransmit-timeout

Cisco VA ¥ LA LAN @ h @ —5 @ RADIUS FRiEY — DT 7 4 )V NEEX A LT U b &
ZEW 4 5HIZIE. config radius auth retransmit-timeout =~ > K& L £,

config radius auth retransmit-timeout index timeout

X DERHA index RADIUS — " A U F v 7 &,
timeout WA CORXRERE 2~30) .

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

RIZ. RADIUS FRGE —_DFEES A LT U & S ICRET D02 L ET,

(Cisco Controller) > config radius auth retransmit-timeout 5

BEEawy R show radius auth statistics

. config a<v UK :r~z
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config radius auth rfc3576 .

config radius auth rfc3576

Cisco WLC DOFEBFEY—3Z RADIUS RFC-3576 ¥4 — b #3%EJ 5 IZIL. config radius auth
rfe3576 =~ > RAEFEHLET,

config radius auth rfc3576 {enable | disable} index

-3 qOE L) enable FREEY— /SO RFC-3576 iR — b 2 FENC L%
7,
disable ZREEY— XD REC-3576 AR — 2 Ehic L%
‘d‘o
index RADIUS V— R A U F w7 A,

ARVR TN D

2wy REE yy—2 RENE
7.6 Zoa<wry Rk, VU—RXT76LEIOY Y —X

THAShE L,

EELEDOHA K54 > RFC3576 IXRADIUS 71 b /U {Zxt 4 2458 T, =—V¥ v v a L OBNREE L AREIC L
£9, RFC3576 CTlx, =2—VOUIiB L2 —¥F v v a ATl SN D] O N R—
FENTWET, Disconnect A v —UlIa—F o a2 HICK T S, CoA A v
VT Ta N R Dy a VEBREREEEE L E T,

&IZ ., RADIUS BFFHY— %9 % RADIUS RFC-3576 VA" — ks G+ 50 %=
LE9,

(Cisco Controller) > config radius auth rfc3576 enable 2

BEavy K show radius auth statistics
show radius summary

show radius rfc3576

config A< K :r~z .



configav > K :r~z |
. config radius auth retransmit-timeout

config radius auth retransmit-timeout

RADIUS 7 H U > T 4 > 7 = "OFEEXA LT U MEERET DI, config radius auth
server-timeout =1~ > R&ZfHH L £,

config radius auth retransmit-timeout index timeout

X DA index RADIUS — A T v 7 A,

timeout A LT D ME, #EIZ2~30TT,

AT VR TFI4NE T IANEDEALT U MI2HTT,

avy RER Jiy—=x EENE
7.6 Zoa<wy R, VIU—RT76LRIDYU U—R

THAShE L,

WIZ, RADIUS BAF— RN A v F v 7 210 DY —NRN Z A LT 7 MlEZE 2 BITERET
HH 2R LET,

(Cisco Controller) > config radius auth retransmit-timeout 2 10

BEavy R show radius auth statistics

show radius summary

. config a<v UK :r~z
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config radius aggressive-failover disabled .

config radius aggressive-failover disabled

B LT3 D07 T4 7T v MIRE LD >72 RADIUS h—_%& X7 (&R L) & LT
~v—7FHEIICar b —TFEEET HITIL, config radius aggressive-failover disabled = ~

VREMEALET,

config radius aggressive-failover disabled

ZOavwy FIESIBEELITF—U—RNEH Y A,

BX DA
ATYRFIALE L
avy FERE 1)1y —= LTEHNE

7.6 Zoawry NiE, VU —AT6LREIOY U —2

THAShE L,

wIZ, RADIUS — % F 7 L L(~—7Fh5krcaryru—7%
RLUET,

(Cisco Controller) > config radius aggressive-failover disabled

show radius summary

config A< K :r~z .



configav > K :r~z |
. config radius backward compatibility

config radius backward compatibility

Cisco VA ¥ LA LAN 22> h ©—5 ® RADIUS ML A#IEEZFHET HIZ1L. config radius
backward compatibility =~ > N& i H L £,

config radius backward compatibility {enable | disable}

KEST D EHEA enable RADIUS X % — ID O i B4tk 2 4750 L
7,

disable RADIUS X & —ID O FA7 B HulE 2 ME4h2 L
i“@‘o

ARVEFIANE AR

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L=,

]

&IZ, RADIUS N AMEDORREE AT 20 2R L ET,

(Cisco Controller) > config radius backward compatibility disable

EEa< R show radius summary

. config a<v UK :r~z
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config radius callStationldCase .

config radius callStationldCase

Cisco WLC @ RADIUS A »vt&— & L TiEE S5 callStationldCase i # 43X & 35 1T1F,
config radius callStationldCase =~ > RZ il L £,

config radius callStationldCase {legacy | lower | upper}

X DERHA legacy LA Y 2 BEEAH O AR ID 2 KT T
RADIUS 2% & L £,
lower TR TOEHEAR ID % /)35 TRADIUS (7%
FLET,
upper TR T OREHERAR ID % KT TRADIUS (2%
FLET,
ARVEFIALE AFTTN
avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDY U —2A

BEav >R

TEAINE L,

I, FRHIEAR ID Z2/NCF TR ET L6l 2R LET,

(Cisco Controller) > config radius callStationIdCase lower

show radius summary

config A< K :r~z .
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. config radius callStationldType

config radius callStationldType

Cisco VA YLV ALAN 22 hr—FDRADIUS T AV VT 4 7 AvyE—V L LTEESN
HEBIMAID A FEREZRET HI2IE. config radius callStationldType =~ > K& L
£

config radius callStationldType {ap-ethmac-only | ap-ethmac-ssid | ap-group-name |
ap-label-address | ap-label-address-ssid| ap-location | ap-mac-ssid-ap-group |
ap-macaddr-only | ap-macaddr-ssid | ap-name | ap-name-ssid | flex-group-name | ipaddr
| macaddr| vlan-id}

B DEREA

ipaddr IP7 RLAZEHTAMEHRRID ¥ A 7 % 5%
EFELET (LAY 3DR)

macaddr AT AOMACT RN LA ZHHT AR IR
IDXATHEFRELET (LAY 2BIUOLA
3,

ap-macaddr-only TIEARA L ROMAC T KL AZMMHT

LSRR ID # A THRELET (LA
Y2BLOLAY3) ,

ap-macaddr-ssid AP MAC address:SSID DR TT 7 v A RA v
kD MAC 7 KV A% HT 2 M- R ID #
A THERELET (LA V2B A

Y3) .

ap-ethmac-only TIREARA L FDOA = Fy FMACT R
VAT H5EEmRARID YA TE2REL
R

ap-ethmac-ssid AP Ethernet MAC address:SSID DX TT 7 &

ARA MDA =Y Ry N MACT KL A%
EHTAEEHKRID XA FEHELET,

ap-group-name AP U )v— T4 i T B IR R ID & A 7
ZRELET, AP AP VLV —TF O T
WA, Tdefault-group] 7% AP 7' /v—7"4 &
LTERHSNET,

flex-group-name FlexConnect 7" /V— 74, 2 3~ % M- R R ID
AT HFHELET, FlexConnect AP 73
FlexConnect 7 /L —7 D —E TRWEE, VA
7 A5 MAC 7 R L ADBEGR ID & U CE
SnET,

. config a<v UK :r~z



I config av K :r~

avy KT+

FEREDHA K542

config radius callStationldType .

ap-name

TR A RA L NOLRT AT D MR
ID ¥ A 7S HBRELET,

ap-name-ssid

AP name:SSID DX TT 7B A RA 2 hD4
A& DR ID # A 723 E LE
TO

ap-location

TIRARL L Our—a o EERTS
MR ID 2 A 7R ELET,

ap-mac-ssid-ap-group

EEUAR ID ¥ A 7% <AP MAC
address>:<SSID>:<AP Group> = UZREE L £
ﬁ‘o

vlan-id

VAT 5D VLAN-ID %1# 4 2 FEH R 1D
HATEHRELET,

ap-label-address

RS RID X A T, TAT T 4T Ay
=D AP 7 ~VICHI S 1TV S APMAC
7 RLRIZRELET,

ap-label-address-ssid

FEHESHAR ID Z A 7% . AP MAC address:SSID
ERICERELET,

HF—="DIP T FL X,

ayhr—=7i% §TO

uAL‘nJ—.E/\bA/ l\i’oJi()\TjJ?/T% /& /\b‘/ ]\TRADIUS "j__/\

’%ﬁ%*mﬁﬁ%%hbiﬁ HEEmAID @AM 5 & BIEEICE ST, RS

TN—TFIla—F &5

VHTEET, 3~y NIEEmARICH L TOREHETSH Y, 5
RICITHEH T EEA,

SSID %% Calling-Station-ID & L CiEETHZ &1L TEEH A, SSIDIE, 727 EAKRA b
MAC 7 RV AETZT 78 A BA 2 bEADOTNNCOHRMABEDED Z LN TEET,

av Y RERE

J1)—Xx EERNE

7.6 Zoa<wry R, VIV —A76LHIOY Y —2A
TEAINE L,

7.6 TIRARL Y FOA—HF v N MACT R
L 2% %R — F 3572 DIZ ap-ethmac-only % —
7 — K & ap-ethmac-ssid ¥ — 7 — F3E1 S
nE L7,
ap-label-address 33 JX O* ap-label-address-ssid
F—U— RK2BMENE L,

8.0

Zoa<x Rk, IPvd L IPv6 Dl ST DT KL
AR EZY R — M LET,

config A< K :r~z .



configav > K :r~z |
. config radius callStationldType

)1)y—= TEAR
8.3 ap-mac-ssid-ap-group * — 7 — RGBS iU E
L7z,

WIZ, IP 7 RV AEFERTHMEHERID ¥4 T 2R ET 50 2R LET,

(Cisco Controller) > config radius callStationIdType ipaddr

WIZ, VAT LDOMACT RUAZFEHT AR ARID ¥ A T 2RET L0 2~ L E
@—O

(Cisco Controller) > config radius callStationIdType macaddr

WIZ, T7EBARA L FOMACT RLUAZHHTHMHEARID &% A 7 25%ET 54
ZRLET,

(Cisco Controller) > config radius callStationIdType ap-macaddr-only

. configav K :r~z
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config radius dns

DNS #—/3/25 RADIUS IP {58 % Bf3 3 5 121%. configradiusdns =~ > R&fH L £,

config radius dns .

config radius dns {global port {ascii | hex} secret | queryurltimeout | serverip ip address
| disable | enable}

B DEREA

global 7'a—3)L JR— k& DNS #— 3725 RADIUS IP (58 & BUG T 2 s — 2 &k
ELET,

port SREEHOR— NES, ARFMIL 1 ~ 65535 T, 3T DNS ¥ — %A
CRBGEAR— M2 AT 20 ERH Y £,

ascii ASCIL TR ET D MBLD & 5 G T — DR,

hex 16 EHIZHRTT DV EDH HILFME T —DEA,

secret RADIUS Vr— "D a 7' A L FAEE ¥ —,

query RADIUS % — " DFERERi KA A >4 (FQDN) &, DNS ¥ A A7 U M &FEL
7,

url RADIUS #—/3? FQDN, FQDN I3 K 63 LF D587 (KXF L /N FE X
Bl CTHRETE £,

timeout CiscoOWLCN Y 7 T A MDH A LT U MERTE L THEETHE TORREHA
¥, FBETE HHPHIT 1 ~ 180 TT,

serverip DNS H— D IP7 RL AZBELET,

ip_address DNS #—/ XD IP 7 KL A,

disable RADIUSDNSHEREZ NI LET, T 74/ FTlE. ZOMEEIZT 4 BE—7 VT
725> TCUWET,

enable Cisco WLC 7% DNS J—/,37>5 RADIUS IP [ A BG e 2 Lol LET,

DNS 7 = U HMMITDE, AT 4 v IR ELV LEHLINEST, DFD,
DNS UZ MIAZT 4 v 7 AAA U A MO BESLRSNET,

AR R FIHILE

Ju—/L AR— b &, RADIUSIP i a UG T 2 WEX— 2R ETET A,

avy RERE

Jy— EEAE

A

1.5

Zhavry RREAINE LT,

config A< K :r~z .



configav > K :r~z |
. config radius dns

FEREDHA KSAY THIST 427 A= MIGRRER— bR SN ET, T3 TDODNS ¥ — N3 U ¥ —
AT OMERHY £,

&IZ. Cisco WLC T RADIUS DNS ¥REZ AN+ 52~ LET,

(Cisco Controller) > config radius dns enable

. config a<v UK :r~z
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config radius fallback-test

config radius fallback-test .

RADIUS =D 7 4 —/A/3y ZEEZERET H1T1E, config radius fallback-test =~ R %

AIILET,

config radius fallback-test mode {off | passive | active} | username username} | {interval

interval'}

X DR mode E—RFEHELET,

off RADIUS % —/30D 7 4 —)b R 7 W L
iba‘o

passive RO WT e —T XA o=V EIERETDH D
L7, ary hba—INMERTRER NNy 7T v
T =G (=N ATy 7 ARL DN
W) B — Nyl B eNnET, 2
ra—Zi%, LIEBL OBET 77 4 77T
RTOY—"ZMHE L, & & TRADIUS A »
TV DOEENNEIT R o FITHBRITL
EL

active RADIUS 7V —7 X vt —U%EEL, ET
TT 4TIl —"NF T A RBEEICE -
TWNBENE I DEFFNCHER L LT, 2
b —F BERFRER N 7Ty T =3
5 (=AU T v 7 ZANID/IEN) B
PNz B2z onET, 2 ha—J1%,
T_CDT 77 4 7 72 RADIUS ERIZK} LT,
HETIT 4 TIRT_RTCOYP— MG L FET,

username I—FLERELET,

username a—WL, 2—PLITIL, K16 LFOTH
TEREHTXET,

interval Tu—7OlREEEELET,

interval 7'a—7 O, &PHIX 180 ~ 3600 T3,

ARV R FI4NAL T 7ANFOT o —TREIE 300 TY,

Ay RERE J1—2 EERAR
7.6 Zoa<wr Rk, VU—RXT76LHIODY Y —XA

TEAINE L,

config A< K :r~z .



configav > K :r~z |
. config radius fallback-test

WKIZ. RADIUS 7 H 7 T 4 v 7 H— D7 +— Ny 7 EMER T AH & L
i—a—o

(Cisco Controller) > config radius fallback-test mode off

KIZ, BROBRWT =T Ayt —UaRMET LI LR, Ay bu—J M6
BNy Ty T = NInBEEY—ANZUID AL ND KO ICRET 262 R L E
R

(Cisco Controller) > config radius fallback-test mode passive

WIZ, RADIUS 7m—7 XA vt —U%EEFELT, ary he—I 03 FHHARER Ny 7
T T =N EE YN B 5ND L ICRET DR E R LET,

(Cisco Controller) > config radius fallback-test mode active

BEavy R config advanced probe filter
config advanced probe limit
show advanced probe

show radius acct statistics

. configav K :r~z



I configav > K :r~z

config radius ext-source-ports

RADIUS Y — TR EEITEAR— F DOV R — FEERET A2

avr REFHLET,

config radius ext-source-ports { enable | disable }

enable Radius XfFER— b Y AR— M2 L £,

B DEREA

disable Radius EfZcA— b PR — F 2RI L ET,

config radius ext-source-ports .

. config radius ext-source-ports

AR RFI40kc AL
av R E—F Config
2% AR Jy— EENE
2
8.1 ZDavwy RBREAINELE,
RIZ, RADIUS H— NTHLiREF LA — N2 HIZT 62 R L ET,

config radius ext-source-ports enable

config A< K :r~z .



configav > K :r~z |
. config radius acct retransmit-timeout

config radius acct retransmit-timeout

Cisco VA VY LVALAN 2 hu—F ORADIUS T AV T 4 27 H—3DF 7 4V NEEH
A LT U NEEFET BHIZIL, config radius acct retransmit-timeout =~ > R&fEH L 7,

config radius acct retransmit-timeout index timeout

X DERHA index RADIUS — A U F v 7 A,
timeout WA CORXRERE 2~30) .

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

wIZ, BEEREOFEEZA LT U MEZ 5 ICBRET D01 2R LET,

(Cisco Controller) > config radius acct retransmit-timeout 5

BEEawy R show radius acct statistics

. config a<v UK :r~z
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config radius auth mgmt-retransmit-timeout .

config radius auth mgmt-retransmit-timeout

BFEHa—HF DT 7 4/ h RADIUS ' — SOFEEFEX A L7 U M EFHET HITIL, config radius
auth mgmt-retransmit-timeout =~ > R &2 L £,

config radius auth mgmt-retransmit-timeout index retransmit-timeout

X DA index RADIUS — A U F v 7 A,

retransmit-timeout HA LT T ME, #iFHIX 1~ 30T,

ARURFIFLE EL

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

Wiz, BEla—Y DT 7 /L h RADIUS U — _"OEREEX A LT 7 N E2RET 50 %
%Lij‘o

(Cisco Controller) > config radius auth mgmt-retransmit-timeout 1 10

BEavy R config radius auth management

config A< K :r~z .



configav > K :r~z |
. config radius auth retransmit-timeout

config radius auth retransmit-timeout

Cisco VA ¥ LA LAN @ h @ —5 @ RADIUS FRiEY — DT 7 4 )V NEEX A LT U b &
ZEW 4 5HIZIE. config radius auth retransmit-timeout =~ > K& L £,

config radius auth retransmit-timeout index timeout

X DERHA index RADIUS — " A U F v 7 &,
timeout WA CORXRERE 2~30) .

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

RIZ. RADIUS FRGE —_DFEES A LT U & S ICRET D02 L ET,

(Cisco Controller) > config radius auth retransmit-timeout 5

BEEawy R show radius auth statistics

. config a<v UK :r~z
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config radius auth retransmit-timeout .

config radius auth retransmit-timeout

RADIUS 7 H U v T 4 > 7 Y= "OFEEXA LT U MEEZRET DI, config radius auth
server-timeout =1~ > R&ZfHH L £,

config radius auth retransmit-timeout index timeout

X DA index RADIUS — A T v 7 A,

timeout A LT U ME, #EIZ2~30TT,

ATV RTFI4NE T IANEDEALT U MI2HTT,

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

WIZ, RADIUS BBAF— R A T v 7 210 DY —NRN Z A LT 7 MlEZE 2 BICERET
HH R LUET,

(Cisco Controller) > config radius auth retransmit-timeout 2 10

BEavy R show radius auth statistics

show radius summary

config A< K :r~z .



configav > K :r~z |
. config redundancy interface address peer-service-port

config redundancy interface address peer-service-port

7 aryha—3F 3 AR NN, ar g —TF DY —ERAR—FDIPT RLALE Ry b~
A BFRET HIZIL. config redundancy interface address peer-service-port =~ > K& L
g

config redundancy interface address peer-service-port ip address netmask

X DA ip_address ©7 H—bE 2 RK—FDIPT KL XA,

netmask BT —ERR—bDRy hv R,

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L,

FEREDAARSAY 77747 arbua—Inb0Hh0avy FaRETEET, HABEDLE, —E R
R— FREITZ P —F LTV ET, T— FE HADGIFHAIWCEE TS L Gy [HE
) . I OREITRbIET,

wIZ, BT avyba—JF 3R 0o aryre—50OY—EX R—FIPBIW
Xy N AT BRETHHERLET,

(Cisco Controller) >config redundancy interface address peer-service-port 11.22.44.55

. config a<v UK :r~z



I configav > K :r~z

config redundancy mobilitymac .

config redundancy mobilitymac

HAEE U7 A ODMACT FUVAZFERIT & LTHERT S L D IZEKET HIZIX, configredundancy
mobilitymac =~ > K& H L 7,

config redundancy mobilitymac mac address

X DR mac_address 7 o5 47 ar ha—F L AZNA oy ha—FOT OFBITF T DHMAC
7 RL A,
ARVRFIFAL RL
2wy REE y1y—2 RENE
7.6 Zoa<wr Rk, VU—RT76LHIOY U —2A

FREDHA KS14 Y

THAShE L,

U —280110006ZFNLUBEY ) —RIZT v 77 L—R$5L, avr FOFRTITHIERSN
¥4, 777 L —REBEICFHTELEY T4 MACT RLAZERETAHLENL Y £3,

WIZ. HAEE VT A DMAC 7 RLAEZRET HHE2RLFET,

(Cisco Controller) >config redundancy mobilitymac ff:ff:ff:ff:ff:ff

config A< K :r~z .



configav > K :r~z |
. config redundancy mode

config redundancy mode

TEMEFIANA TXA T8V T ¢ (HA) ZAZEITEIZT 521, config redundancy
mode =~ R&EFEHLET,

config redundancy mode {sso | none}

X DA $80 AT — N7 AL v TFA—s3— (SSO) FlIE v b AZ UL TLET— REFRIC
L%,

none TEE— REZHEMNCLET,

aATYRFIHLE AL

avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

FEREDHA K54y INEMEERTET DI, =WV EETOINEERIP T RLAEZRET HLENH 7,

WIZ, TLRMEZAICT 2012 RLET,

(Cisco Controller) >config redundancy mode sso

. config a<v UK :r~z



I configav > K :r~z
config redundancy peer-route .

config redundancy peer-route

ETEIFAZ RN, av ba—FO/— N EFEET HIZIL, config redundancy peer-route
av s REEHLET,

config redundancy peer-route {add | delete} network ip address netmask gateway

EX DA add Sy hU—2 L— b EBEMLET,
delete AN, aryha—J@EORy NT—7 b— MEHIBRLET,

network_ip_address %~ WU —27 1P 7 R L &,

netmask Fy NT—=I DY TRy k<R,

gateway N=h Ry PIT—=Z DT =R U= DIPT FL A,

ATV RFI+LE AL

avy FEREE Jiy—=x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDYU U—RA

THAShE L,

FERLEDHARSAY 77747 A bu—=InbDAhIDaxy ReRETEEY, HAKEDY A, —EX
R—FREFTa Pe—F LTV ET, E—F2HALOIHFHAICEETLHE (b [A
R . B OREIFRDbNET,

WIZ, ETEFAZ NS, ar b =DV — FaRET D02 R LET,

(Cisco Controller) >config redundancy peer-route add 10.1.1.0 255.255.255.0 10.1.1.1

config A< K :r~z .



configav > K :r~z |
. config redundancy timer keep-alive-timer

config redundancy timer keep-alive-timer

X—TTITAT A LT Y MEEKET HIZIE.  config redundancy timer keep-alive-timer =
~v Rz LET,

config redundancy timer keep-alive-timer milliseconds

X DR milliseconds X ) FSHN. DX —TF T 74 7 XA L7 7 ME, #iPHIZ 100 ~400 2V TY,

ARVEFIANE T IANNOX—=TTIAT XA LT U MEIZ100 IV TT,

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

W, =TT ITAT A LT U MEERET DB 2R LET,

(Cisco Controller) >config redundancy timer keep-alive-timer 200

. config a<v UK :r~z
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config redundancy timer peer-search-timer .

config redundancy timer peer-search-timer

VT OMBH A ~—%2RET HIZIX. config redundancy timer peer-search-timer =~ ) K%
HHLET,

config redundancy timer peer-search-timer seconds

BX DA seconds FYEART D VT DM Z A ~—DfHE, #iPHIZ60~180F Td,

ARV R FTIFILL  ETORRIA~—DT 7 /L MEZ 120 T,

avy RERE Jj1)y—= EERNE

7.6 Zoa<wr R, VU —RT76LRETIOY Y —2

THAShE L,

ERLDHA KSqY ZO0avy RiE, BEirn—A xavm—va Dy (L7 0 ME BN ZRET 57201
EATEET,

WIZ, TRET OMRIA v~ — a2 ETHHE2RLET,

(Cisco Controller) >config redundancy timer peer-search-timer 100

config A< K :r~z .
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configav > K :r~z |

config redundancy unit

CiscoWLC 77 A~V E72ixEh &Y WLC & LTHET HIZIL,  config redundancy unit
avy REEHLET,

config redundancy unit {primary | secondary}

B DEREA

ARV R TIHIbE

primary  CiscoWLC% 77 A4~V WLC & LTHRELET,

secondary CiscoWLCAZEH & U WLCE L TERELET,

7T A<V WLC 287 7 )V hDIRRETT,

avy FERE

FRLEDHA KS1 Y

J1y—=x ETEAR
7.6 Zoa=wr R, VU—RXT76LHEIDOY Y —2A

THAShE L,

&) WLC & L CERE STz CiscoWLC 1, A%h72 AP 7 A & AD 72\ HA O Stakable
Unit (SKU) 2720 £9°,

RIZ, CiscoWLC #7774 ~U WLC & L CHRETHHZr~LET,

(Cisco Controller) >config redundancy unit primary

. configav K :r~z
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config remote-lan .

config remote-lan

UE— |k LAN 2R EJ 5I21%. config remote-lan =~ > R&fiH L £,

config remote-lan {enable | disable} {remote-lan-id | all}

JUE—h LAN A F—7 M LET,

X DiRHA enable
disable UE—FLAN 257 4 E—7 NI LET,
remote-lan-id JE£— b LAN ORI+, A7 fEiX, 1~
512 T,
all T RTOER LAN ZRTELET,
avURFIHLE AL
av Y FRERE Jjy—= EEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, ID2D YV E—F LAN A F—T7 W T D50 %R LET,

(Cisco Controller) >config remote-lan enable 2

config A< K :r~z .



config AY > KR :r~z |
. config remote-lan aaa-override

config remote-lan aaa-override

UE— K LAN TAAA ZNN Liz2—H RV o — F—"—F 4 RERET HIZIX, config
remote-lan aaa-override ==~ > F&A{HH L £,

config remote-lan aaa-override {enable | disable} remote-lan-id

X DEREA enable U%E—F LAN TAAA 2/ L2 —% K
V= F = R—=Ff Rl F—=T NI LET,
disable UE— K LAN TAAA N L7m2—H R
U N—F 4 RET 4 —T M LET,
remote-lan-id JE—  LAN O#BI1, A7 fEX, 1~
512 T,

aRVRFILLE L

av 2 REE )= ZEAR
7.6 ZoawryRNE, V=276 UEIOY Y =2 THAShE LT,

WwIZ, VE—FLANID 282 DU E— K LAN T, AAAZ N LT7-oa—F RY o — F—
N—=Ff REAR—TNMZTHHEZRLET,

(Cisco Controller) >config remote-lan aaa-override enable 2

. config a<v UK :r~z
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config remote-lan acl .

config remote-lan acl

VE—RMLANDOT7 7R arba—/L AL (ACL) Z4HET HI21E. config remote-lan acl
av s REEHLET,

config remote-lan acl remote-lan-id acl_name

X DERHA remote-lan-id U &— b LAN OB+, A7 X, 1~
512 T9,
acl_name ACLA4 T,

GE) A AEE/: ACL 2 MEiR9 D121,
show acl summary =~ > RZ{HH L

ij‘o
aATYRFI4LE RL
avy FERE Jiy—= EERNAE
7.6 ZoawrRiE, VYV—RT6LHEIOY U —ATHEAINE LT,

Wiz, IDMN2DYE—hKLANIZ, ACLI 28T 502~ LFET,

(Cisco Controller) >config remote-lan acl 2 ACL1

config A< K :r~z .



config AY > KR :r~z |
. config remote-lan create

config remote-lan create
FLWY E— | LAN #t 2 2% E7T 521X, config remote-lan create =~ > RZfEH L £7,

config remote-lan create remote-lan-id name

X DA remote-lan-id U E— b LAN OB+, A7 X, 1~
512 T,
name UE— bk LAN O£ R, A7 IR 32 3C
FOFHTTT,

aATYRFIHLE AL

av Yy FER Jjy—= TEAR
7.6 ZoawrRiE, VYV—RT6LHEIOY UV —ATHAINE LT,

WIZ, LANID # 3 & LT, #L\WYE— k LAN, MyRemoteLAN % % E 3 % il & /R
LET,

(Cisco Controller) >config remote-lan create 3 MyRemoteLAN

. config a<v UK :r~z
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config remote-lan custom-web

FEAEFRET HITIL, config remote-lan custom-web =~ > N A& i

Y &— b LAN H®D Web

LET,

config remote-lan custom-web .

config remote-lan custom-web { ext-webauth-url URL } | global {enable | disable} | login-page
page-name | loginfailure-page {page-name | none} | logout-page {page-name | none} |
webauth-type {internal | customized | external}} remote-lan-id

B DEREA

ext-webauth-url

SR Web B3E0D URL X EL £,

URL g A =D Web #&%GFE URL,

global UE—FLAN O J 00— 3L XA T7—HX A%
ELET,

enable UE—KRLAN DOV B —N)L A5 —F A% A
F—7 ML E T,

disable JE—RLAND Z 0 —)L 25 —F A %F ¢
=7 ML ET,

login-page nrAf Ly R=UERELET,

page-name g A R—=T DAL,

none Ay R=UEHRELEEA,

logout-page

BT Y R R=UERELET,

none

BrT R R=UhRELEE A,

webauth-type

UE— b LAN ® Web 8iEX A 2R E L F
j—o

internal FIFNN el =TT LUET,

customized Foro—RaEnia 7y X—=U%FRL
e

external E— bl A R—=VEFRLE
7,

name U E— b LAN O, AZh72EI3RR 32 3C

FTOIRETTT,

remote-lan-id

U %&— k LAN OB+, BRh72EOFHIL 1
~ 512 T,

config A< K :r~z .
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. config remote-lan custom-weh

ATV RFIFLE AL

av Y RERE )= ZEAR
7.6 ZoawryNiE, V=276 UEIOY Y —ATHAShE LT,

EREEDHA K54 > config remote-lan custom-web =~ > R&fEHT 2 & XTI, ROHTA FT A4 N> T ES
Uy,

« 7158 Web 583E URL 3% €T 2% E 15, RO L HIZLTLE &V,

* Web FBAEE 7213 Web /32 xw~ X2V TAPAR—TVRETHD Z L 2B L
F7, Web BiE&x AT ZIX. config remote-lan security web-auth enable =~ >
REMHLET, Web /SR Xﬂ/** ZA T HITIE. config remote-lan security
web-passthrough enable =~ > K& L £,

« JE— M LAN D7 01—/ AT —H& ZANT 4 &—T7 IREE( focofu\é & Z s
LEd, VE—RFLANDOZ a0 — )L A5 — X A% X—T7 VT HITIE. config
remote-lan custom-web global disable =~ > K& L F7,

e UE—RNLANDT 4 B—T REEICR > TWH 2 L 2R LET, UE—FLANZ
N9 5 I21E, config remote-lan disable =~ > K2 L 9,
« USE— } LAN D Web #BiE Y A 72 R ET D% E1E. RO X HIZL T EE 0,

c AL ARINTA T AL XR=UERETDHHAEIL, v /A0 X=URRESN
TWAHZ AR LET, /Ay X=U%FET HITIL, config remote-lan
custom-web login-page =~ > RZ i H L 9,

N Ay R=UEERETHEHAIE. I Web SRFENEMET 5 L 512, FHRIFEAE
ACLEZRELTZZ EZMERLET,
WIZ, ID3 @V E— h LANIZXxF LT, M Web 7B3E URL 3% ET 2612~ L E T,

(Cisco Controller) >config remote-lan custom-web ext-webauth-url
http://www.AuthorizationURL.com/ 3

KIZ, ID3DOYVFE—FRLANDZ @ — )L AT —X R A F—TNITBHERLE
—é—O

(Cisco Controller) >config remote-lan custom-web global enable 3
WIZ, ID3 DOV E—FLANIZH LT, al A v X=Va#ETHHE2RLET,

(Cisco Controller) >config remote-lan custom-web login-page custompagel 3

WIZ, ID3DYE—FLANIZK LT, 74/ s al A 2= T WebRiEZ A 7
ERETHHERLET,

. configav K :r~z
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config remote-lan custom-web .

(Cisco Controller) >config remote-lan custom-web webauth-type internal 3

config A< K :r~z .
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. config remote-lan delete

config remote-lan delete

U —  LAN #it 2 HIf%9 % (21X, config remote-lan delete =1~ > RZ{HH L F9°,

config remote-lan delete remote-lan-id

X DA remote-lan-id U E— b LAN OB+, A7 X, 1~
512 T9,

ARVRFILLE L

avy RERE Jj1)y—= EERNE
7.6 Zoavry Rt VU—RXT76LEIOV V—ATEAINE LI,

w2, ID3 DY E— |k LAN Z2HIT 561 %7 LET,

(Cisco Controller) >config remote-lan delete 3

. config a<v UK :r~z
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config remote-lan dhcp_server .

config remote-lan dhcp_server

) &=— bk LAN ® Dynamic Host Configuration Protocol (DHCP) #— "%ZEET HITIX. config
remote-lan dhep_server =~ R&H L £,

config remote-lan dhcp_server remote-lan-id ip_address

X DA remote-lan-id U E— h LAN OB+, A7, 1~
512 T9,
ip_addr F—s3—F 4 F DHCP % — "D IPv4 7 F L

X o

AU R FEoA LR 000073 —T =g ADF 740 MEE LTRESHET,

av Yy FER Jy—2= ERERE
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,
8.0 Toawy RiE IPvd T RLAEROLEFR— R LET,

wIiZ, ID3 DY E—F LAN{Z% L, DHCP V— &R ET 5B %2R LET,

(Cisco Controller) >config remote-lan dhcp_server 3 209.165.200.225

BEa<w > KR show remote-lan

config A< K :r~z .
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. config remote-lan exclusionlist

config remote-lan exclusionlist

UE—h LAN OFRSY 2 N A L7 7 R ET DI, config remote-lan exclusionlist =
~v Rz LET,

config remote-lan exclusionlist remote-lan-id {seconds | disabled | enabled}

TR remote-lan-id U &— b LAN OB+, BR7EE, 1~
512 T,
seconds RAVA N XA LT () . E0I2iX,
BHEDOA—N—TF 4 RPHLETT,
disabled B A NET 4 =7 LT,
enabled RV R D BA R—T M LET,

ARy RFIANLE AL

avy FER Jj1y—= EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

KIZ, ID3DYE—FLANT, BRI AR A LT 0 b2 20 DICRET D614~ L
\i—g—o

(Cisco Controller) >config remote-lan exclusionlist 3 20

. configav K :r~z
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config remote-lan interface .

config remote-lan interface

VE—KMLAN DA X —7 = A ZA%FHET HIZIL, config remote-lan interface =1~ > RN & {f
ALET,

config remote-lan interface remote-lan-id interface_name

X ERBA remote-lan-id JE— kN LAN ORI, AZh7eMiE, 1~
512 ¢,
interface_name A E—T A R,
GE) A H—T A ALITRLFIT LR
WTL &N,

ARVEFIALL AL

avy FERE J1y—=x EZENE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ, ID3 DY E—F LANIZX LT, A ¥ —7 = A A myinterface %X ET 56 %
RLET,

(Cisco Controller) >config remote-lan interface 3 myinterface

config A< K :r~z .
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. config remote-lan Idap

config remote-lan Idap

UE— K LAN @ LDAP % — %23 ET 521X, config remote-lanldap =~ > RA&fH L £
R

config remote-lan Idap {add | delete} UE— b lanid A>T v 7 A

SO A add RIEFE D LDAP —N (g K3 H) ~DV
VI EBMLET,
delete REINTWS LDAP —3~D U 7 % Hl
L ET,
remote-lan-id U £— K LAN O#5+, Bzh7efEix, 1~
512 T4,
index LDAP — N A T v 7 A,

ATV RFIFLE AL

av Y FERE Jy—2 ERERE
7.6 Zoa<wry RNE, VY —RT76LEIOY Y —ATHAINE LT,

wIZ, ID3DYFE—F LANIZKI LT, AT v 7 ZA&ES 10 O LDAP ¥ — %804
LR LET,

(Cisco Controller) >config remote-lan ldap add 3 10

. config a<v UK :r~z
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config remote-lan mac-filtering .

config remote-lan mac-filtering

UE£—FLAN TMAC 7 4 V& VU > 7 %G ET HIZIL, config remote-lan mac-filtering =~ >~
NEfERLES,

config remote-lan mac-filtering {enable | disable} remote-lan-id

¥EXDEHEA enable JE—hKLAN TMAC 74V HZ VT A
F—7 NI LET,
disable Y£—FLAN TMAC 74 VEZ ) T HT 4
?_7\/141 L/jz‘@#o
remote-lan-id U £— k LAN OFBF, AZh7EIX, 1~
512 T,

ATV RFI4)k VE-BFLANTMAC 7 A VZ VU TRA X—=T NI £7,

av Y FER Jiy—= EENAE
7.6 ZoawrRiE, VIV—RT6LHEIOY YV —ATHEAINE LT,

I, ID3DOUVE—KNLAN CMAC 7 AN EZ D v T 5T 42— NCTR0E R LE
T,

(Cisco Controller) >config remote-lan mac-filtering disable 3

config A< K :r~z .



configav > K :r~z |
. config remote-lan mab

config remote-lan mab

APR—FLANZ 747 2 F DI MACTRGE A 7S A (MAB) FBGEDY R — X ET S
|ZiX. config remote-lan mab =~ > RZ&fFH L £9,

config remote-lan mab { enable | disable} remote-lan-id

EX DA enable MAB #REEDHR— R EHGI LET,

disable MAB JBFEDO YR — F ZEEHIZ L ET,

remote-lan-id WLAN i 1-, Ah7e&PHIZ 1 ~512 T,

ATV RFI+LE AL

avV K E—F =¥ b= ORE
avy FERE ))— ZEEAR
R

8.4 Doy RPNEAINE LT,

151
WIZ, APR—FLAN 7 9 A4 7 FDT=HIZ MAB FRAFDHR— s G NT 546 %
RLUET,

(Cisco Controller) >config remote-lan mab enable 8

. config a<v UK :r~z
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config remote-lan max-associated-clients .

config remote-lan max-associated-clients

UE—FLAN D7 747 » MEGEO R KB 2 X ET 511X, config remote-lan
max-associated-clients =~ > FZFEH L £,

config remote-lan max-associated-clients remote-lan-id max-clients

U E— h LAN OB+, A7, 1~

X DR remote-lan-id
512 T9,
max-clients UE—RNLAND Y T4 7 v MER ORI ®
RELET,
avYRFI+LL RL
av Yy FER Jy—2= EERE
7.6 Zoavwry RNE, VY —A 76 LARIOY Y —ATHAINE LT,

W, ID3DOYE—FLANIZH LT, 10D7 S5A4 Ty MNMEGEZRETHHERLE
j‘o

(Cisco Controller) >config remote-lan max-associated-clients 3 10

config A< K :r~z .



. config remote-lan radius_server

config remote-lan radius_server

J &&= —  LAN T RADIUS ¥ — 3%

AL £

configav > K :r~z |

XIET HIZIL, config remote-lan radius_server =1~ > K%

config remote-lan radius_server {acct { {add | delete} server-index | {enable | disable} |

interim-update {interval | enable | disable} }

| auth {{add | delete} server-index | {enable

| disable }} overwrite-interface {enable | disable}} remote-lan-id
BX DA acct RADIUS 7 A T 4 v H—NERELE
7
add HRESH TS RADIUS — "~V v 7 %
‘ML ET,
delete FIE I TWD RADIUS —"~D VY 7 %

HIBRL £9

remote-lan-id

U E— k LAN OB+, AZh7eEiE, 1~
512 T9,

server-index

RADIUS =X A T v 7 A,

enable

ZDOYVE—KRLANDORADIUST H U VT 4~
T 2 =T M LET,

disable

ZOVYE—KRLANDORADIUST H T T 4 v
TET 42—V LET,

interim-update

ZPVE—RFLANORADIUST AV T 1 &
TaA FX—T T LET,

interval

W T o T g 7 ORNE, #FEIE 180 ~
3600 £ T4,

enable

W7 h T 4 T T T TF— e A X—
T LET,

disable

T T T4 ST ST — R NeT 4 —
T LET,

auth

RADIUS BFEV— "R E L £,

enable

Z® VU E— FLANIZX L T RADIUSF8GE% A
?\_7‘/141 L/i‘a—o

disable

Z DY E— F LAN IZ%f L T RADIUS i&GE &
F 4= LET,

. configav K :r~z
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config remote-lan radius_server .

overwrite-interface UE— FLANDRADIUSEIIA X —T = A
AEBRELET,
enable J & — K LAN ® RADIUS #f) A v % —7 = A

A A X —T W LET,

disable J&— FLANDRADIUSEH)A v X —7 = A
AETF 4 B—T M LET,

AR TIAIE

BET v 77— MREREIE 600 BT,

av Y RERE

Jj1y—= EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

wIZ, ID3DUVE—FLANDRADIUS TH DU VT 4 v T A X —T T B0 %7
LET,

(Cisco Controller) >config remote-lan radius_server acct enable 3

config A< K :r~z .
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. config remote-lan security

config remote-lan security

VE—FLANDOEXx2 U7 4 KU —%RET HIZIE, config remote-lan security =~ > N
ZEEHLET,

config remote-lan security {{web-auth {enable | disable | acl | server-precedence}
remote-lan-id | {web-passthrough {enable | disable | acl | email-input} remote-lan-id}}

X DiRHA web-auth Web SRFEEXFEE L E T,

enable Web iBiEDBRTELE A F—7 M LET,

disable Web FRAEDORELET 4 —T M L £ T,

acl T RAaryrag—L A RNEHRELET,

server-precedence Web FRGEL — %3 B F8GE T — X OESCIE
PEFRELET,

remote-lan-id U E— k LAN OBF, BZh7MEIX, 1~
512 ¢,

email-input EWA—IL T RLAZMEHL T Web ¥+~
F 4T R—BNLEZRELET,

web-passthrough BIEREDWeb ¥ ¥ 77 4 7 R—HIVERE
l/\i j"o

aAvYRFIALE AL

avy FERE 1)1y—= TENE
7.6 Zoa<wr RNE, VU—RT76LEIOY V—ATEHAINE LT,
8.4 802.1X ¥ —U— FAEMENE LT,

wIZ, VE—FLANIDIDOEX =Y T ¢ WebiBiltR U > —2RETHH 2~ L F1,

(Cisco Controller) >config remote-lan security web-auth enable 1

. configav K :r~z
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config remote-lan session-timeout .

config remote-lan session-timeout

IJITAT U By aryOFA LT T NEFRET HITIL. config remote-lan session-timeout =
~v Rz LET,

config remote-lan session-timeout remote-lan-id seconds

X DERHA remote-lan-id U E— k LAN OiRl+, ARh7eEE, 1~
512 T¥,
seconds HALTUNERITEY 3 VR (B) .

0L, ZA LT D FRLICHYLET,

ARVRFIFAL RL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ,IDIDUE—RLANT, 2947 By ary ZALT7 7 6000 T
ET D ERLET,

(Cisco Controller) >config remote-lan session-timeout 1 6000

config A< K :r~z .
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. config remote-lan webauth-exclude

config remote-lan webauth-exclude

UE— K LAN @ Web iBFED RN 2% E T HIZ1E. config remote-lan webauth-exclude =~ >~
NEFERHLET,

config remote-lan webauth-exclude remote-lan-id {enable | disable}

BX DA remote-lan-id U E— b LAN O+, Azh72EiE, 1~
512 T7,
enable JE— h LAN O Web @BFED B4 & A % —7
MZLET,
disable V& — |k LAN O Web #AEDBRS & 7 1 £ —
T LET,

ATV RFI4LE RL

av Y FERE J1)—2x FTHEAR
7.6 ZoawrRiE, VIV—RT6LHIOY V —ATHEAINE LT,

WIZ, ID1 DY E— | LAN T, Web iBiEg4 %2 A 2 —T7 T 562~ LET,

(Cisco Controller) >config remote-lan webauth-exclude 1 enable

. config a<v UK :r~z
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config rf-profile band-select .

config rf-profile band-select

RF 7’07 7 A VOFARRIN T A —F 23R ET DHIT

ML ET,

X, config rf-profile band-select =~ >

config rf-profile band-select {client-rssirssi | cycle-count cycles | cycle-threshold value | expire
{dual-band value | suppression value} | probe-response {enable | disable}} profile name

B DEREA

client-rssi

RF a7 57 A Mkt LT, 7 Z4 7 b ® Received Signal Strength Indicator
(RSSI) DL EWEZHELET,

rSSi

T —NISETH T T4 T D RSSI O/ ME, #iPHI -20 ~ -90 dBm
<9,

cycle-count

REZu 757 A ND7Ta—T YA IV h 7 haeRELET, ¥ A 7V EE
. LW 547 FOIHY A 7 VR ERELET,

cycles

YA 7N T NOfE, EOFFIL T~ 10 T,

cycle-threshold

FLWAX ¥ RF 7' 7 7 A LOFHBGERIR T A 7 VIER]O L & VA Z 3R E
LET, ZOFRTIEZ. Z7I9AT 2 bDBOF LT A —TERNHT LA
XX YA 7NV TEEINDLEOR L EWEEZRE L £,

value RF 7077 A NMDY% A 70O LEVE, #HEIX1~ 1000 2 VT,

expire HHORIRICHT A7 947 v FOEIMIRZRE L E£1,

dual-band BEEHIDT 2T W R 74T 0 " eRET2EMHBEEZHRELET, =
DORFENGRT 5L, 79472 MIBH EAZREINT, 7 a—7 2
DXFR LY F5,

value T 2 TN ROfHE, #PHIX 10 ~ 300 BT,

suppression %ﬂ@SMUWg774?/h%@£¢6ﬁ%%@% XELET, Z DR

BT BDE, 74T MIFHELEAREINT, T a—T B 0% %

&&@iﬁo

value Pt OE, &EPEIE 10 ~ 200 BT,

probe-response

RF 7ua 7 7A NV a— P ELET,

enable RF 707 7 A MZX LT, 24 GHz i CEMEL TWH 27 A4 7 F D
b= TS R A KT M LE T
disable RF 707 7 A /WZK LT, 24 GHz TR TEMEL TV D27 94 T v

0 —7IaEEE T 4 t—T7 i LET,

config A< K :r~
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. config rf-profile band-select

profile name RF 707 7 A NVOA4H, 7077 A NVAITRK32LFORETF T, RLF
LAFEEBILET,

AU R TIHIE

7747 > hRSSI DF 7 /v MEIE -80 dBm T,

T 74N OV A 7 NVEEKIL2 TT,

T 74N hOY A 7 VEHEL 200 < U FTT,

T 2T NN ROFIHIROT 7 4 /v MEIX 60 BT,
MDA DIIROT 7 4 /L M 20 BT,

av Y RERE

EREDAARZA

Jy1)y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY Y —ATEHAINE LT,

WLAN CHEORIRA AT DL, T7/EBARAL L M E>T24GHz T FA T v 7
o—7 RSN, TaT AR R T4 T MR 5Ghz A7 RVICBEI SN ET, HH
BIRTVITY AL DT 2T VN R 7T T7 > hOFHEIZ, RILT Z7EARL L hD24
GHz )6 5 GHz EHRA~ICIRONE T, 2T ITY XABEET LDI1E. 77 8RR A
> FT24GHz & 5GHz Dl 5 ORI L T DHHEDHRTT,

Wiz, 7747 NRSSI 2R ET HHl 2R LET,

(Cisco Controller) >config rf-profile band-select client-rssi -70

. configav K :r~z
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config rf-profile channel .

config rf-profile channel

RF 7’0 7 7 A4 L@ DCA Z & ET 5121, config rf-profile channel =~ > R&EH L £,

config rf-profile channel {add chan profile name | delete chan profile name | foreign {enable

| disable} profile name | chan-width {20 | 40 | 80} profile name}

B DEREA

add RF 707 7 A4 /LD DCA F ¥ R/ U A MMIF¥rLZBMLET,
delete RF 70277 A4 /V®DDCAF ¥ /N UASNLT ¥ RV EHIBRLET,
foreign RF 7’17 7 A4 /L0 DCA M AP DF G AR E L £ 7,

chan-width RF 7’17 7 4 /LD DCA F ¥ X/UIEZ R E L E 7T,

chan Fy N EEEREELET,

profile name

RE7a 77 ANDAFIZRELET, 707 74 NVAFRK32 LTF0OHR
BFT, RUFENLTFERILET,

enable SR AP THEFHIZ L ET,
disable NEL AP T AN L ET,

{20 | 40 | 80} RF Y177 A /LD DCA F ¥ RNMIEZIEE L £7,

aRVRFILLE L
AR FEE 1)) =2 EERNE
8.0 Zoawry R EASELL,

WRIZ, REZB 7 7 A VD DCAT ¥ %/ URARNIT ¥ RNEBNTLIHERLET,

(Cisco Controller)

>config rf-profile channel add 40 adminl

WIZ, REZF1 7 740D DCA F ¥ FNVIEERET HH &2~ LET,

(Cisco Controller)

>config rf-profile channel chan-width 40 adminl

config A< K :r~z .
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. config rf-profile client-trap-threshold

config rf-profile client-trap-threshold

T RARA L MIBEEMTONDE 7 TAT 2 MO LEWVEEZRET DI (ZOLEVWE
ZHZ5HE, SNMP F 7 v 7R ar ke —F2%F & D) | config ri-profile
client-trap-threshold =~ > FZfEH L £,

config rf-profile client-trap-threshold threshold profile name

B DR

ul
&

threshold TR ARA L MIEEMTOND T T4 T MEOLEVME, ZOLEVWE
ZHz 5L SNMP h T v I nNar b —JICE EENET, &L 0~ 200
TT, b7 v 7E, LEWVERERIZRESN TWAEGEEIET 4 —7 1 TT,

profile_name RF 7’117 7 A VD4R, 707 7 A NVAITERK 32 LFOELT T, KRXTFL

INCTFH KR L FET,
ARVRFIFLL AL
avy FERE Jiy—= EENAE
7.6 ZoawrRiE, VYV—RT6LHIOY U —ATHEAINE LT,

WIZ, TI7ZRBARAL Y MIBEEMTONTWDE I I T MO LEVEZRET D
&R LET,

(Cisco Controller) >config rf-profile client-trap-threshold 150

config a<v UK :r~z
88
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config rf-profile create .

config rf-profile create
RF 707 7 A WaAERKT HIZ1X. config rf-profile create =~ > K&ZfEH L £7,

config rf-profile create {802.11a | 802.11b/g} profile-name

ST ERBA 802.11a 2AGHZ KO RF 70 7 7 A VAR ELE T,
802.11b/g SGHz DO RF 7 7 7 A VERE L £,
profile-name RF 7' 7 7 A VD4,

ATV RFIFLE AL

av 2 RERE )= ZEAR
7.6 ZoawryNiE, V=276 UEIOY Y =2 THAShE LT,

WIZ, HILWRFE 70 7 7 A )V aAERT 262" LET,

(Cisco Controller) >config rf-profile create 802.1la RFtestgroupl

config A< K :r~z .
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. config rf-profile fra client-aware

config rf-profile fra client-aware

RE7a 757 ANDY T7A7T 2 MNiBilk FRABSHEZ X ET 521X, config rf-profile fra client-aware
avy REEHLET,

config rf-profile fra client-aware { client-reset percent rf-profile-name | client-select percent
rf-profile-name | disable rf-profile-name | enable rf-profile-name}

X DERHA client-reset A E=% E— NIZETT-HDORF 277 AL D AP fEHAEDO L X\ ME%
‘“*Li#
percent 0~ 100 £ TOMEHEOHE, 77 4 /v MEIX 5% TI,

rf-profile-name RF 7't 7 7 A L D4 i,

client-select MG % SGHZ IZUIW X 572D RF 717 7 A MEHRO L & WMEERE L
F7

percent 0~ 100 ETOMMARDME, 77 4 /L MEIZ 50 % TT,

disable RF 7077 ANVDY T 47 Fillik FRA HERE 2 S0 L £ 7,

enable RF 7277 ANDYT T7A7T 2 Mlil FRABSBEZ AN LET,

ATV R FI4 )Lk clientselect 3 & W client-reset D7 7 4 /L b D/ 3—k > MiEIZ, £HZ150% 36 L T5% T,

av Y FERE Jiy—=x ETEAR
8.5 Zawy RpREAINE L,

Wz, MET 2Ty FEREZSGHZzZ AT b B —ROKREHHE=X T— K
WCRTTODRF a7 7 A MEHERO LI WMEERET D0 2R LET,

(Cisco Controller) >config rf-profile fra client-aware client-reset 15 profilel

WIZ, MET a7 ANy RiEREE=% F— b 5GHz Y A4 T v b r— D%
WCHIVEZ BT8O DRF a7 7 A NMERARDO LI WMEERET S0 2~ LET,

(Cisco Controller) >config rf-profile fra client-aware client-select 20 profilel

WIZ, REZTa 77 ANDT T4 7T 2 Filik FRA BEREZ BT D62 R LET,

(Cisco Controller) >config rf-profile fra client-aware disable profilel

WIZC REZTa 77 ANDYT T4 7T 2 Filik FRABSBEA BN T HH 2R LET,

(Cisco Controller) >config rf-profile fra client-aware enable profilel

. configav K :r~z
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config rf-profile data-rates .

config rf-profile data-rates

RF 70757 A NVOT—X% L— hNE#&ET HIZIL. config rf-profile data-rates =~ > K% {#
LET,

config rf-profile data-rates {802.11a |802.11b } {disabled | mandatory | supported} data-rate
profile-name

BX DA

aAav>U R FI4ILE

802.11a RF 707 7 A )VOBELR Y > — & LT802.11a
PRELET,

802.11b RF7 0”7 7 A VOMERRY 2 —& LT802.11b
FHEELET,

disabled L— s 2F 40— LET,

mandatory L — M2 MAEICKRELET,

supported L— R &Y AR—MIRELET,

data-rate 82.11EIEL— K (1*, 2%, 5.5% 6. 9. 11%,

12, 18, 24, 36, 48. BL O 54) , * i,
802.1IbDHDL — hTHBHZ EERLET,

profile-name RF 7’1 7 7 A L DA,

RE7a 77 A NVDT 74NV OT—X L— ML, a2 ba—7 VATLADT 74/ ThD
Jra—sNF—8 L— FRENOIEINET, 2L ZIE RETR 7 7 A LVOBEHEARY > —
N802.1lalc~ vy B rans e, Zua—Lr802.1la7—4% L— ME, {EREFICRF 707 7
ANMIa—3nFEd,

ZOav Y RCRELET—X L—HME, 7747 h& Cisco VA VYL ALAN 2 b —
FEofTRrIvE—brENET, T—% L— b mandatory IZFRTE SN TWDIEE, 774
T MIRY NT—=2 2 ERT 57202207 —% L— YR — M 2R0ERH D £,
Cisco VA YL ALAN 22> ha—7 T7 —# L — K73 supported [ZF%XE SNV TNV DS, 7Y
VE—FSNTWDEOMD I FA T DB, ZOLV— eV R—=F 57747 b
., ZOL— & LTCiscoLightweight 7 7 E A RA v b LBETE£4, 7Y vo— |
THDIT, 7 T4 7 ") supported & ~—27 SNLTWVWAHTRTOL— hEHTE 545
THD XA,

avy FERE

)1)—2x TEAR
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

WIZ, 12Mbps DMLZHL— RN CTRF 7027 7 A LD 802.11b Rk 7% ET D6 &2~ L %
D

config A< K :r~z .
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. config rf-profile data-rates

(Cisco Controller) >config rf-profile 802.11b data-rates mandatory 12 RFGroupl

. config a<v UK :r~z
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config rf-profile delete .

config rf-profile delete
RF 7'v 7 7 A4 L& HIBRT 5121L. config rf-profile delete =~ > R&fEiH L £,

config rf-profile delete profile-name

X DA profile-name RF 7'v 7 7 A )L D44 i,

aAvURFIALE AL

avy FER Jjy—= EENE
7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, RE 77 7 A VEHIRT 5625 L ET,

(Cisco Controller) >config rf-profile delete RFGroupl

config A< K :r~z .
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. config rf-profile description

config rf-profile description

RF 71 7 7 A VOt Z A3 521X, config ri-profile description =~ > N&fH L £,

config rf-profile description description profile-name

X DA description RE 7107 7 A L OB,
pl’Oﬁle—l’lame RF 7OD - > /r /I/@Z[ ﬁﬁo

ATV RFIHALE AL

avy FER Jiy—=x TEAR
7.6 ZoawrRiE, VIV—RT6LHIOY Y —ATHAINE LT,

WIZ, REZ 07 7 A4 MTHHZBINT A0 %257 LET,

(Cisco Controller) >config rf-profile description This is a demo desciption RFGroupl

. config a<v UK :r~z
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config rf-profile load-balancing .

config rf-profile load-balancing

RFE 7R 77 A40Du— R ANT 7 hRET HITIE, config rf-profile load-balancing =~
YR LET,

config rf-profile load-balancing { window clients | denial value} profile name

BXDEREA

window

REZu 77 ANDOa— RS THOIITAT s T4y RUEREL
ij‘o

clients

TIBVARA L NEDIFTAT U N TIv2—v g aHRT57 7447 b
T4 R YA X, FBECTEHEPAIL0~20TT, T 74/ MEILS T,

TOT 4R HARIE, TIZERA RSV VOARNETECENLLEIZY 5
AT R TIvm—a i ERTERW0NE I T 57
Ny RANTHEASNET,

= RRZ T U Ry + i bAMBERNT 7 EA RS N DY T4
TUoRTYVvE—arfi=ua—RK X707 LEVE

TIAT VT ovm—ya OB NZOBMBERIDT 78R RS2 MIE
V—IREETHDERBREN, VIA TV MR T I o— R TEXDDE, 7947
¥ NEEIEE TRELT 78 ARA U RNETERDET, ZOU 4 RUTIE
AT A YF I TAT L beT Vo — MBI b TEET,

denial

RFF a7 7 ANDa— RT3 TR TAT v FOERERERELET,

value

O— R ARG THROT Vo — g VRS ORKRE, EoiHEIX 1~ 10 T
T, T 74V ML 3 TY,

IIAT L hETAVYLA Xy NU—Z(ZEEMT LD ETH85E6. 27947
YRMIL T IRBARL L NIT v m—y g VEREEELET, TR R
A2 FRBAMIZRY, a— R AT v Rar ba—7 ETA R2—T L7
B TI78ARL U MIT Yo —y g VERICH L THESEEZEELET,
o7 7 ERARA L IR T 74T FOHBEIZEENLTWRWEE, 7947
YRMIFLET 7 'R RA L F~OEEMTEZFHFITLET, ELORRKBUCE
LTk, 7 747y MBBEEMITONET, AP IZBEEMT SN DEID 7 T4
T RMDOTIBARAL L b~DT YV vo— g VITIE, TV —va v
D=l U AEMENET, T 74 ME3 TT,

profile_name

RE 782 7 7 A )VDLHET, T8 77 ANLITEHRKI2 CFOERF T, KXFL /N
LT E KR L ET,

ARVEFIALL AL
avy FERE =2 EENE
7.6 Zoavry g VU—=RA76 URID YV —ATHEASNE L,

config A< K :r~z .
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. config rf-profile load-balancing

WRIZ, RFEZTa 77 ANDIFZA T N T4 Ry A XERETHHERLET,

(Cisco Controller) >config rf-profile load-balancing window 15

. config a<v UK :r~z
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config rf-profile max-clients .

config rf-profile max-clients

REZO 77 ANDT IHARAL L NI DI TA4T 2 "NEROBRKEEZRET HIZIL, config
rf-profile max-clients =~ > RZfEH L £,

config rf-profile max-clients clients

BXDEREA

clients: RFE 707 7 A NDT 7B ARAL L NHIZOVDI T4 T MEROR KR, fiETE
B 1~ 200 T,

ATYRFIALE L
vy FBE DR ZENE
7.6 ZoavryRNiE, V=276 UAIOY U —ZATHAIhE L,

HEREDAA K1Y

0 IATV NOEBREEBICHDLT Vv ARALA U b, EREEEEEO T A EZIZI v va
YIVT A INBREET T = a v EREL WA TV BA RS N ETITIAT b
DERBEZRET DL, Zoa<wr RefFRALET,

WIZ, 7547 bORKELY SOIZRETHHEZRLET,

(Cisco Controller) >config rf-profile max-clients 50

config A< K :r~z .
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. config rf-profile multicast data-rate

config rf-profile multicast data-rate

RF 707 7 A VDN~V FFx AT —% L— MEHET HIZIL,  config rf-profile multicast
data-rate 2~ > RZ&fEH L £9,

config rf-profile multicast data-rate value profile name

BX DA value RE 7077 A NVDR/NVILFFY AN T—F L—h, 7 a036, 9,
12, 18, 24, 36, 48, 54 T4, 7 VA RA v FTENET—% L— M5 3F
AT 0 2 AT LET,

profile_name RF 7’117 7 A VD4R, 707 7 A NVAITERK 32 LFOELT T, KXTL
INCTFE KR L FE T,

AT RTI4) RETRT7ANOERNVFHFY X b T =% L—KI0TT,

avy FER J1y—=x EEAR
7.6 ZoawrRiE, VIV—RT6LHIOY V—ATHAINE LT,

W, REFR 77 A NDLTFFX AN T—% L—EaRETHHERLET,

(Cisco Controller) >config rf-profile multicast data-rate 24

. config a<v UK :r~z
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config rf-profile out-of-box .

config rf-profile out-of-box

FMULSEBE LT 7 BEARA U MO SNDT U NF TRy 7 AAP IV NV—T%AERT 5
IZiZ. config rf-profile out-of-box =~ > R&{FEH L £,

config rf-profile out-of-box {enable | disable}

B DEREA

enable 77 NATRY 7 AAP IV —TOERREA X —T NI LET, ZDavy RaeA

F—=TNWNZT B L, ROBERBELET,

o T T7HINVKNAP I N—TIZEEN, LA VAN LETZEAKRSL B
. 7O NI TR 7 RAAP I NV—TDO—E &7 3, FOERITA 7I12H)
DEZON, FILWT 782 RA U MIE>TAL S RF ORLENREE S
iTO

o« IN—TREERETNTRTOT VA RA Y NI, T RAF TRy 7 A AP
TN—TD—FI 72 7,

o JERIZ2 RF 7’0 7 7 A V1L 802.11 #k L IZ/ERk SN ET, TN HDRF I
77 AL, BEFOTRTD RF /7R A—FDOF 7 /)L hi%iE. BLOUEM
DHFLWVERERH Y 77,

disable 77 NA TR IV AAP I N—T%T 4 —T NI LET, ZOHEEZT 1 E—7
ST BE, TUNT TR I ZAAP TN —T~DHF LWAPY T 27 Y P g 77
FMEIELEST, T RFTYEFRY 7 ZAAP VN —T~HP T 2A7 54 T ENT-T
TOAPN, ZOAP I N—TZKVET, Xy MU= a2 "=V x  RKIT,
FI N TN—TET13H A X AP Z—TZ AP B8N TX 9,

aTURFI+LE L
vy FERE 1) —2 EHERNE
7.6 ZoawrRiE, VIV—RT6LHIOY U —ATHAINE LT,

FEREDHA KS4 Y

TURNETHRY 7 ZAAPR A Fr—FICRINCEEM T HND & & ZD AP IETFRHI7: AP
TN—FIZVHEAL VLT FEN, ZOAP Z—TITH#ARRE/ZRRE 7' 7 7 A L1, AP DR
BEHREORTELEIELEST, Xy NIV —7 a v X—V VA, TNV T—TF
I AZ N TV—TFIZ AP BB TX £,

WIZ, TOMET Ry T AAP I N—T OV EA X —T M T 50 %2R LET,

(Cisco Controller) >config rf-profile out-of-box enable

config A< K :r~z .
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. config rf-profile rx-sop threshold

config rf-profile rx-sop threshold

802.11 #H Z & 12, . KD Rx SOP L & VWMEAZE T HIZiX. config rf-profile rx-sop
threshold =~ > K& AL E7,

config rf-profile rx-sop threshold {high | medium | low | auto} profile name

BX DA high RF 7’027 7 A LD Rx SOP L & WMEZZHELET,
medium RF 7277 A /LOH Rx SOP L & WMEEZFHE L ET,
low RF 707 7 A LVOEKRx SOP LEWVEEZRELET,
auto RF7077A/VDOHEEHRxSOP LEVMEARE LET, auto ZIEINTH L, 7

THARA L K Rx SOP LEVWVEEZRE LE T,

profile_name Rx SOP L & VMEARET D RF 717 7 A /L,

ATV R FI4 )L, T A/ FDORxSOP LEWEA T T 3 T auto TY,

avy FERE N)— ZEERE
R
8.0 Zoawy RREASRELE,

WIZ, RFF2 77 A4 LDE RxSOP L X WMELXRET A2~ LET,

(Cisco Controller) > config 802.11 rx-sop threshold high Tla

. configav K :r~z
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config rf-profile trap-threshold .

config rf-profile trap-threshold

RFE7077AN0D N7 v 7 LEVELZRET HIZ1X, config rf-profile trap-threshold =~ > N

ML ET,

config rf-profile trap-threshold { clients clients profile name | interference percent profile name |
noise dBm profile name | utilization percent profile name}

B DEREA

clients RF7a 757 A4 NDIFA T DO N T 7 LEWVMERHRELET,
clients N7 THOT 78 A RA Y NOBBRO 7 47 > M1 ~200 T, 7

THNRNI1RTTAT 2 RTT,

profile name

RF 707 7 A VOAHTEEELET, 707 7 A VA ITHCR 32 CF- DR EF
T, KXFENLFEXHILET,

interference RF 7’027 7 A LOTFWDO T v 7 LEWVEEZRELE T,
percent F7 oy THOTH L EVEOEIEIL0~100% TT, T 7 4+/L ME10% T,
noise REZa 77 AND)AAD T v 7 LEVELRELET,
dBm N7y THD A X LEWVED L~LE-127 ~0dBm T3, 7 7 4/V ME-17
dBm T,
utilization RF 7o 77 A LVOFEHEO N T v 7 LEWVEZHRELET,
percent TIRARAL PLEWVETHERENS b7 v 7 HOMEIREOEIEIL0~ 100%
T4, T 74/ MiE80 % TI,
AvURFIALE L
avy FERE 1)) —=x EEARE
8.0 Zoavy RPEAINE LT,

W, REZUG 77 ANDIFAT MO N T P LEXVEEZHRETAHERLET,

(Cisco Controller) >config rf-profile trap-threshold clients 50 adminl

config A< K :r~z .
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. config rf-profile tx-power-control-thresh-v1

config rf-profile tx-power-control-thresh-v1

RF 712 7 7 A JLIZ Transmit Power Control 73— > 1 (TPCvl) ZET HITiX. config
rf-profile tx-power-control-thresh-vl =~ > RZf/H L £7°,

config rf-profile tx-power-control-thresh-v1 tpc-threshold profile name

X DEREA tpc-threshold TPC L X\ M,

profile-name RF 7' 7 7 A VD4,

aRVRFILLE L

av 2 REE )= ZEAR
7.6 ZoawryNiE, V=276 UEIOY Y =2 THASHhE LT,

WIZ, REZ2 77 A4 /)L®D TPCvl Z/RETHH 2L ET,

(Cisco Controller) >config rf-profile tx-power-control-thresh-vl RFGroupl

. config a<v UK :r~z
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config rf-profile tx-power-control-thresh-v2

RF 7’12 7 7 A JLIZ Transmit Power Control /3>—3" 3 > 2 (TPCv2) %
rf-profile tx-power-control-thresh-v2 =~ > RZfH L 7,

config rf-profile tx-power-control-thresh-v2 .

ET HIZIX, config

config rf-profile tx-power-control-thresh-v2 tpc-threshold profile-name

BXDEREA

tpc-threshold TPC L & VM,

profile-name RF 7’0 7 7 A VD4,

ATV RFIFLE AL
avy FERE )1)—X EERNA
7.6 Zoa<wr R, VI—R76URIOY ) —RXTEAZINE L,

WIZ, REZ2 77 A4)LD TPCV2 ZRET HHl 2L ET,

(Cisco Controller) >config rf-profile tx-power-control-thresh-v2 RFGroupl

config A< K :r~z .



. config rf-profile tx-power-max

config rf-profile tx-power-max

RF 707 7 A MR KBEERF 2% ET DI

}EH L/jij—o

config rf-profile tx-power-max profile-name

configav > K :r~z |

X, config rf-profile tx-power-max =~ K% fif

X DR Ix-power-max

B RXHE)RF TX &

profile-name

RF 7’1 7 7 A4 )L D4 Fil,

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 ZoawrRiE, VYV—RT6LHEIOY U —ATHEAINE LT,

WIZ, RE 7’87 7 A4 VO tx-power-max & X €3 5012~ LET,

(Cisco Controller) >config rf-profile tx-power-max RFGroupl

. config a<v UK :r~z
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config rf-profile tx-power-min .

config rf-profile tx-power-min
RF 7’1 7 7 A )VIZH/NA8) RF Z3%E T 5 121E, config ri-profile tx-power-min =~ > N % fifi
}EH L/jij—o

config rf-profile tx-power-min tx-power-min profile-name

X DA tx-power-min 5N B RF TX &

profile-name

RF 7’1 7 7 A4 )L D4Fil,

aAvVRFI4LE AL
avy FERE Jiy—= EENA
7.6 ZoawrRiE, VYV—RT6LREIOY V—ATHEAINE LT,

WIZ, RE 7’827 7 A4 O tx-power-min Z % ET DB %R~ LET,

(Cisco Controller) >config rf-profile tx-power-min RFGroupl

config A< K :r~z .



. config rogue ap timeout

configav > K :r~z |

config rogue ap timeout

RIERT IR ARA LV BN IFA4 T oy NURHIREI LD, VA MNDPBHHIBRS
N2 ETOREERET SITIE, config rogue ap timeout =~ > RAfEH L F9,

config rogue ap timeout seconds

B DEREA

AR R TFIAILE

seconds 240 ~ 3600 B F TOfE, T 7 4V MEIZ 1200
»Td,

RERT IVEARA LV FBEIONIZIA4 T Fo N BHIRBYINE 2D ETOT 740 D
W%, 1200 BT,

av Y FNERE

EEav> R

Jiy—=x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDY U—R

THAShE L,

WL, RETZ7VBVARL L "7 T7A4T 2 URAMDOZY N OFREARE 2400
WCRET DHZ R LET,

(Cisco Controller) > config rogue ap timeout 2400

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue rule

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue ignore-list

show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z
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config rogue adhoc .

config rogue adhoc

WSTAIEAS —E 2 €y b (BSS £72137 Ky 7) ORERT /LA KA Y hDAF—4
A7 a—r )V E T IXMEBNCER E T HIZIX. config rogue adhoc =~ > R&EfEf L £,

config rogue adhoc {enable | disable | external rogue MAC | alert {rogue MAC | all} |
auto-contain [monitor_ap] | contain rogue MAC 1234 _aps| }

config rogue adhoc {delete {all | mac-address mac-address} | -classify {friendly state { external
| internal} mac-address | malicious state {alert | contain} mac-address | unclassified state
{alert | contain } mac-address}

X DA enable 7 KRRy 7 ORIEORKH EVAR— e m—
FSIVITHEINZ LET,

disable 7 KRRy 7 OREORHIE VR— & a—
PN L E T,

external F v NU—7 OIMANZH Y . WLAN OFF =
VT 4B A G ZBWRET 7R RA v
NOSNERREER R ELET, 3 hr—F
ZORIERT 7 A RA L NOIFEEBRIRL
TWET,

rogue MAC T KRBy 7 ORERT 7EAKRA L NOMAC
7 R A,

alert 7 RAy 7 OREEBRETSE SMNP K7 v
TERERL, VAT NEBEICAEILT T —
ERE L ELREEERLET,

all TRTOT KRRy DORERT 7R KA
MZBET 27 7— 2B LET,

auto-contain ay he—JIkoTHREINEZTXTOHR
BT RARy 7 OREPREENET,

monitor_ap L) 7 KAy 7 ORERT 77 A HA v
FDIPT KL A,

contain MEFASAL ZEHIEL, ZOEBSDERT
AT MEHELRZVEIICLET,

1234 _aps T RRY I DODRERT VA RL L " BT 0
T4 TIRIETA7-01I2E 0 Y Ton-, &~
AADT I EARA Y NOFRKRKK (1~4)

config A< K :r~z .



. config rogue adhoc

configav > K :r~z |

delete

T REY 7 ORERT 78R RA Lk ZHIER
l_/i‘j_‘o

all

TRCOT Ry I ORERT 7B AKRA
&R L £,

mac-address

BELEMACT RLARHAT Ry 7 OR
ERTI7EARA L FEHIBRLET,

mac-address

T Ry 7 ORIERT 7B X RA » FDMAC
7 RL A,

classify

T Ry 7 DREZRT 78 A RA 2 FO5HE
%D fﬁﬂbij«o

friendly state

T REY 7 DORERT 78R RA v FEfEMR
PEDIRNT 7B ARAL L bE L THELET,

internal

F v NU—=7 ONANZH Y, WLAN OFF =
VT 4 BB 5 2 WRET 78 A RA
cOT T — MREEEZRELET, 2 ha—
FIXZDORERT 7B A RA v FEEHELE
R

malicious state

T KB I DORERT 7®ARA VN EE
DHDHT7HAFRA L MELTHELET,

alert

FAN— U RPN, FE—YRRE
L7 fERRtE D72 VY MAC D U A MIE#E ST
WRWARIET 72 A RA 2 bOT T — MiRKEE
ERELET, o ha—9nb3 AT 0%
FREIC, SR ATT O K O BpERlc s
NEREINET,

contain

RIET 7B ARA L b % contain DIRAEIZFR E
LET, arhe—JickoTaBEEDH S
TNA AWML S I, DT A ZADIEEH,
BEEEINT=7 TA T MZFHLanE i
o0 ET,

unclassified state

T RRy I DRIERT 7 8ARA MRy
HOT 7 8ARA L FELTHELET,

ATV R FI4ILE DAY ROT 7 5L hienabled TH Y |

disabled T,

. configav K :r~z

alertiCFREINFE T, HEHIEOT 7 40 M



I configav > K :r~z
config rogue adhoc .

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, VU—RX76LEIOY Y —X

THAShE L,

ERALDHA KSq4Y Y hr—T1F, TRTOEROT 78R KA v FEFEHOICER L, RIERT 7R KA
VRBXOI TAT U MIETAERE IR L CNELET, 3 be—F RN RIER
TIEARALA L VBT AL, REusy— g U7 e =r (RLDP) 245 L TARE
RTI7EBRARA L FDRERR Y NU—Z IR SN TWENE I DEMHRLET,

N

(G¥)  RLDPiX. ¥ RAa® Atonomous NIET 7B A RA v FTIEHR—FENTWVEEA, ZHHD
T B ARA L ME, RLDPZ 74 7 M Lo TEEEN/ZDHCPHHER % Fu v 7 LZF
T, FREARERT 7EARA Y b T v R EEREEGER (DFS) #2383 534, RLDP
T AR—FShEHA,

containment 2~ ROWT A ASTHE, OB ERELRINET,

Using this feature may have legal consequences. Do you want to continue? (y/n) :

FEERZER (ISM) #1480 2.4GHz- B L V5 GHz DJEHREIIABR I TEBY ., 94 2%
ZI P TEET, LER-T, ROy hU—7 EOF A 2 %&[HIET 5 L, 1B/
EEEZMDONDGERH D 7,

RIERT 78 A RA Y NEIEETICEDT 78R KA N EERT D121, monitor_ap 5|
BAfEH LT auto-contain 2~ > FEZ AN LET, 2 he—F TRrichizTXTOT R
Ry 7 ORIERFAHRT 78 A KA > b & BEFNZFLIET 521X, 472 a > D monitor_ap %
fif FHE971C auto-contain =~ > R&E A L E7,

WIZ, T RBy 7 OREOKEHE VAR— M HNT 50 2R LET,

(Cisco Controller) > config rogue adhoc enable

KIZ, TR_RTCOT REY I ORERT 7 EARL Y MIHT BT I5— FE2EDCT S
Bz m LET,

(Cisco Controller) > config rogue adhoc alert all

WIT, T RB Y 7 DORIERT 7 BARA» FEfatEa L e LTHEL, SMNBIREE
RIET LB R LET,

(Cisco Controller) > config rogue adhoc classify friendly state internal 11:11:11:11:11:11

BEavy R config rogue auto-contain level

show rogue ignore-list

config A< K :r~z .



config AY > KR :r~z |
. config rogue adhoc

show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z

config rogue ap classify

config rogue ap classify .

RIERT 7 EARAL L NOAT—F X% 55T HIZIE, config rogue ap classify =~ > N4 fifi

}EH I_/\ij—‘O

config rogue ap classify {friendly state {internal | external} ap mac}

config rogue ap classify {malicious | unclassified} state {alert | contain}ap mac

X DA friendly

RERT 7B ARAV MafaitiaLE LT
SYHELET,

state

S~ DISEZELET,

internal

CORERT 7EBARAL L FEEETSH LD
oy be—J%RELET,

external

DT ITBARALA L FOFLEERDD L HIT
oy her—J5RELET,

ap_mac

RERT I7EARAL L FOMAC T KL A,

malicious

RERT VB ARA Y NEBENEEL LT
SSELUET,

unclassified

RERT 7% 2 HA v M EREE LTHREL
i‘a‘o

alert

VAT NEBFICANEBEIZT 7 — N ERE L,
MBERREEZRT LI he—F & E
l./\gz—g_ﬂo

contain

fEREtE D BT 84 ZAEFHIEL T, FOF AN
A ADEFNEIEINTZT T4 T v M T
LWk icaryrbe—J92%TLET,

ARV ERTFIFIAL INLOATURNE T AN N TREDIRSTHET, LT, $XTORPLRT
v R KA NI, T 7 A4 b Tlunclassified: U CHEINE T,

avy NEE 1)) —=

EENE

7.6

Zoa<wy Rk, VY —RT6LETDY U —2A
TEAINE LA,

FEREDHA K54 BUEOIRAEN Contain D¢, RIEZRT 7 & A KA v bE Unclassified 7 7 BB T £

Ao

config A< K :r~z .



. config rogue ap classify

configav > K :r~z |

WAL D containment 2~ 2 K% AJJ9°% & [Using this feature may have legal consequences.
Do you want to continue?] &9 A v —UNFRRINET, EEREER (ISM) ko 2.4
GHz- 3 L O'5GHz DJF AT AR SN TEY . A4t AT TE £, Lo
T, HPROR Y NT—2 LEOTNA AERIET 2 & IENETEZDbRDGBAERH 0 £7,

WIZ, RIERT 7B ARA » FafatteLE LTHEL, BEHTE DL 92T 54
ZRLET,

(Cisco Controller) > config rogue ap classify friendly state internal 11:11:11:11:11:11

WIT, RERT 7 EARA VbR ELTHEL, 77— MeHMET 202 R L E
@—o

(Cisco Controller) > config rogue ap classify malicious state alert 11:11:11:11:11:11

WIZ, RIERT 78 A RA » FERGEAL LTHEL, BIET 5612 RLET,

(Cisco Controller) > config rogue ap classify unclassified state contain 11:11:11:11:11:11

config rogue adhoc

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

. configav K :r~z



I configav > K :r~z

config rogue ap friendly

HLWERIED7Z2NWT 78 A RA L b = b ZGERIEDZRZVMAC 7 RLADY A MIIA
MU0, VA ROSEFEORBRIEDRNT VB ARAL L b M) ZHIBR LY T 5120,

config rogue ap friendly =~ > K& AJJL £ 7,

config rogue ap friendly {add | delete} ap mac

config rogue ap friendly .

X DA add fERPED RV MAC 7 RL A U A R 2D
RIERT 78 A RA 2 FE2EMLET,
delete fERMEDRVMAC T RV A U R RMNH IO
RERT 7R RA L FEHIBRLET,
ap_mac BIMFEITHIRT A RERT 7 EA KA b
D MAC T LA,
ARVRFIFAL RL
avy FERE )1)—=x
7.6 Zoa<wr Rk, VU—RT76LHIOY J—2A
THEAINE L,
wIZ, MAC 7 RUAS 11:11:11:11:11:11 OF LWEREDO R W T 78 2 RA v b
fERIED IRV MAC 7 LA U A MZIBINT 2681277 LE7,
(Cisco Controller) > config rogue ap friendly add 11:11:11:11:11:11
BEEawy K config rogue adhoc

config rogue ap classify
config rogue ap rldp

config rogue ap ssid

config rogue ap timeout
config rogue ap valid-client
config rogue client

config trapflags rogueap
show rogue ap clients

show rogue ap detailed
show rogue ap summary

show rogue ap friendly summary

config A< K :r~z .



configav > K :r~z |
. config rogue ap friendly

show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z

config rogue ap rldp .

config rogue ap ridp

Rogue Location Discovery Protocol (RLDP) % Azh{k., bk, £721EBALAT HITIX. config
rogue aprldp =~ > RZfEH L £,

config rogue ap rldp enable {alarm-only | auto-contain} [monitor ap only]
config rogue ap rldp initiate rogue mac address

config rogue ap rldp disable

BX DA

alarm-only A7 a » DF# monitor_ap only EF T
WCANTHE, TRTOTI7®ARAL L R T
RLDP "AZ0I272 0 £77,

auto-contain F7 v a DB monitor_ap only & T
AT HE, TRTORERT 7R KA
¥ N HBWIZELIE S E T,

monitor_ap_only UEE) BELREEMRT 782 KA v 2T
CRLDP #AEZhZF 57> (alarm-only ¥ — 7 —
NEH L725E) « EIXB LA A%
(2L E7 (auto-contain¥—7 — R&fliH L 7=

%/E[\ o
initiate HREDRIERT 7 A RA > FTRLDP %
BLUET,
rogue_mac_address BrEDORERT 7B A RN, DO MAC T R
LA,
disable T_XTCOT 7' AKRA L FTRLDP ZHZHIZ
Lij"o
aARVRFILLE L
a7 RERE 1y —2 EEARAR
7.6 Zoa<wr R, VU—RXT76LHIOY Y —XA

EREDAARZA

TEAINE L,

WFALDD containment v > K& AJJ9 % &, [Using this feature may have legal consequences.
Do you want to continue?] &9 A v —UNERRINET, EEREER (ISM) ko 2.4
GHz- B L O 5GHz DA T A SN TEY . T4 B A2 FICHATEEY., Licho
T, fFOFRy hT—2 EOT A ZA%IET 5 & ENETZRDONOIGERH D F7°,

config A< K :r~z .



configav > K :r~z |
. config rogue ap ridp

WIZ, T_XTOT 7 8A KA RN TRLDP #HMIT LB %2R LET,

(Cisco Controller) > config rogue ap rldp enable alarm-only

Wiz, BERE— R 727 ARA > hap 1 TRLDP #HENT L0 %2RLET,
(Cisco Controller) > config rogue ap rldp enable alarm-only ap 1

wIZ, MAC 7 KL A28 123.456.789.000 DARIE/R T 7 & A 7RA > b T RLDP % Bit59
LHE R LET,

(Cisco Controller) > config rogue ap rldp initiate 123.456.789.000

WIZ, T_XTOT 7R KRA L FTRLDP ZEZT 202~ LET,

(Cisco Controller) > config rogue ap rldp disable

BEEav> R config rogue adhoc

config rogue ap classify

config rogue ap friendly

config rogue ap ssid

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z

config rogue ap ssid .

config rogue ap ssid

T T — AT EERT D, E2E Ry R U —27 @ Service Set Identifier (SSID) %7 K34 A
AL TWHLRERT 7 EARA L F&HIET 5121, configrogueapssid =~ > FZ{ifl L %
D

config rogue ap ssid {alarm | auto-contain}

BX DA

alarm RERT ITEARNA LV B RY NT—T D
SSID%#7 RARZAXLTNDZ EEHRET5
L. T LT EAEKRLET,

auto-contain Xy RU—2DOSSIDET RAZA XL TIN5
RERT 7®ARA L b BERGICIHIE L F
—a—o
AR FIALE L
av Yy FER )1)—x EEAR
7.6 Zoa~vy X VU —A76LHIOY Y —2R

FEREDHA K4V

BEEa<vT YR

THAShE L,

WAL D containment 2+ > R4 AJJ9°% & [Using this feature may have legal consequences.
Do you want to continue?] &9 A v —UNERIRINET, EERTFERE ISM) #lko 2.4
GHz- B LS GHz DI BEHII AP SNTBY . 74 v A2 FICHATE X, Lihs
T, HPEMOR Y NT—2 LEOTNA RAERIET 2 & BBETEDORDGAERH Y 7,

W, X hU—=27DSSID ZT7 RARFZAL XL TWARERT 7R RA L M2 BHE
BN T 2B 2R L E9,

(Cisco Controller) > config rogue ap ssid auto-contain

config rogue adhoc

config rogue ap classify
config rogue ap friendly
config rogue ap rldp

config rogue ap timeout
config rogue ap valid-client
config rogue client

config trapflags rogueap

show rogue ap clients

config A< K :r~z .



config AY > KR :r~z |
. config rogue ap ssid

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z

config rogue ap timeout .

config rogue ap timeout

RIERT VR ARA LV BN FA4 T oy NURHIREIE 20, VA NDPBHHIBRS
N2 ETOREERET SIZIE, config rogue ap timeout =~ > RAfEH L F9,

config rogue ap timeout seconds

B DEREA

AR R TFIAILE

seconds 240 ~ 3600 B F TOME, T 7 4V MEIE 1200
»Td,

RERT IVEARA L FBEIONIZIA T Fo N BHIRBYINE 2D ETOT 740 D
W%, 1200 BT,

av Y FNERE

EEav> R

Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShE L,

WL, RETZ7VBVARL L "7 T7A4T 2 VAR MDOZY N OFRIEARE 2400
R ET DH R LET,

(Cisco Controller) > config rogue ap timeout 2400

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue rule

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config A< K :r~z .



. config rogue auto-contain level

config rogue auto-contain level

RIED BEIFELE L~V Z2RET DT,

configav > K :r~z |

config rogue auto-containlevel =~ > RZ i L £,

config rogue auto-contain level /eve/ [ monitor_ap_only]

X DEREA level

1 ~4 OFIPHORIED BEFHIE L)L, 0 DfE
Z ANJ14 5 &, Cisco WLC 2% B BhfH. 1k {8
T 5 AP DA HEEIRTX 5 X 912720
F9, I bue—J1% ARHRMEIEDOZDIC
W72 AP D% RSSLIZEESWCEIR L E
7T

GE) HEIPHIER Y > —I2 X > TRIER AP
MPRIERAEICRAT SN2 BRIC, ek
450 AP = HEPRIEICFEH TE £
T,

monitor_ap_only

(LE) BEHAPE— FOLEMEH L CHBIE
lbZBE LET,

ATV R FIHAR T AN OB LT T,

av Y FERE )1)—=

EENE

7.6

Zoa<wy Rk, VY —RT6LETDOY U —2A
THEAINE LT,

BRLOAA ESqy 2 ha—F% T_TOEBOT 7 &2 FA v b ERHEIICER L, FIEART 7% 2 Hq
L RBEOY AT MO A RE BB LTIEL S, 3> hr—F i, RE

BT IR ARAL Y et 5L,

RIEW A HELILR Y > —2 M LT HBIFLLE 2 Bish L %

9, BENHLZBRBT AR Y —i%, VA ¥ EORE (RLDP % 721 Rogue Detector AP (2 K -
TH) . BRI SSID Z M L7 RIE, RIERAPOF R 747 v b, BLOT KKy

7 RIETY,

ZOT =TIV, FRLE LV BI T 5TV D RSSTEZ /R LT

1 &ZBELELARVIZEERIT SN TS RSSI

HERRLEL AN RSSI

1 0 ~—55 dBm

2 ~75 ~ -55 dBm
3 —85 ~ —75 dBm
4 —85 dBm A

. configav K :r~z




I configav > K :r~z

\}

config rogue auto-contain level .

GE)

EEav >R

RLDPZ, ¥ A2 ® Atonomous RIET 7 ZARA > FTIEYFA— SN TWEHA, ZTILHD
T HEARAL ME, RLDPZ 54 7 v M Lo TEEENT-DHCPHHE kA Fu v 7 L%
Ty FTEARERT 7 BAKRA N F v RURENIEREEGEIR (DFS) #4403 &9 5454, RLDP
T FR— N EnERA,

containment 2~ ROWTNNE AT BH E, ROEERFRINET,

Using this feature may have legal consequences. Do you want to continue? (y/n) :

PEXRIFEE (ISM) 8980 2.4 GHz 3B L5 GHz OBEEEIT—RIcABEINTHY, 5414k
VAEZITPIHATEET, LA T, RO FR Yy hU—7 EOT A A EIET
L ENEEEZBIDNDEAENH Y £,

Wiz, BEPHIED L-ULE 3 IZHRET D ZRLET,

(Cisco Controller) > config rogue auto-contain level 3

config rogue adhoc

show rogue adhoc summary
show rogue client summary
show rogue ignore-list

show rogue rule summary

config A< K :r~z .



configav > K :r~z |
. config rogue ap valid-client

config rogue ap valid-client

T I —ANIEFEERT D, FRIREETEL 7 747 "BRBEEMTONTWARERT 7k
A RA > N BEBICBEIET 5IZ1X, config rogue ap valid-client =~ > RZH L £9°,

config rogue ap valid-client {alarm | auto-contain}

EX DA alarm RIERT VB ARA» BB 27 FA4T
MIBEAMT SN TWAZ E R END &
T I = AT ENE T,

auto-contain BEHTE 57 747 MIEEMT T
HARIERT 7B A RA b2 BERJIZFLE L
£,

ATV RFIFLE AL

2wy FEE yy—2 RENE
7.6 Zoa<wr Rk, VU—RX76LEIOY Y —X

THAShE L,

FEREDHA KS4 > WTHL1O containment =~ > K& AJ)4 % & [Using this feature may have legal consequences.
Do you want to continue?] £ \\H A v —IUNERINET, EERFEER ISM) Fiko 24
GHz- B L OS5 GHz D BT A SN TR Y, FAM b A2 FIMHEHTEEd, Lieho
T, AFHOR Y U= LDOTNA ZEMHIET D &, BENEEEZMON2EBAERH Y £7,

WIZ, BN T4 T2 MCEEMT LN TWERERT 72 RA 2 & HBIRIZ
FHIE3 2612 R LET,

(Cisco Controller) > config rogue ap valid-client auto-contain

BEa<vU R config rogue ap classify

config rogue ap friendly
config rogue ap rldp
config rogue ap timeout
config rogue ap ssid
config rogue rule

config trapflags rogueap
show rogue ap clients

show rogue ap detailed

. config a<v UK :r~z



I config IY > K :r~z

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config rogue ap valid-client .

config A< K :r~z .



. config rogue client

config rogue client

RNIERZ AT v b

config rogue client {aaa {enable | disable}

RIET DT,

configav > K :r~z |

config rogue client =~ > R&fH L £,

| alertap mac | contain client mac | delete

{state {alert | any | contained | contained-pending} | all | mac-address client mac} |

mse {enable | disable} } }

B DEREA

aaa RIERT TAT > NISBRNIR T FA4T 2 b
EODERIET D X 912 AAA — " F 21X
=) T —H_R—=REHBELET, T 74
VR TIEET =T s TVET,

enable AAA P —NFEFu— N T —H X2 %
NZ LT, RERZ 74T FMACT KL A&
DERNE D D ERER L ET,

disable AAA Y —RFEF T —H L F—F_X— 2 5
NI LT, RERT7 47 FMACT KL A
DHEINE D DEMHERALZWVWE I LET,

alert YAT NEEHICHIEICT T — hERIE L
MERREEZRT LI he—F%EE
L%,

ap_mac TIEHEARALL RDOMACT FL A,

contain fERREDH DTN AZFRIEL T, FOT AN
A ADEBFNFEIESNTZT T4 T v MTTW
LanWEoicarbe—9%RELET,

client_mac RIERTFAT 2 FDOMACT RL A,

delete RERTFTAT v MEHIBRLET,

state RIEZRT T4 T v b&ZFOREIZS CTHIBR
LET,

alert T T — MREOREZ AT FaHIRLE
_a—o

any HEEDOWREDOREY 747 v M EHIBRLET,

contained BLIEIRAEIC /2 > TWABTRTORIEYZ AT

Y MEHIBRLET,

contained-pending

FHIEREE HF OREDT X TORIEY T4 T
MEHIBRLET,

. configav K :r~z



I configav > K :r~z

config rogue client .

all TRCORIEZ FAT > baEIBRELET,

mac-address WEFLMACT RLARESRIEZ SAT v
&AL £9,

mse RIETTAT Y SBAENR T TAT 2 hink

IMEMSEZMHERA L CHIELET, T 741
FTCIEF 4 =T R TWET,

ARV REFIAAE L
Ay RERE J1—2= EERR
7.6 Zoa<wr R, VU—RXT76LHEIOY Y —A

EREDAARZA

TEAINE L,

MSE & AAA IZKT L CRIBFICRIEYZ 94 7 v b atpirt b Z iz Tca A,

WIZ, AAAV—R_"FEEIn—H L T —HRXR—=ANBMACT FLAZERTEXH X1
THEERLET,

(Cisco Controller) > config rogue client aaa enable

WIZ, AAAY—"FEI T —H L F—EZ_XR—ZNMACT RLAZMERTERNE D
2T B R LET,

(Cisco Controller) > config rogue client aaa disable

config rogue rule

config trapflags rogueap
show rogue ap clients

show rogue ap detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

config A< K :r~z .



configav > K :r~z |
. config rogue containment

config rogue containment
AIEZR LI ZF%E T 521X, config rogue containment =~ > R&fH L £,

config rogue containment {flexconnect | auto-rate} {enable | disable}

BXDEREA flexconnect 2 % > R 7 12 . FlexConnect AP D ARIEZfHIEZ 3% E LE 7,

auto-rate  REZFHIEOBEE L — MEIRAZRELET,

enable RIEZREIEZAHLET,

disable ARIE 2 BRI 2 #E2h2 U E 9,

ARVEFIAAL AL

avy FERE Jy— ZEHEAR
2
7.5 Zoavwy RBREAINE LE,

FEREDHA KS4Y KOT—TMC, RIERMBIEOABL— MEROEMEZ R LET,

R2:AEGHEIEOBEE L— FER

RSSI (dBm) 802.11b/g Tx L— & (Mbps)  |802.11aTx L— ~ (Mbps)
-74 1 6

=70 2 12

-55 5.5 12

<-40 5.5 18

WIZ, RNEZREIEO S L — MERZ AT 562~ L ET,

(Cisco Controller) > config rogue containment auto-rate enable

. configav K :r~z




I configav > K :r~z
config rogue detection .

config rogue detection
REOKHZ AN E I3 BN T HITIE, config rogue detection =1~ > K& L F9,

N

GE) AP HER all ¥ — U — R TRHRE SN TV 54, all access points DA T all £V 9 F—T—
RZFfO AP TR L £7,

config rogue detection {enable | disable} {cisco ap | all}
HEST D ERBA enable ZOT 7 ERARALA L MBI D ANEORKT %
AT LET,
disable ZOT 7R RA L MIRITHREDOHEZ
i LET,
cisco_ap VAT ITEAKRALA B,
all TRTCOT 7 B8R RS PaefELET,

ATV R FI4ILL T 7 AN NOREOKRENRHC/ 5,

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY ) —2A

THAShFE L,

FEREDHA KS54 > OfficeExtend” 7 A RA v F&FRE, a2y b —JHER ST XTOT 7B ARA b
2k L, RIEORIAT 7 40 b THENC S E T, OfficeExtend 77 £ A KA MIENER
BFIOEASN, ZL<DO5E. REORERT AL AEKRELET,
WIZ, 727 8A KA b Cisco AP DREDHRHE BT 20 %2R LET,

(Cisco Controller) > config rogue detection enable Cisco_ AP

BEa<v> K config rogue rule

config trapflags rogueap
show rogue client detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

config A< K :r~z .



configav > K :r~z |

. config rogue detection client-threshold

config rogue detection client-threshold
TIREARA LV NORIERT FAT 2 M LEWEERET 521X
client-threshold =~ > F&fEH L £,

. config rogue detection

config rogue detection client-threshold va/ue
ZDfEE# X% & Cisco

o =

BX DA value 7 7B A RA Y N TORERT TAT 2 MO L EWME
Wireless LAN Controller (WLC) 56 8T v 7REESNE T, AT 1 ~ 256

TY, ZOWEEZEDNITHITIT0Z AN LET,

ARV R FTI4NAE T IANIORIEZ TAT 2 RO LEUVMEIT 12 TY,

Jy— ZEHAR
R
75 ZOawy RREAINE LT,

avy FERE

WIZ, RIEZ AT FOLEVEEZRET D012~ LET,

>config rogue detection client-threshold 200

(Cisco Controller)

. config a<v UK :r~z
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config rogue detection min-rssi .

config rogue detection min-rssi

AP BREZBRIL, 2> ha—F TRERTY MY ZIERTX 22 EETRELS 7 —4
(RSSI) Dig/IMEZFRXET HIZIE. config rogue detection min-rssi =~ > &2 H L £9°,

config rogue detection min-rssi rssi-in-dBm

WX DA rssi-in-dBm RSSI DF/IME, A0 741X 70 ~ ~128 dBm
T, T 7/ MEIZ -128 dBm T,

ATV RTFI4L L APOAREZRIET ST 7 4/ b RSSLEIE, -128 dBm T,

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, YVU—RX76LEIOY Y —X

THAShE L,

FEREDHA KSq4y ZOKREZ §XTOAPE—FIZEATE £,
RSSIEAFEFIIRNWARIENEZEH 5 & . RIEOSHICHERARIEREZEONR2NZ ERH Y F
T, Lo T, AP ARIEZRIT AR/INRSSUEXIEET A2 & T, Z0F S a v &
LTAREZ T ANEZY U TTEHZ ENTEET,
WIZ, RSSI O/ MEZRET D2~ L ET,

(Cisco Controller) > config rogue detection min-rssi -80

BEav> R config rogue detection

show rogue ap clients
config rogue rule

config trapflags rogueap
show rogue client detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

config A< K :r~z .
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. config rogue detection monitor-ap

config rogue detection monitor-ap

TR TOEEME— RO Cisco AP IZxIT A ARIEL A — hDOMREEZFKET 511X, config rogue
detection monitor-ap =~ > K& H L £,

config rogue detection monitor-ap {report-interval | transient-rogue-interval} time-in-seconds

B DB

i
&

report-interval ARIEVHR— FDEESNLEREEELE T,

transient-rogue-interval BONC RIS 5 2 % ¢ L 34T LI 41C,
EHIIC A % 2 %17 5 B AR L £ T,

time-in-seconds ORI DRER], ARheHiHITR D L B0 TT,
* 10 ~300 : report-interval

* 120 ~ 1800 : transient-rogue-interval

avy FERE

FEREDAARZA Y

Jiy—=x EENE
7.6 Zoa<wy R, VIU—RT76LRIDOU U—R

THAShE L,

COBREE, T=4 T— RO AP ORCHEB SN ET,

— MR ZEH LT, AP AEZ AF Y o+ 50REHIECx £4, APTIE, =T
NO—IFMREEIC SN T, REOT A AEZ ) U I EITTEET,

Z OBRIZIZIR ORISR H Y 97,
AP LI hE—T~DOARIE AP LiR— FREL 725,
s AR EZ NV Bay hur—F CTHEBETE 5,
o« —HFIRIE~OARER A Y E Y Y CTAEERTE 5,
w2, RIEELVAR— FOBREEZ 60 FICHET HF 2R LET,

(Cisco Controller) > config rogue detection monitor-ap report-interval 60

WIT, —FRFAREDMRE 300 ICRET 5614~ LET,

(Cisco Controller) > config rogue detection monitor-ap transient-rogue-interval 300

config rogue detection

config rogue detection min-rssi

. config a<v UK :r~z
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config rogue rule

config trapflags rogueap
show rogue ap clients

show rogue client detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

config rogue detection monitor-ap .

config A< K :r~z .
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. config rogue detection report-interval

config rogue detection report-interval

AEBRH LR — MRS 2R E T 521X, config rogue detection report-interval =2~ > K % {#

LEJ,

config rogue detection report-interval time
(BHAL) T

time 77 AR b ay ha—J I CARERBLERE—FE2EET ARG

XN
4, &I 10 ~ 300 T,

ATV R FI4NN T 7 ANV FORERE LAR— FMERBIE 10 BT,

avy FEREE Jy— ZEHEAR
3
7.5 Zoa<wy FREAINE LT,

ZOMREIX, BERE—RFOT 7 X RA V FORITHEM S E T,

FREDHA FS14 2

KIZ, AIERE VAR — MR ZBET 502 R LET,

(Cisco Controller) >config rogue detection report-interval 60

. config a<v UK :r~z
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config rogue detection security-level .

config rogue detection security-level

REMRHEEX 2V T 0 LUV ERET HIZIE. config rogue detection security-level =7~ > K%
HHLET,

config rogue detection security-level {critical | custom | high | low}

B DEREA

critical RIEMHEF =2 VT 4 LA TERK) ITRELET,

custom REERHEEF2UTFT 4 LA [HAZL] ITREL, REARRY O — 85 2 —%
ERETEDHE IR ET,

high REMHEX 2T 0 LNV E TR ICGRELET, 208X 7 0 LUV,
HHRE T H E Y BRTRWEMO 