AT LEEE

ZDOETIE, RO StarOS 7 3 VEFRET D FIEICHOWNTHAL £,

MERAT AR T LEZE 2, VAT AERVICRETDFIENZE T LTWD Z & &H]
BLLTWET,

EE VPCDIDEBAOHAICZOEDOFIEEZ FITT HIZIE. 727 7 4 772liEssE (CF) VM IZe
TA LT DHBVENRDY ET,

BEE ZoHoBTEHICTHEASINTWSavr FiE, kbI<HEHENIa~vr RReX—TU— R4
FarTt, Z<OEAIT. MO T arDavy RRF—U— A7y g o2 FHTX
*9, FMITHOWTIX, [Command Line Interface Reference] #&M L TL 72 &y,

e A H—T 2 A ALK — NOBREOHRERF (1 3—)
c VAT UHAA I VT DOHRE (2—)

« V7 hU =T RSS OFFE (7 3—)

«SF 7— FRER—ZADOERE B3—)

s CLI Z A LAZ L TOHE (9 =2—)

cCLIFER a7 FOBRE (10 X—)

« VAT MEHa—PF—DHRE (123—)

« VAT MEPLa— P — D TACACS+ DR E (21 =—)

« TACACS+ H—_R—TD IPv6 7 KL AHR— kK (25 —)
« WEEH RO HE (25 ~—2)

e VY —TXF—DORE (29 X—)

*FSC7 77 VUv7oHB Y FOFEMME (31 —)

A23— x4 RER— FDREDHER ERF

WD StartOSCLI i< REZ AL T, A v F—T 2 A ADRENVIELNZ L 2R LE T,
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\'l

show ip interface

Zoawry ROME, WIRT L2220 £9, ZOfITIEL, mangementl &9 &4 RITOA
VE—T 2 A AR =N AT FANTRESNTWVET,

Intf Name: LOCAL1

Intf Type: Broadcast

Description: managementl

VREF: None

IP State: UP (Bound to 1/1 untagged, ifIndex 16842753)

IP Address: 192.168.100.3 Subnet Mask: 255.255.255.0
Bcast Address: 192.168.100.255 MTU: 1500

Resoln Type: ARP ARP timeout: 60 secs

L3 monitor LC-port switchover: Disabled
Number of Secondary Addresses: 0

wDavy REANLT, R—bFORENDELNI L E2MHRELET,
show configuration port slot/port

VPC-DI DA, Anr - ME CF £7201% SEF VM IZ%fIis L E 9, /~A 73—/3A T VPC-DI A >~
AZ L ADHBRERFIC, £ VMIZ—EDOAR Yy MEFEZHIVYTET, Auy MES51 L2
IXCEVMIZEIV Y THN, Ay hES3~32ESFVMIZE D Y THRET, % SFIEl~
12 DFEDHNTZ 4{HO vNIC &, 10 ~ 21 OF 5B T=xt e T D8 A —H %~ hAR— b
EHAR—FLET, SFRA—FEZ 10 EZHETLHMLERDD 7,

ZORIO A~y RTE, RIORT Lo i hndkasnEd, 2Auey b1 (727 47 CF)
DR— 1 DFEENFERINET,
config

port ethernet 1/1

no shutdown
bind interface LOCAL1l local

[RRE DR L RAF ] DEDBNE- T, REERIFELET,

ARTLEAZVTDEE

VAT LI, RO R T T v b a— R, uX s BLOA X2 Mlao
BADAR T aET 570y 7 M MboTnEd, VAT LT 1y 7 OFHIRERIC, 1
> F 7213 D Network Time Protocol (NTP) $— _R—Li@ET DK IV AT AEHE L,

ray 7 BNEICIEHRTHD Z L 2R TEXET,

FTRTOVPCA VAKX AT, RAPMPEHBEBINTWD TaaS T —H o ¥ —THEHA I LTV
HHAIVTIERIIEDEDIVLENDHY 7,

HAILVT ) —ADBEIINA T, VAT EADEA LY — 2 BBETHLERNH Y 5,

DARATLOAY Y ERA LY —2DERTE

VAT ATy ERA L= ERETDHITIE, ROa<w s REEFEHLET,

clock set date:time
configure

B o Rx7LoEE



soyyeaqn—ronrorReir |

clock timezone timezone [ local ]
end

*
* YYYY:MM:DD:HH:mm JE= £ 7213 YYYY:MM:DD:HH:mm:ss (Z A . 38 L O %2 AT
L/ \iﬁ—o

e R—=FEINTNDEHA LY =0 DFELRRY A MIDOWTIE, cock timezone 2~ > KD
T T ~VTERRLTLIEEND,

e FFvardlocal F—U— RiE, HBESNEZA DY —rBa—LE A L) —0Th
L5 EERLET,

s~ —Z A LF, EOR—RIZRDHEA LY =G0 THHMICTE I N ET,

[BRE DD L RAT) DEDOMIICHE > T, REZRFLET,

DAY EZALT—VDEREDHER LR

B & A LY —UPELSKRESNLTWD Z L 2R T 212, koa~vr FEANLE
D

show clock

HZiE, RELLEAM, B, BEXOZ A LY = BERESnET,

2y RDJD—SEB 7O LY R—FDETE

Z MIATIE, Network Time Protocol (NTP) %#fEHTX AL HICTHLDD VAT ADEREIC
B4 ofEmait L, FIEZ R L £,

| &

EE NTPYAHA— W AR, VAT AT ay 7 L AL LS = EFRELET, 22XV
NTP %—/\—T@Ea‘éz\%ﬁ%é,ﬂ;ﬁﬁaﬁﬁiﬂaa: e S ET,

A\

GE)  F72. NTPIXVPCVM ZFEITL TV A1 (COTS) O T _XTOH— _"—THET DHMEN
HY ET, StarOS DNTPHEIL. COTSH—"N—DNIPHEL —H L TWHMLERDH Y £,

StarOS Nt 2 —EAD L < Tk, NTP 240 L CHUST 5 IEME72 REZ 2 (AR5 9~ D LA
HY £, StarOS THH SH TV HIFRIFEENEM TRV E . —E 2 DE#EEN DS Z
ERBHYET, 20D, BEOVAT LAEIEIIEINTP ORENSKLETHH Z & Efifes T
DULBENHY FET,

VAT AT, NTP 2 L CNERZ v v 7 AN ORZ Y — A (@ 1L GPSNTP Y — A, 5
BWNIZEDOMOD Stratum 2 F721E 3 r—n"— XA v F FEFA—F) ERMILET,
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SRTLEE |

VAT DNIR P MHEE T,
* NTP NENI /> TND I &,

eNTPS, B— AN AT FANNOLTHEHINDLIITEHESINTNDHI L, o=

|

THFAPEMHMT DL (enable |l FRREFRETH L T-OFRETE 5) . MEPEEL T,

B L H 3BEDOHENTP —"—HICNTP RRESNTNDZ &, F—"—n3HL
FHBHEEIT. =N RECHHR ERITRERENRE SN, BTN TEE
T, —RIIZ, b= "—DFNZITE (BRI T) BIFRERNEONE
ﬁqo

EX3

|

prefer ¥ —U— REZFEH L T NTP — "—Z2RE LR TLZE, NTP 7 1 v 7 &R
TAITY XN, Bl — " — 2 BIR T AEEN T CICHAR EN TV E T, @, prefer
EHEHATHE, NTP AEBRET S LV bt Z2a@RBZThivERA,

X3

Cisco TAC 2> LR SN2 5A 2R & maxpoll, minpoll, F7-iXversion —7U— KO EIL
EELBRNTLEINY,

WEE7R NTP BT N T A —Z 2R ET DT, OBl LET,

configure
ntp

E

enable

server ip addressl
server ip addressZ2
server ip address3
end

« 7 7 4 /L |k Tid context_name I local IZRREINE T, THADNHEREINTWLHEETT,

esarver a2 RIZIZSEOA TS a »o3H 0 £4, SOV TIE,.  [Command Line

Interface Reference] @ TNTP Configuration Mode Commands] DA B L CTL 72 &0,

cIPVAD Ry MIX 10HEEL T ILIPve D2 CREILN- 16 R A H LT, NTP
P—R—=DIPT FLRAEZAHLET,

I RE6DDONIP Y —_R—IPT7 RLAZHRETXET,

| B

BE Dty 3s (TxniF4B) ONTP YV —R—Z2FHH LTI AT LEZHRTELET,

[RE DR L RAF) OEDOBINE- T, REERFELET,

B o Rx7LoEE
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n—nry—2EALENPH——n%z [

A—AILY—XFEAL= NP H—/I\—DHRTFE

NTPIZ, Xy hU—2 T, a—ArDHNET v (GPST /A A/ E) | £72135M88 Y —
ApLoa—Arrsay 7 EHATEET,

WE., AR —ADRvwa—hvr ey 7%, KoYy ey 7 MERHTE WA DR
FETT, FEAEOEAITIY A FOFBINTP —_— FIZERESINET, DD, WAN
Py FT—=IPMMEIE L E X, A FNOFRR MIAEWICFEBI LTS 2 EnTxx1,

ZAUE, ntpd £7213Z < OHIIRD NTP 7 /31 A | fﬁf%iﬁo_mﬁm/ﬁ@xb7&A
BFIIHIZ AL (84) TH DL, @EORIE (EBEO Y —ARFEHARETH H%E) |
oua—Ar ey ZiMfEREINNEE A,

BEFEAL A —T A4 RATHONIPDETE

BIff&EA B =T 2 A ATNTP ZEINZTHITIE, RONTP 2 7 4 Falb— g F—
Fa<wr FEeEfHLET,

configure
NTP

[ no ] vlan vlan id
end

pE

evlan vian_id : vlan idiZ = —H)L AT FARN A H =T A ADPNAL U RENTND
VLAN CT7, ZEH%. NTP T —F NI X &AM 0 X —T 2 A AT v ARG LE
‘j‘o

enovlan : NTPREEZT 7+ /NV MUYy FL, NIPTFT—FELNTF T4V DZ T2 LA
VH—T 2 AT v AU ERBLET,

A— kNS UHDEA

NTP 7—E > & NTP 7’12 b 2/UiE, BRESNZAY—/X—=2ANTP # /T LT\ 5 2 & ZRite
ELTWET, NTPZ 747> b, —#HOEFED NTP H——(2 X7 v h &2 U L— L THL
T Ha— KT UHLEITHEIICHRESNTNDIEE, =a— RAT oz o
#y%%%m Wi L. NTP 7 74 72 hERELSEBEERH U TINTP /37 v MMIEIE
VA —ETT, B RRAT U ENLTENLEZY L—TFT 52 LiE, NTPZ T4 7T >
NMRELT 2 ATREMER H V| AR — R SN TV D EETIEIH Y £HA,

NTP D& EfEER

NTPRENELWZ E 2R LET, ExeetF— KO7 a7 M TCRODa<vy REAHLET,

show ntp associations
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B vreo

B

X E

R

HZiE, X TO NTP —N— 2T RN TR SNET, 2 OO NTP — 3 —% RE[H
THHNHONTIE, ROMIEZRL T EIN,

+----Peer Selection: - Rejected / No Response
- False Tick

- Excess

- Outlyer

- Candidate

- Selected

- System Peer

- PPS Peer

X

(
(
(
(
(+
(#
(*
(

)
)
)
)
)
)
)
o)

I
I
I
I
I
I
I
v

remote refid st t when poll reach delay offset Jjitter

*10.81.254.202 .GPS. 1 u 160 1024 377 21.516 0.019 0.009

W DFTIL, showntpassociation 2~ > RIZ K> THN SN D37 A—ZIZHOW TRtk LT
ij‘o

R I1:NTP/IRNS A—4

NDEA L BL)]

JE—h BAEDNTP — =D Z b, ZHLDLFD 1 D%, K IP T KL ADRIC
HY. Y= —OBIEORER T LET,

* () Rejected/No response
» X False tick

« . Excess

¢ - Outlyer

+ + Candidate

* # Selected

* * System peer

* (0) PPS peer

refid P N=NEH L T DR ICHE S 72 NTP O,

st NTP —/R—D R T Z ALYl

t WEXAT T —R¥x A, wLTFF¥ R el

when k&R D ORI,

poll VAT B NTP — "—HOEFEROBREL—T 1+ VT 1,

reach ZONTPH— =D EREI DR —Y TG INTIRE Zond, BlEA

REMES 7 LY 22 D 8 i,

delay VAT AHENTP Y —R—[H TR ENDI A v E—UDT U R w 7B
(X URHANLD)
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vorwz7Rssniz [

SlnaA ML B

offset VAT LIy ENTP Y —N"—L RS EL7-OICAETILERHDH I
¥,

Dy — VAT L ENTP ==Yy #— (I VRHENL) .,

)7 b7 RSS DELTE

Cisco Unified Computing System (USC) ® NIC (X, /— RV = 7 RX—Z2ADZEFMAFr—1 7

(RSS) ZHR—=FLTWET, 727ZL. RSSIFIP N7 7 4 v 7 TOHRVFR— SN TNE
9, MPLS, GTP, L2TP, GREZ2 EDfid Ry NI —2 7' m ha/L Tk, §XTORNT 7 4 v
JNHE—DF 22—V —T 4 T ENET,

VPC-DI 1%, WD 7= DI AIEZ: vCPU T 7ICMPLS h T 7 4 v 7 ZBMET DY 7 F U =
7 RSSHEREATRME L 9, Zhick vy, VY —AERAEREML, AL—7y h23mELE
j_ﬂo

Y7 kv =7 RSSHEREIL, CiscoUCSNIC /N— K7 =7 RSSHR— &4l d 52 LN TEE
9, 2L, " FU =7 NICTHR— s TWin—HDO 7747 (ZOVY—AT
DHMPLS N7 7 v 7)) Z#BUETHI LEZEWLE T, VPC-DLIL, @fir72 RSS /3L >
CERTHI L TEET, 2FED, TRTCON T T4 v I EEELET, ZOF T a
IZ. RSS ZHR—F LTV AW A— R =7 M SN TWAEAaICEA S E7,

iftask sw-rss =< R CRSS ZHT 5L IcRELET,

config
iftask sw-rss {comprehensive | supplemental}

TRXTOHERFINT 7 4 71Zx% LTRSS #5KiET 5%, comprehensive ¥ — 7 — RZfEH L

£, supplemental ¥ —U— FZEH LT, »"—FU = 7RSSR THAR— F I TN
g hagl (ZOYVY—ATDHMPLS hF7 4 v 7)) TRSSZHELET,

DI 1~y kT —7% RSS DEEF 1L

MEOHME - EHRBRE
BENT—4
B IESET 1= g FRC
HETTy b T — A VPC-DI
HREDT 7 4 L b ME5h « RE DL
2OV ) — A TORIET A2 A | N/A

YRTLBE
I



B z=chrne

Be A VPC-DI v AT NEBTA R

R-aTF7IDEERERE

| A

EE JU—R212BIXCNSL LY HLENCEA SN T-EEOUETBIEOFEMIIR L TWER A,

WET DA J1y—2x

Distributed Instance Network (DI %> hU—2) ®ORSS h7 7 4 v 7 DT |21.8
7 F b R EITHAEIT T o TOET A, HLWCLI 2~ R&ff
HLTHEMICT A ZEnTEET, BETOV Y —ATiEX, ZOKRRIZH
HMICEDICR-oTEBY, BETEEHATLE,

BAIDE A, 21.2 L9 & ET

TEINT-HEE
LRBTDEIME : 21.8 LV HE1O U U —ATlE, AL StarOS A > A% > ADWNERDHLA > A X
YAXy FU—=7 DIy FU—7) LOFTNTO T 7 4 v 712% LT Receive Side Scaling
(RSS) BT 74V FTHIMNZ /> TWE LT,
FLWEIME: VU —RZ 218 LIBETIX, RSSIET 74/ b TELNZ/Z2->THEY, HLWCLI %
MLTHEMICT ZEmnTEET,

aATURKDERE

iftask di-net-encrypt-rss

ZOHLWCLI <> it DIFRy hU—7 LEOREEAL ST 7 4 » 7 TO RSS DAL ZH|
BT A7-DIBMEE L,
configure

[no] iftask di-net-encrypt-rss
end

)

GE)  F73 hRETITEDNC > TWET,

SF J— FSRER—ADERTE

B E ORI T Tld, VPC-DIJEBIN T, T XTCOSFREEI 7T et X %25 T4 SR CE N7 —
MREZ WAL E9,
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cuzsuzsavIoamnt

WD 7 4 Fal—varyE—Ravr REETTH &, wait cardsactive F5E S L7z 7X
TOH— RBEMERTERIZ A D0y, Z A 27 U MIRIRKRIERT 2 E T (W T OREER RN
72 SNDHET) FEN—FHEILSNET, —FpERIL, v—BVEHRa T X2 FOfERE
ntp/snmp FXE D EZIATOIVET,

Zoavwry NI, Yy—vou— RELIZY) a— RRIZSFRA T4 1l >TEY, F1
5O SFIZHET AR ENEA SN2 (ZORE., Kbivd) v TV A%EEELET,

configure

[ no ] wait cards active { all | number } [ standby number ] timeout
seconds

end

AT
cadl : ITXRTOT VT 47— RO — RPEMERT — X A% ERT HETKEILLET,

s number : FEE L7BOT 7T 4 7 — R AU— RBEWERAT — X AT D £ T—RHFIE L E
T number iX, 72T 4 TE—RAI— ROITL-TOIZRY £7,

e standby number : (A7 a3 y) FRELEBOET 7T 4 TE— Kh— FBNEHER T — 4
A2 D ETHELET,

number (X, 0 £/21X7 7T 4 7E—RFSFHICREIN W W —E 2210y hOET
j—O

s timeout seconds : FEE SN2 — Rty "REMWERT —Z X275 £ T, 1 ~3600 FbFFH
F9, ZORENREZ SN HBEIT, FHEPK T LET, TRUANOEEIL. ¥4 LT T
MRS RGBT D EFHERRR T LT,

WDa<y REITIE, T R_RTCDT I T AT H—=RE1IDDARZ L NRA =BT 7T 4 778
HET, R ROBEET LIV AT AR LET,

wait cards active all standby 1 timeout 120

CLU A2 A LRAVTDAEIE

CLI CEITENDITRTCOa~wy ROXA LAX 7 (BfFERZ) 2FRT 5HI121E. Exec
EF—FRONL— T N THROa<w REATJLET,

timestamps
AffERFZNE, Zoa~vy REeETT5 L SIcRRESNET,
[BRE DR L ARAT) DEOFMBICHE > T, REZRTFLET,
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B cumzoiossroxx

axX ;&

CLI#EZE O T FDERE

&w%%%kﬁﬂ%ﬂw:V74¥1V%VaV%%P@éi?i&ﬂvaﬂiOT =
< REFTTHEICZ—F —

\CHERR D 7' 11 7 bk (Are you sure? [Yes|No]:) MNFE/RINE
j—o
ZOETHEH, WOBRTEIZOWTHBALES,
cHIHFEDCLIT Yy gy (Exee®—F) £2FI_RCHOCLIEyYavrta—Y— (Fuo—
Ny ary74Xal—vary®—FK) Oavy NaHEICHERT 5,

« Exec *£— R configure =~ > K & autoconfirm =t~ > RiZxt L COAMERE ERT S
* Exec E— RERE 2~ ROMERZBINICERT 5,

BEaEROFME

autoconfirm 2~ R&2FEHA LT, RTEa~ > ROfERT 0 7 &8I TE £4, autoconfirm
<> RiE, Bxec E— FBLOR/m—L a7 4 Xalb—vary = RCHEHATEET,
H B 738 %’i’ﬁ?du:?“é L. REa~w U R T MT [Yes) OENBHEIICIRMESH
9, i )

DO— kv y REO VR EOEBRa~x FRGENLET, T 741 b
iﬁ%%u% > TWVET,

Exec E— FCiL, HEMWERIIBHAEDA X T7 7T 47 CLIE vy a v icoBHr@EHAInNET,

Jua— ) arZ 4 ¥al—yary T—RFTiE, $XCHOCLI 22—V —DF_TH CLI & v
Va ICHEMRSAEA S IVET,

configure
autoconfirm
end
HEhfER 2 A0 L7 IC RN 4 5 121X, noautoconfirm =~ > K& L %9,
[
EE a~v U FH—RBADTRS>TWDHEGA,

E%ﬁﬁﬁwu i:7y ]‘\7\7?‘ ]\‘é‘zﬁ%;{jﬂ: Li—é«o

HENEREIT Tease-of-use) H¥REL L TEM SN TWET, [Areyousure?) LWV EZNH D Z
LEAHREE LTCWET, [YN]" 7ar 7 ME es) IZ20, a7 aAXAxy 7 LET,
ORI, = =R bD lsafetynet] 7m 7 NEMLEL LRNWZXFANN— N THD
ZLEEERLET,

autoconfirm O < > K & configure A< > FIZX T AHEEDEKRK

autoconfirm (ExecE— K& n— a7 4 X2l —v g F—R) av s Re, Fa—
SN ary 7 4 Fa b —

v =3 v E— R commandguard =2~ > K% L7- configure (ExecE—
R) =< Kl

T AMER T v RN EREENHY £,

B o Rx7LoEE
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BED Exec E— KO Fiond 2#E0ER ]

| o

EE  autoconfirm WEMI/R > TWDYA, Exec E— K&/ m— b a7 1 Fal— 3y £—
R D J5 T autoconfirm 235012 72 5 F C commandguard 1ZA TR0 £H A,

WD < R—74 A, commandguard #EEZ BN L E T,

configure
commandguard
end

commandguard Z GNZT D &, ROFUTRT LD IHER T v o 7 FBRRRESNET,

[locallhost name# configure

Are you sure? [Yes|No]: yes

[locallhost name(config) #

commandguard 232 72 AN 72 - T2 2 IS HERHIZ 95 121%, no commandguard =~ & R & {#
HLET,

commandguard ® A7 —# A%, show configuration =~ > K CHA SN ET,

HHED Exec E— FDav Yy FIZx3 2FEENDER

commandguard =~ > ROXF—U— RZ2EHT 5 &, BEfERD AN/ > THWDH5EETH,
ExecE— R arv 74 Xal—ay avry ROBEOHT IV IR L CHHEDO T T N
WHTEET,

A<y FHEUIRO L0 T,

configure
commandguard exec-command exec mode category
end

T
« exec-command exec_mode category (X, Exec E— K a7 Xz b — 3 a<wr KOK
OWT PO T A ZHEELET,

* card

* clear

* copy

* debug

« KR

* filesystem
*hd

* reload

* rename

* shutdown
* task

* upgrade
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SRTLEE |

 #3%® commandguard exec-command exec_mode category =< > K& A TE £,

« BEMER AN/ T D0 E D NN FRELAT Y U— FThaE % Exec
EFE—FOTRTOa~vy FICHERDOT v 7 M aeRRLET,

+ no commandguard exec-command exec_mode category =~ > K& H LT, fFEDOH T I
VOMRT R T N A 712352 EMTEET,

« Exec £— F 2~ RIZx%f9 % commandguard exec-command C H @78 & 4 —/3—F A K
L7846, StarOSida~ > RZEFATL LD & Lz & ZICHEERN A — =T 4 R&hiz
HEZRTHERA v E—VEFRLET,

e -noconfirm ¥ —U — K& P R— 9D ExecE— R a7 4 Fal—rar avr Fiox
TOHMR T T MDA — =T 4 REBRIRTEX ET,

7= & 21X, commandguard exec-command card N H 72> TW DA, MR 7 1 7 Ik
DEITFTREINET,

[locallhost name# card busy-out 1
Info: commandguard prevents autoconfirm of this command

Are

you sure? [Yes|No]: yes

[locallhost name#

DATLEEBO—H—0DKTE

ZUDIC, AT ADIALTEARN LD EF o T BHEELRET D HEICOWV TN
L%,

ZOHETIE, ROMEREZFOBMOE L —PF — 2R ET 5 FIMIZ OV TR L4,

st X )T EEHE AR /ESAHEREED, FHE, HET. BIOS AR
JH—THERATE2LDEED, TXTCOHOCLI 2~ REFETTEET,

CEBE  FHNV/EXALHERYED, CLITHREDa~ Y REFITTE %4, 2771,
X2 )T EHELIRRETCE X2 T oo~y NFFETCEEHA, B
HHEIT, AT LARELBELIZERE LY, A2 —F0A A7 Z THEM R
awL  REED, TRTOVAT LAY REEFLED TXET,

e ARL—A i ExecE— Fa~vr ROV K&V 78y MIXT SaiA0 0 B HHERA £F
HLET, ZNBIFE A VAT FE—RFO—HTHLTXTOav s e, VAT LE=
2V T EHER., BLOREEHEEEO —ME T TEEd, A—Z i, av
T AKX 2l —va = RERBETEEND Y A,

A VARG A N ODOFHIY FH Exec E— Fa<» RIZHIRENET, ZhbHo
FEALIE, SEIERMIHEROFM AR RT H72DD show 2~ RTY, A AL
7 Z1%, show configuration =~ > RZFEITTE T, REET— FZHBTOHERLH Y E
A,

FREFIEL, BHA—F—DFAT (2 THFAMLUbEFn—ha—%—) (28> T
SHEEINET,

B o Rx7LoEE
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1—s—zoxzHE |

| o

BEE Nhopa—P—HEREFA TOEWICONTIL, NIULHIZ] 2L TLEE N,

A —HF—ZDOXFHIR

=P —=RE, BT (az, AZ, 09) . " T2, TR BEOE VA REFEEDLH T
EMTEES, N T UATFERPOLTFICT 2 LFTEE A, THUE AAA 2—F—
Hlu—Ha—F—RICElShET,

TG OEERFICHEILL TV e ——Z 2 {Ek L L 9 &35 &, [nvalid character] &
WIH A=V NFRENET, FLhRE
[0123456789.- abcdefghijklmnopqrstuvwxyzZABCDEFGHIJKLMNOPQRSTUVWXYZ| T,

AVTEXFRAMNURNILOEEILI—YH—0NDHRTE

DY —H A FFarTHA MLV TRESIN, B A VRHI2—P —Z L RRAT— R
EWEET D702 AAA TV 2T MIKELET, Zhud, REZ 7 A ALENMLTr—AL
WCRESNEZEHa—Y —T 7 b, £72135M8 RADIUS ¥— "—F 7213 TACACS+ ¥ —
NR=—DWFIZYTEHEVES, Z2nbD2—YP—X A4 TONRRT— NI—EE DY THh, &
ET7ANTT 7 EBATEET,

COETE, aryTHFA MLV OEHa—Y— X A TERET HIZODFRE FIEIZHONT
AL E9,

THATY D EERIEGREF R ICY 2L —va Vv DCLIE vy v a Y ORKEERET D
TENTEET, X2 VT A REEBIEICHELEXT20 . VAT LDV —E R LEM,
BLONRT 4= RTEEEE LT TAREER O DREDT Y v Mg LES, [FARF
CLIt vy arORREIT, Frino—hia—H—a 2 EHLVAAA I T F A F_X—
AP TA L HBATTHLEICHETEET, By a VORKBEDPOICHREIN TV DIEE
X, B A H A TR 22— F—NREEENE T, CLIX¥ A7 BillaEsnd &, v v
NN T D00 F =y I BRET LET, ZOHA, CLIZ, 20—V -0ty a 8%
NDOLDHERENT THAEHWL, AT —A vtE—TU%FKRL, starCLIActiveCount
7V x7 FE X starCLIMaxCount SNMP MIB 472 = 7 hk & starGlobalCLISessionsLimit
77— 1F X O starUserCLISessionsLimit SNMP MIB 7 7 — A &4k L 97,

A—AlLi—H—Dr—HF—-RiIBIL/n— b ary Fal—varyE—-—RFDavy
R® max sessions ¥ — 7 — K%, m—H/La—WF—IZEHRERFIRE v & 3 v ORRE A *
E]\/ij‘o

BRKEYL I BT a Ly TXF AN aryr7 4 ¥al—yaryE—Roavwy REEHAT5
L, BHa—Y 3, MET =Y —IZHF RSN RKERE Yy v a D HERETCEET,

hboa<y ROFEMIZOWTIL, [Command Line Interface Reference ] #& MR 1L TL 72 &
AN

ZEEHMFADNRT—FEEF T a Y
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T4 EHEORE

HEBHPTL, NMRAUY—=RFE2LETEET, LL2F RV TAVHAEZRLET,

When

in warning period

1.Warning: Your password is about to expire in 3 days.

We recommend you to change password.
Logins are not allowed without acknowleding this.
Do you want to change it now ? [y/n] (times out in 30 seconds) : n

# <you are logged in>
2.Warning: Your password is about to expire in 3 days.

Auto

We recommend you to change password.

Logins are not allowed without acknowleding this.

Do you want to change it now ? [y/n] (times out in 30 seconds) : y
generated password : <Jc42Q8hU>

Do you want to use auto-generated password? [y/n]l: n
New password:

Repeat new password:

# <you are logged in>

OAVTEXAMULALDEXALYY T EEBEDET

BN

DEF )T 4 EHELRET DL, ROFIZHEMLET,

configure
context local
administrator user name { [ encrypted ] [ nopassword ] password password

3

end

s BMDX—U—RF 7o aZEH LT, 777 4 772EHEZHM Lz, SHEICH

MLEVEZHRE LZY TX %4, administrator =<~ > ROFZERIZ- OV TIEL,
Line Interface Reference] # &ML T 72 &0,

[ Command

s nopassword A4 v a VEMHT S & BEMITONZ AR T — REFHETICEERE %
VERR X £, FRAFOME—D T L L TsshAfi¥F— (SSHaZ v 7 4 Fal— g F—
R authorizedkey =2~ > F) ZEMAT25G1E. 2047 a2 HMNLET, 0

Eun
5%

T a v EENCTH L, BEHENSRAT— REFEH L Ca—F—Th
TER< 0 £,

TEDMER & RAT)] DEOWMIIHE-> T, REZRFLET,

OAVTXRARMLULRNILDEBENDET

®RD

BIZFEHA LT, 2 TF A MLV ORESHELRTELET,

configure
context local

pas

=

B o Rx7LoEE

config-administrator user name { [ encrypted ] [ nopassword
sword }
end

M7 7R

] password
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av7xz bLarotriL—s20EE [

cBMOX—T—RAT v aEBHEH LT, 7774 7REHEEZFH L2 | EEEIRE
MLEVWEEZHRE LY TXE9, config-administrator =~ > ROFEMIZ ST,
[Command Line Interface Reference] Z &ML T 7Z2E W,

e nopassword A7 a VAR 5 & BEfTT O SR U — R Al HEICEEE B
FHEERTE LT, RAFOME—DOFEL L TsshABF— (SSHa> 7 4 Fal— g
E— R authorizedkey =2~ > R) Z#HT2551X. ZOF 7 a AT LET,
TOF T arERNCT DL BESHENRAT— REFA L Ca—F—T hH T M
T RATERI D ET,

[RE DR L RAF ) DEDBNE- T, REERIFLET,

OAVTXRAMLRILDARL—EDETE
KOHIZFERAL T, 2oTFAML_NLOFNL—XEZBRELET,

configure
context local
operator user name { [ encrypted ] [ nopassword ] password password }

end
3

s BMOX—U—RAFvarzZ2FEHLT, 777 4 770 EEZ#RN Ly, EFEEICK
MLEVWVEZHRELY TEXET, AL —Fa~vr ROFEMIZOWVWTIEL, [Command
LinelInterface Referencell &ML T 72 &0,

enopassword 47’ > a U EMEHTH L, BEMTONTE AR T — R L THNL—Z & E
RCEET, BAEOME—D TR L L TsshABF— (SSHa2 v 7 4 X2l —varE—F
@ authorizedkey =~ > R) ZHEMAT2541F. Zor7varvzGhicLET, 204
TrarEANCTLE AN —FRRT—-REFEH L Ca—HF—Thv o MNIT 7k
ATERL RV ET,

[RRE DR L RAF) DEDOBNE- T, REERFLET,

AVTEXRARMLRNILDAS VAR ZDETE
WOBEFALT, 2o TFAR LD A AR ZERELET,

configure
context local
inspector user name { [ encrypted ] [ nopassword ] password password

end
*
I BMDOX—U—RF 7 a B HEHLT, 777 4 772EHEEZHRM Lz, EFHEEICH

MLEVWEZHRE LY TEE£T, Inspector =< > ROFEAIZOWTIL, [CommandLine
Interface Reference] # S ML T 72& 0y,

enopassword 47> a VEMHT H L BHEfHT ORISR — REFEHTHZ Ll A
VARG B EERTCE T, RAEOME—DFE L L Tssh ABF— (SSH= 7 1 F =
L—Ya v E— RO authorizedkey 2~ > R) AT 2581L. 2047 a v 2H%)
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B o x7rcuzzoss

WLET, 207 vav BT DHE, A VARTHNRAT—REMHFHAL T2—HF—
THT NIT 7BATERLL D £97,

[FRE DR L IRAF] DEDOMMINE- T, REERIFELET,

DRATLELUEBEDHEH
BENEZ (LD OREICIE, MEEENEENTWET, BFEOEL ROT 7 4 /v kT,
li-administration HERD R WVEFIE N LIREa~ Y REF R TEET, 2770, LIXREa~ Y
ROFERRIL, VAT LEEDED OF N OHIR LY, DBELTZV T2 EMTEET,
Ju—\)Lar7 ¥ alb—3 a3 E— RO require segregated li-configuration =2~ > N
Lo T, VAT ABLOEENESZ O CLIOFRRIT KGN TBES N E T, AiEMNEZOX—
7 — R&$8E L7 CLI 2~ RiEIRF 5 b 4. li-administration HEfR 2 FF OB HE I L > TO I
FRTEET,

|

EE (G TX2ENRTHE, LIOGEHIA V> TRY, WcT 52 LT TEEHA, require
segregated li-configuration 2~ > NI3FER R T,

VAT AFRENS LIRTEZDEET 5 &, StarOS ITIRDEE N H Y 7,

+ li-administration FERR % FF-O& PR O 75, show configuration =2~ > KO H ) TEIEREE
%@ CLI av v RafE & 7,

- saveconfiguration =~ > R& (T35 & | HIEREZ O CLIRE =~ &~ RS EBEIRIICH 5
fbEnEd,

cCLIZ~ Y FENLTRESNTEary 74 Xal—va 7y fVen—FRT5LE (2L
Z X, configure<url>) | WS bEAEIERIES D CLI 2~ > NiE, LIERZ RO BLE
WXL COREZB L OFEITINET, LIERORWERE OEEIL, B bEFAaEm
5% ®D CLI 2~ > FIFESFBIOETINEE A,

EBEEREN T — RENTWD VAT AEENFIC, B LEARTENEZ O ENMER S
n, v hice—RsnEzd, 2F0., AENFESOCLIREIZ= Y Y —/FR— MZ
FrRENEEA,

* Exec E— R configure =~ > Rix, LIFEEDMRFEIN 27 X2l —Tar 7y
AN E, BB L ENTZAENEZOBREDHET— R TEDLLIICTEF—U— &Y
R—=hTDEH120 E L7 (=& 21X, configureencrypted <url> 72 &) , BBEIESHh
=% —U— Rk, LIFAFOLNFETTEET,

s B BALBE A BIENEZORTE (DBESZLD 2HL T AT AZETLTWDLEE,
show boot initial config =~ > ROHENIZIE, HAIORLENFZ 2FH D/ SR & FE(T79 5 %3
WHBHINE I DERTIINEENTOET, ZOITITIE, B LEAAIENEEZ OFRED
BRI 5E1T Teneryptedli) &R RINET, ZDITIT Tencryptedlierrors] & RS
NTWDLIGEIE, 2FBDOAANIELLENEL o7y, TSN TV RN E T ITAR
OIFRTIZ WA R RSN T ET,

B o Rx7LoEE |
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av7%z Lo —v—gEorR ]

+ li-administration HERE % Ff-> = —4—{X, show logsencrypted-li =~ > RZH L T, K5
LB A EEREZ OB EICBIT A7 — MEEOH N #FRTEET,

Jsa—s L ar7 4 X2 b— 3 v E— RO require segregated li-configuration =~ > N & B
H o~ ROFEMIZOWTIEL,  [Lawful Intercept Configuration Guide] {4k Lawful Intercept
CLI Commands] #ZM L T 7230,

)

GE)

AE—ZAFTHIUL, Y RAaDT7H U MYEFICBWEDELTZ SN,

['Lawful Intercept Configuration Guide] %, www.cisco.com TIIFIH X EFHA, ZDOHA KD

VU —R214 LI (G CZXDHE/L RDOH)

c2—HF—F, FNENOIALT XA A U E =T 2 A ZAEFHALTORY AT LT 7%
ATEET,

s 2—P—PRPIDALT XA NS H =T oA AEFEHALTEREZRO LT HA MIa S
A LEHETHE, ZOoa—VF—IHEEINET,

o 21— —7% lauthorized-keys] F721% Tallowusers|] DWT D 2T F A MIFKE S

TNDMNE I DICBRZRL . ZOKEETIZ, MBOaYTXFA ML V2 —T oA RSO

AVTHXAMNAE—T oA AN LTRITA U EFRITTHE, INDO—F— TR
SNET,

e 0 —HNUNDa LT FANMIBREISNTWSa—Y—|L, v/ A 28775207 %
APNERETDHILENRDHY £4, RICHZRLET,

ssh username@ctx_name@ctx_ip_addrs

:>%$x#b&wwﬁﬂl—ﬁ—aiwﬁw

RENEFITATON-Z & 2R Wi, koa~r Rae A LET,

show configuration context local

Toavwy NI, IOy varie—hAarTFX A NNTEE LT RTORE T
A—HEFRRLET, RIZ, ZOa<wr ROMAFERLET, ZOFITHE, testadmin &5
LRIOEX 2 ) T o HEHENREINTOHET,

config
context local
interface mgmtl
ip address 192.168.1.10 255.255.255.0
#exit
subscriber default
#exit
administrator testadmin encrypted password £d01268373c5da85
inspector testinspector encrypted password 148661a0bbl2cd59
exit
port ethernet 5/1
bind interface mgmtl local
#exit
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O—A)lLa1—HY—DEEB1L—H—0DEKTE

o —H)a—HPF—F A L. ANSIT1.276-2003 D/XA T — Rt X 2 U 5 ({52 VR R— LT
WET, NRTU—R RNRU—KERE, vy 7y MEREOR—D V2= =T H Tk
TEHIT, /Mlash THEFF SN E T, ZOEHIZ. AAA R—ZDFBAEDOX G L 22 D EBI D v —H v
2T = H R= RIS, VAT LD Oy TS ETA, O
7, RESINTWSR—INLa—F—=THor ML, VAT LAFEDED O TIXERE
nNEHEA,

| &

EE -l a—P—F—FR=2ARNEH o TVET, Juo—Ub a7 4 ¥al—g
E— N?Dlocal-user =~ K& Exec & — R showlocal-user =~ R, $ L Qupdatelocal-user
avy NFEATEERA, BETEDEL FOFEMICONTIE, VAT ARELRE] O
BEESRLTIEIN,

WOBI 2R LT, o—hLa—F—DFa—Y—2RELET,

configure
local-user username name
end

Pae
I BMOF—U—RAT a2 HlLT, 7774 7 REREREELZY, FHEEICH

BOLEVWEZRELZY TEX %4, local-user username < > KOZEHIZ- DV T,
[Command LineInterface Referencell #Z MR L T 72 &0,

H—H A= =T = ZR=2DFM OV TIE, B— I 2= —F —ZX—ZDFEH L ¥
v Lb—F (19—=Y) 2ZRLTIEZS,

O—ALaA—H—REDHR
ROENIERICITOI I 2 & 2 RS 21013, koa~y FEANLET,

show local-user verbose

Zoawy NI, RESNZv— N a—PF—0FHa—V—ICBI3EREFR I LET, K
W2, Zoa<ry ROEAFIERLET, ZOBITiX, SAUser W) ARHTO B — b —H—

WRRE STV ET,

Username: SAUser
Auth Level: secadmin
Last Login: Never
Login Failures: 0
Password Expired: Yes
Locked: No
Suspended: No
Lockout on Pw Aging: Yes

Lockout on Login Fail: Yes

B o Rx7LoEE |
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n—pri—4—57—s~—20%H [

A—hILA—HF—FT—FR—XDEH

WD Exec B— Ra~y REETLT, v—hra—W— (FH) RELZEHFLET, Zo=
<~ FliE, BHa—YP—%21ER. BB, E03RE LZERICETTALERH D £,

update local-user database

A—AIL1A—HF—FT—ER—ADEHEETHIVITL—F

PBKDF2 (/SATU — RR—ZADF—JRAEBB -T2 2) 2HL. ADESh=5—4%, YV
Vb, BIOKERBICESHNT, FFEOESOXF—Z2FSELET, n—La—HF =77
Y RDORAT—RIL, TUE LIRS YV b EEL ORIERIE A % 72 PBKDF2 5%
EHLT Ay 23, NAT— KRR ML —VOR#EN RIS NET,

JU—2200127 v 77 L—RTH5E, = Na—F—F =L _X—=ANOPEFOL—H—
/NAT— REMDS 705 PBKDF2 Ny U U JICHBIMICT v 77 L — RaflEtA (v o
SNTENAT = NMEDOHBPRFESNET) o Ny a8 —FHmMToddd, RMESNT
Ny Va2 = — XA T — RERETHZ LI TEERHA, LB ->T, BEfFO Ny
Y a AT — REES ey v 2 /R AT — RICHEIMICEW T 5 Z L1 TE £HA,

T R=2E BT DI, X =2 U T 4 FHEE D Exec E— FD updatelocal-user database
CLI 2~y REETTLOMERHY £F, Z0a~vr R&FT774 5L, StarOS /X /flash 7 1 L
7 PYMBT—HR=AEFHRY | T R 2 EH LWVERCTHHBELTT ( A7 T
A ET,

—HHELE SN2 —F—2H/T 77 4 7T D%, EX 2V T A FEEDRROFIAEEFATL
£7
* Exec “&— R password change local-user username =~ > K& LC, —HHE I Sz
2P =D RAT — REHRELET,

e 227 4 X2l —3 3 F— RO nosuspend local-user username =1~ > Rz L C,
2—YP—D—RFEIE 7T 7% VY FLET,

HESNFIL—FbT4 LI P)ADI—F =7V ZADHIR

7 7 4V N TliX, FTP/SFTP 7 7 & A& Ff OB BH = — % —1%, /mnt/user/ 7 4 L' 27 N U DF
WCHIEBD T 7ANIT IRAL, BREREMZDZENTEET, RKOT 4 L7 MU T4—
IWETF o T R=RATT 7 RANRHFIINE
¥, /flash, /cdrom, /hdraid. /records. /usbl. /usb2

EEEFIIRETHE L. T ANT L7 M) ET 7 ZHER A LT SFTP #7322
TLADY A NEERTEET, n—ha—F—=NERIND &, FREILSFTP 7 v 27
LEFVYTES, 2=V —DEBLIANEX 2 U T 0 BEHEEITERE TRVIGE,
2 — P FHHY FRERE OV TV AT AMCORT 7 X ATEEY, ZOT4 L7 k)
I, == —rF o L7 P ELTHASET, ZOFEIE, opensshsftp H—/3—(C
ESNDREAHLE L TRESNET,

27LEE I}
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SFTP L — bF 4 L7 UL, u—hla—H— FFE, BIOREEHE & EEAMT 5]
BT AN H Y T, BEDOSFIPT 4 L7 P U Z{ERRTEEd, T 4 L7 P UIL,
I AN EDa2—F =B Y CHZENTEET,

SFTIP)L—+T 4 LY M DERTE

subsystemsftp =~ > R&Mi 4% &, SFTP/L— 7 4 L7 MU B I OBEEMT SN TND T
I AMER LSV EED YK TH ENTEET,
configure
context local
server sshd

subsystem sftp [ name sftp name root-dir pathname mode { read-only
| readwrite } ]

i
e sftp_name (X, Z OV T AT LE—EIZHNNT DI FO TN TT,
- pathname |%, SFTP 7 7 A NV DERESE L eV — T 4o L7 MU EFRELE T, kOAT
arimbET,

e /hd-raid/records/cdr
« /flash

SFTIP/L— T Lo FY) EO—hILA—HF—DEEEN T

local-user username =~ > R&fEiHT 2 &, FEHEIZSFTP L — b7 4 L7 MU ZREINT
a— P —ZIZEMT A N TEET,

configure
local-user username user name authorization-level level ftp sftp-server
sftp name password password
exit

SFTIP/L—FT a4 LY ) EEBEDORES T
administrator 2~ > R&fEfHT 2 &, BEHEIL, BHESNEHEIZSFIP L — T 2 L7 b
U aBHEfHT A ENTEET,

configure
context local

administrator user name password password £tp sftp-server sftp name
exit

SFTPIL—FT a4 LY R LEREEEEORENMNT

config-administrator 2~ > R4 2 & FEHE L, € SNTREEFHHEIZ SFTP /L— b
T4V M) EBAEMNTDLZENTEET,

configure
context local

B o Rx7LoEE
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227 L@ —F—mA0 TAcACs+ Dt ]

config-administrator user name password password ftp sftp-server sftp name
exit

SRTLEEI—Y—FO TACACS+ DELTE

Z ZTl&, VPC-DI ® TACACS+ (Terminal Access Controller Access Control System+) AAA (&
Ak FFRL BROT AT T 4 7)) = ERAOKRE L BREICOWTERMA L £,

B1E

TACACS+i%, E¥ a7l sfbanz7n ha L ct, BHa—YP—Th 7 FF—F_—
AEMFHLTCTrE Y a =07 &7 TACACS+H—N"— {2 V=TT 78 AT 52 LT,
VPC-DI & AT AlLT AT LAEFLL —4 —|Z TACACS+HAAA H— b A 2424t T X £4, TACACS+
IZ. UDP Ti372< TCP Zfi 4 5 TACACS 7’12 b a /L DYEE/R—T g »TY,

VAT L, TACACS+* vy hU—27 T 7 A% —s— (NAS) & L CTHEREL £9, NAS & L
T, KAENEV AT LAEHEH 2 —Y— 2> T, AT A0 TACACS+ AAA —E A4 H
KLUET, EFICGGRIESNDICIE, VAT LANT 7B ATHOLECe—ALraryTxA e
% v FU—27 WNIZTACACS+ Y — N—NFEET 20BN H Y 7,

AT AT, TACACS+H~ LV FHikit— REeYR— L TWET, v LV FEFE— RT3, By
g 2 L2 TACACS+ H— _R—~DEB DT T A4 X— k TCP #f N E ., MEFInE7,
TACACS+ By v a v TTBH L, = R—DEHEIET LET,

TACACS+ 1%, VPC-DI LD > 27 Ak a kS HHRET7 ., TACACS+ AAA T —E XD
ElX, TACACS =V 7 4 Fal— g E— RTEITENET, TACACSHERED A NI,
sa— L ary 7 4Xal—var = RKRCEITENET, VAT AT, K3 HED
TACACS+ — N"—OFRENY R — b I E T,

VAT ATHRELTAHDTT S L, TACACS+ BN NI TENE T, T 74/ FTid,
TACACS+ ZRIEN KT D L. AT AL RADIUS 72 ¥ D TACACS+ LIS D AAA —E 2 %
fFAHL Ca—Y—03Rir2 i IT L £,

THY L N EERITRGHSIART LI I 2L —v 3 U DCLIE Yy Vg VORREERET S
TENTEET, EX 2 VT A RELBIMICEELZEZXTCY, VAT LD —E R ZEME,
BLONT p—~v  REEEZ RFT AR DFFEDOT U MR L E T, [FEF
CLI & v a O REIE, B LW TACACS+ 2 —H—na /(4 L &adiTT 5 L SICHRETE X
T, Kty v a VBEER ST SI2IE. TACACS+H—N—@EA 7> arot7va v %
T E2#RLET, 2FHOHEIL, user-id 2~ Rl maxsess ¥ — 7 — REFEE L
TStarOSCLI 2> 7 4 ¥ 2 L—3 3 »F— FD TACACS+ E— F&2H+25 2L T, v
A VORKENOICERESNTWDEAIX, vl A ¥4 TR 2 —F =25 E
F9, CLIZ A BB ESND L, AU M@l T 270D F =y 73w T LET, 208
A, CLIE, 20a2—H =0y ra BN oL b REWn1THhs EHEIL, Hhlce=T—
A wtE—U%FR L, starCLIActiveCount 47 ¥ = 7 b X U starCLIMaxCount SNMP MIB A4
7Y =7 k&, starGlobalCLISessionsLimit 7 7 — A3 X U starUserCLISessionsLimit SNMP MIB
TI—LEERLET,
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max-sessonsTACACS+ =7 4 ¥ =2 L —3 g F— K 2+ FiX, TACACS+ Tf#i i aJRE72
o varORKEEHRELET, F72, user-id TACACS+ 27 4 Fab— g E— R
g~ RO default 47> 3 %, F5E D TACACS+ 2 — W —ik Bl 7127 7 /v b D @M% %
ELET, Zhboa<wy FROFEMIZOWTIX, [Command Line Interface Reference | % 2B
LTLEEN,

| &

BEE o—HWP—%, StarOS & TACACS+ H— _—Dij O E THHAFE/R Y I 2 L—3 3 > CLI
Ty valrORREEERTEET, ZEL, 20T varBHFERALRAN EERHESEL
i‘é—o

| &

BEE TACACS+THULT 47 (CLIAXRYy baX 7)) 1E, HERLLR 15 & 1I3ICRTESN
TWABEMNESZ 2 —F — okt LT AR S EE A,

A—H—TFho U CDEH

TACACS+ AAA Y —E R ZFHET HHINT, KD TACACS+ H—/3— & StarOS = —H—T7 H ¥
YhoTubeYa = o JEEICER L TIEE N,

TACACS+ 1 —H—7ho v FDEH

TACACS+ Y —/3—(%, RD TACACS+ 2 —H =T h v v MEREFEHA L TTFnEeya=r7
THLENDY £,

cBEEOEH 2 —F—D U X |,
cHL—PF—DT =T A NEE LI NTRAT— R,
c Ha—P—NET DI IN—T DA4H,

e =W =T N—TDY A},

« BT N—T THAMHES SN D TACACS DHFHEL ~ L L a< o |,

| o

EE TACACS+ DHERL~ULX, £ hU—7 O TACACS+ Y— N—F —Z X— 2T @ IEET
(AVP) & LTRAFSNET, = —V—1F, HERL~VZBEMT bivlc @D 3~ > R
RENFET, ROET, TACACS DHEMR L~ % StarOS CLI DEFl o — /L L BfEIZ~ vy B
7F B HEEBRA L ET,

CLIEH 1 — /L~ TACACSHIER L~V DT 7 )V b~ v B 7 % FRT DL, Exec T—
R showtacacspriv-lvl =~ > RZEITLET, 774/ hO~v v B 7L, StarOS VU — X
LENNREAL AL THRRY £9,

B o Rx7LoEE |
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star0s 1—F—7 75> roEH [

Tacacs+ DHEFR L)L % T 7 4L k@ StarOS FRREHED & Fa% E T 5 I21L, TACACS+ 27 ¢
Fal—varET—RDprivivl 2~ R & user-id =2~ > K& Liﬁ‘o PR OV T,
[ Command Line Interface Reference] ¢ [TACACS+ Configuration Mode Commands] %
LTLIEEY,

| &

EE FTP IV A—FEINTWEFA,

Star0S 11— —7ho 2V FDEH

VAT LADEBRT 7 AN N TV D TACACS+ = —H —|21%, StarOS TR D —HF —
THU Y MERPEEINTWAXLERH Y 7,

¢ username

* password

o BEHID — L L HERR

| &

ER VAT LATa—V—-LEHEOHRZERT D FIHIOVWTIE, V2T AEFH2—Y -0
El ZBRLTIZS N,

TACACS+ AAA H—E X DELE

ZOWETI., VAT A OB —P—|Z TACACS+ AAA Y —E 2R EZF/ET B HFIEIZHNT
FAL 9,

A

TR TACACS+AAA V—E R ZHO THRET HHEIL, BHEL—YP—23 Star0OS I 2 71 35
722 TACACS+ LSOV — R EZFEHTH2MLERZH D £3, £ 95 L&, TACACS+ = —
P—IZT 2T L~DT 7B ANEEINET,

TACACS+ YN DY —ERAZHEH L T AT A A LET,
32T T TACACS+ AAA — B R ZHET DI, ROBIZFEHLET,

configure
tacacs mode
server priority priority number ip-address tacacs+srvr ip address
end

(1)
« server priority priority_number : TACACS+ H—/3—7% TACACS+ 58k & 3173 D N7 4§

ETH1~4DBEHRTHAIVLENDY 3, BRIEMIZ 1 PRLEL, 4 PR BIKL D
F4, BEIEMOBEIT. FRE SN TS TACACS r— —Zxfis LE T,

SRTLBE
|



B 5075 ven RO -0 TACACS+ DR E

s ip-address : 52172 TACACS+ +— =D IPv4 7 KLV ATHIMLENH Y £3, Tzl
A L. TACACSHAAAT —E ZAEZ N L TCZDYVAT LT VB AT HEHRL—V — %2583
LET,
« 7 74/ FTlE, TACACS+REIZL - T, §8iE, §Frl, BLXOT AV T 4 7 OEY—
ARSI ET,

StarOS C TACACS+ Z AN L £,

configure
aaa tacacs+
end

FEANZOWTIL, 2 Y —/L D TACACS+ FRFFED L (26 2—) ZZMRL T ZE W,
[FREDOHER LIRTF] OFEOHAIHE ST, REERTFLET,

| o

BEE JTRTOTACACS+ ar 7 4 Fal—ary EF—RDavwy ReEF Ty a r OFMICHONT
L. [Command LineReference] ¢ [TACACSConfiguration Mode Commands] D% 2 L T <
720,

JEA—AJL VPN FEEED =8 D TACACS+ D& E

F 7 4L N T, TACACS+HHIFITu —H /L a LT H A h~Dua 7 A NZBEMT BTV E
F, TACACS+#RFEIX, I —HNa L THFANVPNR /A4 VHICERTETHZ L TEET,
TACACS+ %, UFCHATA2A T v a v AL TREL, AT H2X4ERNHY £,

stop ¥ —TU— KA 7> g id, TACACS+ 2> 7 4 F = L— 3 2 F— KD on-unknown-user
g~ RCHEHATEET, TACACS+ Na~ R¥x—U— KA T a U THMIZ/R> T\ b
B, =P —nn A o ERITTS VPN 20T F A MM, 22—V —4 XTSI TRESh-
VPN4 & =B L TWARERH Y ET, arTHFA MBI B LLWGE, 774 UI3RKL
THRTLET,
IOFTvarERELRVWE, vl A= AR En 4 s L CHloa T
XA N THIEAZRITLET, 72& 2IE. on-unknown-user stop DX ENRWES ., EHET B
vy ME, Fe—BHALDOVPN 2 THFRA e L TCr—hLarTxAMNIal (o T&aE
9, 7272 L. on-unknown-user stop DF%ETIX, B—A N3 THFA hoa A 3R ITE
T, EBHET T bou A UREREIRRRL £,

configure
tacacs mode
on-unkown-user stop &quest;
end

I =

TACACS+ DX TFE DHEER
ZDIETIE. TACACS+ R EDHERFIEIZHOWTIHHA L E T,
VAFACLINGEZ T ML, TACACS+ V—bE 2% AL CHEe /4 LET,
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TACACS+ —i—TD I 7 KLz H— k|

| o

EE  StarOS TTACACS+HAAA M —EZZRELTHINZT D L. 2T ATRAIT TACACS+AAA
P—EAZ N L TCEBa— -2 L L9 & LET, T 74/ b Tid, TACACS+ ZREEN %K
L7558, AT LI TACACS+ AAA LIS DI — & R & ] L CREREA R T L £ 77,

Exec E— KD 7 N C, ROoa<vw REANLET,
show tacacs [ client | priv-1lvl | session | summary ]
showtacacs =~ RO NI, =2—WF—%4, vl A UL, v 7 A AT —% A2 BUED

tya R, MRV EDOY <Y —EWNT 77 4 7R TACACS+E Y v a T &I
FRENFET, AT Va7 A NEF—T = NIk oT, BINBEENERINET,

WIZ, Zoa<wy ROMAEEZRLET, ZOFTiE, asradmin & W9 &IOS AT LEHE
2—H—7N, TACACS+ AAA P —ERAZ N LTI AT AZIEHIC 74 LTWET,

active session #1:

login username : asradmin
login tty : /dev/pts/1
time of login : Fri Oct 22 13:19:11 2011
login server priority 1
current login status : pass
current session state : user login complete
current privilege level : 15
remote client application : ssh
remote client ip address :111.11.11.11
last server reply status HEE
total TACACS+ sessions 1

| &

BE 4T _NTOTACACSt AT FH o RAa<wy ROFEMIZOWTIE., [Command Line Interface
Reference] #ZML T 7230,

TACACS+ H—/N\—T®DIPv6 7 F L X HHR— k

=H= = VAN

soall 7 I 77
ay Y —/AR—NMIT7 27 EAL, SSH/itelnett v > a v (viy[EBI¥R) ZHELT 572D DRI DT
FEAFRERETEET,

TACACS+ % 7 0 — \VIZRRETDH &, ar Y —LBLO vy B~OT 72 A E# 5 &%
DOFREFH L CERESNE T,

a2 —)LiR— b StarOS ~DxFE DY S — " T 7B ATH D=, a2 —Lrora—h
PREZFRE L, vty [HIFRIC TACACS+ 245 Z LN TE £,
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B - - oacacs: msrommit

BE _ODFA% X, AAA GREE. #Frl. BLOT v T 40 7) —ER, BLOe—h1ra—
PRt LTRSS E T, 2 2E, m—ra—F—iF, vty [\l e2 N L TORT 7 A
M oaL Y — LT 78 2B IR AAA (VPN 20 FF A ) a—PF—DLzfFoZ LT
xFET,

mmmjiﬂ:(:z/C/“‘ﬂ/& Wy[j#?) %’ %ﬁﬁ—é uunEa)&/(j7 %g(ibv(:lh”$h—a)::/
V=T 7R A BT OLERH Y FT,

a2 —)L0 TACACS+ FRFED FEZN 1L

Ja—s\)yar7 4 Fal—3 g E— KD aaatacacst =~ > N® noconsole ¥ — 7 — R
22 — LA TO TACACS+ 3Bl & #ELhIC L £ 7,
configure

aaa tacacs+ noconsole

exit
T 7 4V h Tl TACACS+ — "—3HGElL, a2 Y — v EE vty BIEEND OB 7 A A%t
LCTEITENET, noconsole #HMZT 5 &, av Y —EfROa — VT — 2 X— ZFGE
ZHESE LT TACACS+ FBREDASA NAILE T, vty [ TiX. TACACSHIZARD F 1272
D \i‘a—(}

| o

EE aaatacacst noconsole ViR E SN TWAEGAIL, AR r /A UiElERFF>n—I Lo —%—
Nary—)LR— a7 A TXxFE73, on-authen-fail stop & on-unknown-user stop %
TACACS+Z > 7 4 X2l —1 3 VE— RTA RX—T IR TWAEATH, 2/ —/Lik—

Mzwr 74 VAlRETY, 22— —2 TACACS+ L —H—THRWEA, vty Bl ctr /A CTX
FHA,

) — )LD AAA R— X DRI # ER1E

Jra—/\)ary7 ¥ alb—g F— KO local-user allow-aaa-authentication =~ > Ko
noconsole & — U — RKiZ, 2> Y —/VEHRETO AAA N—RADFRFEE I L E T,

configure

local-user allow-aaa-authentication noconsole

exit

0 — A va—F—FHFEE. AAA N— X DFRFE & local-user allow-aaa-authentication noconsole
DA 72 HRNTHEICEIT S5 728, nolocal-user allow-aaa-authentication 733% & Z 4L T
HHEAEEFECICEIMELE T, VIY BIFMCITEEL 8 A,

B o Rx7LoEE |
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| o

av7%2 LALTTACACS+ iz &M ]

X

Zoawry NI, = THERASN TWET = RXR—=ZARMERATERW=d, EHETEE
U RIZIEEH S hvEH A,

2T F X +LA)LT TACACS+ 225 = E3hE

Jua—)L ar7 4 X¥al—3 g F— NTaaatacacstZ AENCT 5 & . TACACS+ ZREEIX
FTRTCOaryTxFAL (B—AABLOH Ee—DL) ICABWICERHINNET, —5OoRy b
U—J7REEATIE, BFEDa T XA MIK L TCTACACS+ Y —E A HHITHZ LN TEF
7,

37 F A MNT TACACS+ Hh— B A &2 5121%, noaaatacacst 71> 7 ¥ A b
~r Rz LET,

configure
context ctx name
no aaa tacacs+

DN SN TWE 2 5% 2 RN T TACACS+ —E R ZHCT 5121, aaatacacst
aVTRANREICY REFEHALET,

Ea

R

| &

EE

AT H AR LAYLTH— B R Z BRI 2121, ZORIC, Zr— L a7 g
Fal—rvaryE—K (TRXTOITFHA L) TAAATACACS+ h—ERAZHNIT D4
ERHY ET, T a—rULZEMI > TR WS, 27 F A F LU T TACACS+
=R ERNICHEDCTHZ L ixTE A,

VY —I)LNTY B TOO—AIL1—HF—045 4 DR

StarOS = —W—ZAFl 5 L&D F 2 V7 4 FHEL, TOa—W—nary—rzaEHL
TRIAT 50, FRIEVIYRERZEHRA L Cr A T2 0EEECTEET, /n— b
a7 4Falb—3 a3y E— KO local-user username =2~ > R [ noconsole|novty ] ¥ — 7 —
NZznoot7ya vz R—KLTWET,
configure

local-user username <username> [ noconsole | novty ]

exit
noconsole ¥ —U— R&ZFFET H L, 2—P—Zar YV —R—hia s T&p{R0ZE
T, novty ¥—TU— R&EFEETHE, =2—P—|LSSH £/zld telnet By v a &L Tr A
YTCERLRDET, ELLDF—U—FbIEESNLTWRWEEIE, 2 Y —/ & VTY [
BROW ST ~DT 78 AT S E 7,

27LEE I}



B rar—zo1—¥—0ary—L7sez08R

X

noconsole ¥ — 7 — RE/zidnovty¥—U — ROFEHIX, HrLnve—hla—HF—F—ZX—2
X TORYFR—FZNTWET, updatelocal-user database # 1T L TWRWEAIEX, Zh
HDOX—T— REFNTT HANIFATT HXLERH Y £, £ 95 L2V E& | noconsoleF— T —
K& novty ¥ —7— Rigr—ra—HF—F =2 X—R I RfFSNFEHA, VAT AOFEH)
%b, TRXTO2—F—=Nar Y — L VIYEFRICT 7 EATEET, FHICONTE, =—
NPT —ZR—=ZADFFEX T T L—F (19 3—=) 2B LTLLEEN,

EE

Zoaw NI, = THERAEIN TWAET = RXR=ZAMERTE W=, EETE5E

v RIZIFEH S EE A

AAAR—ZRDA—HF—DaA2V—ILT U ZADHIRE

AAAR—AQa—W—F, EE, VIYE#Z L Tr A LES, 2L, —foz—§—
Fa Y= VBT T 7B AT L K0 ICHIRT A2 b TEES, m—ALa—HF—F—
AR—=2ZEA LRWES (ERITMEHETE L EL RZ2FITLTVWDAES) 13, o AAAR—
ADZ—PF—ZON Ty V= VERR~OT 7 2 A ZHIRT 52 & TCINEITHI LERH Y
T4, I Y= VERRIT 7 B A TERWNTRTO LV OFEHE 2 —3 —(12% L T hoconsole
F—U— AN LET,

noconsole¥—"U— Ri%. RIZF-T a2y TFFAPar74Xalb—3YagrF—RKRavy NCf#E
HTx%E9,

configure
context <ctx name>
administrator <username> { encrypted | nopassword | password } noconsole

config-administrator <username> { encrypted | nopassword | password }
noconsole

inspector <username> { encrypted | nopassword | password } noconsole

operator <username> { encrypted | nopassword | password } noconsole

exit

noconsolex— U — R&EIEETH L. 2V —ER~AOZ—F —T7 7 ZARMHH2 0 F97,

7 7 /v b TliE, noconsolelZAZNI /2> TV 7z, T _THDAAAR—AD2—H —3 2
VY= VERICT VA TEET,

| &

EE |ocal-user allow-aaa-authentication noconsole =~ > RWMELEENFT, ZOHEE, 3T

AAA R— 2D —WF—nNa L —LEFRICT 7 B A TEEH A,

B o Rx7LoEE
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grrzorz [

1Y =1 S =

S TE X B DA
Exec &— R ® show configuration =~ > F&fEH LT, FRRES D40 HE(C B U 72 28 5 % fifgad
TEET, RELFZRTFE L=, show configuration | grep noconsole 35 J Uf show configuration
lgrepnovty 1T LET, ZnbDa~wy ROHNIZE, FTLETRTOEFEIRSINE
T

~ ~ =L

VX=X —DEE
Yy —UR—iE, VAT AZLICRETAUERHY T, ZOF L, LT (Fal—
vary 77 ANMIH L ALS NI NAY — REE 5T 572Dl s x4,

ME

VX =R —lI, RET 7 A NVHNORE AL SN RAT — RER S LB L OME BT 572D fF
HEnEd, 220U L0y =3 BRI vy — 3 F—ETHREINTVWDHE, Bk
NMAT—RiE, ALy y—vF—flizdmaIrv vy —vonFNnTEETEET, T
O, FFEOY v — XX, BT vy —F—ETH A LEINTA T — RIEBSTEE
A,

V=X —ld, VA NMURGEIN, BRET 7 ANVHNOBEET — & (NRAT — ROFE 72
L) BRETHEODYAZ—F—L L THHEND Yy — Y ID ZERT A0 H SN
i‘j‘o

Ty — DT —F—D SHA256 Ny > =2 T3, Vv —F—i,. CLI a2~y FE7-IX
IAv 7 8y b7y T4 = ReH L Ta—P—RRETEET, Yy —VIDRFEL
BRWEA, vy —YID 24K T 5 —h/V MAC 7 RL A& L £,

a—YP =3I/ A v By T v T4V —FEFRIICLLa~ > REFEHLT, vy —F—
EHRICERETDNENRH Y £F, FREINTWRNWEESE, e—BT/LMAC T KL A& H
LTCHT 74V bOYy—V IDITERENEFFA, VY —vF— (DFV, Yy —VID) N
WA, ET — XTI SNTZRE T 7 A VIZIEFREINET A, Yy —V DT, 22—
P—MAN LT v —3F—B L3231 OB =2 7 22EHIC & % SHA256 v 3 = (base36
BT B4k) T, ZHCEY, F—tX=2 VT4 2G50y y—rF—Lvr—v
IDZ1E32 %4 b= b =2 fER I ET,

Yy =V ID ZEATE WG, RET 7 A NVANORE T — 2 O 5L L 1B I 3KEE L £
/Vo
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B sooo—x—omonss

LSy —F—DEDEERTE

CLila<w> K

| o

EE chassskeyvalue =~ [ & chassiskeycheck 2~ > RNFETTELD1E, ©Fa U T 4 EHE
MERR & Ff D —HF — DI TY,

HLW Y —F—% AT 5I21E. Exec T— KD chassiskey valuekey string =~ > K% fiff
ﬁHLi‘g‘O

key_string 1%, 1~ 16 LFORETLFHITT, v —rF—(I, NAT—=FD L) IT—FH
Bt S/l E LTRIFENE T, 207, vy —vF—DER T L—rT7F A MEX
TRIAINDHZEIEHY EHA,

Exec “&— R ® chassiskeycheck key_string =~ > X, AJ) L7z key_string 12323\ CT—H R D
b sz —EEER LET, RSN S EX—DfEIX. DENCAI LIz y—v
F—EOR LNz —fE L i InE T, e lbINER KT &, < NIEY
L. F—F=vZIZAKLET, HEBICKRKRLESAIE, F—F v 78RR L2 L 2RT
A=V NMERENET, 774V DTy —F— (MACT FLR) BBUEEH ST
WAHGE, T DV v — VRN, ZOF—F = v ZIFHEICKIR LT,

BEDOY v —VRE LY Y — v F—la G LT DE0E D D EERT 5121E, chassskeycheck
avy RefHLET,

| o

EE PFOV Y —YID 7 7 A VHBIFELIRWEA, chassiskeycheck =1~ o RIFIEFRIT/AR D &
R

MO\ T, [Command Line Interface Reference] @ [Exec Mode Commands] D % &R
LTL7EEN,

VX —vIDIE, KV EERTVITIRXLEHFHLT, Yry—rF—noERINET, R
LLTELND 4 XFDOy—1IDIE. U7 7 A MR IESNET,

=V ID 77 ANABRTTIHFEL TS Uy — v Tlt, b EEINETA, 2L, M
FOERH — Ry —VID 77 ANADB L Roloh, BEFEOTRTORET 7 A Vi
TR0 FET, TOMEEFRLH LNy —F—F AN LTH, ¥ — ID OAERKIZITH L
WHIEBNMER SN TS 720, REITMERE L EE A,

A\

AR OBLWVWI Yy —UF—ARELHE. Ve — FEBBETOMICREERGFET DUNERDH Y 7,
TBREDHER L RTF) OEZZRLTIIZEN,
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D499 vy bTvT D4 HF—F .

D499 vy Ty T o4 —FK

V¥ —VID 7 7 ANDBHFELBWEGEE, 7A v 7 By Ty U4 =KLy, 2—%—
v —oF =2 ANTEEICKROEZTa T IRERENET, Vv —F—DANEN
TWARWEE, T 74V E0 vy —Y IDITAEKREINETA,

IJA T vy vT v 74— REFEITTHIZIE, Exece T— FD setup 2~ > REFEITLF
7

[locallhost name# setup
1. Do you wish to continue with the Quick Setup Wizard[yes/no]: ¥
. Enable basic configuration[yes/no]: ¥

2
3. Change chassis key value[yes/nol]: ¥y
4. New chassis key value: key string

FSCO7JUvy I DBEH) Y FOERIE

TI7ANVETIE, AA v TF 777V v 7N TRERBOWESINTZ7 77V v 7137 > B
NRELTESA, 777 Vw7 A=Y h—FREaF@TV ey L7777 Vv 2% 00
NUTBHEMENRHD 7,

WRIZZBOWERES N7 77 ) v 7 M3y PR SN SEIC, BEIZE ETFSC O
HEIU Y hE2EMNCTDHZENTEET,

Jua—)b ary7 4 ¥alb—3 g FT— KO fabric fsc-auto-recover =1~ > Fid, @722 %0
SNz 7 77V v 7y e Lz &2, HEYFSC VY haBERhE 713
iz LE9,

WOa~vy Ro—r 2%, ZOBRBEAENILET,

configure

fabric fsc-auto-recovery { disable | enable } [ max-attempts [
number attempts | unlimited ] ]

end

max-attempts [ number_attempts | unlimited ] (%, StarOS 734 FSC @V & v F &34 T73 S A%k %

1~99 DB E /- ITERIBTIEELET FESCHRV Y hENDZETELLERA) . T 74
)V EDORBREIX 1 BT,

| &

EE

i—a—o

ZOMREEENCT AT, R/ e—rL a7 4 X a b— 3 v E— RO fabricegress
drop-threshold =2~ > F&EN LT, 777V w7 HA Ry 7 LEVEEZRET DLERH Y
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



