Web 77 O L U H—T =4 ADFEHGE

COETIHE.IATY VAT AN, ZAOREIHHATEDLWeb 77 0Y AL X —T = A AZHONT
FEA L £,

Web 77 0 A X =T 2 AZNZ.TIA T VAT AL ZADOREDODER, 77— T D
Ty T L—R.BIOXY NT—7 FOMOERT AL ADE=F LREIHEHT2EH
NR—UREENET,

TAXY VAT INAAD Web 77 UY A % —7 <A AL, Microsoft Internet Explorer /3— " 2
> 9.0 3 X O Morzilla Firefox /S— 3 v 17 L 5E2RICHBEMERH D £,

TAYLATNAADREIZCLIE Web 77 0W 4 X —T A4 AW G EHEHT D &%
BT TSV CLIZMEHALTYA YL A TS, AEHRELIZHEE Web 77 U (X —
Tz A ATIIRENE LS ERINBZWGEDRZHDVET, LU ELSERINZWVWEET
HBbIATYLA TN RATIELLBREINTNDZ ENHY 9,

DT Web 7530 U F—T A REMHEHRTDHHE

AT v/ 1
AT T 2

TAXYVATNRAADIPT RLVAZEHA LT BV AT LAESHRLET IPT KL AEZUA Y
VA TFARARZED Y THHER T 7 BA RS b~ou s v s v a (433D %
ZHLTLIEE VW, Web 7T U A X —T = A ZOMHAZBRET 5 FIEIZ KO EEBY TT,

TIUYEEHLET,

T RUVANR=ZIALAVLATNAADIP T KL A% AJ)L Enter ¥ —% L ET,
[Summary Status] “X— U BERRINET,
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B2E Web 773U F AL E—TxA ADBAFE |

WM webh 7S UF AL Z—T 2 A ADEBE_R—JDERFIE

Web 77 O LA U H—T =24 ZADBFEBRXR—U ORI
ik

VAT NEBR— U TOREHFROERERFIIX, —BEEOH D FIENEH I TOET,
R=YDOEFHICHD T =2 ary R=FH LT AA Y A=a—DF T a U EBINTE
FIT  R=VOLEMIZHLFES v ar XR=03H0FET, 2T YT Ama—FF S~ T
DA LET, A= g v R= I OE L= ~BET AEAICHEA L RET 2
ar AL IREDEFT AL Ty oA T EECHEHLET,

(#H) Web 77 7UHD [Backl R¥ > %27V v 7 FTHLEAON—VICREY TR EENRITRESN
RN EICEELTLSEE W, [Cancel] 27V v 7§25 L N—=YTITo BRI T RTHF v
TAEN R=VOBEI TR EEA LTI [Applyl 27 VU v 7 LB TEAE SR
9,

211X Web 77 0% A L F—T 2 ZADF—L X—TFRLTHET,

& 2-1 Web 75 W 4 > & —T x4 XDF—L5 ~N—3

Saye Configuration ~ Ping  Logout

SOCIATION  WIRELESS  SECURITY  SERVICES  MANAGEMENT SOFTWARE — EVENT LOG

RIS alvaln
Summary cisco Cisco Aironet 2600 Series Access Point o =
b Easy Setup
Hostname ap ap upfime is 4 minutes

Association

Clients: 0 | clients: 0

Network Identity

IP Address 17231255104

IPv6 Address FES0::462B3FF FEQAB38F

MAG Address 442b.03%a 3331

Network

Interface MAC Address Transmission Rate

ft GigabitEthernet 442b.0392 8881 1Gbps

¥ Radion-602.11N24EH 3cce.7312.080 Mes Index 23

'Radiﬂ14}D2 11N5GHz 3cce 7318.08d0 Mcs Index 23

Event Log

Time Severity Description

Apr2 07:42:51.003 Warning Full power - NEGOTIATED inline power source

Apr2 07:42:47.103 #information Interface BVI1 assigned DHCP address 172.31.255 104, mask 255 255 255.0,
hostname ap

Apr 2 07:42:35.999 #Notification Line pretocol en Interface GigabiiEthemetd, changed state io up

Apr2 07:42:38.675 Error Process DPAAINIT top-level routine exted

Apr2 07:42:38.675 $Critical HW crypto FIPS selftestpassed

Apr207:42:37.023 #Notification Line protocol on Interface Dot11Radio1, changed state to down

Apr2 07:42:37.023 #Notification Line protocol on Interface Dotf 1Radio0, changed state to down

Apr2 07:42:37.015 #Notification Line protocol on Interface B\I1, changed state o up §

Apr2 074236619 #Notification Line protocol on Interface GigabitEthemetD, changed state to down H
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| 2% Web 77UV A2 —T = RADERAFSE

Web 75 OH A v B —T =2 A ADEER—VOEELE N

T ay RNE L OERFE

F 21 X VEEASN—VICEREINDEX=T VI ERF O~ EE R L TVET,

F 2-1 BEN—2pR s b Vs

REIY D B!

FEHF— g Vs

Home UAYLVATNRARNIT V2 — N ENTERT NA A0, A —V

oy hBIOEHR A L X —T 2 f ADAT—H A FTTOTA VYL AT
NAZADIEINY A FERT UL Y LVA TN, ADAT —H A R_R—

FFRRLET,

Easy Setup VAT AL IP T RUVA R R o MU — 7 TORE 7 EOFEARN) 7253%
TE%1T 9 [Express Setup] X— V2R R LET,

Network WIRIAN DA VT TANT I F ¥ TAALAADY A MERRLET. T
TJHEARAV N A E—T 2 AR ELS—V Ry b)) OFRETT A
—a—NHY FI,

Association B4 LAN FOFTRTOTFNA ZADT AT AL Fy NI —7 TOHEE,
BLOBE7 74T NoBEEMEEZRT YA NERRLET,

Wireless MR AAL  P—ERADEEL T NNA ADEKZF/RL WDS OFE
R=T~DY 7 R LET,

Security X2 VT A REOENER R L X2V T A REN—V~DY 7
FHORLET,

Services WL DONDIEERRT N ZEFED AT — X A & FoR L, Telnet/SSH, CDP,

RAA Y =L =37 4 L H QoS.SNMP,SNTP, ¥ L T VLAN @
REN—V~DY 7 R LET,

Management BEOT AN 2—=HFDOIVRANERRL FTA N 2—FOREX—TVE
X O Web 3RFFS—~D Y v 7 2R LET,
Software HEALT NA A TCHFETENTNWA Ty — AT =T DNRA—V 3 L RKEEHE

R 77— AT x2T 2T v 77— RBLOEHT B2 0DREL—
VDY 7 ERLET,

Event Log T NA ADA R s v BRKRL, N Ty FICEDDA R FOR
R AR NOERVADVORE BN FTIEOKEZIT O XK EN— T~
DY I ERLET,

RET 7 avy RE v

Apply ZON—VIIMATZERTERGF L RV EZOFERRLET,
Refresh NR=VICRREND AT —Z ZERE- T2 FTLET,
Cancel FEOR—VIIMATEETEFEEL RX—VEZOFEFERRILET,
Back ZDNR—VICMATCEREZRERE L EAIOS—VICRD £77,
Logout AP BT RGFETICAPRE Web A LV F—T oA A&#& T LET,
ping IPv4 £721X IPv6 7 R L A~®D ping ZFEITL £,

Save Configuration AP OBAEDRTE S NVRAM IZI-FE L £,
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B2E Web 773U F AL E—TxA ADBAFE |

B %4475y FRIBAORHO HTTPS DAL

AF17 4 —I)v KOILFHIFE

Web 7T A L B —T 2 A ZADANIT 4 — IV RCRDOLFELRFEHTHZ LITTEERA D
DHIFRIX. CiscoIOS V7 " =2 T ZHHT AT 72 RA v bOT_NTCICEPEInET,

\+|—JI_

27
KERDANR—2

BT T OFRIADTZHO HTTPS DAL

HTTPS Z N T 52T T 7 BARA L RO Web 77U A4 —T A XL DiEEL
7% CX ¥ 9, HTTPS (X, Secure Socket Layer (SSL) 7' &2 h 2 /L& fEH L CHTTP 7 7 V¥ & v
Varuiri#gE L ET,

() HTTPS ZH%IC ?‘Z)& TR ELT IR R RA L OB ERS D ATREERH D T,
PR ER SN2 S AL 7 7 VDT RUAATIHA v 7 2D URL % [http://ip_address | >
[https://ip_address | | WEL TIREARA L MIHRe A LET,

() HTTPS #ANZ LT HE . KEHSDT T YT i Fully Qualified Domain Name (FQDN; 5& 4 {& fiff
RAAL ) BFRI2 2 WT N, A BT BN ARBERDD v 7 IRERENET,
BERDLT B T IRBRRREINLRNEDICT DX ROFIEOFRBAIZE> T .7 78R R
A > @ FQDN % {ERk L £,

FQDN % 1Efk L .HTTPS #HZNZT 2 FIAIL. KD EBY TT,

27y S 1 TIUYV TRy T T v Tuvx 7 V7 o272 FHALTCWEERII RNy T v 7
7y THEE A NI L ET,

ZF v/ 2 [Easy Setup] > [Network Configuration] % 38R L %9,
Network Configuration] ~X— Y NERINET,
25 w7 3 [HostName] 7 4 —/L RIZT 7B A RA 2 bOLRIEZ AT L [Applyl 27 UV v 7 LET,

Services: DNS - Domain Name Service] X— B FERENE T,
A5 w7 5 [Domain Name System (DNS)] 7 «+ —/L R C,[Enable] 7' > a > RA¥ %27 ) v 7 LET,
25 v/ 6 [Domain Name] 7 4 —/V RIZ . 2D KA AL &2 AT LET,

25 w7 7 [Name Server IPv4/IPv6 Addresses] 7 4 —/L KIZ.DNS " — D IP 7 FL 2% 1 DU EASL
e

257w 8 [Applyl 7 Vv 7 LET,

77 EARA L RO FQDN I, VAT L4 L F‘)‘/I’/%%?n’*ﬂ?}/\i’)ﬂ‘t%@fﬁ_ Pl - S
AT B DN ap3600, B A A 205 company.com D36 . FQDN 1% ap3600.company.com T,

[
[
[
25w 4 [Services] > [DNS] ~<— U & ER L £7,
[
[
[
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| 2% Web 77UV A2 —T = RADERAFSE

AT 9T 9

BERT S UFFIAOEHD HTTPS nE% Y B

DNS #—/3® FQDN # A1 L E£7,

e b

AT w7 10

A7 v/ 11

A7 o7 12

AT v, 13

AT7 7 14

AT w7 15

AT vl 16

A7 o7 17
277 18

AT w7 19

AT 97 20

DNS #— B2 WHAIE. XA T2 v 7 DNS =t R &AL TT 7 A KA hd FQDN
ERGFCTEET A H =Xy b TES 73 > 2 DNS ZFsk L AED DNS —t 2% Bl
TLTEEW,

[Services] > [HTTP] % 3&R L £,
[Services: HTTP - Web Server] X— Y RN FRINE T,

[Web-based Configuration Management] 7 - ~—/L R C, [Enable Secure (HTTPS) Browsing] & = v 7
Ry I A%F AT LET,

[Domain Name] 7 f —/V RIZ KA A %% A1 L [Applyl &7 U v 7 LET,
~

(%) HTTPS ZH#hZT 5 & HEIRYIZ HTTP 2272 0 £ 3, HTTPS WA S -tk aE
T HTTP 7 7 & A % #EFF9 % 1Z1%. [Enable Secure (HTTPS) Browsing] = v 7 R v 7 A
% 2412 L CTHh 5 [Enable Standard (HTTP) Browsing] = v 7 R v 7 A& A4 I L E
T AZYE HTTP & HTTPS O 2 H I TEET N . WITNN—HDOREENNITHZ
EERHEREL £,

B — UNFERSN UEIZT 7B R B FOBRICE X 27 HTTP M S5 =
ENBRZAONET BERA Y E—VIE hitps ZZTH LW URL bERRINET, 77 R KA
Y NEBRT DI 2O URL AT 208N H Y £7,

BERA Y-V Ry ZATIOK] 227U v 7 LET,
TITIVDOT KL AANNAR Y 7 ZADT KL AN, htp://<ip-address> 7> hitps://<ip-address>
WCEFESNET,

BIDEELE X T — U INBRIN. T IV A RAL L b2V T 4 GEAEN (G TX 2L
WL TRITENTZ DO TIEHERNWI ENfmAbNET L, Z0EE X v —VI3EH T
F 7, [Continue to this Website (not recommended)] 27 UV v 7 L7,

~

(#) RO FNETIX, Microsoft Internet Explorer ZfHH L T4 Z & Zfifg s LTWET, £ 9
TRWEAIZ BCBAGHEZEH L7z Web 1 h~D 7 7 & 2 FEOFEBIZ OV
T.CHHO TS 0FD~v=a T L EBRL TS0,

TIRARL L RDORTA L U g U RUBRRENET, T 7R RA 2 MIFRRZ A L
FT.7 74N FO2—HFHIX Cisco(KLF/NLFEXB) .7 7 4V kDA T — RiX Cisco
(RILF/INCF & KB T,

TIEARA L FDOEX=2 U T iEHEEZRRT AI121X. 7 KL R 23—00 [Certificate error] 7
Aarxz7 )y LET,

[View Certificate] 7 UV v 7 L£7,

[Certificate] 7 - > K 7 C, [Install Certificate] 27 V v 7 L £,

Microsoft Windows DFFBHED A R —k 7 4P — FRERINE T,

[Next] 27 Vv 27 LET,
WIZF R SN HE I CIX GEAZEEZRE T DL 2R INE T, VAT ADT 7 4V h OLRE
TEI AT Z LA HELE L £9,

[Next] 27 U w27 LT 74/ s OB AZEBLET,
N TUERICIEHAENA VR— SN ET,
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B %4475y FRIBAORHO HTTPS DAL

AT o7 21

AT o7 22

AT v, 23

CLI O &

[Finish] %7 UV v 7 L¥ 7,
X2 VT 4 BERRRINET,

[Yes] 27 Vv 7 LET,
AVAR—NANKRALIEZZ EEZTRTAvE—V Ry I ARKRRINET,

[OK]| &2 U w7 LET,

WOHNL 224775 TFFIH O =0 HTTPS OB bt 7 3 a v 2-4 =) IZiR#En
FIELEFEUEEETSHCLIa~ >y RERLTWVWET,

AP# configure terminal

AP (config)# hostname ap3600

AP (config)# ip domain name company.com
AP (config)# ip name-server 10.91.107.18
AP (config)# ip http secure-server

AP (config) #

end

ZOFITIE. T 7 BARA Y FOVAT BAIT ap3600, R A A 2 441% company.com,DNS H—/3
DIP 7 K1 A% 1091.107.18 T,

ZOFTHHASH TS a<y ROFEMIOWTIE, Y U — 2 12.4 D[ Cisco I0S Commands
Master List]Z 2 L T ZE3W KDV 7 27 Vw7 3L av ROTAZ— U A NaH
MTxE9,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124mindx/124htnml.htm

HTTPS FEFAZEDHIER

A7y 1
ATy 2
AT w7 3
AT w7 4

HTTPS Z AN T2 & . 7 78R KRA v MIGEHELZBEIMICAR L E4, 7272 L. HTTPS %
BN L% TT 78 A RA 2 FNOREESR KA A 4 (FQDN) #2485 L7- VY .FQDN % B/
L0 T AMNERE LSS GEREOHIRAMLEIZRAZ X0 £, FIEIXKD BV
"C\‘j‘o

[Services: HTTP Web Server] X—Y % £ L £,

[Enable Secure (HTTPS) Browsing] = v 7 /R v 7 A% 4 7|2 L HTTPS Z# Mhic L £7,
[Delete Partial SSL certificate] 27 UV v 7 L CiEBEZHIR L 97,

[

Applyl #7 U 7 LET. 7T 7 EA RA L MEH LV FQDN A L CTHr L WGER 34 £ Ak
LET,
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| 2% Web 77UV A2 —T = RADERAFSE

54y a—F 4 koER N

HTTPS iEBAEZHIBRT 5 CLI 2~ F

Jua—nR)aryZ 4 ¥al—ayET—RTIEKROa~y N&EH L THTTPS REAE 2 H|

L £,
a<wy K EL:D]
A7 <7 1 |no ip http secure-server HTTPS # M LE T,

A7 w7 2 |crypto key zeroize rsa name-of-rsa-key

HTTP #— "D RSA F—ZHIE L E1, &
HIZHIBREN DX —%2HA L CRITESNT
JL—Z GERE (HTTPS GEHE) &3 THIBR
SnET,

FvIA v a—Y HA ROEH

Web 77 UH A LB —T 2 A AT HK—LX=VDEHIZHL~NT TAarms )y 7T5
ELZDOHA RDA T A 73— 3 > ([Cisco 10S Configuration Guide for Autonomous Cisco
Aironet Access Points) IZ7 7 B ATEET WA N2 F 74 0 TRRTHZ & . PDF /N —
TaroiA REX L a—RLTHE 774 0TI L TCEET AT TAR
FEGICEFT SN 2D B DOFRE AFTEET,

Web 75 UW 4 X —T = A4 2ADEFUL,

Web 7T UY A H—T x4 ADMFHE T TPk 5120, [Services: HTTP-Web Server] ~2—
T [Disable Web-Based Management] = > 7 R 7 A% A2 L [Applyl 27 U v 7 LET,

Web 7T A L B —T 2 A ZAEHBOHENITHITIZ.T7EA RAL L D CLI TRD YV 12—
N ary7 4 X¥alb—varyavwy REAHLET,

ap (config)# ip http server
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W Web 75U A2 F—T oA ADEDHL
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
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