TI7RA RS NOER

TOETIE. IA T LA TFTAAL ADEEFEIZHOWTHALET,

MODE 7~ % > DLl

a Y —)LR— "NEEE LT 7 A KA O MODE 7R % > 3. [no] boot mode-button 7' =7 — /3
NarZ4FXal—varyavy RCEHZTEET, Zoavr RefEfT+25 & AU —RiZX
BY BN EEHE MERBORNWZ—YFRT 7B XA RA L O CLIIZT 7 EBATERNWE I LET,

%>

Z0avwy RE NRAY—=RIZED VAN EZEHNCLET . ZDavy REAN L% 77
T A KRA Y NOFHEEXEC E— RONRAT—REHALTLEI E T 7R KRA L hdD CLI
27 7 A LETIZIE, 3 A 2D Technical Assistance Center (TAC) IZHEF&ET A MLERNH Y 9,

MODE R & 135 7 # /) b THMNTEE SN TWET, FitE EXEC E— K06 RO FNEIZHE -
TT V7 EBARALL RO MODE RZ v EHHEHZLET,

aw v R HEY
27 v7 1 configure terminal Jua—nN)L ar7 4o Xal—ary F— REPHBELET,
A7 v7 2 no boot mode-button T VA KA L D MODE R¥ U EBEHIZLET,
27 v7 3 end () ZORTEIEFRFTHILELIDY EHA,

MODE R & v DAT —H A% F = v 7§ HIZIL FiE EXEC E— K7)>5 show boot % 7213 show
boot mode-button =1~ > K& (T L £, REDEITRITIE, AT — X ANRFRINFEH A, show
boot & show boot mode-button =~ > K& 5ET9 5 & BERD L 5 RISENEREINET,

ap#show boot

BOOT path-list: flash:/ap3g2-k9w7-mx.152-4.JA1/ap3g2-k9w7-mx.152-4.JAl
Config file: flash:/config. txt

Private Config file: flash:/private-config

Enable Break: ves

Manual Boot: no

Enable IOS Break: no

HELPER path-list:
NVRAM/Config file

buffer size: 32768
Mode Button: on
Radio Core TFTP:

ap#
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W 7/%2RA2 F~DRET 7 ERDBIE

~

(&) FFHEEXEC DNXAT— RPRbhro T, Z7ae— b a7 4 Fab—3v a3 a< > Kboot
mode-button % {# ] L T .MODE A% > Z W EE{EICEIH T £7,

TIERARAY PADARIET 722D 1E

RO RN =N T A VLR TN, ZAOFELXET LY HEFRERRLIZVTH50%
BN TEET EBFIT. XY NI EHENLTA YL R TN, ANDT 78R EFHH
L.a—hl 2y hT—INOKRERIZT—7 2T — a3 o+ 5a—FoT7 7 &2
IR L E 9,

TAYXVATNAANDRIERT 72 AZ IR RONWTNLDEF =2 U T 4 HEZRT
LTL &,

o UAFXLATNRAATO—NNVIRFEINDZ—FL ENRXAT— ROMAE DY, Z DO
HEDRHIZE ST KE2—FIELTVA VLA TARAL AT 7 AT RN S NE T, £
T2 FEEDFHE L~V (FE A B 73 F AR /EZIAR) Z—P 4 L RAT— RO
FNEFNORAEOEICHE TCE T, MOV TR 22—/ L XA T — DT D%
ElE7 v ar(5-6 =)L TLEIN, T 74V sO2—HL4X Cisco. T 7 4V
FDORA T — RiX Cisco T, 22—V L4 L RAT— RTIE KU FEL/NILFERE S E T,

S

() TAB. 2. $.+. BLO[ XA T — FITIRER R L TT,

e RADIUS £721X TACACS+ £ F =2 U T 4 V—"DF —F X— 2 TEPTRIRFE SN2 —
P4 L XA T — ROMBEDOE, ZEMCHOWTIX. [RADIUS ICL AT 7B A RA v b ~D
TR ADOHIE I E 7 v a s (5-11 X—=P)BLOITACACS+ I L BT 7B A RA v h~D
TR ADEIE T 7 v a (516 =) BB LT EE,

KHE EXEC o~ > RA~DT 7 & XADIRE

F v NI =7 THROT 7 A 2> ha— V&1T ) fEHER B NAT — R L CHER
LRV BB Y CHZ LTI NRAT—=NRE#EIC LT Ry N2 - ExRy hU—7 T
AANDT 7 ABRHBENET HHEL VT 22— REXy NT—7 TARAL R Za s AL
TFHRICERITCEDa~vr ReEEHLET,

(B ZoHETHEMIhD 3~y PO EMEHIFEDOFMIZOWTIE, Y U — A 12.3 O Cisco 10§
Security Command Referencela 2 L T Z 30,

COETIZ. 274 Fal—ary 77 A )VERMEEXEC 2~y R~D7 7 & 2 &2 HiHT 5
FIEIZOWTHHALET  ARIZKDO LB TT,

o T 74N MDO/SRAT— RELUMER L ~)LERE (5-3 X—)

o ABTF 49T A F—T ) NRAT— FOREET-IILE (53 ~—2)

o WRLICE DA F—TABIVA F—T N v =2 Ly b SR T— FOIRGH (54 <=
o A—HWHLNRAT—=ROXT DFRIE(5-6 ~—)

o BEDFFHE L~V DRRGE (5-7 R—2)
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BHEEXEC 2=~ F~DT 7 e xR M

T 7AW EDNRAT— FBIUHER L ~LVERE

F51C.T7FNVIFDONRAT—=REBIUOHMHERLLVETEEZ R~ LET,

#5-1 F TN P DN T — B I VIR L~ gE

Hshe T 7NV MRE

=L ENAT— F 7 F )V NO2—HE1E Cisco. T 7 AV K D/XA T — KX Cisco T4,

A R —=T )N RAT— B LOHRERL ~L T 7 )V DR AT — KX Cisco T T 7 4V ML ~UL 15 TT
(Br¥E EXEC L~L) SAT—RNiZavr 7 4 Xal—ary 774
LTRSS N ET,

A3 —TN—0 Ly b XRT—KRBIWRN |TT74V DA R —T )V XA T — KL Cisco TT .7 74V Il

MERR L ~L AL 15 T (BiE EXEC L-UL) 28 A T — RIS EN T 5
a7 4 FKal—Tay TrANCEZIAENET,

B S AT — | F 7 4 DR AYT — R Cisco T NATV—Riiar 7 ¥
L—yay 774 VTHREE{LENE T,

ABTF A4 9T AR —T NIRRT — ROBEEIILE

A F—T ) IRAT — RIL FiHE EXEC T — F~DO7 7 v A& L £,

) ur— L ar7 Xzl —3 32 2< 2 K noenable password (X, r—7 /L /NAT— K%
HIERLET N . Zoa~xy REEHT 55813 0 REENLETT A X —T /N RATU— %
HIBR 4% & EXEC E— F2vbry /70 hShET,

ABT 4T AF =TI RAT— RERTEEZIIEF T HI120E. 55 EXEC £ — N TRDOFE
BEITLET,
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W BEEXEC =< F~DT 7 ADRE

a<w R

HE

A7 w7 1 configure terminal

Jua—r\ ar 7 4 ¥al— gy ET— REBBLET,

A7 w7 2 enable password password

b EXEC E— RO T 7B AT HLWART — REEFH
TAHENBEGFONRAT— REEFLET,

T 7 A NIRRT — KX Cisco TT,

password \Z1%,1 ~ 25 LFDOFERFDOA N U T HIBELET,
ANV T EHTTHO D ZEIETEEE A RUFL/NTE
BERPILAR—=ZAZEHTEETN, BITAL—RTEHEAI N
FT AU RIZEMF D2 EDDH N TEET, 20
BIINAT — REAERT 5 & & % %2 A3 2RI Crl
F—ZWHLIERETV I 2L TN, s 21X A
U — R abc?123 ZERT 25 81X RO L ST AT LET,

1. abe Z A LET,
2. Ctrl+V Z AT LFET,
3. N23AEATILET,

A X =T NAT— RO AN ZRD L= & 0T B O]
TCtl ¥ —VIF—ZHINEIHY FHEANAT—K T
=7 CHHIC abe?123 E AT LET,

() TAB.2.$.+ . BLO[ 1L, /SR T — RIZIZHERN L7 T,

A7 w7 3 end

b EXEC B— RICEY £,

A7 w7 4 show running-config

ATNEZ B L ET,

A7 v7 5 copy running-config startup-config

EE)arv 74Xzl —ary Z77ANVICHRERRIELE T,

A R =T N SR = REH LS T A XY LA T3, 20
IV T4 Fal—vay Ty AVTHELRD LN TEET,

WA A F—T IV ISAT — R % u2e3kdyS \CERT HH1 %7 LET, /AT — RIFRE S ST
BOT LV OT 7 ARG 2 HNET (REROFHE EXEC E— K 77 & R),

AP (config)# enable password llu2c3k4y5

L L DA R—=TNBLOAMR—=T N =7 by hNRRAT—FR

DiRH#

X2 VT4 LV EBIET D7D FFICR Yy N Y — 7 Z % 5 /3 A Y — X Trivial File
Transfer Protocol (TFTP; fii5 7 7 A NRIE T & h 2 L) b — NIRFEEN /A T — Riz2oWn
T. 77— a7 X a2 b—3 3 a2~ K enable password ¥ 721 enable secret % {i J]
TEET, A~ FOEREIELLEFEUTT, Z0avy RIZXD Sk AU —F
ZRXETE T, R EXEC £ — R (T 7 4 /L FaRE) £ IIFFEDOHER L ST 78 AT %
2—FH ORI = REANTILERNHY £7°,

K0 EELRRE ST LTY XAREH S S D T enable secret 7~ NA2fiH4 2% = & 2 HEdE

Lij—o

enable secret =~ > FZRE L72H4A. 2 D=2+ R enable password =~ > KL D LB S
NETRRIC2o0a~y REANIETE £ A,
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BHEEXEC 2=~ F~DT 7 e xR M

AF—TNEBELOAS X—T N =7 Ly b NAT— RIZE AL ZRE T D21, B EXEC
EF— R TKROFIEEZFEITLET,

avwv R H#Y

277 1 configure terminal Jua—nN)ar7 4 Xalb—vary ®— REG

L/ \i —g—o

A7 v 7 2 enable password [level level] {password | EHE EXEC E— RA~DT7T 7B ZAHIZ H LI SR T —
encryption-type encrypted-password} RETEFRT HND BEEONRRAT— RELEH L £,
F7T F70T
enable secret [level level] {password | =7 by b RRT— REERL FEAHK S X
encryption-type encrypted-password} PHEHL THRELET,

o (fEE)level IZHgE T H#HIZ 0~ 15 T, L
~YL | N EE O —Y EXEC E— FER T, 7
74V b LoULE 15 T (B5ME EXEC £ — R
R) .

o password \Z1E. 1 ~ 25 XFOEETDA MY v
THEWHELET AN VT ERFTHO DL Z
X TEEHAKRILFENLFEXBIL, A
N A B TE E T, AT AN R T IEAR
SNETT 74N FTEANRAT— RIERS
nER A,

o (fEE)encryption-type (21T . XA T 0 X AT 7
DO G2 FHTE £ WS bZ A 70 T, /8
AU — RS LS ER A SFbZ A 71T
IERNAT— KPS feSnET mhox A7
DIEEEND & /XA T — RLEFNINE 5k #
AT SICEBEINET, 2T A A DR
BT AT Y XATT,.

) WA TEZRELTIZIUT TF A KR

AU — K& AN LT A1E, B O%EHE EXEC
T— F&EBBTHZ LT TE EHA S
SN AT = KRR RbNIZHET. ED X
IR HFETHEET A Z LI TEEHA,

A7 w7 3 service password-encryption (EBE)RXAT—REERTDHEE FHIEIREEIR
FT5EEIC AT — RERSLLET,

BEb24T7595L a7 4 Fal—ary 77 AL
WT/RRA T — IR ATRER BRI /e 5 D & B

hTxEET,

A7 v7 4 end FiHE EXEC £— RIZE D £,

A7 w7 5 copy running-config startup-config EB)arv 74Xzl —ray 77 A NVICERTE LR
FLET,

AF—TNLBIOAL F—T N v—2 Ly h RAT— ROMFRERINTVAES 2 —F i
AF—TN =7 Ly N RNATU—RKEANTHSLELRDY £7,

K EDIMER LNV DRAT— RETERT DEE T level ¥—TU— REHHALET, LULVEREL
TRATV—=REHRELICOE FHEL VLT 7 ERATHUEOS D2 —PEIFIZ NAT— R
WL TLESWN, SEIERLULTT 7 AA[RER 2~ RERET 2555 13, privilege level

Cisco Aironet 7 7 £ 2 R4/ L b+ Ciscol0S Y 7ty =7 av 74 Fal—vary 4 F 1



WEE T/ ERABAL FOTHE |

W BEEXEC =< F~DT 7 ADRE

Jua—sr)L a7 4 FXalb—ayavwy REeHLET, IOV L, TEEORFHE L~
DOREI® 7 ar (57T X=V) 2L T IEE,

NAT — RO b2 A F—T W T DL 22— RAT — R GRREx— /AT — K A F—

TN awy R RAT— R ary— B LOMEEEKBFRSAT — R 8 T _XTONRRAT —
NiZ#EH s hET,

INRAT — K& L~UL & HIERd %215, no enable password [level level] £ 7-13no enable secret

[level level] 7 — )L T 4 X a2l — gy avwr REFEALET AU — KoRg5{kE

T 4 B—7VIZF 521X . no service password-encryption 72—/ 3L 27 4 F a2 L— g v
avy RefRLES,

WIZ MEFR L~ 2125 L CHE B /N A U — R $18FaD0$Xyti5SRkls3LoyxzS8 % ax i3 il %~ L
i TO

AP (config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

2 —PL L IRAT — RDRT OHRIE

A—PHENRAT = FOMAEDEEHRETEET, ZHT. VAV LR T AL ATr—=H LT
RfFSNFE T, 22— P4 &2 T — FOMAE DOEIL, lﬁlﬁit FA U F—=T A AZEID ST
DN BHL—FRNT ALY LA TNAL AT 7B AT HEEOFEFEIHE SIETHER L~V EZE
HLTWDLGEBIT 22— L NAT = ROZFRTITRE DR L~V % kST 2R B LU
MERRE L BICHEIVHTH I LB TEET,

2 —PH_R—ZADEIE AT LERET DL K HE EXEC T— FCTROFINEZFEITLET, 2
nqu/XTATi 1:[7/])/:1 "j_ﬁ% &/\XU‘—]\ﬁ)g;}zéﬂiﬁA

asvF HHY
A7 w7 1 configure terminal Jua—N) arZ4FXalb—varyET—ReBELET,
A7 w7 2 login local O A VO —H N RAT— R Fow T B F—TNIZL
FTRRAET AT v 72 THRESN 2 —FRAIZESEET,
A7 7 3 username name [privilege level] FZa—Poa—VL HERL~)L RAT—READLET,

{password encryption-type password} o name Tl . o—HFID % 1 U— FCHELET, 22 b

SURFHEIEN T& £ A,

o (ER)Ilevel ITIX. 7 7 B AMEZR G T2 —FITERET DHEIR
VALV ERELET HRETE H8PHIT0 ~ 15 T, L
IV 15 TIIFiHE EXEC E— R TOT 7 B ANAHE T, L
V1 TR 2=V EXECE— RTOT 7 ®RERD 9,

o encryption-type (1T FESL SN TRV ANAT — RRE% A
(2R BB 0 &2 W BL SN AT — FREASITHK &
LT ERELET,

o password \ZIX. VA VLR TNAZANT 78 AT H20DIC
2—FRANLARTNIER SR WA T — REEELET,
NAT—FIE 1~ 25 XLFT DAL AR—ZAZ M TE,
username 2~ 2 FOKEDOA 7T a v LTHRELET,

A7 v7 4 end ¥iHE EXEC T— RIZED £,
A7 w7 5 show running-config AR R LET,

A7 w7 6 copy running-config startup-config (FEE)ary74FXalb—ay 77 A IVCEREERRELE T,
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BHEEXEC 2=~ F~DT 7 e xR M

BE2—VO2—VL4HEET 4+ B—T7 /129 51212 . no username name 7 7 —/3)L 27 ¢
Xaol—tgyavwy ReEHLEST,

WA= R F 2yl &T =T ML /NAT— Rie L TOEER % fEEIZT 5 (213, no login
SArvary74X¥alb—Yayavry REERLET,

=PRI L R E L 1 ORETDIRLENDHY £T,F2. VAT L X T34 2125 LT Telnet
v a &< L 91T login local Zi%ET 2L E % Y £ 7. no username =< > KT —4
BT EANNTDHE TAXYLVATAL ANGB YT U RNSNDHZERHY E7,

HOWE. . TA v ar7 4 F¥alb—var a2~ Knologin ZfEH L T, Telnet TO—H4 D
WREZ NS5 2 L b TEET, ZDHE 22— PRIEZ1T D AP (21 27 A > L TH 5 enable
password (& 7= (X enable secret) =~ > K CHi#E EXEC L~V ZESGT H2MLERH Y £7, 20D
VL% Telnet 74 KL TCT 74NV R CHBT A2 b TEET  ZNICIE. a~v 2 F
privilege level 15 % {1 L £ 7,

no login =~ > K& privilege level 15 2~ ROWM G 2T 25 & (AP IZHRi T 59~ ToD
Telnet 7 7 A 72 MC AP WCH T D58 RLIFHET 7 B AREID A THNDL 2 LIZheh £,

ap(config)# line vty 0 4
ap(config-line)# no login
ap(config-line)# privilege level 15

BEEDOFHE L NIV DR TE

F 7 4L F TiX.Cisco I0S ¥ 7 7 = 7 IZid=—¥ EXEC £ — I‘k%f@ EXEC T— K& W)
DDAV —=R X2 VT4 DFE— KRB FT,%5EF— Nl &K 16 HORE I//\/Wﬁ)fbii
5w RERECTEET HEDONRNAT—-RERETHI & ;otD\:L~47L T —T BN E
DA<y R~DT VB ARAEHFATHIENTEET,

72z < Da—WF T clearline 2~ R~DT VB RAZHATHEE L~ 2DEF2 Y
?4’ 75_’$'J@ T LYL 2 D/RA T — R % JK#ELPH O o — WIS T & £ 97, £ 72, configure =~

FNODT?‘YZX%UBE:%%{K?%*EA 30X VT 4 2BV YT EDONRAT—R
ERONTZ2— A=A THZ b TEET,

COETEHREFTRERNET,
o I ROKHEL ~NLDORE (53-8 2—)
o MERL L ~Du A BT (5-9 =2—)
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W BEEXEC =< F~DT 7 ADRE

o< ROBHEL~IILDRE
a<y R E— ROMERLVVEFET DI 5 EXEC T— FCTROFIAEZFEITLE T,

a<w R HHY
27 w7 1 configure terminal Ja—nR)arZ 4 Xal—vary T— RE2RBELET,
AT v 2 privilege mode level level command vy ROMRLLVERELET,

e mode 2.7 m—s )L a7 4 X2l — 3 E— RO
A1 configure % .EXEC E— FDEA 1T exec &, A > X —
TR T 4 X2l —3 g F— FOHA T interface
E.IAy arZ4Xal—var ET— RKOEHAIL line &
ENENATILET,

o level \IZHRETX HHPAIZ 0~ 15 TT, L-UL 1 BiEF O
2 —H EXEC £ — RHERCTd, L~UL 15 %, enable /XA T —
FIZE o TR ESNDT 7 EX LLTT,

o command VX, T VB AEHIBLI-Wa~ s REHEELET,

27 w7 3 enable password level level password — |FE[R L ~NAZKHET DA F—T N RAT— REEELET,

o level \IZHRETE D&M 0~ 15 T, L-UL 1 2EF D
2— EXEC & — RHER T,

e password \Z1E. 1 ~ 25 LFOHRBTDA N VT HIBE L
FT AN T EBHFTHODLZ LIFTEER A, RLF
EINLFERR L AR—=REMHTEE TN T A—
ANFEHSNET, T 74V F T NATY— RZER S

FHEA,
()  TAB. S+ BLO[ 1T /SR T — RIZIT 72 05T,
A7 v7 4 end Kt EXEC £— RIZR Y £7°,
27 v 7 5 show running-config ASTTNEZHER L E4,
Ele BHIOa~<y RE N AT—RET 7R LYULDORE % RN
show privilege LET2HFHADOaA~ Y NI FELNVOREELFRLET,

A7 w7 6 copy running-config startup-config (FEE)ary74FXalb—ay 77 A IVCEEERRFELET,

av U REHHHERLIIIRET D EMINETOa~v L ROV 72y hThHDHa~vr R
TRTC ZOLYVIHESNE T, 72L& 2 iE . showiproute 2~ K& L~UL I5 IZHET D

& AABNC 72 B L ~UUIZERE LR W R Y show =~ K& showip 2~ > R b HEIICHHE L
LIS ICRESNE T,

FFED A~ RIZHOWT, T 7 4V b OMERIZER T 1Z1E, no privilege mode level level command 7
o— )L a7 4 FXFal—varyavr REFEHRLET,

configure 2~ REZMER L~V 14 ITREL. LUV 14 Da~vy REEATIHEEIC—FN)
AT H/NAT— R & LT SecretPswdl4d = EHET 5P %2R~ LET,

AP (config)# privilege exec level 14 configure
AP (config)# enable password level 14 SecretPswdl4
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[Easy Setup] D% & ||

RV ANV ~Da T A BIOKT

FBELEMHRL e A 45  EITEE LIEMER L~V A& T3 51013 84 EXEC & —
RTHROFIAZFITLET,
a2 R B

25 v 7 1 enable level BELEHERL VoA LET,

level \IZFEECTZ H&FHIZ0~ 15 TY,

A7 v7 2 disablelevel FRE LTCHER L~ T LET,

level IZIRETX 2%HIZ 0~ 15 TI,

[Easy Setup]

DEBTE

[Easy Setup] T 5 &, —DOO@EE TRy hT—7 LERAERE T T,

Xy hU—IRE
Iy R —IREEZFALCT VA RAL LV FERETHITNIRDOT 4 —V RIZfEEATTIL

ES

ﬁ«o

Hostname

Server protocol (DHCP / Static)

IP Address

IP Subnet

FT AN = b=

IPv6 Protocol (DHCP / Autoconfig / Static IP)
IPV6 address

Username
Password

SNMP Community
Current SSID list (7 7 & 2 ARA > MIFRE S 7= SSID U A k)

ERERE

WREECHMLTT 782 KAV FERETDITIZIROT 4=V FERELET,
[SSID]:32 /XA bk 3XF4,
v — 2 WIZHRE & 4172 [Broadcast SSID]
XU T4
AR N T — 7 TO/RE
[Access point]: /b — K T /A A, ZOREIL.EDT 7 BA RA » MTbEHATEET,
[Repeater]: 3L — K TRA R, ZOREL.EDOT 7R RA MZbHEHATEET,
[Root Bridge]: Z DK EIX. EDOT /A KA Meb#EHTEET,
[Non-Root Bridge]: Z DR EIL. EDT 7/ A KA > MIb#EHATEET,
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W Spectrum Expert ©— FO®RE

[Workgroup Bridge]: Z O EIX. EDOT 7R KA MIb#EHTE £7,
- 2=RNR—Y LTI TN—T T v

— [Scanner]: 7 7B A RA L MIRYy NU—F F=H VT FTRARELTHIEL 7,
FEBEAIIZ A ¥ 24TV, 2 OF — N THERR LAN (S8 OO 7T A 20 bR
HMULIEEHR NI 74 v 72 LR —FLET . TRTOT 7 EA RS MI.AF v T &
LCRETEET,

- [Spectrum]:Spectrum Expert T— FOREZ S L T 7Z X0,

* [Optimize Radio Network]: fEHRE T /S 2 D HELRZ %9 2 FRIGEE Z BINT 50 REE T A
A< XA T&xET,

e [Aironet Extensions]: #E## LAN 1T Cisco Aironet FEFRT SA ANH BFHEITDOIH, Z DHRTE
EHEMNITEET,

o Fy v
o IR

TR EILT 7 EA KA b &2V Y ]\'T%) [Factory Reset] 7 U v 7 LE£7 .7
JEARA L IDA A=V EYB—RT DI mmmAméﬁj/abi#

Spectrum Expert =— K DR E

Spectrum Expert & — KX, AP3500, AP3600, AP2600, AP1550 + U — X772 &' D § X T®D CleanAir
HISDT 78 A KA P THIR=PFENET HFHAXT b 2P =L LTRET D L,
Spectrum Expert Connect HH# 7 Z7 & A AR A o ;& Cisco Spectrum Expert {ZH2#i T & £ 77,
Spectrum Expert €— RX M. L7=E— R THY FE=F T—FKOH 7y hTIEH Y THA,

Spectrum Expert &— F & F T DITIX RO FIEZ FEITLET,

ZF v 71 [Spectrum Expert] 74 2> %7 U v 7 LE T,

2T v 2 [Network] > [Network Interface] % &R L £,

A7 73 [Radio0-802.11n 2G.Hz] ¥ 72 1% [Radio0-802.11n 5G.Hz] #7 UV v 7 L £ 7,
[
[
[

AT T4 Enable] #7 VU v 7 LET,
2AF TS5 Spectrum] A7’ a >y RE U&7V v LET,
AT 76 Applyl 7 U v 7 LE7,

Spectrum Expert <& — R{%, AP3500, AP3600, AP2600, AP1550 >V — X732 £ DX T® CleanAir
HIRDT 72 A RA 2 hCTHR—FENET,

Spectrum Expert D58 DR E

77 A RA 2 % Spectrum Expert & L CEET DX ROa~ L REEHLET,
e AP(config)#interface dot11Radio 0
¢ AP(config-if)#station-role spectrum
¢ AP(config-if)# no shutdown

e AP# show spectrum status
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AT 71

AT T2

RADIUS IZ £ 57 7 kR BA Y h~DT 7 E20EE M

Spectrum Expert (%, Internet Explorer T Z& % 7"— ~ &1L % 77, Spectrum Expert & #1272 Hi
W ROBREZETLET,

[Tools] > [Internet options] > [Security] > [custom level] > [ActiveX Controls & plug-ins] > [Initialize
and script ActiveX controls not marked as safe for scripting] ZiZR L £79,

[Enable] &7 > a v R"EZ %7V v 7 LET,
WKOR T v T Ay—ITBETXET,

Your current security settings put computer at risk.

RADIUS I L AT 7R RNA 2 h~DT 7 ZDH|fH

RADIUS O

Z OIE Ti%.Remote Authentication Dial-In User Service (RADIUS) Z#f#H L C. VA ¥ L A T /34 &
DERET 7 AMEZHIET 2 FIEZ OV TP L E 3, RADIUS ¥ AR— 5 L9V A ¥
VA TNA A%HRET D FIEOFEMIL, 5 13 FIRADIUS #—/3 & TACACS+ — SO E | & &
HRLTL7ZE,

RADIUS (X372 T 7 T 4 7 TERARM L FREE A0 7 ot A 2 RiICEH L £ 77,
RADIUS /T . AAA Z " L TEEIN AAA a2~ FEFEH L TORA X—T NI TEET,

ZOBHTHEHEND 3~ RO LM TEOFHEMI OV TR U U —2 12.3 D[ Cisco 10S
Security Command Referencel% Z M L T Z 30,

R DA T RADIUS O EIZDOW TR L £7,

e RADIUS OF 7 # )b Fi% i€ (5-11 ~2—)

e RADIUS 1 7 A VEBAED R E (5-12 ~<—) (MZH)
o AAA =R TN —TFDEF(5-13 =) (£&)

o Z—VPRHET 7 EABIO Ry bU—2 $—E R L RADIUS §F /] DX (5-15 ~<—3)
(7))

e RADIUS O TEDF R (5-16 *—)

7+ IV NERE
RADIUS BX N AAA IZ. T 74V b TIET 4 =T NNICRES N TWET,

X2 UT 4 OEGEGHIETAED Xy NU—2&®T 7Y —3 3 % {#H LT RADIUS
ERTETDHIEILITEEEALRADIUS AT 5L CLIRHATYA YL R TN, AT 7
Yt AT D2~ EFEIETEET,
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WEE T/ ERABAL FOTHE |

M RADIUS 2L BT 7 ER FA Y F~DT 7 £ ADEE

RADIUS = 7' 1 L FBEEDERE

AAA FREA R ET DL FRREFROARN E VA N ER L. EO IV A NEKEDOA L F—T =
A A3 H Li%_@ﬁﬁjx M. TTéﬂZ)wqu@54)7 CFERITEFZERL-HDOTT,E
HINTZWTNOORGESF RN FETIND LT DL, DAY XA NEFFEDA ¥ —T =
AR L TBLSERDH Y £ M—DFIIMNIT 7 40 DY 2 N (BRI default & 47l
DT HNTND) T, T 740 O A NI HRMICER SN 4RI E0 XY 2 v &
FoA v —T 2 A AR TRNTOA 2 F—T oA AZHAHFNCET SNET,

FRV A MI2—VREIEDOT=D 7 = U EF 21T 9 FIAEFBIESF N ZFLR L7 b O TH, 585E
ﬁ%TéIOiti@ﬁ®t%1)747mb:w%%ﬁfgbﬁtW@®ﬁﬁﬂ%%Lt
5 @A/77/7/XTAﬁﬁ%énif/7%7:71JX%W@W@@ﬁﬁ%ﬁmb
“C:L**"j‘%mwﬁbi'i FEDOHFRNTIEBEPBONRPSTEGE. Y7 N2 TIXEDY A N
WROFBFESF AR ZBIRLET , 2O 2RI Y A ]\lj\j@munﬁjjﬁ L DEBEVKET D0 E
HINTEHAEZTRXTRAUKDDETHRYIESNE T, ZOLDH 5 R CTRIENS KL 7=
BE(DFEV EF 2V T4 P RELER =DV DO/ T —F R— AP 2= T 7 A
%*E%:—g—é CE}/_.\L;%: L/fli}g‘/lfl\) ntunE7 A i'f’_‘ﬂ:b %muinuuﬁﬁﬁzpuit??éné EiIdH
D EHA,

07 A RAEERET AL K EXEC E— F TR OFNEEZEIT L £, Z OFNEIZMHE T,

avws R HHY
A7 v 1 configure terminal Jua—srL a7 4 ¥al—ay T— RERBLET,
AT w7 2 aaanew-model AAA A X —T NI LET,
A7 v/ 3 aaa authentication login {default | a7 A4 VAR Y X N EER L ET,

list-name} methodl [method?...] * login authentication =~ > NI Hifl& U A B EE S/

RO EHEERENDET 740 FD Y A NEERT D
21X default = — U — NOH AT 7 /L MR TR
HERER/ELET T 7 4V watjiﬁ) Z M, HEY
T RTDOA v EZ—T oA A ENET,

o list-name \ZIX NEKTH YV A bDL4HTE LTEHRT D XF
SEHELET,

o methodl... \ZIX GRFET VT Y X LAWRRITT D EEEOH %
FBELET,BIMOFEIES AT, %ODQUODEJVCI7~75 3@
SENTEHACROEA SN E T, 80 TR LI L=
EHINEEA,

RONFT DT ZBIRL £F,

e local: @ — W)V 2 —HWHTF — 2 X=X EFWIEIHEH LET,
T—HR=RZa—PLAEREAT L TCEBLLERDHY £
3 ,username password 7 08—/ )L 2T 4 X2 b —T g

o~ FEFEAHLET,

0mmmRMmBmﬁ%ﬁﬁbiﬁ_@ﬁﬁﬁf%ﬁmT

CIE.FHNIZ RADIUS —NZREL TBLERNDH Y

‘fﬂﬁﬁ_omfﬂmews%%AﬁXF@&%ﬁﬁ
var (135 =) SR LTSN,

A7 w7 4 line [console | tty | vty] line-number FA a7 4Falb—rary ET— REBBLGRIEY X D
[ending-line-number] WHx G L T HEEZRELET,
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A7 v/ 5

A7 6
A7 oS 1
A7 v/ 8

RADIUS IZ £ 57 7 kR BA Y h~DT 7 E20EE M

o<y R BE
login authentication {default | FIRRE 21X >y MR U CURRREY A b2 A LE T,
list-name } o default % {53 % ¥4 1%. aaa authentication login =~ >

THERLIET 740 DU A &AL ET,

e list-name 21X, aaa authentication login =~ > K C{ER L 7=
UAMERELET,

Fi#E EXEC E— RIZEE Y £77,

show running-config ANTTNEBE LR LET,

copy running-config startup-config fFEE) 2y 74 Xalb—ay 77 A NVICREXRIFELET,

AAA T 4 E—T7 2T BlCiZ . noaaanew-model 72— N)L 2T 4 X a2l — gy avy
RZEH L ET,AAA BGEE T « £ —7 /1129 %121, no aaa authentication login {default |
list-name} methodl [method2..1 7 a—/N)L 27 4 X alb—varya<wry ReEHLET , n
A IZB9 % RADIUS BGE%E T 4 E—7 NMZT 5. 5D WX T 7 4 /4 MEIZKE T 1213, no login
authentication {default | list-name} 74 > 27 4 Fal—vay a<vr ReEHLET,

AAA — N I —T DES

FRERE I AAA =R TNV —TZMH L CTBEFEO Y — N KA N2 7V =TT 5L 51V A
YLATNARA AERECEET REHFHLDOYS =KADY Ty FEBIRL T, T a2k
EOV—EREHLET =N T A=A T BRENTY =N KA IDIPT FLADY A
Mgt/ a— gt — N FEA R YA RELEQICHEHEINET,

X TN —FIE B U —ROEEDOFRARN = NI EAEHA L TEXETR £
FUR—EOIDPT KL AL UDP AR — hEFOMAGDOE) 2> TND 2 ENRFEMHTT, 2
DA M DR— 22NN ED AAA P —E A&+ 5 RADIUS R A b & L TEFET
& £, [f—® RADIUS H#—|Z 7ﬁ?y?4yﬁﬁ8ﬁ5%—82%£ﬁ?é20®$Xk
T NI EBRETHEL2EZBBICHESNTEAARN = NYVIFERYIORA N = h DT = —
IV —=R—EFONRy 7T o7 L THEREL £,

EFR LIz N—7 Y — NZRFE DY — N Tt o fH T 5121, server 7V —7 H—N 27 ¢
Fal—varyavwr FEHEALET . V—"ZIPT7 FLATHETHZLLTEETLAE
EH5E D auth-port 35 X WM acet-port ¥— 7V — REZHEH L TEHEDOFRA N f v AX A FE T ET
YRV ERETSHAZELTEET,

AAA =R V=T ZEFR L T DTN —TIZRED RADIUS ¥ — S 25 IS A1 21213 Kk
EXEC £— R CTRODOFIEEZFEITLET,
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M RADIUS 2L BT 7 ER FA Y F~DT 7 £ ADEE

a<w R

HE

A7 v7 1 configure terminal

ya—nN) ar74Xal—vary ET— NEEELET,

AT v 7 2 aaanew-model

AAA A R —TVIZLET,

27 v7 3 radius-server host { hostname |
ip-address} [auth-port port-number]
[acct-port port-number] [timeout
seconds] [retransmit retries] [key
string]

U%£— K RADIUS =X FARDIP T RLAFEITIHFA M
ZIRELET,

e  ({I:&) auth-port port-number |23 FRFEE R D UDP %8 5¢
N—brEEELET,

o ({EE)acct-port port-number \Z\X. 7 7 T 4 ¥ T HERD
UDP $65eR— &R E L ET,

e (f£&)timeout seconds \Z1X. T A YL A T4 AN
RADIUS #—"DIREZFH  FEET 2 £ TCORMZfRE
LETHEETEZDHMIL 1 ~ 1000 TT, ZOREIL.
radius-server timeout 7’ 27— /)L 27 4 ¥ a2 L — 3
a< v RICk 2% @ % E#FEE L £, radius-server host =
VY RTHEA LT U FERTELRWVEATT, radius-server
timeout =~ > ROBRENFHINE T,

o ({EE)retransmit retries | 21X, — "D RE L2 WA F
TS E DBV AIZ . RADIUS B3R & — N CHEET D
E¥EfRELETHETE AT 1 ~ 1000 TT,
radius-server host =~ > K THXFEKEZIEE LW
4 .radius-server retransmit 7 72— 3L 27 4 ¥ 2 L —
vary avy ROFENMEHINET,

o ({EE)key string |21, 7 A ¥ LA 7314 X & RADIUS H—
NTENET % RADIUS 7 —F o O T ] & 41 5 30F &
X —ERELET,

(#) F—IL.RADIUS H—THEHT 2 5{b¥ —I2—FT
DBTHRAN ANY T TRIFIVERY T A, F—I1TH
|Z radius-server host 2~ ROFHDOT AT LE LT
FHE L TL IS0 IO AN — A [T S E T2,
F—OPHBIORBO A= IR I NET, F—
WCANR—2A BT 2558 1X 5l HGERF—0—H 4T
HOGAEERS AT TEF—Z2HERNTI I,

TAFXVLVATNRAAPE—~DIP T R A LB EAT S -E
BOFRA N = P EFBETL2EICHRETHITNT.Zoa~
¥V REVEREIHEZTAD LET, FORE. & UDP R— &5
BRSO TNWDZEEHERLTLSEIWVW, UL FTLRATNAR
V7 MU 2T IR BESNTEIEFTHRA MERBELET &
RADIUS 7R A h CEHT DX A L7 7 b FHEEREK, B L O
EX—DEEZFNENETE LT E I,

A7 w7 4 aaa group server radius group-name

AAA =N T N—T % BEDOD I N—T L TERLET,

ZDavwy REETTHE ULV LR FANL T —N
N—TF a7 4 FXal—ary ET— R R~BITLET,
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A7 v/ 5

ATy 6
A7y 1
AF v 8
AFv7 9

RADIUS IZ £ 57 7 kR BA Y h~DT 7 E20EE M

awV R B

server ip-address FEE D RADIUS Y — % EERFH DY —N 7))L — TS

TETLAAA —2 N T )L—TF D RADIUS — T L2, 2D A
Ty ERDIRLET,

ITN—=TDEY—=NFI AT v 72 TEBFAHADLDOTRITN
X750 FH A,

end

K¥HE EXEC T— RIZRE Y £,

show running-config AITNE R LET,

copy running-config startup-config fEB) a7 4 X2 —vary 77 A VICREERIFLET,

RADIUS & 7' A Vilik & A % —7 /W LE7, [RADIUS & 7' A
VIBGEDRRE IR 7 v a v (5-12 =) AR L TLEE N,

¥ 7E O RADIUS ¥ — 3% HI[#24 5 (213 no radius-server host {hostname | ip-address} 7" 10— /3L
aryZy4Fal—varav s FeELES  Y—" I V—T%2a 7 Fab—var
Z h S EIERT 5 121E. no aaa group server radius group-name 7 20— 3L 27 4 X o L—
vay avy R&EEHLET,RADIUS H— "D IP 7 R L 2 ZHIFRT 512X, no server
ip-address Y —/N J)v—7" a7 4 Fab—ary avy FeflLET,

WKOFITIE. VA VLR TNA AL H72 5 250 RADIUS 7 /v —7 % — N (groupl & group2) %
T 5 L ICEE S IvE T, groupl TIL,[A U RADIUS H— N EDOHERL 2 DDFEA N =
FIVZFACY—EAMCRELTVWET2EBHORA N 2 P YN BYOT YD
T =A== Ry 7T o7 LTEELET,
P(config)# aaa new-model
P(config)# radius-server host 172.20.0.1 auth-port 1812 acct-port 1813
P(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
P(config)# aaa group server radius groupl
AP (config-sg-radius)# server 172.20.0.1 auth-port 1812 acct-port 1813
P(config-sg-radius)# exit
P(config)# aaa group server radius group2
P(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
P(config-sg-radius)# exit

YT 7 ERABIO Ry NU—72 $—EXIZEET % RADIUS

BRI ORE

AAA FBREIZ L » CT—FRHEHTE 2V —EZARFIR SN E T, AAA FFAIBA F—T LV OBA
TAXYVATNAAL AFR =N 2—Y F—F_X=2F X2 )T 4 =R EZhHDa2—H
7D774’/M\%Hﬂﬁ%bf’fﬁ§é&%@ﬂ%LT a—H oy arERELET, 2—WiZ. 22— 7
1277 A NVNOFEHRTRD LN TND IRV (BER L= —E2DT 7 & ANEE Téﬂiﬁ‘
Jua—)L a7 4 X a2 b—3 g < K aaa authorization & radius ¥— 7V — N&#if4 %
La—FDXy T —2 T U A &R EXEC E— FICHIRT 237 A — X 2B ECEET,

aaa authorization exec group radius local =~ > KX RDOFA[/NT A —H 2R E L £,

e RADIUS #fif] U CRIEEIT > 7=HA 1L . RADIUS i L CTHHMEEXEC 7 7 B A Z A L
iﬁ‘

FEEIZ RADIUS A Lo 28A8lk. e — L =2 _XR—2 2L £1,

FFAAREINTWTH CLIZHEH L Tr 7 A v L GBGES iL7c 2 — 2% LI FF Al A w
ShE7d,
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W TACACS+ I LB T 7R BA L F~DT 7 & XDEIHE

BHEEXEC 77 BEAB L Oy hU—2 $— b RIZE$ % RADIUS FFA[ #15ET 51213 Bk

EXEC £— KTk O FNEEZEITLET,

a<w K BB

A7 v 1 configure terminal Jao—N)L a7 4 Fal—gryET—RR2BLET,

A7 w7 2 aaa authorization network group F v N — 7 EEOT_RTCOY—E RAERICH LT —F R
radius RADIUS #F A %55 L HICTA YLV A TNA RAEHELET,

A7 w7 3 aaa authorization exec group radius | —4¢ RADIUS Zn] Ca—F DM EXEC 7 7 & AMEDA

BEHBT 2L VA YLV A TS AERELET,

exec ¥— U — REHEETL L. 2—F Tu 77 A LI1FHR
(autocommand [EW72 E) DI NDGEAENH Y 7,

A7 v 7 4 end

ke EXEC E— NIZR Y £9,

A7 v 7 5 show running-config ANNE &R LET,

A7 v 6 copy running-config startup-config (FEE)a vy 74 Falb—ray 77 A NMVICHREXRELET,

RADIUS DX

Al &7 4 & —7 /{29 51213, no aaa authorization {network | exec} methodl 7' 17— 3)L 21
T4 X2l —ar avy FEERLET,

TE DI

RADIUS DX E % #7~7 5 21%. show running-config i+ EXEC =t~ > RZ&2EH L 7,

TACACS+ 2L AT 7R RA L DT 7 & Z2DEH|H

Z OIHTX, Terminal Access Controller Access Control System Plus (TACACS+) #fiH L TU A ¥ L A
TNA ADEHET 7 AME T 2 FIEC OV TR L £ 3. TACACS+ 2R — b § 25 X9
ZTA Y VAT AL ZAZFET D FIMEOFEMITH 13 EIRADIUS #—/3 & TACACS+ #—/ D%
EIZZRLTIZE W,

TACACS+ I3FEM7R T H o T 4 o TIEW AR L FIREE O 7ot A2 FRICEH L $
T, TACACS+ 1Z. AAA Z N L TEIESH . AAA o~ FEFEA L TOREDIITE ET,

ZOHETHEHNESND a~ 2 OIS LOMH HIEDFERIZ DWW T [ Cisco 10S Security
Command Reference]% Z M L T 72 & 0,

RO T TACACS+ DR EIZHOW T LET,

e TACACS+ DOF 7 4/ MR iE (5-17 ~<—7)

e TACACS+ 1 7' A VFBAEDREIE (5-17 <—)

o [HEEXEC 77 EABI VR Y hU—7 +—EAHD TACACS+ 7 1] D% E (5-19 ~=—)
o TACACS+ % E DFIR (5-19 ~<—)
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TACACS+ I L BT 7t R RA v b~DT7 7k 20%E W

TACACS+ DT 7 %)V FRE

TACACS+ BL D AAA . T 74NV P TIET 4 B—T MR EESNTWET,

X2 VT 4 LOfEBEEMEET A Ry NT— &7 7Y r—3 g b TACACS+ Z 3%
ETDHIEIFTEETATACACS+ ZANITHE CLIRHTIA YL R TNRAL AT 7k
AT HEHEZRAETE ET,

TACACS+ 11 7' A LV FBIEDFKE

AAA Bt =R ET DT BIEFROL4FIFE U X N &E L/%®)xb%%@®4y&~
7 A AZiEH Liﬁ“o;ODﬁﬁ) A ML %ﬁéﬂéumﬁ@&%7 CEITEFRZERLZHD
T ERZINTEWVTHOORIESTEARNEITIND L HITT BT i*@ﬁﬁ)xb%ﬁm@%
VH =T 2 A AZHA L TEBLMERH Y T ME—DFIFIT 740 FOFAY A~ (BIRIZ
default & ZHIDAHTONTWD) T, T 740 b FRY 2 ME RIS ESRE SN =4 B
ZDOFXYV A NSO v Z—T 2 AR TRXTOAL 2 —T = A AZHEBIZHEH I
FT.EBFAHOHTRNY A ML T 74/ bRV 2 MIERLET,

FHARY A MI, 2 —WFRIED T2 7 = U k(5417 9 FIA L FBAE XA ik Lz & o T3, ikl
ﬁ%#éloiti@ﬁ@t%1)747mk:w%%ﬁf%&ﬁtm@@ﬁﬁﬂ%%bt
BEDONY I T o7 VAT ADKHEENE T Y 7 b7 =TI T Y X ORI TR AEH A
LT:L~4)L%%mELi¢ FOHFADRIT T, HFRY R b@/k@mftjiﬁ%ui%#ﬁbiﬁ“o Z
O7uat AT VA NNOEIELFRICLDBEEDERITIEINERZINTZ TR ETXITHLKED
DETHDY J&ézhi*ﬂ OO H DR CRGEDRII LG E (0F 0 X2V 74 H—

NELIEZe—INVDO2—WHT — 2 RX— AR 2 —H 77?7\%TET‘§L5 LINE LTGA) GRE
A= 7 j:f’_‘l]:[/ %nuhnunﬁﬁﬁﬁ)'ﬂﬁ?éﬂé L i&)@i’t}:/\/
07 A VAR SR ET DITIL R HE EXEC B — R CROFINEZFIT L ET, ZOFNEITHSETT,

Cisco Aironet 7 7 £ 2 R4/ L b+ Ciscol0S Y 7ty =7 av 74 Fal—vary 4 F 1



WEE T/ ERABAL FOTHE |

W TACACS+ I LB T 7R BA L F~DT 7 & XDEIHE

A7 v/
AT oS 2
AT oS3

ATy 4

AT oS H

A7 v/ 6
AT oS 1
A7/, 8

a<wy R BE)
configure terminal Jua—)ar7 4 Xal—3ay B—REBBLET,
aaa new-model AAA A4 F—TNVIZLET,

aaa authentication login {default |
list-name} methodl [method?2...]

07 A VRIEFRY R FEERLET,

e login authentication =~ > NIZ£HiIf} & U A2 hBEE &4
RPOTEGAIERINDT 74 DU A N EEKRT S
(ZiZ default ¥ — U — ROEAHITT 7 /v MRBLTEE
LHRERELET, T 740 MRGEL XY R M, BB
IZFT_XRTOA v Z—T = A RTHHINET,

o list-name \ZIX ANEKT DV A bDA4HTE LTERT 5 CF
FERELET,

o methodl... il&i\ [N uIET/l/:[ ) XAﬁ‘uﬂ??j—é;éy‘z@jiﬁ%
FE LE T BMOGRRE x££ DRI T T — vk
SNIZHEITROEH S E T BOGT AN KK L5 E
FEH SN EE A,

WDONT DTN A TR L7,

e local: = — /b 2 —HWHTFT —H RX—REBFEIHEH L E7,
TR 2 a—PUERE AT DUENDH Y £7,
username password 7 2 —/N)b 2T 4 X2 L— g 3

<~ REFEHLET,

o tacacs+:TACACS+ RBAFZEH L £9, Z OIS X & # H
T B, FHTZ TACACS+ h— " ZHE L T BN H
D ET,

line [console | tty | vty] line-number
[ending-line-number]

FAy ary T4 Fa2lb—v gy F—
i & A RE L E T

R%&BHaA LU GREEY A b D

login authentication {default |
list-name}

[EIRR E 72 I XERRE v M3t L CURRGEY A M &EEH L £,

e default % f57E 9 5554 12, aaa authentication login =~ >
Fﬁ%ﬁbt77¢»b@92b%ﬁﬁbi¢o

o list-name |2 |, aaa authentication login =~ > N CTERk L 7=
UAFZEELET,

end

HebE EXEC E— FIZEY £7°,

show running-config

ANNE B L £,

copy running-config startup-config

EB)avy74FX¥al—vay 774 VICRERRELET,

AAA 2T 4 &B—7 V2T 5 IZiZ. noaaanew-model 7 0 —/ )L 27 4 X o b— gy av
RZfEH LET,AAA BGEZ T 1 &E—7/LIZ7 5213, no aaa authentication login {default |
list-name} methodl [method2..1 70— /") a7 4 X alb—vayavwry ReffHLET . n
NZBT % TACACS+ Bt AT 4 B —7 T 5. HDHVNIT 7 4 /0 MEIZRE T 113, no login
authentication {default | list-name} 74 > 27 4 X2l —ar a<wy REHEHLET,
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TACACS+ I L BT 7t R RA v b~DT7 7k 20%E W

FHEEXEC 7 7 ERAB LRy U —27 $—E ZHD TACACS+ FFFI D

B IE

AAA FRREIZ L » T2 — PR HTE 2 —EARFIR I N E T, AAA FFAI A X —T L OGA
TAYXYVATNAAL AFR =N 2—Y F—F_X=2F 2 dtx2 )T 4 =R EZhHba2—H
TaT AP LEEREEH L C 2= vy va v ERELET, - PiX 22— 7
1277 ANVNOFEHRTRD N TWAGEIZRY (BRI —ERADT 7 EAREIIINET,
Ja—)L a7 4 ¥ a2 b—3 g a< 2 K aaa authorization & tacacs+ ¥—V — R& 45
L a—FDxy NT—2 T 7 & AZNHEEXEC T— FICHIIRT 535 A =2 2R ETEET,

aaa authorization exec group tacacs+ local =~ > RIZ IRDFR[ T XA — X EHRELET,

o TACACS+ Z i/l L CRRREAAT > 7253 & 1X. TACACS+ % 1] L THitE EXEC 77 2 & X & §F
AMLET,

o FBHFIC TACACS+ i Liah o= BiT. u—Hh L F—F _R—2 2 H L £,

FFAIRRESN TV TS CLIZEH L Tr 7 » L RRES e — ISkt LR FFITE R
ShE7d,

BHEEXEC 77 BEAB IRy hU—2 $—E RIZHT 2D TACACS+ Al #4874 2 11T
¥ EXEC E— R CIROFIEAZEITLE T,

a<wy R BE)

A7 w7 1 configure terminal Jau—)ar7 4 Xal—3ay B—REHBELET,

A7 v7 2 aaa authorization network group Fy NI —2 F;gjigo)—gw\“(@qj— P RBERICw LT 2 — R

tacacs+

TACACS+ #F A 2% 2 L 9ICVA Y LA T ZZ2E L
£,

A7 w7 3 aaa authorization exec group tacacs+ | —4 ¢ TACACS+ 7] T —F DKM EXEC 7 7 & AHEDH

AR T LLOICIATYLRAT AL ZAERELET,

exec ¥— U — REHEETH L. 2—V a7 71 VIER
(autocommand fF# 72 E) B EINDGAENH Y 7,

A7 o7 4 end

ik EXEC E— NIZRE Y £9°,

A7 v7 5 show running-config ANNEEHERLET,

A7 w7 6 copy running-config startup-config EB)av74F¥alb—vay 77 ANVICREEZHRTFLET,

TACACS+ 5%

A&7 4 & —7/VIZ9 5 IZi%.no aaa authorization {network | exec} methodl 7’ v — /) 2>
T4 Xal—varyavry REHFALET,

TE DRI

TACACS+ ¥ — ¥z A £~ 5 121 . show tacacs ¥4 EXEC =i~ > RAEH L £,
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B %y FOBERBLVOT 27 Ly 7 AORE

L —HZFy NOBEBLOF 27 Ly 7 AORE

A7 o1
AT oS 2
AF oS3

ATy 4

AT oS H
A7 6
A7 S 1

TAXYVLVATNRAADA =Y Ry F R—=FMNIHERBIO®T 27y 7 ADREEEIYHTH

TEMTEFEFT VAV LA TARAAADA =Y Ry N A= EOEERELT 27 Ly 7 A%
TEDOEBLHIZOWTH. T 74/ MRED auto AT A2 2HRBLET UL VPL R TN
AANAAL v F A T4 VEREZTRATZE X EEREEZTT 27V v 7 ARE
PDEFRINDEA—F Xy N Vo780 FEN, U%ﬂ?l/x FNAANY T—hLET,

TAYXY VLA TNA ZADBEGRID AL v FDOR— R auto ICHESNTWARWES VA YL X
TNAADOFR—rZ half T2 X full ITEFE L TCT 27 Ly 7 ADOR—HEELETHI LN TE
FT, 2NCEoTA—P Ry F U273V Yy hane< b 4,727 L half £72/% full
MNHauto (ZRTE VU INRT Y hENTAFTLARATRALAANAL vTF b A T8
BEAESZITERAE FOULFXY LA TFTAL AT T—FLET,

Y

B IAPVLATARALZADA—HV Xy b FA— b EOEEBLIOT 27y 7 AOFREIF.V
AXY VA TNA ADEERITEOR— N EOA =3y VRELE —BSEILMLERH Y E
T UAY LA TS, ZADOEERTEOR—F FORELZLEETLIHAIT. e —FT 5
XAV LA TR ZADA =YXy N A= EOFRELEELET,

A —=PXy "OBEELT 27 Ly 7 AL, T 7 4/ FTlidauto IZHTE STV E T, 454 EXEC
FT— KB KOFEIZHE>TA =V Ry FOEELT 2Ly 7 AZHRTELET,

=[]
configure terminal Jua—nN) arZ o Xal—varyET—ReBLET,
interface gigabitethernet( A B —T A A AT 4 X2l —ary T—REEBLET,
speed {10 1 100 | 1000 | auto} A=Y Ry VEEEZRELET. T 74/ FEED auto & T

L EEBEOLET,

duplex { auto | full | half } FTa Ly I ABREXITWVWET T 7 4L FRED auto & 4

L EEBBOLET,

EebE EXEC E— FITEY £,

show running-config AITNE R LET,

copy running-config startup-config |({LE)z . 7 4 X2l —T gy 77 A NVICHEEZIRFLET,

TI7BARS L POERRY NU—T7FEHDOER
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TAY LA TN, ABEREy N —ZEBICH L TCAEDICTEET EBffxy hU—7 <=
F— % (WNM) TSR LAN FOF A 228 LU £,

TAXY VA TNA AN WNM EXFGETDHEIICHET DT KROa~v REATTLET,

AP (config)# wlccp wnm ip address ip-address

WDS 7 7 EZ RA v k& WNM OFORBIEAT —H A% F = v 7T 5T ROa~vy FeA
TILET,

AP# show wlccp wnm status

not authenticated . authentication in progress, authentication fail, authenticated, security keys setup @

WTNDPDAT—H A% L) FF,
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77 ER HA v hou—prBEp Loraoge N

TR ARARA L hOa—RIVEREER X UOFF R DX E

ATyl
A7 oS 2
A7 v/ 3

ATy 7 4

AF oS5

2797 6

AT L1
A7/ 8
A7 v/ 9

%~/\%ﬁé¢ AAA ZERETCE 2 X HICRETAHITIZ. v —h /L F— FT AAA 2 EHET 2
FACTA VLA TAAZAEZRTELET VAV LA TS AL GRIELHTEOF L ET, 2
DERETIIT IO T 4 THEBRIIERATE £ A,

N

B TIAFYLATANAAZNRAXXIEDT TAT > b T A ZAFOa—H VGRS — & L TRE
L AA Y =Dy 7T v 7R L= RADIUS — D72y hU—7 ECIRGEY—
ERAEZRML LD TEET , VA VLA TS R — D NVRGEY — & LTERET D HIED
X BB a—H LI — R L TDT VB A RA L FOREIZZRLTLTEE N,
¥ HE EXEC E— R B RO FEIZHE->Tar—H NV AAAIZTA VLA THRAL RERELET,

a<w K E:p]

configure terminal ra—nR) ar7 4 Xal—3ay ET— FEEELEST,

aaa new-model AAA A X —T T LET,

aaa authentication login defaultlocal o —h VD=2 —FLF -2 XR—2Z2FHTH LIl A 3

FEARELE T default ¥ — 7 — KiZL D a—hL 2—% 75—
AR Xnuﬁi)‘?‘f\fﬁ)/f /& 7:114} - %%éﬂij—

aaa authorization exec default local g—H)LF—ERXR—2%F v 7 LT, 2—%»EXEC > =/l

DFETEHFATENTWDINE I EHET S L) ica—3
AAA A 2R ELET,

aaa authorization network default Xy N —ZEBEOT R TOY—ERERIZHTH 2 —

local

AAA BAEEHTELET,

username name [privilege level] O—h) F—FXR—=2A%EHL . 2=V HZ_X—ADEFE AT
{password encryption-type password} |AZEZELFT,

A=Y TLIlavr RV IRLAN LET,

o name X, 22—V IDEZ 1 UV—FTHELEFT, A=
SIHFFIEH cE 1A,

o (EE)Ilevel \TIE. 7T 7 B AR BT — VIR T T DHER
LRLVERELET HRECTE2®EIZ0~ 15 T, L
)V 15 TlX4EHE EXEC £ — R TOT 7 E AMNA[RETT, L
L0 ClL. 22—V EXECE— RTOT 7R LRV ET,

o encryption-type |[ZIX  ZAITKE SAL I N TVRWWIZAT — R
N ZEERETLHIHAIZ0E AT LET IHERRON
AT — R TEERBETHITITTEANLET,

o password IZIX . VA Y VA TINNAANT I AT HT20
2—HFRANLARTIUTR SRR AT — REEELET,
PNRAT—RiE 1~ 25 LFETHOABRAL—ZAZHEHTE,
username 2~ RDOKEHEDA T a0 LTHRELET,

(#) TAB. LS.+ BILO[I1X /AT — RIZIFXE 2T TT,

end ¥iME EXEC ©— FIZEY £,
show running-config ANTTNEEERLET,

copy running-config startup-config EB)av74F¥al—vay 77 ANVICREEHRTFLET,
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W sy v =l Fu 77 A LORE

AAA T 4 E—T7 2T BICiZ . noaaanew-model 72— )L 2T 4 X a2l — gy avy
REMEHLET, %2 T « B—7 /{23 5(Z1L. no aaa authorization {network | exec} methodl
Jua— ) ary 74 ¥alb—ary avy REEHLET,

FiFX v v 270774 VORE

WiEX vy v a7 s A NEREEFEHATLIE T 78R RA VbR =S D7 DI
TIEEEZF Yy v aTEL L0 £9, 2070 REIORIZF A EREZ AAA — 2%
fELARSCTHLLIITRY 9,

ZOERIZ. T VB R RA 2 PO Admin BEES ISR — F SR TWET,

ZOERER YR — T DB D 3= K73, Cisco I0S Release 12.3(7) ICHE SN TV E T,

cache expiry

cache authorization profile
cache authentication profile
aaa cache profile

b o a<y RiZoW Tk . [ Command Reference for Cisco Aironet Access Points and Bridgesl%
ZHLTLLIEEN,

WOHE. Admin FRFAFFICRE LT 7B A RA v PORER T RIEF v v =2 /DK
E LR EED TACACS+ ZfEH L CWET, Z O Tix TACACS —R_ZHEH L TWETN. T
7 A KA MiE RADIUS Z & ] L C Admin FRFEMAIZRTE T £7,

version 12.3

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

|

hostname ap

|

!

username Cisco password 7 123A0C041104

username admin privilege 15 password 7 01030717481C091D25
ip subnet-zero

|

1

aaa new-model

|

!

aaa group server radius rad_eap

server 192.168.134.229 auth-port 1645 acct-port 1646
!

aaa group server radius rad_mac

server 192.168.134.229 auth-port 1645 acct-port 1646
!

aaa group server radius rad_acct

server 192.168.134.229 auth-port 1645 acct-port 1646
!

aaa group server radius rad_admin

server 192.168.134.229 auth-port 1645 acct-port 1646
cache expiry 1

cache authorization profile admin_cache
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Bikx vy vatrarr A rorE B

cache authentication profile admin_cache
|

aaa group server tacacs+ tac_admin
server 192.168.133.231

cache expiry 1

cache authorization profile admin_cache
cache authentication profile admin_cache
|

aaa group server radius rad_pmip

|

aaa group server radius dummy

aaa authentication login default local cache tac_admin group tac_admin
aaa authentication login eap_methods group rad_eap

aaa authentication login mac_methods local

aaa authorization exec default local cache tac_admin group tac_admin
aaa accounting network acct_methods start-stop group rad_acct

aaa cache profile admin_cache

all

aaa session-id common

|

|

!

bridge irb

|

!

interface DotllRadioO

no ip address

no ip route-cache

shutdown

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface DotllRadiol

no ip address

no ip route-cache

shutdown

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

|

interface FastEthernet0

no ip address

no ip route-cache

duplex auto

speed auto

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

|

interface BVI1

ip address 192.168.133.207 255.255.255.0
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W DHCP —ERZBEFT B DT 7 ER KA FORE

no ip route-cache

|

ip http server

ip http authentication aaa

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1

|

tacacs-server host 192.168.133.231 key 7 105E080A16001D1908
tacacs-server directed-request

radius-server attribute 32 include-in-access-reqg format %$h
radius-server host 192.168.134.229 auth-port 1645 acct-port 1646 key 7 111918160405041E00
radius-server vsa send accounting

|

control-plane

|

bridge 1 route ip

|

|

!

line con 0

transport preferred all

transport output all

line vty 0 4

transport preferred all

transport input all

transport output all

line vty 5 15

transport preferred all

transport input all

transport output all

|

end

DHCP VY — b X2 #2720 T 72X RA 2V FD
=u =t
X B

WOHETIZ. VAV LA F/NA A% DHCP — ¢ U THRES B L HEICOWTHBP L £,

e DHCP #— O IE (5-24 X—3)
¢ DHCPH—R T 7 HBARAL L DE=ZY o F L HER (5-26 2—)

DHCP ¥ — SD3XE

FIFNFTIHRT VA RL Y MI Xy T —27 EDO DHCP H— )6 IPREXZET D
FIOCHEEESNTWET , T2/ ZX KA F% DHCP — & LU THERET 5 L H IZREL.IP
RIEHR AR LAN EEB LAN i FOF S 22BN S THZ L TEXET,

(1) 77?2 ARAL F%& DHCP H—R_RELTRETDHEIPT RLABRZOY TRy b EOT A

CEIDMTHENET, ZDOF AL AT TRy bL@ﬁﬁ@%“sz&@ELi#ﬂi ZiLL

Lﬁ'ﬁé: TEE LETA YT TRy PRV RICT X 2R ETHILENGIGRIFX. T 74D

/Va&%%m VCAHVERBYET , T 74/ M L—XDIP T KL AT, DHCP H—rL L
RELET 7B ARALA LV FERUSF TRy P EOBLOERTEL T EI,
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DHCP §— EX B RHET 572007 72 KA v L oiE W

DHCP D a~ > REAT v a VOFEMIEL. U U —A 12.3 D[ Cisco 10S IP Configuration
Guidel]? [ Configuring DHCPJ D& 2 Z M L T < 72 &, [Configuring DHCP D& # B4 5 12
IZRDOURL Z27 Y » 7 LTLIEZ,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fipr_c/ipcprtl/Icfdhcp.htm

HiHE EXEC E— R b RO FNEICHE > T 7T 7B A RA 2 R DHCP — b 2 &2 #4455
WCREL. T 74V M V=2 EFEELET,

a<w K HHY
A7 o7 1  configure terminal Ja—\)arZ4Xalb—varyE—RNEBLET,
277 2 ip dhep excluded-address low_address |7 A ¥ L 2 T ZANEN DB CTEHT RLAFBENSL . UA ¥ L
[ high_address | ATNAADIP T RVAZRNALETIPT KL A%,

10.91.6.158 DX H52 4 SO T N—FIZRKE > TAN LET,

TJAYLATFNAATIH.DHCP 7 FL A F—)L 7 %y ki

DF_XTHOIPT RLUAZDHCP 7 747 v b~DFE| Y B TIZ

EHTED LIRESNET . DHCP — N7 T4 7 MMZE|

DY CHRETRWIPT FLRAZRETHALERH Y £,

(BRI 27 R A0 ZFEET 51X #HFAO FRO

7 KL 2D d%ﬁl@ﬂ&@?’ KL 2&EADLET,

A7 v7 3 ip dhep pool pool_name DHCP ZRIZIGEUTTIA YLV A TARAL ANEN Y THIP T R

LAD S —)VOLRI AR L. DHCP 2 7 4 ¥ 2 b — g

£ — F‘%Eﬂﬁébiﬁ—o

2797 4 network subnet_number T RVA =Y T xy NEFEEVYTCET . IS TL A
[ mask | prefix-length ] TNRARFI . ZOH TRy NNOIP T RLAZE DY TES,

(EE)T FLARA T TRy b AT 2H0DYTHN.T

RUABEEAFE AT Dy MEAEEE L E 3, BRI R v

NT—0 w27 ZFD B THRBIETT . L7 0 v 7 AR

E. AT w2 () THETAVLERD D £,

A7 w7 5 lease { days [ hours ] [ minutes ]| TAY VLA TFARL AL S>TEY Y THNEIPT FLAD
infinite } V—2AWMZRELET,

o days: HEFCVU —2HIMEHRELET,

o (fEE)hours: iV — AWM AEHRE L £7,

e (fEE)minutes: 0 TY — 2B EZHFELET,

e infinite: UV — AHAM 2 ERICHEE L F T,

27 w7 6 default-router address [address2 ... Y7 %Xy N EODHCP 7 947 v MK L. T 74V s v—H
address 8] DIPT RLAZBELET . ROLNDLDIZTDDIPT RLA
TIN, A~y RITLATIZODERKE 2ETOT RLRAZHEE
TEET,
27971 end ke EXEC £— RICED £,
A7 w7 8 show running-config AITNE R LET,

A7 w7 9 copy running-config startup-config fFEE) 274 Xalb—ay 77 A NVICEREEZRTFLET,
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WEE T/ ERABAL FOTHE |

W DHCP —ERZBEFT B DT 7 ER KA FORE

FIFINIIREICETICIZ. N0 a<w2 RO no BERAHH L E,

ZOPTIE. IA VYL R TN, A% DHCP — L LTRET D HEEZRLTHWETIPT K
L ZADEEIZE L. T 7+ b L—ZZE D YT TWES,

AP# configure terminal

AP (config)# ip dhcp excluded-address 172.16.1.1 172.16.1.20
AP (config)# ip dhcp pool wishbone

AP (dhcp-config) # network 172.16.1.0 255.255.255.0

AP (dhcp-config) # lease 10

AP (dhcp-config) # default-router 172.16.1.1

AP (dhcp-config) # end

DHCP YV — XTI B ARA LV " DE=H Y 7 LR

WOHETIZ.DHCP H— R T 72 RA LV FDE=Z MBI TEX b a~r RlzonTit
AL F9,

e show 2~ F(5-26 X—7)

e clear =~ K (5-27 X—)

e debug 2~v 2 K (5-27 ~<—)

show =< K

DHCP — L LTDOIA YL R TNA AT HEWEFERT HIZIX.EXEC T— R TH 5-2
Foa<w s RFEATTLET,

#5-2 DHCP ¥ — 3/HD show =2 N

= AN BHEY

show ip dhcep conflict [ address ] ¥ D DHCP H— 2 L - TSN T 5
TRTCOT FLABFEEGDY A MERRLE
T IATVLATANALZADIPT KL A% AT
THETAT LA TAAL AT Lo TRl s
TV DOBEDRRENET,

show ip dhcp database [ url ] DHCP 7 — 4 X—ATOFRADT 77 4 &
TAERTRLET,

(@) D=~y NIFFHE EXEC £ — R Tl
MLTL S,

show ip dhcp server statistics EZEINTET— "D BHOA vE—

WZBT DT MfRERRLET,
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clear =< K

debug =~ F

TIERABA L bOEF2T vro@s B

DHCP H— A2 HET LTI HHE EXEC E— RTE 53 Toavr RaH L £,

#5-3 DHCP #— 3D clear =~ F

= AN BHEY

clear ip dhcp binding DHCP ¥ — &2 RX—ZMB5 HBN) T RL A N4
{ address | * } T 4 7 &R L E T, address 515 & R ET

HERFED(ITAT Y NPT RLADA
AT TPHESNET, T ALY
A7 (#)ZET DL TXTOHE)INA
T AT IMHEEESNET,
clear ip dhcp conflict DHCP 5 — 4 RX—ADT RV At 27 V7T
{ address | * } L ¥ 7 . address 5| ZfRET D & FFED 1P
7’] VADHBEBIEEINET . T AZ Y A
7 (#)ERET DL TXTOT R ADHES
PDHESINET,
clear ip dhcp server statistics F_TCTODHCP — DO H T X% 012V
v FLET,

DHCP % — D7y 72 FIT T D21 ke EXEC E— R TR a~ v REMEH L ET,
debug ip dhcp server { events | packets | linkage }

UA YL AT /NA ZADHCP Y — "DF Ny F BT HICiX. 2D~ RO no B &
L‘i’;’_‘o

TI7RBARNAL FDEX 2T V/VORE

S

()

SSH D

COETIE X227 VoV (SSHEEEDREFIEIZOWTHALET,

ZOHETHEHIND 2~ ORI EMEHIFIEDOFEMIL. T Cisco 10S Security Command Reference
for Release 12.3] T Secure Shell Commands] DIHZ S LT 72 &0,

SSHIZ. LA V2T A RAEZE LAY 3T NA RIERRY T— MEwa2RMET252 72 b2
T SSHITIE.SSH Y=V 501 E SSHARA—=V g U 2D 2FEONR—=a UyRbY 4,2
DT 727 V) —Z2ATIEI. EHLLDSSHAA—V g v b R—FLET AN—V g 0B %
BELRWE TI7BA RSV IRT 74N DOR—=T g 22720 F1,

SSH 137 /34 A DFEIERFIZIR S IR 5L ZAT 9 7=  Telnet LV & U & — FMEEHE DL 2MEDNF <
720 F9,SSHEAETIZ SSH— L SSHHEAZ AT v bR LET, 72747 2 MIk
ih‘&uunﬁﬁ#‘%ﬂ-f ]“ L’Cb‘iﬁ‘
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WM 75X RA0 FDEX2T V2 VDORE

SSH D%

e RADIUS GEHIZ DWW TIZ. [RADIUS I L D7 7B A RA v h~DT 7 & ZOHIEN & 27
Ta (511 R=U)EZR LTI

o T —HNFGERB LA GEIZCOWTIX 7 78R KA v boa— B LGER L OFFA]
REIT I a (521 =) 5 M)

SSH O FEAMIZ DWW TIL KD URL (2 & B[ Secure Shell Configuration Guidel# Z M LT 72 X0,
http://www.cisco.com/en/US/docs/ios-xml/ios/security/config_library/12-4t/secuser-12-4t-library.html

B ZoYZ7hrUv=7 UY—Z0 SSH #REIT IP Security (IPsec) AR — F L TWEH A,

SSH Z# 3% ET D HIIZ.Cisco.com N HFEZY 7 v 2T A A=V Xy ra— R LUET, /M,
OV =2V V=R J =+ EZRLTIIEI,

SSH D% E ik & SSH % T D E/RIFTIEDFEFMZ DV TIL KD URL IZH B[ Secure Shell

Configuration Guide]% Z ML T 72 &0,
http://www.cisco.com/en/US/docs/ios-xml/ios/security/config_library/12-4t/secuser-12-4t-library.html

a7 ar’— o hartoViR—F

X277 at’— 7o ha)L(SCPIE. ExF =2V T 4 DIl FaT v =/L(SSH) ZEH L T
Fv hU—2 EOFRA RO T 7 A4 Nk &Y AR — bk LEJ,CiscolOS U U —A 152(2)JB (&
TIOEARALA L NAE~OR T A RIS T IR RAL L NEDBD SCP 7 7 A VA E
A—hFLFET,

AAA utuuft%—fﬁiﬁﬁ LTT &%ﬁBLﬁ‘%UﬁEéhiﬁ— SCP TlZ.AAA n:u\nﬁ%{%ﬁﬁ L/VC:L_‘&ZI X
AT — REMHER L CERETOT — X Ol L B2 R T 7,

SSH ##% &+ Hlix ko a~y REMHALET,
¢ ip hostname
e ip domain-name
e crypto key generate rsa (512, 1024,2048)
¢ ip SSH version
e aaa new-model
e aaa authentication login default local
e aaa authorization exec default local

e username cisco privilege 15 password 0 cisco

SCP % S4T9 521X, copy run sep://url =~ > K& L F 7,
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7547 FARP Fx v sz M

7 AT NARP X% v V'V T DRE

TIE—NINTZT TAT kT34 AD Address Resolution Protocol (ARP; 7 KL & L/
Va—vary e bab)Fy v a2 T80 94V VA TR AERETEET,
TAXVLATNALAATARP ¥ % v =22 RFFT5 &, HEH LAN O NZ 7 4y 7 AT S
NWETARP ¥ v v U JIET 74/ h THEHIIHE SN TWET,

T ROERITOWTHEBA L ET,
o 7 J7AT7 2 FARP Fx v O (5-29 X—)
e ARP X ¥ v T ORE (529 =)

74T NARP X ¥ v T OBE

UALXYLATNXALATDOARP X% v TIE. 7 T7AT 2 N T/ A~D ARPEK%E2 U A ¥
VAFRAZATIEDD ZLICE > T HEMRLAN O LT 7 4 v 7 2 8HRLET VALY LR T
NA AT ARPERE V7 FA T b TR ANEET IRV TV vo— &N 74
Tk TR R o T ARP ERITISE LT,

ARP X v v L U T HHNITHE VATV RA TN RITATOARPEKREZ T Vo — X
N7 47 2 MOERR— MEHE TR L ARP ERAZZITR -T2 94 72 FNSE L %
7, 75ARP«*\*?///ﬁé’ﬁ@JﬂCT%)J:\U/I’)VI/X?/§426i7y°/1**1\éﬂ7‘:7?/1’
T MR TARPERIZIGEL 7 I9A T 2 h~NTEREZELBELERATIATFL R TN
AANF Y v alZBRWIP T RURIZHITTZ ARPERZZITRAD L VATV LA T4 T

FOERE Ry S LTHIEELEFATIAFPLA TAL ZT E—a I THEHRTL AL F58
MLT ARy TV DOHEMELEETTZOOTO—REFY AN A v —V2LRICERTEDZ &
7&7747/%7/\4’2 WL ET,

A7 aDARP XX v T

TIERARLAY MV ATBDND I FGAT U N TFARALART IV — FEN FDOTF A A
NTF—=HEBIRWVIEREVAYLVATRLAREDT TAT L FDOIPT FLAZZIRFHL T
TRWAREMEDN H U F 97, AR LAN TZ ONRWDHERE T HEEIL. A7 3D ARP v v
ThBENITEET ARP I Y v IR A a v OBE UAFY LA TFNAALATTAL L
A2 FNRAACHHDIPT RLAD T FA T MTOWTIZ. FORBLE L TUSELETH AR
BR72 7 7472 F5ETOD ARP B RIZ T X TEBRAR— 0 OEELET . 7Y — a2
IJITAT L RDIPT RLRAEZRETDE. VATV A TS AFTEFNSOT Yy — &=
7547 v MUSMTHT D ARPESREZ Fae v 7 LET,

ARP ¥ v 2V T DFRTE

¥t EXEC E— 0B IROFINEIZE ST TV — " ENEZT T4 T D ARP F ¥ v
VahREFETHL I 74%/17/\4’%% RELET,

a<v K HHY
A7 w7 1 configure terminal Ja—\)arZ4FXalb—vary ET—REBLET,
A7 v 7 2 dotll arp-cache [ optional ] TJAYLATNRALAATDOARP ¥ v 7 E2HFICLET,

e (FE)IAYXYLATANALANEHLTWDLIP T RLAD Y
FGAT v N TFNRALRZES>TARP v v o v 2 /T
5121, optional ¥ — 7 — F&HH L £,
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W . =5rpR0EE

A7 v/ 3
AT oS 4
AF oS b

a<w R E):Y]

end FiHE EXEC £— RICE Y £,

show running-config ATTNEZ R L ET,

copy running-config startup-config EFEBE)z vy 74Falb—ay 77y ANVICREERELET,

WOBNZ. T 7 8AKRAY NTARP X ¥ v VU T HRET HHIEOH 2R L ET,

AP# configure terminal
AP (config)# dotll arp-cache
AP (config)# end

AT AHEOEHE

TA X VRATNAZAD VAT AOKZ & H 1%, Simple Network Time Protocol (SNTP) % ] L
THEMICEHRT 22U Y LR TS R E A 2% E L CTFHTEHATHZ &
HTEET,

) ZoHETHEMShD =~ FOWMCEENTEOFEMIT. Y U —2Z 12.3 Of Cisco 10§
Configuration Fundamentals Command Referencel’= 2 L T 72 &0,

TR ROREFTHRICOWV TR L LT,

e Simple Network Time Protocol D2 (5-30 ~—2)
* SNTP OFIE (5-31 ~—2)

o FE)TOHKFORE (5-31 ~—)

Simple Network Time Protocol DAL E

ity b —2 Z AL 7w FaAV(SNTP) LIX. 7 T4 7 > FEMAN—=Y a O 5 NTP
T SNTP (I NTP % — I LR 2 525 97 5 7210 T MO T AT LKLY — B 2 24895
ZLIFTE EEALEHE SNTP (£ 100 X U R LAINOREE TR 23246 L9725 NTP O & 9 724
HEZR 7 4 N2 ) 2 TRRMFE A T = X LT L EE A

SNTP (L GXEF DY —RIn 537y &R L TRITAND KO ICRET D0 AEEDEE
TMDHNTP 70— RF ¥ 2 b7y b2 ALD KD ICRETE 3, BB OEE LA NTP
Ny PEFEEL TV LHE BEREICH 52— SRS IETNTP & A T ¥ LOFM
IZROURL 27 U w27 LTLTEENY,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_configuration_guide_chapter0918
6a00800ca66f.html#1001131

BEOY—RNOARNT X LENRELTE>728581F. 7o — }‘3?'\71 h =KD HREFT—
NREREINET, ;ﬂ%@ﬁﬁ%{ﬁﬁf’?ﬁ~/\75 B o DT LN v N B R OICEE
L7zt — @RS E 3, BERIRF O — 0637 l\%féﬁ?i&?r’ﬁ%it D.EIT ERED
FEHEZIESN T E Y BBV — S0 BEENTZD LRWERY SNTP 2BAH 7212 — %8R 2
ZEEbHY EHA,
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225 hpikogE A

SNTP DR E

SNTP . T 74/ N TCF A4 B—T NI > TWVWET . 77 EBARAL L N TSNTP 2 A %—7 /L
T AT K54 1T avr RonwdFin, £ 527 a—)L a7 4 ¥alb—vx
Y E—FRTHALET,

7 5-4 SNTP =z~ F

a<w R BEY

sntp server {address | hostname) NTP — 355D NTP X7 v &2 R4 5 L

[version number] I IZ SNTP % E L 7,

sntp broadcast client HEEDONTP 77— K&y 2 :H)5 D NTP /X
7y NI ANLD X DI SNTP 5 LE T,

% NTP $— N2 DWW T sntp server 2~ K& 1 RIAS LET NTP — NI .7 78R RA
F225HD SNTP A v B —VIIRETEDL L IOREL TEBILENDH Y L7,

sntp server =~ >~ K & sntp broadcast client =~ > RO & AS LIZHE . T 72 A KA b
X7 a—RE*x A N =DM ZZ T ETHN FA—D A T & 5 EHE L CHRER
I — 3026 DR D J7 2B L £ 7, SNTP (BT 5 158 A4 £~ 5 121, show sntp EXEC =
~U REEHLET,

FHITO HEFDRE

BREZ Y — ADRFHTE WA X VAT DO ICTE CRZ L At 2% ETE 7,8
FNERICV AT L FHRET2F CEMTT, TR TCIIREOTELE L CORMEAT L Z &
FHRLET VA VYLA T ZAREATE DY —ZARBHIBRII VAT Iy

FTFECTHRETIHILNEITIH Y FTHA,

TR ROBEFRIZOWVTHBALET,

o VAT AT vIDFE(S-31 =)

o HEFFRTEDF/R(5-32 X—)

o HA LV —L DFRE(5-32—)

o HIFRIOKIE (5-33 X—)

SATA IO YT DERE
F v U —7 EIZ NTP =72 EORZ Y — R 2T 205 — 20 S 55468, FEH T
AT A IO ERETHLETIHY A,
VAT Ay BRET DL EXEC T— RCTIROFIAEEZFEITLET,
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WEE T/ ERABAL FOTHE |

W . =5rpR0EE

a<w v R EN: ]

A7 w7 1 clock set hh:mm:ss day month year KONTNDPOERLZFH ST AT LA 7y 7 ZFEHTHEEL
ESCR
E et °

o hh:mm:ss (ZIZ RE & IR (24 RFRTESD) L0 B CHRE L £,
FRESNTERANIRES NI A b Y — IS EET,

o day \ZIX. M HOHAMTHAERELET,

o month \[ZIX A XA TRHREL X7,

o year (I EERE LT T (FIZ 4 H1THEE),

A7 w7 2 show running-config ATTNRZ MR L ET,

A7 v 7 3 copy running-config startup-config (EBE)avy74Fal—rary 774 VIEREEZHRIFELET,

clock set hh:mm:ss month day year

WIZ VAT A 7y 7 HFEHT2001E07TH 23 BF% 1R HSICRETHHZ2RLET,

AP# clock set 13:32:00 23 July 2001

H R E DFERR
H I OFRIE & 74 5 121% . show clock [detail] £t EXEC =~ > R&EMHAL £,

VAT A 7y 7 X BEENDHD (EHRETHDEEFELLLEND)NE S &2 T authoritative 7
T MR LET VAT A 70y I BNZAI T V=R Lo TRESNTWHEAIL. 7
T ERELETBANGEECL2VLED THLIGAIL. BrHTORMEHENET, 7
vy 7 BMERETE T authoritative 7 7 7 HERTE SILTWRIT UL, BT ORFZIB B TYL, 7 T
ZIEEeT R ey 7 ERMILARWESICLET,

show clock DR RO B L HIL RO ERDH Y 77,
o HIFANIEHTE EH A,

o (ZER):REANIXEECTETET,

o CIFANMMEMTE ETANTP IZREHL T EREA,

BA LS —2DHRE
FETHA L Y= BRET DI R EXEC E— R CTROFIEEZFZITLET,

a<w K HHY
2727 1 configure terminal sua— ) a7 4 Xalb—ary BT— REBBLET,
A7 w7 2 clock timezone zone hours-offset HAA L=V EBRELET,

[minutes-offset] A ¥ LA TS AL R A 1 2 R (UTC) G5

e, Z0awy NIRRT AL FHTRET D LS
IR S ET,

o zone | ZILEMERFRINEITIN TWD LXK REIND X
AL = DAREATILEST.T 7 2/ X UTC T,

o hours-offset \ZIX . UTC 6 OFRZEEZ AT LET,
o ({LE) minutes-offset \Z1X . UTC 6 D372 AT LE T,
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A7 v/ 3
AT oS 4
AF oS5

H R D

2771
AT oS 2

A7 v/ 3
ATy 4
AT oS H

225 hpikogE A

a<wy R BE)

end

¥i#E EXEC £— RIZRED £,

show running-config AITNE R LET,

copy running-config startup-config (EE)avy74Falb—vary 77 ANMIEREERTFLET,

clock timezone 72— 3)L 27 4 ¥ 2 L—3 3 » 2+ KOminutes-offset 254713 Fh D ¥
ALY =L UTC EDORFENGTHEM THIGARICEHATEET L& 2 VX REERE
D DHEIBDZ A L — 2 (KPEFEREYERF (AST) ) 1 UTC-3.5 T, ZDEA 3 1% 3 KefEl. .5 1%
50% #EWLET, ZDGE M a< 2 Fidclock timezone AST -3 30 ’C““g"

%% UTC IZERE 9 5 1Z1% . no clock timezone 7 27— X)L 17 4 X2l — g av K%
FEALET,

FEAERE OME B ERF2NBH AR L TR T 3 2 iU L IRp ] 2 3% 37 2 121X F5HE EXEC E— R
TIROFIEEZFETLET,

a< K HHY

configure terminal Jua—) ar7 4 Xal—vary T— FEBRBLET,

clock summer-time zone recurring HEREE L BICBEEB IO T T AL ) ICERB AR E LET,

[week day month hh:mm week day month
hh:mm [offset]]

HWEEET 740 N TT 4 =7 IR ESNTWET, T
A — % 72 L Cclock summer-time zone recurring {5 €9 5% & |
B O — VTR EONL—VET 7 4V MM LET,

o zone \ZIE . HEIEMINHEI TSN TWA E X IR RINDZA
A= DARTI(TZE 2ZIEPDT) A LET,

o (fEE)week\ZiZ . ADMAB N EHEELET (1 ~5,F7i
last) .

o ({EE)day \Zi%. M H 28 E L £ 7 (Sunday, Monday 72 &),
o ({EE)month \Z1%, A %457 L £ 7 (January, February 72 &),

o (fEE) hhimm (213 REZ) A Bp i (24 BefE]TE Q) & 2 THRIE
LT,

o ({EE)offset 1213, ERFHIOM . BINT D008 EHEL £
T.7 7+ ME 60 T,

end ¥5HE EXEC T— NIZEED £,
show running-config ATTNEBE R L ET,

copy running-config startup-config (FEBE)ary74Xal—ay 77 A NMIEEEIRELET,

clock summer-time 72—/ N)L 27 4 X2 L —3 g avx RORPIOES Tl E R OB
W2 2 BB O CITR THMA BT LET, TN TOBAIR Ho X £ &V —r %5
HEIZ L CWET, BAAAEFENI R 2 I L COWE T R THRENI ERFM 2 I LT E
TR ANKT A LD BOBEIE. VAT L THEHEERICWS R ENET,

WA EREHAS 4 AOH—HIED 2B E Y (10 HOKRAMAED 2 FFIZHRD D L0 I ET 5
Bz~ L ET,

AP (config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October 2:00
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WEE T/ ERABAL FOTHE |

W HTTP 7 7 2 DEE

A7 v/
AT oS 2

A7 v/ 3
AT v7 4
AF oS5

T *JEODEGEi@WUDEH?FFHﬁﬁﬁ&“,ﬁ&%’ﬂfo&/\"& v te

Wz Ed %)%

DRV ROZEFH DA~ b OEMEZRH

AL M EXEC E— R CHROFIEAFEIT L ET,

a2 K

HE

configure terminal

Ju— )L ar7 4 F¥al—ary E®— REHEBELET,

clock summer-time zone date [month
date year hh:mm month date year
hh:mm [offset]]

FR

clock summer-time zone date [date
month year hh:mm date month year
hh:mm [offset]]

MO BATTEEFFBAO A2 .2 F DO A TR T O B A 2%
ELET,

BRI T 740 b CT 4B =T IR ESNTWET,

o zone \ZIX.ERFEINHITSN TWD EZITRREND F A A
= DAFTI (L ZIEPDT) 2 A LET,

o (EE)week \ZIE HOMERAEZRE L ET (1 ~5, £7ziTlast),
o (fEE)day \ZIX W2 H Z+57E L £ 7 (Sunday,Monday 72 &),

e ((EE 2%, A #4587 L £ 7 (January, February 72 &),

o (fEE) hhaimm \Z13 W2 & e (24 BREZE0) & 0 THRE L £,

2) month |

o (fEE)offser 113, BRI O GBI 53 O ZHEE L 7,
7 7 )V MiX 60 TI,
end M EXEC £— FIZEY £,
show running-config ATTNE R L E T,
copy running-config startup-config | ((£Z)a L 7 4 X2l —Tay 77 A NVIEREERGFELET,

clock summer-time 7 I:’**/\/I/ a7 4 FXalb—ay avwy ROFEPIOES Tk EREHE OB

MERFH A (2 2 H O 5y

TR TR A FRE L E 9, T X TORAN

T BHDO KX A b Y — &I

EIZLTWVET, F'ﬂ'EJiI‘“H#F'ﬁ (IARHERF 2 LB IS L TR R TR RN R R 2 RIS LTV E

T BB A DK T A LV BOBEIT. VAT LA TITE R

Wb ERBRINET,

B A2 v —7 /29 5 1Z1% . no clock summer-time 7 2 —/ 3L 227 (X2 L —3 g

awy Rz LET,

W ERFRIAS 2013 42 10 H 12 HD 2 BEIZHAE 0 2014 FE 4 H 26 H D 2 BfTH&

OB R L ET,

Ho L DITRE

AP (config)# clock summer-time pdt date 12 October 2013 2:00 26 April 2014 2:00

HTTP 7 7 E A D EH

T 7 4/ hTIiX.80 S HTTP 7 7 & Al S4v, AR — K 443 A HTTPS 7 7 B A il s v &

AT v 71

server] BH AT R I NE T,
AT v T2 Z D
27w 73  [Applyl 227 U v 7 LET,

T, ZOfEIR =N D ARSI~ A A TEFT,GUI 2 L CHTTP 7 7 £ A & &

ROFNEZHENE T,

F#T DI

T 7 A RA L D GUI A6 [Services] > [HTTP] DJEIZZ UV » 7 L £9, [Service: HTTP-Web

\HBJ® HTTP & HTTPS DR — FNEFZ AN LET, ZOKR— FEFT7 14— /LRI

BaEATLRNE T 740 MENE S ET,
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v2xFr&r7ur 7 rone B

CLI Z#fEH L CTHTTP 7 7 £ A& €% T DX K OFNEIZHEVNFE T,

2T v 71 AP(config)# conf t
27 w72  AP(config)# ip http port value
27 w73  AP(config)# ip http secure-port value

VAT LG ETu T NORE

TAX VA TR RAEHNT DLV AT AL ERELET . T 74NV TR VAT AL ET RV
7 MEap TT,

VAT AT T REBRELTOWRWERIZ VAT AL DORID 20 LT4h VAT ATy
MeLTHEALET . KRVREEG)BRENESNET, a7 NI VAT LAARETIND &
HFEHENET N Zu—n)L a7 X2 lb—3 g a<2 K prompt 2 L TFEEHT
T T hNERELTWAEAIIERTSNLERE A,

B ZOHEHTHEHEND 3~ RO LM HEDFERIZ DUV T [ Cisco 10S Configuration
Fundamentals Command Referencel¥3 3. O\ Cisco 10S IP and IP Routing Command Reference]77 A4 K
ZZRR LT3N,

TR ROBREFRIZCONVTHALET,

o FTIFILINDUVATAILBLION T 07 FOERE(5-35 2—)

o VAT AL DEIE(5-35 X—)

e DNS OHEHE (5-36 ~2—)
TITANWVEDVATLILBIORT 0 7 FORE

TIRARLS LV DT 74NV DUAT L4 ET a7 Miap T,
AT B D%

FENTUAT AL ERET DL FFHE EXEC E— RTROFIAEZFITLE T,
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WM =504 FuL 7L ORE

a<w N =)D
A7 w7 1 configure terminal Jua—nN)ary7 4 F¥alb—rgry E— RE2BLET,
A7 7 2 hostname name FETCIVAT LA EZHRELET,

T 74NV RRET ap TT,

() VATLALEELTIHLAE. VA TR T AL AOERIL
Ve hEN. TV —h L TWBTZITA4T 2 kT A
ANET V=T a VBRBREN T EBICET Y v m—
rEnET,

() VATALIKIZ.3XFETANTHIENTEET, L
MULIAFY LA TNNALATIE 7 FAT > b T84 AT
HHEZHA STV AT L4 ORI 15 XF
P EFEHLET, 774’7’/ b 2—YRT 7R KA
Y RNEXBIT D EDNEERGAE VAT DO B O
DERPIO 15 LFICEHTLLTEI 0,

A7 v7 3 end

¥4 EXEC £ — FIZREY £9°,

A7 v 7 4 show running-config AINEEHRLET,

A7 v7 5 copy running-config startup-config |((FE)a L 7 4 ¥al—ar 7 A NMIRELRIFELET,

DNS DO

VAT AL ERETHE VAT LA Fu A N LTHEHENET,
FIT IV EFDORANICETICIZ. Z7e—)L a7 ¥ 21— 32 22 K no hostname
FHEHLET,

RAAL Y F—2h AT L (DNS) 71 b 2 /L1Z DNS T — 2 R— 2 ZHH L, Zhic kv
BRARLZIPT FLAICHIGHAIT TE LT, UL YL A T34 X2 DNS %1 5 L. ping.
telnet. connect. 72 XX THOIP 2~ RB X OEET S Telnet VAR — FEIETIP 7 KL AD
ROVIZHEA ML EMATEET,

IPIZL > TERSNDOMEMO M FATIL. T A ZAZ BT ETIL R AL U TRETE LT, M A
AHIT BV A ROZXG Y LFE UTHEH L TER SN TWET 72 & 21X & A 3E 0P T com
EWVND RAAL IS D EEMRIR DT, KA A i cisco.com E72 0 FF, 2D RAAL N
O File Transfer Protocol (FTP) 3 A7 A 72 E Dl 2 DT /3 A A1 fip.cisco.com D X D \ZFEBI S E T,

IP CIERAAL B E N T XU TTBRDIC, KA F—A =RV IWEBRERINT
WET, RAAL V 2—L =D& EL, %ﬁuﬁ\mp?’hva@v/t/&%ﬂw//:(i
FET = R=2) R ET DL T, KA A EZTIPT KL Ry B 75123 7
RANGEREL Xy NT—27 LICHEET DX —L —"%2HEEL.DNS B3N LET,

TR RORERBRICOWVTHH LET,
e DNS OF 7 /b ha%7E (5-37 =—7)

e DNS DR IE (5-37 ~—7)

e DNS D% EDFEKMR(5-38 X—)
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DNS O

DNS D%

A7 v/
AT oS 2

A7 v/ 3

A7 oS 4

AT v/ 5
AT oS 6
AT/ 1

7 )V NERE

v2xFr&r7ur 7 rone B

#F 551 DNS DF 7 4V biREZRLET,

#5-5 DNS D77 /1 FRE
Héne F T &NV NRE

DNS A4 fx—7 ) AF— |k

F4E—T

DNS F 7 /)L s KA A 4

R E

DNS H#— A DT F L ARRRE
iE
FiME EXEC E— R 06 RO FNAIZHE> TDNS Z2EHT 5L 9ICV AT LR TS REREL
\iﬁ_c
a<wy R B
configure terminal Ja—) a4 Xal—ary B— REBBELET,

ip domain-name name

YT MU 2T PREMAA NG (K MEE 108 RA A 2T E
IRWARD ZERT 2 & ST D7 74V DO RAAL R &E
%bij‘o

RAA R B REM DL D XY D IZDIHH S D RMOE Y
F RIEANRNTLZE 0,

T FRRIZIE R AL AFRESNTOEEAR . TA YL X TN
A ADFEEH BOOTP F 72 1% Dynamic Host Configuration Protocol

(DHCP) % =372 5470 TV % 5546 . BOOTP %7213 DHCP #— /3
IZESTTTHNVED RAAL VEANRESND I ERHY £9(Z
DIFWB Y —NTRESNTWDIHEE).

ip name-server server-address1
[server-address2 ...
server-addresso]

1l OFRIFEBEDOR—L P —"OT FLAZIEEL T AHBLIOT
R L Z2DRHRIHEH L ET,

BK6 DD —L P —NERECEET HEP =T FLRILA
NR—=ZA T FT HANAFEI NS =N T T4~ =1
TT,UVAYLATANA RAX KNS T7A~Y H—/3~DNS 7/ =
VEFELET . ZO7ZUDRRKRLEGAFZ ANy 7T v 7 =2
W7 Y REEINET,

ip domain-lookup

~OEBREATIT LET, 2 OWIIL T 7 4 FTA F— 7T &
NTWE9,

2—FDR Yy NT =7 TN AR LRITOFEI Y S TEHIE T 220

Fv NI =T NOT A AL T HMERD L6, 70— 307
A —Fy bOFX—I 7 HADNS) #HEH LT, 22— DT A
AR — BN T BT AR AL EZBRNCEID Y THZ ENTEET,

end

ke EXEC E— RIZR Y £1°,

show running-config

ADNEz B L ET,

copy running-config
startup-config

EE)av 7 4X2lb—ay 77 A NMCHREXIRELET,
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W <r—ofE

DAY LATNRAADIPT FRLAZKRA M ELTHERTIZESE.ZOIPT FLARERH IR
572 DNS 7 = VIIERSNERFAEVA FOEEERWVWERRX N ERTET D & L4HiT%E IP
7T RLVARIZw Y B 7325 DNS 72U BMERENAANC. A MGORBIZE Y A KET 7 4L
FORAAL ENBENENET T 74NV D RASL AT T a—nL a7 4 Falb—g
> 2~ R ip domain-name T E SNDETT AR MAICE Y A RO)REEINLTWDGA.
CiscoIOS V7 F U = TIIHR A MUIZT 7 4NV hD KA A A ZBINETICIP 7 KL A& HR%R
LET,

KA A 4 % HIRT 5(21%.no ip domain-name name 7 2 —/3)L 227 4 ¥ a2 b—3/ g a<
VREMEHLET,R—2 =307 R 2 ZH|FRT 5 IZ1% . no ip name-server server-address 7
R L ar T4 Falb—varyavy R LET. VA Y LR T /51 ZATDNS % #%)
2T DICiE. Zn =)L a7 4 F a2 b—3 g 2= K noip domain-lookup %zl L £9°,

DNS DFRE DK

DNS %1% # % #7195 (21X, show running-config £/ EXEC =~ > RZFH L £7,
~

() TA YL AT /NA ARZDNS BEEE STV 54 show running-config =~ > K& EIT3 5
EH—=ROLARTTIEARLS IPT RLARFERENIBAERH Y £7,

N —DYERR

SAOBMLEMOTD) N F—,n Ay RXRFP—%RETEE T, MOTD RNF—dnu 71 i
W B SN T2 T _RTCOWRICEREINE T, I XTCORy N —7 2—PIZEET DI A v b—
CELEATEVATA Yy NI O ) BRET HBAIERN T,

Iy NP RSN T R TOBMERICERINE T, ZRINDDIE . MoTD XN F—DH#%
T.arsAy a7 NRERENDHETTT,

@ ZOHTHEHShD 3wy FOWTEHEMTEOFEMT, ) Y —212.3 O Cisco 10S
Configuration Fundamentals Command Reference]% ML T 12 &0,

TR KROBREFTHRICOV TR L LT,

o NF—DFT 74V FRE(5-38 X—)

e Message-of-the-Day 2 7' 1 > /N F— D% E (5-38 ~<X—)
o BUA Y NF—DRIE(5-39 N—2)

NF]—DTFT 7 )V hERTE

MoTD BL U 7 A v NF— TR EINFE T A,

Message-of-the-Day = 7' o N F—DRE

TAFXVATNAAL A0 A LIz L QICHEICRREIND AT EDOITORX v — /N F—
ZEKTE £
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A7 v/
AT oS 2

A7 v/ 3
ATy 7 4
AF oS5

ry—ofeg A

MoTD & /' A /) — %R ET 5121 F5H EXEC £ — FCUROFIHE ETLET,

a<w K =)
configure terminal Jua—srL a7 4 F¥ab—vary E—RFEELET,
banner motd ¢ message ¢ MoTD N —ZfEE L £T,

ATIFR Y FEEH @) 2 ERLT 2 X0 5% AJ) L Return
F—aMLEST XY LFIANTFT— THF A LDIMED L#&
b ERLET KDY OXY) Y LFO% SO FITRERES
nE9,

message 121,255 XFFETONRF— A vt —TUEB AN LE
T A v E—UNITIEROIY XFEFEHTEEEA,

Yk EXEC E— FIZREY £,

show running-config AN EEfER L ET,
copy running-config startup-config (EE)av 74 FXal—Yary 77 A NVICREXIRIFEL T,

MoTD N F—Z Y&+ 521X . nobanner motd 72— N)L 27 4 Fal— gy avwy RNE
fEH L%,

OB BB B L O TRE Y XFICAR S R 5@ 2 FEH L T.UA VLR F31 R(T
MOTD N} —%RET D FEEZRLTWVET,

AP (config)# banner motd #

This is a secure site.Only authorized users are allowed.
For access, contact technical support.

#

AP (config)#

ROPNT, ERORETERIND AT —Z2R L THET,

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '~]'.

This is a secure site.Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

R7A Y N —DRE

B LT _RTCOmERICERINDIB A NP =R ETCEET N —NEREINDDE
MoTD RN F—D#% T vl Ay a7 MRRRINDHETTT,

0o NP —EBHET AL i EXEC E— FTROFIEEZETLET,
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A7 w7 1 configure terminal ra—_) ary7 4 ¥alb—ay T— REHEELET,
A7 w7 2 banner login c message ¢ nyA v Ave—VERELET,

clZIIARY FREB @) R ERET 2 XYY 5% AJ1 L Return
F—ZHLFET XYY CFIIANTFT— TFRXIDEEEY L&D
RLET HEKDOYVORYY XFO%ADLTIIFEEINE T,

message \Z1£.255 XFEF oA Ave—YE AN LET,
A vE—UVNITIERY Y XFEFEHTEEREA,

2797 3 end

¥ bE EXEC B— FIZEY £9°,

A7 v 7 4 show running-config ATNEBEZMER L ET,

A7 w7 5 copy running-config startup-config |({FZ) a7 4 X2l —Y 3y 77 A NVIIREFHRGFELET,

a7 A N F—%HIET 2% no banner login 72— 3L 27 4 X al—v gy avy R
EHEALET,

WOFENL BB L O TRED XTI AT @) ZHEHA LT VAP LA TS R IZa s A
VNG —RRETDHHEERLTOVET,

AP (config)# banner login $
Access for authorized users only.Please enter your username and password.

$
AP (config)#

H 7 Cisco Aironet 7 7 &£ 2 781  + % Lightweight £— R
o7 v F T L— KT B

>
(&)

GUL F7-1ZCLIZEHA L THET 7 EA RAL L FD CiscolOS £ A—DHuT v 77 1L—R

T IEIZOWTIZ RO URL 2L TS 72 &0,
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00809f0e94.

shtml.
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http://www.cisco.com/en/US/docs/wireless/access_point/conversion/lwapp/upgrade/guide/Iwapnote.html
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archive download-sw {/overwrite | /reload} tftp: /location/image-name
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