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Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)

vLAN Trunk Interfaces: DotllRadio0
DotllRadiol
GigabitEthernet0

Transmitted:
995

Protocols Configured: Address: Received:
Other 0

0 packets, 0 bytes input
0 packets, 0 bytes output

Other 0 995
0 packets, 0 bytes input
0 packets, 0 bytes output

Other 0 995
4330 packets,
995 packets,

363704 bytes input
75675 bytes output
31

Virtual LAN ID: (IEEE 802.1Q Encapsulation)

vLAN Trunk Interfaces: DotllRadio0.31
DotllRadiol.31
GigabitEthernet0.31

This is configured as native Vlan for the following interface(s)
DotllRadio0

DotllRadiol

GigabitEthernet0

Transmitted:
5620

Address: Received:
Bridge Group 1 0

Protocols Configured:
Bridging

input
output
Bridge Group 1 0

0 packets, 0 bytes
0 packets, 0 bytes
Bridging 5620
0 packets, 0 bytes
0 packets, 0 bytes
Bridging

input
output
Bridge Group 1 0 5620
0 bytes input
2737560 bytes output

0 packets,
5620 packets,
34

Virtual LAN ID: (IEEE 802.1Q Encapsulation)

vLAN Trunk Interfaces: DotllRadio0.34
GigabitEthernet0.34

Protocols Configured: Address: Received: Transmitted:

Bridging

0 packets, 0 bytes
0 packets, 0 bytes
Bridging

Bridge Group 34 0 0

input
output
Bridge Group 34 0 0
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0 packets, 0 bytes input
0 packets, 0 bytes output

Virtual LAN ID: 35 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interface: DotllRadio0.35
Protocols Configured: Address: Received: Transmitted:

0 packets, 0 bytes input
0 packets, 0 bytes output
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WHEIL. R A T 47 VLAN BN IZE B VLAN 12720 £97,

FEXAT 4 7 VLAN D VLAN 7V o2 P A —TF R 1 IIEBTAELE2EZ2FET. 20X D ol
A, 2 K dotll management vlan vianid #3252 & T XA 7 47 VLAN %5 #
VLAN & L CHRETEET,
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o JHEXAT 47 VLAN ZEH VLAN & L CHEHT 256,117 47 VLAN i Cx 72 <
7w EI,
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o BEILVLAN 22 F 2546, TOEHRIZL > T HEITT O telnet I3 L O GUI 2 —HF—DF X
TORv Yy Y a VR RLEEIZRD TSN ET,

R EFIE (CL)

2T w71 FERAT 47 VLAN ZEH VLAN & L CRETHE-ODa~y REFHLET,

ap(config)# dotl1 management vlan vianid

Zoawy REHHATLI8IE. 24T 47 VLAN BRWZ L E2HERLET,

AT v T2 A AT =Tz A RERBIRAT AT N7V vV =71 ZHIERLET,
ap(config)# interface dO
ap(config-if)# no bridge-group 1

A7v73 TV IN=T 12 RXAT 4T A F—T = ATHELET,
ap(config-if)# interface 0.5
ap(config-if)# encapsulation dotlq vianid
ap(config-if)# bridge-group 1
ap(config-if)# interface bvil
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ap(config-if)# ip-address dhcp
*EFIE (GUI)
2T v I [Services] > [VLAN] (2B & L £9°,
25 v 72  [Assigned VLANs] ¥ 7 2 = > @ [Current VLAN List] 2> & H VLAN & L CiR7ET 5 VLAN %
IR ET,
AT w73 [Management VLAN (If non-native)] = v 7 R v 7 A& 42 LE T,

BE % TTIZRE T FIE(CLD

AT 71

AT T2

A7 73

VLAN DEX

BEHLVLAN & L COHEFRA T 47 VLAN OREZMERTH-0Da~r REFEHLET,

ap(config)# no dotl1 management vlan vlanid
TV IN—=T 1 EAAL 0 A B =T 2 AETNIRDO XA T 47 VLAN IZBB L £,

TV IN—T1&2MOIFAT 4T A F—T =2 ATKELET,

TEB

OB VLAN 2 L T RFOBNTERT SA 2 EEFHT L HEEZRLTHET, 20
BITIZ AR T Yy U= ZICRESNTZ VLAN 2 L3 007 78X LNAAHEBEES T
£,

o EFBHT /A HEDT I ERA LUL, a— WX TRTONERTA T L 77 A0 FHO
T A=A by T LV OMBER. B O OMOBERFRICT 7 B A TE LI
Bz — 4213, Cisco EAP-FAST Z il L/BREN Rk S &5,

o BB T 7 BvA HHIOT IEA L, 2—FIXFERADOAL L TRy AU T —Fy
FMEZ 7 A NV BLOREDOT —Z_X—212T7 7 A L AFERHG- F O o202
HOBEE W TN R E SR CTX £3, B8 = —¥IZ1X. Cisco PEAP Z i ] L 72 #%GiE
NERENET,

o FET I/ VA HHLIENT 7R LL, 2—WFITFENOA L F TRy FBLOA V¥ —
Xy b~OT 7R REABROAF SHEOSHR HZOR e EFEICEROH 51EE) %2
EITTCEFEI AT BEAHOREZT 4 v 7 WPAZ(FERIEAX—)ZMEHL TRy PU—
JICBMTEET,

ZOVFIATIEI AT 78R LLIZ L 9D D7 & H 350 VLAN B AL E T3, 7
T ARA L MIFRK 16 D SSID I TE 5720 F 14-1 (- TEARFEZFEHTEET,
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< % — ¥ % SSID manage 784%5@'3—542 VIR FAT o N THTXERE L BB A
/X— (% SSID teach Z 42 X 951 &74’7/%% RTE L VFERER AT N THTH
% SSID learn %:ﬁﬂh“éot INCERELET . INODI IAT U eT 78 ARAL L MIT Y
vr— 5L HEIMIZEYI 2 VLAN 28R L £7,

Z OB TIX.VLAN ZH R — M T 27 DICROFIAEZFATLET,

1. LAN A A v FONWTNNT, LFLD VLAN 258 E 3 57 VLAN &
T RARA L FT. 4 VLAN IZ SSID %10 4 TET,

% SSID IZFRAEX A 72 HI D ¥ TET,

TIEAKRAL Y N EOA—HFy hEBIWdotllradio £ ¥ —7 = A ADM HITHF L,
VLAN 1 & 2 5% ¥ VLAN % E L3, 2D VLAN (X, XA 7 4 7 VLAN [T B LER H
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6. 7 I7AT VN TN REH
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F 14212, Z0OHTHD 320D VLAN OFRTEICHLE RS a~wr ReERrLET,
F14-2 VLAN D=7 ¢t F=z L—3 2 a2 NG
VLAN 1 DR E VLAN 2 DR} E VLAN 3 DR} E

ap# configure terminal
ap (config)# interface
dotllradio 0
ap(config-if)# ssid boss
ap (config-ssid)# end

ap# configure terminal

ap (config)# interface dotllradio 0
ap(config-if)# ssid teach

ap (config-ssid) # end

ap# configure terminal

ap(config)# interface dotllradio 0
ap(config-if)# ssid learn
ap(config-ssid)# end

ap configure terminal
ap (config) interface
FastEthernet0.1

ap (config-subif) encapsulation
dotlQ 1 native
ap (config-subif) exit

ap (config) interface FastEthernet0.2
ap (config-subif) encapsulation dotlQ
2

ap (config-subif) bridge-group 2

ap (config-subif) exit

ap(config) interface FastEthernet0.3
ap (config-subif) encapsulation dotlQ
3

ap (config-subif) bridge-group 3

ap (config-subif) exit

Cisco Aironet 7 7 £ 2 R4/ L b+ Ciscol0S Y 7ty =7 av 74 Fal—vary 4 F 1



H14E VAN ORE |

W vLAN o Esl

#14-2 VLAN D=7 ¢ F=z L—2 g3 v FOFI(§EE)
VLAN 1 DR E VLAN 2 DER%E VLAN 3 DR E

ap (config) #dotll ssid manage
ap (config-ssid) #vlan 1

ap (config-ssid) #authentication
open eap eap_methods

ap (config-ssid) #exit

ap (config) #interface dotllRadio
0

ap (config-if) #encryption vlan 1
mode ciphers aes-ccm

p(config)#dotll ssid teach
p(config-ssid) #vlan 2

ap (config-ssid) #authentication open
eap eap_methods

p(config-ssid) #exit

ap (config) #interface dotllRadio 0O
ap (config-if)#encryption vlan 2 mode
ciphers aes-ccm

p(config)#dotll ssid teach
p(config-ssid) #vlan 3

ap (config-ssid) #authentication open
ap (config-ssid) #authentication
key-management wpa version 2

ap (config-ssid) #wpa-psk ascii 0
Ciscol23

ap (config-ssid) #exit

ap (config) #interface dotllRadio 0
ap (config-if)#encryption vlan 3 mode
ciphers aes-ccm

K143 F L4202y 7 4 Fal—vary avry ROBRERLTVWET . 77 R KA
FCHETaL 74 X2 b — a3 &R AT HIZIE show running =~ > REMH L ET,

# 14-3

2T Fz =g 2w FOIDREE

VLAN1 A Z—T = R

VIAN2 f ' Z—T =A R

VLAN3 A ' Z—T =A A

interface DotllRadio0.1
encapsulation dotlQ 1 native
no ip route-cache

no cdp enable

bridge-group 1

bridge-group 1
subscriber-loop-control
bridge-group 1
block-unknown-source

interface DotllRadio0.2
encapsulation dotlQ 2
no ip route-cache

no cdp enable
bridge-group 2
bridge-group 2
subscriber-loop-control
bridge-group 2
block-unknown-source

no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled

no bridge-group 2 source-learning
no bridge-group 2 unicast-flooding
bridge-group 2 spanning-disabled

interface DotllRadio0.3
encapsulation dotlQ 3

no ip route-cache

bridge-group 3

bridge-group 3
subscriber-loop-control
bridge-group 3 block-unknown-source
no bridge-group 3 source-learning
no bridge-group 3 unicast-flooding
bridge-group 3 spanning-disabled

interface gigabitethernet
encapsulation dotlQ 1 native

no ip route-cache

bridge-group 1

no bridge-group 1 source-learning
bridge-group 1 spanning-disabled

interface gigabitethernet
encapsulation dotlQ 2

no ip route-cache

bridge-group 2

no bridge-group 2 source-learning
bridge-group 2 spanning-disabled

interface gigabitethernet
encapsulation dotlQ 3

no ip route-cache

bridge-group 3

no bridge-group 3 source-learning
bridge-group 3 spanning-disabled

HHA L BE—T 2 A ADT ) v TN—T o

L2 EICEBLTIEE N,

bridge-group 2 subscriber-loop-control
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning

no bridge-group 2 unicast-flooding
bridge-group 2 spanning-disabled

XHEY b A—HPF |
BWICERESIND Z LI

ETDHE RO A~ FISHBIZRE I L
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no bridge-group 2 source-learning
bridge-group 2 spanning-disabled
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