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WEP. TKIP.MIC. B LU 7 a—FRFKFy A M F—o—F7—2 3 I T 74/ F TEHICHRE S

NTWET,
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W weie— FoRE

FHHIWEP 2 — D1ERK

() 0 WEP ¥ —OREIX I WEP 25527 747 N TNA AT V2R KA M3
R—=FLRTNER SR WGARICEINE LR VEST , TI7EA RS NIT Vv 2— T35
ﬁ“/\f@? FAT vk TS AN —EH (WPA,CCKM, 7213 802.1x #&iiE) 244 554

) WEP X — %R ETHXLEIIH D THA,

HikE EXEC E— R b RO FENEICHES> T WEP F—Z2 kL. F¥—D 7 e X5 s 2R ELET,

awv K HHY
A7 7 1 configure terminal Ta—)ar7 4 X¥al—ary E— RERBLET,
27 v 7 2 interface dotllradio { 011 } WAL H—T 2 A ADA B —T 2 A A AT 4K

L— gy T— RE@HEBLET,
2.4GHz fERREF L O 2.4GHz 802.11n MERIT 0 T,
5GHz E# ¥ L 1) 5GHz 802.11n T 1 TI,

A7 v/ 3 pEEAL . WEP ¥ —%A{Ek L. D7 a7 ¢ #FHELET,
ey g o (FEB) % —EIFHT 5 VLAN 2L £ T
size { 40 | 128 } encryption-key e Z O WEP F¥— 72@5%#5 ¥— Ay NOARTETRE
[017] LE9,VLAN Z L2 K4 >0 WEP F—%%E ) 4T
[transmit-key] HTENTEET,

o F—HZANL. F—DOH A XE40Ey b2 128 E v b
DONWFTHNCRELET 40 E Y b F—IZIX. 10D 16
HEBNEFI.128 B b F—I1215.26 D 16 HEENE
FNTWVET,

e (fFE)ZDa~y RTANLIE®—XFFRIE S
NEXFINTHEN T L—r TFAN F—THoD 0
EOERELET. 7L —r TF A L F—IF, Enter
F—m LS lbInET,

e (FB)ZDOF—%REEXF—CLHTELET Ay I
1OF—X. T 74V FTEEF—ERY E7,

()  EMUWEP & MIC(F— Ny v a) & & HICRET
HBBETIEARA L FBIOT Vv — R &
NTWDITITAT U b TNAALAFTEEF—LLT
[T WEP ¥ —%2 T 50ERHD £DF—
TIBARALA L NI TAT 2 FPTRILFS— R
Ty MCRESHTWRITIERY 8 A,

() CMIC ZfH L72§1 WEP O EIZY AR — h X
TWEHA,

() REFAI—EHREOEX2 VT a4
95 & WEP X —DORELZHIRTE F4,WEP ¥—
R B 2 DHEBED— %1 TWEP F— O Hl[R |
v a (109 RX—=V) SR LT EEN,
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wEke— Foke N

a<wV R

A7 v 7 4 end

HikE EXEC E— RIZR Y £1°,

A7 w7 5 copy running-config startup-config

EE)ary74Xalb—vary 77 A VICREEZREL

KOBIL VLAN22 DA ry b 3
WIET D HiEERLET,

apl200# configure terminal

apl200 (config)# interface dotllradio 0

12128 By b WEP F—%1ER L. ZDOF—%%Ex—L LT

apl200 (config-if)# encryption vlan 22 key 3 size 128 12345678901234567890123456

transmit-key
apl200(config-if)# end

WEP 3 — DR

#£10-1 1T, EFNnZEnoEX =27 15

Z 10-1 WEP +—DH#IR

REIZE SN WEP ¥ —DHIfRO—&E 277 L TWET,

TRV T ARE

WEP 3 — D iR

CCKM *7-1% WPA mﬁ{ﬁ&ﬂ‘rwﬁfi

F— 2y P 1ICWEP F—Z2RETEEE A,

LEAP % 7-1% EAP 3%

X*— 20y 4 ICWEPXF— 2R ETXEEA,

40 £ b WEP IZ X 51

BAL— b

1286y b F—ZRETEEHA,

128 £ N WEP IZ L D5 A A — b

4Oy b F—ERETETEHA,

TKIP (2 L AEH A A — |

WEP ¥ — %R ETEEHA,

TKIP & 40 £ ~ WEP, £72/3 128

'y N WEPIZ LB 5 A A — |

WEP ¥ —%%— 20y b1 L 4ICRETETETA,

MIC I & 5B WEP

TIRARA L NETTAT U N TAA AF AL
WEP ¥ — %2 X Ex— L L CHERATAINERNH Y £
T EL.ZOXF—II T I BARLA L NETTAT
YEOMETHRLUF— Ay MIREINLTWVWD
VERH Y 7,

7u—F¥yAhF—n—FT—T g

Tuo—F®¥y A F—o—F—Ta LD R

oy h2E30F—NEEXINET,

B 7er—FX¥¥AMF—pm—TFT—valih
T 5 & FHRWEP 2 L CW\Wb 27 7
ATV N TNRARIT 7®A RA 2 Nl
HATE <R EF, 7o — Xy A | F—
0—7—3 a3 i, F—EH (80 WEP
(802.1x) \EAP Zfii f L 7= WPA, F /=1L F w1
HEX— ) 2EAT 2L EOHT AR —

ShxE7J,
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N we{e— FORE

WEP - — DR EH
F1021FX. 77 ARALS U PBIOT V2= NENDT /A ATHERET 2 WEP F— O T
Bz L CWES,
#10-2 WEP F—p &
x_x | T7ER RA VB TIVZ—FERNBTNA R
2y b |[EEF— F—E BEX— |F—E
1 @) 12345678901234567890abcdef _ 12345678901234567890abcdef
2 _ 09876543210987654321fedcba O 09876543210987654321fedcba
3 _ not set _ not set
4 _ not set _ FEDCBA09876543211234567890

TIHARALAL PO WEP F— 1 ITEEF—L L TEIRENTWELED . T Y Z—FENDT
INAAD WEP F— | LRICARICHETHLENH Y T, 7 V2 — FINDT A AT
EIINTWVD WEP F—4 (X EEX—L L GRREN TV W=D, 778 A KA kO WEP
X— 4 ERTETIHILETHY THA,

~

() MIC ZHZHZ L 72 WEP 232 (W1 o EAPBIEL A LW G517
A RA L NEBIBIROT SA ADM ST, 7 — % &5 HIZHE T WEP & — & i ji 4
DUENRHN T, 72X MICEZEHENILET 7EBARA L P TARY M1 OF—
EREXF—L L THHATARRIL. FOT VA RS MIT Voo —hENDH 7 T4
T hTRALATHL REULF—%2 A0y M1 THAL.Z2HEEEF—L LTEIRT S
VBENRH Y F9,

K5 A A — b DAERL

¥ #E EXEC E— RO RO FNEIZHE > THEAAL — N EHENZLET,

avs R HHY
27 v 7 1 configure terminal Ja—)ary7 4 ¥alb—aryEB—REBBLET,
27 v 7 2 interface dotllradio { 011 } WAL H—T 2 A ADA B —T 2 Af A AT (K2

L— gy ®— F&BEB L $£9,2.4GHz R IT Radio 0,
5GHz 1% Radio 1 T,
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wEke— Foke N

a<wV R

B &)

A7 w7 3 encryption [vlan vian-id] mode
ciphers {aes-ccm | ckip | ckip-cmic |

cmic | tkip | wep128 | wep40}

MERRENEGENIEEAL—F2ECLET,FE
10-3 1L FRET DRIMFE LT —BFHL A T L KT HHE5
AA— "NEBBIRTETZDOTA KT 4T,

o (EB)WEE XA T HAMITSH VLAN &R L 7,

o VERWSA T g BBIRLET B0 S 42%
RTxE4,

ROFIZFEBEL T ZEN,

e 2OFIF3IODHEETHEFAAL — NEGIZT D L,
£ TA4AT R \4’/5' T2 ATHINIEINT
WTCT FDTTAT v "BV R— T DKM
AN = AL EZHALET, 7 — Xy A L ¥—
Z.TR_RTCDY T4 T v MINYR— b4 5857
LFE T, 35OV TIEGEREERB L O B b A T = X 4
WZOWTEZ LTS E &N,

o ckip ZFH T T 555G 13, Aironet JLIEHERE D HNICT D
WBEN B VD F 9, Aironet JLIEMEREZ AT D a~
K. dot11 extension aironet T,

o ¥ WEP |X.encryption mode wep =~ > K& L
THRETHZ L HTEE T, 7272 L. encryption mode
wep A~V RIX. 77/ EBA RS MIT Yy o—h &
i’b’Cb‘éﬁ FTA T MR FEEITKHS LTV RN
WZFR Y EH LT < 72 &\, encryption mode wep =<
‘/ R OFEMINL. [ Cisco I0S Command Reference for Cisco
Access Points and Bridgesl|# 2 L T 72 &0,

e SSID (2 (TKIP + WEP 128 T% TKIP + WEP 40 T1% 72
V) S S TKIP 282 T A %413, % @ SSID Tix
WPA % 721% CCKM ﬁ’r*-”sff!i%ﬁﬂﬁ“édz\gﬁéb D i
9, WPA % 721% CCKM F—&# &2 A1
{b, TKIP Z i L7z SSID TIX. 7 A4 7~ b mﬁrﬁﬁe
ﬂﬁzbi@“o

* it — K TKIP + WEP 128 £ 7~ X TKIP + WEP 40
E&“Tf?é 1T WPA &+ —EH A2 47 g LTKR
TTHMLENDY 7,

A7 v 7 4 end

¥ ke EXEC E— RICREY £,

A7 v 7 5 copy running-config startup-config

(EZ)ar 74 F¥al—vay 77 A2
e

ZIRIF L

TERE
Cax B

W5 AL — N &9 5T encryption 2~ KD no X2 H L £9,

WPA % 72i% CCKM {

CBT BWEE AL — b

WPA % 7-1% CCKM & uﬁ{ﬁﬁﬁ’r~—”§f$%ﬁﬂ%‘fé £91
%0)5’/1’7°0)uuuftﬂF—”¢fi&fLTﬁf$@3bZ)ﬁ
WPA LN CCKM & EHatkD H 5

T VBARA Y NEBRET DS
BAL— b ERIRTHIVLERDH D 7, i% 10 3
FAAL—FERLTWET,
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W weie— FoRE

£ 10-3 WPA 5L TN CCKM ¢ DD SHFFX A — F

RALF H X —BHDO L A T BEMEDH WA A — b
CCKM e encryption mode ciphers wep128

e encryption mode ciphers wep40

e encryption mode ciphers ckip

e encryption mode ciphers cmic

e encryption mode ciphers ckip-cmic
e encryption mode ciphers tkip

e encryption mode aes

WPA e encryption mode ciphers tkip

e encryption mode ciphers tkip wep128

e encryption mode ciphers tkip wep40

e encryption mode ciphers eas

) WPARAFvar L TRESNT
V% 554 encryption mode ciphers tkip

wep128 35 L O tkip wep-40 7217 % i H]
TEET,

F—EH L LT WPA BLUCCKM 2 L TV D AT, tkip 3 L aes DK 55 K720 039
R—hENFET, F—EHL LTCCKM 72T 2 L T2 A 13, ckip. emic, ckip-cmic, tkip.,
wep, B LW aes DRI S HA NP R—FIvET,

SSID |Z (TKIP + WEP 128 % TKIP + WEP 40 T4 72\\) K 5-{L TKIP 2 R E T AL AL F D
SSID TiX WPA 721X CCKM ¥ —EFH 2T 2 4E N H Y £9,WPA £721X CCKM F—&
FRE NI TITHEB{L TKIP Z{FH L7= SSID TIX. 7 A4 7 > FEREEN LM L F1,

WPA DOFH. 3B L OGREER A X — B A2 RET 2 FIEICHOWTIL, [WPA F—EH M| &~
a7 RX=V)EZRLTEEN,

Wi-Fi §8E 7T 7 A RA > ML WPA/TKIP i E%& VAR — b L7 720 £ LT, %5 Bt % 1
R UCLARTO TKIP EHAT SA ADT Y v —3 3 & f Ei:a“ét |2 . TKIP IZ WPA2/AES
EDMBEDETOREHTEET WPA RN—2 3 > 1 A7 Y 3 VIEFRREX —E B wpa cli 2
BHIRENTZT=D. DA v Z—T x4 ATO TKIP OFEIFHR— S EHA.
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wEke— Foke N

7“]3‘—‘ F‘g?,\,;( ]\ i?v—- 2—7—/9 /@ﬁ)‘j‘]'ﬂﬁ‘f‘:ﬂ“ jJ,ﬂf‘

Ta—R¥XxY AN F—n—FT—a LT 74N N TEEDR S TOET,

) 7BRB—RFR¥¥yANF—pm—T—alEAENNTHEFHOWEP ZHEHLTNDE7 7147
NTFNRALRZT IV BA RSV b EEHTCE RS AV ET , 7 — ¥y A M F—nm—FT—T3
i, (EhH) WEP(802.1x) \EAP # i fl L 7= WPA, 7213 Fridtax—72 L) 245
BAEOHRYR—FENET,

¥i#E EXEC B — R0 b KOFEICE > T e —FF ¥ AN F— o0 —T— g VEADMMTLET,

avwv R HHY
A7 w7 1 configure terminal Ju—ar74Xalb—ygy B— REBRBLET,
A7 v 7 2 interface dotllradio { 011 } WAL B—T 2 ADA LB —T A A AT fFa

L—y gy T— 2B LEST,
2.4GHz fERRE S L O 2.4GHz 802.11n MERIT 0 T,
5GHz ##35 & O 5GHz 802.11n T 1 TF,

A7 7 3  broadcast-key To—FRFy AR F—n—F—a L EEMCLET,
Fﬁf%ﬁﬂ? e JH—FF¥yA b F—0Or—T—VarOMREEY
[ membership-termination ] $MVG}\‘jj LET
[ capability-change ] s (ER)7r—FX¥x A F—m—TFT— 3 %HY

12345 VLAN Z AL £,

i ('EE )WPA uunﬁfﬁg%_ﬁﬁ%ﬁfj] thZDk\77“‘Z
A RA 2 FISWPA 7 —7 F— A2 BB L ORI
TH-OOFEMEBMBETEET,

- Membership termination: 7 7 £ X KA > MM AT
BOBIAE#T FAT VN THRAART 7R
ﬁ%/%#%?//i~ya/%%@éht&%

LW —T —F R A LET, 2D
% BXT7r Yy — SN TA T FDTN—
7 X —OEEERELET. LL Ry b
V=0 LD A7 FPBEEIR =75
e A — "=~y NINEUC D AREERH Y £77,

— Capability change: 7 7 & A RA > M &tk DIk
F—EFH W WEP) 7 JA4 7 b T Vv T—
varvEREnEEIC BN LT F—%
R Bl LET, T O OEFT—EH Fr
WEP)7 FAT I\#wmﬁﬁhé LIz %E]/J \—E&ﬁg
éhtww#—%%ﬁbi?WWA%ﬁ%%F
TIE.TI7EBARALA L MZTYm— LTS
FOWEP 7 A4 72 FDMFIEELRWEAIX. 20
PEEEIC L 0 X —FHBA[ER 7 T4 T bDE
a2 U7 g BRI ELET,

ARREV A — W EL 2 AT D TIEOFEMIZ OV T
LV 1 HIGRRES A T ORE ISR LTI EEN,
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N we{e— FORE

a<w R BHEY
A7 v7 4 end ke EXEC £— RICEDY £,
A7 w7 5 copy running-config startup-config | ((£&) 2 7 4 X2l —Y a3y 77 A VIR TESIRGFL
ETO

Tu—FR¥y XA F—n—7—Ta &Y 5T encryption 2+ 2 KD no B4 fli H
L/iﬁ‘o

WOFNE . VLAN22 T7 e —RK¥x A N F—n—7—raryzaMicl.a—7—va R
% 300 IR E L TWVWET,

apl200# configure terminal
apl200 (config)# interface dotllradio 0
apl200 (config-if)# broadcast-key vlan 22 change 300

apl200 (config-if)# end
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