CHAPTER 6

ZOFETIE, FEHZEDOE R & 1PSec DEFUZHDWTHBIL, IRO X A7 2 FTT L FIEZRLET,

* Internet Explorer DX = U7 4 47 3 OFE
o GEMAELFEMIEGEEY X FOEHE
e IPSEC D&EH

Internet Explorer Dt X254 7723 DEE

=R BREAEEZ 4 U v a— RT3 521X, Internet Explorer D ¥ = U 7 ¢ iR EMEB RO L 513
ESNTWVWDZ L EMRLET,

FIR

25971 Internet Explorer 228 L £,

ATFvF2 [V—A]>[fvE—RXy bFTvay] TBHLET,

ATyT3 GHERE] ¥ 7227 ) v/ LET,

ATy 4 [FEHRE] 27T, (X207 4] ®7varEgTAZ7e—A T LET,

ATw 75 MEIISUT, [EBIINER—VET 4 ATIRELRWN] Ty /Ry 7 R&2F7ICLET,

Z2FwF6 [OK] #2V 7 LET,
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N SRS ERSEE) R FOER

GEEAE LRERAEEHE Y A FOEHE
WD bEy 7 Tk, [EAZOEE (Certificate Management) ] A == — /5 (T TX SHHEICD
WTHLET,
o FEHFEOERR
o FEEEIICTLOF v r—K
o FEAFEOHIBR & AR
o GEAEFEFEITGEAEEEY A 0T vy T r—F
o Y—K/N—F ¢ O CAFEBAEDHHHIE
o GEREOEZHIROER

GE) [Ex=2VUT7 1 (Security) ] A=a—@DHBEIZT 7 EATHITIE, FEE/ AT — K& L T Cisco
Unified Communications XL —7 4 > 7 VAT LAOFEHICHER 7 A T AHALERHD F9,

REAE DR
BEfFOREAE 2 27T 5I01L, RO FIBEFATLET,

FIR

ATYT1 [EX=2VT 1 (Security)] > [FEFAEDEHE (Certificate Management) ] (ZHHE) L £,
[REBIF D% (Certificate List) ] 7 1 > FUBRFRINET,

AT T2 BRBEUET7 4=V REEHALC, EAEIRA N2 T4 VZ ) 7 TEET,

AT T3 FEAEETIIEEA M T OFMER T LI, TOT AN EI ) v LET,
[RERAE DR E (Certificate Configuration) ] 7 o & R IZ, FEAFICET O HERPRRINET,

ATy T4 [GEPHEO—E (Certificate List) ] 7 4 > FUIZREAIZIE, [BHEY > 2 (Related Links)] Y A+ T
(& /) R MIES (Back To Find/List) ] #®IR L, (B8 (Go)] 27V v LET,

iEBZEFEIZCTLOSA Y >O0—FK
Cisco Unified Communications 4L —F ¢ 7 L AT L6 PCICEEHEE -IXCTL 2 X U o —
K421k, ROFINEEZFEITLET,

FIig
ATFvF1 [EX=2VT 1 (Security)] > [FEFAZEDEE (Certificate Management) ] ([ZFE L £7,
[RERAED % (Certificate List) | 7 4 > RUBRFREINET,

ATFwT2 BBEHET 4=V REHEHALT, SFHAEBYV A 274002 ) I TEET,
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ATy F3 FEHEELEZCILOZ 7 A V4 %22 ) v o LET,
[RERASE DX E (Certificate Configuration) ] 7 o & RUNRREINET,
AFyFa4 [Fyru—FK (Download)] 27 U v 7 LT,

ATYTS5 [Ty ANDOFTra—R] ATl Ry 7 2T, RFE] 2270 v 27 LET,

SEBAEDHIRR E BAER
WOFHETIL, FEAZOHIM E FAKICOWTHBA L £,
o FEBHEDOHIR
o FERAEOFEAR

SEBAE DHIBR
trusted certificate & HIFR T 21213, RO FNEEFEITLET,

IFE AEAEZHIRT 2 &0 VAT AOERICEET 560D £,

FIR

ATYT1 [EX=2VT 1 (Security)] > [FEFAEDEHE (Certificate Management) ] (ZHHE) L £,
[REBIF D% (Certificate List) ] 7 1 > FUBRFRINET,

AT T2 BRBEUET7 4=V REHEALC EAEI R NE 74V Z ) 7 TEET,

ATFw T3 FEAEELIICILO 7y A NLE 7Y v LET,
[FERAEDORE (Certificate Configuration)] 7 4 o~ RUMNRERENET,

ATFw T4 [HIEE (Delete)] 27V v 27 LET,
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N SRS ERSEE) R FOER

SEEAE DB AR
AEAE 2 AR T 21213, ROFIEEZFEITLET,

IFE AEAEEZBAERT L L. VAT AOMEICRET OGN H 0 £

FIR

ATYT1 [EX=2VT 1 (Security)] > [FEFAEDEHE (Certificate Management) ] (ZHHE) L £,
[REBIF D% (Certificate List) ] 7 1 > RUBRFRINET,

ATFvF2 [HHER (GenerateNew)] 27 U v/ LET,
[REMIEDIER (Generate Certificate) ]| 24 7 1 7R » 7 A PAE £,

ATFwF 3 LGEAEOLRT (Certificate Name)] U A h2vb | GEREOL AT 2RI L 37,

AFw T4 [EHMER (GenerateNew)] #7271 v 7 LE7,

AEAEEIFERAEREY R FOT7 vy TA—F
A

AE #Hr LWFEE 7 7 A /L E 7213 Certificate Trust List (CTL; FEBZEFEY A M) 77 A V&2 T v 7 —
Kb L&, VAT LAOMEITRETLHERH T,

ROFHETIE, CAV— FEAE, 77V r—va ViAE, £ CTL 7 7 A VEY—NICT v
Fa— RT3 HFEIIOWTEHPALET,

o FEEOT v TE—R
o FIEBEHIAMDOT v r—F
s T4 V7 NIEEREHEDT v T r— R
REBAEDT7 vy 70— F
FIR
ATy FT1 [BF=2VUTFT 4 (Security)] > [FZEFHEDEH (Certificate Management) ] [ZHE) L £ 9,
[RERASE D —% (Certificate List) | 7 1 > RUBRRFINET,
ATwF2 [EHEOT vy 7v—F (Upload Certificate) ] %7 U v 7 LE 7,

[REAE DT v 7 m— K (Upload Certificate) | A 7 a7 Ry 7 ANREEET,
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ATv74

ATwT5

ATFvT6
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[REBAE DART (Certificate Name)] U A h22 6, GEAZEOARIZER L E T,

Y= RR=7 4D CA MOLFITENZT 7V r—va LiEELT v 7 a— N7 55813, Dr—
LFEFA (Root Certificate) ] 7% 2 b ANy 7 2|2, CA/L— FEAFEOAHTZATI L ET, CAL—
FMERAELT v 7a— T 55813, ZOTFAP Ry 7 AZZEADEEICLTEEET,

RONWTNPDOFIRZFATLT, Ty 7T u— 57 7 A VEERLET,

e [Z7A4NDTv»Fa—1F (UploadFile)] 7% A F Ry 7 R, 77 AN~DRRAE AT LE
‘j‘o

e [BR] XX &7y I L, To7u—FT577AMIBEILTHL, [BAL] 2207
L/ij—o

Ty ANET—NIT v r—RT512%, [Z7A4 VDT v —F (Upload File)] "% % 7
Vw7 LET,

AAEEEVR FOT7yTO—F

2Ty T 1

ATFvT2

&

ATvT 4

ATFvS5

ATvT6

FIg

[(E¥=YU7 1 (Security)] > [GEFAZEDEH (Certificate Management)] (ZBH) L £,

[REPAE D5 (Certificate List) ] ¥ 4 & RUNEKRINET,

[CTL ®7 v Fr—F (Upload CTL)] #27V v 7 L£,

[FEFAE(EHEY 2 F 7 v 7’ m— K (Upload Certificate Trust List) ] # 4 7 u 7R v 7 AN E £,
[FEFAEDAAT (Certificate Name)] U 2 R 6| FEHIEOAFIZRINL 77,

P—RRX=F 4D CA DOITINLT TV r—aitflEE2T v 7 u— RT585451%, r—
NEEFA (Root Certificate) ] 7% A2 b AN v 7 2|2, CAV— FEEOARTIZ AT LET, CAL—
MEAELZT v 7 — R85, ZOT7FAN Ry 7 AZZEZHOEFEICLTBEET,
RONTNUPDFIEELFETLT, Ty m—RT57 7 A NVEERLET,

. 577/(/1/0)7 v78u—F (UploadFile)] 7 XA s Ry 7 A2, 77 A N~DXRAE AT LE
. %ﬁgjﬁ&y%79yﬁb\7yfm—F¢é774wK%@LTﬁ%u[%<]%79y9

T ANET—RNIT v 7 u— RT3, [Z7AVDT v 7Fr—FK (Upload File) ] R¥ v %7
Uy 27 LET,
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N SRS ERSEE) R FOER

T4 LY F)EEEAZEDTY TO—F

2Ty T 1

ATFwT2

ATvT3
ATv74

&

&
ATFyFST
ATvT8

ATFv79

ATv 710

ATy 711

FIg

(X =2VU7 1 (Security)] > [FEBAZEDEH (Certificate Management) ] (ZBE) L £,

[REFI#E D5 (Certificate List) ] ¥ & RUBRFRENET,

[CTL ®7 v 7r—F (Upload CTL)] %#27V v 27 L£7,

[FEFAE(EHEY 2 h 7 v 7’ m— K (Upload Certificate Trust List) ] # 4 7 2 7R v 7 AN E £,
(REFAE D4R (Certificate Name) ] U A /25 directory-trust % &R L £,

[Z7ANVDT vy 71— F (Upload File)] 7 4 —/V KiZ, T v 7 ua— K457 7 A VE A LET,

T ANET v T a— RTHI2%, [Z7ANADT v Fr—FK (UploadFile)] R¥ %7 U w27 L
ij‘o

Cisco Unified Serviceability (v 7' > L %7,

[Tools] > [Control Center - Feature Services] (Zf&E) L £,

H— ¥ A Cisco Dirsyne = FiEH) L F7,

Cisco Unified Communications AXL—7 4 > 7 VA7 ACLIIZEEEFE L LTI A4 LET,
=< K utils service restart Cisco Tomcat # AJ) L, Tomcat ¥— & 2 ZF L@ L 9,

P RAZHET L, SSLDTHDT 1 L7 MU EFEBINTE ET,

Y—FkN\—T 4D CAREAEDERAEE

Cisco Unified Communications AL —7 4 7 A7 Aid, ¥ — F/3—F 1 @ Certificate Authority
(CA; FBFER) 73 PKCS # 10 Certificate Signing Request (CSR; FFFAEE A TRK) (12X > TRITT DiF
HELZFR—FLTVET, RORIZ, ZOT B AOBMELBHED FXa A MERLET,

B2RY BRA
ATy 1 [ H— N ECCSR 24T 5, P.6-7 & [FEHEZELEROER] 2B LT EEWN,
AT79F 2 [CSREPCICHF T — KT 5, P.6-8 » [FEHEBLERODF 70— ] 2BBLTLKEE
A

ATV 3 [CSREFEHLC. CANLT T Y r—a |77 r— g VEEAEOREICET A EEIT. CA »HAT

VI E A ST S, LTLZS, ZOMOEBEFEIZOWTIE, P6-8D [H—

R/8=7 4 O CAGEHEORSG) 22 LTI ZE0y,

ATYv7T 4 |CAL— MEEFEETUGT 5, — FEHEORIFICET 5 F#IT. CAPDBAFLTILES

W, EOMDIEBRFEIZOWTIE, P6-8D [Hh— FKX—F ¢
D CAFEHEOTG) 22 L T EI,
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B2RY BRA

RTYT 5 |CAL— FNEHEEZY — AT v 7 r— P64 D [FHEDT v 7u— R #BRL TN,
F4 5,

ARTYT 6 | 7TFU =g VAR EES—NCT v P64 D [FHEAEDT v T u— ] 2BRLT XN,
Fru— K5,

AT97F T |CAPF % 7-1% Cisco Unified Communications
Manager OFEHIE A B L723581%, Bl
WCTL 7 7 A VAT 5,

[ Cisco Unified Communications Manager &+ =V 7 v 1 Fl%
ZRLTLTEEN,

ATV T 8 B LVIEEIC L > TR AT 5P —

TANTORMAEL A 7T, ST —e A HlEEh L £

EAZHEET D, (72 & 21X, Tomcat FEIE 2 B8 L7255, Tomcat —E A
ZAEHLET), S 5IZ. CAPF %7213 Cisco Unified
Communications Manager D FIFFAE % 851 L 72354 1L, TFTP
Y- 2AZxHEHLET,
H—EAOFRENZ DOV TIL, [Cisco Unified Communications
Manager Serviceability 7 NI =X f L—2ra > v N 258
LTLZEN,

AFEAEERERDER

AEPEEA EOR (CSR) 2T 212iE, ROFIMEZFEITLET,

FIE

AFyF1 [BXx=2VT 4 (Security)] > [FEFHEDEH (Certificate Management) ] (ZHE) L 3,

[FEAED—B (Certificate List) ] 7 4 > FUBNERENET,

XFw T2 [CSR DYERE (Generate CSR)] #27 VU v 27 LET,

[RFFAEE A R DOIERL (Generate Certificate Signing Request) ] &4 71 77K v 7 AN E £,

ATFvF3 [FEHEODOALRT (Certificate Name) ] U A b5, FEAEOARTZRINL £,

ATv 74 [CSR DIERE (Generate CSR)] #7 U v 27 L¥1,
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N SRS ERSEE) R FOER

ATy 1

ATFvS2

ATvF3
2ATv T4

AT9FT5

SEEAEERERDA Y O—F

FEAEBEAEREZ X U o n— R 5123, ROFIREZFITLET,

FIE

(%= VT 1 (Security)] > [ZEHHEDEH (Certificate Management) ] (28 L £,
[REFA#ED—% (Certificate List) ] ¥ 4 > RUNRFIREINET,
[CSRDF > u— R (Download CSR)] #7 VU v 7 LET,

[REAEZELEROZ 72— K (Download Certificate Signing Request) | A 7 1 7R v 7 A
TET,

[FEHEDLRET (Certificate Name)] U 2 F22 6, FEHEOLRIZEIR L £,
[CSR D& 7> a— K (Download CSR)] #72V v 7 LE,

[(T7ANLDE T a—R] A4 T7alRy 7 AT, URFE]l 27V v 7 LET,

HY— F/—T 1 D CAERAEDINE

P R—F D CAWFITT BT Y r—a VIEAERMEHT 51205, CANLBLAfExT S
Vo—va i EE CAL— FMEAEOMFERETHILERHY £9, 2L OFEHEDORSE
BT 2T, CANDAFTLTL SN, FEAEREGE AT, CAIZk- TR £,

CAPF 5 & T} Cisco Unified Communications Manager @ CSR (21X, CA ~DO7 7' U 7 —3 3 VFEHE
BURIZE O 5 B D b HIREHA S £ TV E ¥, CA 75 ExtensionRequest A 7 = X L& AR — b
LTWRWEAIE, CSRAERT B ZADREDN— VI RERR SN D X509 JLiRE2 AT 54
EnbHET,

Cisco Unified Communications AX L —7 ¢ > 7 v 27 AlE, fEHE% DER ¥ L O PEM #F 51k
74—~y FTAR L, CSR % PEM 51t 7 +—~ v~ hCAR L EF, £72, DER 5 LU PEM
b7 #—~ v FOFEHEEZ T ANET,

A 3L, Microsoft, Keon, 3 J O\ Verisign @ CA 7> 5 Bt S izt — R3—F ¢ OFEAE % IREE
BHHTT, ZOMD CANDDOFEAFETHHET DN H Y 425, RRFETT,
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REEAE DB NHARDE

FEEDADHIRIZIE S & VAT A0 D E@JE’JGC?&?% —ABHEFEINDLLOICTLHIENT
EET, GEAFE=HERTBLORET DL, ROFIHZETLET,

ATy T 1

ATFwT2

ATwTF3

FIg

isEcansEa)x roez B

Certificate Expiration Monitor OBIEDRE A T T H121E, [EFX¥ =Y T 4 (Security) ] > [FFEAE
E=4# (Certificate Monitor)] (28 L £7,

[GEBHEE =% (Certificate Monitor)] 7 4 > RUNEREINET,

WBERREBREANI LET, [FEFAZEE =4 (Certificate Monitor) ] D% 7 4 —/L KO IZ SN

T, K61 2ZRLTIZEN,

EEANRERGET HI2iE. HRE (Save)] 27U v 7 LET,

% 6-1 [EEBAEE=4% (Certificate Monitor)] ® 7 14 —JL KikBA

J4—ILF

A

LiEENBRAGIEH (Notification Start Time) ]

AEPAE DM IR GIAIZ 72 20 B ATIZ @A & 21T LD 2 &
AT LET,

BN DOMEE  (Notification Frequency) ]

WHOBE Z R B E 72X R BATAS LET,

[ A —/Li@HDOFZHE (Enable E-mail
Notification) ]

IDF IRy I ABF AT BHE, B A—/LEA
DHENZ 2D 7,

[A—/LID (Email IDs) ]

BHDORERERDBBTFA—NL T FLAEZ AN LET,

~
G¥) /X%AﬁLﬁ%%mﬁét 121, SMTP 7k %
ERETDHVLENRDHY 9,
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W \psec o&=E

IPSEC O)EH

WOF My 7 TlE, [IPSec] A== —2bHFEITTEIHERICOVWTHIALET,

o FHLWIPSec NV > —DRE
o BEfFD IPSec AR U > —DEHL

LU IPSec R —DRE

~
D)

HLWIPSec RV > —BIOXT VYT — a3 VU ZRET HI21E. ROFIEEZETLET,

SATFLADT v I L — RHIZIPSec RY >—IZxt L TITo -EFE L, +_XTERbhvET, TD7-
W, Ty 77 L—FRKfZIPSec RY V—HEIE LTV ER LIZY LT &,

ATy F1

ATvF2

ATvF3

ATFvSa

IPSec 1%, HFICTIERALIZEAL T, VAT AD/NNT 4 —< L ATEBLZRITLET,

FIR

[z = U7+ (Security)] > [IPSEC %% (IPSEC Configuration) ] [ZB#E) L 7,
[IPSEC 7R U 3—®D— (IPSEC Policy List) ] 7 > RUBRFRENFET,
CHELEM (AddNew)] 227 U v 27 LET,

[IPSEC 7R U 3 —D#E (IPSEC Policy Configuration) ] 7 ¢ > RuinF/REhE1,

[IPSEC &RV > —DF%E (IPSEC Policy Configuration) ] 7 « > K7 C, @EIRIEHREZAD LET, Z
DY 4 RUDET 4=V ROBHIZONWTIE, £62E2BMLTIEEN,

LW IPSec R U v —aRET BT, URF (Save)] 227U v 7 LET,

% 6-2 IPSEC K —¢FYSLI—2a DT 4—IL FEiA

TJa4—ILF L]

[ Y v—4 (Policy Name) ] IPSec AU v —DARIAHELET, ZOARINIIE, LF
7, BLUOANA 7 UoE T EEATE ET,

[TV x— a4 (Association | IPSec 7 Vv T —vailhEbzbnsryvxo—vay
Name) | LEBELET, TOAENIIE. T, HFE, BLUANA
TURTEEHATEET,

(323770 (Authentication Method) ] |FREE A EL £7,

[J45 % — (Preshared Key) ] [FRFEH5 30 (Authentication Method) ] 7 ¢ —/L ¢ [Faijdk
£ % — (Pre-shared Key) ] Z8R L7-346 1%, AL ﬁ%%
RELET,
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% 6-2

ipsec oz B

IPSECKY) —¢FYSLI—2arDI74—ILFEE (HE)

Za—ILF

A

[T %A (Peer Type) ]

ETNREICXA T THINRRDZA T THLINEREL
iTo

[FE9T FL A (Destination
Address) ]

5650 IP 7 R L A £7-13 FQDN Z#6&E L £,

[H1E4eAR— b (Destination Port) ]

SR DR— MRS EIELET,

[Y—AT7 RL A (Source Address) ]

EETDOIPT FLAFE-IZFQDN ##8E L £,

[V —AAR— |} (Source Port) ]

HEIXDOR— FEGERELET,

[E— F (Mode) ]

Tunnel & — R % 721 Transport T— F&ZFEE L £7,

[VE— FA— 1 (Remote Port) ]

SLETHMAT 2R — FEZEEELET,

[a k2L (Protocol) ]

HeEo7e harEizix [Any] 2EELET,
» [TCP]
e [UDP]
* [Any]

(K5 =7 /v = U X2 (Encryption
Algorithm) ]

Fay XX URARNPL, BB LTV Y XAEBRL
F7, BPRAITIRDO LB TT,

» [DES]

« [3DES]

[Ny 2703 XA (Hash
Algorithm) ]

Ny va THIY AAERELET,
e [SHAl]l: 7=2—X 1 IKExIFv=—y g THEASN
YAV 2= 1) N

e [MD5]:7xz—RX1IKExIv—y g THEAEINS
Ny o TITY XN

(ESP 7 /L =Y X A (ESP Algorithm) ]

Fay Xy UARNPL, ESP 73U XAZERNLE
T BRITIKR D LB Y TT,

» [NULL_ENC]

s [DES]

e [3DES]

» [BLOWFISH]

» [RIINDAEL]

[Z7=2—X1DF A7 %A 2 (Phase
One Life Time) ]

72 —X1IKE XTIV =—arDF4 7 XA LEREA
THRELET,

[Z7x=—X1® DH (Phase One DH) ]

Ky 77X VARG, 7x—X 1 O DHEZER L
F 97, BHURIT [2]. [1]. [5]. [14]. [16]. [17]. 8 KUY [18] T,

[Z7=2—X2DF A7 %A 2 (Phase
Two Life Time) ]

T7x—R2IKE XIL T —arDIATEA LEREA
THRELET,

[7 =— X2 ® DH (Phase Two DH) ]

FayFE T UZ G, 7x=—X2 0 DHEAER L
F9, BIRE [2].[11.[5]. [14]. [16]. [17]. B L T [18] T,

[V —DFZNE (Enable Policy) ]

TDF 2w IRy I AF AT EHE, R —NHEIC
e ET,
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W \psec o&=E

BX7F D IPSec 7/R1) > —DERE
BEfED IPSec R Y v —Z&FKox, Ab. B2, EI3HIBRT 5121E, ROFIEEZETLET,

N
() VATFADT v L — RHIZIPSec R Y > —IZ%f L TITo - EFE T, T X THhRbhEd, #0O7-
W, Ty 77— FRfZIPSec RY —HEIELTZVER LY LT &0,

FE IPSec 1%, HFICIERALIZEAL T, VAT AD/NT 4 —< L ATEBLZRITLET,
FE BEFFD IPSec AR Y v —IZxIT 2 EH L, BH OV AT LAMEICHETLIHERNH Y 7,

FIR

AFwF1 [BEF=2UF ¢ (Security)] > [IPSEC &RE (IPSEC Configuration)] (28I L 9,

~

GE) [BX=2VU7 4 (Security)] A==—DHEAILT 7 AT HI2i%, BHESAT— &M
L T Cisco Unified Communications 2L —7 4 7 VAT LAOEBICHEa 7 A 354
HRHY ET,

[IPSEC KV v —d— (IPSEC Policy List) ] ™7 ¢ R nERENET,
ATFvF2 RVv—aFr, Ak, EEENMET DT ROFIEZFITLET,

a. RV —4%27Vyr7 LET,
[IPSEC & U > —?D#%E (IPSEC Policy Configuration) ] 7 > RUNFIRENET,

b. NV Y—ZHNELITEHCT D21, [RY —DFZME (Enable Policy)] 5= v 7Ry
AZEMBHLUET,

c. [R7TE ave)] 27V v 7 LET,
AT T3 1 OFERITEHORY —%HIRT 5101, ROFNEEZFEITLET,

a. HIBRT 2RV O—DRICH DT =y IRy 7 A% A T LET,

[T RTZEIR Select All) ] 27V v 7 LTCTR_NRTCORY V—ZFIR LY, [TTE2ZY
7 (Clear A) 1% 27V w7 LTI R_RTDF 2w IRy I AT 7LV THIENTEET,

b. [BRIEHDHIER (Delete Selected)] #27 V v 7 LET,
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