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Admin Portal
1 Web Admin Portal URL
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CHAPTER 2

End Users

Admin Portal  End Users

End Users
Cisco Unified Mobile Communicator
Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

¢ Admin Portal pP.2-2 /

e Cisco Unified Mobile Communicator P.2-4 Cisco Unified
Mobile Communicator

BlackBerry

. BlackBerry Enterprise Server P.A-1 BlackBerry Enterprise Server
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Cisco Unified Mobile Communicator
Cisco Unified Mobility Advantage Managed Server

Cisco Unified Mobile Communicator User Portal

Microsoft Outlook E
Cisco Unified Mobile Communicator User Portal

e BlackBerry BlackBerry Enterprise Server P.A-1
BlackBerry Enterprise Server

1 Admin Portal End Users > User Activation/Deactivation

User Activation/Deactivation

Search Results

Member List
2
a. Find Users
b. Search For
3 Search

Search Results

*

Cisco Unified Mobile Communicator User Portal

Search
1,000

1,000
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4

a. Search Results

Ctrl
b. Add Member List
a. Member Results
Ctrl

b. Remove Search Results

5 Submit

Cisco Unified Mobile Communicator
P.2-4 Cisco Unified Mobile Communicator
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Cisco Unified Mobile Communicator BlackBerry
1 Handset Platform Management > Version Management
2 BlackBerry Download g Cisco Unified Mobile Communicator
.Zip
3 .zip
4 alx .cod BlackBerry Enterprise Server BES
Symbian
Cisco Unified Mobile Communicator Symbian OS

1 Handset Platform Management > Version Management

2 Symbian Download g Cisco Unified Mobile Communicator
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3 .sisx Bluetooth Symbian
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Managed Server

Communicator

Portal

e BlackBerry
e Symbian OS

BlackBerry

Cisco Unified Mobile Communicator
Cisco Unified Mobile

Cisco Unified Mobile Communicator User

Cisco Unified Mobile Communicator Quick Start Guide

Cisco Unified Mobile Communicator ~ Blackberry Enterprise Server

Blackberry
Communicator 4

Cisco Unified Mobile Communicator

1 Cisco Unified Mobility Advantage Admin Portal

2 End Users > Search/Maintenance

3

a.

b.

c. Search

Search Results

4
5 Add Phone
6 2-1 Add Phone

Cisco Unified Mobile

BlackBerry

Search For

Edit &
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7

8

Symbian OS
A Y

2-1 Add Phone

Phone List

Service Provider

Phone Make/Model

Phone Number

Description
Next
Admin Portal Cisco Unified Mobile Communicator ~ BlackBerry
Finish
BlackBerry Cisco Unified
Mobile Communicator Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator ~ Symbian OS
2

Cisco Unified Mobile Communicator
Release Notes for Cisco Unified Mobile

Communicator for Symbian OS Phones

SSL SSL Cisco Unified Mobility Advantage Enterprise
Server Nokia

Symbian OS Cisco Unified Mobile Communicator

Cisco Unified Mobility Advantage Admin Portal

End Users > Search/Maintenance
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3
a.
b. Search For
c. Search
Search Results
4 Edit 2
5 Add Phone
6 2-2 Add Phone
2-2 Add Phone
Phone List
Service Provider
Phone Make/Model
Phone Number
Phone Description
Configuration Method Over Air
7 Next
8 Admin Portal Cisco Unified Mobile Communicator ~ Symbian OS
9 Finish
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Cisco Unified Mobile Communicator
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Ml Search/Maintenance

Search/Maintenance

Search/Maintenance

e Cisco Unified Mobile Communicator
. Cisco Unified Mobile Communicator

1 End Users > Search/Maintenance

Search/Maintenance
Cisco Unified Mobile Communicator

2
a. by
b.
c. Search
Search

Edit
s

Edit End User Phones

e End User Details 2-3
e Edit End User Phones 2-4

A

Edit End User Phones 1
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Search/Maintenance W

2-3 End User Details

End User Details
Name

Cisco Address
Status
UserOU

Change Organizational Unit Change Organizational Unit Email/Groupware ID

User Contact Server

Change Contact Server Change Organizational Unit Email/Groupware ID

E

2-4 Edit End User Phones

Edit End User Phones

Add Phone
P.2-5
Phone Number
Phone Make/Model
Description
Service Provider
Version Cisco Unified Mobile Communicator
Edit e d P.2-10
Melt ﬂ Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator
Cisco Unified Mobile Communicator

p.2-11
Cisco Unified Mobile Communicator

Force Out o Cisco Unified Mobile Communicator

p.2-11
Mobile Communicator
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End Users |

Ml Search/Maintenance

24 Edit End User Phones

Edit End User Phones

Upgrade

Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator
Managed Server

Cisco Unified Mobile Communicator

P.2-12

1 End Users > Search/Maintenance
Search/Maintenance

2 Edit &
Edit End User Phones

3 Edit End Users Phones

4 2-5

2-5 Edit Phone Properties

Edit Phone &

Phone Properties

Service Provider

Phone Make/Model

Phone Number

Description

Client Software Version

Cisco Unified Mobile Communicator

5 Update
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Cisco Unified Mobile Communicator

Search/Maintenance W

Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

Unified Mobile Communicator

Cisco Unified Mobile Communicator

1 End Users > Search/Maintenance
Search/Maintenance
2 Edit &

Edit End User Phones

3 Melt ﬂ

Mobile Communicator

Cisco Unified Mobile Communicator

e Cisco Unified Communications Manager 6.0
CallManager version 4.x
Communications Manager CallManager

Cisco Unified Mobile Communicator

1 End Users > Search/Maintenance
Search/Maintenance
2 Edit &

Edit End User Phones

3 Force Out

Cisco Unified Mobility Advantage

51
P.2-14

Cisco

Cisco Unified
Cisco Unified

| oL-12952-02-J



2 End Users |

| Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

e BlackBerry

e Symbian OS
BlackBerry
BlackBerry
Cisco Unified Mobile Communicator User Portal
o 1 Cisco Unified Mobile Communicator
BlackBerry Enterprise Server BES
e Cisco Unified Mobile Communicator Managed Server
P.4-3
Cisco Unified Mobile Communicator
Cisco Unified Mobile Communicator User Guide for BlackBerry Devices
BlackBerry Cisco Unified Mobile Communicator
1 Cisco Unified Mobile Communicator BES
BlackBerry Enterprise Server Software Configuration
2 Admin Portal End Users > Search/Maintenance
3
a.
b. Search For
c. Search
Search Results
4 Edit P74
5 Upgrade Phone i
6 Yes
7
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Cisco Unified Mobile Communicator ||
8 Finish
BlackBerry Cisco Unified
Mobile Communicator Cisco Unified Mobile Communicator
Symbian OS
Symbian OS

Cisco Unified Mobile Communicator User Portal

Cisco Unified Mobile Communicator
Managed Server P.4-3

Cisco Unified Mobile Communicator
Cisco Unified Mobile Communicator User Guide for Symbian OS Phones

Symbian OS Cisco Unified Mobile Communicator
1 Admin Portal End Users > Search/Maintenance
2

a.

b. Search For

c. Search

Search Results

3 Edit Pr 4
4 Upgrade Phone £
5 Yes
6
7 Finish

Cisco Unified Mobile Communicator
Cisco Unified Mobile Communicator
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W cisco Unified Communications Manager CallManager

Cisco Unified Communications Manager CallManager

Cisco Unified Communications Manager 6.0 51 Cisco Unified CallManager
4.x Cisco Unified
Mobile Communicator
Cisco Unified Communications Manager Cisco Unified
CallManager Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

p.2-11 Mobile Communicator
Cisco Unified Mobile Communicator

Home Work offline
Work online
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Enterprise Configuration

Admin Portal  Enterprise Configuration

Active Directory Microsoft Exchange Cisco Unified
Communications Manager Cisco Unified Mobility Advantage

Cisco Unified Mobility Advantage

. Active Directory
o MS Exchange
. Cisco Unified Communications Manager
Cisco Unified Mobility Advantage Installation
Guide
Managed Server Managed Server
P.5-3 Cisco Unified Mobility
Advantage

1 Enterprise Configuration > Enterprise Adapters

Cisco Unified Mobility Advantage Exchange Active Directory
1
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3 Enterprise Configuration |

e MS Exchange
e Active Directory

Edit V.

P.3-2
P.3-4

MS Exchange
Active Directory

e Cisco Unified Communications Manager Server P.3-6 Cisco Unified Communications
Manager Server
MS Exchange
MS Exchange
e Basic Setting 3-1
e Connection Pooling 3-2 P.3-3
e Voicemail Setting 3-3 P.3-3
3-1 MS Exchange Basic Setting
Basic Setting
Host Name/IP Address Exchange IP
Port Cisco Unified Mobility Advantage Enterprise Server ~ Exchange
SSL

. SSL 80

e SSL 443
Enable SSL Cisco Unified Mobility Advantage Enterprise Server  Exchange

SSL

e Yes SSL

* No SSL
Exchange Domain Exchange
User Name Suffix E

E Active Directory
Polling Period (sec) Exchange
Exchange

Cisco Unified Mobility Advantage

Jl_ Cisco Unified Mobility Advantage
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| 3 Enterprise Configuration

||
3-2 MS Exchange Connection Pooling
Connection Pooling
Max Connections Cisco Unified Mobility Advantage Enterprise Server ~ Exchange
When Exhausted
e Block
e Grow
Max Wait Time When Exhausted Block
Max Idle Connections
3-3 MS Exchange Voicemail Settings
Voicemail Setting
Filter Field Name
class_id subject

from to cc
Filter Value Filter

Field Name
Voicemail System Email Cisco Unity E Unity

from
E

Phone Number Search Field Name

Subject

Phone Number Search Pattern

[0-91{4.}

Phone Number Search Field Name

Cisco Unified Mobility Advantage
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3 Enterprise Configuration |

Active Directory

Active Directory

e Basic Setting 3-4

e Advanced Settings
e Exchange Lookup

3-5
3-6 P.3-5

34 Active Directory Basic Settings

Basic Setting

Host Name/IP Address

IP

Port

Cisco Unified Mobility Advantage Enterprise Server

389

Admin DN

Active Directory

Admin Password

Active Directory Admin DN

Authentication Type

Simple

Connection Type

Cisco Unified Mobility Advantage Enterprise Server
plain SSL

SSL SSL

Polling Period

3-5 Active Directory Advanced Settings

Attribute Names

Distinguished Name

Active Directory

distinguishedName

First Name. Active Directory
givenName

Last Name Active Directory
sn

User ID Active Directory
sAMAccountName

Key Distinguished Name Active Directory

distinguishedName

Jl_ Cisco Unified Mobility Advantage
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| 3 Enterprise Configuration

||
3-5 Active Directory Advanced Settings
Attribute Names
Home Phone Active Directory
homePhone
Work Phone Active Directory
telephoneNumber
Mobile Active Directory
mobile
Email E Active Directory
mail
Search Settings
Filter criteria Cisco Unified Mobility Advantage
Search Base
Follow Referral Cisco Unified Mobility Advantage Enterprise Server
3-6 Active Directory Exchange Lookup
Exchange Lookup
Contact Adapter Exchange Server Active Directory

msExchHomeServerName

DNS Host Name Exchange Server DNS
Active Directory

dNSHostName

Contact Adapter DN Mask Contact Adapter

Contact Adapter Search Base

Cisco Unified Mobility Advantage
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Enterprise Configuration |

Cisco Unified Communications Manager Server
Cisco Unified Communications Manager

e Server Settings 3-7
e Dial Plan Settings 3-8

3-7 Cisco Unified Communications Manager Server Settings

Server Setting
Call Manager Host Name/ | Cisco Unified Communications Manager IP
IP Address
User Name Cisco Unified Mobile Communications Manager
Cisco Unified Mobile Communications Manager
4
Cisco Unified Mobility Advantage Cisco Unified Mobile
Communications Manager
Cisco Unified Communications Manager
Cisco Unified Communications Manager CTI
e Cisco Unified CallManager 4.x Enable CTI
Port
e Cisco Unified Communications Manager 6.0 51
Standard CTI Enabled
Cisco Unified Mobility Advantage Installation Guide
Password Cisco Unified Communications Manager
Call Manager Version Cisco Unified Communications Manager
Cisco Unified Mobility Advantage Server

3-8 Cisco Unified Communications Manager Dial Plan Settings

Area Code

Country Code (CC)

Dial Out Prefix

National Direct Dialing
Prefix (NDD)

International Direct Dialing
Prefix (IDD) 011

Jl_ Cisco Unified Mobility Advantage
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||
3-8 Cisco Unified Communications Manager Dial Plan Settings
Extension Regex
. Cisco Unified Mobile Communicator
ANI/DNIS
408 NPA =408 Direct Inward Dialing Prefix 625
NXX =625 Cisco Unified Communications Manager
Directory Numbers 3XXX 4XXX
DID  408-625-3xxx
408-625-4xxX
[3-4][0-91{3}
ANI/DNIS
625
(?:625)?([3-4][0-91{3})
] ?
. ?:
* {3} [0-9]
408
4086253125
6253125 3125
Local Number Regex
[2-9][0-9]{6}

National Number Regex
NDD

NDD

[2-9][0-8][0-9][2-9][0-9}{6}

Cisco Unified Mobility Advantage

| oL-12952-02-J



3 Enterprise Configuration |

Managed Server Managed Server
P.5-3 Cisco Unified Mobility Advantage

1 Enterprise Configuration > Enterprise Adapters
2 Add new adapter
3 3-9

3-9

Adapter Type

e Active Directory
e MS Exchange
e Cisco Unified Communications Manager

Adapter Name

Description
4 Submit
5
* MS Exchange p.3-2 MS Exchange
e Active Directory P.3-4 Active Directory
e Cisco Unified Communications Manager pP.3-6 Cisco Unified Communications
Manager Server
Exchange Active Directory

1

1 Enterprise Configuration > Enterprise Adapters

2 Delete

Cisco Unified Mobility Advantage
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3 Enterprise Configuration

Manage Adapter Services

Manage Adapter Services

3-10

3-10 Manage Adapter Services

Manage Adapter Services W

Call Control Service

Call Control Service Cisco Unified Mobility Advantage PBX Cisco Unified
Mobile Communicator
1 Call Control
Voicemail Service Cisco Unified Mobility Advantage
Cisco Unified Mobile Communicator
1 MS Exchange
Conference Service Cisco Unified Mobility Advantage Cisco
Unified Mobile Communicator
1 Exchange
Call Control Service
1 Enterprise Configuration > Manage Adapter Services
2 Call Control Service
3 3-11
3-11  Call Control Service
Enable Corporate PBX Integration |Cisco Unified Mobility Advantage PBX Cisco

Unified Mobile Communicator

Maximum Expiry of Call Logs

(days)

4 Submit

5 Managed Server

Cisco Unified Mobility Advantage
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3 Enterprise Configuration |

Bl Manage Adapter Services

Voicemail Service

Voicemail Service

1 Enterprise Configuration > Manage Adapter Services
2 Voicemail Service
3 3-12

3-12 Voicemail Service

Enable Corporate Voicemail Integration |Cisco Unified Mobility Advantage
Cisco Unified Mobile Communicator

Maximum Expiry of Voicemails (days)

4 Submit

5 Managed Server

Conference Service

Conference Service

1 Enterprise Configuration > Manage Adapter Services
2 Conference Service
3 3-13

3-13 Conference Service Settings

Enable Conference Integration  |Cisco Unified Mobility Advantage
Cisco Unified Mobile Communicator

4 Submit

5 Managed Server

Cisco Unified Mobility Advantage
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Handset Platform Management

Admin Portal  Handset Platform Management

Cisco Unified Mobile Communicator Cisco Unified Mobile
Communicator Cisco Unified Mobile
Communicator

Version Management

Cisco Unified
Mobile Communicator Version Management

Cisco Unified
Mobile Communicator

1 Handset Platform Management > Version Management

2 4-1

Cisco Unified Mobility Advantage
[ oL-12952-02-J



4 Handset Platform Management |

l Version Management

4-1 Version Management

Installer

Platform

Cisco Unified Mobile Communicator

Version

Mobile Communicator

Cisco Unified

No installer has been uploaded for this platform

Download

Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

BlackBerry

1. Download
Communicator

.Zip

.alx
Server BES

Symbian

1. Download
Communicator

2. .sisx
Symbian

Cisco Unified Mobile

.Zip

.cod BlackBerry Enterprise
Cisco Unified Mobile

.Sisx

Bluetooth

Jl_ Cisco Unified Mobility Advantage
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| 4 Handset Platform Management

||
Cisco Unified Mobile Communicator Cisco Unified Mobility Advantage
Enterprise Server Upload New Version
Cisco Unified Mobile Communicator CD Cisco.com

Cisco Unified Mobile Communicator

e BlackBerry Cisco Unified Mobile Communicator

e Symbian OS Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

1 Handset Platform Management > Upload New Version
2 Browse Cisco Unified Mobile Communicator

3 Submit

Cisco Unified Mobility Advantage
| oL-12952-02-4



4 Handset Platform Management |

Cisco Unified Mobility Advantage
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Server Controls

Admin Portal  Server Controls

Managed Server Managed Server

Cisco Unified Mobility Advantage

Cisco Unified Mobility Advantage Enterprise Server Proxy
Server IP
Server Controls
Server Controls Cisco Unified Mobility Advantage Managed Server
Managed Server Cisco Unified Mobility
Advantage P.5-3 Cisco Unified Mobility Advantage
Managed Server
Managed Server P.5-3 Cisco Unified Mobility Advantage

Managed Server

1 Server Controls > Cisco > Control Server

2 Control
3 Managed Server Change Status Start Managed Server
Stop
Server Status  Running Managed Server
Server Status  Not Running Managed Server

Cisco Unified Mobility Advantage
[ oL-12952-02-J



5 Server Controls |

Wl Server Controls

Managed Server

Managed Server

1 Server Controls > Cisco > Control Server
2 Statistics
5-1 Managed Server

5-1 Managed Server

Name Managed Server
Up Since Managed Server
Free Memory Managed Server
Number of Active Users Cisco Unified Mobile Communicator User Portal
Managed Server
Number of Errors Managed Server
FATAL ERROR
p.5-2
Number of Warnings Managed Server
WARN
p.5-2
3 Refresh
Statistics Managed Server Managed Server
Admin Server  Proxy Server
1 Managed Server Admin Server Proxy Server
2 $CUMA.ROOT

e Managed Server $CUMA.ROOQOT/logs/CUMA/CUMA .log
e Admin Server $CUMA.ROOT/logs/admin/admin.log
* Proxy Server $CUMA.PROXY_ROOT/logs/proxy/proxy.log

Cisco Unified Mobility Advantage
OL-12952-02-J |



| 5 Server Controls

Cisco Unified Mobility Advantage u
Cisco Unified Mobility Advantage
Cisco Unified Mobility Advantage
Cisco Unified Mobility Advantage
Cisco Unified Mobility Advantage
1. Admin Server
Admin Server Managed Server Admin Portal
2. Node Manager Server
Node Manager Server Managed Server
Admin Server Node Manager Server Managed Server
3. Managed Server
Managed Server Cisco Unified Mobile Communicator ~ Cisco Unified
Mobility Advantage
4. Proxy Server
Proxy Server Cisco Unified Mobile Communicator ~ Managed Server DMz

Cisco Unified Mobility Advantage
Cisco Unified Mobility Advantage

Admin Server

> w0 np

Proxy Server
Managed Server
Node Manager Server

Admin Server

5-2 Admin Server

Cisco Unified Mobility Advantage

| oL-12952-02-J



5 Server Controls |

W cisco Unified Mobility Advantage

5-2 Admin Server

Admin Server 1. Admin Server root

3.

/sbin/service cuma_admin start
OK Admin Server
Admin Server Admin Server
P.5-3 Cisco Unified Mobility Advantage
1. 1 2
2.

/sbin/service cuma_admin stop
OK

Admin Server

Node Manager Server
5-3

Node Manager Server

5-3 Node Manager Server

Node Manager Server

1. Node Manager Server
root

/sbin/service cuma_nm start
OK

Node Manager Server

Node Manager Server

Proxy Server
Server
Unified Mobility Advantage

Managed Server

/shin/service cuma_nm stop
OK

Node Manager
P.5-3 Cisco

Node Manager Server

Jl_ Cisco Unified Mobility Advantage

OL-12952-02-J |



Server Controls

Managed Server
5-4

5-4 Managed Server

Cisco Unified Mobility Advantage

Managed Server

Managed Server

N A\

Cisco Unified Mobility Advantage Admin Portal
Server Controls
Cisco Control Server
Change Status Start

Server Status  Running Managed Server

Managed Server

Proxy Server

Managed Server

P.5-3 Cisco Unified Mobility Advantage
1. 1 3
2. Change Status Stop
Server Status  Not Running Managed Server
Proxy Server
5-5 Proxy Server
5-5 Proxy Server
Proxy Server 1. Proxy Server root
/sbin/service cuma_proxy start
OK Proxy Server
Proxy Server 1. 1 2
2.

/sbin/service cuma_proxy stop

OK Proxy Server

Cisco Unified Mobility Advantage

| oL-12952-02-J



5 Server Controls |

N Cisco Unified Mobility Advantage Server IP

Cisco Unified Mobility Advantage Server IP

Cisco Unified Mobility Advantage Enterprise Server Cisco Unified Mobility
Advantage Proxy Server  IP

Cisco Unified Mobility Advantage Enterprise Server IP
Cisco Unified Mobility Advantage Enterprise Server  IP

1 Cisco Unified Mobility Advantage

2 $cuma_root/informix/etc/sglhosts $cuma_root  Cisco Unified Mobility Advantage
2 IP

mcsl onsoctcp 192.168.1.100 1526

A

$cuma_root /opt/cuma

3 Cisco Unified Mobility Advantage Admin Server  Cisco Unified Mobility Advantage Node Manager

4 Cisco Unified Mobility Advantage Admin Portal IP

e Network Properties > Server to Server SSL Properties > Virtual Host
e Proxy Configuration > Managed Server > Host Name / IP Address

Cisco Unified Mobility Advantage Proxy Server IP
Cisco Unified Mobility Advantage Proxy Server  IP

1 Cisco Unified Mobility Advantage Proxy Server  Cisco Unified Mobility Advantage Managed Server

Cisco Unified Mobility Advantage
OL-12952-02-J |



| 5 Server Controls

Cisco Unified Mobility Advantage Server

2 Cisco Unified Mobility Advantage Admin Portal IP

Network Properties > Client/Server SSL Properties > Virtual Host

Network Properties > Client/Server Non-SSL Properties > Virtual Host

3 Managed Server Proxy Server

Cisco Unified Mobility Advantage

| oL-12952-02-J



5 Server Controls |

N Cisco Unified Mobility Advantage Server IP

Cisco Unified Mobility Advantage
OL-12952-02-J |



Network Properties

Admin Portal  Network Properties

/ SSL

Managed Server  Cisco Unified Mobile Communicator

Client/Server SSL Properties

Client/Server SSL Properties ~ Managed Server ~ SSL

Client/Server SSL Properties

/ SSL
Managed Server

Cisco Unified Mobile Communicator

1 Network Properties > Client/Server SSL Properties

2 6-1

6-1 Client/Server SSL Properties

Virtual Host Proxy Server DNS
Cisco Unified Mobile Communicator ~ Proxy Server
Virtual Port Proxy Server TCP Cisco Unified Mobile Communicator
SSL Managed Server

Server Port Managed Server  Proxy Server

SSL TCP

3 Submit

4 Managed Server

Cisco Unified Mobility Advantage

| oL-12952-02-J



6 Network Properties |

M Client/Server Non-SSL Properties

Client/Server Non-SSL Properties

Client/Server Non-SSL Properties Managed Server SSL Cisco Unified Mobile
Communicator

Client/Server Non-SSL Properties

1 Network Properties > Client/Server Non-SSL Properties

2 6-2

6-2 Client/Server Non-SSL Properties

Virtual Host Proxy Server DNS

Cisco Unified Mobile Communicator ~ Proxy Server

Virtual Port Proxy Server TCP Cisco Unified Mobile Communicator
SSL Managed Server
Server Port Managed Server  Proxy Server TCP
3 Submit

4 Managed Server

Cisco Unified Mobility Advantage
OL-12952-02-J |



| 6 Network Properties

Server to Server SSL Properties W

Server to Server SSL Properties

Server-to-Server SSL Properties SSL

Server-to-Server SSL properties

1 Network Properties > Server to Server SSL Properties

2 6-3

6-3 Server-to Server SSL Properties

Virtual Host Managed Server DNS IP

Virtual Port Managed Server

Managed Server
Server Port

Server Port Managed Server

Managed Server
Virtual Port

3 Submit

4 Managed Server

Cisco Unified Mobility Advantage
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6 Network Properties |

M Server to Server SSL Properties

Cisco Unified Mobility Advantage
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System Management

Admin Portal ~ System Management

SMTP Cisco Unified Mobility Advantage

System Properties

Admin Portal Cisco Unified Mobility
Advantage

1 System Management > System Properties

2 7-1

7-1 System Properties

Domain Cisco Unified Mobility Advantage
Max Idle Time to Disconnect
(sec)

Max Search Results

Session Timeout (days) Cisco Unified Mobile Communicator

Admin Password Admin Portal
Confirm Admin Password

Version Cisco Unified Mobility
Advantage

Cisco Unified Mobility Advantage
[ oL-12952-02-J



System Management |

W Log Configuration

3 Submit

4 Managed Server

Log Configuration

Log Configuration

1 System Management > Log Configuration

2 7-2

7-2 Log Configuration

Log Level

P.5-2
Info

e Debug
e Info
e Warning 1

e Error

e Fatal Cisco Unified Mobility Advantage

Error

Log File Size MB

Admin Server  Managed Server

1 999
20

Number of Log Files

Admin Server  Managed Server

1 9999

100

3 Submit

Jl_ Cisco Unified Mobility Advantage
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7 System Management

Calendar Configuration W

Calendar Configuration

Calendar Configuration
Availability Status

Exchange Server

1 System Management > Calendar Configuration
2 7-3

7-3 Calendar Configuration

Polling Period (sec)
Max Threads Managed Server

Polling Offset (min)
scan ahead

3 Submit

4 Managed Server

Cisco Unified Mobility Advantage
| oL-12952-02-4



7 System Management |

Bl SMTP Server Configuration

SMTP Server Configuration

SMTP Server Configuration Cisco Unified Mobility Advantage Enterprise Server ~ BlackBerry
E SMS
SMTP Server Configuration
1 System Management > SMTP Server Configuration
2 7-4
7-4 SMTP Server Configuration
Host Name SMTP Exchange SMTP
Exchange
Port SMTP 25
Authentication Required
True Admin E-mail 2
Admin Email Cisco Unified Mobility Advantage E
Cisco Unified Mobility Advantage E
E SMS
BlackBerry Outlook
Admin E-mail
P.A-2  Cisco Unified Mobility Advantage
BlackBerry Microsoft Outlook
SMTP Authentication Password | Admin Email
SMTP

3 Submit

4 Managed Server

Jl_ Cisco Unified Mobility Advantage
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| 7 System Management

Configuration Summary W

Configuration Summary

Cisco Unified Mobility Advantage Server

1 System Management > Configuration Summary

Cisco Unified Mobility Advantage
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7 System Management |

Wl Configuration Summary

Cisco Unified Mobility Advantage
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SSL Certificate Management

Admin Portal ~ SSL Certificate Management

SSL Certificate Signing Request CSR;
Cisco Unified Mobility Advantage Proxy Server Verisign SSL
Cisco Unified Mobility Advantage Enterprise Server Verisign SSL
Enterprise Server SSL
Certificate
is Untrusted. Cisco Unified Mobile Communicator User Portal
Configuration Wizard SSL

Cisco Unified Mobility Advantage Installation Guide

Cisco Unified Mobility Advantage
[ oL-12952-02-J



8 SSL Certificate Management |

Node Manager Server ~ Managed Server

Admin Portal

1 SSL Certificate Management > Generate New Certificate

2 8-1

8-1 Generate Certificate Signing Request CSR

Server Name Cisco Unified Mobility Advantage Proxy Server
Cisco Unified Mobility Advantage Enterprise Server

Department Name Cisco Unified Mobility Advantage 1

Company Name
City
State

California CA
Country Code 2 US USA

Password SSL

3 Submit

Cisco Unified Mobility Advantage Enterprise Server
Admin Portal

4 Admin Portal

orative.keystore

A\

Cisco Unified Mobility Advantage
OL-12952-02-J |



| 8 SSL Certificate Management

Retrieve CSR P.8-2
CSR

CSR

1 SSL Certificate Utilities > Retrieve CSR

2 8-2

8-2 Retrieve CSR

Certificate File

keystore
Password
3 Submit
CSR
4 3 CSR Verisign ~ Web WwWw.verisign.com
SSL
Verisign 1

Cisco Unified Mobility Advantage
| oL-12952-02-4



8 SSL Certificate Management |

W ssL

SSL

CSR  Verisign Verisign SSL SSL

Verisign

SSL

Verisign
http://www.verisign.com/support/install/intermediate.html

SSL

1 SSL Certificate Utilities > Import SSL Certificate

2 8-3
Proxy Server Proxy Server
Enterprise Server Enterprise Server

8-3 Import SSL Certificate

Certificate File Browse

Admin

Password

Intermediate Certificate? True

False

Cisco Unified Mobility Advantage
OL-12952-02-J |
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| 8 SSL Certificate Management

SSL
8-3 Import SSL Certificate
Certificate

1.
Y

----BEGIN CERTIFICATE--- ---END CERTIFICATE---
2. 1
Y

---BEGIN CERTIFICATE--- ---END CERTIFICATE---

2
3. Certificate
Certificate
---BEGIN CERTIFICATE--- ---END CERTIFICATE---
3 Submit

4 Managed Server

Cisco Unified Mobility Advantage

| oL-12952-02-J



8 SSL Certificate Management |

W ssL

SSL

SSL
1 SSL Certificate Utilities > Upload Certificate

2 8-4

8-4 Upload Certificate

Certificate File SSL Browse
Admin SSL
Password
3 Submit
Proxy Server
SSL Proxy Server Proxy Server
Proxy Server Configuration Wizard
$CUMA.ROQOT/conf/orative.keystore Admin Portal

Proxy Server Proxy Server

$CUMA.ROOT/conf/orative.keystore

SSL
keystore Proxy Server
Configuration Keystore File

/opt/cisco/conf/new.keystore
Keystore Password

Proxy Server

$CUMA.ROOQOT/conf/new.keystore

Admin Portal ~ Proxy Server

1 Proxy $CUMA.ROOT/conf $CUMA.ROOT

Cisco Unified Mobility Advantage Proxy Server

2 Admin Portal Proxy Configuration > Listen Ports
3 keystore Keystore File
4 keystore Keystore Password

Jl_ Cisco Unified Mobility Advantage
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CHAPTER 9

Proxy Configuration

Admin Portal ~ Proxy Configuration

Cisco Unified Mobility Advantage Proxy Server ~ Managed Server

Proxy Server

Proxy Server Managed
Server

Proxy Server 2

Cisco Unified Mobile Communicator

Cisco Unified Mobile Communicator

Cisco Unified Mobility Advantage
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9 Proxy Configuration |

Wl Listen Ports

Listen Ports

Listen Ports Proxy Server
Proxy Server ~ SSL

Proxy Server

1 Proxy Configuration > Listen Ports

2 9-1

9-1 Listen Ports

Cisco Unified Mobile Communicator

Incoming Client Port

Certificate Location

Proxy Server

SSL

Certificate Password

Incoming Provisioning Port

Cisco Unified Mobile Communicator

3 Submit

4 Proxy Server

Jl_ Cisco Unified Mobility Advantage
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9 Proxy Configuration

Managed Server Hl

Managed Server

Managed Server Proxy Server  Managed Server

Managed Server

1 Proxy Configuration > Managed Server

2 9-2

9-2 Managed Server

Host Name/IP Address Managed Server IP Proxy Server
Client Port Managed Server ~ SSL Proxy Server
Managed Server
5443
Provisioning Port Managed
Server Proxy Server

Managed Server

8080

3 Submit

4 Proxy Server

Cisco Unified Mobility Advantage
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9 Proxy Configuration |

MW Managed Server

Cisco Unified Mobility Advantage
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CHAPTER 10

Reports

Admin Portal  Reports

Usage Report

Usage Report

1 Reports > Usage Report

2 10-1

10-1 Usage Report

From
To
Report Type
e Total
e By User

Cisco Unified Mobility Advantage
[ oL-12952-02-J



10 Reports |

Bl Summary Report

3 Submit 10-2

10-2

Received
Placed
Missed
Total

Summary Report

Summary Report

1 Reports > Summary Report

2 10-3

10-3 Summary Report

Summary Report

Total Number of Users -
Provisioned

Total Number of Users - Cisco Unified Mobile Communicator
Logged In

Handset Summary Report

Service Provider
Phone Make/Model
Number of Phones

Cisco Unified Mobility Advantage
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APPENDIX A

BlackBerry Enterprise Server

BlackBerry Enterprise Server
Cisco Unified Mobility Advantage Managed Server
Cisco Unified Mobility Advantage  BlackBerry Microsoft Outlook

BlackBerry Enterprise Server

Cisco Unified Mobility Advantage Managed Server ~ BlackBerry
BlackBerry Enterprise Server  Cisco Unified Mobility Advantage

Creating a Software Configuration— BlackBerry Enterprise Server Quick Start
Supplement

BlackBerry Enterprise Server

1 BlackBerry Handheld Manager Users
2
3 Device Management Assign Software Configuration

4 Select a Software Configuration

5 OK

Cisco Unified Mobility Advantage
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A  BlackBerry Enterprise Server |
W cisco Unified Mobility Advantage  BlackBerry Microsoft Outlook

Cisco Unified Mobility Advantage BlackBerry
Microsoft Outlook
Cisco Unified Mobility Advantage Outlook  Junk

BlackBerry Microsoft Outlook
Cisco Unified Mobile Communicator User Guide for BlackBerry Devices

Junk
E

E System Management > SMTP Server Configuration

Microsoft Outlook
1 Microsoft Outlook Tools Options
2 Preferences
3 Junke-mail Safe Senders
4 Add
5 E Admin Portal ~ System Management > SMTP Server Configuration

OK

6 OK

Cisco Unified Mobility Advantage
OL-12952-02-J |



APPENDIX B

MeetingPlace

Cisco Unified Mobility Advantage =~ MeetingPlace

MeetingPlace Cisco
Unified Mobile Communicator
MeetingPlace
Cisco Unified Mobility Advantage Enterprise Server MeetingPlace
L]
#
L]
L]
1
3 3
. 9 15
+ 1
8 14 1

Cisco Unified Mobility Advantage
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B  MeetingPlace |

N MeetingPlace

e 1-408-972-9000 1.408.972.9000 1 408-972-9000 408-972-9000 408 9729000 (408) 972-9000
408.972.9000

e +1.866.432.9903 +91.80.4103.3979 +14089729000

*  +(91)8041033979
o +1(408) 972-9000
o (408)-972-9000 -

o (408).972-9000

e 4089729000 MeetingPlace

Cisco Unified Mobility Advantage
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| B  MeetingPlace

P.B-1 MeetingPlace

Java

1 P53 Cisco Unified Mobility Advantage Cisco
Unified Mobility Advantage

2 Managed Server

cd /opt/<cuma_instance_name>/conf

vi managed_server.xml

3 CalendarManager

<component>

<sequence_id>120</sequence_id>
<name>calendar_manager</name>
<class>com.orative.adapter.calendar.CalendarManager</class>
<enabled>true</enabled>

<polling period>600</polling_period>

<polling offset>600</polling offset>
<max_threads>25</max_threads>
<phone_number_match> (| (?&1t;=(\s|:[#))) (?: ((((1[ .\=1)2\a{3}[ .\-1)]((1[
12)2\N(\A{33I\) [ 12))2\a{3}[ .\-1\a{4}) | ((\+\d) ([.\-12\d)
{8,14}))((?:\s)|$)</phone_number_match>

</component>

5 phone_number_match

6 P.5-3 Cisco Unified Mobility Advantage Cisco Unified
Mobility Advantage

Cisco Unified Mobility Advantage
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INDEX

A 2-11
. . 2-1
Active Directory 21
Exchange lookup 3-5 211
3-4 2.4
3-4 4-2
Add Phone 29 Cisco Unified Mobile Communicator
Admin Portal 2-12
1-3 Cisco Unified Mobile Communicator
1_3 4'3
7-1 Cisco Unified Mobile Communicator
1-2 2-4
1-3 A(f:_igco Unified Mobile Communicator
Admin Server Cisco Unified Mobility Advantage
5-2 11
5-3 53
5-3 5.3
7-5
B 7-1
Conference Service 3-10
BlackBerry Enterprise Server CSR 8-3
Outlook A-2
A-1
A-1 E
BlackBerry 2-5 End Users
Search/Maintenance 2-8
C 2-1
/ 2-1
Change Contact Server ~ 2-9 Enterprise Configuration 3-1
Change Organizational Unit ~ 2-9 Exchange lookup ~ Active Directory 3-5
Cisco Address 2-9
Cisco Unified Communications Manager
3.6 F
3-6
Cisco Unified Mobile Communicator Force Out 211
4-3
2-12 H
4-1 Handset Platform Management 4-1

Cisco Unified Mobility Advantage
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H Index

L

Log Configuration 7-2

M

Manage Adapter Services 3-9
Managed Server
5-2
5-1,5-5
5-1,5-5
5-2
MeetingPlace B-1
MeetingPlace B-1
Melt 2-11
Microsoft Outlook A-2
MS Exchange
3-2
3-3
3-3

N

Network Properties 6-1
Node Manager Server

5-4
5-4

P

Proxy Server

Managed Server 9-3
SSL 8-6
5-2
9-1

R

Reports 10-1

S

Server Controls 5-1
Server-to-Server SSL properties 6-3

SMTP server configuration 7-4
SSL Certificate Management 8-1
SSL
CSR 8-3
8-6
8-4
8-1
8-2
Status 2-9
System Management 7-1

U

User Contact Server 2-9

Vv
Version Management 4-1
3-9
5-2
3-8
3-8
Cisco Unified Mobility Advantage Server
2-1
Mobile Communicator
2-11
Mobile Communicator 2-11
2-8
2-8
2-10
2-8
2-8
2-8
2-1
2-8

2-1

Jl_ Cisco Unified Mobility Advantage
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Index W

7-3 7-1
2-10

/ SSL 6-1
/ SSL 6-2 1-3

5-2 3-10

3-3
7-5
3-9

Cisco Unified Mobility Advantage Server

2-1
7-5
10-2
7-1
Active Directory 3-4
10-1
Proxy Server 9-2
SSL 8-1
3-3 10-1
10-2
2-5
4-1 7-2
2-10

Managed Server 5-2

Cisco Unified Mobility Advantage
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