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e A A—7 asa828-7-k8.bin LIFED ASA 5500 ~ U — X,
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VPN Phone) ZZERL T, ASAIZA VA M—/L$5Z &, www.cisco.com/go/license |27 7 & &
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S
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CHLETT,

Cisco Unified CME TOEKETF

WO FNEIL, SSL VPN HEHE & #L A iA Te 72 D FEAH) 72 Cisco Unified #%7E T3,

FIEDOHE
enable
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ip dhep pool pool-name

W dh =
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option 150 ip ip-address
default-router ip-address

exit

© N o o

telephony-service

9. max-ephones max-phones

10. max-dn max-directory-numbers [preference preference-order] [no-reg primary | both]
11. ip source-address ip-address port port [any-match | strict-match]
12. cnf-file {perphone}

13. load [phone-type firmware-file]

14. no shutdown

15. exit

16. ephone-dn dn-tag [dual-line]

17. number number [secondary number] [no-reg [both | primary]]
18. ephone phone-tag

19. description string

20. device-security-mode {authenticated | none | encrypted}

21. mac-address [mac-address)

22. type phone-type [addon 1 module-type [2 module-type]]

23. button button-number{separator }dn-tag [,dn-tag...] [button-number {x}overlay-button-number)
[button-number...]

24. exit
25. telephony-service

26. create cnf-files

27. end
FlEn
av Y RFERIEFFTISaY B#
ATy71  enable FiHE EXEC B— R& A X — 7 Mc LET,
o TuUTIBREBERINTZL, NAU—REZANLE
#l : R
Router> enable
AFy72 configure terminal Ja—r ) ar7 4 Xal—vay T— REEELET,
Bl :
Router# configure terminal
A7973  ip dhep pool pool-name DHCP #—/ 7 KL x 7— L D4 1% {Epk L. DHCP
T arZ4Xal—var ET—FERBLET,
Bl (G3) DHCPIP7 RL A 7F— &4 TICHEL T\ 5
Router (config) # ip dhcp pool mypool BT AT T 2~AT v S TEHAXy L, A
Ty T 8MBFATL TSN,
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ARV FFERETI2Va Y B
A7974 network ip-address [mask | prefix-length] HETLHDHCP 7 RLVA 77— LD IP T RLAZEELE
¥
fl

Router (config-dhcp) #network 192.168.11.0
255.255.255.0

A7975 option 150 ip ip-address Cisco Unified IP Phone TA A —Y a7 4 Fal— 3
v T ANEX Y a— 15 TFTP 4 — A 7 NL 2%
Bl : BELET,
Router (config-dhcp) # option 150 ip 192.168.11.1 o T AL O Cisco Unified CME L— % DT KL %
<t
ATY76 default-router ip-address ({£%) IP Phone Tu—Hh /L %7 Ry FOANHITH B IP
NI 74y BRZETHOIERATHIL—ZEHEEL
Bl : F4
Router (config-dhcp) # default router e (Cisco Unified CME L —&Z %y N U —727 FOME—D
e N—H2THoHEE, ZDOT KL AX Cisco Unified

CME ® IP Y —RA 7 RV RIZT HLERH Y FT,1P
Phone Tu—W/V 73y b EOTF AL Z2DFHE TP
N7y DEF F%ﬁém%#%éﬁA LD
a~v s FFEKRTEET,

o TITANKINAN—FIBETDHIP 7 NLRIX, 74—
Vo3 7@ HWJCIP Phone T &£ 7§, Cisco
Unified CME ® IP Y — R 7 R L ANFEARREIZ R -
7234 IP Phone I3 -2~ RTCHESNEZT RL

ANDBGEETITLET,
7971 exit DHCP 7—/b a7 4 F¥al—ary T— REKTLE
R
Bl :
Router (config-dhcp) # end
27978 telephony-service telephony-service = 7 4 ¥ a2 L—3 3 » E— R4
LET,
%l -
Router (config) # telephony-service
27979 max-ephones max-phones Cisco Unified CME 2%k C & FEHE DR R E R E L
ESSaR
Bl : . %ki&i7"*’77%7¢ DENR—Va TR F
Router (config-telephony) # max-ephones 24 ., MPHEZFERT AT ? EADLET,

e Cisco Unified CME 7.0/4.3 U\M@/“_“) a > T,
BERCTZ DEBORRKEN, RETZ HEEHOK
KEEFEARVET, RETE é R O B R
1000 ¢,

e Cisco Unified CME 7.0/4.3 LV i NN—T 9 T
I, Zoa<y FRL—F TRETE DEFIHOEIC
HREEHTWE LT,
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A79710

YSEPAL

ATyF12

AF97 13

YSCPAL

AT97 15

l_ Cisco Unified Communications Manager Express Y2 7L 7 FS=RX FL—4 K4 F

ARV RFERRTOIVa Y

]3]

max-dn max-directory-numbers [preference
preference-order] [no-reg primary | both]

-

Router (config-telephony) # max-dn 24 no-reg
primary

ZON—ZTHR—=FENDT 4 L7 b EBSOEEHIR

LET,

e BAEIIT T b T4 —LbEN—Tg TRV E
T, EEERTDHITIT? EASNLET,

ip source-address ip-address [port port]
[any-match | strict-match]

-

Router (config-telephony)# ip source-address
192.168.11.1 port 2000

Cisco Unified CME /L — # T IP Phone ® &\ 9%
IP7 RLVAEFR— I EFEEEZRBTELET,

e portport : (f£E) SCCP IZfEHT 2 TCP/AP FA— k
T, #PHAIX 2000 ~ 9999 T¥, T 7+ /L kT
2000 T3,

e any-match : ((EE) BEDOT-ODHERIP 7 FLA
DF vl T 48—TNMILET, ZNBT 74V
T,

e strict-match : ((LF) EIFHETHEHIND IP H—
T RUARY =R T RURERBIZ—E L TR
B4, /L—HZIZ IP Phone OB EAITEIELRT DL D
R LET,

cnf-file {perphone}

-

Router (config-telephony) #xnf-file perphone

¥ A7 5 C4 IP Phone ([ZfEBI DR E XML 7 7 A v & /&
Tz EEEBELET,
o BEX2 VT ADEDIT, FTr RARA LV MIERIO =
V74X alb—Yary Ty A NBRLETT,
GE)  AEEEICMEBIO XML 7 7 A Vv EART 5121,
cnf-file (perphone) =~ RERETILENH
DET,

load [phone-type firmware-file]

-

Router (config-telephony)# load 7965
SCCP45.9-0-1TD1-36S.1loads

B DA A T BREEDO T 7 — LU T T 7 A NVICE
HWATET, T ANDY T4 I REEDCREER T A
NGB EFERTAMLERNHY £5, BaifkO 7 7y —2 0 =7
NR=Tg BN —=T 32900 X0 LWES, +3To
EAERE D ¥ A 7|2 7965 SCCP45.9-0-1TD1-36S Z 11— R
LT

no shutdown

-

Router (config-telephony) # no shutdown

SCCPH—t R VA= Jiry oA F—T I TE
i‘j‘o

exit

i -

Router (config-telephony) # end

telephony-service 27 4 ¥ o b—3 a3 v E— R&KT
LET,
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ARV RFERRTIVaY

]3]

ephone-dn dn-tag [dual-line]

i -

Router (config) # ephone-dn 1

ephonedn =7 4 ¥ a2 b—3 3 T— R&EBMHBL T, IP

Phone, A > % —= AlElfE, HHEKR— M. £721T Message

Waiting Indicator (MWD OF 4 L7 N F &2 ERXLF

T

o dn-tag : REZATHNOREDT 4 V7 N FEFHEE
ELET, #@ET 1 »or—FD77y b 74+—AT
HFASNDT 4 V7 MY FESORKEETTY, #HPH
EFRTHITE P EANLET,

number number [secondary number]
|primary] ]

[no-reg [both

i -

Router (config-ephone-dn) # number 1001

WHE S 2 Z D7 4 L7 b FSITEENT ET,

o number : W 721X E.164 BFEE B RTHRK 16 #i7
DILFF,

ephone phone-tag

-

Router (config) # ephone 1

ephone 2> 7 4 ¥ a2 b — 3 T— NEHIBEL T,

ephone EH DT A= ZRELET,

o phone-tag : BEEHZHRINT L —EDOY—F L AFKE,
HPHIIN—Ta 7Ty P 7+ —DITKFLET,
BPHAERTT DI 2 E AN LET,

description string

#l :

Router (config-ephone)description SSL VPN Remote
Phone

eXtensible Markup Language (XML) 7=V —%fEH L
T, *v hU—27 & 27 L% LT ephone Z#iBH L
EJcae

o string 1 AN— AR EDTRK 128 XFEHEHATEE
T, XFEICHIRIZH Y £H A,

device-security-mode {authenticated | none |
encrypted}

#l :

Router (config-ephone) # device-security-mode
none

F 34 A & Cisco Unified CME L —# & D 7' —3 L7
F 7213 ephone AL COEFED 72D SCCP v 7V v
WEx2UT 4 T—REHRETEET,
e authenticated : TCP iR"— b 2443 ECToOE®F 2772
TLS ##i% I L7=7 731 A & Cisco Unified CME &
Do SCCP v 7+ v,

e none:SCCP 7 U7X TIIH0 4
Ao

* encrypted : TCP &R — b 2443 L TOEF =77 TLS
Bt /v L7z /31 & & Cisco Unified CME & O
SCCP v 7+ v, AT 47X Secure Real-Time
Transport Protocol (SRTP) #fHH L £,

mac-address [mac-address]

#l :

Router (config-ephone) # mac-address
0022.555e.00f1

Cisco IP Phone ® MAC 7 R b X % Cisco Unified CME
AT 0 ephone #RE I BE AT E T

e mac-address : IP Phone ® MAC 7 RL X Z#FE L %
T, ZHUE, BEESOKHERIZH D — iR SN T
l/\jz‘j_o
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ATy7 2

AT97 3

ATyT 4

A797 %5

ATv7 %

ATyF 0

l_ Cisco Unified Communications Manager Express Y2 7L 7 FS=RX FL—4 K4 F

ARV RFERRTIVaY

]3]

type phone-type
module-type]]

[addon 1 module-type [2

-

Router (config-ephone) # type 7965

EAER D X A TEREELET,

e Cisco Unified CME 4.0 LIfED A—T 3>« 7 KA
TV a—VEBEATEDZ A 7%, 7960, 7961,
7961GE. B XUV 7970 AT,

button button-number{separator}dn-tag
[,dn-tag...] [button—number{x}overlay-button-num

RY KB L RO % ephone-dn (ZBIEIHT £ 5, KR
B DRRKEBIIEFTEO X A T Lo TRED F9,

ber] [button-number...]

Bl :

Router (config-ephone) # button 1:1
exit

Bl :

Router (config-ephone) #exit

ephone 2> 7 4 Xal—vary T—KREKTLET,

telephony-service

i -

Router (config) telephony-service

telephony-service 27 4 ¥ o L—3 3 » E— R&Hl4E
LET,

create cnf-files

-

Router (config-telephony) # create cnf-files

SCCP Eififf THELENA XML 27 4 X2l —3
VI ANEREELET,

end

-

Router (config-telephony) # end

Kb EXEC E— RIZREV £,
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CA H—/\& L T® Cisco Unified CME DO%5E

CA ¥ — R TOH_AFRE TIL. SSL VPN HBEE A 2 — T /T D 7= OIS EE R IP Bk, *y hU—7
245 7a han (NTP)., HHoRMEHRELET, CA %—/\a}%”ﬂﬁ”é I, RO PIAZFEITL
S

AT97F 1  Cisco Unified CME L —4% CIP 7 KL A, NTP 38 X' HTTP $— &g E L £ 7,

Router (config) #Interface GigabitEthernet0/0

Router (config-if) #no ip address

Router (config-if) #interface GigabitEthernet0/0.10

Router (config-subif) #description DATA VLAN

Router (config-subif) fencapsulation dotlQ 10 native

Router (config-subif) #ip address 192.168.10.1 255.255.255.0

Router (config) #interface GigabitEthernet0/0.11
Router (config-subif) #description VOICE VLAN
Router (config-subif) #encapsulation dotlQ 11

Router (config-subif) #ip address 192.168.11.1 255.255.255.0

Router (config) #interface GigabitEthernet0/1
Router (config-if) #description INTERFACE CONNECTED TO ASA
Router (config-if) #ip address 192.168.20.1 255.255.255.0

Router (config)#! Default router is ASA Inside Interface
Router (config) #ip route 0.0.0.0 0.0.0.0 192.168.20.254

Router (config) #clock timezone PST -8
Router (config) #clock summer-time PST recurring

Router#! Set clock to current time
Router#clock set 10:10:00 15 oct 2010

Router (config) #ntp source GigabitEthernet0/1
Router (config) #ntp master 2

Router (config) #ip http server
Router (config) #ip domain-name cisco.com

() r a7 &FBETHEE LT Cisco Unified CME /L — & OIFZNC A HETWARWESIZ. NTP ORI
TR L7,
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AFwF 2 CAH—,3L LT Cisco Unified CME #REL 9, ROFEH TIZ, CAYP—N"ELTEREIND
Cisco Unified CME %~ L £7,

Bl -

Router (config) #crypto pki server cme root
Router (config) #database level complete
Router (cs-server) #database url nvram:

(

(

(
Router (cs-server) fgrant auto
Router (cs-server) #lifetime certificate 7305
Router (cs-server) #lifetime ca-certificate 7305

( )

Router (cs-server) #exit
Router (config) #crypto pki trustpoint cme root
Router (ca-trustpoint) # enrollment url http://192.168.20.1:80
Router (ca-trustpoint) # revocation-check none
Router (ca-trustpoint)# rsakeypair cme root
(

Router (cs-server) #exit

Router (config)# crypto pki server cme root

Router (cs-server) #no shutdown

%Some server settings cannot be changed after CA certificate generation.
Please enter a passphrase to protect the private key

or type Return to exit

Password: ****x*

Re-enter password: ***x*

% Generating 1024 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

Mar 10 16:44:00.576: $SSH-5-ENABLED: SSH 1.99 has been enabled% Exporting Certificate
Server signing certificate and keys...

% Certificate Server enabled.
Router (cs-server) #

Mar 10 16:44:41.812: %PKI-6-CS_ENABLED: Certificate server now enabled.

o
S
o
S
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

ATFYT 3 BONTAIKRA U FEERL, PTARNKA U FEFRIEL. CA THELET,
Bl -

Router (config) #crypto pki trustpoint cme cert
Router (ca-trustpoint)# enrollment url http://192.168.20.1:80
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint) # exit

Router (config)# crypto pki authenticate cme cert

Certificate has the following attributes:

Fingerprint MD5: 995C157D AABB8EE2 494E7B35 00A75A88
Fingerprint SHAl: F934871E 7E2934B1 1COB4C9A A32B7316 18A5858F
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

Router (config)# crypto pki enroll cme cert

Start certificate enrollment

Create a challenge password.

You will need to verbally provide this password to the CA Administrator in order to revoke
your certificate. For security reasons your password will not be saved in the
configuration. Please make a note of it.

Password:

Jan 20 16:03:24.833: %CRYPTO-6-AUTOGEN: Generated new 512 bit key pair

Re-enter password:

The subject name in the certificate will include: CMEl.cisco.com

Include the router serial number in the subject name? [yes/no]: no

Include an IP address in the subject name? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose cme cert' command will show the fingerprint.
! Verify Certificates

0P P oe

0P P oe

EREOHER (ER)

AERAE & iR 5 12i%. Cisco Unified CME /L —# T show crypto pki certificates =~ > K& L
£7.

Cisco Unified Communications Manager Express ¥A7L 7 FE =X FL—4 HAF
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

i
Router#sh crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 07
Certificate Usage: General Purpose
Issuer:

cn=cme_root
Subject:
Name: CMEl.cisco.com
hostname=CMEl.cisco.com
Validity Date:
start date: 15:32:23 PST Apr 1 2010
end date: 09:44:00 PST Mar 10 2030
Associated Trustpoints: cisco2
Storage: nvram:cme root#7.cer

Certificate
Status: Available
Certificate Serial Number (hex): 06
Certificate Usage: General Purpose
Issuer:

cn=cme_root
Subject:
Name: CMEl.cisco.com
hostname=CMEl.cisco.com
Validity Date:
start date: 15:30:11 PST Apr 1 2010
end date: 09:44:00 PST Mar 10 2030
Associated Trustpoints: ciscol
Storage: nvram:cme root#6.cer

Certificate
Status: Available
Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:

cn=cme_root
Subject:
Name: CMEl.cisco.com
hostname=CMEl.cisco.com
Validity Date:
start date: 08:47:42 PST Mar 10 2010
end date: 09:44:00 PST Mar 10 2030
Associated Trustpoints: cme cert
Storage: nvram:cme_root#2.cer

CA Certificate
Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=cme_root
Subject:

cn=cme_root
Validity Date:

start date: 08:44:00 PST Mar 10 2010

end date: 09:44:00 PST Mar 10 2030
Associated Trustpoints: cisco2 ciscol cme cert cme root
Storage: nvram:cme root#lCA.cer
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SSLVPN 7547 to@ess B

3.

DR EBEMT 7 — LT 7 DR

ATy T 1 EIEROBEOFEME MR T 521X, show ephone =~ > FEHEH L ET,
B

Router# Show ephone

ephone-1[0] Mac:0022.555E.00F1 TCP socket:[2] activelLine:0 whisperLine:0 REGISTERED in
SCCP ver 19/17 max streams=5 mediaActive:0 whisper mediaActive:0 startMedia:0 offhook:0
ringing:0 reset:0 reset sent:0 paging 0 debug:0 caps:9

IP:192.168.11.4 * 49269 7965 keepalive 0 max line 6 available line 6

button 1: cw:1l ccw: (0 0) dn 1 number 1001 CH1 IDLE CH2 IDLE

Preferred Codec: g7llulaw

Lpcor Type: none

GE) BIFEBIIELWIZ 7y =AU =T RN A =&, BN Cisco Unified CME T 1 — 5 /L2 &gk
SNTWAENE I D EFERLET,

AFvF 2 BT 7 — LU =T 2RI HICIE. show ephone phone load =~ > RZFH L £,

B

Show ephone phoneload

DeviceName CurrentPhoneload PreviousPhoneload LastReset
SEPO016C7EF9B13 9.0(1TD1.363) 9.0(1TD1.36S3) UCM-closed-TCP

SSL VPN M ASA (55—t x4) DERE

AFYT 1 AV F -T2 A IPAL—F 47, BIONTP 2R ELET,

ciscoasa(config)# Interface Ethernet0/1

ciscoasa(config-if)# nameif Inside

ciscoasa(config-if)# description INTERFACE CONNECTED TO CUCME
ciscoasa(config-if)# security-level 100

ciscoasa(config-if)# ip address 192.168.20.254 255.255.255.0

ciscoasa(config)# interface Ethernet 0/0

ciscoasa(config-if)# description INTERFACE CONNECTED TO WAN
ciscoasa(config-if)# nameif Outside

ciscoasa(config-if)# security-level 0

ciscoasa(config-if)# ip address 9.10.60.254 255.255.255.0
ciscoasa(config)# router ospf 100
ciscoasa(config-router)network 9.10.60.0 255.255.255.0 area 1

ciscoasa(config-if)# ntp server 192.168.20.1

Cisco Unified Communications Manager Express ¥A7L 7 FE =X FL—4 HAF
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

AT9F 2 ASA BIZEFTFAMHAA L FEERL, CME (CA) OFEHELZIGLET,

ciscoasa (config) #crypto key generate rsa label cmeasa
ciscoasa(config) #crypto ca trustpoint asatrust

ciscoasa(config)#! Enrollment URL = CA Server = CUCME
ciscoasa(config-ca-trustpoint) #enrollment url http://192.168.20.1:80
ciscoasa (config-ca-trustpoint) #subject-name cn=cmeasa.cisco.com
ciscoasa(config-ca-trustpoint) #crl nocheck
ciscoasa(config-ca-trustpoint) #keypair cmeasa

ciscoasa (config)# crypto ca authenticate asatrust
INFO: Certificate has the following attributes:
Fingerprint: 27d00cdf 1144c8b9 90621472 786dalcf
Do you accept this certificate? [yes/no]: yes

! Enroll the Trustpoint

ciscoasa(config)# crypto ca enroll asatrust

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password: ***x*xkxx

Re-enter password: ***xxxkxx*

% The subject name in the certificate will be: cn=cmeasa.cisco.com

% The fully-qualified domain name in the certificate will be: ciscoasa.cisco.com
% Include the device serial number in the subject name? [yes/no]: no

Request certificate from CA? [yes/nol: yes

% Certificate request sent to Certificate Authority

ciscoasa (config)# The certificate has been granted by CA!

ciscoasa# show crypto ca certificates

Cisco Unified Communications Manager Express YA 7L 7 FE=RA FL—4 H4F
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| SCCPIP Phone ® SSLVPN 2 547> FORE

A7Tv7 3 EHAZEORRE (X

SSLVPN 7547 to@ess B

FEEZ R T 5121, ASA /L— % T show crypto ca certificate =~ > F&#H L £,

il

ciscoasa# show crypto ca certificate

Certificate
Status: Available

Certificate Serial Number: 03

Certificate Usage:

Public Key Type:

Issuer Name:
cn=cme_root

Subject Name:

General Purpose
(1024 bits)

hostname=ciscoasa.cisco.com

cn=cmeasa.cisco.com

Validity Date:

start date: 09:04:40 PST Mar 10 2010
end date: 08:44:00 PST Mar 10 2030

Associated Trustpoints:

CA Certificate
Status: Available

asatrust

Certificate Serial Number: 01

Certificate Usage:

Public Key Type:
Issuer Name:
cn=cme_root
Subject Name:
cn=cme root
Validity Date:

Signature
(1024 bits)

start date: 08:44:00 PST Mar 10 2010
end date: 08:44:00 PST Mar 10 2030

Associated Trustpoints:

AFvT 4

ciscoasa(config)# ssl encryption 3des-shal

( )
ciscoasa (config)
ciscoasa(config)
ciscoasa(config)
ciscoasa (config)
ciscoasa(config)
ciscoasa(config)

#
#
#
#
#
#

AFwT 5

asatrust

SSLRT A =R ERELET,

ssl trust-point asatrust
ssl trust-point asatrust
ssl trust-point asatrust
no ssl certificate-authentication interface outside port 443
ssl certificate-authentication interface inside port 443

o—H/VIP T FL A F—La&HELET,

aesl28-shal aes256-shal des-shal null-shal

inside
outside

ciscoasa(config) #ip local pool SSLVPNphone pool 192.168.20.50-192.168.20.70 mask

255.255.255.0

ATFvT 6

VPN #/ L7ZNAT T 7 4 v 7 RS D702, 778A VA MERELET,

ciscoasa(config)# access-list no nat to vpn extended permit ip any 9.10.60.0 2$

ciscoasa(config) # nat

(inside)

0 access-list no_nat_to_vpn

| 0OL-10663-02-J
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

ATFwF T VPN ZRELET, VPN OREDFEMI OV TIE,
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/sve.html ZZH L T £ &
AN

ciscoasa (config-webvpn)# enable inside

INFO: WebVPN and DTLS are enabled on 'Inside'

ciscoasa (config-webvpn)# enable outside

INFO: WebVPN and DTLS are enabled on 'Outside'

ciscoasa (config-webvpn) # svc image disk0:/anyconnect-win-2.4.1012-k9.pkg 1
ciscoasa (config-webvpn)# svc enable

config-webvpn) # group-policy SSLVPNphone internal

config) # group-policy SSLVPNphone attribute

config-group-policy) # banner none

config-group-policy vpn-simultaneous-logins 10
config-group-policy vpn-idle-timeout none

config-group-policy
config-group-policy

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa vpn-session-timeout none

ciscoasa vpn-tunnel-protocol svc webvpn

ciscoasa(config-group-policy address-pools value SSLVPNphone pool
ciscoasa
ciscoasa (config-group-webvpn svc dtls enable

ciscoasa
ciscoasa

config-group-webvpn svc keepalive 120

config-group-webvpn svc ask none

config-group-webvpn

) #

) #
) #
) #
) #

config-group-policy) # webvpn

) #
) #
) #
) #

ciscoasa

ATv7F 8 SSLVPN FrpnAERELET, sBMIZOWTL,
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/vpngrp.html &M L T< 72

S,

ciscoasa(config)# tunnel-group SSLVPN tunnel type remote-access
ciscoasa(config) # tunnel-group SSLVPN tunnel general-attributes

ciscoasa (config-tunnel-general) #

ciscoasa (config-tunnel-general) #

ciscoasa(config-tunnel-general)# address-pool SSLVPNphone pool

ciscoasa (config-tunnel-general) # default-group-policy SSLVPNphone
ciscoasa(config-tunnel-general)# tunnel-group SSLVPN tunnel webvpn-attributes
ciscoasa(config-tunnel-webvpn)# group-url https://9.10.60.254/SSLVPNphone enable

AT97 9 Cisco Unified CME O&F 7 VLAN ~DAX T (v 7 b—b&A 3x—T M LET, FEMIOWTIE,
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_static.html ZZ & L T
<TEEVY,

ciscoasa(config)# route Inside 192.168.11.0 255.255.255.0 192.168.20.254 1

ZAFYT 10 =2—HFIZH L TASA B—H )L F—HA_R—2EZBELET, FEMHONTIE., ROV A FE2BRLTL
VAN

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/access_aaa.html#wpmkr1083
932

ciscoasa (config) # username anyone password cisco

ciscoasa (config) # username anyone attributes

ciscoasa (config-username) # vpn-group-policy SSLVPNphone

ciscoasa (config-username) # vpn-tunnel-protocol IPSec 1l2tp-ipsec svc webvpn
ciscoasa(config-username) # webvpn

ciscoasa (config-username-webvpn)# svc dtls enable

ciscoasa (config-username-webvpn)# svc ask none

Cisco Unified Communications Manager Express YA 7L 7 FE=RA FL—4 H4F
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

ATFYT M1 ASAATATM NI 74 v 7 %A F—T NI LET,

ciscoasa (config)# same-security-traffic permit inter-interface
ciscoasa(config) # same-security-traffic permit intra-interface

Cisco Unified CME T® VPN F)IL—7E&LU 707 7M1 ILDRE

Cisco Unified CME T VPN Z L —7BI R0 7 7 A VARETHITIE. ROFIEEZFEITLET,

FIEDOHE

enable

configure terminal

voice service voip

vpn-group fag

vpn-gateway [number | url]

vpn-trustpoint {[rumber [raw | trustpoint]}
vpn-hash-algorithm sha-/

exit

© ® NG kR~ DN

vpn-profile fag
. host-id-check [enable | disable]

-_— -
-0

end
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

FlED 4
ARV RERRT7IVaY B
A7y71 |enable ¥HE EXEC B— R& A Fx—7 MLk T, Fry
FRBRFREINTES, RAT—FREASNLET,
Bl :
Router> enable
A7972 |configure terminal sua—sv ary7 4 Fab—3ar E— FaBlg
LET,
%l
Router# configure terminal
27973 |voice service voip Voiceover IP 27 4 ¥a b —v 3 T— N&H
HMLET,
Bl :
Router (config) #voice service voip
ATy74 |vpn-group tag Voiceover IP 2> 7 4 ¥al—vay £F— KT
vpn-group E— F&B4E L ET,
Bl : * tag :vpn-group ¥ 7, fiFH : 1 E71% 2,
Router (conf-voi-serv)#vpn-group 1
27975 |vpn-gateway [ number | url] VPN % — s = A URL # ERTEET,
o number : VPN 7 — U A L LTEHETED
Bl : T—hFU=A D, f@HIE1~3TH,
Router (conf-vpn-group) #vpn-gateway 1 .
https://9.10.60.254/SSLVPNphone * url: VPN 77—} 7= A ® URL,
X'T"y7’6 vpn-trustpoint { [number [raw | trustpoint]} VPN #— |k A T A rARA B AN TEE
TO
Bl : e number : HHATED T A MEA U FO¥K,
Router (conf-vpn-group) #vpn-trustpoint ? w1~ 10,
vpn-trustpoint 1 trustpoint cme cert root R _ R
e raw: VPN ¥ —b+U = A FTFANKRA YV b %
raw ERRCANTEET,
e trustpoint : [0S X TIER S 7z VPN 7' —
FoxA NTARNFAL Y NEASITEET,
A7977 |vpn-hash-algorithm sha-I VPN #— R = A 5 % FHA > b vpn hash K
e A TEET,
Bl o sha-1: W7 LY XA,
Router (conf-vpn-group) #vpn-hash-algorithm sha-1
27978 |exit VPN-group %> 7 4 ¥al— g E— R&KT
LET,
Bl :
Router (conf-vpn-group) #exit
27979 |vpn-profile tag VPN-profile 2> 7 4 ¥ =2 L— 3 > T— R&[A

-

Router (conf-voi-serv)#vpn-profile 1

LET,
tag : VPN 707 7 A )V ¥ 7 &%, &l : 1~ 6,

l_ Cisco Unified Communications Manager Express Y2 7L 7 FS=RX FL—4 K4 F
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

ARV RFERRTIVaY

B

A79710

host-id-check [enable | disable]

i -

Router (conf-vpn-profile) #host-id-check disable

VPN 72 757 A )NVTCHRAMNID Fxzvy 73
LERETEET,
o disable : "ANID Fxzv 2 AFarvuF 4
-7z LFET,

e enable: "AFIDF v A7V arixA
F—=T M LET, T 7 %/ X enable TI,

AT97 1

end

i -

Router (conf-vpn-profile) #end

Fite EXEC £— FIZRED £,

VPN J)L—7E&LUFO 774 /L0D SCCP IP Phone ~DE:E{F I+

VPN /L —78B L7 a7 7 A /L% SCCP IP Phone (ZBE T B 12i%. ROFIEEZFEITLET,

FIROHE

enable

configure terminal
telephony-service
cnf-file perphone

ephone phone-tag

mac-address [mac-address]

© © N gk w DN

vpn-group fag
. vpn-profile fag

-_—
- O

[button-number...|
12. exit
13. telephony-service
14. create cnf-file
15. exit
16. ephone phone-tag
17. reset

18. end

device-security-mode {authenticated | none | encrypted}

type phone-type [addon 1 module-type [2 module-typel]

. button button-number {separator}dn-tag [,dn-tag...][button-number{x}overlay-button-number|

| 0OL-10663-02-J
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

ARV RERRT7IVaY B
A7y71 |enable ¥HE EXEC B— R&A Fx—7 M LET, Fry
FRRFREINTES, RAT—FREASNLET,
%l
Router> enable
A7972 |configure terminal Jsa—\)L a7 4 FXalb— gy E— NZ2Etk
LET,
Bl :
Router# configure terminal
27973 |telephony-service telephony-service 27 f ¥ a2 L— 3 » E— R
A L ET,
Bl :
Router# (config) telephony-service
ATY7 4 |cnf-file perphone IP Phone THE L X415 XML o7 (¥ L—
var 7y ANVEBELET,
%l
Router (config-telephony) # create cnf-files
27975 |ephone phone-tag ephone = 7 4 ¥ a2l — g F— &L T,
SCCP EFF D EFRE R DO/ T A — L2 R ELE
Bl : EE
Router (config) # ephone 1 » phone-tag : Btk AT 5 —BEDO—F
Ay, fHIIN—Ya T Ty M7k — A
WIRFELE T, #ilERR7TDITE, 2 & A0
LET
A7976 |device-security-mode {authenticated | none | TV RRA L DOEF2VT 4 BE—RE2A R—T
encrypted} Lz Liﬁﬂo

 authenticated : B {k72 L T TLS &5 & 2

B THEICTF AL AR LET, AT 4T /8
Router (config-telephony) # device-security-mode none Z2% ¥ = 7 72 Real-Time TTansportProtocol
(SRTP) 23H 0 FH A,

e none: SCCP ¥ 7 F VU 7idtFxa7TlEdb
FHA, THRT 74V BTY,

s encrypted : 7/3A A2, SRTP #ffH L T&
X 2T RAT 4T NA~OKFE iz TLS
Pl N D Lo RLET,

e ephone I 7 4 X2l —Talr E—RTIO
avr RIZERE SN2 MEIL. telephony-service
ar74F¥al—varyET— NCHESNLME
L eEREINET,

27971 |mac-address [mac-address] #E&4S IP Phone ® MAC 7 KL 2 %357 L %

-

Router (config-ephone) #mac-address 0022.555e.00f1

l_ Cisco Unified Communications Manager Express Y2 7L 7 FS=RX FL—4 K4 F
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

ARV RFERRTIVaY

B

A7978 |type phone-type [addon 1 module-type [2 B O X A TERIEELET,

module-type]] .
* Cisco Unified CME 4.0 gD R—T 3> @ 7
RAy BV a2a—NVEHEATE D24 713,
Bl - 7960, 7961, 7961GE, # X T8 7970 D4 T,
Router (config-ephone) # type 7965 . . . .
e CiscoCME 3.4 LgioNN—Ta v 7 R4y &
Va—/NVEBEHTE DX A 717960 721 T,
27979 |vpn-group tag VoiceoverIP 27 4 ¥ 21— 3 F— KT
vpn-group E— R&BAIE L E7,
Bl e tag :vpn-group ¥ 7, #PH : 1 F721% 2,
Router (conf-voi-serv)#vpn-group 1
279710 |vpn-profile tag VPN-profile 27 4 ¥ 2 L— 3 > £— R&[A
LET,
Bl : e tag: VPN 7ua 7y AL ¥ 7%KE, &b : 1~
Router (conf-voi-serv)#vpn-profile 1 6, T 7 A/

A797 11 button button-number{separator}dn-tag RH TS L AR O R % ephone-dn (2 BEE A I £
[,dn-tag...] [button-number{x}overlay-button-number] ﬂ‘ N4 V@%jﬁiﬂiﬁé%ﬁﬁ%@? e FI2 k- Tﬁ%i
[button-number...] ° "

nET,
%l -
Router (config-ephone) # button 1:5
AFYT12 exit ephone 2> 7 4 ¥ a2l — g E—REKTLE
D
Bl :
Router (config-ephone)exit
A797 13 |telephony-service telephony-service 27 f ¥ a2 L—31 3 > E— R
BB L E T,
Bl :
Router (config) # telephony-service
AT797 14 |create cnf-file IP Phone T3 - X115 XML 2> 7 £ %o L—
Vary Ty ANVEEELET,
Bl :
Router (config-telephony) # create cnf-files
A7y 15 |exit telephony service 77 4 Fa L — g E— F%&
BTLET,
Bl :
Router (Config-telepony)exit
279716 |ephone phone-tag ephone = 7 4 X2l —var B— RZHKBLE

-

Router (config) # ephone 1

‘j‘o

» phone-tag : REHF AV HIZ Z D ephone il
TH—BDOY—7 v AEFS,
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

ARV FFERETOIVa Y B#
A7yTAT |reset BESHHMEA O SCCP B DR 77— M &
FATLET,
#l
Router (config-ephone) # reset
A797 18 |end Fi#HE EXEC £— RICE D £,
Bl :

Router (config-ephone) # end

EEMTORE TFTP 7 FLRADKRTE

ATFyvFT 1

ATFvT 4

AFvT 5
&

AN D, WO XD ITEIELET,

Settings->Network Configuration->IPv4 Configuration->Alternate TFTP
Press **# to unlock
Select YES

If the phone is already registered, “TFTP Server 1” will already be populated. Otherwise,
enter the CUCME address as the alternate TFTP Server 1.

A DR E AR L E T,
At D VPN 284 R—7 Wl > TV D Z L 2R L E T,

Press Settings -> Security Configuration -> VPN
When you press “Enable” from this menu, it should prompt for username and password.

3 B

Ban NS WO KD ITHIEL £,

Settings->Network Configuration->IPv4 Configuration->Alternate TFTP.
Press **# to unlock and select YES.

If the phone is already registered, “TFTP Server 1” will already be populated. Otherwise,
enter the CUCME address as the alternate TFTP Server 1.

REERIFLET,
HEELZVE—F A PO EFEEZ Ry P =728 L £,

Select Settings ->Security Settings ->VPN Configurations?
Enable VPN
Enter Username and Password. Phone will register with CUCME
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

JE—F 341 MO DOEFEROER

YE&—hk ¥4 5 Cisco Unified IP Phone % B4 5121%. ROFIEZEIT L E7,

ATF9F 1 BEEEFVE—F VA PO EFME Ry PU— 7 TR L £, B DHCP 232 E L7,

AFvT 2 BEEEOA=2—»0 [RE (Settings) | #EIRL, [E¥= VU T 1 &E (Security Settings) ] (B H)
LET,

ATFTvF 3 [VPN ®FE (VPN Configurations) ] Z#R L E 7, &KIZ [VPN OF2{t (Enable VPN) | Z R L
7,

ATvT 4 a2—FHELRRT—FEANLET, ZHTEIMEHED Cisco Unified CME (28BS L E T,

Cisco Unified CME T® DTLS &3 SSLVPN Y5472 FDETE

1R HREIC, A SSL VPN % E % Cisco Unified CME T{T-7-Z & 2 L £9 ([Cisco Unified
CME TOREARKE] (P.1447) #HMR),

SCCP IP Phone T DTLS (2£ % SSLVPN 7 4 7> b ZZRETHITIF RO FIEEZ £ RENRTHSIA
WCETLET,
1. Vmv s RAMG, BEORRAAL U 4DE Y 8T v 7| (P.1468)
[RTARKRA L FORELFEHAETORE) (P.1469)
[VPN = h T =A TO T A RKA 2 b (T7 40 S Of%E) (P.1469)
[2—H F =X _X—2D%E] (P.1469)
MRABZ — b o = A OFE] (P.1469)
Mz 7% 2 FoggE) (P.1470)
[(T—TF R —0f%E] (P.1470)
MOS SSL VPN #zfie DR ) (P.1471)
[SSL VPN A ® Cisco Unified SCCP IP Phone O% &) (P.1471)
lCisco Unified SCCP IP Phone ®#%7E | (P.1472)
[Cisco Unified CME ¢ SSL VPN O & (P.1473)

© ® N gk~ N

- =
- O

GE) BRETHIERBRLEBIEDHA FICE->T, BEDAT v 7 3~AT v 7 11 IXZ ZIcE#ian<
WD FELITRRCR R D GENHY £,
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

099, RRAME, BEUFAM 2Dy TV TS
suy s, KA. BEORAL K%ty N T v 7T H0ERD D £,

AFvFT 1 Ko, BEEINTZFA M E RAS L0 ZRLET,
hostname Router2811
ip domain name cisco.com

Interfaces on the Router 2811:

interface FastEthernet0/0

ip address 1.5.37.13 255.255.0.0
duplex auto

speed auto

interface FastEthernet0/1

ip address 30.0.0.1 255.255.255.0
duplex auto

speed auto

AF9F 2 10SO7uvyraFRLET,

Router#show clock
*10:07:57.109 pacific Thu Oct 7 2010

a. /nuy U BEERE:
Router#clock set 9:53:0 Oct 7 2010
Set time zone (Pacific Standard Time)

Router#configure terminal
Router (config) #clock timezone pst -8

(optional)

Set summer-time

Router#configure terminal

Router (config) #clock summer-time pst recurring

Or

Router (config) #
clock summer-time pst date apr 11 2010 12:00 nov 11 2010 12:00

b. NTP Zfi/HL T/ vy 7 Z5IE :

Router (config) #ntp server 192.18.2.1
Router (config) #ntp master 2

Cisco Unified Communications Manager Express YA 7L 7 FE=RA FL—4 H4F
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

FS R bARA 2 FORRTE LEEAE TOER

GE)

I A MRA LV FEFREL CRERE Y — N2BET 2121, TCA H—3& L T? Cisco Unified CME

DOFE] (P1453) 2R L TL7ZEV, webvpn TEREIN DT 74/ MO A CEAGEAELH AT

2Z2EHTEET, TOT 7N ID NI A RKRAL 2 MME, webvpn gateway gateway name 2~ > K
DHIDTAD SNz & FICERSNET,

10S SSL VPN @ DTLS %, SSL #BFEFICFREEZHH T 5729, [vpn-trustpoint] D% EREIC
(V=7 A7 a2 @&RTIHIMLENRHY 7,

VPN 5= ;24 TDRSR MRSV b (T4 LS DOERTE

GE)

WebVPN 7' — b U = A 1X7 7 4/ D b7 A hARA > b4, SSL VPN 24l L £7°, Web VPN 7' — b
U= ANZHIDLRTD T A RRA 2 FEEHT D L0 ICHERTLI2E, ROREEZHHLET,

Router (config) #webvpn gateway GWl
Router (config-webvpn-gateway) #ssl trustpoint <trustpoint-name>

webvpn BIEMRAERT 5 BT A bR+ » b TiE72 <, Cisco Unified CME 3432 7 A RARA K
EEAT D EHRLET,

1 F—ER—RDEE

1. B—HIL F—EAR—2EZKDOLHIICEELET,

Router (config) #aaa new-model
username anyone password 0 cisco
aaa authentication login default local

2. FWIAFAIC YU E— F AAA RADIUS —R"EZHXDO L HIZHREL ET,

Router (config) #aaa new-model

aaa authentication login default group radius

radius-server host 172.19.159.150 auth-port 1923 acct-port 1924
radius-server key cisco

I OWTIE, ROV A FEZRLTIZS0,
http://www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/aaa.html#wp1062044

RE7— bV 14 DERE

lwebvpn gateway <name>| & AJj3 2 &, ACBAGERENERSNET, IP 7 RLAIX
WebVPN &' — U = A DA U E—T 2 A ZAETZIN—T Ny 7 £ F—T = A ATE /”fézhf*/\7
Vo Z IP 7 RLRIZTHHENRSY £, IRIZ, WebVPN 7 — hU = A ETEEINTZAATY v 7 1P
7 R RADEI R L ET,
Router (config) #webvpn gateway sslvpn gw
Router (config-webvpn) # ip address 1.5.37.13 port 443

ssl encryption 3des-shal aes-shal

ssl trustpoint R2811 cert

inservice

| 0OL-10663-02-J
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

REaI>VTHX FOHRTE

Z—HX WebVPN 7 — k7 = f ~D T 7 & AHFIZ, https://1.5.37.13/SSLVPNphone ® & 5 iZ URL
[RAA %) BETHZLICEY, (REBEaTHRRANMIT 7R ATEET, KRIZ, RESNE
VPN 2o 7% A2 hOflZRLET,

Router (config)# webvpn context sslvpn context
ssl encryption 3des-shal aes-shal
ssl authenticate verify all
gateway sslvpn gw domain SSLVPNphone
inservice

When inservice was entered, the system prompted: 000304: Jan 7 00:30:01.206:
$LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to up

TN—T R —DHRE

RO SSLVPN 7 7 A4 7 MI 7V b b £— RTEHET 5729, WebVPN 7' — b U = A 1%
F=h 0= A1la A 3587747 MIIPT RUAZRELES, RERELET,

ip local pool SSLVPNphone pool 30.0.0.50 30.0.0.70
webvpn context sslvpn_ context
ssl encryption 3des-shal aes-shal
ssl authenticate verify all
|
!
policy group SSLVPNphone
functions svc-enabled
hide-url-bar
svc address-pool "SSLVPNphone pool"
svc default-domain "cisco.com"
default-group-policy SSLVPNphone
no aaa authentication domain local
gateway sslvpn gw domain SSLVPNphone
authentication certificate
ca trustpoint <trust point name>
inservice
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

IOS SSL VPN ##DFER

AFyvFT 1

ATFvFT 2

ATFvFT 3

PC ® 7 Z 74 (MS Internet Explorer) “C. https://1.5.37.13/SSLVPNphone (Z#fE L CREEA % F
ANET, a7 A T5I2F, 2—¥F4H LAY — K (anyone & cisco) # AJJLFEF, 10S SSL
VPN OF—2 XR—=URERRINBITT T,

10S WebVPN OF /R 7

PC ®7 7 7 # )5 https://1.5.37.13/SSLVPNphone T I0S (1.5.37.x *> hU—27 L) IZERLET,
TI7ANIDONFT—=BRy T T v T LET, 2—FH LAV —FE2 AT LET,
debug ssl openssl errors

debug ssl openssl msg
debug ssl openssl states

debug webvpn sdps
debug webvpn aaa (login authentication)

debug webvpn http verbose (for authentication)
debug webvpn webservice verbose
debug webvpn tunnel

debug crypto pki transactions
debug crypto pki validations
debug crypto pki messages

FTZHNLEDIPL— a2, EE2iE, ROLHIITHEELET,

Router (c3745): ip route 30.0.0.0 255.255.255.0 FastEthernet0/0
Router (c3745): ip route 10.0.0.0 255.255.255.0 1.5.37.11

(ZOHIRS I — b 28RN RAT 2B ERHY . £ 5 L RELET)

SSL VPN F® Cisco Unified SCCP IP Phone DEXE

2AFyvFT 1

ATFvT 2
ATFvFT 3

GE)

a7 7 — LU = 71X, [Cisco Unified Communications Manager Express Introduction] TH 7 v
2= RTEET,

[ A#atklE 4 (Compatibility Information) | Z 3R L £,
EAERICY T OERER Y 7y — L v =T N—Va VEBRLET,

WHY 7 b7 0X Y a— RiE [Product/Technology Support] THAFTEET,
[EFBIP2=774 K 2I=2=4,— 3> (Voice and Unified Communications) ]>[IP 7 L 7 %
=— (IP Telephony) ] > [IP Phones] % &k L £,

BaifE 7 7 — AU T N—=Ua 83 EEHKT 7y — LU 2T N—=Uar9.0Il7 vy L — RT3

ANC, BT 7 =LV =27 N=Va 8424 vrn— 5l LR LET, EilEY 7 — 24

VT N=VarE8AIT v TS L= RLARVWTERK Y 7 =20 =27 29027 v 771 —FLT
HESRE L ER A, BERICOW T, [Firmware Upgrade Issues for SCCP] %S L T 7230,

N—F Uty b (BIFEBARICH 2L ET) %12, term65.default.loads ZHEHA L T, 7Y DA A —
Urm— FTEET,

| 0OL-10663-02-J

Cisco Unified Communications Manager Express YA 7ALA 7 FE=R +L—4 i1 F


http://www.cisco.com/en/US/products/sw/voicesw/ps4625/tsd_products_support_series_home.html
http://www.cisco.com/cisco/web/psa/default.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/firmware/8_5_3/english/release/notes/7900_853.html

SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN S/ 7> rOBERZE

Cisco Unified SCCP IP Phone D5

AFvT 4

AFvT 5

(E)

[ (Settings) ]> [ =7 % (Security configuration) ] (4) > [VPN Dt (VPN
Configuration) ] (8) IZBEIL £,

VPN 22> FL—4DIP 7 RLRAEZRHNET, VPN Ny R REFRA L FPLTWDOIMERDHY
ESC

R TFTP 2R L £ 7 ([X& (Settings) > [y U —27 D& (Network Configuration) ]>
[IPv4 7% (IPv4 Configuration) ]). FHT TFTP #—3 7 KL 2% A S 512i%. [fL8 TFTP
(Alternate TFTP) |47 a v % [iZ (Yes) | ICHELE T, BE#MIT 5 IP 7 KL RIL,

Cisco Unified CME ® IP 7 KL AT,

VPN #%E% lenable) ICRELET, =—V A F—T = 21Z [VPN E#iadd79 ... (Attempting
VPN Connection...) ] LFRINET,

VPN G 03 ML L CWAD Z L 28 L E 7, [a%& (Settings) ]1>[F* v bV —27 OE (Network
Configuration) [ IZB&E L EF, [VPN] T2 Ik LE L7 (connected) | &FRSNET,

¥ a7 T— RCEFEEMHT 284 1X, capf-ip-in-enf =~ K% ephone 2> 7 4 ¥ a2l —T 3
YE-RTULTEMLTIEI N,

Cisco Unified Communications Manager Express YA 7L 7 FE=RA FL—4 H4F
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 7547 to@ess B

Cisco Unified CME T® SSL VPN D%

Cisco Unified CME T SSL VPN % &3 5 121&. [Cisco Unified CME T®» VPN 7/ /L —7 kKB L7 1
T ANVOERE] (P1461) #RL TLEEW,

Example:
voice service voip
vpn-group 1
vpn-gateway 1 https://1.5.37.13/SSLVPNphone
vpn-trustpoint 1 trustpoint R2811 cert leaf
vpn-profile 1
host-id-check disable

crypto pki server R2811 root
database level complete

grant auto

lifetime certificate 7305
lifetime ca-certificate 7305
crypto pki token default removal timeout O
|

crypto pki trustpoint R2811 root
enrollment url http://30.0.0.1:80
revocation-check none

rsakeypair R2811 root

|
crypto pki trustpoint R2811 cert
enrollment url http://30.0.0.1:80
serial-number

revocation-check none

telephony-service
cnf-file perphone

ephone 2
device-security-mode none
mac-address 001E.7AC4.DD25
type 7965
vpn-group 1
vpn-profile 1
button 1:5

telephony-service
create cnf-files

ephone 2
reset

Cisco Unified Communications Manager Express ¥A7L 7 FE =X FL—4 HAF
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN5SA7> FOBEES

DTLS IZ& % Cisco Unified CME @ VPN EiE#HO T RMEY HR—

VPN &EFHE# X, 10S 3 L O Cisco Unified CME IZ X 2 I0LRMEAZRD 2 LBV DOFIEZ IV FFR—FL
£,

a. 2 2L kEd vpn-gateway #% & % [7l U vpn-group THEHT 5,

b. Cisco Unified CME OIUEMRE & 1 DLLED vpn-gateway R EEHHT 5, TDODITITE,
vpn-gateway % 1 D72 EH T 284 DTLS 8L SSL VPN ~v R N IP 23 M) Lt 5 &%
ERH Y ET,

Cisco Unified CME OJLEMEE, F T ARS8 27T 4~ Y CME nb6k® WY CME (24~
N—FT D LHERELET,
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_c5.html#wp1044112 S L
TL 72&W, JLE Cisco Unified CME OFEMIIZ DWW TiE, [Redundant Cisco Unified CME Router) %
ZRLTIIEE,

T AR—=FARERF—CRT A PRA b AEKL, Thz sastl & LTHEAT2LERHY 7,

SSLVPN 2 547 > FDREH

2T, ROBUZDOWNTIEAL £,
e [Cisco Unified CME T®» VPN Z /L —7EB LT a7 7 A )LORE : ] (P.1474)
e [VPN Z /L —7B IO VPN 72757 A/Ld SCCP IP Phone ~® 1T : )] (P.1475)

Cisco Unified CME T®D VPN F)L—7E8 L0777 IILDOETE : Hi

W DFITIL, Cisco Unified CME Ti% & S 4172 vpn-group 1 & vpn-profilel Z/~ L £,

Router# show running config

|

no ip domain lookup

no ipvé cef

|
multilink bundle-name authenticated
|

!

voice-card 0

dsp services dspfarm

|

voice-card 3

dspfarm

dsp services dspfarm

|

!
voice service voip

ip address trusted list

ipv4 20.20.20.1

vpn-group 1

vpn-gateway 1 https://9.10.60.254/SSLVPNphone

vpn-trustpoint 1 trustpoint cme cert root

vpn-hash-algorithm sha-1
vpn-profile 1

host-id-check disable

sip
|

Cisco Unified Communications Manager Express YA 7L 7 FE=RA FL—4 H4F
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN 4517 toies W

VPN J)L—TE KLU VPN 707 7 4L SCCP IP Phone ~MBF:ES

[+ : 5

ip dhcp pool CMEL
network 192.168.11.0 255.255.255.0
default-router 192.168.11.1
option 150 ip 192.168.11.1

telephony-service

max-ephones 24

max-dn 24

ip source-address 192.168.11.1 port 2000

! Each remote phone should have a separate cnf file.

cnf-file perphone
!Upgrade phone firmware to latest supported load
load 7965 SCCP45.9-0-1TD1-36S
no shutdown
ephone-dn 1 dual-line
number 1001

ephone 1
description SSL VPN REMOTE PHONE
device-security-mode none
mac-address 0022.555e.00f1

type 7965

button 1:1

vpn-group 1

vpn-profile 1

ephone 2
device-security-mode none
mac-address 001E.be91.37fb
type 7965
button 1:5

telephony-service

create cnf-files
|

WOHITIL, VPNREEZRLET,

Router #show voice vpn
The Voice Service VPN Group 1 setting:

VPN Gateway 1 URL https://9.10.60.254/SSLVPNphone

VPN Trustpoint hash in sha-1

VPN Trustpoint 1 trustpoint cme cert root fbUqFIbtWtaYSGS1TP/Umshcgyk= The Voice

Service VPN Profile 1 setting:
The host_id check setting: 0

| 0OL-10663-02-J
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

N zotozzas

ETDHDSEFEN

OB TL, Cisco Unified CME F&REICBES 2 £ DM O EEHZ SV THH L £7,

RERE

BR%

Cisco Unified CME D% &

e [Cisco Unified Communications Manager Express System 7 F
S=X =5 U7 P

e [Cisco Unified Communications Manager Express Command
Reference

Cisco Unified CME ®* v U — 7 33

» [Cisco Unified CallManager Express Solution Reference
Network Design Guide.]

Cisco I0S D& FHERITE

e [Cisco I0S Voice Configuration LibraryJ
» [Cisco 10S Voice Command Reference

Cisco Unified CME IO EEE O~ =27 /L

e [User Documentation for Cisco Unified IP Phones./

Cisco Unified IP Phone 7 7 — ALV =7 DOV J—X
J—h

» [Cisco Unified IP Phone Release Notes for Firmware Release
9.0(2)SR1 (SCCP and SIP)J

SRADTI =AML YR—F

B

yry

EHEDOURLIZTZEALT, YAaOr 7= W%
A= NERRBIZIEA LTI ZS 0,
UT%EL S FSERELICT D Web 34 R 23T
bHET,

T I =NV Y R—=EZITD

V7 Ny T EX Y a—FT5

X2 VT O ERET S, FliF Aol
mOEX 2 VT MBI T L EEZIT S
=L BINY Y —RANT T EATH

- Product Alert D 3%1{5 % &%

- Field Notice ® 3215 %%

- Bug Toolkit % fii i L 7= BE&n o B O #E

- Networking Professionals (NetPro) = I ==7 ¢
T, HEWBEEDOT 4 A v a IBINT S

s b=z T VY —=RANT I ERTH

- TAC Case Collection V— /L&A LT, ~— K7 =
TRRE., N7+ —~ AT 5 — ki ME L A«
VHETIT 4 TIFEB L ORI T S

ZD Web H A+ EDY— T 7 AT HEIL.
Cisco.com P27 A4 > ID BL VSR Y — RPRQLET
7T

http://www.cisco.com/en/US/support/index.html
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| SCCPIP Phone ® SSLVPN 2 547> FORE

SSLVPN /547> Foieeies W

SSL VPN 7 547 > FDHeeHH

£ 13412, ZOEV2— /LTt LIcfRe. BLON—Ta o T L OiRERELZ R LE T,

¥E @ Cisco Unified CME /N—¥ 5 &Y R— M J 5720 D72 Cisco IOS U U — A & Hllr$ 51
%, http://www.cisco.com/en/US/docs/voice ip comm/cucme/requirements/guide/33matrix.htm (Z &%
% [Cisco Unified CME and Cisco 10S Software Version Compatibility Matrix] Z#ZH L T 72 &0,

TT7Y R 7LDV R—FBIYY T MU =T A A=YOYR— MIBET SEREBET D213,
Cisco Feature Navigator £ L £, Cisco Feature Navigator Tix, fFFEDOY 7 b v =7 U U —2R&,
TA4—F v By M FLEFTTY T —2EYR—FL TS CiscolOS V7 U =7 A XA =T %
ezl C©& ¥ 9, Cisco Feature Navigator (Z7 7 & 29 %I, http://www.cisco.com/go/cfn (ZFE) L £
7, Cisco.com DT B 7 MILELH Y EH A,

~
GE)  #£ 134120%, BEOHEEIZH T B YR — h&E A L7z Cisco Unified CME /38— 3 U AVRE LTV
F4, BICHZ SN TW2RWEY | Cisco Unified CME VY 7 b = 7 DH%HEDONN—Va T Z O
AP R—FLET,
& 134 SSL VPN 54 7> FO#eetEH
Cisco Unified C
a4 ME O/A\—2 3y | #EeiEHR
DTLS (2 & % Cisco Unified CME T» % 8.6 DTLS IZ & % Cisco Unified CME TOH AR — k238 A &
RK— k nE L7,
SCCP IP Phone T» SSLVPN 7 5147 |85 SSLVPN 7 A 7> h R — MERRNEASINE LT,
kW HR— |
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SCCP IP Phone ® SSLVPN ¥ 547> FOBE |

W SSLVPN 754172 FOREER
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