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. WAN AAR
SRST
DID

i WAN
SRST
SRST

DID

DID

DN AAR

Cisco IP SRND
| oL-7447-03-J .m
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VoPSTN

Cisco CallManager

IP Phone DN DN

Cisco I10S H.323

VOPSTN

« AAR

. WAN

H.323 Cisco 10S SRST
VOPSTN
e CTI
DN
. 1P

Cisco IP SRND
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IP

waN H

WAN

WAN

24

IP WAN

2-4

IP WAN
TS5AR)EE

INR

Cisco CallManager

Cisco CallManager Express

IP PBX

SRND

Cisco IP

[ oL-7447-03-J



| WAN
e Voice over IP VolIP PBX
IP WAN IP WAN
p.2-2
IP WAN
. ATM
e ATM SIW
e Multiprotocol Label Switching MPLS VPN
. IP Security Protocol VPN  IPSec VPN V3PN
WAN
. IP WAN
e IPWAN
Tail-End Hop-Off TEHO
. IP WAN
. IP WAN
WAN
WAN
p.2-2 P.2-5
WAN
Session Initiation Protocol  SIP
WAN
E.164 H.323
e Cisco I0S
. HSRP

Cisco IP SRND
m. OL-7447-03-J |



wAaN H
¢ WAN 1 H.323
2 IP UDP User Data Protocol RTP Real-time Transport Protocol
WAN
1 IP WAN
WAN
. P.9-1
. P.8-1
. P.10-1
SIP E.164 SIP URI
Cisco CallManager E.164
SIP
e SIP
e SIP
500 2 Cisco CallManager 1
1 TFTP
IP
Cisco IP Cisco CallManager
2-2

Cisco IP SRND
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2 P |
| WAN
2-2
Cisco CallManager Express CME 120 .
. Cisco 10S
Cisco CallManager 50 30,000 e Cisco CallManager
VolP PBX e IP WAN PBX VolP
PBX
Cisco IP SRND
m. 0L-7447-03-J |



IP WAN ||
QoS IP WAN Cisco
CallManager WAN
8
WAN 2
. P.2-22
Cisco CallManager
WAN
Cisco CallManager 2 4
. P.2-25
WAN
Cisco CallManager 8
Cisco CallManager
2 2
2
2
WAN
. 1
8
WAN
WAN WAN
Cisco CallManager Intra-Cluster Communication Signaling ICCS
ICCS
ICCS IP Precedence 3
DSCP 26 PHB AF31 ICCS IP
Precedence 0 DSCP 0 PHB BE ICCS
p.2-18
WAN
ICCS Cisco CallManager
20 ms 40 ms Round-Trip Time RTT;
ICCS
P.2-20
2
1 6 20 ms

Cisco IP SRND
| oL-7447-03-J .m



N PwWAN

H Cisco IP

3000 km 1860
IP Precedence 3 ICCS QoS
ICCS ICCS
QoS
ICCS
TCP
T1 El
/ISDN
QoS
e QoS
QoS
QoS
QoS
Intra-Cluster
Communication Signaling ICCS
Cisco CallManager
Service
. SQL SQL
SQL Cisco QoS
IP Precedence 1 SQL
e Lightweight Directory Access Protocol LDAP
LDAP
e ICCS
ICCS
Cisco CallManager Service
TCP
SRND
0L-7447-03-J |



IP WAN ||
Cisco CallManager Service 8
7 ICCS Cisco
CallManager
e CTI Manager CTI
Cisco CallManager
ICCS
CTI Manager Cisco CallManager CTI Cisco CallManager
Cisco CallManager Release 3.1 3.2
SQL
20
5
Cisco CallManager Release 3.3
Cisco CallManager
Cisco CallManager
Cisco CallManager
. Cisco CallManager User

Cisco IP SRND
| oL-7447-03-J .m



N PwWAN

e Cisco CallManager

J MWI
CDR
CDR
CDR
2 RTT 40 ms
2
Cisco CallManager ping
ping ICCS
QoS
Cisco CallManager
Cisco 10S ICCS
QoS ping 3
ToS ping ping
RTT 2
Cisco CallManager RTT 40ms 20 ms

Cisco CallManager

ToS IP Precedence 3 Cisco 10S ping

Access_SW#ping

Protocol [ip]:

Target IP address: 10.10.10.10

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]:y

Source address or interface:

Type of service [0]: 3

Set DF bit in IP header?[no]:

Validate reply data?[no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Cisco IP SRND
m. OL-7447-03-J |
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IP Phone

Cisco CallManager

Cisco CallManager
ICCS

. Cisco CallManager IP Phone

e Busy Hour Call Completions BHCC

e ICCS SDL
Cisco CallManager SDL
V030-7835-8

RemoteCMOutOfService:Ip address:V030-7835-8 remoteClusterId
V030-7835-1-Cluster |<CLID: :V030-7835-1-Cluster><NID: :V0O30-7835-2>

|Delete entries from SsManagerTable, now this table has 75
entries|<CLID::V030-7835-1-Cluster><NID::V030-7835-2><CT::0,0,0,0.0><IP::><DEV:
>

|Delete entries from FeatActTable, now this table has 70
entries|<CLID::V030-7835-1-Cluster><NID::V030-7835-2><CT::0,0,0,0.0><IP::><DEV:
>

|Digit analysis:Remove remote pattern /5000020 ,
PID:7:34:1‘<CLID::VO30—7835—1—Cluster><NID::V030—7835—2><CT::0,0,0,0.0><IP::><D
EV::>

|Digit analysis:Remove remote pattern /5000066 |,
PID:7:34:2‘<CLID::VO30—7835—1—Cluster><NID::V030—7835—2><CT::0,0,0,0.0><IP::><D
EV::>

|Digit analysis:Remove remote pattern /5001002 |,
PID:7:34:106|<CLID::V030-7835-1-Cluster><NID: :V030-7835-2><CT::0,0,0,0.0><IP::>
<DEV::>

ICCS

* QoS
J WAN

Cisco IP SRND
| oL-7447-03-J .m



N PwWAN

Xcode IP Phone

& &
=

=7 ‘ .
SoftPhone

Xcode IP Phone

i 4/

WAN
1 Cisco CallManager
1 4
IP Phone 30,000 2-5

2-5
ARSI RARA—IL
i /7. FrjI’f —/\ MOH /7- f"—jl’f H—/\ gH
& § 8 & § &
JTAPI JTAPI 3
! Conf IP-AA/IVR Conf IP-AA/IVR !
' A A !
: g7 = g7 =2 ;
N N ! ;

______________________________________________________________________________

Cisco CallManager 1

e Cisco CallManager

o TFTP DNS DHCP LDAP
Music On Hold

IP Phone

OL-7447-03-J |

H Cisco IP SRND



IP WAN ||
e WAN
IP Phone
e WAN
e WAN 10,000 BHCA Busy Hour Call Attempt
Intra-Cluster Communication Signaling ICCS 900 Kbps
900 kbps ICCS
ICCS
IP Precedence 3 DSCP 26 PHB AF31
ICCS IP Precedence 0 DSCP 0 PHB BE
e WAN 1.544 Mbps
ICCS 900 Kbps SQL LDAP
644 Kbps
e Cisco CallManager 2 RTT
40 ms 20 ms
1860 3000 km
. Cisco CallManager Release 3.1
. WAN
WAN
WAN
0C-3s STM-1s
<None>
Multiprotocol Label Switching MPLS VPN

Cisco CallManager

<None>

WAN

Cisco IP SRND
| oL-7447-03-J .m



N PwWAN

Cisco CallManager

Cisco CallManager
WAN

Cisco CallManager

AAR
1 Cisco
CallManager Cisco TFTP
TFTP TFTP DHCP
DHCP TFTP
TFTP Cisco TFTP
TFTP
WAN Cisco CallManager
DHCP DNS IP Phone DHCP
DNS
IP Phone
ICCS ICCS
WAN WAN
1 Cisco CallManager WAN 2
Cisco CallManager
WAN WAN
E911

Cisco IP SRND
m. OL-7447-03-J |



IP WAN ||
Cisco Unity Cisco CallManager
WAN
IP Phone SMDI
COM
Cisco Messaging Interface CMI
4
Music On Hold
Music On hold MOH
Media Resource Group MRG; Media Resource Group List MRGL;
WAN
1 Cisco CallManager
8
8 1.1 50/50
IP Phone
1 WAN 2-6

Cisco IP SRND
| oL-7447-03-J .m



N PwWAN

2-6 4

a——
’ 1T | TFTP
7

p.2-22
. 1 Cisco CallManager
e Cisco CallManager WAN
. WAN Cisco CallManager

ICCS
p.3-31

Cisco IP SRND
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U. S. Section 508

U. S. Section 508

IP

Telecommunications Act Section 255

U.S. Section 508

Section 508

Quality of Service QoS

TTY Telephone Device for the Deaf TDD
G.711 G.729
Total Character Error Rate  TCER 1%
TTY/TDD
TTY/TDD G.711
Echo Cancellation ON

Voice Activity Detection VAD;

Cisco CallManager

G.711
TTY/TDD IP
RJ-11 TTY/TDD Cisco FXS
Cisco IP Phone 7900
Cisco ATA 188 FXS
IP Phone TTY/TDD
RJ-11
stutter
ATA 188 FXS
Cisco IP

TTY/TDD

TTY/TDD

FXS
Cisco VG248 Catalyst 6000
Cisco

Cisco VG248

[ oL-7447-03-J
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QoS

* LAN
e WAN
. LAN

Cisco IP

3-1

P.3-4
P.3-27
P.3-44

Cisco

[ oL-7447-03-J

SRND w



3-1

XY NRR TIERE

) R PZAVS
FAAMEa— a3V E

R ZAV =g

WAN 757 —2ay

| EEXE

=i/
|k

=z, a—
4 000000 | i %%
(7 'oooooo%

=

X &
JL—43

XIE
RAIF

77290

SRND

H Cisco IP
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3-1
e 802.1p 802.1Q
e 802.1p 802.1Q
WAN .

e LFI Link Fragmentation and Interleaving

e 802.1p 802.1Q
e LFI

e 802.1p 802.1Q
e 802.1p 802.1Q

Cisco IP SRND
| oL-7447-03-J .m



N LAN
IP LAN
LAN
LAN
QoS
. LAN P.3-4
e LAN QoS P.3-22
LAN
LAN
LAN 3-1 LAN
1
DHCP  TFTP
. p.3-4
. P.3-6
. p.3-10
. P.3-10
Web White Paper Gigabit Campus

Network Design

http://www.cisco.com/warp/public/cc/so/neso/Inso/cpso/gend_wp.pdf

LAN

Virtual LAN VLAN IP
VLAN
VLAN 1

IEEE 802.1w Rapid Spanning Tree Protocol RSTP  802.1s Multiple Instance Spanning
Tree Protocol MISTP

RSTP MISTP
VLAN
VLAN
VLAN 512
2 C 23 C
Cisco Catalyst 2950
3500XL 3550 3750 Catalyst 4000 6000

Cisco IP SRND
m. OL-7447-03-J |
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LAN ||
3-2 VLAN
A AN)E1— 30
x L~
P,
b 4
,/
TOER L
AAYF ,,’/
= == e
f cat2000 | AN catao00 [ 4 ﬁ’\
I I I
VVID|=111 VVID|=312
/
C ]
= =
VLAN=11 VLAN=30 VLAN=31 VLAN=32 ©
BER(VF AR RERAVF 3
2 VLAN
1 VLAN 3-2 VLANI10 11 30 31
32 1 Cisco I0S  Voice VLAN CatOS  Auxiliary
VLAN 3-2 VvvIiD110 111 310 311 312
VLAN
Voice VLAN Auxiliary VLAN
PC
RFC 1918
* QoS
QoS
QoS PC
VLAN 802.1Q 802.1p
DoS
VLAN QoS
. 2 CoS
802.1Q 802.1p
e RTP
Cisco IP

[ oL-7447-03-J
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N LAN

. 3 QoS
SoftPhone PC
IP
Spanning Tree Protocol STP
2
STP
¢ PortFast
PortFast
PC STP
BPDU PortFast PC
STP
. BPDU
BPDU
STP
BPDU errdisable
errdisable
e UplinkFast  BackboneFast
2 STP
Catalyst 2950
3550 3750 Cross-Stack UplinkFast
CSUF
. ubDLD
uDLD
S
RSTP 802.1w PortFast  UplinkFast
RSTP  Catalyst
LAN
LAN
2 3
3 Catalyst 4000 6000
Catalyst 3750
Cisco IP SRND
m. OL-7447-03-J |



LAN | |

2
3
HSRP
HSRP HSRP
e standby track
standby track HSRP
HSRP
standby preempt
e standby preempt
HSRP
HSRP
3
HSRP HSRP
HSRP HSRP
1 VLAN VLAN
HSRP VLAN VLAN
1 VLAN
HSRP VLAN
HSRP HSRP
HSRP
3-3 HSRP 2 Catalyst 6500
6500-SW1  6500-SW2 VLAN
6500-SW1 VLAN 110 Group A Voice
VLAN HSRP VLAN 10 VLAN VLAN 120
Group B Voice VLAN HSRP 6500-SW2
VLAN 110 HSRP
VLAN 10 VLAN 120 HSRP
2 VLAN
VLAN 200
VLAN 200
VLAN
3
VLAN
3-3 PC HSRP HSRP
Voice VLAN 110 120
10.100.10.1  10.100.20.1
VLAN 110 120 HSRP
VLAN 10 64.100.10.1
VLAN 10

HSRP

Cisco IP

[ oL-7447-03-J
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N LAN
2
3-3 standby preempt  standby track HSRP
PC/T—% BEK I IL—TB)
__ VLAN:10 VLAN:120 TOERE
TIHIVE T—hDxA TIHIE F—koxA

64.100.10.1 10.100.20.1

BEEH (TIL—TA)
VLAN:110
TIHILE T—rDxA
10.100.10.1

3-1 3-2 3-3 2 Catalyst 6500

3-1 6500-SW1

interface Vlan 10

description Data VLAN 10

ip address 64.100.10.11 255.255.255.0
standby preempt

standby ip 64.100.10.1

standby track Vvlan 200

interface Vlanll0

description Voice VLAN 110

ip address 10.100.10.11 255.255.255.0
standby preempt

standby ip 10.100.10.1

standby track Vlan 200

standby priority 95

interface Vlanl20

description Voice VLAN 120

ip address 10.100.20.11 255.255.255.0
standby preempt

standby ip 10.100.20.1

standby track Vvlan 200

Cisco IP SRND
m. OL-7447-03-J |



3-2 6500-SW2

interface Vlan 10

description Data VLAN 10

ip address 64.100.10.12 255.255.255.0
standby preempt

standby ip 64.100.10.1

standby track Vlan 200

standby priority 95

interface Vlanll0

description Voice VLAN 110

ip address 10.100.10.12 255.255.255.0
standby preempt

standby ip 10.100.10.1

standby track Vlan 200

interface vlanl20

description Voice VLAN 120

ip address 10.100.20.11 255.255.255.0
standby preempt

standby ip 10.100.20.1

standby track Vlan 200

standby priority 95

HSRP HSRP  Hello

3 10
Hello HSRP
Hello 10

CPU
Hello 1
HSRP
Hello

Open Shortest Path First OSPF
Protocol EIGRP 3

passive-interface

passive-interface

Cisco IP

LAN | |

Enhanced Interior Gateway Routing

CPU

OL-7447-03-J
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N LAN

H Cisco IP

LAN
3 1 3
3 Catalyst 6000
STP
VLAN 30
Cisco CallManager
DSP
Cisco CallManager
VLAN
VLAN DoS
DNS
DHCP TFTP NTP
SRND
OL-7447-03-J |



LAN ||
DNS
DNS IP
DNS IP
DNS
IP
DNS DNS
IP
Cisco CallManager  IP
DNS
IP Cisco CallManager
DNS
DNS HOSTS
1P
IP DNS
DNS
LMHOSTS
NetBios IP LMHOSTS
IP
127.0.0.1 localhost
LMHOSTS C:\WINNT\system32\drivers\etc
3-3 6 LMHOSTS
3-3 LMHOSTS
127.0.0.1 localhost !The local host entry
64.101.1.7 ccml-hg-1
64.101.2.7 ccml-hg-2
64.101.1.8 ccml-hg-3
64.101.2.8 ccml-hg-4
64.101.1.21 ccml-moh-1
64.101.2.21 ccml-moh-2
DNS
IP Phone  Cisco CallManager Network Address Translation
NAT,; NAT
DNS
IP
IP
DNS
DNS
DNS IP
DNS DNS
DNS
DNS IP
Cisco IP

[ oL-7447-03-J
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N LAN

S
DNS
DNS DNS
Cisco CallManager
Dynamic Host Configuration Protocol DHCP
DHCP IP
TFTP DHCP
IP DHCP
DHCP DHCP DHCP
DHCP
DHCP IP
RFC 2131 DHCP IP
IP
DHCP
DHCP IP
DHCP IP DHCP
2 DHCP
DHCP DHCP DHCP
IP
DHCP 150
IP DHCP 150 TFTP
TFTP
150 TFTP IP
2 TFTP DHCP 150
2 IP TFTP
2 TFTP
DHCP 2
TFTP 150
Y
TFTP
TFTP
150 IP DNS
DNS
Cisco IP SRND
m. OL-7447-03-J |



LAN | |

S
IP Phone 150 2 TFTP 3
TFTP Cisco CallManager 3
WAN 3 TFTP 1
150 TFTP DHCP
TFTP
1
TFTP
TFTP
CPU
3 TFTP
DHCP
DHCP
DHCP CPU
Cisco CallManager
DHCP 1,000
Cisco CallManager Cisco CallManager DHCP
CPU DHCP
1,000 DHCP
DHCP
DHCP PC
DHCP
1 DHCP
DHCP
DHCP
DHCP
IP
DHCP
IP
Cisco IP Phone DHCP DHCP
DHCP IP Phone
DHCP DHCP IP Phone
IP IP
DNS TFTP
DHCP IP Phone DHCP
IP Phone IP
Cisco CallManager DHCP
DHCP
CiscolOS IP DHCP
IP Phone DHCP
IP Phone DHCP
IP
DHCP
Cisco IP SRND
[ oL-7447-03-u .m



N LAN

DHCP
DHCP 4 WAN
DHCP
2 IP Phone WAN
2
WAN DHCP WAN
WAN 4 DHCP
e DHCP 8
DHCP
. DHCP Cisco 10S DHCP
WAN IP
P.3-14 DHCP
DHCP
IP DHCP 2
. DHCP
IP DHCP
DHCP
Cisco CallManager IP
DHCP
ip helper-address
DHCP IP ip
helper-address
DHCP 2 WAN
DHCP DHCP
Y
service dhcp  Cisco 10S
DHCP ip helper-address
. DHCP Cisco 10S DHCP
Cisco CallManager DHCP DHCP
DHCP
Cisco 10S
DHCP WAN
DHCP
3-4 Cisco 10S DHCP
Cisco IP SRND
m. OL-7447-03-J |
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3-4 Cisco 10S DHCP
service dhcp IActivate DHCP Service on the IOS Device

ip dhcp excluded-address <ip-address>|<ip-address-low> <ip-address-high>
! Specify an IP Address or IP Address Range

to
! Dbe excluded from the DHCP pool
ip dhcp pool <dhcp-pool name> !'Specify DHCP pool name
network <ip-subnet> <mask> !Specify DHCP pool IP subnet and mask
default-router <default-gateway-ip> !Specify the Default-gateway
option 150 ip <tftp-server-ip-1> ... !Specify TFTP servers (up to four) -

! IP phones use only the first two addresses
in
! the array.

Trivial File Transfer Protocol TFTP

Cisco CallManager SCCP IP Phone
TFTP MAC
IP Phone MAC
ABCDEF123456 SEPABCDEF123456.cnf.xml

Cisco CallManager

TFTP
WAN
WAN
Cisco CallManager Release 3.3(3)SR1 2,700
Cisco IP Phone 7960 P00305000101.bin 396,804
256 Kbps  WAN
1 12
10
2
TFTP
VLAN
VLAN
TFTP
TFTP
TFTP TFTP
TFTP TFTP

Cisco IP SRND
| oL-7447-03-J .m
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Cisco CallManager Release 3.2 Cisco TFTP IP Phone
RAM TFTP
TFTP
TFTP
e Enable Caching of Configuration Files False
e Enable Caching of Constant and Bin Files at Startup  False
TFTP TFTP
TFTP
3-5 TFTP
3
TFTP Clusterl TFTP TFTP1 TFTP
TFTP Cluster2
TFTP2 Cluster3 TFTP3 DHCP
150 TFTPL IP
TFTP2  TFTP3 TFTP1
e TFTP2 \TFTPL_IP\Program Files\Cisco\TFTPpath\TFTP2
e TFTP3 \TFTP1_IP\Program Files\Cisco\TFTPpath\TFTP3
TFTP1
. 1 c:\Program Files\Cisco\TFTPpath\TFTP2
. 2 c:\Program Files\Cisco\TFTPpath\TFTP3
Y
TFTP1_IP  TFTP1 IP TFTP1 TFTP2
TFTP3 Windows NT
TFTP Universal Naming Convention UNC;
\<IP >\< >
NT DNS
Cisco TFTP ID
Maximum Serving Count
TFTP 1,500
3,000 Windows 2000
Advanced Server 5,000
SRND

H Cisco IP

OL-7447-03-J |
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TFTP
150 2 IP DHCP
TFTP
TFTP TFTP
3-4 2 TFTP
2 TFTP TFTP
TFTP
TFTP TFTP
TFTP 2
36 TFTP
3-5 TFTP 2 TFTP
TFTP TFTP1_P
TFTP TFTP1_S
e TFTP2_P \TFTP1_P\Program Files\Cisco\TFTPpath\TFTP2
e TFTP3_P WTFTP1_P\Program Files\Cisco\TFTPpath\TFTP3
e TFTP2_S WTFTP1_S\Program Files\Cisco\TFTPpath\TFTP2
e TFTP3_S WTFTP1_S\Program Files\Cisco\TFTPpath\TFTP3
TFTPL_P  TFTP1_S 35

Cisco IP SRND
| oL-7447-03-J .m



N LAN

3-4 TFTP TFTP
TFTP OTUREA
TFTP I TFTP1_S 274 +&R MERIBEICHTE
// ____________ (TFTP1_P ARATERWES) .
4 ,@'IP :
|| AAAAAA
DHCP 23—7 v s
#7232 150: TFTP1_P — > fraTel Pub . bw
TFTP1_S(#F<av) *m* — ] ’4—*
=7 | |
a—LnE
-I H—n !
— ‘ 1
DHCP 3 |
-'j-_/< ! i
BEBMNEREIFAIL AN
mmem FFTP—LOITE
BRI D
95251 MR TFTP _
— e NIZERETTAILD S
EEAEND e
TFTP
1 TFTP
TFTP
. 10.1.1.0/24 150 TFTP1 P TFTPL1S
. 10.1.2.0/24 150 TFTP1.S TFTP1_ P
10.1.1.0/24 TFTPLP  TFTP
10.1.2.0/24 TFTPL.S TFTP TFTPL P
TFTPL.S TFTP
TFTP
TFTP
Cisco CallManager
TFTP
Cisco IP SRND
m. OL-7447-03-J |



||
NTP
NTP
NTP
CDR
Cisco CallManager NTP
Cisco CallManager
Cisco CallManager NTP
NTP.conf
NTP.conf C:AAWINNT\
1 NTP
LAN NTP NTP
Cisco CallManager
NTP 3-7
NTP.conf 2
NTP Service
Cisco CallManager Microsoft Windows NTP
Service
Cisco CallManager NTP Service

NTP Service

Cisco CallManager
C:\Program Files\Cisco\Xntp>install.bat

Microsoft

3-7 NTP.conf
server 64.100.21.254

server 64.200.40.10
driftfile %$windir%\ntp.drift

broadcastclient
driftfile %$windir%\ntp.drift

Cisco IP

[ oL-7447-03-J
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N LAN

3-7 driftfile NTP NTP
NTP Service
Y
NTP NTP 1,000
NTP
tinker panic < > NTP.conf
0 panic
CiscolOS CatOS NTP
Cisco 10S Catalyst
NTP
syslog
3-8 Cisco I10S CatOS NTP
3-8 CiscolOS CatOS NTP
Cisco I10S
ntp server 64.100.21.254
CatOS
set ntp server 64.100.21.254
set ntp client enable
NTP clock timezone
Cisco I10S set timezone CatOS
Power over Ethernet PoE
PoE Unshielded Twisted-Pair UTP;
48V DC IP Phone Aironet Wireless
Access Points Powered Device PD;
Catalyst Power Source
Equipment PSE
Catalyst
Uninterrupted Power Supplies UPS;
IP Phone
IP Phone
IP Phone
Cisco IP SRND
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Cisco PoE 12 3 6
4 5 7 8
PoE
PoE PoE
Cisco PoE IEEE 802.3af PoE
802.3af
802.3af PoE Catalyst 6500 4500
3750 802.3af 802.3af PoE Cisco IP
Phone P.17-34
3
3 IP
e PC PC IP Phone Cisco 7970 7960 7940
7910+SW IP Phone 10 Mb
PC PC NIC 10 Mb
PC
10 Mb PC NIC 10Mb
PC NIC
10 Mb
e PC 10 Mb IP Phone Cisco 7902 7905 7910
IP Phone 10 Mb
10 Mb
10 Mb 10 Mb
e PC PC IP Phone Cisco 7970 7960 7940
7910+SW 7912 IP Phone 10Mb
10 Mb
10Mb
Y
Cisco 7912 IP Phone PC 3
PC 10 Mb
Cisco IP SRND
| oL-7447-03-J .m
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IBM 1A 2A

IBM Cabling System ICS 1A 2A

IP
J 100
e Universal Data Connector UDC RJ-45
S
2 IP Phone
Cisco Inline Power  802.3af
3
1A 2A
IBM Web Shielded
Twisted-Pair Cabling Support for Cisco Fast Ethernet Products
http://www.cisco.com
LAN QoS
QoS
QoS
3-5 LAN
Cisco IP SRND

m. OL-7447-03-J |
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LAN

LAN

3-5

a7

T—ADMABE

BE 41

T—EDMABE

#E 20:1

TAANMJEa—2ay

69¥vLL

WAN

LAN

QoS

SRND

Cisco IP
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H LAN
QoS
Class of Service CoS;
PC
QoS
P.3-24
P.3-25
QoS IP P.3-25
Cisco
WAN
IP Phone RTP
3-2 IP Phone
3-2 LAN
3-2
3
Differentiated
2 Services Code 3 Per-Hop
CoS 3IP Point DSCP Behavior PHB
Real-Time Transport Protocol |5 46 EF
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Cisco CallManager Cisco
RTP
MGCP UDP
4-2

Cisco CallManager

MGCP #— b+, x4 MD IP 74+ ~ADEEI—I :
MTP [IFRE,

Cisco
CallManager
A—

B 1

£
/—r

BT 2

DR

Cisco
CallManager

 on Y
Gmpl

/—

B 1

BT 2

~
~

6

.

MGCP
F—bozA

MGCP #—+ A L.

JI—IEELED

HWEH—EXRZRBLET,

SCCP (Skinny Client Control Protocol)
=====MGCP
E=9-TAV.S

Cisco IP

77300
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Cisco CallManager

IP
PC
Cisco CallManager
2
Cisco CallManager

SCCP
Cisco VG224 VG248

Cisco CallManager

H.323
Cisco H.323

H.225 tcp timeout <seconds>
H.225
Cisco CallManager

Cisco CallManager
dial-peer
Cisco CallManager

preference
H.323

dial-peer voice 101 voip
destination-pattern 1111

Cisco 10S Release 12.1(2)T

PBX

Cisco CallManager

ATA 188 Cisco CallManager
Cisco CallManager
Cisco CallManager

Cisco CallManager

Cisco CallManager

dial-peer voice class
Cisco CallManager
H.323 H.323
H.323
dial-peer

H.323

H.225

session target ipv4:10.1.1.101

preference 0

voice class h323 1
dial-peer voice 102 voip

destination-pattern 1111

session target ipv4:10.1.1.102

preference 1
voice class h323 1
voice class h323 1
h225 tcp timeout <1-30 sec>

Cisco CallManager
Cisco CallManager

IP Phone H.323

MGCP

MGCP
Cisco CallManager

MGCP
call-agent <hostname>
ccm-manager redundant-host

Cisco CallManager

Cisco CallManager
Cisco CallManager
Cisco CallManager

SRND

H Cisco IP
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||
MGCP
MGCP MGCP notify NTFY
Cisco CallManager Cisco CallManager
TCP
Cisco CallManager MGCP
Cisco CallManager
ccm-manager redundant-host <hostnamel | ipaddressl > <hostname2 | ipaddress2>
[no] call-manager redundancy switchback [immediate|graceful|delay <delay_ time>]
IP IP
. PBX
. PBX FXO FXS E&M DID CAMA
T1 E1 CAS CCS
. T1 CAS
Q.931 PRI E1CAS R2
e PBX
FXO FXS:
E&M:
E&M: [ | I 1 | B AV V
T1.CAS Q.931 PRI QSIG DPNSS Proprietary

PBX

D
EL:CAS R2 Q.931PRI

CCS

CCS

B8zZS AMI CRC-4

PBX

PBX

DID

ID CLID

FAX

Cisco IP

QSIG DPNSS Proprietary D

SF ESF G.704

HDB3

HDLC

12

DID

PBX Cisco

[ oL-7447-03-J
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|
S
DID
PBX Centrex
S
ID CLI CLID ANI
CLID ANI
Automatic Number Identification;
Cisco IP PBX
EIA/TIA-464B
Cisco
A
Cisco 10S Cisco CallManager
Web
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/ccmcomp.htm
Cisco
4-2 H.323 SIP  Session Initiation Protocol Cisco
4-3
MGCP Cisco
4-2 H.323 SIP
FXO0
Cisco FXS FXO E&M DID |[CAMA 911
Analog Telephone Adapter ATA
827-4v
1751 1760
VG200
VG248
VG224
2600 12.2.11T

Cisco IP SRND
m. OL-7447-03-J |
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4-2 H.323 SIP

FXO
Cisco FXS FXO E&M DID |CAMA 911

2800
3600 12.2.11T
3700
3800
ICS 7750

Catalyst 4000 Access Gateway
Module AGM

6608 6624

CMM 24FXS
CMM-6T1/E1
7x00

4-3 MGCP

FXO0
Cisco FXS FXO E&M DID |[CAMA 911

Analog Telephone Adapter ATA
827-4V

1751 1760
VG200

VG248

VG224

2600

2800

3600

3700

3800

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

6608 6624

CMM 24FXS
CMM-6T1/E1
7x00

Cisco IP SRND
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Cisco

4-4

4-7

H.

4-4 BRI T1CAS T1FGB T1FGD

323

MGCP

SIP

T1 QSIG

Cisco
4-8
Cisco

H.323

SIP

Cisco

BRI

TE

BRI

NT

BRI QSIG
Net3

T1 CAS
robbed
BRI

T1 FGB

T1 FGD

T1 QSIG

Analog Telephone Adapter
ATA

827-4V

1751 1760

VG200

VG248

VG224

2600

2800

3600

3700

3800

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

6608 6624

CMM
24FXS

CMM-6T1/E1

7x00

SRND

H Cisco IP
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4-5 T1 PRIDMS-100 4ESS

5ESS

H.323

SIP

Cisco

T1PRI

DIMS-100

T1 PRI

DMS-100

T1 PRI

4ESS

T1 PRI

4ESS

T1 PRI

T1 PRI

5ESS |5ESS

Analog Telephone Adapter ATA

827-4vV

1751 1760

VG200

VG248

VG224

2600

2800

3600

3700

3800

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

6608 6624

CMM 24FXS

CMM-6TL1/E1

7x00

Cisco IP
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4-6 T1 PRINI2 NFAS

SIP

Network Specific Facilities NSF

H.323

Cisco

T1 PRI
NI2

T1PRI

NI2

T1 PRINFAS

DMS-100

T1 PRI NFAS
4ESS

T1 PRI NFAS
5ESS

T1 PRI
Megacom
SDN 4ESS

Analog Telephone Adapter ATA

827-4V

1751 1760

VG200

VG248

VG224

2600

2800

3600

3700

3800

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

6608 6624

CMM 24FXS

CMM-6T1/E1

7x00

H.323

SIP

Cisco

E1 CAS

E1
MELCAS

E1 R2

E1 PRI

Net5

E1 PRI

Net5

E1 QSIG

Ji

Analog Telephone Adapter ATA

827-4V

1751 1760

VG200

VG248

VG224

2600

2800

3600

3700

SRND

H Cisco IP
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4-7 E1 Ji

H.323

SIP

Cisco

E1 CAS

E1
MELCAS

E1 R2

E1 PRI

Net5

E1 PRI

Net5

E1 QSIG

Ji

3800

ICS 7750

Catalyst 4000 Access Gateway
Module AGM

6608 6624

CMM  24FXS

CMM-6T1/E1

7x00

4-8

MGCP

Cisco

BRI

T1 CAS
E&M

T1 PRI

T1 QSIG

E1 PRI

E1 QSIG

Analog Telephone Adapter ATA

827-4V

1751 1760

12.3(14)T

VG200

VG248

VG224

2600

12.4)T

2800

12.42)T

3600

12.4)T

3700

12.4)T

3800

12.42)T

ICS 7750

12.3.2XA

Catalyst 4000 Access Gateway
Module AGM

6608

6624

CMM 24FXS

CMM-6TL1/E1

7x00

1. Cisco IOS Release 12.4(2)T
MGCP NM-1V/2v

2. AIM-VOICE-30

MGCP

Cisco IP

NM-HDV2 NM-HD-XX

Cisco 10S

H-wIC

Cisco 10S Release 12.2.13T

BRI MGCP

NTT

BRI

MGCP BRI

[ oL-7447-03-J
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W asiG

QSIG

QSIG PBX 1
1 QSIG PBX
ECMA QSIG PBX-to-PBX H.323 H.323
QSIG QSIG
4-9 H.323 QSIG
4-9 H.323 QsIG
Cisco 10S
Cisco 1751 1760 BRI 12.2(8)YH
T1/E1 QSIG 12.2(4)YB
Cisco 2600 BRI T1/E1 QSIG 12.1.2T
3600
Cisco 2800 BRI T1/E1 QSIG 12.3.8T4
Cisco 3700 T1/E1 QSIG 12.2.8T
Cisco 3800 BRI T1/E1 QSIG 12.3.11T
Cisco 7200 T1/E1 QSIG 12.1.2T
Cisco 5300 T1/E1 12.0.7T
Cisco AS5350 T1/E1 12.2.2T
Cisco AS5400
Cisco 10S QSIG Web
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121newft/121t/121t2/dt_gsig.htmixt
ocid116542
Cisco CallManager Release 3.3 PBX  H.323 QSIG
PBX Cisco CallManager IP Phone
PRI CLID
ID DID Cisco CallManager
QSIG
Cisco CallManager  QSIG QSIG  Cisco CallManager
back-haul Catalyst 6608 2600XM
3640/60 MGCP Cisco CallManager Release 3.3

SRND

H Cisco IP
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FAX | |

Cisco CallManager  Cisco
Cisco FAX
FAX Cisco FAX
FAX over IP FAX IP
FAX
FAX
FAX over IP
FAX
Cisco IP FAX
2
e Cisco FAX FAX T.30 FAX
e FAX FAX FAX
FAX Cisco FAX
Cisco FAX FAX
Cisco FAX
* QoS
Cisco IP QoS Web
Cisco Network Infrastructure Enterprise Quality of Service Design
http://www.cisco.com/go/srnd
e FAX
CAC
FAX
J Cisco FAX
2 Cisco 10S
Cisco FAX
Cisco FAX 10S Cisco Digital Access
DT-24/DE-30+ Cisco 10S FAX
. 1
240
Cisco IP SRND
[ oL-7447-03-u .m
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W FAX

FAX

FAX

Cisco

QoS

Access Gateway Module AGM
Cisco 10S

WAN

FAX
ECM
0.4% 0.6%
08% 1%
ECM
ECM ECM
FAX
ECM
IP
PCM G.711
EC
VAD
2
IP IP
G.711
VAD EC
Cisco IOS Release 12.1.3T Cisco AS5300 Cisco I0S
Cisco 2600XM 3700 VG224 Catalyst 4000
no vad
Catalyst 6000
QoS Quality of Service LAN MAN
QoS
SRND

H Cisco IP
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FAX

FAX | |

Web Cisco Network Infrastructure Enterprise Quality of Service

Design
http://www.cisco.com/go/srnd
. CAC

. G.711

G.711

. FAX

V.90

Cisco V.34
V.34 V.90

FAX Cisco

Cisco 10S

e 2600XM

e 2800 FXS
e 3725

e 3800 FXS
* VG200 FXS

s VG224

e 1751 1760

. CMM

2691 FXS

3745 FXS

e VG248
e ATA188
* 6624

Cisco I10S

* 2600XM 2691
e 2800

Cisco IP

V.90

FXS

G.711

POTS

SRND
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W FAX

e 3725 3745
e 3800
* VG200
e VG224
e 1751 1760
e 7200 7500
e AS5300 5350 5400 5850
. CMM
10S
* 6608
FAX Cisco 10S Cisco 10S Release 12.3(1)
Cisco VG248 Analog Phone Gateway  Release 1.2.1
H.323
MGCP Skinny Client Control Protocol SCCP
Cisco FAX
Cisco
2600XM  Cisco 3700 Cisco 10S VG248 10S
FAX
Cisco 10S Release 12.3(1) Cisco 6608 47  Cisco 6624 41
VG248  Release 1.2.1 Cisco FAX
Cisco 10S Release 12.2(11)T1 Cisco IOS  10S
Cisco FAX
NSE
MGCP  H.323 SCCP  H.323
SCCP  MGCP Cisco VG224 VG248 2600XM

2800 3700 3800 5300 Catalyst 6000

4-10 FAX

SRND

H Cisco IP
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FAX | |

4-10 FAX
T.38 FAX Cisco FAX FAX
MGCP Cisco CallManager
H.323 Cisco CallManager
MGCP Cisco CallManager
MGCP Cisco CallManager
SCCP  H.323
Cisco CallManager
SCCP  MGCP
Cisco CallManager
Y
Cisco ATA 188 VG248 Catalyst 6000 T.38 FAX
Cisco AS5350 AS5400
FAX FAX
FAX 4-3 Cisco 10S
Cisco 2800 3800 10S Cisco VG248
4-3 CiscolOS 10S
Cisco
CallManager
gl
SCCP. H.323/MGCP \
Pr 2\
_— S
q—u BRR ) —
VG248 2800/3800/
VG224
FAX 4-4 Cisco 10S

Cisco IP SRND
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N FAX
4-4 Cisco I0S
Cisco
CaIIManager
H. 323/M‘Gy ‘%ACP N

\ 2\

‘.’r\.’/ ,#\q/
2800/VG224 3800 "
6608 Cisco 10S 47 VG248
Release 1.2.1 Cisco FAX FAX
NSE 6608 Cisco 10S a7
6624 41 VG248 Release 1.2.1 3
Cisco FAX

Cisco 10S NSE

4-11 Cisco VG248 6608 2600XM

3700 2600XM  AS5300 FAX

4-11 FAX
FAX Cisco FAX T.38 FAX
Cisco I10S
5350 5400 NM-HDV
10S
ATA 188 ATA 188
SRND
OL-7447-03-J |
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FAX | |

FAX

Cisco I0S

H.323

!

! Cisco fax relay is ON by default

! (except for 5350/5400, where Cisco fax relay is not supported)
!
dial-peer voice 1000 voip

destination-pattern 1T

session target ipv4:10.10.10.1

modem passthrough mode nse codec g7llulaw

!

MGCP

!

ccm-manage mgcp
mgcp
mgcp call-agent 10.10.10.1 service-type mgcp version 0.1
mgcp modem passthrough voip mode nse
mgcp fax t38 inhibit

1

dial-peer voice 100 pots

application mgcpapp

port 1/0/0

Cisco IP SRND
| oL-7447-03-J .m



W FAX
Cisco VG248
| Cisco VG248 (VGC10d48002407) |
| Advanced settings
o |
| Allow last good configuration (enabled)
| SRST policy (disabled)
| SRST provider )
| Ccall preservation (enabled:no timeout) |
| Media receive timeout (disabled)
| Busy out off hook ports (disabled)
| DTMF tone dur ---------———————————————— 100ms)
| Echo cancelli| Passthrough signalling |e:use DSP) |
| Passthrough s|------------—-—-—-——————- [ |
| Hook flash ti| legacy | default>) |
| Hook flash re| IOS mode |
| Fax relay max --------———————————————— 14400 bps)
| Fax relay playout delay (default: 300)
| Cisco VG248 (vGC10d48002407) |
| Advanced settings
|~ |
| Allow last good configuration (enabled)
| SRST policy (disabled)
| SRST provider )
| call preservation (enabled:no timeout) |
| Media receive timeout (disabled)
| Busy out off hook ports (disabled)
| DIMF tone duration (default:100ms)
| Echo cancelling policy (alternate:use DSP)
| Passthrough signalling (I0S mode)
| Hook flash timer (<country default>)
| Hook flash reject period (none)
\ Fax relay maximum speed (default:14400 bps)
| Fax relay playout delay (default: 300)
Cisco I0S Cisco CallManager
Cisco 10S Cisco 6608 6624 Cisco CallManager

Cisco CallManager

4-6

1 Cisco CallManager Administration

E-Y

Device > Gateway

45

Find/List Gateways

Add a New Gateway

Cisco CallManager

Cisco Catalyst 6000
Cisco FAX

NSE Type

SRND

FAX Relay Enable

10S Gateways

H Cisco IP
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5 Update

FAX

4-5 Cisco CallManager

Cisco IP

Gateway Configuration
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W FAX
4-6 Cisco CallManager
ESELFTE LN LA MRS T "l
LA Camemitly HbAG |3
Etun Farn raiin* (-]
bl Ty Eirars Curgtom E
ol el for Vises Calle® F
By Upad for e Cadg® =
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Fan Shimderd Facdbai Vendor
Cada®
Fan/Misdosi Paghal Brdaindarcy® T
WL Delachon
ﬂ.n:rq!iﬁum:- @ F
wid Tyga® [~rast Gaiactea -
mmm Playen Dy
Mewrsm Harpcyt Deleg™ I
Mamrurn Plarial Sl ™ Jrse
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Cisco VG248 6608 6624 10S Cisco FAX
Cisco FAX Cisco
AS5350 AS5400 V.34
V.90
FAX
FAX
Stratum
FAX
T1 T1

!

controller T1 0
framing esf
linecode b8zs
clock source line

channel-group 1 timeslots 1-24 speed 64
!

SRND

] Cisco IP
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T.38 FAX

H.245

T.38 FAX Cisco ATA 188 VG248 6608 6624
Cisco 2800 3800 Cisco I0S

T.38 FAX

. NSE

e H.245 SDP Session Definition Protocol
P.4-29

e H.323 Annex D MGCP

NSE

Cisco I0S
T.38

H.323

!
dial-peer voice 1000 voip
destination-pattern 1T

session target ipv4:10.10.10.1

modem passthrough mode nse codec g7l1llulaw
fax protocol t38

1

MGCP
!
ccm-manage mgcp
mgcp
mgcp call-agent 10.10.10.1 service-type mgcp version 0.1
mgcp modem passthrough voip mode nse
no mgcp fax t38 inhibit
1
dial-peer voice 100 pots
application mgcpapp
port 1/0/0
!

SDP Session Definition Protocol

T.38 FAX
e T.38 FAX

RTP
RTP

e Cisco CallManager H.323 MGCP
T.38

Cisco FAX
FAX

Cisco IP

FAX | |

P.4-29

T.38 P.4-31

T.38 FAX
NSE
NSE

T.38 FAX

[ oL-7447-03-J
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W FAX

H.323

!
dial-peer voice 1000 voip
destination-pattern 1T
session target ipv4:10.10.10.1
modem passthrough mode nse codec g7llulaw
1
! To enable T.38 fax relay and fall back to Cisco fax relay when
! T.38 fax negotiation fails.This is the default case.
fax protocol t38 fallback cisco
!
dial-peer voice 1001 voip
destination-pattern 2T
session target ipv4:10.10.10.2
modem passthrough mode nse codec g7llulaw
1
! To enable T.38 fax relay and fall back to fax passthrough when
! T.38 fax negotiation fails.
fax protocol t38 nse fallback pass-through
!
dial-peer voice 1002 voip
destination-pattern 3T
session target ipv4:10.10.10.3
modem passthrough mode nse codec g7llulaw
1
! This CLI is needed when talking to MGCP endpoint where CA/GK
! doesn't support T.38 fax relay such as CCM.
fax protocol t38 nse force fallback none
!

MGCP
!
ccm-manage mgcp
mgcp
mgcp call-agent 10.10.10.1 service-type mgcp version 0.1
mgcp modem passthrough voip mode nse
no mgcp fax t38 inhibit
1
! This CLI is needed when CA doesn't support T.38 fax relay
mgcp fax t38 gateway force
1
dial-peer voice 100 pots
application mgcpapp
port 1/0/0
1

Cisco VG248 6608 6624 Cisco 10S

fax protocol t38 [nse [force]] fallback [cisco | none]
modem passthrough nse codec {g7llulaw|g7llalaw}

2 Cisco 10S T.38 FAX
Cisco I0S Cisco FAX
VG248

Cisco IP SRND
m. OL-7447-03-J |



FAX ||
H.323 Annex D MGCP T.38
T.38 FAX
. Cisco CallManager T.38 FAX
. NSE
. T.38 FAX
H.323 MGCP
. T.38 FAX Cisco 10S Release 12.3(1) Cisco BTS
10200 Softswitch
e Cisco CallManager T.38 FAX
T.38 FAX Cisco CallManager
H.323

1

dial-peer voice 1000 voip
destination-pattern 1T
session target ipv4:10.10.10.1

modem passthrough mode nse codec g7llulaw

1
! To enable T.38 fax relay.
fax protocol t38

MGCP

!

ccm-manage mgcp
mgcp

mgcp call-agent 10.10.10.1 service-type mgcp version 0.1

! T.38 fax relay is ON by default.HOWEVER, CCM doesn't

! support CA controlled mode.This
! talking to BTS.

1

dial-peer voice 100 pots
application mgcpapp

port 1/0/0

Cisco IP

is the configuration for

[ oL-7447-03-J
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CHAPTER

Cisco CallManager

Cisco CallManager Release 4.0 Session Initiation Protocol SIP
Release 4.0 Cisco CallManager H.323
Cisco CallManager Release 4.1
Release 4.0 3.3
H.323 Cisco CallManager H.323
H.323 Cisco CallManager
H.264
H.323 Empty Capabilities Set ECS /
H.245 Cisco CallManager
H.323 2 A B
A B 2
B A Music On Hold MOH
MOH A
MOH 2
Cisco CallManager H.450
MOH ECS H.323 MOH
H.323 Media Resource Group List MRGL;
MOH
P.7-1 Music on Hold
H.323 Cisco CallManager
H.323
H.323 DTMF Dual Tone
MultiFrequency H.245

Cisco IP SRND
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5 Cisco CallManager |

W H.323
SIP Cisco CallManager
SIP SIP H.323
e G.711 A-law mu-law
. MTP MTP RFC 2833
DTMF

Cisco CallManager H.323
. P.5-2
. P.5-3
e H.225 P.5-3

Cisco CallManager

H Cisco IP

Cisco
CallManager
3 Cisco
CallManager
Cisco CallManager
Cisco CallManager
Cisco CallManager
1 2 2 1
. 1
B C D 2
Cisco CallManager
2 D E F
. 2
D E F 1
Cisco CallManager
1 B C D
SRND
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| 5 Cisco CallManager

H.323 ||
5
1
Cisco 100
1
99
Cisco CallManager
H.323
Release 3.2 Cisco CallManager
H.225
H.225
Cisco CallManager Release 3.2
H.323
P.5-10 Cisco CallManager H.323
Cisco CallManager Release 3.2 H.323
Cisco CallManager 3
h323_id H.323 _n
n ID
Cisco CallManager 1

Cisco IP SRND
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5 Cisco CallManager |

W H.323

Cisco CallManager

2
2 Cisco CallManager
P.8-6
4 4
8 3
Cisco CallManager Cisco
CallManager Registration Admission Status RAS
UDP
UDP 1719 Cisco CallManager RAS
Cisco CallManager UDP

Cisco CallManager

e H.225
e h323_id
e CanMapAlias

e H.225

5-1 Gatekeeper Update Protocol GUP

o
il
N
o
il
(6;]
132273

Cisco IP SRND
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5 Cisco CallManager

H.323 ||
H.323 Cisco CallManager
Cisco CallManager 1
5-2
5-2 Cisco CallManager H.323

k U
b IR e

CallManager »

Cisco CallManager

Cisco CallManager
5-3

5-3 Cisco CallManager

<
~
N
A
®
2

H.323

Cisco CallManager

Cisco IP

132275

[ oL-7447-03-J
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W H.323

5 Cisco CallManager

H Cisco IP

5-4
Z251
ST =% 2 ,\ =% 3
AN S CERRART
e e— | ~::’i:’ yl
)by \@. ’f_ ..... S @. :
24 §5

5-4 Cisco CallManager

. 2 4 2

2 H.323

Cisco CallManager

Cisco CallManager

2 4
Cisco CallManager

132276

gw-priority
5-1
5-1 gw-priority
gatekeeper
zone local SJC cisco.com 10.0.1.10
zone prefix SJC 1408....... gw-priority 10 sjc-trunk_2
zone prefix SJC 1408....... gw-priority 9 sjc-trunk_3
zone prefix SJC 1408....... gw-default-priority 0
gw-type-prefix 1#* default-technology
arg reject-unknown-prefix
no shutdown
endpoint ttl 60
5-1 H.323 Cisco CallManager  sjc-trunk Cisco
CallManager 2
3
2 CallManager
Cisco CallManager 3 2

gw-default-priority 0

Cisco CallManager

H.323

Cisco CallManager

SRND
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H.323 ||
. H.323 H.323
. H.323
4
e 4 Cisco CallManager 4 H.323
e Cisco CallManager
A B
C D
E F
G H
A C E G B D F
H
8
e 8 Cisco CallManager 8 H.323
1
e Cisco CallManager
A
B
C
D
E
F
G
H
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[ | H.323

H.323

MTP H.323
H.323 Version 1
Empty Capabilities Set ECS

MTP
1. H.323
2. Cisco CallManager
MTP
MTP H.323
IP MTP
MTP
. RFC 1918
NAT
Cisco CallManager IP
MTP
RFC 1918 MTP
RFC 1918
IP
ACL
ALG
H.323 ACL
MTP
IP IP
MTP Required
H.323 MTP
H.323 Cisco CallManager

Fail Call if MTP allocation fails  True

Cisco IP SRND
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SIP ||
Cisco CallManager
DTMF
Cisco CallManager Session
Initiation Protocol ~ SIP SIP DTMF
RFC 2833 RFC 2833 RTP
DTMF DTMF
Cisco CallManager ~ SIP DTMF
SIP MRGL RFC 2833
MTP P.6-9
MTP
5-5 Skinny Client Control Protocol SCCP Cisco CallManager
3 DTMF SCCP
MTP MTP DTMF 3 RFC 2833
RTP MTP  RFC 2833 RTP
Cisco CallManager
5-5 DTMF

""""" / """"" =

ATAT 7\I~U VN

1 32368
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H Cisco CallManager H.323
Cisco CallManager H.323
H.323 Cisco CallManager
H.323
H.225 H.225D H.225 H.323
H.245 H.323 1
H.323 Cisco CallManager
H.225D
Cisco 10S H.323
Cisco CallManager C
Cisco CallManager
A B
H.323
H.225D
e H.323
H.225D H.323 Cisco CallManager
H.323 RasAggregator
H.323 Cisco CallManager
RasAggregator 2
H.323 DHCP Cisco CallManager DNS
Cisco CallManager
H.323 DNS H.323
RasAggregator Cisco CallManager
H.323 IP
H.323 E.164 RAS
ARQ E.164 IP
ACF Cisco CallManager
RasAggregator H.323 Cisco
CallManager
e H.323
H.225D H.323 Cisco CallManager
e H.323
H.225D H.323 Cisco CallManager
RAS Cisco CallManager
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m. OL-7447-03-J |



5 Cisco CallManager

Cisco CallManager H.323 ||
Cisco CallManager H.323
H.225D
5-6
5-6 H.323
H.225 TCP #&fiE 7
Cisco Ca“Manager IP 7RLRE, —nYJ _ﬁ E’iﬁiﬁi’%?“—f*@l'f
HITRISANI = RISANZBRESNL > E-EISAT DD
H.323 a— JLASBIE H.323 7—ko x4 LD ELTO—ILENIE
F1=1& H.323 54
TUrERE
B b 1 | 2
R—b ol S Accept ST
Se N ~ Unknown
TN R—bk 1720 ﬁ;;;g:g\:)gz_ofx L\&i TCP oC_onnpectian H—ER LVELY | H.225 TCP
B ATED el o INSA=FH True IS EEAES
INGA—BTERESINT BESN TSI HERR
H—k 1720 Lo l BEShTLNS
THL .
- \ BESNT %{E H.225 TCP %
R—rEEL OV LWs ZIF AN
ROSANCRESNS: | R
Bk E—— 45 |
TRASNST(F3vY H.225 £k 7vF
hotEmE Ay —DERERE .
g RIERSTFULY
\ TRURZEHE
kSIS | p—
%;Ef):éﬁilé_c H.225 S5 FUss PRLR | — 8 | H—kza
LERTEFH H.323 > MoDEDE
T—boz(ERBE LTCa—i %
/ | x== =
i‘goé %g l:.}';i,:ﬁ;g H225ReleaseComplete
ﬁ%bf:—)b%ﬂlﬁi with cause |E MR TSN, -
a—LAMEMSH T g
A —4— b—oh\BZB 2

Cisco CallManager  H.323

¢ Protocol Auto Detect

Cisco CallManager Release 3.2
Cisco CallManager  H.225 User-to-User

Information Element UUIE UUIE Cisco CallManager
UUIE Cisco CallManager Intercluster Trunk
Protocol UUIE
H.225
Intercluster Trunk Protocol H.225 Cisco
CallManager H.323
Intercluster Trunk Protocol H.225 Cisco
CallManager
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H Cisco CallManager H.323
e Tunneled Q.SIG H.323 Annex M1

Cisco CallManager 4.1(3) H.323

H.323 Annex M1 Cisco CallManager

H.323 Annex M1
MWI

Cisco MCM Gatekeeper Cisco

CallManager H.323
H.323
H.323 Cisco CallManager
H.323 Cisco
Cisco CallManager
RAS
e CanMapAlias
H.323 Admission Request ARQ;
Admission Confirmation message ACF; E.164
Gatekeeper Transaction Message Protocol GKTMP Cisco
Y
CanMapAlias
H.323
H.323 Cisco CallManager
BRQ Enabled  True H.323
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o P.6-2
o MTP P.6-8
. P.6-20
o MTP P.6-26
. P.6-26
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H Cisco IP

TDM VolP Voice over IP
2 TDM
/
Digital
Signal Processor DSP; Cisco TDM
DSP
P.6-8 P.6-9
6-2 6-6
DSP DSP
DSP
DSP 6-6
DSP
DSP
Cisco 10S
2
6-2 6-6
DSP
3 C2510 DSP NM-HD-2VE DSP 8
G.729 G.729
24 G.711
48
6-1
DSP C5510
DSP
DSP
DSP
Cisco I0S
6-2 6-6
6-1
DSP
SRND
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C5510
DSP
Millions of Instructions Per Second MIPS
Cisco I10S
MIPS MIPS
6-1  Flex Mode 1
MIPS MIPS MIPS
DSP 6-1 Flex Mode
MIPS 15 30 40 MIPS
MIPS
DSP
TDM DSP
DSP 240 MIPS NM-HD-2VE
720 MIPS NM-HDV2 DSP 240
MIPS MIPS PVDM
6-2
DSP
G.711 DSP 8 G.711
16 G.711
~
DSP C5510 C2510
TI5510 TI549 Tl
DSP
6-2 6-6 DSP DSP
DSP DSP
6-1
Cisco IP SRND
[ oL-7447-03-4 .m



6-1

G.711 A-law mu-law

FAX/

G.726 32K 24K 16K

G.711 A-law mu-law

FAX/

G.726 32K 24K 16K

15 MIPS

G.711 A-law mu-law
FAX/

30 MIPS
GSM-FR GSM-FR G.726 32K 24K 16K
FAX FAX GSM-FR
G.729 a ab G.729 FAX
G.729 a b ab G.729
G.729 a b ab
G.728
40 MIPS
G.723.1 32K 24K 16K G.728
G.723.1a 53K 6.3K G.723.1 32K 24K 16K
GSM-EFR G.723.1a 53K 6.3K
GSM-EFR
C5510
6-2
6-2 C5510 Cisco I0S DSP
DSP
1
DSP DSP 8 DSP 6 DSP 240 MIPS
VG-224 4 DSP
24
e G711 A-law
mu-law
e (G.729%
NM-HD-1V? 1 DSP NM NM 4 NM 240 MIPS
NM-HD-2V 1 DSP NM NM NM 240 MIPS
NM-HD-2VE 3 DSP NM 24 NM 18 NM 720 MIPS
NM-HDV2 DSP 1 4 PVDM PVDM PVDM MIPS
NM-HDV2-2T1/E1 |PVDM2-8° % DSP 4 3 120
NM-HDV2-1T1/EL PVDM2-16 1 DSP 8 6 240
PVDM2-32 2 DSP 16 12 480
PVDM2-48 3 DSP 24 18 720
PVDM2-64 4 DSP 32 24 960
Cisco IP SRND
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6-2 C5510 Cisco I0S DSP
DSP
1

DSP DSP 8 DSP 6 DSP 240 MIPS
2801 DSP 1 2 PVDM PVDM PVDM MIPS
2811 PVDM2-8® % DSP 4 3 120

PVDM2-16 1 DSP 8 6 240

PVDM2-32 2 DSP 16 12 480

PVDM2-48 3 DSP 24 18 720

PVDM2-64 4 DSP 32 24 960
2821 DSP 1 3 PVDM PVDM PVDM MIPS
2851 PVDM2-8® % DSP 4 3 120

PVDM2-16 1 DSP 8 6 240

PVDM2-32 2 DSP 16 12 480

PVDM2-48 3 DSP 24 18 720

PVDM2-64 4 DSP 32 24 960
3825 DSP 1 4 PVDM PVDM PVDM MIPS
3845 PVDM2-8® % DSP 4 3 120

PVDM2-16 1 DSP 8 6 240

PVDM2-32 2 DSP 16 12 480

PVDM2-48 3 DSP 24 18 720

PVDM2-64 4 DSP 32 24 960
1. MIPS 6-1
2. NM-HD-1V
3. PVDM2-8 C5510

C5421 DSP
6-3 DSP 6-1
6-3 C5421 Cisco I0S DSP
DSP
DSP DSP 8 DSP 8
NM-HDA-4FXS 2 DSP NM 16 NM 8
1 DSP-HDA-16 4 DSP |NM 16 NM 16
AIM-VOICE-30 4 DSP AlM 30 60 |AIM 16 30
AIM-ATM-VOICE-30
C549 DSP
6-4 DSP 6-1
Cisco IP
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6-4 C549 Cisco I0S DSP
DSP
DSP DSP 4 DSP 2
NM-HDV 1 5 PVDM-12 NM 12 24 36 48 |NM 6 12 18 24
NM-HDV-FARM PVDM-12 3 60 30
DSP
17511 DSP 1 2 NM NM
1760 PVDM-256K-4 1 DSP 4 8 2 4
PVDM-256K-8 2 DSP 8 16 4 8
PVDM-256K-12 3 DSP 12 24 6 12
PVDM-256K-16HD 4 DSP |16 32 8 16
PVDM-256K-20HD 5 DSP 20 10
PA PA
PA-VXA-1TE1-24+ 7 DSP 28 14
PA-VXA-1TE1-30+ 8 DSP 32 16
PA-VXB-2TEl+ 12 DSP 48 24
PA-VXC-2TE1l+ 30 DSP 120 60
PA-MCX-2TE1 DSP PA-VX(X) 2 IPA-VX(X) 2
PA-MCX-4TE1
PA-MCX-8TE1
1. 1751 8 DSP 32 2 PVDM
31
2. PA-VXA PA-VXB PA-VXC DSP
Ch42
e G.711 A-law mu-law
e FAX/
e G.726 32K 24K 16K
¢ GSM-FR
e FAX
e (G.729
e G729 a b ab
e (G.728
e (G.7231 32K 24K 16K
e (G.723.1a 5.3K 6.3K
¢ GSM-EFR
Cisco IP SRND
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6-5 DSP
6-5 C542 Cisco I0S DSP
DSP
1 DSP
NM-1V 2 DSP DSP 1
NM 2
NM-2V 4 DSP DSP 1
NM 4
1.
66  DSP 10S 10S
DSP 6-6
6-6 10S DSP
DSP
DSP
WS-6608-T1 64 C549 DSP 2 G.711 A-law  mu-law
WS-6608-E1 8 256 1 G.729a
DSP
WS-6624-FXS 12 Ch49 DSP 2 G.711 A-law  mu-law
24 G.729a
VG-248 12 C5409 DSP 4 G.711 A-law  mu-law
48 G.729a
WS-SVC-CMM-ACT 4 Broadcom 1500 DSP 32 G.711 10-30 ms
128 G.729 10-60 ms
G.723 30-60 ms
WS-SVC-CMM-6T1 12 C5441 DSP 15 G.711 10 20 30ms
144 G.729 10 20 30 40 50 60 ms
WS-SVC-CMM-6E1 12 C5441 DSP 15 G.711 10 20 30ms
180 G.729 10 20 30 40 50 60 ms
WS-SVC-CMM-24FXS |3 C5441 DSP 15 G.711 A-law  mu-law
24 G.729
G.729a
ATA-1882 1 Komodo 3880 2 G.711 A-law  mu-law
G.729
1. T1 192 E1 240 T1 E1 DSP
256 DSP
2. ATA G.711 G.729 G.723

Cisco IP SRND
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MTP
MTP
. P.6-8
. P.6-9
. MTP  P.6-9
« MTP P.6-11
. P.6-17

e Annunciator P.6-18
Cisco IP Voice Media Streaming Application P.6-19

H Cisco IP

1
1
1 1
3
1
2
G.711 Cisco
Wideband Wideband G.711
A-law mu-law
G.729 GSM
G.723 LBR
G.729 GSM
G.723 G.711
G.711
Cisco CallManager Cisco CallManager
Skinny Client Control Protocol SCCP
Cisco CallManager Cisco CallManager
Cisco
CallManager Cisco CallManager
Cisco CallManager
SRND
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MTP ||
G.711 G.729% LBR
IP WAN Cisco IP Interactive Voice Response 1VR
MTP
H.323
6-8 MTP
IP
6-7 DSP
* MRG MRGL
Cisco CallManager Cisco CallManager
e Cisco CallManager Skinny Client Control Protocol SCCP
MGCP
MTP
J Cisco G.711
. G.711
. G.711
MTP
G.711
MTP
MTP 2 G.711
MTP 2
MTP A-law mu-law
2
MTP RFC 2833
MTP EmptyCapabilitiesSet H.323v2
OpenLogicalChannel CloseLogicalChannel H.323
MTP H.323
MTP H.323
MTP

Cisco IP
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| MTP
S
Release 3.2 Cisco CallManager MTP H.323
Cisco CallManager Release 3.2
MTP
MTP 2
i MTP
MTP Cisco IP Voice Media Streaming Application
MTP
Cisco CallManager
MTP Cisco CallManager MTP
G.711
Cisco 10S Enhanced Cisco 10S DSP
MTP DSP MTP
DSP
i MTP
MTP Cisco CallManager DSP
MTP MTP MTP
Cisco
CallManager Cisco CallManager
MTP G.711
SIP RFC 2833 MTP
SIP SIP DTMF
DTMF RTP
RTP Cisco CallManager Release 4.1 Skinny
Client Control Protocol SCCP Cisco
CallManager SIP MTP SIP
SCCP
Cisco CallManager Release 4.1 RFC 2833
Ad-hoc Conferencing and Transcoding ACT Port Adapter
12.3(8)XY2  Cisco IP Voice Media Streaming Application RFC 2833
SIP MTP 2 Cisco
CallManager SIP
MTP MTP CPU
512
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m. OL-7447-03-J |



MTP ||
MTP
Cisco CallManager Cisco 10S
Cisco 10S
Cisco Catalyst
DSP Cisco CallManager SCCP
Cisco CallManager
Cisco 10S 6-7
MTP
Cisco 10S
6-11
S
Cisco VG200 2620 2621 3620 NM-HDV-FARM MTP
Cisco 2801 NM DSP
Cisco Survivable Remote Site Telephony SRST Cisco CallManager
Express
6-7 MTP
Cisco MTP
2691 2600XM NM-HD-1V Cisco CallManager 4.0(1) Cisco CallManager 3.3(4) 4.0(1)
2811 2821 2851 NM-HD-2V Cisco 10S Cisco 10S
3640 3640A 3660 |NM-HD-2VE e 12.3(8)T4 e 12.3(11)T 3800
3725 3745 e 12.3(11)T 3800 e 12.3(8)T4
3825 3845
2691 2600XM NM-HDV2 Cisco CallManager 4.0(1) Cisco CallManager 3.3(4) 4.0(1)
2811 2821 2851 NM-HDV2-1T1/E1 Cisco 10S Cisco 10S
3725 3745 NM-HDV2-2T1/E1 e 12.3(8)T4 e 12.3(11)T 3800
3825 3845 e 12.3(11)T 3800 e 12.3(8)T4
VG200 NM-HDV Cisco CallManager 3.2(2c)
2691 2600XM NM-HDV-FARM Cisco 10S
2650 2651 e 12.1(5)YH VG200
HDV-FARM
2811 2821 2851
e 122(13)T 2600
3640 3640A 3660 3600
VG200 HDV
3725 3745
3825 3845
Cisco IP SRND
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| MTP
6-7 MTP
Cisco MTP
1751 1,751V 1760 |PVDM-256K Cisco CallManager 3.3(4)
Cisco 10S 12.3(2)XE
2801 PVDM2-8 Cisco CallManager 4.1 Cisco CallManager 4.1
PVDM2-16 . .
Cisco 10S 12.3(11)T Cisco 10S 12.3(11)T
PVDM2-32
PVDM2-48 PVDM2-8
PVDM2-64
2811 2821 2851 PVDM2-8 Cisco CallManager 3.3(5) Cisco CallManager 3.3(5) 4.1
gxgmz';g 41 Cisco 10S 12.3(8)T4
' Cisco 10S 12.3(8)T4
PVDM2-48 ® PVDM2-8
PVDM2-64
C549 C5510
DSP
DSP
DSP DSP DSP
IMTP 6-8
6-9 DSP
6-10 DSP MTP
DSP 6-2 6-6
NM 6-11
Y
DSP
6-8 6-10 DSP
DSP DSP
http://www.cisco.com/cgi-bin/Support/DSP/cisco_dsp_calc.pl Cisco DSP Calculator
Cisco.com
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MTP | |

6-8 DSP
1 G.729
G.711 A-law mu-law G.729a
DSP
NM-HDV2 DSP 1 4 PVDM PVDM
8 PVDM2-8' 1 DSP 4 1
PVDM2-16 1 DSP 8 2
PVDM2-32 2 DSP 16 4
PVDM2-48 3 DSP 24 6
PVDM2-64 4 DSP 32 8
NM 50
NM-HD-1V 1 DSP NM 8 NM 2
8
NM-HD-2V 1 DSP NM 8 NM 2
8
NM-HD-2VE 3 DSP NM 24 NM 6
8
NM-HDV 1 5 PVDM-12 NM 36 9 12 NM 36 9 12
NM-HDV-EARM PVDM-12 3 15 15
DSP
6
17512 DSP 1 2 DSP 1 DSP 1
6 PVDM-256K-4 1 DSP 5 5
PVDM-256K-8 2 DSP
PVDM-256K-12 3 DSP
PVDM-256K-16HD 4 DSP
PVDM-256K-20HD 5 DSP
1760 DSP 1 2 DSP 1 DSP 1
6 PVDM-256K-4 1 DSP 20 20
PVDM-256K-8 2 DSP
PVDM-256K-12 3 DSP
PVDM-256K-16HD 4 DSP
PVDM-256K-20HD 5 DSP
WS-6608-T1 64  C549 32 32
WS-6608-E1 8 DSP G.729%
3 32
Cisco IP SRND
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[ | MTP

6-8 DSP
1 G.729
G.711  A-law mu-law G.729a
DSP
WS-SVC-CMM-ACT 4 Broadcom 1500 128 128
64
Cisco IP Voice Media 48
Streaming Application
3 64
1. PVDM2-8 C5510
2. 1751 5
6-9 DSP
G.711
G.729a G.729
G.711 G.729ab G.729b
DSP A-law mu-law GSM-FR GSM-EFR
NM-HDV2 DSP 1 4 PVDM PVDM PVDM
PVDM2-8 1 DSP
PVDM2-16 1 DSP 32 4 3
PVDM2-32 2 DSP 64 8 6
PVDM2-48 3 DSP 128 16 12
PVDM2-64 4 DSP 192 24 18
256 32 24
NM-HD-1V 1 DSP NM 16 NM 8 NM 6
NM-HD-2V 1 DSP NM 16 NM 8 NM 6
NM-HD-2VE 3 DSP NM 48 NM 24 NM 18
NM-HDV 1 5 PVDM-12 NM 12 24 36 |NM 12 24 36 |NM 12 24 36
NM-HDV-FARM PVDM-12 3 48 60 48 60 48 60
DSP
17512 DSP 1 2 DSP 2 DSP 2 DSP 2
PVDM-256K-4 1 DSP 16 16 16
PVDM-256K-8 2 DSP
PVDM-256K-12 3 DSP
PVDM-256K-16HD
4 DSP
PVDM-256K-20HD
5 DSP
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MTP | |
6-9 DSP
G.711
G.729a G.729
G.711 G.729ab G.729b
DSP A-law mu-law GSM-FR GSM-EFR
1760 DSP 1 2 DSP 2 DSP 2 DSP 2
PVDM-256K-4 1 DSP 20 20 20
PVDM-256K-8 2 DSP
PVDM-256K-12
3 DSP
PVDM-256K-16HD
4 DSP
PVDM-256K-20HD
5 DSP
WS-6608-T1 64 C549 24 24 24
WS-6608-E1 8
DSP
WS-SVC-CMM-ACT |4 Broadcom 1500 128 128 128
1. PVDM2-8 C5510
2. 1751 16
6-10 DSP MTP
MTP
DSP G.711 A-law mu-law
NM-HDV?2 DSP 1 4 PVDM
PVDM2-8' 1 DSP 8
PVDM2-16 1 DSP 16
PVDM2-32 2 DSP 32
PVDM2-48 3 DSP 48
PVDM2-64 4 DSP 64
NM-HD-1V 1 DSP NM 4
NM-HD-2V 1 DSP NM 16
NM-HD-2VE 3 DSP NM 48
WS-6608-T1 64 C549 24
WS-6608-E1 8 DSP
WS-SVC-CMM-ACT 4 Broadcom 1500 256
1. PVDM2-8 C5510
Cisco IP SRND
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[ | MTP

NM-HDV C549
DSP DSP
MTP DSP DSP
DSP 1 DSP
1 NM-HDV Cisco CallManager 1
NM-HDV2 NM-HD-xx PVDM2 C5510
C5510 DSP
DSP
DSP
DSP DSP Cisco CallManager
NM-HDV  DSP
VAD 20 30 40 60ms
VAD 10 ms PVDM 5 NM-HDV
NM-HDV-FARM DSP 60
DSP
DSP DSP
DSP 4
PVDM DSP 3 PVDM DSP 3
NM-HDV NM-HDV-FARM PVDM 5
VAD 10 ms NM-HDV DSP
NM-HDV 6600
pps
100 pps * + 600 pps * + 200 pps *
< 6600 pps
DSP
Cisco 2800 3800
Cisco 2800 3800 2 AIM
AIM-VOICE-30 AIM-ATM-VOICE-30
PVDM2
NM-HDV2 NM-HD-xx NM-HDV 6-11 Cisco 10S
6-11 3
NM-HDV
NM-HD-xx NM-HDV2
Cisco IP SRND
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NM-HDV  TI-549

NM-HDV

6-11 Cisco I0S

NM-HD-xx

NM-HDV-FARM

NM-HDV2 TI-5510 1

MTP

6-11

Cisco I0S

NM-HDV2

NM-HD-1V
NM-HD-2V
NM-HD-2VE

NM-HDV
NM-HDV-FARM

VG200t
26002
3620°

N

N

Y

2600XM 2691

3640

3660

3725

3745

2811

2821

2851

3825

NRr|RrRr|MO|W R[N R R

3845

SN
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1. VG200
IP

2. IP

http://www.cisco.com/warp/customer/cc/pd/rt/2600/prodlit/1675_pp.htm

3. Cisco 3620

Cisco CallManager

MTP  Annunciator

Cisco IP Voice Media Streaming Application

Cisco 2610

2

Cisco 2600XM

Web

NM

VG200

NM-HDV

Cisco IP Voice Media Streaming Application

Cisco CallManager

Music On Hold MOH

IP Voice Media Streaming Driver

Cisco IP

G.711

Cisco 2600

IP Voice Media Streaming Driver

SRND
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[ | MTP

e G711 A-law
e AdHoc

Cisco Wideband
64 Meet-Me 128

mu-law

LBR

G.711

Annunciator

Annunciator

Cisco IP Voice Media Streaming Application

RTP Cisco IP Phone
SCCP RTP
SCCP
.wav
Annunciator
G.711 A-law mu-law  G.729 Wideband
Annunciator
e Cisco Multilevel Precedence Preemption MLPP
e SIP
SIP RTP
SCCP SIP DTMF
Annunciator MTP
DTMF
¢ Cisco I0S
Cisco IP SRND
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Cisco IP Voice Media Streaming Application
Media Streaming Application
Annunciator
Cisco CallManager
Annunciator
Annunciator
Application

Annunciator

Cisco CallManager

Annunciator
Annunciator

Annunciator

Annunciator 48
Cisco CallManager
10 Mbps
24

Cisco CallManager
CpPU
400

Cisco IP Voice Media Streaming Application

Cisco IP Voice Media Streaming Application

e Music On Hold MOH
e Annunciator

. MTP

Media Streaming Application
Annunciator

Voice Media Streaming Application ~ Run Flag

Cisco IP

MTP | |

Annunciator
Annunciator

P.6-19 Annunciator

Cisco IP Voice Media Streaming
1 Cisco CallManager

Annunciator

MRG

Annunciator

255

MTP Cisco IP

Media Streaming Application

Cisco CallManager
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Cisco IP
. P.6-20
. P.6-20
. WAN P.6-21
. WAN P.6-24
5% Ad Hoc
5% Meet-Me
o MRG MRGL
Cisco CallManager
MRG MRGL 1 Cisco CallManager
o MRG MRGL
WAN
6-8 MRGL
2 Cisco Callmanager
Maximum Ad Hoc Conferences 3 64 Maximum Meet Me
Conference Unicast 1 128 4
MRGL
e CTI Drop Any Party 16
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TFTP
TFTP 2
e MOH
* TFTP
TFTP
TFTP 1,250
1,250
TFTP
TFTP MGCP
TFTP 2 DHCP
TFTP TFTP IP
TFTP
TFTP A TFTP B
TFTP B TFTP
A TFTP
TFTP
Cisco CallManager TETP
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Cisco TFTP  BuildDuration
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CTI Manager
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CTI Manager
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Cisco CallManager
Cisco CallManager IP Phone
CTlI TAPI JTAPI DSP
110
1 6
1 12
Cisco CallManager Capacity Calculator
CDR

Cisco CallManager

MCS 7825 MCS 7835
RAM

Web
2864 Physical Memory Recommendations For Cisco CallManager Version 4.0 and Later

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_bulletin0900aecd80284099.html
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Cisco CallManager Administration Service
Parameters

Cisco IP SRND
| oL-7447-03-J .m


http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_bulletin0900aecd80284099.html

H Cisco CallManager

Cisco CallManager Release 3.1 3.2
Cisco CallManager Release 3.1 3.2
. Cisco CallManager Service 6 4
2
TFTP Trivial File Transfer Protocol Music on Hold
. / CTI
800
3,200
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. Cisco CallManager Service 8
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Web
http://www.cisco.com/go/swonly
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1
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9
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Web Cisco 10S H.323 Configuration
Guide

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_configuration_guide_book09186a0
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8-1 1

interface Ethernet0/0

ip address 10.1.10.2 255.255.255.0
standby ip 10.1.10.1
standby priority 110

gatekeeper

zone local GK-Sitel customer.com 10.1.10.1

zone local GK-Site2 customer.com

zone prefix GK-Sitel 408.......

zone prefix GK-Site2 212.......
bandwidth interzone default 160
gw-type-prefix 1#* default-technology
arg reject-unknown-prefix

no shutdown

8-2 2
interface Ethernet0/0
ip address 10.1.10.3 255.255.255.0
standby ip 10.1.10.1

gatekeeper

zone local GK-Sitel customer.com 10.1.10.1

zone local GK-Site2 customer.com

zone prefix GK-Sitel 408.......

zone prefix GK-Site2 212.......
bandwidth interzone default 160
gw-type-prefix 1#* default-technology
arg reject-unknown-prefix

no shutdown

8-1 8-2

Cisco CallManager

HSRP IP

interzone

1#

. Cisco CallManager
reject-unknown-prefix

HSRP

IP HSRP standby

1 standby priority 110

Cisco CallManager
IP

bandwidth
bandwidth total

gw-type-prefix 1# default-technology
Cisco CallManager 1#

arq

Web

e http://www.cisco.com/univercd/cc/td/doc/cisintwk/ics/cs009.htm

e http://www.cisco.com/warp/public/619/3.html

e http://www.cisco.com/warp/public/473/62.shtml

Cisco IP
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Cisco CallManager
GUP Gatekeeper Update Protocol
GUP
CPU
GUP

e CPU

Cisco CallManager Release 3.3

8-7 Cisco CallManager 3
3
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8-3 1

gatekeeper
zone local SJC cisco.com 10.1.1.1
zone local CHC_GK1l cisco.com
zone local NYC_GK1 cisco.com
!
zone cluster local SJC_Cluster SJC
element SJC_GK2 10.1.2.1 1719
element SJC_GK3 10.1.3.1 1719
!
zone cluster local CHC_Cluster CHC_GK1
element CHC 10.1.2.1 1719
element CHC_GK3 10.1.3.1 1719
1
zone cluster local NYC_Cluster NYC_GK1
element NYC 10.1.3.1 1719
element NYC_GK2 10.1.2.1 1719
!
zone prefix SJC 40852.....
zone prefix NYC_GK1 21251.....
zone prefix CHC_GK1 72067.....
gw-type-prefix 1#* default-technology
load-balance cpu 80 memory 80
bandwidth interzone SJC 192
bandwidth interzone NYC_GK1 160
bandwidth interzone CHC_GK1 160
arg reject-unknown-prefix
no shutdown

8-4 2

gatekeeper
zone local CHC cisco.com 10.1.2.1
zone local SJC_GK2 cisco.com
zone local NYC_GK2 cisco.com
!
zone cluster local CHC_Cluster CHC
element CHC_GK3 10.1.3.1 1719
element CHC_GK1 10.1.1.1 1719
1
zone cluster local SJC_Cluster SJC_GK2
element SJC 10.1.1.1 1719
element SJC_GK3 10.1.3.1 1719
1
zone cluster local NYC_Cluster NYC_GK2
element NYC_GK1 10.1.1.1 1719
element NYC 10.1.3.1 1719
!
zone prefix SJC_GK2 40852.....
zone prefix NYC_GK2 21251.....
zone prefix CHC 72067.....
gw-type-prefix 1#* default-technology
load-balance cpu 80 memory 80
bandwidth interzone CHC_Voice 160
bandwidth interzone SJC_Voice2 192
bandwidth interzone NYC_Voice3 160
arg reject-unknown-prefix
no shutdown

8-3 8-4

e Cisco CallManager Cisco CallManager

Cisco IP SRND
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e gw-type-prefix 1# default-technology

Cisco CallManager

load-balance cpu 80 memory 80

1#

CPU

bandwidth total

e arqg reject-unknown-prefix

Cisco CallManager

Cisco CallManager

A
LRQ
8-5 1 SJC show gatekeeper endpoints
8-5
GATEKEEPER ENDPOINT REGISTRATION
CallSignalAaddr Port RASSignalAddr Port Zone Name
10.1.1.12 1307 10.1.1.12 1254 sSJc
H323-ID:SJC-to-GK-trunk_ 1
10.1.1.12 4422 10.1.1.12 4330 sJc
H323-ID:SJC-to-GK-trunk_ 2
10.1.2.12 4587 10.1.2.12 4330 CHC_GK1
H323-ID:CHC-to-GK-trunk_1
10.1.3.21 2249 10.1.3.21 1245 NYC_GK1
H323-ID:NYC-to-GK-trunk_ 1
Total number of active registrations = 4
HSRP
. LRQ
LRQ WAN
Cisco IP

1#

bandwidth interzone

Type
VOIP-GW
VOIP-GW

VOIP-GW

VOIP-GW

LRQ

LRQ
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8-6 8-7 8-8 2
8-6 West
gatekeeper
zone local DGKW customer.com 10.1.10.
zone remote SJC customer.com 10.1.1.1
zone remote CHC customer.com 10.1.2.1
zone remote NYC customer.com 10.1.3.1
zone prefix SJC 408.......
zone prefix CHC 720.......
zone prefix NYC 212.......
lrg forward-queries
no shutdown
8-7 East
gatekeeper
zone local DGKE customer.com 10.1.12.
zone remote SJC customer.com 10.1.1.1
zone remote CHC customer.com 10.1.2.1
zone remote NYC customer.com 10.1.3.1
zone prefix SJC 408.......
zone prefix CHC 720.......
zone prefix NYC 212.......
lrg forward-queries
no shutdown
8-6 8-7
L]
L]
[ ]
L]
*
DGK
DGK
e |rqg forward-queries
LRQ
8-8 8-9 8-10 8-8
8-8 1 SJC

zone local SJC customer.com 10.1.1.1

zone remote
zone remote
zone prefix
zone prefix
zone prefix

no shutdown

DGKW customer.com 10.1.10.1
DGKE customer.com 10.1.12.1

SJcC

408.......

DGKW ..........
DGKE ..........
bandwidth remote 192

gw-type-prefix 1# default-technology
arg reject-unknown-prefix

Cisco IP

[ oL-7447-03-J
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8-9 2 CHC

gatekeeper

zone local GK-CHC customer.com 10.1.2.
zone remote DGKE customer.com 10.1.12.
zone remote DGKW customer.com 10.1.10.

zone prefix CHC 720.......

zone prefix DGKE ..........

zone prefix DGKW ..........
bandwidth remote 160

gw-type-prefix 1# default-technology
arg reject-unknown-prefix

no shutdown

8-10 3 NYC

gatekeeper
zone local NYC customer.com 10.1.3.1

zone remote DGKE customer.com 10.1.12.
zone remote DGKW customer.com 10.1.10.

zone prefix NYC 212.......

zone prefix DGKE ..........

zone prefix DGKW ..........
bandwidth remote 160

gw-type-prefix 1# default-technology
arg reject-unknown-prefix

no shutdown

8-8 8-9 8-10

Cisco CallManager

1
1
1

1
1

Cisco CallManager

Cisco IP

10
LRQ
LRQ
2 LRQ
bandwidth remote
e gw-type-prefix 1# default-technology
1#
Cisco CallManager 1#
e arqg reject-unknown-prefix Cisco CallManager
SRND
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Cisco CallManager

CallManager Express

Cisco CallManager CallManager Express ||

H.323 Cisco CallManager  Cisco CallManager Express CME

Cisco 10S Telephony Services ITS

Cisco CallManager

Cisco CallManager CME

e Cisco CallManager Express Release 3.1

e Cisco CallManager Release 3.3(3)
Cisco CME 3.1 2

e Cisco CallManager
Cisco CallManager

H.323-to-H.323
CME IP Phone

e H.323-t0-H.323
Cisco CallManager  H.450

IP

Cisco 10S Release 12.3(7)T IP VOICE

Cisco CallManager

Cisco CallManager

H.323-t0-H.323

S
CiscoCME 3.0 ITS H.323 Cisco
CallManager DN
Cisco CallManager
Cisco CallManager CME
e Cisco CallManager CME IP P.8-30
e Cisco CallManager CME H.450 IP
p.8-31

CME Web Cisco CallManager Express

http://www.cisco.com

Cisco IP
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H Cisco CallManager

Cisco CallManager

Cisco CallManager

8-9

8-9

RARA—)L

Cisco CallManager

CallManager

CallManager Express

CME

H.323
Cisco CME

CME

IP
CME

Cisco CallManager IP

8-9

Cisco CallManager

CallManager
Express

CME

Send H225 user info message

Cisco CallManager ICT
Cisco CME TCS
MTP Cisco CallManager

Cisco CallManager
Ringback
Cisco CallManager

CME
Cisco CallManager

CME G.729

CME allow-connection h323 to h323
CME 3.1  Cisco CallManager
H.450
Cisco CallManager CME

H.323-to-H.323

VolP Cisco CallManager

VolP

SRND

ICT

CME H.323

MTP

TCS
H225 info for

G.711

H.323-to-H.323
Cisco CallManager

G.729

H Cisco IP
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Cisco CallManager

8-11 CME

8-11 Cisco CME 3.1

voice service voip
allow-connections h323 to h323
h323

dial-peer voice 1 voip
destination-pattern xxxx

CallManager Express ||

/* To Cisco CallManager endpoints */

session target ras /* "ras" if gatekeeper is used, otherwise “ipvd:y.y.y.y"
*/

dtmf-relay h245-alphanumeric

codec g729r8 /* Voice class can also be used */

no vad

Cisco CallManager

WAN
Cisco CallManager

CME

Cisco CallManager

H.450

Cisco CallManager CME H.450
IP
Cisco CallManager H.450
Cisco CallManager
CME H.450
H.323-t0-H.323
H.450 Cisco CallManager Cisco CME
H.450 Cisco CME 3.1 H.450
Cisco 10S IP VOICE Cisco
10S Release 12.3(7)T
8-10 H.450 Cisco CME Cisco CallManager
IP
Cisco IP SRND
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B Cisco CallManager CallManager Express

8-10 Cisco CallManager CME H.450 IP

nad CallManager 1+

—
LLer
Ll Ll | e 9
LLLL
CallManager g? e

. N
RARA—)L T.,’;_I/_a,t ) | " CallManager Express H 1+
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=N w ++
e By = %

I//_ AT L 3 iCaIIManager _‘ \//
) v TEpess ) S2Ad

IP Phone i/ g? l ==/  IPPhone I}
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e . DSP___ |
8-10
e Cisco CallManager  H.450
ICT
i MTP
Cisco CME TCS
MTP Cisco CallManager =~ CME TCS
e Cisco CallManager Send H225 user info message H225 info for
Ringback
e Cisco CallManager
H.450
. Cisco CME  H.450 H.323
e H.450 allow-connection h323 to h323
H.323-t0-H.323 CME
e H.450 VolP Cisco CallManager
CME
e CME VolP Cisco CallManager
H.450
. Cisco CallManager CME H.450
WAN G.729
VolP G.729
Cisco CallManager Cisco CallManager
IP Phone  H.450 G.729
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Cisco CallManager CallManager Express ||

e H.450 MGCP
H.323

8-12 H.450

8-12 H.450

voice service voip
allow-connections h323 to h323
supplementary-service h450.12
h323
dial-peer voice 1 voip /* To Cisco CallManager endpoints */
destination-pattern xxxx
session target ipvéd:y.y.y.y
dtmf-relay h245-alphanumeric
codec g729r8
no vad
dial-peer voice 1 voip /* To Cisco CallManager endpoints */
destination-pattern zzzz

session target ras /* "ras" if gatekeeper is used, otherwise “ipvd:a.b.c.d”

*/
dtmf-relay h245-alphanumeric
codec g729r8
no vad

Cisco IP
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Cisco IP Communications

9-1
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a—LIZER

9-1
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PBX
PBX
9-1
Cisco IP

IP WAN

9-1
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IP WAN

’ Cisco
CallManger
H—hry g
g
TDM PBX
PBX
PBX

Cisco IP Communications

IP IP Communications

[ oL-7447-03-J

SRND w



IP IP
QoS Quality Of Service
IP WAN
IP WAN
Cisco IP
Communications IP WAN
. P.9-3
Cisco IP Communications Cisco
CallManager Cisco 10S RSVP IP-to-IP
J P.9-22
IP WAN
2 MPLS

Cisco CallManager
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Cisco IP Communications
e Cisco CallManager P.9-3
. P.9-7
e RSVP P.9-8
e |P-to-IP P.9-15
Cisco CallManager
Cisco CallManager
location Cisco
CallManager
9-2 Cisco
CallManager
Cisco CallManager
Cisco CallManager
<None>
<None>
<None>
Cisco CallManager
Unlimited
Cisco CallManager !/ Kbps
Cisco CallManager
None
Cisco
CallManager
Cisco
CallManager
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A

Cisco CallManager Release 3.1
1 CiscoCallManager
Cisco CallManager Release 3.1
Cisco CallManager

9-2 Cisco CallManager

Bryes Sratems

CiscoallManager Admimistration

For Caea [P Telephosy Solation

Location Configuration st 3 Mo Lo

Locatian: Reranch_1
Status: Resdy

_Copy | Updeto | Doies | Fnsync Boadedh |

Location Mamg® |I:I|-=|.n|;h_'l

Aupin Banchasdth* I Unlemled = |:.'.'.'|E kb

If the sudha quality is poar ar choppy, Iowar the bandwidth Setting. For 150N
use multiples of 26 kbps ar b4 kbps.

video Banheidth® ®“ mone © Unkmited = |:I|ﬂ kops
* indicabes regurad ism

126907

9-2 256 Kbps 384 Kbps
Branch_1 3 G.711

80 Kbps 10 G.729 24 Kbps
256 Kbps

G.711 H.261 H.263

1 320 Kbps 384 Kbps
G.729 H.261 H.263 3 120 Kbps

A

Cisco CallManager Release 4.0 Cisco IP Phone

IP WAN IP WAN

p.3-25
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* |P Phone
e CTI
e H.323
e CTI
e Music On Hold MOH
CTI Cisco CallManager
CTI
Cisco CallManager
Y
MTP
Cisco CallManager Release 3.2(3) 3.3(3) 4.0(1)
G.711
Cisco CallManager G.729
24 Kbps
Cisco CallManager LAN
Cisco CallManager
Branch_1 Branch_2
G.711 Cisco CallManager
80 Kbps Cisco CallManager
Branch_1 Branch_2
Cisco CallManager
IP Phone
Not Enough Bandwidth
Cisco CallManager Release 3.3
Cisco CallManager ~ Automated Alternate Routing AAR
Cisco
CallManager E.164
AAR E.164
AAR
Y
AAR
IP WAN
Cisco CallManager
AAR Call Forward Busy
AAR P.2-1 IP
P.10-20 Automated Alternate Routing
Cisco IP SRND
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Cisco CallManager
Cisco CallManager

Cisco CallManager
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CallManager

IP Phone

Cisco CallManager
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Phone Configuration

AAR

Cisco CallManager
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gatekeeper
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gatekeeper

zone local GK-Headquarters customer.com 10.1.10.100
zone local GK-BranchA customer.com
zone local GK-BranchB customer.com

zone prefix GK-Headquarters 408.....

zone prefix GK-BranchA 212....

zone prefix GK-BranchB 818....

bandwidth interzone GK-Headquarters 200
bandwidth interzone GK-BranchaA 200
bandwidth interzone GK-BranchB 200
gw-type-prefix 1#* default-technology
arg reject-unknown-prefix

no shutdown
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gatekeeper

zone
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zone
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local GK-HQ customer.com 10.1.10.100
local GK-Regl customer.com

local GK-Reg2 customer.com

prefix GK-HQ 408%*

prefix GK-Regl 718%*

prefix GK-Regl 212%*

prefix GK-Reg2 818%*

prefix GK-Reg2 602

bandwidth interzone GK-HQ 768
bandwidth interzone GK-Regl 768
bandwidth interzone GK-Reg2 768
gw-type-prefix 1#* default-technology
arg reject-unknown-prefix

no shutdown
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Cisco CallManager AD AD
Cisco CallManager
Cisco CallManager CDR
Analysis and Reporting Multilevel Administration Access IP Contact Center [PCC Express
Cisco CallManager AD Netscape Directory
14-10 User Creation Base
14-10 AD User Search Base User Creation Base
User
Search
Base
User [ &
Creation
Base
“Q" dc=vse, dc=lab
\ ‘ ou=AVVID Users\ ‘ ou=CiscoC1 ‘ ‘ou:CiscoCZ
‘ou:Service Accts‘ ‘ ou=Eng ‘ ‘ ou=Mktg ‘
C1-Dir | | C2-Dir CCM CCM IPMA smith i bl g
Mgr Mgr Administrator | |SysUser| |SysUser| | 1S™ jdoe Jbloggs B

Cisco CallManager AD 14-11

User Creation Base ou
User Creation Base
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14-11 User Search Base User Creation Base
JL—bk KA
User User
Search ’ dc=vse, dc=lab ‘ Search
User Base 1 Base 2 User
Creation [ & 9 Creation
Base 1 ’ ou=Service Accts‘ ’ ou=Servers ‘ Base 2
\Q ‘ ‘ Q,
’ service-C1 ‘ ’service-C2 ‘
vse.lab
T FRAMY

’ dc=amer, dc=vse, dc=lab ‘

’ dc=emea, dc=vse, dc=lab‘

’ou:CCM1 Accounts‘ ’ ou=Eng ‘ ’ ou=Mktg ‘

[

’ ou=Eng H ou=Mktg Hou:CCM2 Accounts‘
l

C1-Dir CCM C2-Dir CCM
Mgr SysUser ’ ou=Users ‘ ’ou:Users ‘ ’ ou=Users ‘ ’ ou=Users ‘ Mgr SysUser
’ jsmith ‘ ’ jdoe ‘ ’ jbloggs ‘ ’ probert ‘ ’ tbraun ‘ ’ djohnson o
amer.vse.lab emea.vse.lab §
Cisco CallManager Administration
Description CiscoPrivateUser
CCM Administrator CCM SysUser IPMA SysUser
CCM Directory Manager
Description Description Microsoft ADSIEdit Windows
2000 Support Tools Active Directory Service Interfaces LDAP
User Search Base User Creation Base
Cisco CallManager Cisco Customer Directory Configuration Plugin
e Custom Configure Active Directory
Enable CallManager Integration with Active Directory
e Cisco CallManager LAN
DNS
Cisco CallManager LAN
P.14-11
3
Cisco CallManager CCMPwdChanger
Start > Run cmd DOS CCMPwdChanger
Enter Active
Directory ADUC
Cisco IP SRND
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GPO

Cisco CallManager
3 3
CCMPwdChanger

Cisco CallManager
Cisco Customer Directory Configuration Plugin

Cisco CallManager

Cisco CallManager

API
Cisco CallManager Administration
e CallManager PIN
J IP Phone  CTI
Cisco CallManager Administration
Cisco
CallManager Administration Web
Installing the Cisco Customer Directory Configuration Plugin for Cisco CallManager Release
4.01) Cisco CallManager UMDirectoryConfiguration.ini
http://www.cisco.com
Active Directory LDAP Cisco CallManager
Microsoft Active Directory Cisco CallManager Administration
Cisco CallManager CCMPwdChanger

Cisco IP SRND
m. OL-7447-03-J |


http://www.cisco.com

Cisco CallManager

Cisco CallManager

Cisco CallManager
Cisco Customer Directory Integration Plugin

Cisco CallManager
Cisco CallManager

Cisco IP

||
Cisco CallManager UMDirectoryConfiguration.ini AD
CCM Directory Manager
Cisco CallManager
Cisco CallManager
2
Microsoft Active Directory Windows
e PIN Cisco CallManager
Cisco CallManager User Options Web
N
AD Cisco CallManager User Options Web
Windows
Cisco
CallManager HTTP
Active Server Page ASP Cisco
CallManager User Options Web Change your Password
Cisco CallManager
. AD sAMAccountName
J ou ou
e Cisco OU
CallManager Cisco
ou ciscoatGUID ciscoatUserProfile ciscoatUserProfileString
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PBX IP
Cisco CallManager PRI QSIG PRI
PRI Automatic Number Identification ANI;
15-1

Cisco
CallManager

F—kozA
y— e T1/E1 bSUYERIETFEY .I
-f_

£ gy [//l/[/l/

T1/E1 CAS T1/E1 PRI A% okl
F-Fx7Fr05 o EZFE
EFE « RIZ/EEBS §

*REEA(RRICLD)

PBX Cisco CallManager
PRI PBX
Cisco CallManager
Cisco CallManager Release 3.3 International Standards Organization [SO;
QSIG QsSIG PRI
PBX
P.15-4 QSIG
PRI  QSIG
1 PBX Cisco CallManager
60 23,000 San Jose
1 IP 1
PBX PRI
Cisco CallManager PBX
Cisco CallManager
IP Phone

SRND

H Cisco IP
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1P IP
QoS
IP

2 IP Phone PBX IP

Phone
IP Phone

IP IP
Phone
1P PBX IP
IP PBX

PBX
IP PBX PBX
50%
IP
PBX IP
. IP
1
IP
Cisco IP
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H Cisco IP

QsIG
1
PBX
Avaya DCS Nortel MCDN Siemens CorNet NEC CCIS Fujitsu FIPN  Alcatel ABC
T1 E1PRI
PBX
QSIG PBX
Cisco CallManager Release 3.3  QSIG
Cisco CallManager 15-2
15-2 Cisco CallManager PBX QsIG
= BED
Cisco EI,—R,fX}_)[,
CallManager QSIG k54 ! AT L
-‘ (CCM & PBX OFf])
PBX
<—QSIG—> a
o gy Gy Y e
-\ -
V) Vo)) / / / 3
I — L
Cisco CallManager Release 4.0(1) QSIG
e Cisco CallManager Private Integrated Network eXchange PINX
e Cisco CallManager Release 4.0(1) Message Waiting Indicator MWI,;
e Cisco CallManager Release 4.0(1) QSIG
Direct Inward Dialing DID;
MWI
Cisco CallManager QSIG
Cisco CallManager PBX
IP
SRND
OL-7447-03-J |



||
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NAT IP
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16-1

1P

16-1

IP

VolP

VolP

16-1

CallManager
ISR
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687871
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VolP IP
IP
P.3-4
RFC 1918 IP
IP IP
IP
RFC 1918
10.X.X.X.
ACL
IP VolP
ACL
RFC 1918 1 VLAN Voice VLAN
STP 1 VLAN
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Cisco IP Phone VolP
VolP

16-2

16-2

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/4_1/sec_vir/ae/sec413/secuphne.htm

PC
PC

PC

PC
Cisco

CallManager PC
Cisco IP Phone

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/index.htm

PC
PC

Cisco IP SRND
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PC
Gratuitous ARP
1 Gratuitous APR  Gratuitous Address Resolution
Protocol GARP man-in-the-middle MITM;
MITM
Gratuitous ARP
RTP
Gratuitous
ARP
Cisco
pP.16-12
Gratuitous ARP RTP
MITM
RTP
16-3
HSRP
HSRP MAC MAC
MAC
MAC
40
HSRP MAC

Cisco IP SRND
m. OL-7447-03-J |



16

| |
16-3  Gratuitous ARP
BEEINLDISTav I RESND
= y.—
P/ -’ @
—
IL—=ENDEZT0u 1%
WEE(ZEREIND
16-3 Gratuitous ARP
PC Voice VLAN
2 VLAN Voice
VLAN Voice VLAN
PC Voice VLAN Access PC
Voice VLAN PC
PC Voice VLAN 802.1q
VLAN Voice VLAN
2
PC Voice VLAN
16-4 PC PC Voice
VLAN 200 802.1q
PC 802.1q
Voice VLAN
802.1q
PC 802.1q

PC Voice VLAN Access

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/index.htm
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16-4 PC Voice VLAN
PC I%. 802.1q A4 145
NTWET—4% VLAN 20 &
L'Ci%%?’éo‘ii’:li\ PC %
802.1q MAT TN TLVD
7‘{-92‘5‘*\“‘1%1%& TD%
F—ARROYTEN5,
1
>
A I
] ey )
Ef = ,@IP -
| —
1
1 o)
. ——T—%VLAN 10 g
Voice VLAN 20 =
PC Voice VLAN Access PC
Voice VLAN
802.1q
Web
Cisco IP Phone
Web Web Cisco CallManager
Web
Cisco CallManager Web Access
Web
Web VolP
Web VolP
Web Cisco
CallManager Web
ACL
Web
Web Cisco CallManager
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Cisco IP Phone

Web
TFTP
IP
16-5
Cisco CallManager IP TFTP

Web
and Encryption for Cisco CallManager

Cisco CallManager

Cisco IP Phone Authentication

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/ae/index.htm

16-5 Cisco CallManager Phone Configuration

Digakia Speakarphons I

Dicabhs Speakorphone and Headsel T

Farwiidhng Dilay® {I:Iiud:ﬁ.ld ﬂ
P Pore® | Cinnkian =]
Sotlings Accase® | Disabiad =|
araluitous ARP* | Disabiad =]
PC Voiop YLAN &ccoss® | thnabion =
vitken Capabilitias™ | Disabsd =]
Autn Lins Seiact* | Cinbiad = -
wab Accesc® :II:I!.'uulul:I "J ?
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Wl Voice VLAN CDP
Voice VLAN CDP
IP Cisco
Discovery Protocol CDP VLAN
Voice VLAN 802.1q
PC
2 Voice VLAN
Voice VLAN 2
3
VLAN Dynamic Host Configuration Protocol DHCP IP
Voice VLAN IP
CDP
CDP
CiscoER 911
CDP
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Cisco CallManager
Cisco IP Phone
Web
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/
Cisco CallManager Web
Cisco CallManager Security Guide
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/4_1/sec_vir/ae/sec413/
Cisco CallManager
. TFTP TLS
. Cisco CallManager
Cisco CallManager Cisco CallManager
e Secure Real-time Transport Protocol SRTP  Cisco I0S MGCP
Cisco Unity SRTP
Cisco CallManager 2 Cisco

IP Phone

Web

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/

Cisco Certificate Trust List
CTL
VolP
NAT ALG
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Cisco
VolP Cisco
Access Switch 16-6
Cisco
Cisco
Web
http://www.cisco.com
16-6
7IuR -Ef -Ef -Ef
— q q q =
MAC CAM
MAC CAM
MAC
VLAN VLAN
macof MAC
MAC macof
MAC MAC MAC
IP Phone macof
Cisco Catalyst CAM 10
CAM
VLAN
MAC
MAC
1
MAC 1 1 Cisco IP Phone
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1
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MAC 1
VLAN
PC
MAC
1
MAC
MAC
MAC
MAC Cisco 6000
Cisco Catalyst 4500 2550 2750 2950
MAC
MAC
Cisco Catalyst
Cisco CatOS Release 7.6 1
MAC MAC
MAC ID
MAC
AP

1 MAC

IT
MAC
AP AP

MAC 16-7

MAC
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16-7 MAC

R—b ECEFA]

Sh%d MAC 7RL R

[F2Do0DH:
DAL ivb
3
{
CAM
MAC
Cisco I0S

switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport

access vlan 10

mode access

voice vlan 20

port-security

port-security maximum 2
port-security violation restrict
port-security aging time 2
port-security aging type inactivity

e switchport port-security x/x enable

SRND

H Cisco IP
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e switchport port-security violation restrict

restrict MAC
MAC
MAC

e switchport port-security aging time 2

DHCP

MAC
2
e switchport port-security aging type inactivity
MAC
DHCP DHCP
Dynamic Host Configuration Protocol DHCP
DHCP IP
DHCP
DHCP DHCP
DHCP
IP
DHCP
DHCP
16-8 DHCP IP
Cisco IP

VLAN

DHCP

MAC

disable
MAC
CDP
DHCP
IP
DHCP

DHCP

DHCP
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16-8 DHCP
y_— =
/‘
=7 |
DHCP #& i (FO—FF v X k) R
5 DHCP # 77— (2 =%+ X})
DHCP Z3k (FO—R % v Zh) R
B DHCP Ack(a=F+ &) .
*RFC 2131 TEZEINTLV% DHCP T
1P VLAN IP
16-9
IP IP Cisco
CallManager
16-9 VLAN P
DHCP
954 Tk H—/\
Ol ="
= y N)
= 1 /
H—ERPE

DHCP #t (7 0—FF v AR x(Ra—TDH1X)

\ 4
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DHCP ER (FO—FF+XAR)x(Ra—FDH 4/ X)

148895
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A

DHCP DHCP
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DHCP DHCP
Gobbler DHCP DHCP DoS
Gobbler
MAC DHCP
MAC Gobbler DHCP
16-10 DHCP
1 MAC DHCP DHCP
DHCP MAC DHCP
16-10 DHCP DHCP

BEER 1t —

Ii]l" {ERTELLY

EE DHCP OIiL &
offer, ack. nak

DHCP

ip dhcp snooping vlan 10

—

fERETEL

Cisco I0S

, 20

no ip dhcp snooping information option

ip dhcp snooping

no ip dhcp snooping trust (Default)
ip dhcp snooping limit rate 10 (pps)

ip dhcp snooping trust

e ip dhcp snooping vlan 10, 20
DHCP

Cisco IP

a—
{ERETED = |
__

1'% DHCP DIG%E -
offer. ack. nak

148495

DHCP

VLAN
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No ip dhcp snooping information option
DHCP Option 82
Option 82 DHCP
Option 82  Cisco 10S
DHCP
ip dhcp snooping
DHCP
no ip dhcp snooping trust
DHCP
ip dhcp snooping limit rate 10
DHCP
ip dhcp snooping trust
DHCP DHCP
DHCP DHCP
DHCP
1
IP IP
DHCP
DHCP DHCP
DHCP
DHCP DHCP IP
DHCP Cisco
Catalyst DHCP
IP MAC VLAN
DHCP DHCP DHCP
DHCP DHCP
ARP DHCP Dynamic ARP
Inspection DAl DHCP
DHCP IP
DHCP
Cisco 10S
show ip dhcp snooping binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:03:47:B5:9F:AD 10.120.4.10 193185 dhcp-snooping 10
FastEthernet3/18
Cisco CatOS
ngcs-6500-1> (enable) show dhcp-snooping bindings
MacAddress IpAddress Lease (sec) VLAN Port
00-10-a4-92-bf-ad  10.10.10.21 41303 10 2/5
Cisco IP SRND
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DHCP
DHCP
DHCP
DHCP
DHCP
Cisco IP Phone DHCP
MAC IP 2
Dynamic ARP Inspection
Dynamic Address Resolution Protocol Inspection DAI
Gratuitous ARP Dynamic
ARP Gratuitous ARP LAN
Address Resolution Protocol ARP MAC
ARP IP 2
LAN ARP 1 MAC
IP
ARP MAC
ARP ARP
Microsoft Windows 2 Linux 30
Cisco IP Phone 40
ARP Gratuitous ARP Gratuitous ARP  GARP
ARP MAC
GARP LAN ARP
ARP GARP
IP Gratuitous ARP
Gratuitous ARP
2
GARP
ettercap GARP
GARP MAC
GARP
Ettercap GARP 30
ARP
Dyamic ARP Inspection DAI
ARP Gratuitous Gratuitous ARP
ARP ARP IP
DHCP DAI
ARP VLAN
Cisco IP
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DAI
Dynamic ARP Inspection DAI ARP Gratuitous ARP
DHCP
DHCP IP MAC
ARP ACL
16-11 DHCP DAl  VLAN
DAI  DHCP
DAI VLAN DHCP
DAI DHCP VLAN
ARP VLAN
VLAN
16-11 DHCP DAI ARP
S 10.1.1.1
— U MAC A
Evb/NTukdD
ARP10.1.1.11% | | ARP I=I3T% DHCP RX—E 4 HiE )
M10.1.1.2 [£ MAC CJ —BLEL Dynamic ARP Inspection
SN NE
V &=y
>N
10.1.1.3 MAGE
MAC C ARP 10.1.1.2[%
110.1.1.1 [ MAC C1
EEH o
DAI DHCP
DHCP
FTP RCP
0 Trivial File Transfer Protocol TFTP DHCP
Cisco IP Phone
DHCP
Cisco
IP Phone
DHCP
DHCP
DAI ARP 2
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ARP
IP DHCP
DHCP
IP UNIX Linux
DHCP

DHCP Dynamic ARP Inspection
Cisco 10S

ip dhcp snooping vlan 10,20 (required)

no ip dhcp snooping information option (required without option 82 dhcp server)
ip dhcp snooping (required)

ip arp inspection vlan 10,20

ip dhcp snooping database tftp://172.26.168.10/tftpboot/cisco/ngcs-dhcpdb

ip dhcp snooping trust
ip arp inspection trust
no ip arp inspection trust (default)
ip arp inspection limit rate 15 (pps)

e ip arp inspection vlan 10,20
Dynamic ARP Inspection DAl VLAN
e ip arp inspection trust

ip dhcp snooping trust ARP

DHCP
ARP

* noip arp inspection trust
VLAN

e ip arp inspection limit rate 15 (pps)
ARP 1

none

¢ ip dhcp snooping database tftp://172.26.168.10/tftpboot/cisco/ngcs-dhcpdb

DHCP TFTP
DHCP FTP
RCP 0 TFTP

* noip arp inspection trust

DAl DHCP
ARP

Cisco IP SRND
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* ip arp inspection limit rate 15 (pps)
ARP 1
ARP
1
15 pps 1 15 ARP
none
IP
ARP IP
DoS
1D
IP
ping ping
1P SYN
TCP
P IPSG DHCP
ACL ACL DHCP
IP
DHCP 1P
DAI ARP
1P DAI
16-12
16-12 IP
S 10.1.1.1
u MAC A
IP10.1.1.3 —HLAL DHCP ZAX—E T HE 2
Mac B Citfgah | |F57rvvEROYT gy%a?m ARP Inspection
— = A%
T=b52749%9 P IR F— R
10.1.1.2
MAC B
#“ExT IP10.1.1.2
Mac B TZ{Esh 5
=h5749%9 ¢
IP
hping2
Cisco IP
m. 0L-7447-03-J |



IP Cisco I0S

ip dhcp snooping vlan 4,104
no ip dhcp snooping information option
ip dhcp snooping

. DHCP Option 82 IP

ip verify source vlan dhcp-snooping

Web Cisco

e http://www.cisco.com/en/US/products/hw/switches/ps708/products_white_paper0900aecd8015f0ae.sht
ml

e http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns128/networking_solutions_white_paper09186
a008014870f.shtml

Cisco IP SRND
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H Qos

QoS

QoS Quality Of Service

QoS
Cisco
DoS
QoS
Scavenger Class
QoS
VolP
QoS

QoS 3 Web

Enterprise QoS Solution Reference Network Design SRND Guide

http://cisco.com/go/srnd
QoS
QoS
Cisco Smartports

QoS Cisco Smartports IP

Cisco IP SRND
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VLAN

VLAN
Cisco

VLAN
VLAN ACL

VLAN ACL

VLAN
ACL
VLAN ACL 2 4
VLAN ACL VLAN
VLAN ACL VLAN
VolP
VLAN

e Cisco Catalyst 3750
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225sed/scg/swacl.htm
e Cisco Catalyst 4500

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat4000/12_2_25s/conf/secure.htm

e Cisco Catalyst 6500 Cisco 10S
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/acl.htm
e Cisco 6500 Cisco CatOS

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8 5/confg_gd/acc_list.htm

Cisco 7960 IP Phone VLAN
VLAN ACL ACL
VLAN ACL Cisco CallManager Release 4.1

. 10.0.20.x

J 10.0.10.x

J 10.0.30.%

J 10.0.10.2 10.0.10.3

e DNS IP 10.0.40.3

N
0os
VolP
Cisco IP SRND
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N VLAN

20 permit udp host 10.0.10.2 eg 1985 any

30 permit udp host 10.0.10.3 eqg 1985 any

Ipermit HSRP from the routers

40 permit udp any any eq bootpc

50 permit udp any any eq bootps

!permit DHCP activity

60 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg tftp

70 permit udp 10.0.20.0 0.0.0.255 range 1024 5000 10.0.10.0 0.0.0.255 range 49152 65535
80 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 range 1024 5000
lpermit the tftp traffic from the tftp server and phone

90 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 host 10.0.40.3 eqg domain

100 permit udp host 172.19.244.2 eq domain 10.0.10.0 0.0.0.255 range 49152 65535

Ipermit DNS to and from the phone

110 permit tcp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg 2000

120 permit tcp 10.0.20.0 0.0.0.255 eqg 2000 10.0.10.0 0.0.0.255 range 49152 65535

Ipermit signaling to and from the phone.

130 permit udp 10.0.10.0 0.0.0.255 range 16384 32767 10.0.10.0 0.0.0.255 range 16384 32767
140 permit udp 10.0.0.0 0.0.255.255 range 16384 32767 10.0.10.0 0.0.0.255 range 16384 32767
150 permit udp 10.0.10.0 0.0.0.255 range 16384 32767 10.0.0.0 0.0.255.255 range 16384 43767
'permit all phones to send udp to each other

160 permit tcp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg www

170 permit tcp 10.0.20.0 0.255 eq www 10.0.10.0 0.0.0.255 range 49152 65535

180 permit tcp 10.0.20.0 0.255 range 49152 65535 10.0.10.0 0.0.0.255 eqg www

190 permit tcp 10.0.10.0 0.0.0.255 eg www 10.0.20.0 0.0.0.255 range 49152 65535

Ipermit web access to and from the phone

200 permit ICMP any any

lallow all icmp - phone to phone, gateway to phone, and NMS to phone

220 permit udp 10.0.30.0 0.0.0.255 rang 16384 327676 10.0.10.0 0.0.0.255 rang 16384 32767
Ipermit udp to the gateways in the network for pstn access

0.0.
0.0.

ACL IP
ACL

VLAN ACL

e Cisco Catalyst 3750

http://www.cisco.com/en/US/products/hw/switches/ps5023/products_configuration_guide_book09186a0
080464bhdc.html

e Cisco Catalyst 4500

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_configuration_guide_book09186a0
08011c8a5.html

e Cisco Catalyst 6500 Cisco CatOS
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_5/confg_gd/

e Cisco Catalyst 6500 Cisco 10S
http://www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_guide_book09186a00
801609ea.html

ACL VLAN VLAN
VLAN
VLAN ACL

VLAN ACL

Cisco IP SRND
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VLAN ACL ACL
3

VLAN ACL

ACL
VLAN
3ACL 3ACL
1
16-13 3 ACL
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Configuring Commonly Used IP ACLs

ACL
VLAN
2

6-13

http://cisco.com/en/US/partner/tech/tk648/tk361/technologies_configuration_example09186a008010054

8.shtml
VolP
IP
IP

U 10.0.20.*
e \olP 10.0.10.*
] 10.0.30.x

Cisco IP

3ACL Voice VLAN IP
Cisco CallManager
IP ACL
3ACL 2 VLAN ACL
192.168.5 %

[ oL-7447-03-J
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10 deny ip 192.168.0.0 0.0.255.255 10.0.10.0 0.0.0.255

!deny all non voice devices
20 deny 192.168.0.0 0.0.255
!deny all non voice devices
30 deny 192.168.0.0 0.0.255
!deny all non voice devices

to the voip servers

.255 10.0.30.0 0.0.0.255

to the voip gateways

.255 10.0.20.0 0.0.0.255

to communicate with the phones ip addresses

3 ACL 3

ACL

Attendant Console
ACL

Web
Voice VLAN

SRND

H Cisco IP

OL-7447-03-J |
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VolP

VolP

Telnet
Secure Shell SSH Telnet

Cisco.com Web

Cisco.com

e Best Practices for Cisco Switches

http://cisco.com/en/US/partner/products/hw/switches/ps663/products_tech_note09186a0080094713.sht
ml

e SAFE A Security Blueprint for Enterprise Networks

http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns128/networking_solutions_white_paper09186
a008009c8h6.shtml

PBX IP
VolP VolP PBX

Web

e http://www.cisco.com/go/safe/

e http://www.cisco.com/web/about/ac123/igmagazine/archives/q2_2005/addressing_network_security.ht
ml

[ oL-7447-03-J
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H Cisco IP

VolP
VolP
RTP 1
VolP
VolP
Cisco
CallManager
ACL
Cisco
CallManager
IPSec
2 ACL IPSec
QoS Voice VLAN
QoS
16-14
16-14 IPSec ACL QoS
ACL
a7 ®_| :51
o o
S RMEa—vay | |
77ER -’ -’ -’
-/ -/ -/ -//
m = & § .
— — — .
SRTP
Secure RTP SRTP
SRTP Web
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_access/index.htm
SRND
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||
IPSec Web Site-to-Site IPSec VPN Solution
Reference Network Design SRND
http://www.cisco.com/go/srnd
Cisco
CallManager
RTP ACL
RTP
2
CPU
DoS 16-15
16-15
L &l i
T T
— LTy :
—-———AT47 =
2
RTP
RTP QoS Cisco
CallManager
Cisco
CallManager
16-15 RTP
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H Cisco IP

ACL
Cisco CallManager 2
RTP
DoS
Cisco Intrusion Detection System I1DS
P.16-33
RTP
CPU
Cisco Adaptive Security Appliance ASA Cisco
Private Internet Exchange PIX 3 Cisco Firewall Services
Modules FWSM 3
ASA
PIX 3 FWSM 3
RTP 3
SRND
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VolP
VoIP RTP
VolP
CPU 60% CPU
VolP
CPU
Cisco CallManager
CPU
CPU
/
Cisco
RTP
Cisco IP

VolP
VolP
VolP

Cisco CallManager

RTP

RTP
RTP

FWSM ASA
60%
CPU

VolP

60%

PIX

60%

Cisco CallManager

60%

CPU

VolP
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Cisco

FWSM
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ASA PIX FWSM
16-16

16-16
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] Cisco IP

.
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PRI —2 g
(RESNTLNVD)
Cisco Adaptive Security Appliance ASA Cisco Private Internet Exchange PIX Cisco Firewall
Cisco Firewall Services Modules FWSM ASA PIX
ACL
16-17 ASA
ASA ASA
ASA/PIX ACL
DENY FWSM
16-18
16-17 Cisco ASA PIX
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16-18 Cisco FWSM

=OHIEEEDEL
AB—TI(R

=LEBEEOSL
AR—TTA(R
(ACL &)

VolP

Application Layer Gateway ALG

HTTP
HTTP
VolP
Cisco Unity
IPCC Enterprise IPCC Express
ACL
3.0 Cisco FWSM SCCP
Cisco CallManager VolIP
FWSM
2.X FWSM
ALG ACL
FWSM
ACL
Web

http://www.cisco.com/univercd/cc/td/doc/product/ipcvoice.htm

Cisco IP

148900

HTTP

ALG
Attendant Console

SCCP
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ASA PIX
ASA PIX
1 IP
Open Shortest Path First
OSPF Routing Information Protocol RIP
Web Cisco Security Appliance Command Line

Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/multisec/asa_sw/v_70/config/index.htm

ASA PIX QoS NAT VPN
P.16-36 ASA PIX
16-16
ASA PIX
IP ASA PIX
IP IP
ASA PIX
IP
IP ASA PIX
RSVP
ACL
ACL
ASA PIX
ASA PIX 2 Bump In The Wire
IP
2 3
Address Resolution Protocol
ARP

Cisco IP SRND
m. OL-7447-03-J |
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||
inspect
NAT
ACL
Cisco Discovery Protocol CDP
ACL
IP
QoS ACL
VPN
ASA PIX RSVP
ACL ACL

Web Cisco Security

Appliance Command Line Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/multisec/asa_sw/v_70/config/index.htm

Cisco IP SRND
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ASA PIX

ASA PIX Release 7.04
inspect

!
!
object-group service remote-access tcp
description remote access
'Windows terminal
port-object range 3389 3389
I'VNC
port-object range 5800 5800
I'VNC
port-object range 5900 5900
port-object range 8080 8080
port-object eqg ssh
!'SSH
port-object eq ftp-data
IFTP data transport
port-object eqg www
IHTTP Access
port-object eq ftp
IFTP
port-object eqg https
'HTTPS Access
object-group service voice-protocols-tcp tcp
description TCP voice protocols
CTI/QBE
port-object range 2428 2428
ISIP communication
port-object eq ctigbe
ISCCP
port-object range 2000 2000
!Secure SCCP
port-object range 2443 2443
object-group service voice-protocols-udp udp
I'TFTP
port-object eq tftp
IMGCP Signaling
port-object range 2427 2427
!DNS
port-object eqg domain
IRAS
port-object range 1719 1719
ISTIP

!Object Group applied for remote-access

access-list OUTSIDE extended permit tcp any any object-group remote-access
!Object Group applied for voice-protocols-tcp

access-list OUTSIDE extended permit tcp any any object-group voice-protocols-tcp
!Object Group applied for voice-protocols-udp

access-list OUTSIDE extended permit udp any any object-group voice-protocols-udp
! Object Group applied for remote-access

access-list inside_access_in extended permit tcp any any object-group remote-access
! Object Group applied for voice-protocols-tcp

access-list inside_access_in extended permit tcp any any object-group
voice-protocols-tcp

! Object Group applied for voice-protocols-udp

access-list inside_access_in extended permit udp any any object-group
voice-protocols-udp

!Failover config

ip address 172.19.245.3 255.255.255.248 standby 172.19.245.4
failover

Cisco IP SRND
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failover lan unit primary
failover lan interface failover GigabitEthernet0/3
failover polltime unit 1 holdtime 3
Lowest and fastest setting for failover
failover polltime interface 3
failover link failover_state GigabitEthernet0/2
failover interface ip failover 192.168.1.1 255.255.255.0 standby 192.168.1.2
failover interface ip failover_state 192.168.0.1 255.255.255.0 standby 192.168.0.2
!
!Default inspection with inspects enabled
class-map inspection_default
match default-inspection-traffic
!
!
policy-map global_policy
class inspection_default
inspect h323 h225
inspect h323 ras
inspect skinny
inspect sip
inspect tftp
inspect mgcp
FWSM
NAT OSPF RIP
256
1,000
FWSM
IP
FWSM Bump In The Wire
FWSM
VLAN
NAT
ACL
EtherType ACL IP
2
Cisco IP

[ oL-7447-03-J
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EtherType ACL

ARP MAC MAC

Bridge
Port Data Unit BPDU BPDU
FWSM NAT
RPF
FWSM NATO

Cisco IP SRND
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FWSM

FWSM ReleaseRelease 2.3.x

inspect

fixup protocol h323 H225 1720
!Enable fixup h3232 h225

fixup protocol h323 ras 1718-1719
!Enable fixup h323 RAS

fixup protocol mgcp 2427
!Enable fixup mgcp

fixup protocol skinny 2000
!Enable fixup

fixup protocol tftp 69
!Enable fixup

object-group service VoiceProtocols tcp
description CCM Voice protocols
port-object eqg ctigbe
port-object eqg 2000
port-object eqg 3224
port-object eqg 2443
port-object eqg 2428
port-object eqg h323
!Defining the ports for TCP voice

object-group service VoiceProtocolsUDP udp
description UDP based Voice Protocols
port-object range 2427 2427
port-object range 1719 1719
port-object eq tftp

!Defining the ports for UDP voice

object-group service RemoteAccess tcp

description
port-object
port-object
port-object
port-object

Remote Acces
range 3389 3389
range 5800 5809
eq ssh

range 5900 5900

port-object eqg www
port-object eqg https
!Defining remote access TCP ports

access-1list inside_natO_outbound extended permit ip any any
1

access-list phones_access_in extended permit tcp any any object-group RemoteAccess log
notifications interval 2

access-list phones_access_in extended permit tcp any any object-group VoiceProtocols
log notifications interval 2

access-list phones_access_in extended permit udp any any object-group
VoiceProtocolsUDP log notifications interval 2

access-list phones_access_in extended deny ip any any log notifications interval 2
access-list outside_access_in extended permit tcp any any object-group VoiceProtocols
log notifications interval 2

access-list outside_access_in extended permit tcp any any object-group RemoteAccess
log notifications interval 2

access-list outside_access_in extended permit udp any any object-group
VoiceProtocolsUDP log notifications interval 2

!Access lists applying the object groups defined above for inside and outside

SRND

Cisco IP
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interfaces

access-list outside_access_in extended deny ip any any log notifications interval 2
access-1list inside_access_in extended deny ip any any
!Deny all other traffic

access-list phones_nat0O_outbound extended permit ip any any
1

failover

failover lan unit primary

failover lan interface flan vlan 4050

failover polltime unit 1 holdtime 5

failover polltime interface 15

!Failover config - 15 seconds

failover interface-policy 50%

failover link flin vlan 4051

failover interface ip flan 1.1.1.1 255.255.255.252 standby
failover interface ip flin 1.1.1.5 255.255.255.252 standby
nat (inside) 0 access-list inside_nat0_outbound_vV1
access-group outside_access_in in interface outside
access-group inside_access_in in interface inside

.1.1.2
.1.1.6

Cisco IP SRND
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||
VolP
Cisco VolP 1P
WAN
Cisco VolP

Web

Data Center Networking:Server Farm Security SRND Server Farm Security in the
Business Ready Data Center Architecture
http://www.cisco.com/go/srnd
Cisco CallManager Web

Cisco CallManager Security Guide

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/english/ipp7960/sec_vir/sec413/index
.htm

Cisco CallManager

Cisco CallManager Cisco Security Agent

Cisco Security Agent VolIP VolIP
Cisco Security Agent

Cisco Security Agent
Cisco CallManager

Cisco Security Agent
Cisco CallManager Cisco Security Agent Web

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/index.htm

Cisco IP SRND
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Cisco Security Agent

Cisco Security Agent
VolP VolP
Cisco
Security Agent

Cisco Security Agent

Cisco Security Agent

Cisco Security Agent
Cisco Security Agent

Cisco Security Agent

Cisco Security Agent
Cisco Security Agent

Cisco Security Agent

Cisco Security Agent

Cisco Security Agent
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IP VolP
Cisco CallManager Cisco Security Agent
Cisco Security Agent
Cisco CallManager Web
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/index.htm
Cisco
CallManager VolP
Cisco CallManager VolP
VolP
Web
VolP
VolP
VolP
VolP IT
0s
0s
Cisco CallManager 0S Cisco CallManager
C:\Utils\SecurityTemplates
0s 0s

Web

http://www.cisco.com/kobayashi/sw-center/sw-voice.shtml

Cisco IP SRND
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Cisco.com

VolP

PBX

Cisco CallManager
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1
PC
PC P.16-5
PC
IP
P.16-9
IP
IP
IP P.16-4 IP
Cisco CallManager
MAC
MAC MAC
MAC
MAC
MAC
MAC
MAC
P.16-12
VLAN Cisco Discovery Protocol CDP
E911 CDP
DHCP DHCP
P.16-15 DHCP DHCP
DHCP VLAN  Dynamic ARP
Inspection 2 1
P.16-19 Dynamic ARP Inspection
DHCP IP
P.16-22 IP MAC IP
IP
IP VLAN ACL
P.16-25 VLAN
2 3
ACL pP.16-27
Cisco 7960 IP Phone
Music on Hold HTTP

Cisco IP
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IP
. IP 10.0.40.5
e Cisco CallManager 10.0.20.%
e DNS IP 10.0.30.2
e HSRP IP 10.0.10.2 10.0.10.3
¢ IP 10.0.%.%

10 permit icmp any any
! Allow all icmp - phone to phone, gateway to phone and NMS to phone

20 permit udp host 10.0.10.2 eqg 1985 any
'Allow HSRP information in, do not allow out

30 permit udp host 10.0.10.3 eqg 1985 any
! Allow in from HSRP neighbor

40 permit udp host 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 eq tftp
! Using ip host from ephemeral port range from phone to the TFPT server port 69
(start of tftp)

50 permit udp 10.0.20.0 0.0.0.255 range 1024 5000 host 10.0.40.5 range 49152 65535
!Using IP subnet from TFTP server with ephemeral port range to ip host and ephemeral
port range for phone

60 permit udp host 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 range 1024 5000
! Using host from phone to TFTP server with ephemeral port range to ip range and
ephemeral port range for TFTP (continue the TFTP conversation)

70 permit udp host 10.0.40.5 range 49152 65535 host 10.0.30.2 eq domain
! Using IP host and ephemeral port range from phone to DNS server host

80 permit udp host 10.0.30.2 eq domain host 10.0.40.5 range 49152 65535
! Using IP from DNS server to phone host ip and ephemeral port range

90 permit tcp 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 eqg 2000
! Using IP host and ephemeral port range from phone to CCM cluster for SCCP

100 permit tcp 10.0.20.0 0.0.0.255 eqg 2000 host 10.0.40.5 range 49152 65535
! Using IP range and SCCP port to phone IP host and ephemeral port range

110 permit udp 10.0.0.0 0.0.255.255 range 16384 32767 host 10.0.40.5 range 16384 32767
! Using IP range and ephemeral port range from all phones or gateways outside a vlan
to the IP host to phone

120 permit udp host 10.0.40.5 range 16384 32767 10.0.0.0 0.0.255.255 range 16384 43767
! Using IP host and ephemeral port range from vlan to all other phones or gateways

130 permit udp host 172.19.244.3 range 1024 5000 host 10.0.40.5 eqg snmp
!From IP host of NMS server and ephemeral port range (Different for Windows vs Sun) to
IP host of phones and SNMP port (161)

140 permit udp host 10.0.40.5 eqg snmp host 172.19.244.3 range 1024 5000

! From IP host of phone with SNMP port (161) to IP host of NMS server and ephemeral
port range

SRND
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QoS

G.729 QoS
P.16-24 QoS QoS
Cs1 Scavenger Class

CAT2970 (config) #mls gos map policed-dscp 0 24 46 to 8

! Excess traffic marked 0 or CS3 or EF will be remarked to CS1

CAT2970 (config) #

CAT2970 (config) #class-map match-all LOBBY-VOICE

CAT2970 (config-cmap) # match access-group name LOBBY-VOICE

CAT2970 (config-cmap) #class-map match-all LOBBY-SIGNALING

CAT2970 (config-cmap) # match access-group name LOBBY-SIGNALING

CAT2970 (config-cmap) #exit

CAT2970 (config) #

CAT2970 (config) #policy-map LOBBY-PHONE

CAT2970 (config-pmap) #class LOBBY-VOICE

CAT2970 (config-pmap-c)# set ip dscp 46 !Lobby phone VoIP is marked to DSCP EF
CAT2970 (config-pmap-c)# police 48000 8000 exceed-action policed-dscp-transmit
! Out-of-profile Lobby voice traffic (g.729) is marked down to Scavenger (CS1)
CAT2970 (config-pmap-c) #class LOBBY-SIGNALING

CAT2970 (config-pmap-c)# set ip dscp 24 !Signaling is marked to DSCP CS3
CAT2970 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
! Out-of-profile Signaling traffic is marked down to Scavenger (CS1)

CAT2970 (config-pmap-c) #class class-default

CAT2970 (config-pmap-c)# set ip dscp 0

CAT2970 (config-pmap-c)# police 56000 8000 exceed-action policed-dscp-transmit
! Out-of-profile data traffic is marked down to Scavenger (CS1)

CAT2970 (config-pmap-c)# exit

CAT2970 (config-pmap) #exit

CAT2970 (config) #

CAT2970 (config) #interface GigabitEthernet0/1

CAT2970 (config-if)# service-policy input LOBBY-PHONE !Applies policy to int
CAT2970 (config-if) #fexit

CAT2970 (config) #

CAT2970 (config) #ip access list extended LOBBY-VOICE

CAT2970 (config-ext-nacl)# permit udp any any range 16384 32767 !VoIP ports
CAT2970 (config-ext-nacl) #

CAT2970 (config-ext-nacl) #ip access list extended LOBBY-SIGNALING

CAT2970 (config-ext-nacl)# permit tcp any any range 2000 2002 !SCCP ports
CAT2970 (config-ext-nacl) #end

CAT2970#

Cisco IP SRND
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Cisco CallManager
1 16-19 Cisco CallManager

CPU 60%
RTP
P.16-31
Cisco CallManager TCP
ACL IP
ACL RTP
P.16-4 IP
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Cisco IP
QoS Cisco IP
. P.17-2
e Cisco IP Phone P.17-6
. P.17-11
. Cisco IP Phone
P.17-16

Cisco IP Conference Station P.17-21
P.17-21 QoS QoS P.17-34

Web Cisco IP Video
Telephony Solution Reference Network Design SRND

http://www.cisco.com/go/srnd
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24-FXS
Cisco Communication Media Module CMM Catalyst 6500 24-FXS
Cisco VG224 Cisco VG248 Cisco Analog Telephone Adaptor ATA 186
188 FAX TDD/TTY
VolP
IP
Cisco [FAX NM-1V
NM-2V IFAX NM-HDA-4FXS Cisco IP
Communication IFAX NM-HD-1V NM-HD-2V NM-HD-2VE NM-HDV?2
NM-HDV2-1T1/E1 NM-HDV2-2T1/E1 Cisco
PBX FAX
Cisco Cisco
IP
/FAX
[FAX NM-1V NM-2V
[FAX VIC 1 2
[FAX 2 FXS VIC VIC-2FXS 2 FXO VIC
VIC-2FXO VIC-2FXO-M1 VIC-2FO-M2 VIC-2FXO-M3 VIC-2FXO-EU 2
VIC VIC-2DID 2 E&M VIC VIC-2E/M 2 CAME Centralized
Automated Message Accounting VIC VIC-2CAMA 2 BRI VIC VIC-2BRI-S/T-TE
VIC-2BRI-NT/TE NM-1V NM-2V 2 4
FXS
/FAX
[FAX NM-HDA-4FXS 4 FXS
2 EM-HDA-8FXS EM-HDA-4FXO
12 4 FXS + 8 FXO 16
12 FXS + 4 FXO 2 8 FXS EM
NM-HDA DSP DSP-HDA-16
Cisco IP Communications [FAX
Cisco IP Communications [FAX NM-HD-1V NM-HD-2V
NM-HD-2VE NM-HDV2 NM-HDV2-1T1/E1 NM-HDV2-2T1/E1 NM-HD-1V
NM-HD-2V 1 2 VIC NM-HD-2VE 2 VIC
2 /WAN VWIC 1 VicC 1 VWIC
NM-HD-1V NM-HD-2V NM-HD-2VE 4 8
8 FXS NM-HDV2 NM-HDV2-1T1/E1l NM-HDV2-2T1/E1
4 FXS BRI WAN

Cisco IP SRND
m. OL-7447-03-J |
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||
3
NM-HDV2-1T1/E1 1 T1/E1
NM-HDV2-2T1/E1 2 T1/E1
/FAX 2 4 FXS VIC VIC2-2FXS
VIC-4FXS/DID 2 FXOVIC VIC2-2FXO VIC2-4FXO 2
VIC VIC-2DID 2 E&M VIC VIC2-2E/M BRI VIC
VIC2-2BRI-NT/TE /WAN WAN

1 2 RJ-48 Multiflex Trunk MFT T1 VWIC VWIC-1IMFT-T1
VWIC-2MFT-T1 VWIC-2MFT-T1-DI 2 RJ-4
VWIC-2MFT-E1-D1 WAN 1 2 RJ-48 G703 VWIC
VWIC-1MFT-G703 VWIC-2MFT-G703
Cisco 10S
Cisco Cisco
2600XM Cisco 2691 Cisco 3640 3660 Cisco 3725 3745 17-1
Cisco 10S
171 Cisco I0S
Cisco I0S
NM-HD- |[NM-HDV2 NM-HDV2
NM-1V |NM-HDA |1V -2V |-1T1/E1 NM-HD-1V -1T1/E1
-2V -4FXS  |-2VE -2T1/E1 NM-1V -2V |NM-HDA-4FXS -2V -2VE -2T1/E1
Cisco2600XM |1 1 1 1 12.2(8)T 12.2(8)T 12.2(15)Z3 12.3(0)T
Plus 12.310)T
Cisco 2691 1 1 1 1 12.2(8)T 12.2(8)T 12.2(15)Z3 12.3(0)T
Plus 12.310)T
Cisco 3640 3 3 3 11.3(1)T 12.2(2)XT 12.2(15)Z3
12.0()T 12.2(8)T Plus
Cisco 3660 6 6 6 11.3(1)T 12.2(2)XT 12.2(15)Z3
12.0()T 12.2(8)T Plus
Cisco 3725 2 2 2 2 12.2(8)T 12.2(8)T 12.2(15)Z3 12.3(0)T
Plus 12.3(10)T
Cisco 3745 4 4 4 4 12.2(8)T 12.2(8)T 12.2(15)Z3 12.3(0)T
Plus 12.310)T
Cisco IP SRND
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Cisco CMM

Cisco CMM Cisco 7600

El

Catalyst 6000 Tl

72 EXS
IP Phone

Cisco CMM 72

CMM  MGCP H.323 480

Survivable Remote Site Telephony SRST

Cisco CMM
WS-SVC-CMM-24FXS 6
6 El

T1

WS-SVC-CMM-ACT

17-2 CMM

24

FXS

WS-SVC-CMM-6T1

WS-SVC-CMM-6E1

17-2

/

WS-SVC-CMM-
24FXS

WS-SVC-CMM
-6T1

WS-SVC-CMM
-6E1

WS-SVC-CMM
-ACT

Cisco 10S 12.2(13)ZP

12.2(2)YK

12.2(2)YK

12.2(13)ZP

Catos 8.1(1)

7.3(1)

7.3(1)

8.1(1)

Native 10S 12.1(15)E

12.1(14)E

12.1(14)E

12.1(13)E

CMM 3

3

3

4

WS-X6624-FXS
Cisco WS-X6624-FXS

MGCP

Cisco VG224

Cisco VG224
Cisco I0S
Cisco VG224

24
MGCP
H.323
H.323 SIP
Cisco CallManager Release 3.3 3 SR2
IP
24

Cisco VG248

Cisco VG248
SCCP Skinny Client Control Protocol

Cisco VG248
SRST
VG248

Release 1.2  SRST

SRST

MGCP
Cisco CallManager Express

Cisco VG248

1P

SRST

SRND

24

Cisco 10S Release 12.3.4-XD
Cisco CallManager

Cisco VG224

48

VG248

IP

Cisco VG248

SRST

Cisco VG224
Cisco VG224

Cisco VG248

H Cisco IP
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Cisco ATA 186 188
Cisco Analog Telephone Adaptor ATA 186 188 IP 2
Cisco ATA 186 188
10 Base-T 1
PC 2 10/100 Base-T
Cisco ATA 186 188
Music on Hold MoH
Cisco ATA 186 188
e Cisco ATA Web
e Cisco ATA
e TFTP
SCCP ATA SCCP IP Phone Cisco ATA 186 188
Cisco CallManager H.323 H.323 H.323
Cisco ATA H.323
ATA H.323
Cisco ATA 186 188 SIP
SIP Cisco ATA 186 188 SIP
UAC
UAS Cisco ATA 186 188
IP H.323 Cisco
ATA 186 188 Differentiated Services
Code Point DSCP EF ATA
ToS
0x000000B8 Cisco ATA Release 3.1
Cisco IP
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H Cisco IP Phone
Cisco IP Phone

Cisco IP Phone IP Phone

Cisco IP Phone
Cisco IP Phone
Cisco IP Phone Cisco IP

Phone 7902G 7905G 7910G 7910G+SW 7912G
Cisco IP Phone 7902G

Cisco IP Phone 7902G 1 10 Base-T

Cisco IP Phone 7902G LCD

Cisco IP Phone 7905G

Cisco IP Phone 7905G 1 10 Base-T

Cisco IP

Phone 7905G C P.17-8 C
Cisco IP Phone 7910G 7910G+SW

Cisco IP Phone 7910G

Cisco IP Phone 7910G 6
6
7910G 1
Cisco IP Phone 7910G ~ 7910G+SW 10 Base-T 1

10/100 Base-T

Cisco IP Phone 7912G
Cisco IP Phone 7912G

2

2 10/100 Base-T
Cisco IP Phone 7912G

C P.17-8 C
Cisco IP Phone
Cisco IP Phone
Cisco IP Phone
Cisco IP Phone 7940G 7960G Cisco IP Phone 7940G 2
Cisco IP Phone 7960G 6
C Cisco VT
Advantage
Cisco IP SRND
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Cisco IP Phone M
Cisco IP Phone 7940G 7960G
IP Phone
IP Phone
2
Built-In-Bridge On Default Off
Default "Built In Bridge
- Enable”
Built-In-Bridge On
IP Phone Off
17-1 A B C 3 IP Phone
B C 1
Built-In-Bridge B
Built-In-Bridge On
17-1
BEE A
/—
IP
— Vr,‘ @
Cisco CallManager 7524 RNO
3 ’ : "‘.0 =
! Prme N w o B B
| | g? M=
0% ; L L) Z1P/]
! R e -l L
; N G A -*'1
; awgl . (3)
””””””””””” % Build-in-bridge
~ o
E'N -
- Y g b o
~ . 1P 8
B C -
17-1
1. A B
2. C Cisco CallManager
3. Cisco CallManager A C
4. B A Cc
C Cisco CallManager C
B
A B
Cisco CallManager 3
A C
B  EndCall A
C RTP 400 ms
Cisco IP SRND
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Ml Cisco IP Phone
o G.711 WAN c
Cc
C C
C
Cc
MRGL C
IPPhone C
Off
17-2 A B C 3 IP Phone IPPhoneB C 1
C
172 C
Cisco CallManager
ISRE
17-2
1. A B
2. C Cisco CallManager C
3. Cisco CallManager A B
4. Cisco CallManager 3 IP Phone
Cisco CallManager
Cisco CallManager IP Phone
IP Phone
Cisco IP SRND
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Cisco IP Phone W

5. 3 IP Phone
IP Phone
Cisco CallManager 3
Cisco CallManager
2
EndCall 2 RTP
400 ms
A
A B
C A B
C C A
B C
Cisco 7940G 7960G IP Phone
TLS IP Phone Certificate
Authority Proxy Function CAPF CAPF Cisco CallManager
CA
ID
Cisco 7940G 7960G IP Phone 2
TLS LSC
IP Phone  TCP 2443  Cisco CallManager IP
Phone TLS
Cisco CallManager Cisco 7940G 7960G IP Phone TCP 2443
SRST TLS
Cisco 7940G 7960G IP Phone
Cisco CallManager
Cisco CallManager
Cisco 7940G
7960G IP Phone
Cisco 7940G 7960G IP Phone Cisco CallManager
2
IP Phone
IP Phone
C 3
Cisco 7940G 7960G IP Phone
3
2
1 IP Phone
RTP
Cisco IP SRND
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H Cisco IP Phone
Cisco IP Phone
Cisco IP Phone Cisco IP Phone 7970G
Cisco IP Phone 7970G
Cisco IP Phone
Cisco IP Phone 7970G 8
TERM70.5-0-1-4DEV Cisco IP Phone 7970G
C Cisco IP Phone 7970G
Cisco VT Advantage Cisco IP Phone
7970G Cisco Power-over-Ethernet PoE IEEE 802.3af PoE
Cisco IP Phone Cisco IP Phone 7970G
802.3af PoE CP-PWR-CUBE2
Cisco IP Phone 7970G Manufacturing Installed Certificate MIC;
Cisco IP Phone 7970G 2
MIC TLS TCP 2443
Cisco CallManager TLS
Cisco CallManager
Cisco IP Phone 7970G TCP 2443 SRST TLS
Cisco IP Phone 7970G
Cisco 7940G
7960G Cisco 7970G IP Phone
Cisco IP Phone 7970G Cisco CallManager
2
Cisco IP Phone 7970G
IP Phone
C 3
Cisco 7970G IP Phone 3
2
1 IP Phone
RTP
Cisco IP SRND
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Cisco IP SoftPhone
PC

Cisco IP Communicator

Cisco CallManager

Cisco IP SoftPhone

CiscoCallManager

e Cisco IP SoftPhone
o pP.17-12

o P.17-13
Cisco IP SoftPhone Release 1.3

Web
(1.3)

Cisco IP SoftPhone

P.17-12

Cisco IP SoftPhone
Cisco IP Softphone Administrator Guide

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/english/softphon/index.htm

17-3 Cisco IP SoftPhone
IP Phone
IP Phone CTI
17-3 Cisco IP SoftPhone
/™ 5558100
E=FA¥IL

IP-WAN/2A R

_____________________

.’/ LDAP 1—# FOT7/LE&%E
A H—R/—T & D i
IP Phone (x8110) !

-’

IP Phone
i (M#5:8110)
| sccp | EEa-n M
’ > R—k '/
//’ \\\ x8110 7]'70:/39 1:
Y N Y—K—F41
/ CTI CTIQBE ﬂﬁﬂ‘
«| CTI o 2
manager [~ 7| HR—p 4T3 2
x8110 RAVRF7OY SoftPhone
SoftPhone  ([N4&:8110)
Cisco IP

IP Phone
Cisco IP SoftPhone
Cisco IP SoftPhone

CTI

Cisco IP SoftPhone

OoEE000n

L

=

= e e

[ T
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Cisco IP SoftPhone CTI DN
17-3 CTI
x8110

Cisco IP SoftPhone

Cisco CallManager CTI
Cisco IP SoftPhone CTI
e Cisco Media Convergence Server MCS 7825 7835 1 800
Cisco IP SoftPhone MCS 7825s 7835s 1 3,200
Cisco IP SoftPhone
e MCS 7845 1 2,500 Cisco IP SoftPhone MCS 7845s 1
10,000 Cisco IP SoftPhone
Cisco IP SoftPhone
. Cisco IP SoftPhone 1
. Cisco IP SoftPhone 6 Busy Hour Call Attempt BHCA
e CTI CTI Cisco CallManager
Cisco IP SoftPhone G.711 G.729% G.729%
Cisco IP SoftPhone  WAN
Cisco CallManager  G.723 Cisco IP Softphone
2 G.711 TAPI Service Provider TSP
G.729
17-4 3

Cisco IP SRND
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Cisco IP SoftPhone Cisco CallManager
Cisco CallManager
IP

Cisco IP SoftPhone

IP Phone

Cisco IP SoftPhone

Cisco IP SoftPhone Cisco CallManager

Cisco CallManager

Cisco IP

G.729

Cisco CallManager

P.17-19
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Cisco IP Communicator

Cisco IP Communicator  Cisco IP SoftPhone
Cisco IP Communicator SCCP

PC Cisco IP Phone 7970G
Cisco CallManager Cisco IP Communicator
e |P Communicator P.17-14
o pP.17-14
o P.17-15
IP Communicator
Cisco IP Communicator  SCCP IP
IP Phone Cisco IP Communicator
2 IP
Cisco IP Communicator G.711 G.729a
Cisco IP Communicator G.729a
WAN Cisco IP Communicator
Cisco IP Communicator G.711
Audio Optimize for Low Bandwidth
17-5 Cisco IP Communicator

G.729

17-5 Cisco IP Communicator
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IP Phone
Cisco IP Communicator Cisco CallManager
Cisco CallManager

2 IP

Cisco IP SoftPhone Cisco CallManager
Cisco IP Communicator Cisco CallManager

P.17-19

Cisco CallManager

Cisco IP SRND
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Cisco

Cisco IP Phone 7920

Cisco IP Communicator
Cisco CallManager
IP Phone 7920 Design and Deployment Guide

http://www.cisco.com/go/srnd

Cisco IP Phone 7920

AP

RF

Network Config > Site Survey

AP LAN WLAN

P.3-43 LAN

802.1b LAN

Skinny Client Control Protocol SCCP
Web Cisco Wireless
RF
IP Phone 7920  Site Survey Menu >

PC  Cisco Aironet NIC

Aironet Client Utility Site Survey

7920
Cisco IP Phone 7920
AP
e Cisco LEAP

Cisco IP Phone

H Cisco IP

Cisco IP Phone 7920 AP
Cisco IP Phone 7920 AP
Cisco Secure
Access Control Server ACS LEAP Radius
. Wired Equivalent Privacy WEP
Cisco IP Phone 7920 AP 10 40 26
128 AP
e Open
Cisco IP Phone 7920 AP
AP
SRND
OL-7447-03-J |
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AP 7 G.711 8 G.729
AP 11 Mbps AP
Erlang AP
Cisco 7920G IP Phone
31 G.711  G.729 1 AP 21
24 Cisco 7920G IP Phone Cisco
7920G IP Phone AP AP
VLAN 2 AP AP
1 VLAN 30 AP
2
Cisco 7920G IP Phone 500 AP 15 17
Cisco 7920G IP Phone
VAD
20 ms VAD
RTP VAD
Cisco CallManager
Cisco CallManager Cisco IP Phone 7920 VAD
VAD  Cisco CallManager
VAD disabled
20 ms 50 / pps
20 ms
30 40 ms AP
1
p.3-31
Cisco IP Phone 7920 USB PC
7920
DHCP IP
TFTP DNS
Cisco IP Phone 7920 Menu > Network Config > Current Config

Voice VLAN  Service Set Identifier SSID
WEP LEAP Cisco
IP Phone 7920 Menu > Network Config > 802.11b Configuration

Cisco IP SRND
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H Cisco IP

Cisco IP Phone 7920 2 VLAN
2
e Cisco IP Phone 7920 AP
e Cisco IP Phone 7920 AP
AP AP
¢ Cisco IP Phone 7920 AP
AP AP
1
AP
¢ Cisco IP Phone 7920 SSID AP
2 AP IP Phone
AP
e Relative Signal Strength Indicator RSSI
IP Phone RF AP
RSSI / AP
e QoS Basis Service Set  QBSS
AP
AP  VolIP QBSsS
AP
e RSSI
AP RSSI AP RSSI IP
Phone 15
e QBSS
AP QBSS QBSsS IP
Phone 15
IP Phone AP
1. QBSsS AP AP QBSS
AP 1
2. QBSS AP AP
QBSS AP RSSI
AP AP 1
IP Phone 2
AP WEP 2 100 ms
LEAP Cisco Secure ACS 2
200 400 ms 2
LEAP 150 ms
3 Cisco 7920 IP Phone AP AP
Cisco Catalyst 6500 LAN
WLSM Cisco 7920 IP Phone
WEP 3
SRND
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Cisco Centralized Key Management Cisco CKM Cisco 7920 IP
Phone LEAP 3 Cisco WLSM
Web
http://www.cisco.com
AP
Cisco CallManager WAN
QoS
Cisco IP Phone 7920 2
1 AP AP AP
AP QBSS AP
IP Phone
QBSS AP QBSS
AP QBSS
AP
QBSS QoS 100%
Cisco 7920 IP Phone QBSS AP
AP Network Busy
IP Phone
QBSS AP
AP

Cisco CallManager
IP Phone 1

e Cisco CallManager

IP Phone 1
Cisco CallManager

WAN
IP Phone 1
Cisco CallManager
IP Phone 1
Cisco CallManager
IP Phone
IP Phone

Cisco IP SRND
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911
IP Phone
Y
Cisco Emergency Responder ER 911
Public Safety Answering Point PSAP
1
Cisco CallManager IP Phone
[ )
[ )
[ )
IP Phone
Music-on-Hold Automated Alternate
Routing AAR AAR
IP Phone
Cisco IP SoftPhone Cisco IP
Communicator 1 Cisco IP
Phone

Cisco IP SRND
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Cisco IP Conference Station W

Cisco IP Conference Station

QoS

Cisco VG224

Cisco IP Conference Station Cisco IP Communications
Cisco IP Conference Station 360

Cisco IP Conference Station 7935 7936 1
3 Cisco IP Conference Station 7936 Cisco CallManager Release 3.3 3 SR3
Cisco IP Conference Station 7936 LCD
IP Cisco Catalyst
QoS Web

Quality of Service

http://www.cisco.com/go/srnd

VG248
Cisco VG224 VG248
VG248 DSCP
Cisco VG224 VG248 Cisco Catalyst
wlan_id  Voice VLAN ID dvlan_id VLAN ID
Cisco 2950

CAT2950 (config) #interface interface-id

CAT2950 (config-if) #mls gos trust dscp

CAT2950 (config-if) #switchport mode access

CAT2950 (config-if) #switchport access vlan vvlan_id

mls qos trust dscp Enhanced Image EI

Cisco 2970 3750

CAT2970 (config) #mls gos

CAT2970 (config)interface interface-id

CAT2970 (config-if)#mls gos trust dscp

CAT2970 (config-if) #switchport mode access

CAT2970 (config-if) #switchport access vlan vvlan_ id

[ oL-7447-03-J

Cisco IP SRND ]
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H Qos

Cisco ATA 186

Cisco ATA 188

Cisco 3550

CAT3550 (config) #mls gos

CAT3550 (config)interface interface-id

CAT3550 (config-if) #mls gos trust dscp

CAT3550 (config-if) #switchport mode access

Cat3550 (config-if) #switchport access vlan vvlan_ id

Cisco 4500 SUPIIl IV \')

CAT4500 (config) #gos

CATA4500 (config) interface interface-id

CATA500 (config-if)#gos trust dscp

CAT4500 (config-if) #switchport mode access

CAT4500 (config-if) #switchport access vlan vvlan_id

Cisco 6500

CAT6500> (enable) set gos enable

CAT6500> (enable) set port gos 2/1 vlan-based

CAT6500> (enable) set vlan vvlan_id mod/port

CAT6500> (enable) set port gos mod/port trust trust-dscp

Conference Station

H Cisco IP

Cisco Analog Telephone Adaptor ATA 186 IP Conference Station
QoS P.17-21 Cisco VG224 VG248
IP Phone
Cisco Analog Telephone Adaptor ATA 188 IP Phone Voice VLAN VLAN
Cisco ATA 186 7902 7905 7910 IP Conference Station
Voice VLAN VLAN Auxiliary VLAN
IP Phone ATA
IP Phone ATA
Cisco ATA 186 7902 7905 7910 IP
Conference Station PC PC
CoS
Cisco Catalyst IP Phone
SRND
0L-7447-03-J |
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Cisco 2950

CAT2950 (config) #

CAT2950 (config) #class-map VVLAN

CAT2950 (config-cmap) # match access-group name VVLAN

CAT2950 (config-cmap) #class-map VLAN

CAT2950 (config-cmap) # match access-group name DVLAN

CAT2950 (config-cmap) #exit

CAT2950 (config) #

CAT2950 (config) #policy-map IPPHONE-PC

CAT2950 (config-pmap) # class VVLAN

CAT2950 (config-pmap-cO0# set ip dscp 46

CAT2950 (config-pmap-c)# police 1000000 8192 exceed-action-drop
CAT2950 (config-pmap) # class DVLAN

CAT2950 (config-pmap-cO0# set ip dscp 0

CAT2950 (config-pmap-c)# police 5000000 8192 exceed-action-drop
CAT2950 (config-pmap-c) #exit

CAT2950 (config-pmap) #exit

CAT2950 (config) #

CAT2950 (config) #interface interface-id

CAT2950 (config-if)#mls gos trust device cisco-phone

CAT2950 (config-if)#mls gos trust cos

CAT2950 (config-if) #switchport mode access

CAT2950 (config-if) #switchport voice vlan vvlan_id

CAT2950 (config-if) #switchport access vlan dvlan_ id

CAT2950 (config-if) #service-policy input IPPHONE-PC

CAT2950 (config-if) #exit

CAT2950 (config) #

CAT2950 (config) #ip access-1list standard VVLAN

CAT2950 (config-std-nacl)# permit voice_ IP subnet wild_card_mask
CAT2950 (config-std-nacl) #fexit

CAT2950 (config) #ip access-1list standard DVLAN

CAT2950 (config-std-nacl)# permit data_IP_subnet wild card mask
CAT2950 (config-std-nacl) #end

mls qos map cos-dscp Enhanced Image EI Standard Image Sl
CoS DSCP

Cos 0 1 2 3 4 5 6 7
DSCP 0 8 16 |24 |32 |40 |48 |56

Cisco IP SRND
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H Qos

Cisco 2970 3750

CAT2970 (config)# mls gos map cos-dscp 0 8 16 24 34 46 48 56

CAT2970 (config)# mls gos map policed-dscp 0 24 to 8

CAT2970 (config) #

CAT2970 (config) #class-map match-all VVLAN-VOICE

CAT2970 (config-cmap) # match access-group name VVLAN-VOICE

CAT2970 (config-cmap) #

CAT2970 (config-cmap) #class-map match-all VVLAN-CALL-SIGNALING

CAT2970 (config-cmap) # match access-group name VVLAN-CALL-SIGNALING

CAT2970 (config-cmap) #

CAT2970 (config-cmap) #class-map match-all VVLAN-ANY

CAT2970 (config-cmap) # match access-group name VVLAN-ANY

CAT2970 (config-cmap) #

CAT2970 (config-cmap) # policy-map IPPHONE-PC

CAT2970 (config-pmap) #class VVLAN-VOICE

CAT2970 (config-pmap-c)# set ip dscp 46

CAT2970 (config-pmap-c)# police 128000 8000 exceed-action drop

CAT2970 (config-pmap-c)# class VVLAN-CALL-SIGNALING

CAT2970 (config-pmap-c)# set ip dscp 24

CAT2970 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
CAT2970 (config-pmap-c)# class VVLAN-ANY

CAT2970 (config-pmap-c)# set ip dscp 0

CAT2970 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
CAT2970 (config-pmap-c)# class class-default

CAT2970 (config-pmap-c)# set ip dscp O

CAT2970 (config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit
CAT2970 (config-pmap-c)# exit

CAT2970 (config-pmap) # exit

CAT2970 (config) #

CAT2970 (config) #

CAT2970 (config) #interface interface-id

CAT2970 (config-if)# switchport voice vlan vvlan_ id

CAT2970 (config-if)# switchport access vlan dvlan_ id

CAT2970 (config-if)# mls gos trust device cisco-phone

CAT2970 (config-if)# service-policy input IPPHONE-PC

CAT2970 (config-if)# exit

CAT2970 (config) #

CAT2970 (confiig) #ip access list extended VVLAN-VOICE

CAT2970 (config-ext-nacl)# permit udp Voice IP Subnet Subnet_Mask any range 16384
32767 dscp ef

CAT2970 (config-ext-nacl)# exit

CAT2970 (config) #ip access list extended VVLAN-CALL-SIGNALING

CAT2970 (config-ext-nacl)# permit tcp Voice IP_Subnet Subnet_Mask any range 2000 2002
dscp cs3

CAT2970 (config-ext-nacl)# exit

CAT2970 (config) #ip access list extended VVLAN-ANY

CAT2970 (config-ext-nacl)# permit ip Voice IP_Subnet Subnet_Mask any

CAT2970 (config-ext-nacl)# end

CAT2970#

Cisco IP SRND
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Cisco 3550

CAT3550 (config)# mls gos map cos-dscp 0 8 16 24 34 46 48 56
CAT3550 (config)# mls gos map policed-dscp 0 24 to 8

CAT3550 (config) #class-map match-all VOICE

CAT3550 (config-cmap) # match ip dscp 46

CAT3550 (config-cmap) #class-map match-any CALL SIGNALING
CAT3550 (config-cmap) # match ip dscp 26

CAT3550 (config-cmap) # match ip dscp 24

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all VVLAN-VOICE
CAT3550 (config-cmap) # match vlan vvlan_ id

CAT3550 (config-cmap) # match class-map VOICE

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all VVLAN-CALL-SIGNALING
CAT3550 (config-cmap) # match vlan vvlan_ id

CAT3550 (config-cmap) # match class-map CALL SIGNALING
CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all ANY

CAT3550 (config-cmap) # match access-group name ACL_Name
CAT3550 (config-cmap) #

CAT3550 (config-cmap) # class-map match-all VVLAN-ANY

CAT3550 (config-cmap) # match vlan vvlan_id

CAT3550 (config-cmap) # match class-map ANY

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all DVLAN-ANY

CAT3550 (config-cmap) # match vlan dvlan_ id

CAT3550 (config-cmap) # match class-map ANY

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #policy-map IPPHONE-PC

CAT3550 (config-pmap) # class VVLAN-VOICE

CAT3550 (config-pmap-c)# set ip dscp 46

CAT3550 (config-pmap-c)# police 128000 8000 exceed-action drop
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class VVLAN-CALL-SIGNALING

CAT3550 (config-pmap-c)# set ip dscp 24

CAT3550 (config-pmap-c)# police 32000 8000 exceed-action drop
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class VVLAN-ANY

CAT3550 (config-pmap-c)# set ip dscp 0

CAT3550 (config-pmap-c)# police 32000 8000 exceed-action drop
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class DVLAN-VOICE

CAT3550 (config-pmap-c)# set ip dscp 0

CAT3550 (config-pmap-c)# police 5000000 8000 exceed-action drop
CAT3550 (config-pmap-c) #exit

CAT3550 (config-pmap) #exit

CAT3550 (config) #interface interface-id

CAT3550 (config-if)# switchport voice vlan vvlan_ id

CAT3550 (config-if)# switchport access vlan dvlan_ id
CAT3550 (config-if)# mls gos trust device cisco-phone
CAT3550 (config-if)# service-policy input IPPHONE-PC

CAT3550 (config-if)# exit

CAT3550 (config) #

CAT3550 (confiig) #ip access list standard ACL_ANY

CAT3550 (config-std-nacl) # permit any

CAT3550 (config-std-nacl)# end

CAT3550#
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CATA500 (config)# gos map cos 5 to dscp 46

CATA4500 (config)# gos map cos 0 24 to dscp 8

CAT4500 (config) #

CATA4500 (config) #class-map match-all VVLAN-VOICE

CATA4500 (config-cmap) # match access-group name VVLAN-VOICE

CAT4500 (config-cmap) #

CATA500 (config-cmap) #class-map match-all VVLAN-CALL-SIGNALING

CATA500 (config-cmap) # match access-group name VVLAN-CALL-SIGNALING

CAT4500 (config-cmap) #

CAT4500 (config-cmap) #class-map match-all VVLAN-ANY

CATA4500 (config-cmap) # match access-group name VVLAN-ANY

CAT4500 (config-cmap) #

CATA500 (config-cmap) # policy-map IPPHONE-PC

CATA500 (config-pmap) #class VVLAN-VOICE

CAT4500 (config-pmap-c)# set ip dscp 46

CATA500 (config-pmap-c)# police 128 kps 8000 byte exceed-action drop

CAT4500 (config-pmap-c)# class VVLAN-CALL-SIGNALING

CAT4500 (config-pmap-c)# set ip dscp 24

CATA4500 (config-pmap-c)# police 32 kps 8000 byte exceed-action policed-dscp-transmit
CATA500 (config-pmap-c)# class VVLAN-ANY

CAT4500 (config-pmap-c)# set ip dscp 0

CATA500 (config-pmap-c)# police 32 kps 8000 byte exceed-action policed-dscp-transmit
CATA500 (config-pmap-c)# class class-default

CAT4500 (config-pmap-c)# set ip dscp O

CATA500 (config-pmap-c)# police 5 mpbs 8000 byte exceed-action policed-dscp-transmit
CATA500 (config-pmap-c)# exit

CAT4500 (config-pmap) # exit

CATA500 (config) #

CATA500 (config) #

CATA4500 (config) #interface interface-id

CATA500 (config-if)# switchport voice vlan vvlan_ id

CATA500 (config-if)# switchport access vlan dvlan id

CAT4500 (config-if)# gos trust device cisco-phone

CATA500 (config-if)# service-policy input IPPHONE-PC

CATA500 (config-if)# exit

CAT4500 (config) #

CATA4500 (confiig) #ip access list extended VVLAN-VOICE

CATA500 (config-ext-nacl)# permit udp Voice IP Subnet Subnet_Mask any range 16384
32767 dscp ef

CATA4500 (config-ext-nacl)# exit

CATA500 (config) #ip access list extended VVLAN-CALL-SIGNALING

CAT4500 (config-ext-nacl)# permit tcp Voice IP_Subnet Subnet_Mask any range 2000 2002
dscp cs3

CATA4500 (config-ext-nacl) # exit

CAT4500 (config) #ip access list extended VVLAN-ANY

CATA500 (config-ext-nacl)# permit ip Voice IP_Subnet Subnet_Mask any

CATA4500 (config-ext-nacl)# end

CAT4500#

Cisco IP SRND
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Cisco 6500

CAT6500> (enable) set gos cos-dscp-map 0 8 16 24 32 46 48 56
CAT6500> (enable) set gos policed-dscp-map 0, 24, 46:8
CAT6500> (enable)

CAT6500> (enable) set gos policer aggregate

CAT6500> (enable) set gos policer aggregate
policed-dscp

CAT6500> (enable) set gos policer aggregate
policed-dscp

CAT6500> (enable) set gos policer aggregate
CAT6500> (enable)

CAT6500> (enable) set gos acl ip IPPHONE-PC
Voice IP_Subnet Subnet_Mask any range 16384
CAT6500> (enable) set gos acl ip IPPHONE-PC
Voice_IP_Subnet Subnet_Mask any range 2000
CAT6500> (enable) set gos acl ip IPPHONE-PC
Subnet_Mask any

CAT6500> (enable) set gos acl ip IPPHONE-PC
CAT6500> (enable) commit gos acl IPPHONE-PC
CAT6500>

CAT6500>

CAT6500> (enable)

Cisco IP SoftPhone IP Communicator
Cisco IP SoftPhone

DSCP

16384
Cisco IP Softphone

32767
Communicator

Cisco IP SoftPhone

VVLAN-VOICE rate 128 burst 8000 drop
VVLAN-CALL-SIGNALING rate 32 burst 8000

VVLAN-ANY rate 5000 burst 8000

PC-DATA rate 5000 burst 8000 policed-dscp
dscp 46 aggregate VVLAN-VOICE udp

32767

dscp 24 aggregate VVLAN-CALL-SIGNALING tcp
2002

dscp 0 aggregate VVLAN-ANY Voice IP_Subnet

dscp 0 aggregate PC-DATA any

(
(enable) set vlan vvlan_id mod/port
CAT6500> (enable) set port gos mod/port trust-device ciscoipphone
(enable) set gos acl map IPPHONE-PC mod/port

(

IP Communicator PC
PC
UDP
UDP

Network Audio Settings > Audio Output Port  UDP

Cisco IP Communicator UDP
e |P Communicator RTP Port Range Start RTP Port
Range End
e Preferences > Audio Settings > Network > Port Range
UDP 2
1
Cisco Catalyst Cisco IP SoftPhone IP
Communicator QoS
Cisco 2950 Enhanced Image
Cisco Catalyst 2950 QoS
2
e Cisco 2950 range ACL UDP
Cisco IP
SoftPhone UDP
e Cisco 2950 FastEthernet 1 Mbps
Cisco IP
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Cisco 2970

CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970
CAT2970

3750

(config) #mls gos
(config) #mls gos map policed-dscp 0 24 46 to 8

(config) #

(config) #class-map match-all SOFTPHONE-VOICE

(config-cmap)
(config-cmap)
(config-cmap)
(config-cmap)
(config) #

# match access-group name SOFTPHONE-VOICE
#class-map match-all SOFTPHONE-SIGNALING

# match access-group name SOFTPHONE-SIGNALING
#exit

(config) #policy-map SOFTPHONE-PC

(config-pmap-c) #class SOFTPHONE-VOICE

(config-pmap-c) # set ip dscp 46

(config-pmap-c) # police 128000 8000 exceed-action policed-dscp-transmit
(config-pmap-c) #class SOFTPHONE-SIGNALING

(config-pmap-c) # set ip dscp 24

(config-pmap-c) # police 32000 8000 exceed-action policed-dscp-transmit
(config-pmap-c) #class class-default

(config-pmap-c) # set ip dscp 0

(config-pmap-c) # police 5000000 8000 exceed-action policed-dscp transmit
(config-pmap-c) # exit

(config-pmap)
(config) #

#exit

(config) #interface FastEthernet interface-id

(config-if) # switchport access vlan vvlan_id

(config-if) # switchport mode access

(config-if) # service-policy input SOFTPHONE-PC

(config-if) # exit

(config) #ip access list extended SOFTPHONE-VOICE

(config-ext-nacl) # permit udp host PC_IP address eq fixed port_number any
(config-ext-nacl) # exit

CAT2970 (config) #ip access-1list extended SOFTPHONE-SIGNALING

CAT2970 (config-ext-nacl)# permit tcp host PC_IP address host CallManager IP_address eq
2748 or 2000
CAT2970 (config-ext-nacl) # exit

SRND

H Cisco IP

OL-7447-03-J |



| 17 IP

Cisco 3550

CAT3550 (config)
CAT3550 (config)
CAT3550 (config)
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config)
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config)
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config-
CAT3550 (config)
CAT3550 (config-
CAT3550 (config-

QoS | |

#mls gos
#mls gos map policed-dscp 0 24 46 to 8
#
#class-map match-all SOFTPHONE-VOICE
cmap) # match access-group name SOFTPHONE-VOICE
cmap) #class-map match-all SOFTPHONE-SIGNALING
cmap) # match access-group name SOFTPHONE-SIGNALING
cmap) #exit
#
#policy-map SOFTPHONE-PC
pmap-c) #class SOFTPHONE-VOICE
pmap-c) # set ip dscp 46
pmap-c) # police 128000 8000 exceed-action policed-dscp-transmit
pmap-c) #class SOFTPHONE-SIGNALING
pmap-c) # set ip dscp 24
pmap-c) # police 32000 8000 exceed-action policed-dscp-transmit
pmap-c) #class class-default
pmap-c) # set ip dscp 0
pmap-c) # police 5000000 8000 exceed-action policed-dscp transmit
pmap-c) # exit
pmap) #exit
#
#interface FastEthernet interface-id
if) # switchport access vlan vvlan_id
if) # switchport mode access
if) # service-policy input SOFTPHONE-PC
if) # exit
#ip access list extended SOFTPHONE-VOICE
ext-nacl) # permit udp host PC_IP address eq fixed port_number any
ext-nacl) # exit

CAT3550 (config) #ip access-list extended SOFTPHONE-SIGNALING

CAT3550 (config-ext-nacl)# permit tcp host PC_IP address host CallManager IP_address eq
2748 or 2000
CAT3550 (config-ext-nacl) # exit

[ oL-7447-03-J
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CATA4500 (config) #gos

CATA4500 (config) #gos map policed-dscp 0 24 46 to 8
CAT4500 (config) #

CATA4500 (config) #class-map match-all SOFTPHONE-VOICE

CATA4500 (config-cmap) # match access-group name SOFTPHONE-VOICE

CAT4500 (config-cmap) #class-map match-all SOFTPHONE-SIGNALING

CATA4500 (config-cmap) # match access-group name SOFTPHONE-SIGNALING

CATA500 (config-cmap) #exit

CAT4500 (config) #

CATA4500 (config) #policy-map SOFTPHONE-PC
CATA4500 (config-pmap-c) #class SOFTPHONE-VOICE
CAT4500 (config-pmap-c) # set ip dscp EF

CATA500 (config-pmap-c) # police 128 kps 8000 byte exceed-action policed-dscp-transmit

CAT4500 (config-pmap-c) #class SOFTPHONE-SIGNALING
CAT4500 (config-pmap-c) # set ip dscp CS3

CATA500 (config-pmap-c) # police 32000 kps 8000 byte exceed-action

policed-dscp-transmit
CAT4500 (config-pmap-c) #class class-default
CATA500 (config-pmap-c) # set ip dscp default

CATA500 (config-pmap-c) # police 5 mpbs 8000 byte exceed-action policed-dscp transmit

CAT4500 (config-pmap-c) # exit

CATA500 (config-pmap) #exit

CATA500 (config) #

CATA4500 (config) #interface FastEthernet interface-id
CATA4500 (config-if) # switchport access vlan vvlan_id
CATA4500 (config-if) # switchport mode access

CAT4500 (config-if) # service-policy input SOFTPHONE-PC
CATA4500 (config-if) # exit

CATA4500 (config) #ip access list extended SOFTPHONE-VOICE

CAT4500 (config-ext-nacl) # permit udp host PC_IP address eq fixed port_number any

CATA500 (config-ext-nacl) # exit

CATA4500 (config) #ip access-1list extended SOFTPHONE-SIGNALING

CAT4500 (config-ext-nacl) # permit tcp host PC_IP address host CallManager IP address eq

2748 or 2000
CATA500 (config-ext-nacl)# exit

Cisco 6500

CAT6500> (enable) set gos enable
CAT6500> (enable) set gos policed-dscp-map 0, 24, 46:8
CAT6500> (enable)

CAT6500> (enable) set gos policer aggregate SOFTPHONE-VOICE rate 128 burst 8000

policed-dscp

CAT6500> (enable) set gos policer aggregate SOFTPHONE-SIGNALING rate 32 burst 8000

policed-dscp

CAT6500> (enable) set gos policer aggregate PC-DATA rate 5000 burst 8000 policed-dscp

CAT6500> (enable)

CAT6500> (enable) set gos acl ip SOFTPHONE-PC dscp 46 aggregate SOFTPHONE-VOICE udp

host PC_IP address eq fixed port_number any

CAT6500> (enable) set gos acl ip SOFTPHONE-PC dscp 24 aggregate SOFTPHONE-SIGNALING
tcp host PC_IP _address host CallManager IP_address eq 2748 or 2000
CAT6500> (enable) set gos acl ip SOFTPHONE-PC dscp 0 aggregate PC-DATA any

CAT6500> (enable) commit gos acl SOFTPHONE-PC

CAT6500> (enable) set vlan vvlan_ id mod/port

CAT6500> (enable) set port gos mod/port trust untrusted
CAT6500> (enable) set gos acl map SOFTPHONE-PC mod/port
CAT6500> (enable)

DSCP 3
Cisco Catalyst 2950 with Standard Image Cisco 3524 XL

DSCP
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Cisco IP Phone 7920
Cisco IP Phone 7920 Per-Hop Behavior PHB AF31 Differentiated
Services Code Point DSCP 26 ToS  0x68
PHB EF DSCP 46 ToS 0xB8 RTP
AP
AP IP Phone
IP Phone LAN
WLAN QoS
Cisco IP Phone 7920 Cisco Discovery Protocol CDP AP
CDP IP Phone AP
AP IP Phone
100 Mbps 802.11b AP
11 Mbps LAN
AP
Cisco Catalyst 3550 6500 AP
AP
802.11b 7 Mbps
1 Mbps
AP VLAN
DSCP
Voice VLAN Cisco 7920 IP Phone DSCP
VLAN DSCP 0
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CAT3550 (config) #mls gos
CAT3550 (config) #mls gos map cos-dscp 0 8 16 24 32 46 48 56
CAT3550 (config) #mls gos map policed-dscp 24 26 46 to 8

CAT3550 (config) #mls gos aggregate-policer AGG-POL-1M-VOICE-OUT 1000000 8000

exceed-action policed-dscp-transmit

CAT3550 (config) #mls gos aggregate-policer AGG-POL-6M-DEFAULT-OUT 6000000 8000

exceed-action drop

CAT3550 (config) #

CAT3550 (config) #class-map match-all EGRESS-DSCP-0

CAT3550 (config-cmap) #fmatch ip dscp 0

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-8

CAT3550 (config-cmap) #match ip dscp 8

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-16
CAT3550 (config-cmap) #fmatch ip dscp 16

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-32
CAT3550 (config-cmap) #fmatch ip dscp 32

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-48
CAT3550 (config-cmap) #match ip dscp 48

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all EGRESS-DSCP-56
CAT3550 (config-cmap) #fmatch ip dscp 56

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-any VOICE-SIGNALING
CAT3550 (config-cmap) #fmatch ip dscp 24

CAT3550 (config-cmap) #fmatch ip dscp 26

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all VOICE

CAT3550 (config-cmap) #fmatch ip dscp 46

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-DATA

CAT3550 (config-cmap) #fmatch any

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-VVLAN-VOICE
CAT3550 (config-cmap) #fmatch vlan vvlan-id

CAT3550 (config-cmap) #match class-map VOICE

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-VVLAN-VOICE-SIGNALING
CAT3550 (config-cmap) #match vlan vvlan-id

CAT3550 (config-cmap) #match class-map VOICE-SIGNALING

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #class-map match-all INGRESS-DVLAN

CAT3550 (config-cmap) #fmatch vlan dvlan-id

CAT3550 (config-cmap) #match class-map INGRESS-DATA

CAT3550 (config-cmap) #

CAT3550 (config-cmap) #policy-map EGRESS-RATE-LIMITER

CAT3550 (config-pmap) #class EGRESS-DSCP-0

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-8

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-16

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-32

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-DSCP-48

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #class EGRESS-DSCP-56

CAT3550 (config-pmap-c) #police aggregate AGG-POL-6M-DEFAULT-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-VOICE

CAT3550 (config-pmap-c) #police aggregate AGG-POL-1M-VOICE-OUT
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CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class EGRESS-VOICE-SIGNALING

CAT3550 (config-pmap-c) #police aggregate AGG-POL-1M-VOICE-OUT
CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #policy-map INGRESS-QO0S

CAT3550 (config-pmap) #class INGRESS-VVLAN-VOICE

CAT3550 (config-pmap-c) #set ip dscp 46

CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class INGRESS-VVLAN-CALL-SIGNALING
CAT3550 (config-pmap-c) #set ip dscp 24

CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class INGRESS-DVLAN

CAT3550 (config-pmap-c) #set ip dscp 0

CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #class class-default

CAT3550 (config-pmap-c) #set ip dscp 0

CAT3550 (config-pmap-c) #

CAT3550 (config-pmap-c) #interface interface id

CAT3550 (config-if) #description 11Mb towards Wireless Access Point
CAT3550 (config-if) #switchport access dvlan-id

CAT3550 (config-if) #switchport voice vvlan-id

CAT3550 (config-if) #mls gos trust dscp

CAT3550 (config-if) #service-policy output EGRESS-RATE-LIMITER
CAT3550 (config-if) #service-policy input INGRESS-QOS

Cisco 6500

CAT6500> (enable) set gos enable

CAT6500> (enable) set gos cos-dscp-map 0 8 16 24 32 46 48 56

CAT6500> (enable) set gos policed-dscp-map 24,26,46:0

CAT6500> (enable)

CAT6500> (enable) set gos policer microflow VOICE-OUT rate 1000 burst 32 policed-dscp
CAT6500> (enable) set gos policer microflow DATA-OUT rate 6000 burst 32 drop
CAT6500> (enable)

CAT6500> (enable) set gos acl ip AP-VOICE-EGRESS dscp 24 microflow VOICE-OUT ip any
any dscp-field 24

CAT6500> (enable) set gos acl ip AP-VOICE-EGRESS dscp 24 microflow VOICE-OUT ip any
any dscp-field 26

CAT6500> (enable) set gos acl ip AP-VOICE-EGRESS dscp 46 microflow VOICE-OUT ip any
any dscp-field 46

CAT6500> (enable) set gos acl ip AP-DATA-EGRESS dscp 0 microflow DATA-OUT ip any any
CAT6500> (enable)

CAT6500> (enable) set gos acl ip AP-VOICE-INGRESS dscp 24 ip any any dscp-field 26
CAT6500> (enable) set gos acl ip AP-VOICE-INGRESS trust-dscp ip any any

CAT6500> (enable) set gos acl ip AP-DATA-INGRESS dscp 0 ip any any

CAT6500> (enable)

CAT6500> (enable) set gos acl map AP-VOICE-EGRESS vvlan-id output

CAT6500> (enable) set gos acl map AP-DATA-EGRESS dvlan-id output

CAT6500> (enable) set gos acl map AP-VOICE-INGRESS vvlan-id input

CAT6500> (enable) set gos acl map AP-DATA-INGRESS dvlan-id input

CAT6500> (enable)

CAT6500> (enable) set port gos mod/port vlan-based

CAT6500> (enable)

CAT6500> (enable) set port gos mod/port trust trust-dscp

CAT6500> (enable)

Cisco IP SRND
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Multilevel Precedence and Preemption MLPP N N N N N N
N N N N & N
Y N N N N N
Y N N N N N
PLAR Private Line Automatic Ringdown Y N N N N N
Y N N N N N
Y N N N N N
Y N N

ToS 0x68 0x681° 0x68 0x68 0x68 0x68

ToS 0xB8 0xB8 0xB8 0xB8 0xB8 0xA0
FAX yi Y Y12 Y yi Y
FAX Y Y N Y Y N
SCCP  Skinny Client Control Protocol N N N N Y Y
Session Initiation Protocol SIP N N N Y N Y
H.323 Y Y N Y N Y
Cisco IP SRND
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| |
17-3
Ws-svc- ATA 186
cmm-24f |Ws-x6624
NM XS -fxs VG224 VG248 188
Y Y Y Y N Y13
MGCP
G.711 Y Y Y Y Y Y
G.723 Y N N N N Y
G.726 Y N N N N N
G.729 Y Y Y Y Y Y
VAD Y Y N Y N Y
CNG Y Y N Y N Y
1. 2 10/100 Base-T
2. 1 10/100 Base-T
3. ATA 188 2 10/100 Base-T ATA 186 1 10 Base-T
4, H.323 SIP
5. Call Forward All
6.
7. SCCP SIP
8. MoH
9. VG248 1.2
10. UDP 2427 MGCP TCP 2428 MGCP
11. FAX FAX
12. FAX
13. Cisco CallManager ATA MGCP
17-4 IP Phone
7910 7935G
7902G (7905G |7910G |+SW |7912G |7920G |7936G |7940G |7960G |7970G
\& \& \& \& \& \& \& \& \&
N N N Y Y N N Y Y Y
Cisco Power-Over-Ethernet PoE Y Y Y Y Y N N Y Y Y
|IEEE 802.3af Power-Over-Ethernet PoE |N N N N N N N N N Y
N Y N N Y N N Y Y Y
1 1 1 1 1 6 1 2 6 8
N Y Y Y Y Y Y Y Y Y
ID N Y Y Y Y Y Y Y Y Y
N Y Y Y Y Y Y Y Y Y
ID |N Y Y Y Y Y Y Y Y Y
Y Y Y Y Y Y Y Y Y Y
Y Y Y Y Y Y Y Y Y Y
Y Y Y Y Y Y Y Y Y Y
Y Y N N Y Y N Y Y Y
Ad Hoc Y Y Y Y Y Y Y Y Y Y
Meet-Me N Y Y Y Y Y Y Y Y Y
Cisco IP SRND
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17-4 IP Phone

7910 7935G
7902G (7905G (7910G |+SW |7912G |7920G |7936G |7940G |7960G |7970G
N Y Y Y Y Y Y Y Y Y
N Y Y Y Y Y Y Y Y Y
‘Y Y4 Y4 Y4 Y4 Y Y Y Y Y
Y Y Y Y Y Y N Y Y Y
N Y Y Y Y Y Y Y Y Y
Y Y Y Y Y Y N Y Y Y
MWI Y Y Y Y Y Y N Y Y Y
N N N N N N N Y Y Y
Survivable Remote Site Telephony SRST |Y Y Y Y Y Y Y Y Y Y
Music on Hold MoH Y Y Y Y Y \& Y Y Y Y
N \& & & \& N Y Y Y Y
N N N N N 4 N Y Y Y
N N Y Y N Y Y Y Y Y
Multilevel Precedence and Preemption |Y Y Y Y Y N N Y Y Y
MLPP
N N N N N N N Y Y
C N Y N N Y N N Y Y N
General Attribute Registration Protocol |Y Y Y Y Y N N Y Y Y
GARP
N N N N N Y8 N Y Y Y
N N N N N N N Y Y Y
N N N N N N N N N Y
X.509v3
N N N N N N N Y Y N
XML N Y N N Y N N Y Y Y
N N N N N N N N N Y
N N N N N
ToS 0x60 |0x68 |0x68 |0x68 |0x60 |0x68 |0x68 |0x60 |0x60 |Ox60
ToS 0xB8 |0xB8 |0xB8 |0xB8 |0xB8 |0xB8 |0xB8 |0xB8 |0xB8 |0xB8
SCCP  Skinny Client Control Protocol Y Y Y Y Y Y N Y Y Y
Session Initiation Protocol SIP N Y N N Y N N Y Y N
H.323 N Y N N N N Y N N N
N N N N N N N Y Y N
MGCP
G.711 Y Y Y Y Y Y Y Y Y Y
G.723 N Y N N N N N N N N
G.726 N Y N N N N N N N N
G.729 Y Y Y Y Y Y Y Y Y Y
Cisco IP SRND
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17-4 IP Phone
7910 7935G
7902G (7905G (7910G |+SW |7912G |7920G |7936G |7940G |7960G |7970G
VAD Y Y Y Y Y Y Y Y Y Y
CNG Y Y Y Y Y Y Y Y Y Y
1.1 10 Base-T
2. 2 10/100 Base-T
3.1 10/100 Base-T
4.
5. MoH
6.
7. Cisco IP Phone 7920 2.5 mm http://www.cisco.getheadsets.com
8. WEP LEAP
17-5
IP Communicator IP SoftPhone
8 6!
ID Y Y
Y Y
ID Y Y
Y Y
Y Y
Y Y
Y Y
Ad Hoc Y Y
Meet-Me Y N
Y N
Y N
Y Y
Y N
Y Y
Y Y
MWI Y Y
N N
Survivable Remote Site Telephony SRST Y N
Music on Hold MoH Y Y
Y Y
Y Y
Multilevel Precedence and Preemption MLPP Y Y
Y N
C N N
General Attribute Registration Protocol GARP Y N
N N

Cisco IP SRND
| oL-7447-03-J .m
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17 IP

17-5

IP Communicator

IP SoftPhone

N N
X.509v3 N N
N N
XML Y N

ToS 0x60 0x68

ToS 0xB8 0xB8
SCCP  Skinny Client Control Protocol Y N
Session Initiation Protocol SIP N N
H.323 N Y
N N

MGCP
Telephony Application Programming Interface TAPI [N Y
G.711 Y Y
G.723 N Y
G.726 N N
G.729 Y Y
VAD Y N
CNG Y N
1. CTI

SRND

H Cisco IP
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Cisco CallManager Release 4.1 Cisco IP Communications

Web

http://www.cisco.com/univercd/cc/td/doc/product/voice/ip_tele/gblink/system/gbtst4dx/index.htm

Cisco IP Communications Systems Release Notes

Cisco IP Telephony

Cisco IP SRND
[ oL-7447-03-J .m
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AAR Automated Alternate Routing
ACD

ACF

ACL

ACS

AD Microsoft Active Directory
ADUC Active Directory

AFT ALI

AGM Cisco

ALG

ALI

AMI

AMIS Audio Messaging Interchange Specification
ANI

AP

API

ARJ

ARP

ARQ

ASA

ASP Active Server Pages

ASR

Cisco IP SRND
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M Glossary

ATA
ATM

AVVID

Cisco Analog Telephone Adapter

Cisco Architecture for Voice, Video, and Integrated Data

BAT
BBWC
BHCA
BHCC
BPDU
bps
BRI

BTN

Cisco Bulk Administration Tool

Busy Hour Call Attempts

Busy Hour Call Completions

CA
CAC
CAM
CAMA
CAPF
CAR
CAS
CBWFQ
ccs
CDP
CDR
CIR
CKM
CLEC
CLID

CMC

Centralized Automatic Message Accounting

Cisco CDR

WFQ

Cisco Centralized Key Management

Cisco IP

SRND
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CME

CMI

CMM

CNG

CO

COM

COR

CoS

CPCA

CPI

CPN

CRS

cRTP

CSUF

CTI

CUE

DC

DDNS

DHCP

DID

DIT

DMz

DN

DNIS

DNS

DoS

DPA

DSCP

DSE

Cisco CallManager Express
Cisco Messaging Interface

Cisco

Cisco Unity Personal Assistant

Cisco Product Identification

Cisco Customer Response Solutions
Compressed Real-Time Transport Protocol
UplinkFast
/

Cisco Unity Express

Digital PBX Adapter
DiffServ

Digital Set Emulation

Cisco IP

Glossary W

[ oL-7447-03-J
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M Glossary

DSP
DTMF
DTPC

DuC

E&M

EAP

EC

ECM

ECS

El

EIGRP

ELIN

EM

ER

ERL

ESF

FAC

FCC

FIFO

FR

FWSM

FXO

FXS

GARP

GC

Dual Tone Multifrequency

Domino Unified Communications Services

Ear and Mouth

Empty Capabilities Set
Enhanced Image

Enhanced IGRP

Cisco Emergency Responder

Foreign Exchange Office

Foreign Exchange Station

SRND

H Cisco IP
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Glossary W

GKTMP

GMS

GPO

GUI

GUP Gatekeeper Update Protocol

H

H.225D H.225

HP Hewlett-Packard

HSRP

HTTP

Hz

|

IANA Internet Assigned Numbers Authority
IAPP

ICCS Intra-Cluster Communication Signaling
ICS IBM

ICT

IETF Internet Engineering Task Force
IGMP

1S Microsoft Internet Information Server
IntServ

IntServ/DiffServ /

1P

IPCC Cisco IP

IPIPGW IP-to-IP

IPMA Cisco IP Manager Assistant

1PSec IP Security

1SO

ITEM CiscoWorks IP Telephony Environment Monitor

Cisco IP SRND
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M Glossary

ITU

IVR

JTAPI

Kbps

LAN
LBR
LCD
LCF
LDAP
LDIF
LDN
LEAP
LEC
LFI
LLQ
LRJ
LRQ

LSC

M

MAC
MAN
Mbps
MCS

MCU

Java Telephony Application Programming Interface

Lightweight Directory Access Protocol
LDAP Data Interchange Format

Listed Directory Number

Link Fragmentation and Interleaving

/

Cisco Media Convergence Server

SRND

H Cisco IP
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Glossary W

MFT Multiflex Trunk

MGCP

MIC

MIPS 100 /

MISTP

MITM

MLA Cisco

MLP

MLPP Multilevel Precedence and Preemption
MLTS Multi-Line Telephone System
MoH Music on Hold

MPLS Multiprotocol Label Switching
MRG

MRGL

ms

MTP

mwW

MWI

NAT

NENA National Emergency Number Association
NFAS

NIC

NPA

NSE

NSF Network Specific Facilities

NTP

Cisco IP SRND
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M Glossary

OSPF

ou

PBX
PC
PCI
PCM
PD
PHB
PINX
PIX
PLAR
PoE
POTS
pps
PQ
PRI
PSAP
PSE
PSTN

PVC

QBE
QBSS

QoS

QSIG

Open Shortest Path First

Peripheral Component Interconnect

Per-Hop Behavior

Private Integrated Services Network Exchange

Private Line Automatic Ringdown

Power over Ethernet

Primary Rate Interface

Public Safety Answering Point

Quick Buffer Encoding
QoS
Quality of Service

Q

SRND

H Cisco IP
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R
RADIUS
RAS
RCP
RDNIS
RF
RFC
RIP
RSSI
RSTP
RSVP
RTMT

RTP

RTT

S

S1 S2 S3
S4

SCCP
SCSI
SDK
SDL
SDP
SE
SF
SI
SIP
SIw
SLB

SMDI

Remote Authentication Dial-In User Service

Redirected Dialed Number Information Service

Request for Comments

Routing Information Protocol

Cisco Real-Time Monitoring Tool

Real-Time Transport Protocol

Skinny Client Control Protocol

Small Computer System Interface

Session Definition Protocol

Standard Image

Session Initiation Protocol

Simplified Message Desk Interface

Cisco IP

Glossary W
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M Glossary

SNMP
SQL
SRND
SRST
SRTP
SS7
SSID
SsL
STP
SUP1
SuP2
SUP2+

SUP3

TAC

TAPI

TCD

TCER

TCL

TCP

TCS

TDD

TDM

TEHO

TFTP

TLS

ToD

ToS

TRaP

TSP

Survivable Remote Site Telephony
Secure Real-Time Transport Protocol

No.7

Secure Sockets Layer

Cisco 1
Cisco 2
Cisco 2+
Cisco 3

Cisco Technical Assistance Center

Telephony Call Dispatcher
Total Character Error Rate

Tool Command Language

Telephone Device for the Deaf

Trivial File Transfer Protocol

SRND

H Cisco IP
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Glossary W

TTL
TTS
TTY

TUI

UAC
UAS
ubC
ubLD
UDP
UNC
UPS
URI
USB
UTIM Cisco Unity Telephone Integration Manager
UTP

UUIE

\'}

V3PN

VAD

VAF

VATS

ViC

VLAN LAN
VMO ViewMail for Outlook
VolP Voice over IP
VOoPSTN Voice over the PSTN
VPN

VWIC /WAN

Cisco IP SRND
[ oL-7447-03-J .“




M Glossary

WAN

WEP Wired Equivalent Privacy
WFQ

WLAN LAN

WLSM Cisco LAN

>

XML eXtensible Markup Language

Cisco IP SRND
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I NDEX

Symbols ACF 10-35
ACL  16-25,16-27
! 10-11 ACS  3-48
@ 10-10 Active Directory AD 3-48, 14-2, 14-10, 14-11

Active Server Page ASP 14-4
AD 3-48, 14-2, 14-10, 14-11

Numerics
Adaptive Security Appliance ASA 16-33
1A 2A 3-22 Alerts and Activities Display AAD 1-8
2 9-27 ALl 11-4
4ESS 4-15, 4-16 Analog Telephone Adapter ATA 17-5, 17-22
508 2-27 ANI 4-12,11-4, 11-6, 11-7
5ESS 4-15, 4-16 Annex M1 5-12
7902G IP Phone 17-6 Annunciator 6-18
7905G IP Phone 17-6 AP 3-43, 3-47, 17-16
7910G IP Phone 17-6 ARJ 10-35
7910G+SW IP Phone 17-6 ARP 3-47, 16-19
7912G IP Phone 17-6 ARQ 10-35
7920G IP Phone 17-16, 17-31 ASA 16-33
7935 IP Conference Station 17-21 ASP 14-4
7936 IP Conference Station 17-21 ATA 17-5,17-22
7940G IP Phone 17-6 ATM 2-5, 2-14, 3-30
7960G IP Phone 17-6 AuthName 14-5
7970G IP Phone 17-10 AuthPasswd 14-5
802.1s 3-4 Automated Alternate Routing AAR 10-20, 10-81,
8021w 3-4,3-6 17-20
802.3af PoE 3-20
92.@ 10-10, 10-11 B
911 11-1
911 11-4 BackboneFast 3-6
911 11-14 BAT 14-9
BHCA 2-23, 8-16, 8-17, 10-85
A BHCC 10-85
BPDU 3-6
AA 12-2 BTN 11-4
AAD 1-8 Bulk Administration Tool BAT 14-9
AAR 2-9.2-11, 10-20, 10-81, 13-7, 17-20 Busy Hour Call Attempts BHCA 2-23, 8-16, 8-17,
10-85

Access Control Server ACS 3-48

Cisco IP SRND
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H index

Busy Hour Call Completions BHCC 10-85

C

C 17-8

C542 6-7

C5421 6-5

C549 6-6

C5510 6-4

CA 17-9

CAC

CallManager  Cisco CallManager
CallManager Express CME 2-15, 8-29
CallManager 8-13, 8-14, 8-15
CAM 16-12

CAMA 11-5

CanMapAilias 5-12

CAPF 17-9

CAR 14-9

CDP 16-10

CDR 2-20

CDR Analysis and Reporting CAR 14-9
Centralized Automatic Message Accounting (CAMA)
11-5

Certificate Authority Proxy Function CAPF 17-9
CIR 3-41

Cisco CallManager

FAX Cisco 10S
4-26
H.323 5-10
Release 3.1 3.2 8-14
Release 3.3 8-14, 10-25
Release 4.0 10-25, 10-83
14-21
8-13, 8-14, 8-15
Xviii
Xviii
1-5
Cisco CallManager Express CME 2-15, 8-29
Cisco CallManager 14-21

Cisco Discovery Protocol CDP 16-10
Cisco Emergency Responder ER 11-9,11-13,17-19
Cisco 10S
4-25, 4-26
10-30, 10-33
10-42

10-77
DSP 6-4, 6-5, 6-6, 6-7,
6-16
10-44
17-3

Cisco IP Communicator 17-27,17-34
Cisco IP Conference Station 17-21, 17-22
Cisco IP SoftPhone 11-13,17-11, 17-27,17-34
Cisco IP Voice Media Streaming Application 6-18, 6-19
Cisco LEAP 3-48, 17-16
Cisco Messaging Interface CMI 12-8
Cisco Product Identification CPI XX
Cisco Security Agent 16-43
Cisco Technical Assistance Center TAC XX
Cisco Unity 1-6, 12-2,13-1

Cisco Unity Express CUE 12-2
Cisco Unity Personal Assistant CPCA 13-2

Cisco Unity Telephone Integration Manager UTIM
13-9, 13-15

Cisco Unity

13-8

ciscoatGUID 14-7
ciscoatUserProfile 14-7
ciscoatUserProfileString 14-7
Cisco.com Xix
CiscoWorks2000 1-8

CLEC 11-4
CLID 4-12,10-12
CMC 10-13
CME 2-15, 8-29
CMI 12-8

CMM 7-3,17-4
COM 14-4

Communicator 17-14,17-27, 17-34
Component Object Module COM 14-4

Compressed Real-Time Transport Protocol cRTP
3-30, 3-38

Conference Station
COR 10-42, 10-77
CoS 3-4,17-22

17-21, 17-22

CPCA 13-2
CPI XX
CPN 11-4

cRTP 3-30, 3-38

CTI 8-11, 8-14, 12-3
CTI Manager 8-2, 8-11
CTI-QBE 12-3

SRND
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CUE 12-2
Customer Directory Configuration Plugin 14-8
D
DAI 16-18, 16-19
DC Directory 14-11
DHCP
16-17
16-15, 16-18
3-12
16-18
3-13
DID 4-12,11-4
Differentiated Services Code Point DSCP 3-4, 3-37
Digital PBX Adapter DPA 12-11, 12-13
Digital Set Emulation DSE 12-10
DIT 14-7
DMZ 16-50
DN 10-85
DNS 3-11, 14-11
Domino Unified Communications Services DUC 13-2
DPA 12-11,12-13
DSO 8-17
DSCP 3-4, 3-37
DSE 12-10
DSP
C542 6-7
C5421 6-5
C549 6-6, 6-16
C5510 6-4, 6-16
Cisco CallManager 6-23
DSP 6-13, 6-14, 6-15
DSP 6-12
NM-HDV 6-16
6-12
6-3
6-4, 6-5, 6-6, 6-7
6-2
2-2
6-16
DTMF 4-3, 4-6, 5-9
Dual Tone Multifrequency DTMF 4-3, 4-6, 5-9
DUC 13-2
Dynamic ARP Inspection DAl 16-18, 16-19
Cisco IP

Index W

Dynamic Host Configuration Protocol DHCP 3-12,
16-15, 16-17, 16-18
E
E.164 10-61, 10-62, 11-4, 11-7
E911 11-1,11-3
EAP 3-48
ECM 4-20
ELIN 11-6, 11-7
EM 1-6, 8-12, 8-17, 10-23, 10-68, 10-74
Emergency Responder 11-9, 11-13
Enterprise MCM 8-19
ER 17-19
ERL 11-6, 11-7, 11-13
ettercap 16-19
Extensible Authentication Protocol EAP 3-48, 17-16
eXtensible Markup Language XML 14-4
F
FAC 10-12
FAX
T.38 4-29
4-20
4-23
4-28
4-3, 4-19
4-24
4-21
4-22
17-2
4-19
4-19

FAX 4-28
FAX 4-23
Firewall Services Module FWSM 16-33, 16-39
Foreign Exchange Office FXO 11-6
Foreign Exchange Station FXS 12-10
FWSM 16-33, 16-39
FXO 11-6
FXS 12-10
G
G0.711 2-2
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GARP 16-6, 16-19 10S
Gatekeeper Transaction Message Protocol GKTMP 10-30, 10-33
>12 10-42
Gatekeeper Update Protocol GUP 5-3, 8-22 10-77
GKTMP 512 DSP 6-4, 6-5, 6-6, 67,
GPO 14-17 6-16
Gratuitous Address Resolution Protocol GARP 16-6, 10-44
16-19 17-3
Griffin Technologies iMic USB 7-4 IP Communications JEAX
Group Policy Object GPO 14-17 17-2
GUP 5-3, 8-22 IP Communicator 17-14,17-27,17-34
IP Conference Station 17-21, 17-22
IP Contact Center IPCC 1-7
H IP/H323 8-19
H.225 5-3, 5-11 IP-1P IPIPGW 9-15, 9-20, 10-36
H.225 5-3 5-11 IP Manager Assistant IPMA 14-9
H.245 4-29 IP Phone 17-6
H.323 IP Phone PC 16-5
Annex M1 5-12 IP Phone 16-9
Cisco CallManager 5-10 IP Security Protocol IPSec 2-5,2-14
FAX 4-22 IP Telephony Environment Monitor ITEM 1-8
T.38 EAX 4-31 IP-to-1P IPIPGW 9-15, 9-20, 10-36
4-12 IP Voice Media Streaming Application 6-18, 6-19, 6-26
4-3 IP VOICE 8-29
5-11 IP
8-29 6-29
10-77 16-4
IP 6-29
10-30 IP 1-1
2-4 IP IPSG 16-22
4-14, 4-15, 4-16 IP 1-3
5-2,5-8 IP
HSRP  2-14,3-7,8-19, 8-20 2-21
HTTP 144 P 151
IP 3-4,3-37
IPCC Enterprise Edition 1-7
| IPCC Express 1-7
. IPIPGW 9-15, 9-20, 10-36
IBM Cabling System ICS 3-22
IPMA 14-9
ICCS 2-18, 2-23, 8-4, 8-7 IPSec 2.5 2-14
ICs 322 o IPSG  16-22
grz?llg?t;_rzgommun|cat|on Signaling ICCS 8-4, ISDN 2.7 2.9
IntServ/DiffServ 9-11, 9-13, 9-14 ITEM 18
IntServ 9-11, 9-12, 9-14 IVR 25
invia 9-16, 10-36
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JTAPI 8-11

L

LAN 3-4
LBR 6-21, 6-26

LCF 8-25, 10-36

LDAP 8-4,14-1

LDAP Data Interchange Format
LDAP over Secure Socket Layer
LDAPS 14-9

Idapsearch.asp 14-5

LDIF 14-8, 14-12

LDN 11-4

LEAP 3-48, 17-16

LEC 11-2,11-11

LFI 3-30, 3-38, 3-39

LDIF 14-8, 14-12
LDAPS 14-9

Index W

MOH 2-25,7-1
MPLS 2-5, 2-6, 2-14, 3-27, 3-30, 9-34
MPLS 9-34
MRG 6-20, 6-23
MRGL 6-20, 6-23
MTP
IP 6-29
H.323 5-8
SIP 5-9
6-29
6-11
6-15
6-9
6-26
2-2
6-11
8-18

Multilevel Precedence Preemption MLPP 6-18
Multi-Line Telephone System MLTS 11-2

Lightweight Directory Access Protocol (LDAP) 8-4,14-1 Multimedia Conference Manager MCM 8-19
Link Fragmentation and Interleaving LFI 3-30, 3-38, Multiple Instance Spanning Tree Protocol MISTP 3-4
3-39 Multiprotocol Label Switching(MPLS) 2-5, 2-6, 2-14,
Listed Directory Number LDN 11-4 3-27,3-30, 9-34
LLQ 3-30, 3-37 Music On Hold MOH 2-25,7-1
LMHOSTS 3-11 Music On Hold 7-6
Low-Latency Queuing LLQ 3-30, 3-37 Music On Hold 7-19
LRJ 10-36 MWI 12-3,12-13
LRQ 8-25, 10-36
N
M
National Emergency Number Association NENA
MAC  11-9,14-20 11-6
MAC 16-12 NENA  11-6
MCM 8-19 Netscape Directory Server 14-10
MCS-7815 7-4 Network Specific Facilities NSF) 4-16
Media Streaming Application 6-18, 6-19 NFAS 2-4,4-16
MeetingPlace 1-6 NM-HDV 6-16
MGCP  2-4,4-3,4-13,4-17, 4-22, 4-31 No.7 2-4
MIC 17-10 NPA 10-21
Microsoft Active Directory AD 14-2, 14-10, 14-11 NSE  4-22,4-29
Microsoft ViewMail for Outlook VMO 13-2 NSF 4-16
MISTP  3-4 NTP  3-19
MLA 14-9
MLP 3-30 0
MLPP 6-18
MLTS 11-2 Open AW-840 (PCI) 7-4
Cisco IP SRND
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Open Shortest Path First OSPF 16-36
Open 3-48, 17-16

OSPF 16-36

ou 14-7,14-12, 14-17

outvia 9-16, 10-36

P

passive-interface 3-9
PCI 7-4

Peripheral Component Interconnect PCI 7-4
ping 2-20
PINX 12-13

PIX 16-33

PoE 3-20

PortFast 3-6

POTS 11-6

Power over Ethernet PoE 3-20
PRI 11-4

Primary Rate Interface (PRI) 11-4

Private Integrated Services Network Exchange PINX
12-13

Private Internet Exchange PIX 16-33
progress_ind alert enable 8 11-12
Protocol Auto Detect 5-11

PSAP 11-2,11-8, 11-14,17-19

PSTN 2-2, 2-6, 2-9, 2-14, 10-20, 11-2

Public Safety Answering Point PSAP 11-2, 11-8,
11-14,17-19
Q
QBE 12-3
QBSS 17-18
QBSS 17-18
QoS
LAN 3-22
Music On Hold 7-14
WAN 3-27, 3-29
1-4
17-18
16-24
17-21
LAN 3-49
QoS Basis Service Set  QBSS 17-18
QoS 3-25

Q.SIG 5-12
QSIG 4-14, 4-18, 12-13, 15-4
Quality of Service QoS
LAN 3-22
Music On Hold 7-14
WAN 3-27,3-29
1-4
16-24
17-21
LAN 3-49
Quick Buffer Encoding QBE 12-3

R

RADIUS 3-48
Rapid Spanning Tree Protocol RSTP 3-4, 3-6
RAS 5-3,9-7, 10-33

RBOC 11-2
RCP 16-20
RDNIS 13-7

Real-Time Monitoring Tool RTMT 14-9
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