[FL&HIZ

o]
CISCO.

Cisco BIiLE DAY LR IPSEAHA F

Cisco Adaptive wiPS Deployment Guide

OL-18385-01-J

(FE] SR8 RZEZCHERAICLDHIIC, RELDEE
(www.cisco.com/jp/go/safety_warning/) #ZHERL &L,

FEE, KELRAAVATLARITEX 1AV FOSENRTY,
KEHA MEES KX AV FEDERRELZGEENHZ1-0.
EXBRBICOVTIEREY A FO FFa A2 FESBLLEIL,
T, BHEORRICOWNTIE, ¥4RFTENA—FF—, FTIE,
WetHA ME(CTRERRC &L,

RETIE, Cisco VT 4 —E R =V &2F AT 5 Cisco #inf 7 A ¥ L A Intrusion
Prevention System (WIPS) Y U 2— 3 VOREEHEROTA RT A4 IO OWTHBALET, 2o
B EXa )70 B=X ) I BLOEBRIY AT L &EBEFO Cisco VA Y LA LAN Xy MU —
JICHRELEEY, BHOIVA YL A X2 0T 4 A—N—Lb A VY Va—Tabt L THRLEYTD
LN TEET, WLAN TG SNV AT A E L TR LA, IROBREESRESNLE T,
Fro, AETIE, HAECHATLIHERI—AZWVWoZ 5 MERDICT LD, NI TN a—T 1
Ok & FAQ WY RIFTWET,

AEOHRIIRD LBV TT,

o CiscolT A YL AIPS V) 2a—va b DE&FIFERayFR—R v hEBE7LV—2U =712
DOWNWTHAT 5

e Cisco WM U A YL AIPS VU a—3a R ETIL-00ROREBEROTA KT A4 2R

o VRaDS2URIDY Y —ADary ta—F_XR—=Z2D DS AT AL Cisco @) 7 A ¥ L &IPS
VAT LADEWEBHAT S

© 2008 Cisco Systems, Inc. All rights reserved.
Copyright © 2009, ¥ X 3L X 7 LXE&RE4t. All rights reserved.


www.cisco.com/jp/go/safety_warning/

M oAfVYLRIPS SATLD7—FFIF %

S iR

HWREEFR

Cisco # i 7 1 -7 L 2 Intrusion Prevention System (wIPS) % Cisco Unified Wireless Network 1 >
TI7ANT I FXIIHEEIN, TATVLABREOR Yy NV —7 OBBOMRIE, BEEHLIBE, ¥
U7 A W59, BEONT 4+ —~ 2 2K T OFKOFEMZITVE T, Cisco MG T A ¥ L2 IPS (XY
AXYVADBREE R, S8, @l 28EE ML, EX2 )T 4 L RT r—~  AOMBEORER & f#
ReEREPEHELET, S5, Cisco IR T A Y L A IPS X, 1EEAEDY A ¥ L AKBEPMZAAR A
RARMER VAP LA 2y NU—2 a7 OB THPi#RRIZMZ ., Cisco Self-Defending Network &
X274 A= r7x VA LHEEL T, AREEROMFOXR Y FU =212, BElIh &R
DA—R—%y bR 2B LA TWET,

Cisco HIGTL T A ¥ LA IPSIE, AT A ¥ LV ADEBOBE B L OREMO#RELZ Y A YL X Xy |k
T—0 AT TARNT I FRICHMAALZ & T, ERTROAFEH TERZEANEOHNT A ¥ L

AF2VT 4 VVa—varaERLET, @I T AV LAIPSIE, RET 7 EA KRS N7

FTAT FBIOT PRy 7oK &, Over-the-Air VA YL A Ny ¥ 7B IOEROWK

W, %2 U F ke = U o) R p—<r R T=X Y U7 BLOHOKEL., ZETHO

72003y "=k, MO UA VYL A X2V T 0 BHBLOLVER— MEKEZITWE T, Cisco
Unified Wireless Network % 3212 L. Cisco Motion &R AEFIFA L= WISH Y A ¥ L A IPS 1 IHAL
DL S, BEICHELTWET,

TANXYLRIPS VATLDT7—FTIF¥

Cisco JilJi8 7 4 ¢ L A Intrusion Prevention System (wIPS) 1%, H# L THEExX 271 £=4
I IV a—varERET IO a AR - MO E L TWE T, BIfE Cisco Unified
Wireless Network ¥ V =2 —3 a V&4 T 5 WLAN 2 hr—F 778X KA b, BIOUA Y
VAR AT 5 a2 R—F M ZZ, VA YL AIPS W T2 2OBMO 3 R—FR 2 fAvE
ASNTVES, ZREDEBMON—FY =7 IR —=32 ML, VLYV RAIPS E=H £—FOD
TIHARA L FBEIRIAFPLRAIPSYH—VER VYT 2T 2FTTHEEVT 0 —ER Y
YBRHYET,

Cisco GBI A ¥ LR IPS EBAHA K
n. OL-18385-01-J |



JA¥LRIPS YRAFLOT7—%T0Fv B

JAYLA

q?' wLe 'E. IPS #—ER%
\g "'»% ®{TLTLVD MSE
N 3
Hﬂﬂi
AYAYA
TA4¥YLA IPS T4¥LA IPS 3
E—F AP E—F AP g

T4 LR IPS #REOI UR—% > FOHEE

e JAF¥YLAIPSE=F E—RT 27 EARALL b EFHRF ¥ XL ZAFy o EHEBBEB IO
THLrTyr Oy b xy T y) BREERRMLL 9,

e EEYT 4 P —ER TV (UAVLVRIPS P —ERZFEIT) : T _THOaryra—JEFNDH
DETAYLAIPS E=Z E— R TIERARL L " DLDT IT—LEKORRRA N, 75—
DERETF VDT T7ANIT — A THETY AT AR EENET,

e T—HILE—RTI7EARAL M  BSEOREBLOIEAFT Y M T, 727472 M
TJAVY LA P —RERMELET,

e UA¥YLALANZ L hua—F i UL YL RAIPSE=HX F— R 77 ERA KA DS DOBRIER
% MSE 2§55 L, AP IZRRENT A —X &2l LET,

o TAYVAKIEY AT & FHED MSE TUA VLA IPS b—ERZBEL, A Y LA IPS &
Exay e —JZ@#EHLT, 772 RS bE2UATYVLVAIPS E=4 T— RIIRET D TE
AERMELFET, 7. UL FYLRAIPS TS5 —LDOER, 7Ly 7 LAR—F, BI threat
encyclopedia (FEEFHM) OT7 7 v RITHMHHLET,

T4 LXIPSEETA O

BHYATH aryRN—32y NOBEEITO 2D, Z< D7 a harPflibitTWET,

e CAPWAP (Control and Provisioning of Wireless Access Points) : ZdD 71 ks =/Lif, LWAPP @
Tk, TR FAS P arbue-FEOBEICELNET, Jhid. T AlfHRE=a s
br—FfTERSE, BREEHERET 78R A0 MTEAT WG b rV 2R LET,

Cisco BEE DAY LR IPS EBAHA K
| oL-18385-01-J .n



WM o/ VvLRIPSEESSLUTOT7ALER

« NMSP (Network Mobility Services Protocol) : VA ¥ LA LAN 2> hr—J LEE YT 4 ¥ —
P2 Y UoModEIEbns e hal, T4 ¥ LR IPSHEROES., 207 e hanit
77— Ll Ea hr—F0 5 MSE ~EN L, VAP LR IPSREHHREZ be—FIZ@EH
THRKERUELET, 207w haviggsibaivET,

— 2> hu—3 TCP K—k : 16113

* SOAP/XML (Simple Object Access Protocol) : MSE & WCS Mlo@fED ik, —o7m han
I, MSE CTHEITTHUA VLA IPS h—ERICRENT A —F AT H72DICHEH L £,

— MSE TCP &A— | : 443

e SNMP (Simple Network Management Protocol) : 2D 7' 1 h=a/uiE, FE VT 4 h—ER =¥
YiInb, VA Y VABIEY AT AT A VLR IPS 77— MMEREGET o0 Ebh S, &
B2, VAYLALAN 22 b= 0B T4 ¥ L AKHS AT JMIRET 78 A RA 2 Mz
IR DTl b b ET,

TA4YLRXIPS RES LUV TOT 7/ IILERE

TAYLRIPS 707 7 ANVDOFREIL, 777 A NVORREETIFEHNINS WCS OiaE 5
Fr—rEEELEST, EEOT a7 7 A iE, MSE TEITT AU A ¥ L A IPS ¥— b ANITETF
ENFEI, FuT7rA0E, MSE EOTUA YL A IPS —EANnG, BFEODay bo—F &GS,
WiZ, ZFORBOay he—S IZBEMMTONTVWATYAL VYL AXIPS E— R 7782 KA MIEH
Miczoran 7y A VMeEShET,

WCS TU A ¥ LA IPS 7D774/1/“\0)E&“ﬁ§@/7rﬁ75‘ﬁbﬂ HOEE VT 4 =X =P 0B
X=arbue—=JICEHAENSE. RELHEATLZOICROFIENFTENET,

w==SOAP/XML=p ==NMSP=p- ==CAPWAP .
- e?1 Adﬁz,i G} =7 ‘}\ Eﬁﬁﬂﬁttj

w
DAYLAIPS 8
e
o

F
| S
WCS
E—F AP

1. WCS TREZT R 77 A NREB I, N—=Va VIEEATEHEINET,

2. XML RX—2D7 a7 7A/NNMSE TEITTLIAYLRIPS =V Vic@faSnEd, Z0%E
#Hix., SOAP/XML 7 & ka3l k- TirbiuEd,

3. MSE FOUA YL AIPS= oI Uid, NMSP AL CRETn 7 7A@+ 2 2 LIz
T, Z07a 77 A VIHEEMT TS Eary be—F 5 EH LET,

4., VA VYL ALAN a2 b —FZEHSNZUAL YL RAIPS 70 7 7 A VESZITERY ., %
NVRAM [ZRFE L (UETIOT_RTONR—V g DT a7y AV E2BEEHZ %), CAPWAP i
Ave—VEFHLTC, BHEIN-T e 7 7 AV EZNICEEMTONTZTIA YL RIPS 727X
RA Y MEFELET,

5. JAYLAIPSE—FRT77ERARS L MIar he—InbEHINE-T 07 7 A4V EZITHRY .
FOIALYLVAIPS V7 "o =T =P EHEZHMALET,

FEYTF 4 =R UE 1 DD TAX L REH AT AT OREARTH D = LIS
THLERNDY ET, THESARNIC 131 ORIV ET, 2F0, TV T 4 P—ER Y
UiE. FFEDO WCS BT S =6, Blo WCS IZBMTE /A,

Cisco GBI A ¥ LR IPS EBAHA K
.-. OL-18385-01-J |



J4¥LXIPS75—L 70— N

T4 LXRIPS 75—L 70—

WIS T A ¥ LA IPS VAT AT, BEOV =T Fz—VIli-oT, ZT UV=2—TDAX ¥ 0 HE
BLERBEERZ AP LRAEE AT L Oy Y —VIERLET,

a—hl E—F =

W AP o
\ff;’:‘;”” —CAPWAP» —NMSP g—sump FSyT /1
JIA¥LR IPS £ wLe ah MSE Tms wcs 2
E—F AP &

Cisco MU A VYL A PS VAT ATT 77— M) H—ZB5720120F, EHOT 7R KA
VRERIZZ AT MR U THEMEBT ONALERH Y T, ERHOT 7R RA b
BLXOIIAT U ME WU IRF V=7 A% 70— RXx AT 5 [EET D) 73 R
& o T, Cisco Unified Wireless Network N CHBMIZRHINE T, ZORETIH, =—hb
E—RTI7HA KRS MNEENBICHEEMTONTE I TA T MOV XA NPEICERINET,
SSID 7 Vv—7 R AL C, SSIDICE-T, A AZBEETDLLICVATLERET D
ZEBLTEET, WLANA V7T AT F o |ZEERIET LR INTHEBZTNEY OV A
T AEESNET,

TAXYLAIPS E—R TV ERA RS N TP i lo CTRERBUNEINDE, 7T —LOFEH
NUA ¥ L ALAN 2> b —F 2% E S, CAPWAP #l## b o 2N 7L ENET,

TJAYXYVALAN a2 hua—J 77 —208HFET 7 EA KA ML, FEY T 4 $—ER
TV EFTTHIA P LRIPS —ERICHERICHEEE LET, Zo@EFIEASNE T e b
2113 NMSP T,

FEYT 4 =LAV EDUATYLAIPS —EBRICL o TRITRONTZT 7 —LDOFH
WX, T—0A T LHEBWHOZDIZT 7 —h T —H_XR—=RZBEMENET, SNMP F7 v 7RIk
BIEREENT D274 P LRI AT Acik s E T, RICKBEEZZRT IEHOEHNZT
o (e xiE, BEOT 72 A KA FTRIUKENR#HRSINT) HE. 150 SNMP k
T PN WCS ICEEENET,

TI—LEREEGT SNMP F T v 1T WCS Ik TRIEEN, RENET,

BROBREFER

Cisco T A ¥ LA IPS VAT LADEARS AT A a vy R—F% NEROBEY T,

JAYLAIPSE=F FE—RKDT 7R KA b
TJAVYLALAN 22 ba—7

TAYVAIPS P—EREFATTHELY T 4 —EA =P
UA Y LRI AT L

WIS T £ % LR IPS AT AMIULBERF/NIT— R X—T g0

| oL-18385-01-J

Cisco BIEEIL VLR IPS EAHLF 1



BN #Roza®sE

e UAVYLALAN=ZV I a—F : X"—T 3 52 XX VL E
o UAFLAKIEL AT L X"—T 30 52 XX UL E
e TEUT 4 Y—ERTUVL NN—=TUg 52 XX R

DAYV AIPSE=H E—FTHR—FENTWDHT7 7R RA 2 ME, Cisco 1130, 1140, 1240,
BRLUI250 U —XTT,

802.11n K&

802.1In TIEFE-7<H LWPE L A YHEEDSEHIN TS Z & n, BRFADNEAMITE LRS-
B, BEfFD 802.11a/b/g T 7 A KA UV FTIRHINLDOFH LWEAL—T v N T—% L — M &5k
TEFEHA, ZHIZEY, VLAY L 2 Ry bU—2728802.1ln L— F TEEEINEZHEEZZITTL
RABAREMEN S W £97, 802.11n DS DF A ZATIEIZEN S OB B A AERICRM TERWIZDTT,

802.11a/b/g 77 ¥ A KA > FTlE, E—ar Bl Hi— L—FTEEINDZD, FEALED
802.11n R IEZ#MH T& £33, Greenfield T— K CEMfET A A EZ BB TE 5D, 802.11n 77 &
A RA 2 N2 TCY, Greenfield £— Nk, 734 223 802.11n LIS DL — FCEEETE RN K ST
9% 802.1ln 7 7R KA FORE/NT A—FTF, 802.11n Greenfield E— K TEEL Z2WARTEIX
M AIRET 923, 802.11n 7—# L — kT Greenfield RIEFR X OB L 802.11a/b/g 77 B A A v
e ENFERFA, BEHKIT Cisco 1140 BEL W 1250 YV —X TR KRS bEFIHLT, 29
L72802.1In N—ADOHEZMHTEXDHLHICTHZLzBBOLET,

VATLDRT—ZEY T4

EFEEVT 4 =R TUNE, 1 DOTA YL RFIHT AT ADLEITEBTCEETN, *v b
U— 7 ZRET AR LOMERHV T, 1 2OTVA P L ARG AT LG, EHOELEY
T4 PRV UEBERIGELIENTEET,

273097

VAT LOFRFEEICIE, WOAr—F ) T HAZEBLTLIEEN,

o WCSIENATy R H—NTHEK3000T7T7ERA RSy REFR—FTEXET, Z0 3000 OHIE
WZiE, 778X RA MY —ERXR 20T 277947 e, JAPLRAIPS E=F E— KD
TIRARAL LV NOWENREENET, TORITTT LI, WCS H72V 3000 7 7R KA v
ro ERRIZET D E T, ’7/1"\71/7<IPS:J?QJZU\T % AP %éiéiiﬁtt@f/ﬁé TAHZENTE
F9, INOOlFEIL, EBED RF &M, BEFO WLAN f VA2 =1L DEE, BLO0EFx2Y
T4 BE=X VT ORERL VL > TR £,

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



#grozszE N

=1 BLC WCS EDI4/4XYLXIPS &£&T—4 AP
1:3DHE 1:4DHE 1:5DLLE 1:6 DLLHE (1:7 OLLHFE |1:8 DELHE
74X L X IPS AP 750 600 500 429 375 333
T—4 AP 2250 2400 2500 2571 2625 2667
&8 (WCS DOHFIR) 3000 3000 3000 3000 3000 3000

JA ¥ LAIPS +—E 2% HEF77 25 MSE 3310 THR—hFTEDHUA YL AIPSE=F E— KT
A BRA L IO LERIF 2000 T, EORIRT LT, VLAY LR IPS BLOT —% AP 23
L WCS NIZIBRA ENTWBIBADHIRER L, WCS B KO A —F Y7 4T3, MSE 720
2000 VA ¥ L A IPS AP @ ERIZE L5 fHBID T A ¥ L A IPS 1217 DA —/3— L A HEpk & fif
TAHLERNBL D ET, ZhIZoWVTIE, AETCHBRLET,

DAYV ALAN 2 b —FFUA YL AIPS E=HX E— R TIVBA RS Méra—hL £—
FT727EA KA MORIKGETES R —FTCEET VAT LVARAIPSE=FX E—F T 27X KA
VRPN MEETAar b=/ EIIr—HL F—FRAP LRULTY, &z, 100 TR R

A hEYR—FLTWD Cisco4404 12100 VA Y LA IPS E=F E— R TR KRS E
720%. AEA 100 B2 R WEY  fFTBEDOHEOTU A XYL A IPS Hr—H /L E— R 772 KA
VhEYR—FTEET,

WMEBERIALAVYLRAIPS T4 E=F 79X RS2 MY

WSRIT A ¥ LR IPS ¥ AT AT DI,

TIERARAL L NOBLOBEGHEN., 71 —L40

ZIEEN, HEEMENIEBEOHIALV/NSNWI EA2EERTHLNEETY, ZOMECHEMBIZ, 7
A RA 2 FOBEREAN, KB 7 (RN TIEI WLAN 7 A 7> b)) 12X > CTHIIR &
NHEHTT, WLAN 2 54T "OHINT 782 RBA v FORKHES L O RERITEWN =D, &

NDOHEPHITZ F 4T 2 - DHE

WCHIBREET, &I, 778A KA b2 LLFTEITL,

ALY LA Ry NU—JIZRFILEREO— RN XTI EBRADZ L 2BEIDLET, 25
DORBDOEFEEE L AaDT 7 A KAV FOENTZ L — NEEOMARDLEICL > T, BEWISR T A
YU RIPS VAT AL, BHIFHOBEREITVRRL, 77947V MRV —ERXRTHA L TTANT Y
Fx LV DRNWT /A RA L NEETHERTE T,

| oL-18385-01-J

Cisco BIEEIL VLR IPS EAHLF 1



BN #Roza®sE

-
/// \\
y 1 ~ 6 Mbps \\
/f I & T L—L \\
/ \
rf \
| |
\ /
/
\ y
\ /
N S
: N 4
Client \x /// %

FORTRERTEIIC, A Y LR IPS DAL, KPEOBETEEOHRAEICHEDLND 802.11 FHE X
VHIE 7 L— AR ES& 3, 2L, 24Mbps 725 54Mbps DE WA L—T v k T—4 L —
FERMETDITOICHEINDIT =4 778 A RA U FEBRRY FT,

B EDBREBEICHERTA YL ZAIPS T 7 A RA ¥ MIEAEMHICIRET 72010, ZHOERRH Y
F9, BETHIHAEOEX 2V 7 4 B EERESFMIENENER D720, T XTOERD=—XC
ST HHEERNL—ITH Y FHEALR, W OO KR HA RTIA LV 2EZEETIHIVLERHY 97,

MERTAYVAIPS T 7R KAV MUICKET L EREREZRICRLET,

BRLDEH

7T LA T U RNREIT 4 T DOFEMRE OHRER ORESRME VA v L AE T OERKILE SN E
BT D EMOMEICKRESIKET IR0, EHOBEOH DAV 0 ZABRETIT., Z0RAELIY L0k
VY —RUREZRVET, ZOZEIF, T Y—ER T IR RA L NORRFIECET IBEFED
ik L REETT, REEBOHEZSI &R I TRENOEEN N ZVIEE, VLA PYLAIPS T 7 A R
AV N EEWEECHBRTOILERDHY 7,

TORTIX, VAYVAEZEYELLZY, 850720 T2EERRTIT, RIBBEOKEL TU v X
TELHUAYVAIPS T 78R BA L PEMR LA —T U IREBRNRELZ R L TVET,

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



#grozszE N

. - . - e %

o — L

72ttt E LT, FTORTIE, EH50OBEEZSIERITEHDODEVEOSH DENEELZRLTWE
T, ZOBRE. WREBRHT L0, Z<DUATYLAIPS T 7B A KA 2 MEHERTDLEND

Dijﬁo
P P P
P . ~ ~
/ A / N\
;/ J,{ Vi ‘II \,ll
|| lII I|
: - | | | - |
\ \ l.ln'll \'._ J’ /:'l
N -
T B < P T
RS S - <¢ S . .
/ ./ / A
/ ! / \
ll I|' III [ I'l I'I
l ﬁ?k J h | & ;
\ \ y J
\ N
[ X 8
~ - —_— = — - E
B9 5 R REEE

2.4GHz B X O 5GHz #3k O WM E I 3 B e 1L, T OREOZEORR L LR £3, i
kB L& 24GHz VA ¥ L A5 (802.11b/g/m) 1%, 5GHz (802.11a/n) LY EMEHEAEEL 9,
HEIDA VA R —VICHRERT ALV LAIPS T 7R BA v MR ERICEET 510, 74P LR
IPS L CHEMT A2 LENR S 5 B HRIRZ BB T2 LERH Y £7,

Cisco BEE DAY LR IPS EBAHA K
| oL-18385-01-J .“



BN #Roza®sE

74 L X IPS AP (2.4GHz) &1-Y DEREEH

T—% L—F BEOHLHEN F—TURER

6Mbps @ -86dBm ~ 35,000 sqft ~ 85,000 sqft

J74% L X IPS AP (5GHz) &%7-Y DEHEEE

TF—% L—F BOHSEN F—FUBER

6Mbps @ -86dBm ~ 15,000 sqft ~ 30,000 sqft

FoFRIT, FREBBLIOEZA TOBRET, | DOUAFXYLAXAIPSE=F E—RFR TV tERA RS
TAHN—TELMHDOEF 74— bR LTWET, TNHDA N v 7 0b, FREO T a7 fHEkE D
N—TFBH7DIIHERTIAYLVAIPS TR RAL  MEROEER DD T, ZOHA X ATHE
FALTWA LY —NEEL, VAYLRAIPS 2R — K TD52R2aDT I HARAL L b DT A D
BN EERLTCOET,

XU T4 DEEE

SEIFERFBEELEDOIVA YLV A X2V T 4 =XV 7 O=—XX, F5EDRKAE ARG
FoTRELSEBRDI-0D, 1 DOREOREREENT X TOA VA M= VIZHEET D IR ¥ A,
VKT 4= HTEODT ALY LAIPS T 7R BA 2 FOBEREBRICERT 27201, %=
FAEREE ) ITESWERT A REIZEALET,

BED B HENEBRE TIL, 2.4GHz DEFEFMEICL D | BEORKNTYAPLRXIPS 77 R KA v Ok
T 2 R 2@ T& £, SGHz ¥R TE W EEE 2T 5101E. @B E O,
MRV ET, TORIZ, SEIERHBREBELHFEALEZGEORBOLLOEWNERLET, =
DBEOHERBE L1, XX,000 FH 74— b= 1 DOEET, VLYV AIPS T 7R RA b
PRERT AL EERLET,

—WRES R HERE I L LT, BUME. &, NRAREOR X2 T 4 2 L0 ERTABRETIT. B bR
REMEVLBEETHH, =R LV EHERALET, 1—y M ORES—EN A
F7 4 ARETIEL, [T 8= LoULE@EIRTHE, EBL oo TcbLHoE i Bigamt
NARETY, SGHZ DX =2V T 4 ITIEF L A EBELNZRWEAICET, [Tuor X LOUVEERA L *
T T OMRREECIEZ OB OBHAHIR S ET,

= 2 BOHDH4 71 AERRIE

EEE BREE 2.4GHz &H 5GHz #&H
F—/L KN 15,000 sqft xR (@EEDEY
LN — 20,000 sqft (aRAns] 18 1E
Jarx 25,000 sqft BIE TR

=T URENREL, VAV L AEELEX2 T 0 OBBOBRMEZL T 5RO & 2 BEMNIZ
LAEFERITE ST RVRETY, =7 U ENEEE T, 24GHz OEEFRHMEICEI Y, BEOKW
TJAYLRAIPS 77 ®A KRA 2 FOERTHH0R2RHEEELZR CE T2, SGHz #HI T, &
VWEREE 2R T 51213, BEBEEOREASLEICRY £T, ToHRI, SESERMREELMHEHLE
BEAEOKRIEDOL_LOENERLET, ZOREORREBELIT., XX,000FHF7 +— b= 150
BET, VLA YLVARIPS T 7B ARARA L FEERTLIIEEEKRLET,

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



#grozszE N

% 3 T—T U BERRE

E5aE BEEBE 2.4GHz 1&H 5GHz &t
T—L R 30,000 sqft MR ELFE
LA 40,000 sqft AT W
A= 50,000 sqft 1 1 T2

TOERTIE, A VAN DOEATIZSCTHEHATHIVA P LRAIPS T 7 E A RA V NROENE R
FTZLEEEHMELTWET, ZOFRIT, Bl LTERLTWAIET T, T XTORRICK IS D HEE
= ERLTWDHDTIEHY FHA,

* 4 BRI

J4¥ LR IPS
L 153 LRI H4 X BE AP %
GRS DOA T 4 2 | 2—L K 200,000 sqft 15,000 sqft 14
TEOLT 4 A 2L N— 200,000 sqft 20,000 sqft 10
p S L— {200,000 sqft 30,000 sqft 5

JAVYLRIPS 7R RS2 FOME

TJAYLRAIPS E=F E— R T2V ER KA FOWIERERKIZ. WLAN A 75X N5 7 Fx 2k%
IR EBERT B E VI REBAEICESEET, Z07H, UL VYL RIPS T— K AP X, 2 20— %72
HA RTA NS TRBELET, T, UL VLRIPS T &R RA 2 NP E R EI
BliE L C. BT 4 U T ONER AT o c BB L2+ SICBERLET, 2k, 74 YL X IPS

EFE—RTI7HA KA NEENLT 47 OB i ICBE 32 O TR < RIS i ic 2
THEDICHYNIEET ILERHDL I EEERLET, KIZ, VA VYLRIPST7®A KAV %
EAT 4 T OFLERICERE L, BN E LT 0 v TNE» AT SN B ERHTEDS LD
ZLET,

TAXYVAIPS 77 BA KAV NOYENREREMEIX, 77— P—ERX T I7EX KAV FERET
HFPE LR CNRAN T T7 4 AZESSLERHY T, ZNLOBANCHKE-T, VA ¥ L A IPS
TIRARA L NDOT T FTEBVENLT VI RMORICEEBELEY, Y RHFHO RICEEBELEY
LW Z ENEETT, 77E8A RS 2RV RFOLICRET 256, BHEOINGKT 7 F&ff
LT, BT AR CWBZERIC T o T T 25 XA LERH Y £,

| oL-18385-01-J

Cisco BIEEIL VLR IPS EAHLF 1



BN #Roza®sE

/
\
/
\
273101

LA TIZ, 4 DT ALFLRAIPS T/ B A RA 2 b ERELT 4 ZOEREDICEE L., W
REAT 4 VI OFRDEROEX2 )T 4 T=X VTR FEBRLET, EBIT,. 1 20T A ¥ L A IPS
TIRARL L DEELT 4 TORLICEHEBELT, EALT 4V ITNEOEF 2T 4 £=F ) T
EFEITLET,

Cisco Unified Wireless Network [Z#i& =714 v L X IPS

MATVAYLAIPS T, o —H L E—REUALFYLRAIPS ®E=H E—RKDWTDOT 78R RA
FEECa br—F ETRAESE, RILUYA VL RHEIY AT ML - TEBT 52 AT AGKET

T, T, VATV N YR AT FANT I F Y ER=HX VT AT FTANT 7 F RO
BERMEZRRICT 2720, HIEEN DA TT, EEICL, 20 br =01 v LRl 27 A
REDEL DA VR—=F ME2 oOH&EESTZO, BEELIEA VT TANTIZIF vDO 3 A k& HIE
LE9d,

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



#grozszE N

T4¥LA
IPS +—ERx%
EfTLTLVS MSE

T4¥LA IPS
E—F AP

273102

D34F k-

Cisco Unified Wireless Network D714 ¥ L X IPS A#A—/\—L A

TA ¥ LAIPS A= N—L A HERTIE, VAV LVRAIPSE=HF VLT A VT TANTIF X7 T4
TUVRY—ERAVTITRARNT I Ty NORERIINEESNET, FATLARMADa Fr—F
TI7RARLS LV, BEORTA YLV AGIEIT AT L0y MEFEHLET, ZOHRET L ERRT
HZHMEADL L, R OEHa Y — L EBFERLEMENORy NI —2 LA VT FTANT I F v VAT
LR VT4 AV TTANTIIF ¥ VAT LAEMELTOECXALOREIERNLET, Fi-.
IOWRETALE, TZEAFRALA RN (AP LRIPS Lu—HL B—R) O&FHEN WCS 125 F
N5 3000 AP #lfRZH 2 28I bR ENET,

IPS —ER%
E|{TLTLVA MSE

Cisco BEE DAY LR IPS EBAHA K
| oL-18385-01-J .“



BN #Roza®sE

TAXYVAIPS A—R_—L A E=H VT Xy NU—TEFERLT, 7747 b P—ELRA AT
AT FvDEX2 VT A EEEITHICIEL, MEOHKHEBEEXEITTHALERNHVEST, VA PL R
IPS VAT A%, MEHEHIND) T RACKTL2HEL 2 a JICET 5 E WO AR CEMEL £,
F—R—1L A AT LT, 3D Cisco Unified WLAN A > 75X 527 F v & EHEEND] D
LLTHRRTDICNE, 2 be—FBRUERF 7V —7IZE L TCWAUERH Y £7,

B :
RF ' )L—7]

;\ O—AL T—F I LR IPS

24Tk AP E—F AP

273104

IDIFGAT VN Y —CERA L TITANT I TF¥EHTIAVVARAIPSE=Z Y T ==L A L TTR
N7 F O HBELTfERE LT, ERATREINTWVDTRTOY A ¥ LA IPS A —— L A K
EF AN DONDE=F Y T OBENREAE LE T,

e UAFYLAIPS 7TIT—ALFTA XYL RIPS A— "—1L oA WCS A VAKX LV AIZETERINET,

* Management Frame Protection (MFP ; 7 L —AfRi#) 77 —21L, 794 T AT T A
KZ27F % WCS £ LV AE AT TERRENE T,

o RETT—XIEMFD WCS A v AX L AERINET,

o REMBOKEIX, /FAT L NP —ERAAL L TFZARNF7F ¥ WCS ODEREL RV ET, =
DR T, VAFVLAIPSA—R_—L A LV LEBEEOT 7R KAV NEFEHTHZDTT,

e Over-the-Air RIEFEfIE, v —H/V T— K AP ZBEMB{ECRHHTE 2720, AT TV CHEESE
NEL R0 ET,

o X VT4 T=H VT By vaR— REEFD WCS A VAKX ATRERIZRY £4, U
AYLRAIPS R ED—E DA X bR TUA ¥ LA IPS A——L A WCS IZIETFFEET DT
T, VLAY LA Xy b= OAFEHARE X2 ) T 4 #BICHERT I, Mot T o
HoVaR—KR A VA AEERTLZ0LER’H Y 7,

94TV Y—EVT A VITFR DLV LRIPS E=42 )T
k5% F+ WCS A—1R—L 4 WCS
JAYLRAIPS 7T —24 |72L HY
MFP 7 5 — 24 HY L
RIET T —2Ih HY »HY
RIENL & A {ECHS g
A IERH Ik »HY H Y., 7277 LIREME MR

F=N—b g IV a—arDEEFHED I D, 7 ITIAT NV —ERA ALV TTANTIF ¥ E-
TVAVLVRAIPS FE=X VT A==V A LOBRET 7 A KAV PR oTzy bue—TJ | CBH
T OENDAREMETY, 2T, T 278X RA b (=N F—RETAFYLRAIPS E—F) T
BTl H2 BIVAVYLALAN 2> b —J42BETHIEICL>CHIETEET, DI, %

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



EEEIL YL IPS oigse B

YVa—arOaryha—JZENENDT 78X RA R EOEEHOEBOERE VLAN % fiF
A, ACL Zffifl L T LWAPP/CAPWAP b7 7 4 v 7 326D VLAN BER 222\ E 512952
LB LET,

Autonomous = IEZDHDITA VY LA XY FIT—OTOITALAYVYLR

IPS #—/\—L 4

. | | R ety ey e |
| 95470k $—ER 127528557y [ PTVVEIPRRESZVET
| ¥ A——L1 '
| i |
[ | i
| Il Pt

I (60.0.0.0.0) ' — i
D B
| BSALTFk Autonomous | : !
I AP ¥ :
| et - x .
: E i |
| x R
! ! IPS 4—Ezx%E |
I 0000000 OOO000 il ®{7LTL\H MSE!
| 00000 S |
| 9S4k H—F/$—F1 AP ii ol ig
b ] H I8

WD A LA TIPS Y U = —3 3 %, Cisco Unified WLAN Y U =2 —3> g V& #H LAWEEFED
WILAN AV T FA NG I F v ~DEX2 T 4 F=X VU T EETFTEXET, ZOEE. V54T
NP —ERA AU TTANT I F I TERIHEESI, TA Y LA IPS A—"—L A Ll L EH A,
ZO YT ) FOMAENCIX. A 3D Autonomous 77 B A RA VP EIIY— R =T 4 T
TR FRA U IREENRTOET,

BIGET A LR IPS DHEEE

a2 bkA—5IDS & MSE RA—XDBEETA VL X IPS D:;ELY

4514 (False Positives) DHIE

VAAD WIERHUAYLVAIPS VY a—varEHEATLE, AV LA Xy U= DEF2Y
T4 OBEFICEL T, BT ZE T ET, SBRTEEOEH T L— a2 KR LSS, BHICT
TF—LE NI H—FTBHETORAapar ha—TF_X—ADY Y a— a0 Cisco @i v
AFYLVAIPS VAT AIE, VLAY VAA LT TANTIF ¥ v N7 IZEERITTERTOELE
OEH 7 L—2ERH LESEAICE S, 79—2%2 U F—LET, Zhid, @EHY A v L X IPS &

Cisco BEE DAY LR IPS EBAHA K
| oL-18385-01-J .“



W #ERU/vLXIPS O

77— L&

DoS %

AT ENITATX VALV TTANTIFyNICTFETDITIVBA RS 7T 47 FORRER &
OENMEAZBIICH#HBI TX AR TT, WEBERA L T7TA NI 7 F I L THET BN BAICET
T T —ANERENET,

AADMED T fr—F_XR—ZD DS VAT L L ZadD MSE R—2D WU A4 ¥ L Z IPS
VAT LADREREBEND | OlF, ERTHRHENE —BOHENR 1 >O7 7 —MMIBEAT S, £
ENAZ LT, ZhIE, VAT LRIPS VAT AT L 5T, BEORKENYD THB I L7z & &

W2, TNHIC—EONy Va F—FHBMICED U CTH L TEITENET, #HKOTU A YL X IPS
TIRARAL VN THENRZEEINZHE, TV T 4 P—ERA VU TT 7—2E/NTOND
723, WCSIZ 1 AT EmEESNET, ZhiE, 79— 2ERH LAV AaDFEO=ay ba—F

NR—=2Z2D IDS VAT A LT E o7 BT,

LR TLA PS

\NosEEgﬁm§?%?%él

A =

H?f \#
ol el e
Al (I

273108

vAapay hr—7_X—2@ IDS & Cisco M T A FLAIPS DH 9 1 DOKIREN T, K
27 ATHRHTTRRAR LB CT, ¥ 7827 a L TOEMAE FTORICETLHIC, Y4V L R IPSIE%
BORRELREY —LERETEET, TNOHOREIZIT, DoOSHEBLEX2UT 4 XX ML —T3
VIEBEOELL b EENE T,

DoS W \ZIX, VA YL A Xy NU—JHNOEFERBELZYESZITBESES L )& IR
H=ZXAWEENET, ZHhbITIE, VA YL R Ry NU—JNOEHOEERA Fay 7S8R0
REFEICESHEDLLICRHENTEZHDA T =T ENTET L— 2B HBAEND Z LR Y £1, mﬁ
W, VAY LA Xy NV DFEETEX LV —E 22T 2T RE2 525 ERH Y
FITN, TXEKIER LT, WEMEIETIE, 2<IE~A T RAORER R R T,

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



EEEIL YL IPS oigse B

ToRIZ, a2 b —FX—=20 T A ¥ L X IDS & MSE X—Z2AD#GH T A4 ¥ L & IPS 12X - T
EINHEEZERITAD DS WRERLET, K7 7 AT OO Y — ) )L L FIENBEA

ToNTWLHEERHY £7,

T7S5—L%A

arvera—35
IDS I2&-T

&

JA4xX LA
IPSICT&k-T
&

TV —vay 77y R

O

TIvE—=vay T=T N A== Ta—

FREY T v K

O

EAPOL-Start %5

PS-Poll 77 » I

BAFEI N7 Vo —v g v

CIS77v K

Queensland University of Technology Exploit

RF Jamming % #

RIS 77 v K

AR v U 7 B

EiEN e

POREMERR 7 v — N % ¢ X b B

POREfRER 7 Z > N B

7Y vxm— g UERT R — Ry 2 b K

TV —a VERRT Ty R

EAPOL-Logoff %%

FATA-Jack > —/V#iH

Premature EAP- J:Hy B

Premature EAP- p{ Th% 52

OO0 |0|O0]O0|0|0]0|0|O0|0|0|0]0]00|0]0|0

Xxa)Fa4 RRFL—P a3 VIE

TJAXYLA Xy NI 52EGNT2O0KBEZIALTDHH, IZIEHEVW RS AEEOEmWEF2 Y
TA NXRRL—vaid, BET R THRET — 22 A5 DIEATE AR BT COER
EX Y TFy L0, ALY T2 IR SN T0WET, B2V T 0 AR L—v g VIR
WIE, A YT FANT I FXICHTH7 2 VR SHAMRHT LI L2 AN E LIERBERBEREEND

b0 ET, I,

X2V T4 AR L= arHBI, VT4 T U b —Ry Ml

DREDT 7 EARA L M TAT U b eFELE ) LB LICL-TI IAT7 0 MTEERIF

FTAREME L H Y £,

ToR, o ba—F_XR—=2DT AL ¥ L A IDS & MSE X—Z2D#SHM T A4 ¥ L 2 IPS 12 L > THH
ENDHSFSERIFTADNR L —2 g b WBERLET, £27 T Z2ITNL OO KEY — )L L F

EREEMS T O THD5EERHY £7,

| oL-18385-01-J

Cisco BIEEIL VLR IPS EAHLF 1



W #ERU/vLXIPS O

avkA—=3 |94¥LR
IDSIZ&>T |IPSIC&L-T
73—L% B ]

Airsnarf B %

ChopChop %

WLAN Ot % = V7 ¢ 8512 85 Day-Zero B #
TNAADEX 27 ¢ BHIZ K5 Day-Zero K
B

AP DT NA X Ta—7

EAP 2 Y v F~OFFERE

802.1x FBREIZXT 3 5 EAP &

B0 AP Oty O
% DHCP ¥ — DRt

& WEP 7 7 v 7 Ot
TITAT—v a3 R
Hotspotter > —/L Ot

ARIE 802.11 /X7 v F OfH
Man in the Middle 8 O H

O|0]0|0

NetStumbler D% H O
NetStumbler BEEE D

PSPF &

ASLEAP B8 Dt

N=—R v b AP O O

V7 N AP F7IEA A N AP Of

AT —T7 ZINT- MAC 7 KL 2D H
BOLWEERRSIONT T 1 v

N = YA PNMILDLREART VYo —va v
KIKFBT Vv m— 3 OB

Wellenreiter O Hi @)

O|O]O0|0|O|O|00|0]00|0]0|0|O0|0|0|0|0]0|0

I2+xL2Tvy

Cisco /T A P LR IPS VAT AE, #FLWHEEL N T TNy a—TFT 4V TOENT, WE7 4+ L
VU I EFR Yy T Ty T ABEERAET, ERALLT, T LUy ZHEREIL, —HEOTU A Y LR
Zl—LEku sk L, METAWEEL ROV EIANRN—ADN Yy N X T TF ¥ 77y UT 4T
T, ZOBEREIEX. WCSDOUA YL RAIPS 77 7 A VEREND L RBEN T, 2 —T7 M LET,

COMEEEA X —TNCTDHE, ZT UV —TIREOKET 7 —ARRLNEZL, 7Ly Yy I
AR NI T—ENEzET, TOTT7—2E M) HT—L7EZUAYLAIPS E=H% T—KAP DXy 77N
WIS NNy MZHESWT, 73 Ly Z7AAMBRERSNET, 2077 AT

CAPWAP (2L >TUATYLVALAN 22> b —F | ZiBEI N, WICNMSP iI2k-~T, =Y T ¢ ¥—
ERA 2V UTEITTDHVAYLAIPS Y—ERIZHEEINET, 20774 0F, 2—FR7+ L
VUVIICRELET A AV KBAIRICETLZET, MSEDO 74V Py s T—hA TICREENE

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



GE)

AIERH

WEGHEH

EEEIL YL IPS oigse B

T, T 74NN TZOHIRIZ 20 £H A R T, ZORIBIGET D E, ZbEWIH LYy T 774
IHHEIRENET, 7L 0V 7 T7ANVET 7 BRATDHIZINE, 740 VT 77 A~DNA
NR= o 752G UA VYL AHE AT LDOT T —2E2HEET,

TAXYLAIPS VAT LD T 5 Loy y ZHEREIZDOAIZHEHAET, BROERP Y 7T v Iz b
N THMENDD £9, ZOMBEFHEOHAIL, 778 RA KA MO DAMBKEL, 20O
BERBIC KB L T ARV a— L ENTZT ¥ RV AX ¥ U ~DEVIALDT=HTT, VA YL AIPS T
TERARALA NI, 742V 7 T ANEERELTWARUEA LV RAZ AT, Frr)L A%y
ERIFICFEITTEXERA, 74L 0P 7 T AANE U TINTVAR, Fy R 2F ¥ UidEK
5 FOREE L9,

TJAY LR IPS IZHGELENTZF=F TE—ROT 7B X KA Mk, BFED Cisco Unified Wireless
Network BE LR LYy 7 2 FEH L T, AEBRROBEE LEMEITVET, 22k, 914 vL
AIPSE—R T I7HARLA LV MI.AETI7HA RS IPBIOT REY Y 2y hT—J % AF ¥
L, RHHLT, BRIET 22 EBTEET, RIEVA T LA TNAAL RZETLZOBFERBPEREIND &,
RIET Z7—LEHNTOND WCSIZHRESNET, 7277 L. ZoHELFERHT S L., VAP L XIPS
E—RTIBARA L bEEHAL T, WWEEIENES SN 725E, IO, RENRBCEZH N L
LT ¥ R Ax % U & FATT HEN TR S vE T,

WIS T A ¥ LV AIPS VAT L&A T 27 DICHE RN —AZHHT 52 L2 B L Li-tee

LT, MESINTEREFRFRIL, AT LTRHEINTEFREZOLE Y 27 VEBLOT X2 OB %
B LET, ZOBREREMHIT, EEOTA VLR IPS 7 F—uh b, [Help] A=V T %2

Uy 2450, ULAF¥LAIPS a7 7 A VRERTEZZR L CHEATE £, ZoRa R,
BEEIL, WEROITHE, WEORBIHER SN G Y —/, AREEO H D5 5B 5 ik & 42
it LES,

WIS T AL ¥ LA IPS Y U 2—3a U ilit, ¥ P F v SNTEEEARY — 0T 8 20 B tEic
B4 a8E07 7—2baENnET, BEMRE I AT A TiE, MSE RIS BERE D 7B X
NFANAS ABREEZEBL T, VATV LA Xy hU—20 897 FEokErEdEd, VAT
LEDARY FEITHEIC, MSE ICIRTFEENTW AT —Z L LT, HHIBREOE(LNR D
AT, BERH= O URN NI T —SnET, ez, VAT ATHEADT N MAC A7 —
T AN NEEMMICY Yy T LTED, BIOBIZ MAC A7 —7 A2 R23200% HE0 L7554,
ZTOMSE TERETI7—2MN NI T—SNET, KRIZ, ZOT T7—L0 WCS IZEEFE S, AT AT
RAETHARIEDOH D IERDBUBEBZIMPNRTIA VYL R Ry hT—7 TEALTWAZ L 2EM
FIBMEINET, BT, BERHET 7 —21F, VA YLV RIPS VAT AZEFEO V7 =F ¥ B30
AIREPED & 5 Day-Zero WEZ RN T 5 7-DIC b TE 7,

| oL-18385-01-J

Cisco BIEEIL VLR IPS EAHLF 1



H FAQ

T2+ EFDERETOTFZAIL

FrE D45 WLAN ©F% =2 U 7 A HRICE DETCREDOREZ ARSI 5720, HWISHY A ¥ LA IPS VY
Va—ta i, BEOEEEXOEF2 )T 4 =— X bﬁfﬁ%ﬂt&ﬁ®77wwb®7

B77AAMBHESNTWET, TbDT T 7 A M, FFEDA VA=V TLIZIEIERY A
7 7m7yAntXa )T =) T OB EROLOICHHENEY, BEOTnT 7 A
IZ1%. Education. Enterprise (Best). Enterprise (Rogue). Financial. Healthcare, Hotspot (Open
Security) . Hotspot (802.1x Security) . Military, Retail, Tradeshow\ Warehouse 72 E23H 0 £ 77,

7Ta 77 AL, BRORERORIED = — XN LT D720, FEIC Y AT AR 5 729D OBtE R
ELTHEAT2ZEZEMELTOVET,

) 1)—R 5.1 BEE~DIRE

Cisco ST T A Y LA TIPS YV a—v 3 d, VROV U — A CEAINT-HIEZ AT 287
Unified Wireless LAN (CBBEICHEAESNET, ¥F 2V T4 v aRh— FTiE, R UAERSRREL
SROEBIO AT TV O FIZESRT A ¥ LA IPS 4 X hmdFEREINFET,

FAQ

Q. FOLIICTATLAIPSHEREIZ T A B ASNDDTT M,

A. VA VPLRAIPSOFA LR F, FEYF 4 —ER =P THIEIL, T2 7 4L 2R
IPSE—R TR RS MUIZESETET, T4 AEIT, BABAL, BIILT, V
Va—valDE=F YV ITRFREBZEOCT I ENTEET,

Q VA VYLAIPSE=H E— R T 78R RSV 2O OUALYLALAN 2 ha—F ¢ FELE Y
TA4 P—ERAZVUMOTEIND N T 7 4 v 7 EIFZENS BWITR YD T,

A. WLC E MSEIDO NI 7 4 v 72X 7F v LTHEITEINTZNT 74 v 7HRETIE, 30 MO
WHRIHERN 1,806 By M/ BTLE, ZOETIE, VA YLARAIPSE=F E—FKOBE—DT 7R
KA FTIEITEINTHEY, v b —JZBEffToNTA P LRAIPS 7 78R KAV MK
WCESWTHENICAM S D BERDH Y £7,

#rEt &
BRI Y MK 1170
BEET 7 4 v 78 (A F) 396,341
FEFHE (B b /) 1,806
AR (B b /D) 68,256

Q. MSE THEITFLTWAIALFYLRAIPS U —ERTT —HA T TXELETT—21FT < DTT A

A. 77—LFTIAXYLAIPS =TT 74/ hD 30 BT —h A4 7 SnET, ZOREIL. WCS
@ [Mobility Services Engine] > [WIPS Service Settings] T D B ISV THCE £4, 8
TEDV Y —RATT =4 THHERT 7 — ADHKREKIL 6,000,000 T, HEEREIZE L TEMIAND
BEOAR NEREFETEET, T—FARXR—RAOEEFENDVRL DL, MSE 725 WCS 127
T—ABREBFEEINET, ZNOLOT T —LOREOMBITRARED 75%. 85%. BLU9I5% T
To VATV AIPS T—F =20 95% OFEITET D&, VAT L0 70% LU T ORISR
DZETRLEVT 7—25 L a— RBEHIFNICESICR D 5,

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



B vLzxIpsEe B

Q. 2T F A MHISONE L HEIG T A ¥ L A IPS MDD L~ b3 i] T,

A. TAVYLRAIPSE=H F—FDT I BARL LV MNE, 7947 b, RE, BXOT®y s #7
DOANEBNCEINTcE £, 72770, 52 VYV —ATiE, FEY T4 —ER P31 DOR
AV RT1IOREFH—EREFETTEEST, ZUE, VA YL RIPS EMES—ADF—E R %ZF|
A L7- Unified Wireless Network # Tix, MEMIZ2 DOEE Y T4 —E R = VU &HH
TOHOMLERLDZEEEWRLET, 2054, 1 DIF@ESH YA YL A IPS —E 22 ETL, il
HiFars A MR —ERAE2ETLET, 2000 FEE - VREHICHB SN TWD Y U —RT
i, ZInH 0P —E2RE—OWE MSE L THFETEET,

BIGETA VLR IPS RE

1: EEYF4 Y—EXR TV vDtEY TPV

ATvFT 1 KkOBGKEHRTa A LET : root/password

ZF9T 2 BHOEBIFC, MSE bty hT v 7 22 )7 FERBT AL CkobNET, oFar T b
i~ Tyes) &AM LET,

~

(GE) MSE»bty FT vy 7RROLNBRVWEERIT, KOa~x FEANLET
/opt/mse/setup/setup.sh

ATF9FT 3 HKAMELEDNS RAAL VA EFELET,

urrent hostname=[msel
onf igure hostname? (Yles-/(S)kips(U)se default [Skipl:| y

he host name should be a unigue mame that can identify
he device on the network. The hostname should start with

letter, end with a letter or number, and contain only
letters, numbers, and dashes.

Enter a host name I[msel: |MSE-1

urrent domain=[]
onf igure domain name? (Yles~/(S)kip-(U)se default [Skipl: y

Enter a domain name for the network domain to which this dewvice
belongs. The domain name should start with a letter, and it should
end with a valid domain name suffix such as ".com”. It must contain
only letters, numbers, dashes, and dots.

27307

Enter a domain name: |cisco.com
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ATy 7T

A= XY PN AV H—T oA ANRTA—HEZRELET,

urrent IP address=[1.1.1.181

urrent ethd netmask=[255.255.255.81

urrent gateway address=[1.1.1.1]

onfigure ethd interface parameters? (Yles/(S)kips(Ulse default [Skipl: y

nter an IP address for first ethernet interface of this machine.
nter ethB@ IP address [1.1.1.181: |172.208.229.288

nter the network mask for IP address 172.208.229.288.

nter network mask [255.255.255.81:|255.255.255.48

nter an default gateway address for this machine.

ote that the default gateway must be reachable from
he first ethernet interface.

273108

nter default gateway address [1.1.1.11: |172.20.229.1

ethl f VX —T =2 A A RTA=FDANERDOENTZHE, 2 2O NIC [ZIFEBIENMLER N2,
[Skip] X AJIL T, RO FNEIZHERE T,
A\

GE) RETHTRLRIE, ZOTFIATVATHEATLZ2AMO I AL YL ALAN 2 hr—5 &
WCS EH Y AT L~D [P #2220 ERH Y £,

DNS = fF#RAE AT LET, EFHR FA A VRPICHE R DNS —3 1 2720 T, #Hix o
72Oy T 7 =B ATTLET,

Domain Mame Service (DN3) Setup
DNS is currently enabled.
o DNS servers currently defined
onf igure DNS related parameters? (Yles/(S)kip~s(U)se default [Skipl:|y

nable DNS (yes~ no) [yesl:|y

nter primary DNS server IF address: |172.28.229.18

nter backup DNS serwver IP address (or none) I[nhonel: |[172.208.229.28
nter another backup DNS server IP address (or nonel) I[nonel:

BA DS = ZBRELET, T 74/ D New York DF A L V' — U NEEI:Y TIXE SR WIEAIT.
[Location] A ==2—%ZMHM L CTIEL<RELET,

urrent timezone=[America-New_Yorkl
onf igure timezone? (Yles/(S)kips(U)se default [Skipl: y

Enter the current date and time.

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

Z) Americas

3) Antarctica

1) Arctic Ocean
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NTP £33 AT LM 2R ELET, NTP XA T a TR, VAT A TIEMR S AT LKA
HEFFCX £, No) ZBIRLIEEA, VAT LAOBREOHRZRET DI IIKOLNET,

etwork Time Protocol (NTP) Setup.
If you choose to enable NTP, the system time will be

onf igured from NTP servers that you select. Otherwise,
ou will be prompted to enter the current date and time.

TP is currently disabled.
onf igure NTP related parameters? (¥Yles/(3)kip-s(U)se default [3kipl:|y

Enter whether or not you would like to set up the
etwork Time Protocol (NTP) for this machine.

If you choose to enable NTP, the system time will be
onf igured from NTP servers that you select. Otherwise,
ouw will be prompted to enter the current date and time.

Enable NTP (yes/no) [nol:| yes
Enter NTP server name or address:|time.nist.gov
Enter another NTP server IP address (or none) [honel:

27311

G¥) =EbvVUTFsP—bRTUVr USFPLALAN a2y br—7, BLOWCS FHI AT Al
HELWKMZRET OIXLERHY £, 2T, 3 2T XTOV AT ATHU NTP — 1%
RAVBEIL, ENHICELWIA L Y —UPRRESNDIEIICTEHZLICL - THHATEE
R

a—H) aryy—jL)—hkal A EEHNILET, TONRTRA—=H|L, VAT LA~OO—H)L a3
V=) T I RERNEIIECT A DIERALES, ZORTA—FE, v—HL FTF T
Va—T AT ERITTEDLLICTHDICENCTA2LERHY 7,

emote root login is currently disabled.
onf igure remote root access? (¥Yles/(S)kips(U)se default [Skipl:| yes

Enter whether or not you would like to allow
remote root login via secure shell for this machine.

Enable remote root login (yessno) [nol:|yes

(BWEERE) SSH (k¥ a7 v =)L) A—b al A EHNCLET, ZO/NRFA—ZF, VAT b~
DVE—F ALY =V T 7 EREZRENELIIENCTLDIHEHLET, ZONRTA—F T E—
N RTINS a—T 4 v T EETTEDLLICTDEDICANCTHILERHY £, 2L, &
HOEX2 T4 R —TZOA T arEZB\hTrL2IimloNTHIHEALHY T,

[55H root access is currently disabled.
onf igure ssh access for root (Yles/(S)kips(U)se default [Skipl: yes

nter whether or not you would like to enable ssh
oot login. If you disable this option, only console
oot login will be possible.

nable ssh root access (yes-/nol: |yes

| oL-18385-01-J
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AFv 7T 11

ATFvF 12

& K

2AT7v7 14

HB—Da—F T—FBILUONAT—FOBEELZRELET, INOORENT A —ZTHETITRL,
T4V ROFREF, Is) ZANNL T, EhbEAXF vy S T52L T,

Single user mode password check is currently disabled.
onfigure single user mode password check (Yles-/(3)lkips(U)se default [Skipl:| s

ogin and password strength related parameter setup

aximum number of days a password may be used @ 99999

inimum number of days allowed between password changes

inimum acceptable password length : 5

ogin delay after failed login

hecking for strong passwords is currently disabled.

onf igure loginspassword related parameters? (Ylesrs(3)kiprs(U)se default [Skipl:

ayAy N F—ERELET,

0y Ay NF—k, VAT LAOZ—WII, REARBL—FNRVAT LT 7 ®ATERVWE ST 57
ODOELE LR RTAEDITFERHENE T, a4 XRFP—13EEBITORA Y —OEERNH A0, 1
DOOEVAR () TAYE—VHKET L, WOFNEICHERET,

=k RRAT— RZEFLET,
COFMEZ, AT LDOEX YT 4 AHEETADICEETHY , FEICHLHBETITRWVITTF &
FENOERENDBAH RN AT = RZ2RIRL TSN, NRAU— FOR/PNLERIL 8 XFETT,

onfigure root password? (¥Yles/(S)kips(U)se default [Skipl:|y

Enter a password for the superuser.

Enter root password:
onfirm root password:

(BMEATEE) GRUB RAU— RFERELET, ZORENTA—XIIMETIERL, T 741V FOERE
. Ts] ZA/LT, ThE ARy 7452 LTT,

GRUB password is not currently configured.

onf igure GRUB password (Y)es-s(D)isables(S)kip~s(U)se default [Skipl:|s

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |



AFwFT 15

257wy 16

2AFvF 17
27y 18

2ATv7 19

B vLzxIpsEe B

WCS #E/ AV — FaRELET,

onfigure WCS communication password? (Yles/(3)kiprs(U)se default [Skipl: yes

Enter a password for the admin user.

he admin user is used by the WCS and other northbound systems

o authenticate their S0AP-XML session with the serwver.

Once this password is updated, it must correspondingly be updated
on the WCS page for MSE General Parameters so that the WCS can
ommunicate with the MSE.

Enter WCS communication password:
onfirm WCS communication password:

FEEAPEELTHEHLES, By F 7y P 22V FEIRETL, a7 hRERENEL, BF
PRELET, RER., 707 M- TCMSE 2HESHL, X TORENVELLEHINLTWVD
ZEEMmRLET,

a—H4 root ELLETICAT v 7 13 THRELIE XAV —RZFEH LT, MSElcue 274 LET,
a2~ K [service msed start] #3E1T7L T, MSE +— bt 2 &Rt L £,

FEIEFIC MSE $— B R DA EHNC LET,
a2 K Tchkconfig msed on) %34T L FE 7,

273120
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: MSE % WCS IZEENT %

ATFyvFT 1

ATFvF 2

ATFvFT 3

ATv7 4

Mobility Services & EX—VIZBE L £7,
WCS 122 74 > L, [Mobility] K= v 74y A =a—75 [Mobility Services] %7 U v 7 LET,

Nmir Wireless Control System
CIsco

™ Monitor *+ Reports v Configure ~  Maobility ¥ Administration + Tools + Help =

Mobility Services

Synchronize Services

Mobility Services

No Services were found in the system Synchronization History

Notifications

273121

Installation Guide

WCSIZERE U T 4 ¥—ERA =P rzBMLET,
FHilo ke w7 &b, [Add Mobility Services Engine] Z3#iR L, [Go]l 27V v 7 LE T,

Mobility Services Engine > General Properties > New

General
Device Name |MSE Demo
IF Address |1?2.20.225.199
Contact Name |MSE Support Contac:tl
User Name |a|:|n'|ir|
Password I"'" |
Next I Cancel I

273122

MSE ®—B DT A 24, MSE Dty N7 v 7HRCRELZIP 7 KLU A, TR — D4,
MSE Ot v h7 v FRHICERELE WCS BENSAT—RE2AHLET, 2—PLE2F T 4L bD
fadmin] HEE L7RWTL ZEW,

MSE TH#479 25 WIPS —E A AR L £,

Select Mobility Service

o Context Aware Service

& WIPS Service |

e MIR Service

Save | Cancel |

273123

A S ET,

r Cisco HGEIAL LR IPS EBAKHA F
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Mobility Services Engine Added > 'MSE Demo’

WCS contains data, please go to the Synchronize page to push data to the Mobility Services Engine.

Please synchronize the following Controllers

WLC-1

Go to Synchronize... I |

273124

Mobility Services> Synchronize WCS and MSE(s)

—
Metwork Designs n Controllers ” Event Groups ]
— e

Devices Controllers SSt‘:tlSs Message

[Mobility Services]
-- None Assigned -- an

MSE Demo [W]

273125

AFyvT 5 [EsEIa bo—FE2BRLET,
MSE tRi&EE2 a2 bu—F0Y XA NERT Ry 7T v I7REREINET, ANORBPSES 2
fe—J%Z%RL, [OK]Zz27Vy27 LET,

"I"'I"Controllers
CIscoO

Controller Name Controller IP Address Version Supported Services Currently Assigned To

WLC-1 172.20.226.197 5.2.72.0 [c, w, Mm]
| Cancel |

273126

Ry 7T w7 vy FUNEALES, [Synchronize WCS and MSE(s)] # 4 7 a7 O FEIZH 5

AFv7 6
[Synchronize] R&¥ > %27V v 7 LE T,

3: D74V LRIPS ®F=8 E—FD7H9 A RSV EEBET S

~
(i)

TJA4¥VAIPS E=# E— F&¥KR—FLTWDHDIE, Aironet 1130, 1140, 1240, I L1250 ~
) —RXDT I ER EA Y PEFTT,

ATYT 1 TI7RAFA U MEREEGIZLET,
AP 2TV A ¥ LA IPS E=% E— NICRET HHREILX, WCS E£72IXV A VYL A LAN =2 fr—F =2
VU R IAUMBIETFT 7 EATEET,
a. WCSDORrv7 LD A=a—b, [Configure] > [Access Points] IZBE) L £,

Cisco BIEEIL VLR IPS EAHLF 1
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b. HHOT 7R KA v MERZRRL, 7V v LET,

[] AP Name W IP Address Radio Map Location

] 1240-1 00:1d:45:23:d5:a0 172.20.226.236 |802.113 Unassigned

273127

c. [Admin Status] &4 71C L TEMEEIIC L £,

Access Point > 1240-1 >='802.11a’

General
AP MName 1240-1
AP Base Radio MAC 00:1d:46:7e:8a:60
Admin Status | |
Controller 172.20.226.1597 @
Site Config ID 0 é

d X—=VUTHE®D [Save] "¥ > %7 U v 7 LET,

~

GE) 778AFRAPFLEOTRTOERILICINALDOFIEZEV KL, VA YL X IPS E=4
E—RIHRELET, =& 2 Aironet 1130 Tik, ZOFNEE 802.11a MR & 802.11b/g MR
DT TEITTHRERDH Y £,

ATFYT 2 TIEBARAUFERE=ZZ T— FICRELET,

a. WHREMmMIZLIZ5, WCS @ [Configure] > [Access Points] 2357 7 A KAV FiREA =2 —
WCAD, T78ARA L vO&RTEZ Y v LET,

General **

AP Name 1240-1

Ethernet MAC 00:1d:45:23:d5:a0
Base Radio MAC 00:1d:46:7e:8a:60
Country Code Us -

IP Address 172.20.226.239
Admin Status Enabled

AP Static IP [C] Enabled

AP Mode Maonitor -
Enhanced WIPS Engine Enabled
Monitor Mode Optimization

273129

AP Failover Priority Low -

[AP Mode] % [Monitor] IZEE L £,
[Enhanced WIPS Engine] # A0 L £,
[Monitor Mode Optimization] % [WIPS] (ZZ® L £,
R—T O [Savel 7 UV v 27 LET,
f. 7782 RA v bEHREBHTILII koo EZL, [OK] 227V v 27 LET,
ATFvF 3 TIRRARAU MEREAEHICLET,
a. WCSDO 7 LD RA=a—b, [Configure] > [Access Points] IZBH) L £,

Cisco GBI A ¥ LR IPS EBAHA K
“. OL-18385-01-J |
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b. HHOT 7R KA v MEREZRRL, 7V v LET,

[] AP Name W IP Address Radio Map Location

] 1240-1 00:1d:45:23:d5:a0 172.20.226.236 |802.113 Unassigned

7] 1130-1 00:14:6a:1b:3b:6a 172.20.226.230 202.11s Unassigned
] 1250-1 00:1b:d5:13:15:e2 172.20.226.238 B802.11b/g/n Unassigned

273130

c. [Admin Status] ZA4 2 LT, EREADILET,

Access Point > 1240-mon > '802.11a"

General
AP Name 1240-mon
AP Base Radic MAC 00:1d:46:7e:8a:60
Admin Status
Controller 172.20.226.137 =
Site Config ID 0 E

d =Y TF#o [Save] 227V v 7 LET,

TJAXYLAIPS F=F F— RIZRELEET 7R RA Y FBLOFOZBEHIZOWNT Z O FE %
DNELET,

4: T4 LRIPS TAT7AILERTET D

F 74/ h T, MSE &S TAUA YL AIPS T/ A RA L MEIWCS WHT 74V DTA T L
AIPS a7 7 ANEMELET, 20T T 7 AME, T 74/ N THINT S TWD KES OB E
TIT—AZEoThHoENLORABEINTBY, UL YLV RAIPS T 7 A RA L FERLE RF Z0—7HN
DT 7R RA L MIRTHIHEEAERLEST, 20LoC, YAFAIWLANA V7T X T2

FXETIAPLVRIPS TI7 A FRA L MOMENRE L2y ba—TF EIZRAESNTHWEHAEY U 2—
va v EMATOERET MCHT ARELZERAT 2L 2CHONUDREINTNET,

GE) ToOFEO—EHIZA—"—LAFITFE LT —27 SN THEY., Autonomous REZEIEBI D= o —
F_X—AD WLAN 72 FOBEFED WLAN A V7 T A NI 7 F v 2T 25 L) QMY £ v LA
IPS VU a— g 2R L TWAEASICEITEITENET,

ATFvT 1 TAFXLAIPS Ta7r A VCBELET,
ATvFT 2 WCSDOhy7 LA DA=a—)5, [Configure] > [WIPS Profiles] #7 U v 27 LE7,
ATF9FT 3 FHLTuTrAVEERLET,

Cisco BEE DAY LR IPS EBAHA K
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= User: D ":I 1.4
e Wireless Control System e éi?:eslh \'1;;:1&:2;” [oogonut
CISCO

h Monitor + Reports v Configure ~

Mobility = Administration * Tools * Help =

WIPS Profiles WIPS Profiles > Profile List Select a Command »| GO

Select a Command
Profile List

= Profile Name MSE(s) Applied To
Default Profile 1
[T Default Profile

273132

a. Zflo [Profile List] #2 U v 7 LE 7,

b. Lo RFuvy7 £ A=a2—0 [Add Profile] Z3&R L 7,
ARF9T 4 TudrANTrTL—NEBERLET,

Cisco ST A ¥ L A IPS Y AT AIZIE, —#HOT 77 AL T 7 L—bRHELNLOEHRESNT
BY, BEHRIIENGZHBERE LTHEHLT, MO RAZ L a7y A VEFERTEET, &7
N7y AN T L—ME, BEOREEEZECEDE TERENTERY, EOBEDT T—LNER
WCENTWAENICE LTI ESFIT’]en £9,

e PLmCE e parrirIRES) B A)

4 Profile Parameters

Profile Mame INew Profile

Copy Frorm IDefauIt vl

|Education .
S 5 - el
ave ave an EnterpriseBest —I

EnterpriseRogue
Financial
HealthCare
HotSpotOpen
HotspotS021x
Military

Retail
Tradeshow
Warehouse

273133

ARFyT 5 TuTrANVERRL, 4Hi&fEE LS, [Saveand Edit) #27 U v 7 LET,

AFvFT 6 (HEEARE) B+ 2 SSID 2% L ¥ 7,
FI7HINET, =BV TAL VYL ALANA V7T A7 7F % (RL [RF ZVv—7] &4 %8> AP
ko TERSNE) I L THENT O -HBNERSNET, A—S— LA HERET /L THERT S

LBaRE oy PV =210 2R BEAFEHSELLENDH L5513, SSID v — FikRe & i
TOLBERHY FT,

~

GE) ZOFEALERNGAEIT, HIC[Next] 2 U v 7 LET,

r Cisco HGEIAL LR IPS EBAKHA F
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WIPS Profiles > Profile > 'New Profile’ > SSID Groups

Save | Cancel I Next |

[ Name SSID List
[ Any

[T Guest

[T Neighbor

[~ Other

[GolzZ7 Uy LET,

b. B+ 2 SSID # A LET,

BEEEOSvLZIPS&E N

Edit Group ;I GO I

Select a Command
Add Group
ey

E Lol |t

ESroup ]

27134

[MyWLAN] OREDOR v 7 A% A2 LT, A LB Fa vy oo hns [Edit Group] Z IR L,

SSID (EEDOBEIE, 1 DDAR—ATKYS) # AL, [Save] %7V v 7 LET,

SSID Group Configuration

SSID Group Name [MywLAN

1
| S5I01 551D2 55103

SSID List{Use space between SSI10Ds)

| Save I! Cancel

273135

d.

[SSID Groups] X— VKD AZ V—r vay bD X 512720, SSID B EWIEBMINTZZ &%

B LET,

WIPS Profiles > Profile > 'New Profile' > SSID Groups

Save I Cancel I Next I

[ Name SSID List

[T Any

[C Guest

[ MyWLAN SSID1 S5ID2 SSID3
[T Meighbor

[T Cther

[Next] #27 V7 LET,

Tn7 A NVemELET,

273136
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ATFvFT 8

2AFv7 9

COREWE T, HEODKELAMELIIEHICTEET, LI, BHEIHREDT 7—2% KV
NETL, ENLDORED LEWVELRE LD, 74V Py 7 2Lz T52LbTE
£

T T = LEANEITENT DI, BUOREDT 7—LOMOR Yy 7 2% 2 ) v 7351215 T
‘a—o

Select Policy Policy Rules
=![E Security wIDS/wIPS = - =
—}-B wIPS - Denial of Service Attack Security IDS/IPS
—| @ Dos Attack Against AP The addition of WLANs in the corporate enwironment introduces a new class of threats for
@ DoS: A tion flood networle security. RF signals that penetrate walls and extend beyond intended boundaries can
0= Association floo expose the network to unauthorized users. Rogue access points installed by employees for their
-[# DoS: Association table overflow persenal use usually do not adhere to the corporate security policy. A rogue access point can
o put the entire corporate network at risk for outside penetration and attack. Mot to understate the
- DoS: Authentication flood threat of the rogue access point, there are many other wireless security risks and intrusions

such as mis-configured and unconfigured access points and DoS (denial-of-service) attacks.

Wireless Security Methods

@ DoS: EAPOL-Start attack
--[# DoS: PS-Poll Flood
- [#] DoS: Unauthenticated association

—| @ Dos Attack Against Infrastructure

--[# DoS: CTS Flood
- [# DoS: Queensland University of Technology Exploit
[ Dos: RF jamming attack
@ Dos: RTS Flood
--[# DoS: virtual Carrier attack = b

— & Dos Attack Against Station
] v
[# Dos: Authentication-failure attack Simple Complex

273137

RY = RIRA—HERET DX, TI—2227 Vv r4+5L, AUOT7LV—ARNERESH, Z0

BEORA  FRENRRINET,

RY— L—LZmELET,

WEDT F—LEBRLICH, 207 7—LICHEMTOATHDIRY — V=L E2EETEET,

a. RV v— V=V ERET L, V= LOBORy 7 A% 4L, [Bdit) 227 U v 27 LET,
A== U4 RUTIE, EEOZOMDNT A—=XZMZ, TI7—LDEREZEET
xFET,

Select Policy Policy Rules

=1 Security wiDS/wIPS = oS A flood
B 0S: Association floo
f-B wlIPS - Denial of Service Attack

~..[# DoS Attack Against AP

[ DoS: Association flood Add | Edit | Delete oo U I LT BT I

~[# DoS: Association table overflow

& Dos: Authentication flood ¥ Threshold ACL/SSID Group Notification Sewverity
05: Authentication floo

v 100 Internal N critical
| [ DoS: EAPOL-Start attack nterna one ritical

273138

b. BHEHIZ, ZOBEDT I—LIZ74L Yy (KX y b Xx7Fv) 28ATINE I »
BERTIFxvr Ry ZATT, EBIT, ZOTT—LOBEDOLEIWMELH Y, ZOFITI
TITATRT V= alBELTERSINTOVETE, ZHET 77— T IR AR ET,
WIZ, BAT NTGRA—=BT, VAT AIKBEERIES WLANA V7 T7A NI I F v 2 EHRL
F9, T 74/ T, ZhiT [Device Group] & [Internal] IZFXE XL, VA YL AIPSAP LR L
[RF 7 V—71] Z0OFT_XTOD AP 2HRELET, ¥4 7% [SSID] IZEETBHE, A—"—L A%
AR EB O Ry N — 7 ZEREEE 2N TEET, ZOHRICHO VW TIEBER L T,

r Cisco HGEIAL LR IPS EBAKHA F
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Policy Rule Configuration [X]
Severity ICriticaI vl

Motification I Forensic

Mumber of active associations 100

Type " 551D ™ Device Group

Device Group IInternaI vl

Save | Cancel I

273139

AFv7T 10 (EWEEE) AU — —%EBMLET,
KU — =L DEMME, —#&IZ, SSID Ik >THID WLAN £ > 7T AN T7 7 F ¥ 2RI 5L
IR EN A A — =L AR T TR 9,
a. RYU— L—/LE&BMT 512, [Add) 22V v LET,

Select Policy Policy Rules

=\ Security wIDS/wIPS = L =
=} @ wIPS - Denial of Service Attack Pos: Association flood

—-[# DosS Attack Against AP o
: - P Add Edit Delet M U M D =
iI-# Dos: Association flood | elete ove p L= WEEE I o
:-[@ DoS: Assaciation table overflow =
: ™ Thrachald AC1 /SQIN Grann Mntificatinn Qevraritu o™

RV == 74 RUTIE, SEOZOMDNRT A=A, TT7—LDOEKREZLEETT
=FET,

b. WHMERIX. ZOKEDT T—LIZT74x Ty Ny b FYy7FFv) 28ATEINE I »
EEHRTIHIF 2w 7 Ry 7 ATT, E6IZ, 2OT T—2DBEOLXWVMELH V., ZOHITIE
TIT 47T —aBE L TEREBINTWVETE, TR T 77— T LR R0 E4,
WIZ, BAT NTGA—=FT, VAT LIEHRIES SSID #E&HLET, ¥A 7% [Device
Group] IZZH T 5L, VAT LERELT [RF Zv—7 O AP T 2B T A2EHLET,
[SSID] ZiEIR L CWABELA, Kl y hT v 7 TSSID ZA—TIC Lo TERELZEBIZ, &
AT LEFEALT, @O WLAN A > 7T A RN 7 F ¥ I T ARBEEHRT AN TEE
T

Cisco BEE DAY LR IPS EBAHA K
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Policy Rule Configuration

Saeverity ICriticaI vI
Motification [~ Forensic
Mumber of active associations 100

Type * ssip O Device Group
Guest
SEID Group
Other
Save I Cancel | I
Z
o

c. BEL7ZL, [Savel#27 U7 LET,

(BT BIDOFRY o— L— A ERELET,

SSID ICE>THID WLAN A V7T AR T 7 F X #EMRT LIV AT L%E#RE LELE, SSID I
FoTERTLIELIC, T _XTOLERY — L— AV E2EFTHILERLY £, FARNOEKET 5 — AT,
AT A TCURNCHERR L7= SSID Z /b — 12t T AR B AEHT AL HIICERLERY — L— L% 1E
B o 0ERH Y £,

AFv 7T 11

Select Policy Policy Rules

=\ [& Security wIDS/wIPS - L -
DoS: Association flood

= - wIPS - Denial of Service Attack

—| @ DoS Attack Against AP

--[# Dos: Assaciation flood Delete | Move Up | Move Down |

- [# DoS: Association table owerflow

[ Threshold ACL/SSID Group Notification Severity
@ Dos: Authentication flood
oS! Authentication oo I —
- 100 Internal N Critical
[ DoS: EAPOL-Start attack i %’77_ s, r nternal one ritica
@ DoS: PS-Poll Flood i wiRE ||' 100 MyWLAN None Critical | -
@ DoS: Unauthenticated associatiffn q _,l_l
—} @ DoS Attack Against Infrastructure || Al
~[# DoS: CTS Flood l

L ' % Denial-of-Service Attack: Association Flood
[ DoS: Queensland University of Bechnology Exploit

[ Dos: RF jamming attack
~[# DoS: RTS Flood

-~ @ DoS:
- [ DoS:
@ Dos:
- [# Dos:
-~ DoS:
M Dos:
@ Dos:
@ DoS:
— B wIPS - Security Penetration
[# Airsnarf attack detected

-
ol ol s =|
4 2

De-Auth broadcast attack
De-Auth flood attack
Dis-Assoc broadcast attack
Dis-Ascoc flood attack
EAPOL-Logoff attack
FATA-Jack tool detected

Premature EAP-Failure attack

Premature EAP-Success attack

o . A form of DoS (denial-of-service) attack is to exhaust the access point's resources, particularly

e client association table, by flooding the access point with a large number of emulated an

& Des: Virtual Carrier attack v = | the dient tion table, by flooding th t with a | ber of emulated and

—! @ DoS Attack Against Station spoofed client associations. At the 802.11 layer, Shared-key authentication is flawed and rarely
used. The other alternative is Open authentication (null authentication) that relies on higher level

[# Dos: Authentication-failure attack authentication such as 802.1x or WEN. Open authentication allows any client to authenticate and

then associate. An attacker leveraging such a vulnerability can emulate a large number of clients
to flood a target access point's client association table by creating many clients reaching State 3
as illustrated below. Once the client association table overflows, legitimate clients are not able to
get associated thus a denial-of-serve attack is committed.

large number of emulated client associations overflow AP's client association table

State 1:
Unauthenticated
Unassociated

Successful

Authentication Deauthentication 2

273142
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AFYT 12 TuT7r A NVEREFELET,

EHE L6, [Save] 2 U w27 LT, Fr77 A% WCS ICIRIEL, T L0, [Next] 22 U v 7
LET,

WIP S Profiles > Profile > '"New Profile’ > Profile Configuration

save ||| cancel | Back ||| Mext |

273143

AFvFT 13 TurvrAEEALET,

FHT 7 AN EEHT S MSE/ 2y hE—F DAL DEEER LT, [Apply] %7 U v LET,

WIPS Profiles > Profile > '"New Profile’ > Apply Profile

| Apply || Cancel I Back I

Select MSE/Controller{s)

—IE IvISE,"Controller(s)
=L@ MSE-1

------ B wic-1

273144

5. 2> ,O—5R—XMN IDS ZEMIZT S

AFvTA1
ATvT 2
ATv7 3
ATv7 4

Bt AAEI A RICENR T A Y LR IPS VAT AEA VA RN— L LTS VYAIOMNRDOT A ¥ LR
LAN 2> he—F IDS #5228 LET, ZOFIBEEZFEITL T, @Y A YL A
IPS LEEED IDS v AT ADM T TEE LEZT T— BN M) =W E 2L ET,

aryvhe—icasArLET,

Fy 7Ly arvia—F A=a—0 [Security] ¥ 7 %27 Vv 27 LET,

AT, [Wireless Protection Policies] > [Standard Signatures] %7 U v 7 L¥7,
TORZ Y =rvay MIRT I, BRI =F ¥y 24712 LET,
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