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TrustSec (IWHA L X —T =2 A4 ATORIZRYR—FINDH=0, #HEPRPF ¥ rA v X —T =
A AT TrustSec R ETHZ LT TEEHA, PRPF ¥ RIIL 20D A L H—T = A ANE
EFNET (Gil/021 & Gil/0/2272E) o PRPF ¥ FILDA LU N—ThHbHA v F—T = A AT
TrustSec Z &% ET HITIL, WOFEMUNMIZINTNDZ & AR LET,

» TrustSec Zf# f 35 1Z1%. Network Advantage 7 A & > AR ME T,

¢ PRP F ¥ X/ EDLENT, TPFHKA X —7 = A AT TrustSec % E L ET,
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IZ. PRP A > ¥ —T = A ATEFEHR—FEINTWHEREA,

PRP 1 42— = 4 A T® TrustSec D% E

ZZ Tl PRP A X —7 = A AT TrustSec DX EH %KL EJ, PRP F v R/ A X —
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switch#configure terminal

switch (config) #int gil/0/21

switch (config-if) #switchport mode access

switch (config-if) #switchport access vlan 30

switch (config-if) #cts manual

switch (config-if-cts-manual) #policy static sgt 1000 trusted
switch (config-if-cts-manual) #exit

switch (config-if) #prp-channel-group 1

Creating a PRP-channel interface PRP-channel 1

switch (config-if) #

switch (config-if) #int gil/0/22

switch (config-if) #switchport mode access

switch (config-if) #switchport access vlan 30

switch (config-if) #cts manual

switch (config-if-cts-manual) #policy static sgt 1000 trusted
switch (config-if-cts-manual) #exit

switch (config-if) #prp-channel-group 1

switch (config-if) #end

WIZ, A ¥ —7 A AOHFHAT TrustSec FHEL, A ¥ —7 A A% PRP F ¥ R /LD—
iz TaHl 2R LET,

switch#configure terminal
switch(config-if) #int range gil/0/21-1/0/22
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crs 5L UPRPOshow 3w K ]

switch(config-if) #switchport mode access switch
switch(config-if) #switchport access vlan 30
switch(config-if) #cts manual
switch(config-if-cts-manual) #policy static sgt 1000 trusted
switch(config-if-cts-manual) #exit

switch (config-if) #prp-channel-group 1

Creating a PRP-channel interface PRP-channel 1

BN ERTE

WOE DO EIL. TrustSec DR EEZRLDBBNCA  Z—T A ANPRP F ¥ FK /LD A L 3— L
LTRESINTWAHID, B|ETT,

switch#configure terminal

switch (config)#int gil/0/21

switch (config-if) #prp-channel-group 1

Creating a PRP-channel interface PRP-channel 1

switch(config-if) #switchport mode access

switch(config-if) #switchport access vlan 30

switch (config-if) #cts manual

Interface is a member of a port channel. To change CTS first remove from port channel.
switch (config-if)#

CTSEELUVPRP @D show a7 K

ZZ T, PRP AU AN—A U H—T = A AT TrustSec TR ET H & I TE 5 show I~
Y REL W opoavy KO ERLET,

* show cts interface summary

* show cts pacs

* show cts interface <>

* show cts role-based counters

* show prp channel detail

* show prp statistics ingressPacketStatistics

* show prp statistics egressPacketStatistics

KIZ, show cts interface summary =~ ROMAFIZRLFE T,

switch#show cts interface summary

CTS Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache
Critical-Authentication

Gil/0/21 MANUAL OPEN unknown unknown invalid Invalid
Gil/0/22 MANUAL OPEN unknown unknown invalid Invalid

Rl#show cts pacs
AID: 51F577DCE176855650F2F5609418AC6
PAC-Info:

PAC-type = Cisco Trustsec

AID: 51F577DC7E176855650F2F5609418AC6
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A-ID-Info: Identity Services Engine
Credential Lifetime: 09:06:08 UTC Wed Nov 01 2023
PAC-Opaque:

000200B8000300010004001051F577DC7EL 76855650F2F5609418AC60006009C000301002BBB 79441 FEE9 7BOEOB339B9036F9C710000001364C8D
1A000093R8054BCSEAL 780A24F23B60RARFFAGAFA 7A31 TER20391 BFCAGE OCARRA TE 6639305 799A3ROFABAG02B54 749DCE 7225A45F DB 349281 977085 7R9C3
1959A2R5ACFCAS05CDO03D843HEGIES 795031 543RB5 75FBDE1 AGFAO21 FREEGAOC296F8CAR1 318377688073516 7141250389 73D9RE2A66 /92E3AD1 COR0SC3
E739CAl

Refresh timer is set for 12wédd

Rl#show cts interface GigabitEthernetl/0/21
Global Dotlx feature is Disabled

Interface GigabitEthernetl/0/21:

CTS is enabled, mode: MANUAL
IFC state: OPEN
Interface Active for 00:03:25.772
Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities:
Authorization Status: SUCCEEDED
Peer SGT: 30
Peer SGT assignment: Trusted
SAP Status: NOT APPLICABLE
Propagate SGT: Enabled
Cache Info:
Expiration
Cache applied to link

wn

N/A
NONE

Statistics:
authc success:
authc reject:
authc failure:
authc no response:
authc logoff:
sap success:
sap fail:
authz success:
authz fail:
port auth fail:

O O O OO OO oo o

L3 IPM: disabled.

&IZ. show cts role-based counters 21~ RO IR L £,

switch# show cts role-based counters

Role-based IPv4 counters

*

0
122
0
200
0
201
0
130
0

From To SW-Denied HW-Denied
HW-Monitor

* 0 0

0 0 0

0 0 0

130 0 0

200 0 0

SW-Permitt HW-Permitt SW-Monitor

0 0 0
0 0 0
0 2845 0
0 0 0
0 2845 0

RIZ., show prp channel detail =~ RO IBIZRLET,
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switch#show prp channel 1 summary

Flags: D - down P - bundled in prp-channel
R - Layer3 S - Layer2
U - in use

Number of channel-groups in use: 1
Group PRP-channel Ports

______ e —————

1 PR1 (SU) Gil1/0/21(P), Gil1/0/22(P)
Rl#show prp channel 1 detail
PRP-channel: PRI1

Layer type = L2

Ports: 2 Maxports = 2
Port state = prp-channel is Inuse
Protocol = Enabled
Ports in the group:

1) Port: Gil/0/21

Logical slot/port = 1/1 Port state = Inuse
Protocol = Enabled

2) Port: Gil/0/22

Logical slot/port = 1/2 Port state = Inuse
Protocol = Enabled

crs 5L UPRPOshow 3w K ]

KIZ. show prp statistics ingressPacketStatistics 2~ ROHFIZR L E

D

switch#sh prp statistics ingressPacketStatistics
PRP prp maxchannel 2 INGRESS STATS:
PRP channel-group 1 INGRESS STATS:

ingress pkt lan a: 1010
ingress pkt lan b: 1038
ingress crc lan a: O

ingress crc lan b: 0

ingress danp pkt acpt: 20
ingress danp pkt dscrd: 20
ingress supfrm rcv a: 382
ingress supfrm rcv b: 390
ingress over pkt a: 0

ingress over pkt b: 0

ingress pri over pkt a: 0
ingress pri over pkt b: 0
ingress oversize pkt a: 0
ingress oversize pkt b: 0
ingress byte lan a: 85127
ingress byte lan b: 85289
ingress wrong lan id a: 402
ingress wrong lan id b: 402
ingress warning lan a: 1
ingress warning lan b: 1
ingress warning count lan a: 137
ingress warning count lan b: 137
ingress unique count a: 0
ingress unique count b: 0
ingress duplicate count a: 20

ingress
ingress
ingress

duplicate count b: 20
multiple count a: 0
multiple count b: 0

PRP channel-group 2 INGRESS STATS:
ingress pkt lan a: O
ingress pkt lan b: 0
ingress crc lan a: 0

Parallel Redundancy Protocol .



Parallel Redundancy Protocol |
. TrustSec 7/\y 4 a<w U K

ingress crc lan b: 0
ingress danp pkt acpt: 0
ingress danp pkt dscrd: O
ingress supfrm rcv a: 0
ingress supfrm rcv b: 0
ingress over pkt a: 0
ingress over pkt b: 0
ingress pri over pkt a:
ingress pri over pkt b:
ingress oversize pkt a:

o O O o

ingress oversize pkt b:
ingress byte lan a: 0
ingress byte lan b: 0
ingress wrong lan id a: 0
ingress wrong lan id b: 0
ingress warning lan a: O
ingress warning lan b: 0
ingress warning count lan a: O
ingress warning count lan b: 0
ingress unique count a: 0
ingress unique count b: 0
ingress duplicate count a: 0
ingress duplicate count b: 0
ingress multiple count a: 0
ingress multiple count b: 0

KIZ. show prp statistics egressPacketStatistics 2~ ROHFIZRL FT,

switch#sh prp statistics egressPacketStatistics
PRP channel-group 1 EGRESS STATS:
duplicate packet: 20
supervision frame sent: 427
packet sent on lan a: 934
packet sent on lan b: 955
byte sent on lan a: 96596
byte sent on lan b: 96306
egress packet receive from switch: 517
overrun pkt: 0
overrun pkt drop: 0
PRP channel-group 2 EGRESS STATS:
duplicate packet: 0
supervision frame sent: 0O
packet sent on lan a: 0
packet sent on lan b: 0
byte sent on lan a: O
byte sent on lan b: 0
egress packet receive from switch: 0
overrun pkt: 0
overrun pkt drop: 0

TrustSec 7/\v & A< K

TIZTIE, PRPAUV N~ HZ—T A ATTrustSec % b T TN a—T 4 735 &\
HT& 5 debug 2~ &R LET,

* debug prp errors
* debug prp events

* debug prp detail
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* debug cts error
* debug cts aaa

* debug cts all

s
RS
* [E-9320-26S2C-A. 1E-9320-26S2C-E, 1E-9320-22S2C4X-A, F721% [E-9320-22S2C4X-E A
AT
* Network Essentials & 72 1% Network Advantage 7 - & /X

«2 F v /L PRP ¥R — h 3% Cisco I0S XE 17.7.1 LAF%

FEFIEEHIRNSEIA

A KSA4Y
« PRP DAN & RedBox TliE 6 /34 RO PRP kL —F & 37 v MIBIT 5720, KIgk
a=v k (MTU) ¥ A XH 1500 D—ERD A A »F Tl PRP ¥ v FBHIE S N5 AJRE
MWRHY T, TXTONRTy MBRPRP Ry N —J ZFIRBTEX A L9127 DI21E, sysem

mtu 1506 & 3% % LT PRP LAN-A & LAN-B X h U —2 ND AA v F D MTU 44 X%
1506 (ZHI° L £ 7,

T L — AVLAN XU VT HRETAHITNE, A v F—T 2 A A T 7 F— RTH
ETDHLENRHY £,

\}

GE)  BEl7 L—AVLAN X R ENFET 585G, PRPA V¥ —7 =
ARZT IV EAE— RERETETETA, BEH7 L —AVLANH
X EHHLTPRPA VX2 —T oA AT 7B RAE— RERE
LEDETDE, MDA E—UBRERINET,

$PRP_MSG-4-PRP VLANTAG: Warning: Do not configure access
mode for PRP interfaces with tagged supervision frames.

« PRP F v RX/UIZIX, 7277 4 7IRRETILEMEEZMRT 572012, Fr¥ RVAIZ2D507
T 4T HR—=FRERESINLTWALENHD F9,

s F XY RNVITN—THNOM DA ¥ —T A A2, FLERENPLETT,

e LAY 3DEAIE. PRRF Y RFNA L HZ—T oA ATIPT RLREZRTETDHLENH Y
i‘g—o
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B sssmranss

«PRP AN /2> TCNDBA v Z—T = A ATlL, LLDP & CDP # M N2 2 MLENH Y F
j—O

« KRIZA > H—7 = 4 A2 media-type sfp 3B D55 1%, PRP AN/ TWNDHA » HF—
7 = A AT UDLD % f&5h! ﬁézgﬂ%biﬁo

« spanning-tree bpdufilter enable =~ > KX, prp-channel f > % —7 = A A THZHTT, A
=227V —BPDU 7 4 V& X, T XTOAHBPDU b7 7 1 v 7 ZHELET,
ZDawy Rk, *y NT—=T NI LTZANR= v 7Y U — R AL v (V=) ZAERK

—;—%) f:&)(:‘/z‘gf?o
spanning -tree portfast edgetrunk ==~ > RiX, prp-channel -/ > ¥ —7 = A A CIHMEE TT

CIBRCHERENET, 2LV, PRPLAN-A BEXONLAN-B DA NR= 7 YV — =2
//\—VI/XH%QF'T?)EKZ%éZ}’Liﬁ—O

PRP #aHEHM DA 1L, show interface prp-channel [12] =~ > RZ4EH L £4, show
interfacegil/0/21 72 & OWEiA > % —7 = A AD show 2~ > K TiX, PRPHEFHE % et
LEHA,

Cisco Catalyst IE9300 @ fif/APE S U — X 24 » F TiX, ROFNZRT X 9 IZint Giv0/23 F
72iZ int GiV0/24 Z L £,

switch (config) #int Gil1/0/23

switch (config-if) #shut

$Interface GigabitEthernetl/0/23 is configured in PRP-channel group, shutdown not
permitted!

«PRP #6EIZ. CIP 7' ha L &2 A L CEB CTE £3, PRP TiL, RO CIP 2~ K& f
Acaxd,

* show cip object prp <0-2>

* show cip object nodetable <0-2>

HIREIE

* PRP (L, TE-9320-26S2C-A. 1E-9320-26S2C-E. IE-9320-22S2C4X-A. IE-9320-22S2C4X-E A
A v FTOHRYR—hINET,

*PRP T 7 4 w7 AMIT, ¥ATEY b A=V Ry b A F—T 2 A A F ¥ 3I)LOHIIE
D Y% ZHZDHZ LITTEEEA,

BT R— R SR TVER AL

« show prp channel detail =~ > RZAJT5L, LAV FA T =13k arormbha
NWAT =B AN CTERENET, ELWVWT B Fa)LAT—H 2250 Tik, Ao
Ports in the group £ 7 2 V2SR L T E S0,

WKIZ, Cisco Catalyst IE9300 @ififAMES U — X 24 v FOHIFIZRLET,
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sesresnsE ]

show prp channel detail

PRP-channel: PRI1
Layer type = L2
Ports: 2 Maxports = 2
Port state = prp-channel is Inuse
Protocol = Enabled
Ports in the group:
1) Port: Gil/0/21
Logical slot/port = 1/21 Port state = Inuse
Protocol = Enabled
2) Port: Gil/0/22
Logical slot/port = 1/22 Port state = Inuse
Protocol = Enabled

PRP-channel: PR2
Layer type = L2
Ports: 2 Maxports = 2
Port state = prp-channel is Inuse
Protocol = Enabled
Ports in the group:
1) Port: Gil/0/23
Logical slot/port = 1/23 Port state = Inuse
Protocol = Enabled
2) Port: Gil/0/24
Logical slot/port = 1/24 Port state = Inuse
Protocol = Enabled

% DPRP A X —7 = A ANK T LTH, showinterfacestatus TV > 7 @O UP A7 —
A ARB&EREFRLET, 2T, A—FDAT—F AN PRP £ ¥ a—/MZ L - Tl
MENDH7-HTT, showprpchanne 2~ REZFEHAL T, V7 DAT—X A& HERL
F9, ZUTEY, VIR F T LTODENE IR £9,

wOBIE, show prp channd @2~ > RO &R L TVET,

show prp channel 2 detail

PRP-channel: PR2
Layer type = L2
Ports: 2 Maxports = 2
Port state = prp-channel is Inuse
Protocol = Enabled
Ports in the group:
1) Port: Gil/0/23
Logical slot/port = 1/23 Port state = Inuse
Protocol = Enabled
2) Port: Gil/0/24
Logical slot/port = 1/24 Port state = Inuse
Protocol = Enabled

/J—KF—TJJLEVDAN +—T )L
« A wFIL, J— RT—7 N THEK512 (SAN+DANP) o= RN 2 R—FLET,
o By ) — F/VDAN O K¥E 16 T,
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sy V2 OWEICEY . MACT RLADEDNHIRESNDHERDHY £+, /—F7—7
LT/ — KM MACT RLAZEETAEZDDOY V—ARRELTWAIES., AL vF
I5 74/ FTEFD /) — K% DAN & L THWET,

s Ju— K% (MAC 7 RLARFEBEINDHI) . AA v TiL, FHATO ) — & —REMiZ
DAN & LTHUW, J— R ATy bEFRIFER 7L —L2ZEL T/ — K7 —7
Mz M) EANTDHET, Oy hEEBLET,

« A4 v F UL, VDAN T —7 /)L TR K512 4D VDAN = b Y ZH%KR—k LEd, VDAN
F—T NN TV DOBE . AA v FILE LUV VDANS O 7 L — A Z EETE FH
/‘-/O

N
ax AE
7 /)L b Tlid, PRP F v 3 uid, BT 2 F TAAL v FITIFELEH A, PRPF v /L (3

N—=) THHINTND L HIZ, PRPHICRETE M ¥ —T7 oA AIEEINTNE
7,

PRP F ¥ RILE LUV TIL—TDER

AA v FTPRP F ¥ FNBILOTNV—TEER L THDNCT HITIE, ROFIRIZHENE T,

FIRDOEE

18 BRI

pw

® N o o

*PRP ¥ %/ (3X—) OIS T, HEAAL v T H A T THR—FEINTNDHF
EDA Vv RZ—T oA ZAZHERBLET,

c RS (11 _—=Y) LEEFHEIGRFE (11 ~—) ZHEEBL TS,

¢ PRP F ¥ X /L& AERLT D HNT. PRPF ¥ RILDRA /R — A L Z—T = A A, FlexLinks,
EtherChannel, REP 2 EDUE 7 a2 2 /LTS L TV W2 & 2R L £ 1,

Ja—N\)ar7Z 4 Xal—varyET—REBLET,

PRP F ¥ XN T N—TZF Ty b A=V Ry h A F =T = A% 2OFD Y TE
T TN 1 DEAEIF, ROXIITATLET,

(EE) VA4 Y2 774 v 7 OEAIL switchport EASLET, (F74/0H)
(BB T X I TEIDRND, H—DVLANLA Y2 (T/7®R) A FZ—T =
A AZiE LET,

EE) ¥TEy b A=Y Ry b A F—T A AD VLAN Z1ER L £7,

EE) AA v F CEmksERR 7o h=2v (PTP) XN LE T,

TLETF ¥ RNV ON—T R ZEENCLET,

TLEF v %/L® UDLD ZME5hZ L £,
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F IR D

&

ATy T2

ATvT3

ATv74

ATy Th

ATvT6

ATy 717

PRP 7 v x LB L U L— Tt |

9. YIALH—TxARAE—KREMHIBL, PRPF ¥ XV TN—T%ERLET,
10. PRP Fx p/LZiEEHLET,

M. PRPAUVH—TxzAREFEL, AV F—T A AE— LB LET,

12. prp-channel £ > % — 7 = A AT bpdufilter ZiE L £7°,

13.  (fEE) LAN-A/B R— h%3%E L C, FORWARD E— RIZTIEL<BITLET,

Ja—sLar7 4 Xal—rary - RERBLET,

configureterminal

PRP F ¥ RNV T N—TWFXFHEYy b A =Ry b A =T oA A% 2OV HTES, F¥rxL10
Bald, ROXOICANLET,

interface range GigabitEthernet1/1/0/21-22

FX N2 DEEIFE, ROXIICATLET,

interface range GigabitEthernet21/0/23-24

nointerfaceprp-channel 12 =~ F&i I LT, ERINToA X —T = A A TPRP ML L, 1
B —TxA A% ¥y MU LET,

GE) Gil/0/22 A v Z—T =2 A4 ZADFNT G2l A v F—T = A ZAZWATHLERH Y £T, 2=
TlL, interfacerange =~ > REMHEHTH Z &L 2L L CnvET, R, PRP F ¥ x/L2 O
Gil/0/24 OFNZ Gil/0/23 A v Z—T = A AZWHTHLENH Y 7,

EE) V14 Y2 b7 74> 7 DA, switchport EASDLET, (F741 1)

switchport
(F) vVA4¥3 hF774v27O5AIE noswitchport & AJ L&,

UEE) T ITEITDORND, H—DVLAN LA Y2 (T78R) AL Z—T oA AEHREL
*7,

switchport mode access

L) ¥HEY R A—HxRy h A X —T A AD VLAN Z{ERK L E 7,

switchport access vlian <value>

GE) ZOFIEZ VAY2 FT77 4 v 7 ICOHMETT,

EE) AA v F TEBEREM 7 h=aL (PTP) L E T,
no ptp enable
F 74V N TIEPTP BN/ > TWET, PTP 2 FEITTAHLER WA, N TXFET,

TEF v 2NV ONL—THRHZ 8N L ET,
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ATvT9

ATy 710

ATvIN

ATy 12

ATy 713

1

Parallel Redundancy Protocol |

no keepalive

TLEF ¥ %/ UDLD % i L,
udld port disable

VI F =T oA ZF— Rzt L, PRP F v X7 N —T 2Bl L £ 7,
prp-channel-group prp-channel group

prp-channel group : 1 F721% 2 OfE

AT w72 THOVYTIZ2 0D B =T 2 A ANZDF ¥ XNVTN—TIZED Y THRET,
Zoawy RO noBERIEHFR— F S THhERA,

PRP F v /L& B L £,

no shutdown

PRP A VX —T7 A A&AFEL, A v ¥ —T7 A AFT— REBHELET,
interface prp-channel prp-channel-number

prp-channel-number : 1 £ 7213 2 D

prp-channel A > % — 7 = A A C bpdufilter Z5%XE L £7,
spanning-tree bpdufilter enable

ANR= 7Y U —BPDU 7 4 V& E, T XCOANBIOHNIBPDU I 7 4 v 7 2WHEELET, 20
a2 RiE, 2y NY—Z WIS LT AR= o TV ) — R ALy (V=) ZERRT A7 ET
_é—o

(f£&) LAN-A/B "— K &3 LT, FORWARD E— RIZTEC<BITLET,
spanning-tree portfast edge trunk

COHEIF T a TR, mAHERINET, 2LV, PRPRedBox & LAN-A 33 XX LAN-B &
A vFTYyIR—FTOARNR= T V) — ar "= AR WESNET, £7~. RedBox PRP
AU H—T oA AZEEBR SN TS LAN AILAN BAR— F CZDa~vy RERETHZ L2 B
B LET,

KIZ, PRPT ¥ RV EVERT D 1k, PRPF ¥ RNV T N—T2AEKT 5 Hik, £D T V—FC
2ODKR—FEEID Y THHEOHEZRLET,

switch# configure terminal

switch (config) # interface range GigabitEthernetl/0/21-22
switch(config-if)# no keepalive

switch (config-if)# udld port disable

switch (config-if)# prp-channel-group 1

switch (config-if)# no shutdown
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BT L—LDVIAN 2 £ 5 %A LEPRP Fr 2 L0%E [

switch (config-if)# exit
switch (config)# interface prp-channel 1
switch (config) # spanning-tree bpdufilter enable

switch# configure terminal

switch (config) # interface range GigabitEthernetl/0/21-22
switch (config-if)# switchport

switch (config-if)# switchport mode access

switch (config-if prp-channel-group 1
switch(config-if no shutdown

switch (config-if)# exit

switch(config)# interface prp-channel 1

switch (config) # spanning-tree bpdufilter enable

switch (config-if)# switchport access vlan 2
switch(config-if)# no ptp enable
switch # no keepalive
config-if) # udld port disable
#
#

(
( )
( )
( )
(config-if)
switch ( )
( )
( )
(
(
(

WIZ, VAT 3 TREINTZAAL v F TPRP F ¥ XNV EERT 2 HiEOHZRLET,

switch# configure terminal

switch (config) # interface range GigabitEthernetl/0/21-22
switch(config-if)# no switchport

switch(config-if)# no ptp enable

switch(config-if)# no keepalive
switch (config-if)# udld port disable
switch (config-if)# prp-channel-group 1
switch(config-if)# no shutdown

switch (config-if)# exit

switch (config)# interface prp-channel 1
switch(config) # spanning-tree bpdufilter enable
switch (config)# ip address 192.0.0.2 255.255.255.0

BEHH DO L—LDVLAN 2 X5 %ERAL=PRP F v )L

=L
X B

),

FIEOHE

VLAN # S EEER 7 L — L& LI AA v F TPRP F v RILB LT V—T%AERL L T
HNZT DI2E, ROFNEIZHENFE T,
1R BHHIIZ

*PRP ¥ %/ (3X—) OWMBIIMES T, HEAAL v T H A T THR—FEINTNDHF
EDA v EZ—T oA AZFRLET,

c BRI (11 R—2) LiEEHHE L SR FE

« PRP F ¥ XV EVERLT B HIIC, PRPF ¥ RILD A /R —A L H—T = A A, FlexLinks.
EtherChannel, REP 72 FDIE 72 b3/ LIzl TWRWZ & 2R L £9,

(11 =) ZHEFRLTLTEIN,

Jua—r\)ary7 4 ¥alb—vary T— RKeBBtLET,
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B =5oL—Lovan a3 S£EALEPRP F v FLORE

FIED

ATy T

ATvT2

ATvT3

ATvT4

2. PRPF Y ANIN—TWIZXHEY b A=Y Ry b A F =Tz A% 2OH VY TFE
To TN 1 DOEEIE, WOXIITATILET,

3. AVE—TzAAPBEEROVLAND KT 7 4 v 7 HRETEXH L9, PRP A & —
TxAf A% b T U EE— FICERELET,

4 Koo B —T A ADFFF VLAN ZZE L £,

5. (BB AA v F TEMREREM 7o s (PTP) ZELICL £,

6. TETF¥YRNOL—TRHEEHZLET,

7 TLEF v x/L® UDLD ZMELh2 L £,

8 YT B —T oA ZF— RZMHIE L, PRP F ¥ RNV L—F 2B L7,

9. PRPF v /L& EEILET,

0. PRPA U HF—TxAAZHEL, A F—T x4 AE— FZBIBLET,

1.  prp-channel / > % — 7 = A AT bpdufilter Z 5% & L £,

12. BE5(l7 L —A0 VLAN % 7 CffilH4 % VLANID #5%&E L £,

13. ((EB) EH71L—ADO VLAN ¥ Z\ZRET HH—E A7 T A (COS) fazikE L E

ﬁ‘o
14. A% —T7xA4ADVLAN XX 72 HLET,
15. (fEE) LAN-A/B R— F &3 E LT, FORWARD E— FIZF IR BT LET,

Ja—sLarZ 4 Xal—vary - RERBLET,

configureterminal

PRP F ¥ RNV T N—TWZFXFHE Yy b A =Ry b A =T oA A% 2OV TES, FrxL10
Bald, WOXOICANLET,

interface range {{GigabitEthernet1/0/21-22}

F ¥ RN 2 DHEIE, ROE AT LET,

interface range {{GigabitEthernet1/0/23-24}

nointerfaceprp-channd 12 =~ > R&MH L T, ERIN/A X —7 =4 ATPRP ZHHHIZ L, 1>
B —TxA A% ¥y MU LET,

GE) Gill0/22 A v H—T =2 A ADFNZ G2l A v Z—T =2 A4 AZWHATHUHERHY 4, 2 a
TliX, interfacerange =~ F&EH T2 Z L ZHLEL TWEJ, [FERIZ, PRP F ¥ R/ 2 D
Gil/024 OFNZ Gil/0/23 A v Z—T oA A5 AT ALERH Y F7°,

AHE—T 2 A APEBDOVLAND b T 7 4 v 7 EBRETEDL LI, PRRAVI—T=AA AE NT
JEME— RIZHRTLET,
switchport mode trunk

KNS A4 B —T A ZADFFE VLAN ZZELE7,

switchport trunk allowed vlan value
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ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATV T4

BT L—LDVIAN 2 £ 5 %A LEPRP Fr 2 L0%E [

value : FFRI &% 0 ~ 4095 O VLAN %5, E721dh o~ TR L7 VLAN DU A |,
(&) AA v FCTEAGERHEZ 1~ =L (PTP) ML ET,

no ptp enable

7 7 4V N TIXPTP AN /e > TWET, PTP 2 FATT HMNENRRWIEAT, Bl TE £,

TLET ¥ XNVON— TR & Bz L ET,

no keepalive

TLEF ¥ %/ UDLD % i L,

udld port disable

VT H—T 2 AF— REHIE L, PRP T ¥ XNVT N—TEERLET,

prp-channel-group prp-channel group

prp-channel group : 1 £721% 2 OfE

AT v T2 TENLECI 200, 0 =T 2 A ANZOF ¥ FNVTN—TIZED B THNET,

Zoa<wy FonoRITHR— S THWEEA,

PRP F ¥ V% L&) L £,

no shutdown
PRP A v H—T =2 AZIEEL, AV F—T = ZF— FEBLET,
interface prp-channel prp-channel-number
prp-channel-number : 1 £ 721X 2 OfE
prp-channel A > % — 7 = A AT bpdufilter Z5%E L £7,
spanning-tree bpdufilter enable
AN= 7Y ) —BPDU 7 A S, FRTOARTIBPDU b7 7 4 v 7 ZWEELET, ZDavr R
. Ry NI NN L2 AR TV ) — R AL (V=) ZAERT DT DICMETT,
Bifl” L— A0 VLAN % 7 T3 % VLANID Z%E L £,
prp channel-group prp-channel-number supervisionFrameOption vlan-id value
prp-channel-number : 1 £7213% 2 D&
value : 0 ~ 4095 @ VLAN %5
() Ef7 L —LAD VLAN ¥ ZICBRET D —EA7 7 A (COS) HEBRELET,
prp channel-group prp-channel-number supervisionFrameOption vlan-cos value
vaue: 1 ~7 CHRELET, 774/ NI 1 TT,
A B =T x4 ADVLAN XX U T HGNCLET,

prp channel-group prp-channel-number supervisionFrameOption vlan-tagged value
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B <557 v9zorus/—r5—JL & vDAN F— T LiiEm

prp-channel-number : 1 £7213% 2 D

ATvT15  (fEE) LAN-A/B R— %% & LT, FORWARD E— RIZT X BITLET,
spanning-tree portfast edge trunk

ZOHEIIA TV g TR, MmCHEREINET, 22k V. PRP RedBox & LAN-A 3 L TNLAN-B %

A v FTYIR—=FTDANR=Z T VY — ar N "—Tx v AFMNGEINET, F72. RedBox PRP
A B =T A R ZEIHER SN TS LAN A/LAN BAR— R TZD o<y RERETH L2 HE
qj‘%‘l—/iﬁ‘o

1

REDBOX14# configure terminal

REDBOX1 (config) #int range GigabitEthernetl/0/21-22

REDBOX1 (config-if) #switchport mode trunk

REDBOX1 (config-if) #switchport trunk allowed vlan 10,20

REDBOX1 (config-if) # no ptp enable

REDBOX1 (config-if) no keepalive

REDBOX1 (config-if) # udld port disable

REDBOX1 (config-if) # no shutdown

REDBOX1 (config-if) # prp-channel-group 1

REDBOX1 (config-if) # exit

REDBOX1 (config) #prp channel-group 1 supervisionFrameOption vlan-tagged
REDBOX1 (config) #prp channel-group 1 supervisionFrameOption vlan-id 10
REDBOX1 (config) # spanning-tree bpdufilter enable

REDBOX1 (config-if) #spanning-tree portfast edge trunk

#
#
#
#

A3 T4y T NYE/)—KF—TJJLEVDAN 77—
JLIZB00

)= RT—=7NEIZVDANT =T NI AZ T 4y 72 MY 2 BINT512i%, Zok7 s
Y DOFMEIHENE T,

FIEDOHE
1. ZJua— )L ary 74 X¥alb—3ay T— REEGELET,
2. FY NI N—TD)—RRT—T/WGEMTHMACT FLAZEEL, /— FADANT
»55 SAN (LAN-A F 721X LAN-B O W T icEss) ThANFEELE T,
3. VDAN 7—7/LIZIBINIT A MACT RLAZEELET,
FIED M

ATyl Jao— a7 Fal— g B—REREBELET,

configureterminal
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ATy T2

ATvT3

FRTD/—KF—TLEDANF—TLDFAF3vszvrunsy7 |

1 :

switch# configure terminal
switch (config-if)# prp channel-group 1 nodeTableMacaddress 0000.0000.0001 lan-a

F ¥ XNV TN—T D) — KT —TNIZEBNTSHMACT RLAZEEL, /— KN DAN THh 57> SAN
(LAN-A £ 721X LAN-B O W Nnci#Ee) ThoiIMEiEEL £,

prp channel-group prp-channel group nodeTableM acaddress mac-address {dan | lan-a | lan-b}
prp-channel group : 1 £721% 2 OfE
mac-address: / — F®D MAC 7 R LA

(F) =M ZHIBRTSI2E, a2~ Fono B &ML ET,

VDAN 7 —7 /WIZEBINT 2% MAC 7 KL A& fE LE T,
prp channel-group prp-channel group vdanTableM acaddress mac-address
prp-channel group : 1 £7213 2 Ol
mac-address : / — K% 721X VDAN ® MAC 7 KL A
GE) = MU ZHIRT 212E, 2~ Fono Bz fM L £7,

FTRTD/—FT—TILEVDAN T—TILDFAF =
JTRIDOIT

FIEOHE

F IR D FH

ATy T

ATy T2

1. kOa< s RKEANLT, /J—RFRT—TNLAHNOEAFIv I/ ) ET_RTI7UTLE
7,

2. Roa<w K& AJLT, VDANT—T7IVNDFAF I v 72 M) 2T _RTIZITLE
7,

WKDa~<v REANNLT, /—RRT7T—TVAOXAFTIv 7 M) 23T U7 LET,
clear prp node-table [channel-group group ]
WDa~wr REANLT, VDAN T—TVNDEAFI v 7y N T XTIV T LET,
clear prp vdan-table [channel-group group ]

F ¥ XN T N—TEELRNESIT. TRXTOPRPF ¥ XNV T N—TFTCHXAFI v I NUBR T YT
IhET,
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B rre 7 xBsUsL—TomMIE

(G¥) clear prp node-table =~ > K & clear prpvdan-table =~ > R, ¥4 F I v 7 F)DKZ%EZ Y
TLET, AET 472 NV EZVTTHIE, AT 4y 72 M) &) —RT—T7 1k
VDAN 7 — 7 LIZEN (20 =—) |ZF/Rx &1 5 nodeTableMacaddress =~ & R&E721%
vdanTableMacaddress ==~ > F® no TR A H L £,

PRP F ¥ RILELUVTIL—TDEML

FIEDHHE
1. ZJeo—)L a7 X2l — gy ET—RFREBLET,
2. PRP F¥ R/ EMHIZLET,
3. A VE—TaAAEF—FREKRTLET,

FED M

ATFyT1 ZJu—bar7 o Xal—ay T— RE2HEBLEL,
configure terminal

ATY T2 PRP F¥ RN EHHCLET,
no interface prp-channel prp-channel-number
prp-channel-number : 1 £721% 2 OfE

ARTYT3 A H—T oA AE—KREKTLET,

exit

Syslog DTS —BLXUVEBESEAYvE—

T T — LN syslog 1272 5 & 9 1T 1E-9320-26S2C-A, 1E-9320-26S2C-E. 1E-9320-22S2C4X-A.
BEIE-9320-22S2C4X-EAA v F AR ETEET, ZOREICLD, syslog % SimpleNetwork
Management Protocol (SNMP) k7 v FIZEH L T, WYIRT 7— e AT F U RAEITH T
EMWTEET,

WDxET — 5% syslog IZ72 D KX HICRETEET,
« RIE72 LANID A
A— bk AT L/, RIEZR LAN R F 2 Fo7 L—ADH,

« NIE72 LANID B
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SEDTIN-DE T |

H— b B TZfE L=, RIEZR LAN #3742 857 L—ADH,
« LAN A %75

LAN A @ PRP AR— MIEAEHZRENH D £9 (N v MERIRIE/ARIEZ: LAN /X7 v
Mg oM
« LAN B D&%

LAN B @ PRP R— MIBHERIZREEN H Y £ (37 v MEKIREE/ARIEZ: LAN /37 v
o)

e Xy b A DY A X

e Xy kB DY A RiBilE
FIEY A hDT A= X, CLI =<2 K shprp statistics ingressPacketStatistics D H /17> 5
Xy 7rTFrInET,

CLI =2~ R&EfEH LT, syslog WAEREINDHEE 60 ~ 84,400 P O#FH CTHELET, T
74V ME300F T, BHMIIZOWTIX., ZOHA FOPRPuX U VRIEOHE (232—)
D7 varEzRL T I,

PRP O X > JREIEDEERTE

T T — LN PRP syslog Z BT A 70D X v ZERERET DX, ROFIEE FELT
LET, 774/ MMI300FTTN, 60~ 84,400 DM CHEAZZRINT 5 Z & LA[EETT,

1R BRI

a7 4 FX2lb—alry TuryF T kOoavwr RE AN LET, prp logging-interval
interval in seconds

77N FORETH S 300 BAERT HH5E1T, HEAL LRV TIZSN, T7 40 ko 300 LS
Du X 7R RET 2581, B2 1 ST ADLET,

1 :

cl 201l#conf t
Enter configuration commands, one per line. End with CNTL/Z.
cl 2011 (confiqg) #prp logging-interval 120

A v FIX, Syslog DT —BIOELEA vyE—Y (22 =) 7 v ailE@#IhTn
% PRP =7 — LB E syslog 4K L £,

!l
ROT F A M, v ZHEEZRE L ROH 2R L TWET,

*Sep 28 13:18:27.623: %PRP_WRONG_LAN-5-WRONG_LAN: PRP channel 2, LAN A is connected to
LAN B on its peer
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n..-'-{b-l]

l)ndllh
il

*Sep 28 13:18:27.623: %PRP_WRONG_LAN-5-WRONG_LAN: PRP channel 2, LAN B is connected to

LAN A on its peer
*Sep 28 13:18:27.623: %PRP_WARN LAN-5-WARN LAN: PRP channel 2, PRP LAN warning is set

on LAN B
*Sep 28 13:18:27.623: %PRP_OVERSIZE PKT-5-OVERSIZE LAN: PRP channel 2, PRP oversize

packet warning is set on LAN A

&% 7€ 151

WDEIZL, CiscoCatalyst IE9300 EliANES U — X 24 v F BNEWET D AHEMED H D F > b T —
TR E TR L CVWET, Zofloa~y RTIE, ZOMREYR— N oL A1 v F O

& RHFR LTV ET,
Gi1/0/23 Gi1/0/24
A
Gi1/0/21 ‘;l;‘ Gi1/0/22
IE9300 Series
RedBox-1
Gil/4 § y Gil/3 Gil/9 y y Gil/8
Gi2/4
Gi1/0/22

Gi1/0/21 E
Gi1/0/24
1\

Gi1/0/23
IE9Q300 Series
RedBox-2

465390

ZOFITIE, 22D LAN (LAN-A & LAN-B) \ 8L 2 2O PRP F ¥ RrNVERELET, b
A YN TIE, Cisco Catalyst IE9300 @ fif AT YV — X A A > F 73 RedBox-1 & L Cakhll 41,
% 9 120 Cisco Catalyst IE9300 = iif/A > U — X XA v F A RedBox-2 & L Calkpll S E T,

WIZ, LAN-A OREZRLET,

diagnostic bootup level minimal
!

!

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id

memory free low-watermark processor 88589
!
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Sl |

|

alarm-profile defaultPort
alarm not-operating
syslog not-operating
notifies not-operating

|

|

!

transceiver type all
monitoring

vlan internal allocation policy ascending

interface GigabitEthernetl/1
shutdown

|

interface GigabitEthernetl/2
shutdown

|

interface GigabitEthernetl/3
shutdown

|

interface GigabitEthernetl/4
switchport access vlan 25
switchport mode access

|

interface GigabitEthernetl/5
switchport access vlan 35
switchport mode access

|

interface GigabitEthernetl/6
shutdown

|

interface GigabitEthernetl/7
shutdown

|

interface GigabitEthernetl/8
shutdown

|

interface GigabitEthernetl/9
shutdown

|

interface GigabitEthernetl/10
shutdown

|

interface AppGigabitEthernetl/1
|

interface GigabitEthernet2/1
shutdown

|

interface GigabitEthernet2/2
shutdown
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& EH

interface GigabitEthernet2/3
shutdown

|

interface GigabitEthernet2/4
switchport access vlan 25
switchport mode access

|

interface GigabitEthernet2/5
switchport access vlan 35
switchport mode access

|

interface GigabitEthernet2/6
shutdown

|

interface GigabitEthernet2/7
shutdown

|

interface GigabitEthernet2/8
shutdown

|

interface Vlanl

no ip address

shutdown

|

interface Vlan35

no ip address

|

interface Vlan25

no ip address

LAN-B O EZKITT LET,

diagnostic bootup level minimal

!

!

!

spanning-tree mode rapid-pvst
spanning-tree extend system-id
memory free low-watermark processor 88589
!

!

alarm-profile defaultPort

alarm not-operating

syslog not-operating

notifies not-operating

!

!

1

transceiver type all

monitoring
vlan internal allocation policy ascending
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|

!

interface GigabitEthernetl/1
shutdown

|

interface GigabitEthernetl/2
shutdown

|

interface GigabitEthernetl/3
shutdown

|

interface GigabitEthernetl/4
shutdown

|

interface GigabitEthernetl/5
shutdown

|

interface GigabitEthernetl/6
shutdown

|

interface GigabitEthernetl/7
shutdown

|

interface GigabitEthernetl/8
switchport access vlan 25
switchport mode access
shutdown

|

interface GigabitEthernetl/9
switchport access vlan 35
switchport mode access

|

interface GigabitEthernetl/10

shutdown
|

interface AppGigabitEthernetl/1

interface GigabitEthernet2/1
shutdown

|

interface GigabitEthernet2/2
shutdown

|

interface GigabitEthernet2/3
shutdown

|

interface GigabitEthernet2/4
switchport access vlan 35
switchport mode access

|

interface GigabitEthernet2/5
switchport access vlan 25
switchport mode access

|

interface GigabitEthernet2/6
shutdown

|

interface GigabitEthernet2/7
shutdown

|

interface GigabitEthernet2/8
shutdown

|

interface Vlanl

Sl |
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no

ip address

shutdown

interface Vlan35

no
|

ip address

interface Vlan25

no

RedBox-1 @

ip address

RIETKRD LFBY TH,

spanning-tree mode rapid-pvst

no spanning-tree etherchannel guard misconfig
spanning-tree extend system-id

memory free low-watermark processor 88589

alarm-profile defaultPort

alarm not-operating

syslog not-operating
notifies not-operating

!
prp
prp
prp
prp
prp
prp
prp

prp
!

transceiver type all

channel-group
channel-group
channel-group
channel-group
channel-group
channel-group
channel-group
channel-group

monitoring
vlan internal allocation policy ascending

1
1
1
1
2
2
2
2

supervisionFrameOption vlan-id 35
supervisionFrameTime 25000

supervisionFrameLifeCheckInterval 8500

Parallel Redundancy Protocol |

supervisionFrameRedboxMacaddress 34c0.£f9e5.59%a

supervisionFrameOption vlan-id 25
supervisionFrameTime 9834

supervisionFrameLifeCheckInterval 12345

passRCT!

interface PRP-channell
switchport access vlan 35
switchport mode access
spanning-tree bpdufilter enable

interface PRP-channel?2
switchport access vlan 25
switchport mode access
spanning-tree bpdufilter enable

interface GigabitEthernetl/0/21
switchport access vlan 35
switchport mode access

no ptp enable

udld port disable
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no keepalive

prp-channel-group 1
spanning-tree bpdufilter enable
|
interface GigabitEthernetl/0/22
switchport access vlan 35
switchport mode access

no ptp enable

udld port disable

no keepalive

prp-channel-group 1

|

interface GigabitEthernetl/0/23
switchport access vlan 25

no ptp enable
prp-channel-group 2
spanning-tree bpdufilter enable
|

interface GigabitEthernetl/0/24
switchport access vlan 25

no ptp enable

prp-channel-group 2
spanning-tree bpdufilter enable

|
interface AppGigabitEthernetl/1

|
interface GigabitEthernetl/0/23
switchport access vlan 25
switchport modeaccess

no ptp enable

udld port disable

no keepalive

prp-channel-group 2
spanning-tree bpdufilter enable
|
interface GigabitEthernetl/0/24
switchport access vlan 25
switchport mode access

no ptp enable

udld port disable

no keepalive

prp-channel-group 2
spanning-tree bpdufilter enable

interface Vlanl

no ip address

shutdown

|
interface Vlan35

ip address 35.35.35.1 255.255.255.0
|

interface Vlan25

ip address 25.25.25.1 255.255.255.0
|

interface V1anlO00

ip address 15.15.15.149 255.255.255.0
|

ip http server

ip http authentication local

ip http secure-server

ip forward-protocol nd
|
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ip tftp source-interface V1anl00
ip tftp blocksize 8192

RedBox-2 @

RIETKRD LFBY TH,

spanning-tree mode rapid-pvst

no spanning-tree etherchannel guard misconfig
spanning-tree extend system-id

memory free low-watermark processor 88589

alarm-profile defaultPort

alarm not-operating

syslog not-operating
notifies not-operating

!
prp
prp
prp
prp
prp
prp
prp
prp

transceiver type all

channel-group
channel-group
channel-group
channel-group
channel-group
channel-group
channel-group
channel-group

monitoring

vlan internal allocation policy ascending
1ldp run
!

NDNONDND PP P

supervisionFrameOption vlan-id 35
supervisionFrameTime 776
supervisionFrameLifeCheckInterval
passRCT

supervisionFrameOption vlan-id 25
supervisionFrameTime 9834
supervisionFrameLifeCheckInterval
passRCT

interface PRP-channell
switchport access vlan 35
switchport mode access
spanning-tree bpdufilter enable

interface PRP-channel?2
switchport access vlan 25
switchport mode access
spanning-tree bpdufilter enable

interface

shutdown

interface

shutdown
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interface GigabitEthernetl/0/21
switchport access vlan 35
switchport mode access

no ptp enable

udld port disable

no keepalive

prp-channel-group 1
spanning-tree bpdufilter enable
|
interface GigabitEthernetl/0/22
switchport access vlan 35
switchport mode access

no ptp enable

udld port disable

no keepalive

prp-channel-group 1
spanning-tree bpdufilter enable
|

interface GigabitEthernetl/5

|

interface GigabitEthernetl/6
description **** tftp connection ****
switchport access vlan 100
switchport mode access

shutdown

|

interface GigabitEthernetl/7
|

interface GigabitEthernetl/8

|
interface GigabitEthernetl/0/23
description *** PRP 2 channel *****
switchport access vlan 25
switchport mode access

no ptp enable

no keepalive

prp-channel-group 2

spanning-tree bpdufilter enable

|
interface GigabitEthernetl/0/24
description *** PRP 2 channel *****
switchport access vlan 25
switchport mode access

no ptp enable

no keepalive

prp-channel-group 2

spanning-tree bpdufilter enable

|

interface AppGigabitEthernetl/1

|

interface Vlanl

no ip address

shutdown

|

interface Vlan35

ip address 35.35.35.2 255.255.255.0
|

interface Vlan25

ip address 25.25.25.2 255.255.255.0
|

interface V1anlO00

ip address 15.15.15.169 255.255.255.0
|

ip http server
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ip http authentication local
ip http secure-server
ip forward-protocol nd

ip tftp source-interface V1anl00
ip tftp blocksize 8192

VLAN % X2 5 D45

WIZ, AR 7 L — A0 VLAN # X2 7 HIZEE S NIZPRP v R A X —T = ZA%&H
THAL v TFOERE#E R LET,

PRP_TE9300#sh running-config
Building configuration...

Current configuration : 8171 bytes

|

! Last configuration change at 05:19:31 PST Mon Mar 22 2021
|

version 17.5

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service call-home

no platform punt-keepalive disable-kernel-core

no platform punt-keepalive settings

no platform bridge-security all

|

hostname PRP_IE9300

|

!

no logging console

enable password Ciscol23

|

no aaa new-model

clock timezone PST -8 0

rep bpduleak

ptp mode eletransparent

ip dhcp pool webuidhcp
cip instance 1
|
|
!
login on-success log
|
|
!
crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl?2
revocation-check crl
|
crypto pki trustpoint TP-self-signed-559094202
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-559094202
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revocation-check no
rsakeypair TP-self-
|
|
|

ne
signed-559094202

diagnostic bootup level minimal

|
|
!
spanning-tree mode r
no spanning-tree eth
spanning-tree extend
memory free low-wate
|
!
alarm-profile defaul
alarm not-operating
syslog not-operatin
notifies not-operat
|
prp channel-group
prp channel-group
prp channel-group
prp channel-group
prp channel-group
prp channel-group
prp channel-group
prp channel-group
prp channel-group
prp channel-group
|

NN NERE PR P

|
!
transceiver type all
monitoring
vlan internal alloca
1ldp run
|

interface PRP-channe

apid-pvst

erchannel guard misconfig
system-id

rmark processor 89983

tPort

9
ing

supervisionFrameOption vlan-tagged
supervisionFrameOption vlan-id 30
supervisionFrameTime 500
supervisionFrameLifeCheckInterval 24907
supervisionFrameRedboxMacaddress ecce.l1l3eb.71a2
supervisionFrameOption vlan-tagged
supervisionFrameOption vlan-id 40
supervisionFrameTime O
supervisionFrameLifeCheckInterval 0
supervisionFrameRedboxMacaddress f8b7.e2e5.clf9

tion policy ascending

11

switchport mode trunk

switchport trunk al

spanning-tree bpduf
|

interface PRP-channe

lowed vlan 30,40

ilter enable

12

switchport mode trunk

switchport trunk al
no keepalive

spanning-tree bpduf
|

lowed vlan 30,40

ilter enable

interface GigabitEthernetl/0/21
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switchport mode trunk

switchport trunk allowed vlan 30,40
no ptp enable

udld port disable

no keepalive

prp-channel-group 1

spanning-tree bpdufilter enable

|

interface GigabitEthernetl/0/22
switchport mode trunk

switchport trunk allowed vlan 30,40
no ptp enable

udld port disable

no keepalive

prp-channel-group 1

spanning-tree bpdufilter enable

|
interface AppGigabitEthernetl/1
|
interface GigabitEthernetl/0/23
switchport mode trunk
switchport trunk allowed vlan 30,40
no ptp enable
udld port disable
no keepalive
prp-channel-group 2
spanning-tree bpdufilter enable
|
interface GigabitEthernetl/0/24
switchport mode trunk
switchport trunk allowed vlan 30,40
no ptp enable
udld port disable
no keepalive
prp-channel-group 2
spanning-tree bpdufilter enable
|
interface Vlanl
no ip address
shutdown
|
interface V1an30
ip address 30.30.30.1 255.255.255.0
|

interface Vlan40

ip address 40.40.40.1 255.255.255.0
|

interface Vlanl97

ip address 9.4.197.30 255.255.255.0
|

ip http server

ip http authentication local

ip http secure-server

ip forward-protocol nd

|

ip tftp source-interface V1anl97

ip tftp blocksize 8192
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BEDHER

control-plane

|

!

line con 0
exec-timeout 0 0
stopbits 1

line aux 0
line vty 0 4

login

transport input ssh
line vty 5 15

login

transport input ssh
|

call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active

destination transport-method http

PRP IE9300#

% TE DHEED

ZIZ T, PRPOREZMHERTHIEDIHEHTE a~vr e, FNbDa~vy FopERL

i‘j‘o

av Uk B #

show prp channel {1 2 [detail | status | summary] | detail | | #7 L 72 PRP F v % /LI KT % 3%
status| summary; DR AT LET,

show prp control {VdanTablelnfo | ptpLanOption | PRP OIHHIEH . VDANT — 7 /L.
ptpProfile| supervisionFramel ifeCheckInterval | BLOBEH 7 L— AT 31595
supervisionFrameOption | ERLET

supervisionFrameRedboxM acaddress |
supervisionFrameTime}

show prp node-table [channel-group <group> | detail] PRP / — RF—T7 N %F R LET,
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avw Uk =Lz

show prp statistics {egressPacketStatistics | PRP = »AR—xR > DfEFHE # 2
ingressPacketStatistics | nodeTableStatistics | FrELUET,
pauseFrameStatistics | ptpPacketStatistics}

show prp vdan-table [channel-group <group>| detail]  |PRPVDANF—7 L& %5 L £,
show interface prp-channel {1]2} PRP AL _"—DA v X —T = A A

BT D EmAE RN LET,

\ )

CE) o ZERITRREZ B FTRMEDR D D720, ZHDA »Z—7 = A A PRP F ¥ /LA

UR—TH BHEA1T. showinterface GU0/21 =~ > KFE 713 show interface GL/0/22 =~ > R
Zf#F L C PRP #EaHEH & G A S 22T 72 &0y, R v iz, showinterface prp-channe [1
|2l 2~ REFEHALET,

WO, PRPF ¥ RINVDA X —T A AD1DONH DT L TNDHEED, showprpchanne
DO ERLTWET,

show prp channel 2 detail

PRP-channel: PR2

Layer type = L2

Ports: 2 Maxports = 2

Port state = prp-channel is Inuse

Protocol = Enabled

Ports in the group:

1) Port: Gil/0/23

Logical slot/port = 1/0/23 Port state = Inuse
Protocol = Enabled

2) Port: Gil/0/24

Logical slot/port = 1/0/24 Port state = Not-Inuse (link down)
Protocol = Enabled

WIZ, PRP / — R —7 /LB L PRP VDAN 5 — 7 /L2 KT 5 HFiEOHZ < LET,

Switch#show prp node-table
PRP Channel 1 Node Table

Mac Address Type Dyn TTL

BOAA.7786.6781 lan-a Y 59
F454.3317.DC91 dan Y 60

Channel 1 Total Entries: 2
Switch#show prp vdan-table
PRP Channel 1 VDAN Table

Mac Address Dyn TTL

F44E.05B4.9C81 Y 60

Channel 1 Total Entries: 1
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mazs |

WIZ, PRP F ¥ R/UIZ VLAN # X 2 7 %8N L7254 LB L72WiGE @, show prp control
supervisonFrameOption =~ > RO /H %R L E 9, VLAN value 7 4 —/L KD 1 [XVLAN
XU TNENTHDLZEEERL, HOIXVLANZ XU VN THL Z L2 BERLET,

REDBOX1#show prp control supervisionFrameoption
PRP channel-group 1 Super Frame Option
COS value is 7
CFI value is O
VLAN value is 1
MacDA value is 200
VLAN id value is 30
PRP channel-group 2 Super Frame Option
COS value is O
CFI value is O
VLAN value is 0
MacDA value is 0
VLAN id value is 0

REDBOX1#
WIZ, =T — LGP syslogllR D X OIZAAL v TFRREISNTWNDINE I &t 2~
Y ROBZRLET,

switch #sh prp control logging-interval
PRP syslog logging interval is not configured

Wiz, X TR ET 740 D300 ICHRTET D2~y ROFlZRLET,

switch #conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) #prp logging-interval
switch (config)#do sh prp control logging-interval
PRP syslog logging interval is 300 in seconds

I, axX 7 RHREZ 600 IZERET Ha~vy RoplEzRLET,

switch (config) #prp logging-interval 600
PRP syslog logging interval is 600 in seconds

switch (config) #

JU—A/)—h AVAM=AFE, BIOar 74 Xal—var I ReGiezoMm R
F = A2 NI, cisco.com @ [Cisco Catalyst IE9300 Rugged Series Switches] “~X— 3 CAFTE £
—g‘o
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Z OI¥%BEIX. Cisco Catalyst
IE9300 @A MES Y — X X
A v F D IE-9320-22S2C4X-A
¥ X OVIE-9320-22S2C4X-E T
AR 0 F LT,

PRP %41 L 7= PTP

Z OKEREIL. Cisco Catalyst
IE9300 AL U — X %
A v F D IE-9320-22S2C4X-A
B L IE-9320-22S2C4X-E T
A AEEIC 72 Y £ LT,

Cisco I0S XE Cupertino 17.9.1

PRP %/ L 7= PTP

Z OHEREIL, Cisco Catalyst
IE9300 AL ) — X A
A F D 1B-9320-26S2C-A
J OVE-9320-26S2C-E Cffi f 7]
REICZ7Z2 0 E L7z,

Cisco I0S XE Cupertino 17.7.1
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Z OBEREIX. Cisco Catalyst
IE9300 mfitAtES ) — X X
A > F D IE-9320-26S2C-A
L TVIE-9320-26S2C-E CTfEH AT
REIZ72 W £ L7z,
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