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HaE

BB, FXa AR, SAEVALANILIER

IPv4 B LN IPv6 D ACL 7
7 L— |k

Tl —har7 4 ¥al—raryE—RFTIPVEEBLNIPv6 7 78XV A2k (ACL)
HERETEET, IPv4 7 7RV R M7 512 ip access-group =2~ > R &
L. 7o b—bhar74Xal—yarEF—RTIPv6 77 A U X M2HMT I
X ipv6 trafficfilter =~ R&fH L £,

USB "K— ~ DSl

platformusbdisable a2~ RZMIH LT, AZ U RT R UTNAL RAERTALZ v 7 TN
A AZADT_RTDH USB R— M FEHZ T E T,

RADIUS #—/3T® DSCP
=%

dscp =~ R&fiHl LT, RADIUS #— 3% LU RADIUS #—/3 7 /L —7 T DiffServ
a— KR4 F (DSCP) v—F 7 #FETXE T, radiusserver dscp =~ > Nid,
ra—\ar 74X al—ya L E— RCRADIUS H—"ORGEB L RT IV T «
YT DIZHOIZDSCP ~—F U T HFHET HIOIHEH L ET,

PL9E NAT A7 —)L

Ju—n)ary7 4 F¥Fal—gF— RCnatscalea~ > REFEHALT, Xy hU—
JT KU AZEH (NAT) A7 — NV EETE 3, T8 Ak, A7< &1 4000 OF)
)Y —2Fyra8 1000 DEHINAT By a A2 R—FTEL LR EL
770

ERSPAN over MPLS VPN

Encapsulated Remote Switched Port Analyzer (ERSPAN) DO~ /LF7'a k2L T A A v
F 2 (MPLS) VPN OHAR— FBEAINLE L7, ERSPAN k7 7 ¢ v 7 MPLS
VPN #%H TRk T X £ 77,

A=/ A ) B g

* YANG 7—% €5 /)L

IOV —=RTIEROTI 0 7T~ )T BERENEA SN E LT,
*YANG 7T—H# 7T/ : ZDY J—XTEHTZ 5 Cisco I0S XE YANG ET /LD Y

A MTOWTIX, https:/github.com/YangModels/yang/tree/master/vendor/cisco/xe/1751
BT TEEN,

YANG 7 7 A WIZHDAENTWB I EYay AF— A2 MI. EFADU E
CarnbaminE iR LET, [[L GitHub O¥FTIZH 5 README.md 7 7 A
Uz, ZOV Y =R M bNTEEERELHLNTVET,

Ty va AR

FHEREEOFITRIR O (F0E) 231 — 65535 a6 1 — 1073741823 FHIZHIM L £ L
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4K VLAN D72 D 1 A
A XAHE7e Switching

7 L—k

4~ |[AKVLANKSRED 1 A X ~ A X W[fE72 SDM T > /' L— bR ETE E T, WAL ~A X
EN=T T — R TlE, VLAN DA —L% IK 5 4K I, PR—hEhB A A >
Database Manager (SDM) 7 | F{RAEA & —7 = A A (SVD) O#% 1000 7> 5 4000 ui%’@ﬁ'_ EMNTEET,

é l/ \O
(Network Essentials 35 & O° Network Advantage)

[System Management| — [Customizable SDM Templates for 4K VLAN] #&M LT 72

Web Ul O #riaE

DU Y —RD Web Ul

(CITHHERR XD V FH A

HECEIR

« PIR— b EnRVERE B ~—)
s PAR—hSNDOHEREOEY A 3 R—Y)

cBFlLavwr FR~DT7 7k (3X—=)

YiR— b I UERE
« Cisco Application Visibility and Control (AVC)

» Network-Based Application Recognition (NBAR) 35 X OWk1i{t NBAR (NBAR2)

YR— b Sh5HEEDE Y X +

77y 87— L THR—=FINTWOHEEDTERZL Y A MIDWTIL, https://cfang.cisco.com

C Cisco Feature Navigator 2 L CT< 72 &0,

BLavw>Y R~ADT79tR

ZZTlX. CiscolOSXEDBLa~y RET 7B ATHEDEFx =2 U T 4 JFEICHOWTEIHH L
F9, ZNHDa<w RiE, CiscoTACIZED®ER N T TNy a—TFT 4 T TOERDOH%

AL LTkY, XFE LSO TWEEA,
EHTE R La~y Ik XS ESnEd,

e TV HFHEEXECE— FEFII2—V EXECE—FORELav R, Zhbnaw

v RIZT 72T HI2i1E, BV serviceinternal =2 REA S LET,

T IV2 TN DILr T 4 F2l—YaryET—RK (Fa—rRof v F—T A A
7E) DELav R, Zhbma<y FIZoWn T, serviceinternal =< > RiZXED

D EEA,
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BT, TV IBIU 2O La~y RIIIUTAEH SN ET,
c A RO CLINVTRHYET, AT ATu P NCRMG ) AT 5E,
ATEhavwry FO—ERFRENET,
FoTa) 1 TCiE. BB A2 AT AR serviceinternal 2~ FEAALET, —h
X, 73V 2 TIEIMEDHY FHA,

fELa~vy Rafifd 5L, %PARSER-5-HIDDEN syslog A vt —U 0Bk S E4, &k
WZhlZ R~ LET,

*Feb 14 10:44:37.917: $PARSER-5-HIDDEN: Warning!!! 'show processes memory old-header

' is a hidden command.
Use of this command is not recommended/supported and will be removed in future.

BT AV 1 BIR2LAORNEHa~ > RIZCLIICEREINET, ThbDa<wr FiZzonT
IZ. %PARSER-5-HIDDEN syslog A & — JI3ER S L E A

BE RLavr RETACHLOERO T TOMERATHZ LA HRLET,
AL~y ROBARR Do 85E1E, TACY —AZME, RLa~vy REE UE#MAIE
THBIOSE (EXECE— RORELa~y ROHE) | L~y RUSZEA L TR U
RETLHIE (2r74Fal—var®—RoORLavy ROGE) 2L TIEIN,

HYiR— bR N—FD 7T

Cisco Catalyst9600 >!) —X XA v F : ETILES

WORIZ, FAHR—FENTWDAL v FETNERLET, FEHAERT AU RX UL
MIZHOWTIE, (S4B R LUV OBZ 33y EBBLTLFEIN,

AALYF ETIL SR BA
(RARF7AIZIE T=1] Z{h)
C9606R Cisco Catalyst 9606R A A~ F

TTER RS S HE D 0 — L RE
4 TAn—FR ARy

eRy NAU T R[FER T 7 > b LA Bl X O EOR
SFE[REZR, OO T o E G Ty N AT RV T Y,

cEBFREY2— ATy X4
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Cisco Catalyst9600 > ') —X XA v FTHHR—FENBN—FD 7 .

Cisco Catalyst9600 ') —X X4 v FTCHHR—rENhd/N—FKDx7T

&E&ID &R
(RR7RAIZIE T=1 Zf+h0)
A—=N—NAHF ELa1—)L
C9600-SUP-1 Cisco Catalyst 9600 * U — & Z— = A ' | TV 2 —/)b

DA —IN— N PE 2 —)LF, CI606R 3 ¥ — 3 THR—
rERNTWET

SATAISSD? £ a2 — )L (R—/8—/\/ HH)

C9K-F2-SSD-240GB Cisco Catalyst 9600 2 U — 2 240 GB SSD A F L —
C9K-F2-S8D-430GB Cisco Catalyst 9600 1 — 2 480 GB SSD A h L —<
C9K-F2-SSD-960GB Cisco Catalyst 9600 > — 2 960 GB SSD A k L —

40 F =% 100 GigabitEthernet 54 > h— F

C9600-LC-24C Cisco Catalyst 9600 3 U — X 24 7R — b 40GE/12 78— b 100GE
TA TR,
WD ACL ZHR— FLET,

+ 100 GigabitEthernet (GE) X 12 /"— bk & 7213 40GE X 24
A=k

o T RTHOAR— D QSFP, 100 GE 7"— bk > QSFP28

25 GigabitEthernet 74 > h—F

C9600-LC-48YL Cisco Catalyst 9600 > U — X 48 78— bk 25GE/10GE/1GE 7 1 >
=K,

WD ACL ZHAR—hLET,
« 25 GE/10GE/1GE X 48 " — k

o« T RTOR— kD SFP28, SFP+ k7 v —

10 GigabitEthernet 54 > H— K
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. KED2—IL

@D &R
(RR7RIZIE T=1 Zf+h0)
C9600-LC-43TX Cisco Catalyst 9600 > U — X 48 7~ — k

10GE/5GE/2.5GE/1GE/100Mbps/10 Mbps 7 1 > 71— K,

e T 74 FTA8MHD 10G, 5G, 2.5G, 1 G, 100 Mbps,
BIOIOMbps DA X —7 = A A& LET, 2D
DOAR— ML, 10G, 5G, 25G, 1G, 100 Mbps, B LW
10 Mbps AR — ~ & L CHMIICEH TE £,

+ 48 R— MFT T, 10G, 5G, 2.5G, 1 G, 100 Mbps,
B LV 10 Mbps O EZ R — b LET,

1 GigabitEthernet 54 > h—F

C9600-LC-48S Cisco Catalyst 9600 > V) — X 48 i"— h 1GE 7 A > 71— K,
WD ACL VAR —FLFET,
« IGE X 48 R— k.,

e T RTHOKR—FIDSFP h T —

ACBREY a1 —I

C9600-PWR-2KWAC Cisco Catalyst 9600 > U — X 2000W AC EIFE ¥ = — /L 03

DCEREY 21—

C9600-PWR-2KWDC Cisco Catalyst 9600 U — X 2000W DC FEJHE ¥ = — /b

' Serial Advanced Technology Attachment (SATA)
2 VY Y FAF—FKRIA T (SSD) EVa—L
B AR 110 VAC T 1050W T,

' —IL

Cisco Catalyst ¥V — X AL v FCRHIEIERNEV 2 — AR R— I TEY, ¥R—
FENDAZHEY 2— DY A MIEHICEHFINTWET, IO RT3 —R"ETVa—b
D HHMAEHRIZOUVTIE, Transceiver Module Group (TMG) Compatibility Matrix > — /L % f# 4

Bh, IROURLIZHDHEEZSHL T2 &, https://www.cisco.com/en/US/products/hw/modules/
ps5455/products_device support_tables list.html

BifatE<T FJ O R

WDOFEIC, V7 N7 EHEMEERE R LET,
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7
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/AN

Amsterdam 17.3.3

2.7

PI3.9+PI39 DAL TF LAY
U —Z+PI3.9 DT /A ARy
7

[Cisco Prime Infrastructure 3.9 —
(Fon0—FK) 22 TLL7ES
AN

Amsterdam 17.3.2a

2.7

PI3.8+PI38IHTDA LT F LAY
V=R +PI38IH DT /A ARy
7

[Cisco Prime Infrastructure 3.8 —
[Fova—FK] 22 L TLLEE
AN

Amsterdam 17.3.1

2.7

PI3.8+PI38 DA LT F LAY
U—Z +PI38 DT /A ARy
7

[Cisco Prime Infrastructure 3.8 —
[Frova—FK] 22 L TLL7EE
AN

Amsterdam 17.2.1
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U —A+PIL3.7 DT A ANy
7

[Cisco Prime Infrastructure 3.7 —
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Catalyst 9600 Cisco Identity Cisco Access Cisco Psrime Infrastructure
Services Engine | Control Server

Amsterdam 17.1.1 2.7 - -

Gibraltar 16.12.5b 2.6 - -

Gibraltar 16.12.5 2.6 - -

Gibraltar 16.12.4 2.6 - -

Gibraltar 16.12.3a 2.6 - -

Gibraltar 16.12.3 2.6 - -

Gibraltar 16.12.2 2.6 - -

Gibraltar 16.12.1 2.6 - -

Gibraltar 16.11.1 2.6 54 -
24 /82 F 5 5.5

Web Ul D 2 X T LEH

WOH 77 a02iF. Web UL ~DT 7 RZHEERpNN—RT 2T V7 =27 RNY R
rERTWETS,

BIMN— RO TEH
ot y4iEE |DRAM B fEtg

233 MHz B |4 |512 MB? 256 1280 x 800 LL E |/

PE A R 7

X

Y1 GHz %4
> 1 GB DRAM %
VIbDT7EH
FRL—F (05 YRTL
* Windows 10 LARE
* Mac OS X 10.9.5 LA
To5904
* Google Chrome : 73— 2 > 59 LI (Windows 33 L Y Mac)
* Microsoft Edge

* Mozilla Firefox : /X— 3 > 54 LI (Windows 3 X Y Mac)
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249FvIrz707vITL—F |

o Safari : /X— =3 > 10 LI (Mac)

AAYFYIYITIRYTT7DT7vTHL—FK

TV VTIE, TRAA AT NI 2T DT v T L —ReEX T L —RICETAEF
SERMAEICOWTHBALET,

\}

GE) WebUlZWHHALTCT A AT 2T AL A=)V, T T T L—FK, 7L —F
TAHZ LI TEER A,

Y2 b7 N—23a DR

CiscolIOSXE V7 b =T DR lr—T7 7 A NViE, VAT EAR—RKDT T v a5 /3 A
(flash:) IZRIFSNET,

show version $## EXEC a2~ R&2EHATH E. AL v FTHEEH L TNWD Y7 by =T /83—
VarazBcTxEd,

GE)  showversion DHENITIZAA v FTHBRBL TWAY 7 MU =T A A—UNEICERENET
D, RBICEREINDET VAL THHMEORETHY, V7 NI =2T I7A BV RAET v
T —RLTHEEINEE A,

F7-. dir filesystem: 5 EXEC =2~ FEEH LT, 77 v ¥ a AEVIZRFEL TWD ATHE
WOHHMDOY 7 NI 2T A A—=VDT 4 V7 NI AERRTEET,

YT T A A=

Jyy—= A A= B4T T74IL%

Cisco 10S XE Bengaluru 17.5.1 |CAT9K IOSXE cat9k iosxe.17.05.01.SPA.bin

~ A u— REE{k72 L (NPE) |cat9k iosxe npe.17.05.01.SPA.bin

ROMMON ®7 v 745 L— K

ROME=% (ROMMON) [£7— kr—% & LTI, 7310 AOBRBEAEZILY &> M
WIETSIND 77—y =7 TY, 7ty n—FNy=T7T%2HtL, FXv—FT4 7
AT Y7 7T (CiscolOSXEY 7 b7 =7 A A—) ZE#ILEJ, ROMMON X, *
AvFLEDOERDV I TN T2TV A H—=T A A (SPI) 7T v aT /3 ARFES
nET,
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B rovmono7 o5 L—

e T IA=Y L ZZIRIESNTWVWDADIE, TS ADBREBAT L, 3V By
M BN 2T AN EEIT5 ROMMON T3,

e I— LTV ZZIRFEENTWAROMMON IRy 7 7 v Far—T4, 794 <IUH
D ROMMON 23+ 2 L, 22— /L5 SPI 7 T v ¥ 25 /34 2D ROMMON 7% H 81/912
EE L9,

T7 =AU =T OREEEMR LY, BiffiEx R — b9 512iZ, ROMMON O7 v 77
L— FRRBEIZRDBAENDH D TN, 7 XTOV U —RFH L= 3 UBRTFEET D & T
B FHA, TR_XTOATYy—Y =L AFF 2D U —R(2HH I 5 ROMMON * 7~
T7—bha—F—ON =Tz VEKRTHIZIE, ROXREZBEL TILEIN,
VTR 2TNN—=Tark&7 v 77 L—RT5R1E7-13%IC, ROMMON%27 v 77 L— K3
HZENTEFET, T T L —FREOY T F 2T 3=V 9 U CH LUVWROMMON R— 5
UIMERFIRERG AL, LR L SICFETLET,
¢« 77 A~VUSPI 7T v 2T /N4 ADROMMON OF v 77 L— K
ZOROMMON ZHEIIZT v 77 L —RaENFET, A v TFOBEGFOT UV —RAn5ZEN
DI U ) — R 2O TT v 77 L—RK$+5 L x10, HrLwny U —2Z (2% LV ROMMON
N=Ta v PHBEEEIT,. FILWAA—TVEFEALTAL v T 20O TERINT & XX
A FDON—RT 2T NR_R— g NS TTTITA~<Y SPL 7T v 2T /84 2D
ROMMON 2NHENIZT v 77/ L — RENnE 1,
e I—)LTVSPI 7T v 2T /A AD ROMMON OF v 77 L— K
ZOROMMON (X FEICTT v 77 L— RN+ 50HRH Y £9°, upgraderom-monitor capsule
golden switch =~ > N34t EXEC E— R CASILET,

GE) Cisco StackWise Virtual D v 7 v T OFEIL. T T 4 T EAZ L INA DD A==
TV a—NVET ST —RKLET,
NATRAZEVT 4Dy NT v TOERERIE, TIT AT ERAFLNADAAL v FDA—
NNV 2= NV ET v 7T —RKLFET,

ROMMONMWT v 7’7 L— R&Ensd L, ROV v— RERZEDZ/20 £9, ZORIZLREIOV
J—ZZRELTH, ROMMONIZIZ 7 7L — RENFEH A, FH%DO ROMMON IZLARTOS
_RTCOY Y —AZHYHR—FLET,
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votyz7 4o b—nazok |

IJI)——;(

ROMMON /=137 — FO—FDNR—2 3>

*t£2 Cisco I0S XE Bengaluru 17.5.1 |[ROMMON /3—< 5 >3 17.3.11[FC2] T,

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.3.1r[FC2], RELEASE]
SOFTWARE (P)

<output truncated>

T—ba—FOR8T v L — KRBt IND &, i
Bz a ) — IR L I ICFEREINE T,

*Oct 16 20:06:09.800: $IOSXEBOOT-4-BOOTLOADER UPGRADE:
(rp/0) : ### Fri Oct 16 20:06:09 Universal 2020 PLEASE|
DO NOT POWER CYCLE ### BOOT LOADER UPGRADING

*Oct 16 20:06:46.922: $IOSXEBOOT-4-BOOTLOADER UPGRADE:
(rp/0) : Fri Oct 16 20:06:46 Universal 2020 boot loader|
upgrade successful

*Oct 16 20:06:46.929: $IOSXEBOOT-4-BOOTLOADER UPGRADE:
(rp/0): Fri Oct 16 20:06:46 Universal 2020 Supervisor]
will not be reloaded.

New BOOTLOADER will activate with next reload or

switchover

VI T7 A VA —)LAT UK

YILIGTT7AVA =)L AT FOBME

BELE77ANEAL LA R—NLTTZ T4 7L, Vue— R LM IND L IZEE
Zaly MT5HIKE, ROavwr REFEITLET,

install add file rfilename [activate commit]

ALARN=NT 7 ANVEREINIA A N—IV, TZT7 074k, 2w b, Fik, E2IEHIER
THIZE, WDa~wy REEITLET, install ?

add filetftp: filename

AL A=V T AN RN —2R)F— bl —3 g 00
LT NRAAZa—L, Ty N 74 —LEA A=V DR—
CarvOHEEMF -y 7 EETLET,

activate [auto-abort-timer ]

TrANET 7T 4 7L, T AE Y r—RKLET,
auto-abort-timer ¥ —U— R A A= DT 77 4 7k & HE
Bz —nNy 7 LET,

commit

Uo—FROEEPFRSND LI LET,

rollback to committed

BRICaly NLEA—Ya il HEe— ANy LET,

abort TrANDT 7T 4 TbEFIE L, BIEDA v A h—/LFIED
BRIARTICEIT L T R—V g it — Xy 7 LET,
remove FHHBEOIET 7T 4 TIRREDY 7 R T =27 A VA h—Ib

T ANEHRLET,
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B xt—rz—rToryIisL—¢

AR =L E—FTOT7YTIL—F
WOFNEIZHEN, A A b=/ B—FTingall 2~ RZEHA LT, H5V U —20n5H]0
VIV—=RZT7 w77 L—FRLET, YT MU TAA=VDT v 77 b— RaFE7TT 51203,
boot flash:packages.conf % {# fl L C 10S Z# #3524 E N H Y £97,

48O SRS

FE Ty L— RERZE. ROEBETA RTA4 AEI BERHY 7,
o AL T DOEREFHEALBRNTLLIEIN,
cEBFAUMLIZD, A= R— AP 2 — BRI LTZ0 LARNTLEE N,
X =V HNOWTUDPD A== R P 22— )L TT— b —F DT v 77 L— R
FRFAAS Yy TFHREREBLTNDLEXIIZ, N TXAFEV T 02y bTv7HN) Wi
MDD A=/ R= XA DA TA U FABIOER (OIR) 2FEITLARNTL XN,
cAA wTFNEBL WAL X, A vTFUITESa—L (T4 —F) OOIR % FELT
L2RANTL 72 &0,

ZOFEZ. ROT TS — RO F Y AT TEET,

Ty FIL—FRin))—X B8

Cisco I0S XE Bengaluru 17.4.x LLRij»> Y U — & | Cisco I0S XE Bengaluru 17.5.x

2ot s va O NENE, insall @~ F&EH L T Cisco I0S XE Bengaluru 17.4.1 7> & Cisco
I0S XE Bengaluru 17.5.1 (27 v 77 L— R 55A4D LD T,

FIE

ATV 7 V—0vT v
install remove inactive

Ioa<vy ReEALT, FEPFELTODOEARICEVASA YA b=V T 7 AN & Y=
Ty7 L, 77 yvall1GB LU EOBEMHRL T, Brlng A—VEZREMHLET,

WOFNL, ingtall removeinactive =~ > REFEH L CREHO 7y AV E2 7 V=0T v LT
BADOH N EZRLTOVET,

Switch# install remove inactive
install remove: START Fri Mar 19 19:51:48 UTC 2021
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc srdriver.17.04.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.04.01.SPA.pkg
File is in use, will not delete.
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cat9k-guestshell.17.04.01.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.17.04.01.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.17.04.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.17.04.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.17.04.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.17.04.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.17.04.01.SPA.pkg

File is in use, will not delete.
cat9k-wlc.17.04.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.17.04.01.SPA.pkg
/flash/cat9k-espbase.17.04.01.SPA.pkg
/flash/cat9k-guestshell.17.04.01.SPA.pkg
/flash/cat9k-rpbase.17.04.01.SPA.pkg
/flash/cat9k-rpboot.17.04.01.SPA.pkg
/flash/cat9k-sipbase.17.04.01.SPA.pkg
/flash/cat9k-sipspa.17.04.01.SPA.pkg
/flash/cat9k-srdriver.17.04.01.SPA.pkg
/flash/cat9k-webui.17.04.01.SPA.pkg
/flash/cat9k-wlc.17.04.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

[switch 17:

Deleting file flash:cat9k-cc_srdriver.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.04.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.04.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Fri Mar 19 19:52:25 UTC 2021
Switch#

ARTYT2 HILWAA—TET Ty vallat—
a) copy tftp:[[//location]/directory]/filenameflash:
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b)

Zoav s REMHALT, TFIP V=057 T v va AEVITH LA A=Y 2 abt—
L%, location /X, IP 7 RL A E7-IFARA M TT, 77 A NEAIL. 77 A VIREICfE
HEns7 4 L7 U OHX ARATERELE T, #HrLWA A—T% TFTP Y— 3 b A
TOHEIE, ZORT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k_iosxe.17.05.01.SPA.bin flash:

destination filename [cat9k iosxe.17.05.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.05.01.SPA.bin...

Loading /cat9k iosxe.17.05.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
| L L O I O

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:*.bin

ZDa<w Yy REHEALT, A A=YRT7 Ty v allERIZat—Sn-Z 2R L
7,

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Mar 19 2021 10:18:11 -07:00 cat9k_iosxe.17.05.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATV T3 7T— NERERE

a)

b)

d)

boot system flash: packages.conf
Zoavy REMFEHALT, 77— NS % flash:packages.conf IZF%E L £ 77,

Switch (config) # boot system flash:packages.conf

no boot manual

AA v FEAB T — MIRETHITE, Zoavr FeHLET, REFZAZ A X
Ay FLEMESNES (aﬁé?‘é%{a\) o

Switch (config)# no boot manual

Switch (config)# exit

write memory

Zoavwry REFERALT, T MNEEERFELET,

Switch# write memory
show bootvar

Zoavwy REMFHALT, 77— FE% (packages.conf) & FHE)7 — Rg%E (no) ZHERE L
£,

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist
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IPXE TIMEOUT variable does not exist
CONFIG _FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG_FILE variable =

ATFYTE A A—TRTF v allf A=
install add file activate commit

Zoavw R EFEHALT, A A—VEA A=V LET,

AA—THT T2 AEIZab—LEHAE. TFIP Y —NED Y —AA A=V FERIET7
Ty vakiiA L NTHIEERHELET,

WROHIIL, CiscolOS XEBengaluru17.5.1 Y 7 NV =27 A A—V % 7T v allA VA —)LL
=HAaohERLTONET,

Switch# install add file flash:cat9k_iosxe.17.05.01.SPA.bin activate commit
_install add activate commit: START Fri Mar 19 16:37:25 IST 2021

*Mar 19 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot flash:cat9k iosxe.17.05.01.SPA.bin

install add activate commit: Adding PACKAGE

install add activate commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.05.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.05.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.5.01

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.05.01.SPA.pkg
/flash/cat9k-webui.17.05.01.SPA.pkg
/flash/cat9k-srdriver.17.05.01.SPA.pkg
/flash/cat9k-sipspa.17.05.01.SPA.pkg
/flash/cat9k-sipbase.17.05.01.SPA.pkg
/flash/cat9k-rpboot.17.05.01.SPA.pkg
/flash/cat9k-rpbase.17.05.01.SPA.pkg
/flash/cat9k-guestshell.17.05.01.SPA.pkg
/flash/cat9k-espbase.17.05.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.05.01.SPA.pkg
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This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby
*Mar 19 16:45:21.695 IST: %INSTALL—S—INSTALL_AUTO_ABORT_TIMER_PROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO
[RO] Finished Activate on RO
[R1] Activate package(s) on R1
[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Mar 19 16:45:25.233 IST: SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Mar 19 16:46:18 IST 2021

(G¥)  install add file activate commit command % 5217 L7212, v AT AZEHBANZ Y 72—
FLET, VAT L22FHTIr— NI 24FIHY FHA,

A VA M=V BT

VTR 2T DA A M=ANEFICET LS, dirflash: 2~ FEEHALT, 79 v =
PN—=F 42 AT 10 HDF L pkg 77 AL E 2OD cont 77 ANNGDDZ L EHRLE
j—o

a) dir flash:*.conf
Wiz, dir flash:*.pkg =~ > RO OB 2R L ET,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Nov 13 2020 09:52:41 -07:00 cat9k-cc srdriver.17.04.01.SPA.pkg
475141 -rw- 70333380 Nov 13 2020 09:52:44 -07:00 cat9k-espbase.17.04.01.SPA.pkg
475142 -rw- 13256 Nov 13 2020 09:52:44 -07:00 cat9k-guestshell.17.04.01.SPA.pkg
475143 -rw- 349635524 Nov 13 2020 09:52:54 -07:00 cat9k-rpbase.17.04.01.SPA.pkg
475149 -rw- 24248187 Nov 13 2020 09:53:02 -07:00 cat9k-rpboot.17.04.01.SPA.pkg
475144 -rw- 25285572 Nov 13 2020 09:52:55 -07:00 cat9k-sipbase.17.04.01.SPA.pkg
475145 -rw- 20947908 Nov 13 2020 09:52:55 -07:00 cat9k-sipspa.17.04.01.SPA.pkg

475146 -rw- 2962372 Nov 13 2020 09:52:56 -07:00 cat9k-srdriver.17.04.01.SPA.pkg
475147 -rw- 13284288 Nov 13 2020 09:52:56 -07:00 cat9k-webui.1l7.04.01.SPA.pkg
475148 -rw- 13248 Nov 13 2020 09:52:56 -07:00 cat9k-wlc.17.04.01.SPA.pkg

491524 -rw- 25711568 Mar 19 2021 11:49:33 -07:00 cat9k-cc srdriver.17.05.01.SPA.pkg
491525 -rw- 78484428 Mar 19 2021 11:49:35 -07:00 cat9k-espbase.17.05.01.SPA.pkg
491526 -rw- 1598412 Mar 19 2021 11:49:35 -07:00 cat9k-guestshell.17.05.01.SPA.pkg
491527 -rw- 404153288 Mar 19 2021 11:49:47 -07:00 cat9k-rpbase.17.05.01.SPA.pkg
491533 -rw- 31657374 Mar 19 2021 11:50:09 -07:00 cat9k-rpboot.17.05.01.SPA.pkg
491528 -rw- 27681740 Mar 19 2021 11:49:48 -07:00 cat9k-sipbase.17.05.01.SPA.pkg
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491529 -rw- 52224968 Mar 19 2021 11:49:49 -07:00 cat9k-sipspa.17.05.01.SPA.pkg
491530 -rw- 31130572 Mar 19 2021 11:49:50 -07:00 cat9k-srdriver.17.05.01.SPA.pkg
491531 -rw- 14783432 Mar 19 2021 11:49:51 -07:00 cat9k-webui.17.05.01.SPA.pkg
491532 -rw- 9160 Mar 19 2021 11:49:51 -07:00 cat9k-wlc.17.05.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

b) dir flash:*.conf

Iz, dir flash:*.conf 2~ FOH Bl EZ R LET, 77 v aX—T 4 aD2>D
conf 7 7 A NVIIFEIR I TWET,

* packages.conf : HLLA VA —VLT .pkg TrANVICEEWZ N7 7 A,

* cat9k iosxe.17.05.01.SPA.conf : HT L < A A h—/ L L7= packages.conf 7 7 A /LD
Ny T v Tar’—,
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Mar 19 2021 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Mar 19 2021 05:34:06 +00:00 cat9k iosxe.17.05.01.SPA.conf

ATvT6 N—Ta DR
show version
AA=VPEBLEDL, ZOa~v Y FEERALTHLWA A—YOR—Va VAR LET,
R D show version =~ > RO NHITIL, 77354 AD Cisco 10S XE Bengaluru 17.5.1 4 A —7
DIFRPER SN TNET,

Switch# show version

Cisco I0S XE Software, Version 17.05.01

Cisco IOS Software [Bengaluru], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.5.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2021 by Cisco Systems, Inc..

<output truncated>

AR M—=ILE—KTOEYUHL—F

ZITIEH B2V YV =ANBHIDY Y =R VA M= VE— R TH YT L— RT5FIEE
ALET, VI MU TAA—YDOX T T L— R&2F4TT 5I21E, boot flash: packages.conf
ZEH L TIOS @4 2 N H Y £,

1R BHHIIZ
ZOFEZ. OEF TS L— RO F Y AT TEET,
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oo L—REinY))—X B&Y
Cisco I0S XE Bengaluru 17.5.x Cisco I0S XE Bengaluru 17.4.x LARTD U U — &

GE)

FIE

&

HBV ) —AHEH L THLLBASINTZAS v TFET N EA T T L —RTHIEFTEE
Hh, TV a—ABNEBAINZY U —RX, TOETIAOR/NI 7 72T X—V 3 T,
TRCOBEGFEON— R =7 ZHHON—R =T EELYV Y —RZT v 77— RT52 L
EBEID LET,

o7 va ol ingal @2+ R&fEH L T Cisco I0S XE Bengaluru 17.5.1 2> & Cisco
10S XE Bengaluru 17.4.1 (X 7 > 7 L— KT 554D 8L DTY,

TV—=2T w7
install remove inactive

CoOaw s REFHALT, FENPRELTCWAEARICEWWAS VA =L T 7 A VET J—
Ty 7L, 77 v 2l 1GB U EOMHERZMAEL T, LA A=V 2R LET,

KOFNL, ingall removeinactive =< REFEH L CREHOZ 7 AV E2 7 V=0T v 7 LT
LEDOHNERLTHET,

Switch# install remove inactive
install remove: START Fri Mar 19 11:42:27 IST 2021

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.04.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.04.01.SSA.pkg
File is in use, will not delete.
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packages.conf
File is in use, will not delete.

done.

SUCCESS: No

SUCCESS:

extra package or provisioning files found on media. Nothing to clean.

install remove Fri Mar 19 11:42:39 IST 2021

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
Post_Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

[1]
[1]

SUCCESS:

Switch#

install remove Fri Mar 19 19:52:25 UTC 2019

ATYT2 HLWARA—VET Ty allat—
copy tftp:[[//location]/directory] /filenameflash:

COawy REFEHALTC, TFIP YV —N5 7 7 vV a AFVICH LA A=V o’ —

a)

b)

LE7,

location (X, IP 7 RV AFEIIRA N TY, 77 ANEIL, 7 7 A VEREITSE

AENET 427 )OI ASRATIHEELET, HLWA A—T% TFTP Y— 30 bl
THIHEEIL., ZORT v T HAX LTI,

Switch#

copy tftp://10.8.0.6/image/cat9k iosxe.17.04.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.04.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9k iosxe.17.04.01.SPA.bin...

Loading
rrrrrrrrrny

/cat9k iosxe.17.04.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
rrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrerrrrrrrrrrrreny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

dir flash:
ZOawr REFHLT, A A—UNRT7 T v v a2l ERIa—SNEZ E 2R LE

B

Switch#

dir flash:*.bin

Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Mar 19 2021 13:35:16 -07:00 cat9k iosxe.17.04.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

RTwT3 T— NEKERE
boot system flash: packages.conf
Zoawry REMHLT, 77— M % flash:packages.conf (2% E L £7,

Switch (config) # boot system flash:packages.conf

a)

b)

no boot manual

A v FABT — MIHRETDHITIE, Zoa~vr Rl LES, REFAZ /AR
4y?kﬁ%éhiﬁ(&é#é%ﬁ)o
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Switch (config)# no boot manual
Switch(config)# exit

c) writememory
Ioa<ry FEfHALT, 7— FREERFELET,
Switch# write memory

d) show bootvar

ZOavwry REMEHLT, 77— MEE (packages.conf) & F#)7 — MRE
\iﬁqo

Switch# show bootvar
BOOT variable = bootflash:packages.conf

(no) Z=HEFRL

MANUAL BOOT variable = no
BAUD variable = 9600
ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE _TIMEOUT variable does not exist
CONFIG _FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist

Standby CONFIG_FILE variable =

VTN T 2T A A=V EA T L—F

install add file activate commit

Zoa<vwy REHERALT, A A—VEAL VA=V LET,

AA—THT Ty vaAEICabt—LELEE. TFTP Y — LD Y —AAf A=V FE L7
Ty Va4 NTBHIEERHELET,

ROFEITIL, ingall add file activate commit =~ > R4 L T Cisco I0S XE Bengaluru 17.4.1
VI NI 2T AA—TCE2T T allf VA R—LLTWET,

Switch# install add file flash:cat9k_iosxe.17.04.01.SPA.bin activate commit
_install add_activate_commit: START Fri Mar 19 21:37:25 IST 2021

*Mar 19 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install one-shot flash:cat9k iosxe.17.04.01.SPA.bin

install add_activate_commit: Adding PACKAGE

install add_activate_commit: Checking whether new add is allowed

This operation requires a reload of the system.

Please confirm you have changed boot config to

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.04.01
Info: Finished copying flash:cat9k iosxe.17.04
Finished initial file syncing

--- Starting Add ---

Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
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[R1] Add package(s) on Rl

[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.04.1
install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.04.01.SPA.pkg
/flash/cat9k-webui.17.04.01.SPA.pkg
/flash/cat9k-srdriver.17.04.01.SPA.pkg
/flash/cat9k-sipspa.17.04.01.SPA.pkg
/flash/cat9k-sipbase.17.04.01.SPA.pkg
/flash/cat9k-rpboot.17.04.01.SPA.pkg
/flash/cat9k-rpbase.17.04.01.SPA.pkg
/flash/cat9k-guestshell.17.04.01.SPA.pkg
/flash/cat9k-espbase.17.04.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.04.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby

*Mar 19 21:45:21.695 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO

[RO] Finished Activate on RO

[R1] Activate package(s) on R1

[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Mar 19 21:45:25.233 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit

Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Mar 19 21:46:18 IST 2021

(G¥)  ingtall add fileactivate commit =~ > R& 54T L7210, Y AT MIHEICY 72—
FLET, VAT L2FEHTY n—FF20BIHY XA,
W= g DORER
show version
AA=URERE LD, Z0avwy REFEHLTHLNA A—VDOR—Va U EHEBLET,

G¥) VI RNT2TARA—THFE T 7L —RLTH, ROMMON O/8— 3 T HEIIC
Xyl —RapngEthi, BHINTREOE EIT2D 77,

Cisco 10S XE Bengaluru 17.5.x (Cisco Catalyst9600 > ') —X XA v F) YY—R/—F .



Cisco 10S XE Bengaluru 17.5.x (Cisco Catalyst9600 > ') —X XA vF) YY)—R/— |
B - —revavscoins—trrLqon—varvoryIsL—F

R show version =~ > RO FITIL, 7734 AD Cisco 10S XE Bengaluru 17.4.1 A A —
DIEBRPER SN TNET,

Switch# show version

Cisco I0S XE Software, Version 17.04.01

Cisco IOS Software [Bengaluru], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.3.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.
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Cisco Catalyst 9600 >V — X ZA v F THMAFEERY 7 b7 = THREIZ, RO X 1T, ER
FLET KA OTA B A LVIZHEINET,

ERXSAEUR
* Network Advantage

TRASA4EVR
T KA T A A2, BiERSRM & LT Network Essentials & 72 1% Network Advantage 7323

T, 7 RAUTA B ALV TIL, AA v F 72T T7 < Cisco Digital Network Architecture
Center (Cisco DNA Center) ThI 2 adDA ) _X—3 g L blEZEONET,

* DNA Advantage
7Ty 87— bYA= MIETOIERE R L, EREZHEHTE 574 B A L-UL 2 fifd
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The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
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