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ROMMON D7 v 75 L—FK
ROME=% (ROMMON) (7 —hur—& & LTI, 731 AOEFREAEZITY oy MR
WEITEND 77— 0T T, oy A "—FRo=T 28kl X —F 47 v
AF AN YT NI xT (CiscolOSXE Y 7 "7 A A—) 2EEILET., ROMMON (X, &
AvFEOKDIIVTARY T 2T A H—TxAA (SPI) 7T v aT A AT
nEJ,
e T IA=Y L ZZIRTESNTWDADIE, TS ADBRERAT L, 23V By
M BN 2T AN EEIT 5 ROMMON T3,

e T— LTV ZZIRFEENTWAROMMON IRy 7 7w Far—T4, 794 <V KN
D ROMMON 232 L, 2—)LF 2 SPI 7 T v ¥ 25 734 2D ROMMON 7% H 815912
EEN L9,

T =AU =T OREEEMHR LY, BiffiEx AR — b9 2512iZ, ROMMON O7 v 77
L— RBRBEIZRDEENH D ETHN, T XTOYV Y —RTH L WA= g UNEFEET D & T
B EHA, TR_RTOADYy—V Y —RL A TF o 2AY Y —2 2 &5 ROMMON %72
I 7 — b —F ==V 3 VEERT AT, ROXESHRL T EEN,
VTR 2TN—=Tark&7 v 77 L—RT5R1E7-13%IC, ROMMON%27 v 77 L— K3
HZEMTEET, T T L —FREDODY 7 2T 23—V 9 TH LVWROMMON X— 5
UIMERTFIRERG AL, LR L SICFETLET,

e T4 <VUSPI 7T v 2T /A ADROMMON OF v 77 L— K

ZOROMMONZHBIIZT v 77 L—RENET, A v T OGOV V—ANHZEN
PBD U U =R WD TT v 77 b—RT5 L &2, HLwnY U—ZZH LV ROMMON
N=UarPhdrLE1E, FILWA A—VEFERALTAL v F 20D TRET S L XICR
A TFON—RT 2T R g U NZHEASNTTFA Y SPI 7T v aF /34 AD
ROMMON R HEICT v 77 L — REnx1,
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e I—)LTVSPI 7T v 2T /A AD ROMMON OF v 77 L— K

ZOROMMON ZFETT v 77 L— KT HLENH Y 7, upgraderom-monitor capsule
golden switch =~ > N34t EXEC E— R CASILET,

N

(GE)  CiscoStackWise Virtual D&~ v 7 v T OHEINE, T I T AT EAZ L INAL DD RA—s—/3A
T a—NET v T T —RKLET,
INATRAZGENVT 4Dy NT v T OEEE. TIT AT EAXNA DAL v FDA—
N NAYP 'Y 2=V ET v T 7L —RNLET,

ROMMONMWT v 77 L— R&Ensd L, ROV v— RERZEDZ/20 £, ZORIZLREIOV
J—ZZRELTH, ROMMONIZIZ 7 7L — RENFEH A, FHH%DO ROMMON IZLARTDS
_RTCHOY Y —2AZHVHR—FLET,

)1)—2x ROMMON £1zlE7— A —FD/N—2 3>

%t42 Cisco 10S XE Bengaluru 17.4.1 [ROMMON /S — < 5 > 17.3.1f[FC2] T,

ROM: TIOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.3.1r[FC2], RELEASE]
SOFTWARE (P)

<output truncated>

T—bta—XOR8T v L — KRBt IND &, i
Bz a ) — RO L I ICFEREINE T,

*Oct 16 20:06:09.800: $IOSXEBOOT-4-BOOTLOADER UPGRADE:
(rp/0) : ### Fri Oct 16 20:06:09 Universal 2020 PLEASE|
DO NOT POWER CYCLE ### BOOT LOADER UPGRADING

*Oct 16 20:06:46.922: $IOSXEBOOT-4-BOOTLOADER UPGRADE:
(rp/0) : Fri Oct 16 20:06:46 Universal 2020 boot loader|
upgrade successful

*Oct 16 20:06:46.929: $IOSXEBOOT-4-BOOTLOADER UPGRADE:
(rp/0): Fri Oct 16 20:06:46 Universal 2020 Supervisor]
will not be reloaded.

New BOOTLOADER will activate with next reload or

switchover

VI T7 A VA =)L UK

YILIGTT7 AR =)L AT FOBME

BELET 7 ANEBALA L AN—NLLTT 7T 4 7fbL., Va— &L IND LI ICEE
Zaly MTAHIKE, ROavwr REFEITLET,

install add file rfilename [activate commit]

A UA NN T FANEEINIA VA =V, TI7T 474k, a3y b, Fik, E0THIER
THIE, WOa<y R&EFEITLET, install ?
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YILIGIT7AVA =)L AT FOBE

add filetftp: filename A VAP=NTrFAN RNy =V )E— I — 9 0
LT NAAZabt—L, 7Ty T —L& A A—=TVDNA—
VarOHEBNET v 7 EETLET,

activate [auto-abort-timer] | 7> A %7275 4 b L., T4 2%V a—FRLET,
auto-abort-timer ¥ —U— RKWXA XA —=TDT7 7T 4 7k & HEY
iz e—n Ny 7 LET,

commit Va— G bEERRRINDS I HICLET,

rollback to committed BBlzaly hLiaA—Va L icEl iz n—A "y 7 LET,

abort T ANDT VT 4 TbERIEL, BIEDOA A F—/LFED
BIARTICFEIT L CWE A= g it — ANy 7 LET,

remove KRERABLIOFET 7T 4 TREDY 7 b =2T £ A =)
77 A NVEHIRLET,

AR =L E—FTDT7YTIL—F
KOFNEZHEN, A > A h—/LE—FTingal 2~ RZHEHLT, 5V UV —An5H0
JYV—=RT w77V —=RLEd, Y7 V=T AA—TDOT v 77 L— REETTDHITIE,
boot flash:packages.conf Z i L T 10S & T 5 LERH Y £7,
b8 BRI
A\
FE Ty LU— RERCIE, ROFEBTA RTA I LERHY £,
« A v FOEREZHEALLNTIZS N,
cHERAZLMWI LD, A= R RS FETa— L ERDHALTZD LN TL SN,

e X —THOWNWTNIDDA— = NA PEa2— LT T — ha—XDOT7 v 77 L— K,
FRFAAL v TFREBHLTNDEEEIZL, OMTAM TV T2y T v 7HN) W
MDD A== XA DA T A AR IORH (OIR) 2FEITLARNTL I,

e ZAA yFNEEMLTWELEXIT, AA v F LT EDa—L (54— F) OOIR % EFT
L7RWNWTL 7ZE& Y,

ZOFIEX, KOT v T — RO F VA ERATEET,

Ty IFTL—FRIDY ) —R B8

Cisco I0S XE Amsterdam 17.3.x LARiT® Y U — |Cisco I0S XE Bengaluru 17.4.x
A
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o7 varoliflix, ingal =<2 F&Efif LT Cisco I0S XE Amsterdam 17.3.1 7>5
Cisco 10S XE Bengaluru 17.4.1 127 v 77 L — RT3 5550 LD TT,

FIE

ATYT1 2 )V—=0T v
install remove inactive

CTOavwr REFEHALT, FEMELTCWAEEICHWA VA M—=LT 7 A1V ET ) —
Ty L, 772l 1GB U EOMHEBREZMEL T, LA A=V RELET,

KOFENL, ingall removeinactive 2~ REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT

Ba DM N R L TWET,

Switch# install remove inactive

install remove: START Fri Nov 13 19:51:48 UTC 2020

Cleaning up unnecessary package files

Scanning boot directory for packages ... done.

Preparing packages list to delete

cat9k-cc_srdriver.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-espbase.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-guestshell.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.l7.03.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.17.03.01.SPA.pkg

File is in use, will not delete.
cat9k-wlc.17.03.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.

done.

The following files will be deleted:
[switch 17:
/flash/cat9k-cc_srdriver.17.03.01.SPA.pkg
/flash/cat9k-espbase.17.03.01.SPA.pkg
/flash/cat9k-guestshell.17.03.01.SPA.pkg
/flash/cat9k-rpbase.17.03.01.SPA.pkg
/flash/cat9k-rpboot.17.03.01.SPA.pkg
/flash/cat9k-sipbase.17.03.01.SPA.pkg
/flash/cat9k-sipspa.17.03.01.SPA.pkg
/flash/cat9k-srdriver.17.03.01.SPA.pkg
/flash/cat9k-webui.17.03.01.SPA.pkg
/flash/cat9k-wlc.17.03.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

Cisco 10S XE Bengaluru 17.4.x (Cisco Catalyst9600 > ') —X XA v F) YY—R/—F .



Cisco 10S XE Bengaluru 17.4.x (Cisco Catalyst9600 > ') —X XA vF) YYy—R/ —F |

B xt—rz—rToryIisL—¢

ATvT2

[switch 17]:

Deleting file flash:cat9k-cc srdriver.17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.l17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.l17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.03.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.03.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.
--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1]
[1]

Post Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Fri Nov 13 19:52:25 UTC 2020
Switch#

HLWARA—VET Ty a|lar’—

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

ZOavy FEMALT, TFIP ¥ —"\nb 77 v a AEVITH LA A—VEar —
LE7, location |%, IP 7 KL AEIIHRA NTT, 77 ANVAIX, 77 A VEEIEIZHE
MEND7T 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 HAEH]
THHAE. COAT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.04.01.SPA.bin flash:

destination filename [cat9k iosxe.17.04.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.04.01.SPA.bin...

Loading /cat9k iosxe.17.04.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrn

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:*.bin

ZOAaxy REFEHLT, A A=YNRT7 Ty Va2l ERICat -3l LamRLE
hd‘O

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Nov 13 2020 10:18:11 -07:00 cat9k_iosxe.17.04.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATYvT3 7T— NEHERE

a)

boot system flash: packages.conf
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Switch (config) # boot system flash:packages.conf
b) no boot manual

2 v F B HBT — MIRET AT, 20a<wr REFHLET, REITAZ LN A
AvFLERMENET Y TI5H) .

Switch(config)# no boot manual
Switch (config)# exit

c) writememory

Zoawr FEHLT, 7— bREEZRFLET,

Switch# write memory
d) show bootvar

Zoa<wry REFEHALT, 77— ¥ (packages.conf) & TF#Eh7 — NRE (no) ZRERL
i‘j‘o

Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

ATFTYTE A A—DRT T2l A R—Ib
install add file activate commit
Zoawy REFEHALT, A A—VEA AL LET,
A RA=THET Ty a AV Ilat—LESEAIE, TFIPY—REDY —R A A=V F T 7
TovakiA L NTHT EEHERLET,
ROFNZE, CiscolOSXEBengalurul7.41 Y 7 b =7 A A= %7 T v allf VA M=/ L
S AOH T ERLTVET,

Switch# install add file flash:cat9k_iosxe.17.04.01.SPA.bin activate commit
_install add _activate commit: START Fri Nov 13 16:37:25 IST 2020

*Nov 13 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot flash:cat9k iosxe.17.04.01.SPA.bin

install add _activate commit: Adding PACKAGE

install add_activate commit: Checking whether new add is allowed ....

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---
Copying image file: flash:cat9k iosxe.17.04.01.SPA.bin to standby
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Info: Finished copying flash:cat9k iosxe.17.04.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.4.01

install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.04.01.SPA.pkg
/flash/cat9k-webui.17.04.01.SPA.pkg
/flash/cat9k-srdriver.17.04.01.SPA.pkg
/flash/cat9k-sipspa.17.04.01.SPA.pkg
/flash/cat9k-sipbase.17.04.01.SPA.pkg
/flash/cat9k-rpboot.17.04.01.SPA.pkg
/flash/cat9k-rpbase.17.04.01.SPA.pkg
/flash/cat9k-guestshell.17.04.01.SPA.pkg
/flash/cat9k-espbase.17.04.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.04.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby
*Nov 13 16:45:21.695 IST: %INSTALL—S—INSTALL_AUTO_ABORT_TIMER_PROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO
[RO] Finished Activate on RO
[R1] Activate package(s) on R1
[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Nov 13 16:45:25.233 IST: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R1/0:

rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit

Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Nov 13 16:46:18 IST 2020

(G¥)  install add file activate commit command % 527 L7212, v AT AZEHBANZY 72—

FLET, VAT L2FHTY n—FFI4ETIHY FEA,

ATV TS A A M—LEFHER

. Cisco 10S XE Bengaluru 17.4.x (Cisco Catalyst9600 > ') —X XA v F) YY—R/—



| Cisco 10S XE Bengaluru 17.4.x (Cisco Catalyst9600 ') —X XA vF) YYy—R/— |
1vz2t—rE—kTo7yTiL—k |}

VIR T2T DA LA M=ANEFIZET LS, dirflash: 2~ FEFEHLT, 79 v =
N—=TFT 4 a0 EOHF LV pkg 77 ANE 2 DD cont 77 ANDBSHDH T EEHRLE
7

a) dir flash:*.conf
Wiz, dir flash:*.pkg 2~ > RO I Z R LET,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Jul 17 2020 09:52:41 -07:00 cat9k-cc srdriver.17.03.01.SPA.pkg
475141 -rw- 70333380 Jul 17 2020 09:52:44 -07:00 cat9k-espbase.17.03.01.SPA.pkg
475142 -rw- 13256 Jul 17 2020 09:52:44 -07:00 cat9k-guestshell.17.03.01.SPA.pkg
475143 -rw- 349635524 Jul 17 2020 09:52:54 -07:00 cat9k-rpbase.17.03.01.SPA.pkg
475149 -rw- 24248187 Jul 17 2020 09:53:02 -07:00 cat9k-rpboot.17.03.01.SPA.pkg
475144 -rw- 25285572 Jul 17 2020 09:52:55 -07:00 cat9k-sipbase.17.03.01.SPA.pkg
475145 -rw- 20947908 Jul 17 2020 09:52:55 -07:00 cat9k-sipspa.17.03.01.SPA.pkg

475146 -rw- 2962372 Jul 17 2020 09:52:56 -07:00 cat9k-srdriver.17.03.01.SPA.pkg
475147 -rw- 13284288 Jul 17 2020 09:52:56 -07:00 cat9k-webui.17.03.01.SPA.pkg
475148 -rw- 13248 Jul 17 2020 09:52:56 -07:00 cat9k-wlc.17.03.01.SPA.pkg

491524 -rw- 25711568 Nov 13 2020 11:49:33 -07:00 cat9k-cc srdriver.17.04.01.SPA.pkg
491525 -rw- 78484428 Nov 13 2020 11:49:35 -07:00 cat9k-espbase.17.04.01.SPA.pkg
491526 -rw- 1598412 Nov 13 2020 11:49:35 -07:00 cat9k-guestshell.17.04.01.SPA.pkg
491527 -rw- 404153288 Nov 13 2020 11:49:47 -07:00 cat9k-rpbase.17.04.01.SPA.pkg
491533 -rw- 31657374 Nov 13 2020 11:50:09 -07:00 cat9k-rpboot.17.04.01.SPA.pkg
491528 -rw- 27681740 Nov 13 2020 11:49:48 -07:00 cat9k-sipbase.17.04.01.SPA.pkg
491529 -rw- 52224968 Nov 13 2020 11:49:49 -07:00 cat9k-sipspa.17.04.01.SPA.pkg
491530 -rw- 31130572 Nov 13 2020 11:49:50 -07:00 cat9k-srdriver.17.04.01.SPA.pkg
491531 -rw- 14783432 Nov 13 2020 11:49:51 -07:00 cat9k-webui.1l7.04.01.SPA.pkg
491532 -rw- 9160 Nov 13 2020 11:49:51 -07:00 cat9k-wlc.17.04.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

b) dir flash:*.conf

wiz, dir flash:*.conf 2~ RO B2 R LET, 7T v a =T 49D 2OD
conf 7 7 A VIEREINTVET,

* packages.conf : HLLA VA=V 1LT .pkg Ty AMIETBZONTEZT 7 A1,

* cat9k iosxe.17.04.01.SPA.conf : #1 L < A A h—/L L7 packages.conf 7 7 A /LD
Ny I T T ar—,
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Nov 13 2020 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Nov 13 2020 05:34:06 +00:00 cat9k iosxe.17.04.01.SPA.conf

AT97T6 ROMMON R"— 3 %27 v 77 L— R
upgrade rom-monitor capsule golden

Cisco I0S XE Bengaluru 17.4.1 TH LW ROMMON N— 3 VA T& £4, a2~ K2 AT
Lictk, VAT LT ary T N CT v 77 L — ReRLET,
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ATy T17

INAT XA TV T 4Dy T v, F721% Cisco StackWise Virtual D%~ b7 v 7 OHE
WX, 79T 4T EARFAANADT v 7T L — REENLTIIT- T,

Switch# upgrade rom-monitor capsule golden RO

This operation will reload the switch and take a few minutes to complete. Do you want
to proceed (y/n)? [confirm]y

Switch#

Initializing Hardware...

<output truncated>

ZOFMIZONWTIE, 2O RKF¥F 2 AL FOROMMOND T v 77 L— REZBL T EEN,
N—=T 3 DR

show version
AA=—VREELEZS, Z0axr REEHLTH LA A =YD=V a VAR LET,

K ? show version =~ > RO IFITIX, 7734 AD Cisco 10S XE Bengaluru 17.4.1 1 A —
DIFWPER SN TNET,

Switch# show version

Cisco I0S XE Software, Version 17.04.01

Cisco IOS Software [Bengaluru], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.4.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc..

<output truncated>

A 2R M—=ILE—KTOEYHSL—F

ZIZTHE, BV IV =ANBHOY U =R VA M= LE— R THE U T L— KT 5 FEE
RLET, Y7 MU 2T ARA—VDOX Y7 L— REFEITT 5121, boot flash: packages.conf
ZfEM L TIOS ZEE T 20N H D 5,

1R SR

COFIETZ. WOX T T L= RO F ) ATHEATEET,

Ao L— KRN J—2R H#Y

Cisco I0S XE Bengaluru 17.4.x Cisco 10S XE Amsterdam 17.3.x LARTO Y U —
A

)

GE)

HHV Y —AEHEH L TCH L EASINTEAAL v TFET N EX T T L —RT5Z L3 TEF
T, BEa—ARNEAINTZY Y —R T, TOFTILDOE/N T NI 2T /RN—2 g o TF,
TRTCOBFDON— R 2T ZHFON— R 2T LRLY U —RAZT v F 7 L— R 52 &
FREIO LET,
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FIE

ATy T

1oz b—nE—kTnsgvsL—F ||

ok r7varofFNL, ingal =~ K& L T Cisco I0S XE Bengaluru 17.4.1 2> & Cisco
10S XE Amsterdam 17.3.1 \Z¥ DU 7 L— KT 555D H D TT,

7V =T w7
install remove inactive

CTOavwr REFEHALT, FEMELTCWAEEICHWA VA M—=LT 7 A1V ET ) —
Ty L, 772l 1GB U EOMHEBREZMEL T, LA A=V RELET,

KOFENL, ingall removeinactive 2~ REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT
YEOHENERLTHET,

Switch# install remove inactive
install remove: START Fri Nov 13 11:42:27 IST 2020

Cleaning up unnecessary package files
No path specified, will use booted path bootflash:packages.conf

Cleaning bootflash:
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k-cc_srdriver.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.04.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.04.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.04.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Fri Nov 14 11:42:39 IST 2020

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup
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SUCCESS: install remove Fri Nov 14 19:52:25 UTC 2019
Switch#

ATYT2 HLWAA—VEH T Ty allat’—

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

Zoavy FEMALT, TFIP Y —"\nb 77 v a AEVITH LA A—VEar —
LE, location i%, IP 7 KL AEITHRA M TT, 77 ANVAIX. 77 A NVEEIEIZHE
MEND7T 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 LAEH]
THHAE. COAT v T EAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.03.01.SPA.bin flash:

Destination filename [cat9k iosxe.17.03.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.03.01.SPA.bin...

Loading /cat9k iosxe.17.03.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
rrrrrrrrrrrrrrrrrrrrerrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrererrrrrrrrrerrererrrrrrrrrrrreeng

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty Va2l ERICat -3l LamRLE
ﬁ‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Nov 13 2020 13:35:16 -07:00 cat9k iosxe.17.03.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATYvT3 7T— NEHERE

a)

b)

d)

boot system flash: packages.conf

Zoavy REMFEHALT, 77— N % flash:packages.conf IZF%E L £ 77,

Switch (config)# boot system flash:packages.conf

no boot manual

AL v FHAB T — MIRET DL, Z0a~vr REfEALET, REIZAZ VN A A
Ay FLEMENET GELYET25%8) .

Switch(config)# no boot manual
Switch (config)# exit

write memory
Zoavry REHEHLT, 77— MREZRMELET,
Switch# write memory

show bootvar

Zoawy REMEHALT, 77— hE# (packages.conf) & FEi7 — hi%E (no) ZHEd L
£7
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Switch# show bootvar

BOOT variable = bootflash:packages.conf
MANUAL BOOT variable = no

BAUD variable = 9600

ENABLE BREAK variable = yes

BOOTMODE variable does not exist

IPXE TIMEOUT variable does not exist
CONFIG FILE variable =

Standby BOOT variable = bootflash:packages.conf
Standby MANUAL BOOT variable = no

Standby BAUD variable = 9600

Standby ENABLE BREAK variable = yes

Standby BOOTMODE variable does not exist
Standby IPXE TIMEOUT variable does not exist
Standby CONFIG FILE variable =

ATVl VT NI 2T A A= EE T T L— R
install add file activate commit

Zoavw s REFERALT, A A—=VEA A=V LET,

AA—THT Ty a2 A NIZa—LESAIE. TFIP Y —NED Y —AA A=V F T 7
ToTakhA L NTHT EEHERLET,

woF Tk, ingall add file activate commit =~ > K& H L T Cisco I0S XE Amsterdam 17.3.1
VT RT2TARA—TET T 2llA VA= LTNET,

Switch# install add file flash:cat9k _iosxe.17.03.01.SPA.bin activate commit
_install add_activate commit: START Fri Nov 13 21:37:25 IST 2020

*Nov 13 16:37:26.544 IST: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot flash:cat9k iosxe.17.03.01.SPA.bin

install add activate commit: Adding PACKAGE

install add_activate_commit: Checking whether new add is allowed

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]y

--- Starting initial file syncing ---

Copying image file: flash:cat9k iosxe.17.03.01.SPA.bin to standby
Info: Finished copying flash:cat9k iosxe.17.03.01.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

Image added. Version: 17.03.1
install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.03.01.SPA.pkg
/flash/cat9k-webui.17.03.01.SPA.pkg
/flash/cat9k-srdriver.17.03.01.SPA.pkg
/flash/cat9k-sipspa.17.03.01.SPA.pkg
/flash/cat9k-sipbase.17.03.01.SPA.pkg
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ATy TH

/flash/cat9k-rpboot.17.03.01.SPA.pkg
/flash/cat9k-rpbase.17.03.01.SPA.pkg
/flash/cat9k-guestshell.17.03.01.SPA.pkg
/flash/cat9k-espbase.17.03.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.03.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on Active/Standby

*Nov 13 21:45:21.695 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [RO] Activate
package (s) on RO

[RO] Finished Activate on RO

[R1] Activate package(s) on R1

[R1] Finished Activate on R1
Checking status of Activate on [RO R1]
Activate: Passed on [RO R1]
Finished Activate

*Nov 13 21:45:25.233 IST: %INSTALL—5—INSTALLiAUToiABORTiTIMERiPROGRESS: R1/0:
rollback timer: Install auto abort timer will expire in 7200 seconds--- Starting Commit

Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
[R1] Commit package(s) on R1
[R1] Finished Commit on R1
Checking status of Commit on [RO R1]
Commit: Passed on [RO R1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Fri Nov 13 21:46:18 IST 2020

GE)  install add file activate commit =~ > RZ 54T L7282, VAT AFEIBMIZY o—
FLET, VAT LEZFHTYo— RTHHLETHY FHA,

N— 3 v DRER
show version
AA=UNEEI LIS, Z20a<r FEEALTHLWA A==V g VAR LET,

G¥) VI KNI 2T ARA—THFZ T 7L —RLTH, ROMMON O/8— g T HEIIC
ool —RanEthi, BHINTREOE FIT2D 77,

KD showversion =< ROHSIFITIL., T /34 AD Cisco I0S XE Amsterdam 17.3.1 A A —
DFBRNFRENTNET,

Switch# show version

Cisco I0S XE Software, Version 17.03.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.3.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

<output truncated>
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TA4—LRTATSRINTF— b TLADN=23 DT v TTL—F .

J24—ILRTAGSTINLST—rTZLADN—23 007 v T L—FK

74w»F7nﬁ?77»5%%7V%(HGM&i\VX3X4y?£KﬁTT57D7?
TN AEY FTRALAO—FETT, TIHIE, FFEOHFAMAEDIERNK Z RIEEIZ T 2 HiX E
EZRFmBRERR T,

Cisco IOS XE Bengaluru 17.4.1 CiX, FPGA D7 v 7' 7 L — RiZdb V) £ A, BIED FPGA /3 —
Vg U EERT AL, 10S £ — T show firmwareversion all @< K& A9 57,
ROMMON E— R TCversion-v 2~ F&ZAHLET,

\}

GE) T R_RTDY T "I 2T VY —RATFPGADNASN—a UNEEINEZDITTIEH Y A,

cNR—=VgVOERL, BEOY T NI 2T T v L— RKO—EE L TiThi, B
DFNEZFEITTHHETH Y TH A,

24t R
Z D&/ v a T, CiscoCatalyst9000 2 V) — X A A v F T A[RERBERED T A B A%y
=IOV THIALET,

FJA4E A LN
Cisco Catalyst 9600 >V — X 2 A v F THMAMEERY 7 bV = THREIX, RO X I, HER
FHET RALDOTA B ALV EINET,

- N (s
* Network Advantage

TrEYSA4EVRX

T KA T A ' AT, BI#ESAME L LT Network Essentials & 7213 Network Advantage 73 4%
TT, T RAVTA B ALYV TIL, AA v F 72T T2 < Cisco Digital Network Architecture
Center (Cisco DNA Center) THL I A DA/ RX— g v ERAHEEZELNET,

* DNA Advantage
77y b7 =LY A= MIET R L, EZHEHNTE 574 B A LU 2R

9 5IZI%, Cisco Feature Navigator #{# ] L £, Cisco Feature Navigator |27 7 & 2§ 5 1Z1%
https://cfang.cisco.com (ZHEA FE T, cisco.com DT A 72 MIMEH Y FH A,

FARATRELRS A U RAETILEERIER

» Cisco IOS XE Gibraltar 16.11.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A~— rF A4 B AT
THNVETHY, T4 BV AEERT LD R — I TWAEME—DHETT,
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MRV —ADY 7 =T a7 Falb— a4 KT, [SysemManagement|
— [Configuring Smart Licensing] ZZM L T 72 &0,

* CiscoIOS XE Amsterdam 17.3.2a LI : RY v —ZfEHA LI A~— T/ BV A (A~w— ]
FABADIIENA—=Ta ) BT 74V THY, T4V AREHT LD R —
FENTWDHME—DTFIETT,

MERY U —R (173xL%) OV 7 b7 av 7 4Falb—rvar A K] T,
[System Management | — [Smart Licensing Using Policy] #ZM L T 72 &0,

VA T AU ADFEHINI OV TIE, cisco.com/go/licensingguide ZZ M L TL 72 &0,

FSAELURALRNIL . FREDHA K54
HEALTZT A B ARA R IR

R O—FZFRALEAYT—FSAEVR AIX—FrSA4EVR

s KA ZDT A AL HBIR A I s KA TATBU AL, HRIHAR A
HY EEA, L,

cH TR YTS gy T AT BT E c S4B A L~L 3
EDHETELTY, GF, 54, B, 5, 77037 FEOWIM,

F 7203 7 FOWIR) S BERES LTV RN A B A,

o AT A A (Network-Advantage) DiESCE L WVEITIL, BHIRREITKAT AR
AATDOHRERY T,

7 KA YT A4t A (DNA Advantage) DOELH L WEITIZ, Y7 A2V 7y a izt
HNHRMN XS4 B AX A TOHRERY FT,

e Xy hT—7 TABLUVA LSV EERLEGAIET AV I BV A LA REENT
WET, DNA O T 25815, ARHIRENUINDFIZT A B A2 HH L Thl
T D0, T RAVIFIA RV RAZRT 7T 4 7L THBAAL v TFH2 Y m—RL
THEART A ARERECOER 2kt L £,

T A B AZELTHIEITTEERA, ZTNHD T A &2 AT Cisco Smart Software
Manager CIBBF X219, 90 B THIRRUINIZ 722 7, FHli7 A o REAA v FT—EZ
JERATE, BAEKTLZZLIXTEERA, 7 A B ARHIREINICRD &, 2D%
275 HiIZB R EE AT A A v — U ER S, ZFRURBEI3ERERSET, Va—
Rizio, A2HIROUINTZFE T A AEHET 77 4 X— T 52 LILTEEHA,
ZHEFAS—FIA B RZOHBBEH SNET, FHIi7 A B 20K, RY —%ff
ALlizA~— o4 RCFEA S NERA,
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RF—=U2TDHA R34
HREA r— V) T DI A RTA NZDNWTIE, IROBFTIZH 5 Cisco Catalyst 9600 2 U — R 2
Ay FOTF =2 —FEZRLTIEE,
hitps:/wwwcisoo.com/cen/tisiproducts/collateral switchescatalyst-9600-series-switches/ib-06-cat9600-series-data:-sheet-cte-en.himl
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HIRFIE & HIFFER

cHEIX T =gy IG T U= HHT DA — YRy MEEHAR— D SFP+A
4 —7 x4 A (TenGigabitEthernet0/1) 1L, HE)I R T =— g &2 R—FLEHA,

ceabha— LT L—2RY Y (CoPP) : system-cpp policy CakiE X AL7Z 7 T AINT
T4V MEOEEDOGEE, FNH0 7 T AT AERIZ showrun =~ R CERI
FHA, D VIT, R EXEC &— K T show policy-map system-cpp-policy % 7= 13 show
policy-map control-plane =~ > R&HH L T 2 &0,

e AL NN—T xR CI606R T v — /@XD/ba IO FHTF BN TWDT 7T 4 T 7 A—
IR NRAYPED 2=V EEYITEE, SSO BT Ea "= = AN ELS Y £
TO

e N— R 7 OHIBFIE : T 22—/

« CVR-QSFP-SFP10G 7 % 7 % Z ## L 7= C9600-LC-24C 7 A > H— ROHEY +iF 12k
THHIKFE : COT X 2L, fIET D HEESOR— R 40GE R — F & LT
TE SN AEER 5O R — NI (T2t 72En, 728 2E, A— b 12340GE
ELTHREESNTWAEA, CVR-QSFP-SFP10G %N — b 2 [ITHUY i 5 Z &3 T%
FHEA

CVR-QSFP-SFP10G 7 % 7' % %4 L 7= C9600-LC-24C 7 A > 51— ROELY fFiF 2B
?éﬁ%%@ FXFHEY N A=Yy N 8TV —NEV 2=V EGFHETD

WA LT25A . WG T 2 1835% 5 O R — h X CVR-QSFP-SFP10G 7 ¥ 7/ % C
%Wtiﬁho

+ 10/100Mbps O#FE CHEIET 5 GLC-T 3 L U GLC-TE 1%, Cisco QSA £ = —/L
(CVR-QSFP-SFP10G) TidHhAR— &N TnEHA,

* SFP-10G-T-X (X, B 7T A X LD AR T — 3 IZHESV T 100Mbps/1G/10G
DHEEZYR—FLET, NI — DO HERELEGTHZ LT TEERA,
e N— R T ORIRFEE : BRE 22—

c ACEIRE Y 2 —VDOANEBIE : ¥ —VITHB LT TO AC ANEREY 2 —
D AC ATJEELV_ANRICTHLIMLENSH Y £77,
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e BIAHHZATDOERETY 2 — VO« AC AJJEJFMEE L DC A EFEE DNEE
LTCWAEAE. AC AHEBEL L% 220 VAC I2T B XLEERH Y £4,

+ In-Service Software Upgrade (ISSU)
cISSUTIXF Vv 2 A K7 LCT v 77 L— REFETTEETN, AT 2l
HIZORFATTHZ L EBEID LET,

e V7 T VY —ATEHAINTH LUVKEE CRREDE LA MBI REREIZ OV T
1L, ISSU OFEITREZAHNZ LN T 7Z S0,

AT L —RKEONR—=Ta DY T ST T A A=V THEHATERVEREIC W T
1X. ISSU ZBH4AT 2 HICEZNIZ L CTLIE &0,

* QoS Dfill#)FIH
e QS Fa—A LI HRY V—FRETIHIEIL, Fa—A TRy T77DEFHN100% &
B2 NWE DL TLEE N,

A H—T 2 A ATQoSHKY =RV R — b INDHDIE, AL v FRIEA > & —
7 A A (SVI) OHRTI,

e AR—=FF XN AL HE =T 2 A A, RN, H—T A A BILORZDOMOGHER
A H =T A ATEFH QS HY —iT¥FR— FSNEHA,

e X277 =/ (SSH)

eSSH A=V g v 2% EHLTLZEE, SSHAAX—=V g v 1TV R— SN TWHER
Ao

* SCP 35 L UNSSH D 5L ED FATHIL, SCP DFAIY 7 uE ANETT HE T,
TNAAD CPUNEL 2D ENEEESNET, SCPIX, *v hY—27 EDOFR R b
BITOT7 7 A NMEEEZTR—FLTRY ., IREICSSH Z#H L E7,

SCP ¥ XU SSH O#AEIZBIEIZN— RV = T b= P THAR— F & T
Wiz, BB EE S LD T a v AR Y 7 by 2T TIEITSND Z & TCPU MREL
720 %9, SCPEBIUSSH 7 r¥ A LD CPUEAEN 40 ~ 50% (72 5550
HVETHR, TXAARY Yy MEDUUVENDZEEH Y FHA,

e R —FHH LI A~—hT A& A : CiscolOS XE Amsterdam 17.3.2a LA, AU 2 —
EMALIEA— T4 B L ADEANTEY | ®hA P AF U AETUIT ANA ZADRA b
4 Z#% % LT%, UniqueDeviceIdentifier (UDI) DA NFRENET, ZOFRFOEEIL,
VRIO U J—ATHRR MRERENTNZTRTOITIA B RA2—T 4 VT 1 La—
P V=T oA ATHRTEET, ZHUTEVMENDT A & AERENEEZ 2T
52 EFHY EEA, ZORIRIIHT DEERIZH Y EH A,
ZORMOEBREZTOTA R A2—T 4 VT 4 La—F—( L Z =T = A ZITIT,
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) OA3 & FET,
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* TACACS L v —a~< 2 R : L —tacacsserver host =2~ RERELRNTLEX
W, ZOavwy REFEESNELE, T A ETETINTWAY 7 vy =T R"—V 3
>3 Cisco 10S XE Gibraltar 16.12.2 LIfED YV — A Th H5GE, L —a~vr &
T 5 ERIEN KT D AREENH Y £3, F/e— b a7 4 Fal—r g F—RT
tacacsserver =t~ K&l 4 %,

« USB MDFRGE : CiscoUSB K74 7% A A v FIZHefe § 5 &, BEAFORE B Faidta ¥ —7T
NI A 7 OFEFERFITSNE T, USB K74 T BIFREREH O F — 2% [E Sz
password encryptionaes =~ K& AN+ 25 L a V) —)LZikd A vt— /73>§§Téﬂi
R

Device (config) # password encryption aes
Master key change notification called without new or old key

* VLAN OfilfR: 2 A~ FOFRERFIZT —H & H %F%%/%E%L A T AHE T4
RCH 7 VLAN L (3872 57 — % VLAN Z#EFFT 5 121d, BRRICER SN oBEZ1T O
ZEERBEODLET, 1 oD, v E—T A A DT — 5’& TR RAAL 2R LTCHELT
VLAN DR E SN TV DA, CPUBEHERNE S 720 T35 AL T 5 AlHetEn
HoET,

*YANGT —# 5 U 7 OHIPEIA : ¥7"— b &35 NETCONF O KAt v a ¥
X203 T,

« Embedded Event Manager : ID A X 7 ¢ 7 27 # %, Embedded Event Manager TiI# 7R —
FENTHWERA,

gt Tm CiscolOS-XE U U — A2 TOTH L WEIEICOW TR L £9, Lo Y UV —AT
F =T NI o TWDBEEE L, AT U FE IR RREARE L TRO Y ) — R ZF &R E

o

‘°¥

Cisco Bug Search Tool

CiscoBug SearchTool (BST) #ffiH T 5 &, /X— M —LBEKITRL, V-2 F—U—
RIZESNWTY 7 by =T NTHRBE L, NTFM, B, N—VarhhloxiEr—2 52458
T HZENTEET, BSTIX, Xy hI—2 VRIVEFHRBIOT A AD N T Ty a—
T A TR TEEEA R ESEL X ICKFF SN THWET, ZOY—LTiE, 7T
A NIEDWTANT T v Z L, EBEANCET 29M8B LONED NS B o — 2Rk
HTEHLTEET,

FEOEMAZR T TAICE. IDE 2V v 7 LET,
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Cisco 10S XE Bengaluru 17.4.x O k2R D &

ID s BA

CSCvvo1619 FEPHOBRE LM LT REP A v ¥ —7 = A AZBIREITT 7 4L ik
ELTEBIZ, 7Ty a8 ETD

CSCvw04604 RE UL U= UIRRIIC Y = RS, Ty T L— hOFR BT &
VT I TATAAL Y TFNITyvvatd

CSCvwl17155 [RF Client: Inline Power rf client(505) | Tili#E1 & A ~— B HIRGINIZ/2 5

CSCvw17869 Ino switchport] MFEITINTZ, T TV I R—INRET T3
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