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http://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-device-support-tables-list.html

W WebUl D> 257 LB

# 3 Y7o TELBME P 2 X (FEE)
Catalyst 9400 Cisco Identity Services Engine |Cisco Access Control Server |Prime Infrastructure
Everest 16.6.6 2.2 5.4 PI3.1.6 + T /34 AN 7 13
2.3 5.5 cisco.com T/[Prime Infrastructure
24 311U TLEEN,
Everest 16.6.5 2.2 5.4 PI13.1.6 + 7 /34 A/ 7 13
2.3 5.5 cisco.com TC/[Prime Infrastructure
24 3 EZRL T EE N,
Everest 16.6.4a 2.2 5.4 PI3.1.6 + T /34 AN 7 13
2.3 5.5 cisco.com T /[Prime Infrastructure
311 EBRLTLLIEEN,
Everest 16.6.4 2.2 5.4 PI13.1.6 + 7 /34 A/X» 7 13
2.3 5.5 cisco.com C/[Prime Infrastructure
3 EZRL T EE N,
Everest 16.6.3 2.2 5.4 PI3.1.6 + T /34 ANy 7 13
2.3 5.5 cisco.com T/[Prime Infrastructure
3 1IEBRLTLLIEEN,
Everest 16.6.2 2.2 5.4 PI13.1.6 + 7 /34 A/ 7 13
2.3 5.5 cisco.com TC/[Prime Infrastructure
3 EZRL T EE N,
Everest 16.6.1 2.2 5.4 PI3.1.6 + T/ ANy 7 13
5.5 cisco.com T/[Prime Infrastructure
31IEBRLTLLIEEN,

Web Ul ® 3 25 ABE{H:

WDt T va iz Web UL ~DT7 7B RZMBER2 N~ R 27 V7 =T RY XS

TWET,

N— Ry =7 B

# 4 BpoN— Rz TEAE

VN
Tuk Y EE DRAM =X RGBT P42
233 MHz UL E! 512 MB? |256 1024 X 768 | /)5

1. 1GHz Z#3E L £,
2. 1 GBDRAM ZHt5E L £7,
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https://software.cisco.com/download/type.html?mdfid=286304360&flowid=79748
https://software.cisco.com/download/type.html?mdfid=286304360&flowid=79748
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VI rwz7A—Yaromkn B

7 MU= TEMH

o FAXRVL—=T 4T VAT A

Windows 10 UL
Mac OS X 10.11 VL%

. TIUY

Google Chrome: /N—37 2 > 38 LI (Window 35 & OF Mac)

Microsoft Internet Explorer: 73— = > 11 LLFE (Windows 7 3 X T Windows XP) , 38 L O}
Microsoft Edge (Windows 10)

Mozilla Firefox:/X—< 3 o 33 DA% (Window 3 X Y Mac)
Safari: /N—< 3 7 LI (Mac)

D D N =
V7 N7 _X—T gV ORER
CiscolOSXE Y 7 "y =T DRy 75—V 7 7 A )VE VAT LAR—RDT T v 2T /34 A
(flash:) IZPRFF S IVE T,

show version /£ EXEC o~ F2HEHATHE AL v FTHEHL WL Y 7 vy o7 =V
VEZRTXET,

()  show version D HTIZIIAAL v F THEHL TNWDEY 7 b =27 A4 A—=UNEICERINET N,
REBICETRENDET VAT LGHMARORETHY VT VT2 T TA B RAET v 7T
L—RLTHEEINEEA,

F 72 dir filesystem: Fi#E EXEC 2~ > RZHEH LT . 77 v a2 A VIRELT=Z DM v 7
NI 2T AA=VDT 4 V7 NI AZRTITHIEHLTEET,

#5 VIR T A A=

JY—=x A A=Y 77 A IV

Cisco IOS XE Everest CAT9K_IOSXE cat9k_iosxe.16.06.09.SPA. .bin

16.6.9 FA B AT —H X u— FiEE |cat9k_iosxeldpe.16.06.09.SPA. .bin
{t. (LDPE)

Cisco IOS XE Everest CAT9K_IOSXE cat9k_iosxe.16.06.08.SPA .bin

16.6.8 S A4ty AT m— REEE | catok_iosxeldpe.16.06.08.SPA.bin
{t. (LDPE)

Cisco IOS XE Everest CAT9K_IOSXE cat9k_iosxe.16.06.07.SPA.bin

16.6.7 FA B AT —HZ A u— KA |cat9k_iosxeldpe.16.06.07.SPA.bin
{t. (LDPE)

Cisco IOS XE Everest CAT9K_IOSXE cat9k_iosxe.16.06.06.SPA .bin

16.6.6 FA L AT —H A, o— RiEE  |cat9k_iosxeldpe.16.06.06.SPA.bin
{t. (LDPE)
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#5 7P T A A= FEE)

JY—2= A A=Y 77 ANVE

Cisco IOS XE Everest CAT9K_IOSXE cat9k_iosxe.16.06.05.SPA. .bin
16.6.5

TA R AT =5 n— REE
{t. (LDPE)

cat9k_iosxeldpe.16.06.05.SPA.bin

Cisco IOS XE Everest
16.6.4a

CAT9K_IOSXE

cat9k_iosxe.16.06.04a.SPA .bin

FTAV AT —=EZN A 10— R =
{t. (LDPE)

cat9k_iosxeldpe.16.06.04a.SPA.bin

Cisco IOS XE Everest
16.6.4

CAT9K_IOSXE

cat9k_iosxe.16.06.04.SPA . .bin

FA VAT —=H A, B — RIS
{t. (LDPE)

cat9k_iosxeldpe.16.06.04.SPA . bin

Cisco IOS XE Everest
16.6.3

CAT9K_IOSXE

cat9k_iosxe.16.06.03.SPA.bin

FTAV AT —=EZN A 10— R =
{t. (LDPE)

cat9k_iosxeldpe.16.06.03.SPA. .bin

Cisco IOS XE Everest
16.6.2

CATI9K_IOSXE

cat9k_iosxe.16.06.02.SPA . .bin

TA R AT —H A B R
{t. (LDPE)

cat9k_iosxeldpe.16.06.02.SPA . .bin

Cisco IOS XE Everest
16.6.1

CAT9K_IOSXE

cat9k_iosxe.16.06.01.SPA.bin

TV AT —H X[ u— NIFE
1. (LDPE)

cat9k_iosxeldpe.16.06.01.SPA.bin

AL vF VT NI 2T OT v F 7T L— kK

S

(#E WebUIZHHL AL Yy F VT NI 2T A LA =N T v T ITVL—RK Zo 7L —KT5

ZliFTEEEA

ZIZTIEH KD ME Yy Z7IZHOWTERY EiF 9,
e J—bhu—XOH#HT v I/ L—KLECPLDT v 7/ L—F
o {VAF—INNE—RTOT v L—R
o fVAP—=NE—KRTOEY T 1L —FK

#6

RA T T RO TET T — FEEIZS DT — RS E0Dinstall 272 F

Switch# install add file filename [activate commit]: = D 2~ > R&EHH L T HHELZ T 7 AL
EAVAM=NALLTT 774 7L Y r— FEBHEFFEND LI ICETEEZaIy M H L

MTEET,

Switch# install ?:install =~ > F&EZHFEHL T A A=A T 7 A VEEIIZA VA =N T

7747 ATy b P ERTHIRT S LB TEET,

add file filename AVARN—I TrAN RN Fr—%)F—babr— g b TF AN
ARZAa—= L. T Ty F 7 —bEA A—TDNR— 3 o OHME
Fxv 7 EBETLET,
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#6 R o F TR T T T — REEILIST DL — NS 750D install =2 F(§EE)

activate T ANET VT 47 L. T XA A2V a—RFLET,

[auto-abort-timer] auto-abort-timer X — 7V — KX . A A= DT 7 7 1 7% HEIIIZ
g—nRNy 7 LET,

commit Vr—RELEERFIND I LET,

rollback to committed |Ff%ic=aIy LT ARA—Va I lEHEre— ANy 7 LET,

abort T7ANDT 7T 4 T HIE L BHEDA A F— /L FIED B IER]T
WICETL WA=V g ica—A Ry 7 LET,

remove KEHBLOHET 7T 4 THREDY 7 N =2T A VA=)V T 7 A
NEHIBRLET,

T—hu—XOBR&8 77 —FRECPD T v 7L —FR

A
()

Cisco I0S XE Everest 16.6.2 725 16.6.3 £721% 16.6.4.16.6.4a.16.6.5 27 v 77 L — KT 5 A,
ROMMON £721Z CPLD D7 7 — LU T D7 v 77 L — RN ThhEEA,

Cisco I0S XE Everest 16.6.1 7> 5 16.6.3 £721316.6.4 27 v 77 L — KT 5 ¥4 . ROMMON i &
NCPLD ©O7 v 77 L— R)MTbivEd,

J—bue—FXOREMT v TSV —F

2L v FDOBEFEDOV N —ZANLZNL 0 HHLWVWI U —RZPOTT v 77 L— R B A
A FDON=RT 2T NRXR=T g NS T T — b= 0N 8T v 77— RKEhs 2
ERBVET . T b= NT v ST —FEINdE HLWT— o —XE2FhT 5729
WCHBMICHE e — FENET, ZORICUAIOY V=R IR L TCHL T —ha—X|ZFx v 7

L—RENFTAFEFEZO T — o —X T URIOTXTHOY V-2 %Y R —FLFET,

#FEDIOSXE16.x.x U U —AIZBWT. ZD IV U —RIZH LWT —ha—FR"b55E . LW
ARAXA=—VEFEHALTCAAL v F 2O TREBILIZEZIC A, v TFON— R =T R— g 02
ESWTHEMICT v 77 L—RENLZ2 08B0 7,

Ty =R I e — REISLEHY EHA VAT ATIEEMNIC) e — RER. LN
ROMMON A A — A A RIREIC 22 0 £ 97,

I0S XE Everest 16.6.1 705 16.6.2 127 v X7 L — R$TAEE . 7 v 77 L — NIZIZEWER 22
MBEERH Y ROMMON B X OEE 70 /I~ T NVimBlT XA Z(CPLD) DT v 77 L — K
ICE2ToARATLAN3IEY Y X ET,1I0S XE Everest 16.6.2 )>H AT — F 7)) AA v F
F—R—RNYR—FENET,

Catalyst 9400 Supervisorl ORI .5 BUNICHERE SN D &7 — b SPL KA T 5
AREME B D F T,

I0S XE Everest 16.6.1 7>516.6.2 ~D7 v 7 7 L — R&HIOTIT O HEIL E—D A —/R— 31
We2T7T v SIS L —RL . 7= —&L CPLD DT v 77 L— REET LE T IO A—3—
NAYFDOT v T 7L —FRETLES 2HFHDRA— R— A FTEYHL EZHEZITNET,
W DA=IR= R, PRT T T L — RENTZOH NATRATEY T ABRETENDL ZHA
TXET,
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2A9F I 7 U =2TDT v ST L—F

) N—FTxTOHRERETOIZ.T 2T LV A—— A ¥ % [0S XE Everest 16.6.1 7>516.6.2
WICRFIZT v 77 L — R LARWNWTL Z &,

BE Ty L—FRIRAAL v FDOEREZEFRALZWVTLIZEN,

*7

T— e —5DEBSE

vV A

7— bu—FDHERE

Cisco IOS XE Everest 16.6.2,
¥ 7213 Cisco 10S XE Everest
16.6.3.

% 7213 Cisco 1I0S XE Everest
16.6.4.

% 721% Cisco 1I0S XE Everest
16.6.4a,

% 721% Cisco 1I0S XE Everest
16.6.5.

% 721% Cisco 1I0S XE Everest
16.6.6.

% 721% Cisco 1I0S XE Everest
16.6.7

% 721% Cisco 1I0S XE Everest
16.6.8.

¥ 7214 Cisco IOS XE Everest
16.6.9

O ) [ i B g

T —=FRB =9 1662 [FC11ICT v 77 L — RENDAREMERH D £
T RICHlEZ R L ET,

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.6.2r [FCl], RELEASE SOFTWARE (P)

EEPIcT— b —=FOHBT v T L — R END & ay Y —VIZRD
LoIEREINET,

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): ### Fri Nov 03 18:42:58
Universal 2017 PLEASE DO NOT POWER CYCLE ### BOOT LOADER UPGRADING
$IOSXEBOOT-4-BOOTLOADER _UPGRADE: (rp/0): boot loader upgrade successful
$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): Reloading the Supervisor to
enable the New BOOTLOADER

Cisco I0S XE Everest 16.6.1 O]

[ i B

T—ha—F RN —=T 3 U 16.6.1r [FC2LICT v 77 L— RIS a[REMENH Y £
T RIZHlEZ R L ET,

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.6.1r [FC2], RELEASE SOFTWARE

Cisco IOS XE Everest 16.6.1 DEEN I T — b —FOHENT v 77 L— KRERIA
EhaE aryy—ko X HIcEREINET,

$IOSXEBOOT-Wed-###: (rp/0): Jul 26 16:57:44 Universal 2017 PLEASE DO NOT
POWER CYCLE ###BOOT LOADER UPGRADING 4

Both links down, not waiting for other switches
Switch number is 1

%I0OSXEBOOT-loader-boot: (rp/0): upgrade successful 4

CPLD 7 v /7 L—F

HEh7— ha—X D7 v 77 L — FHIZ, . menewfpgaclose.hdr & mcnewfpgaclose.img 737 — k7
Ty vallabt—InNET A=A FEV - RHBIWIZY e —FI LT — b

=R AV S B[ e/l S g

LT —hr—2RNEBT5E BETn 7T VGmET A Z(CPLD) DT v 77 L— R
Tt ARHBIICHBSNE T CPLD 7 v 77 L— R/ n v 2ITTEB L L 7T~ 10 55000

FJ, A== A PFTIE.CPLD O T v 77 L— FHPICERPHHRA SN ET,
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A

EE Ty L= PRI ERZUE LD A== A PRV HA LD LRNTSEEN,

CPLD 7 v 77 L— RO Z2 kIR LET,

Initializing Hardware. ..
Initializing Hardware...
Initializing Hardware. ..

System Bootstrap, Version 16.6.2r, RELEASE SOFTWARE (P)
Compiled Thu 10/26/2017 8:30:34.63 by rel

Current image running:

Primary Rommon Image

Last reset cause: SoftwareResetTrig

C9400-SUP-1 platform with 16777216 Kbytes of main memory

Starting System FPGA Upgrade .....
Programming SPI Primary image is completed.
Authenticating SPI Primary image .....

IO FPGA image is authenticated successfully.

Programming Header .....

FPGA HDR file size: 12

Image page count: 1

Verifying programmed header .....
Verifying programmed header .....
Programmed header is verified successfully.

L O A O O O O e O N

Power Cycle is needed to complete System firmware upgrade.
It takes ~7 mins to upgrade firmware after power cycle starts.

DO NOT DISRUPT AFTER POWER CYCLE UNTIL ROMMON PROMPT APPEARS.

Power Cycling the Supervisor card now !
Initializing Hardware...
Initializing Hardware...

System Bootstrap, Version 16.6.2r, RELEASE SOFTWARE (P)
Compiled Thu 10/26/2017 8:30:34.63 by rel

Current image running:

Primary Rommon Image

Last reset cause: PowerOn

C9400-SUP-1 platform with 16777216 Kbytes of main memory

rommon 1 >version -v
System Bootstrap, Version 16.6.2r, RELEASE SOFTWARE (P)
Compiled Thu 10/26/2017 8:30:34.63 by rel

Current image running:

Primary Rommon Image

Last reset cause: PowerOn

C9400-SUP-1 platform with 16777216 Kbytes of main memory
Fpga Version: 0x17101705

System Integrity Status: C334ABCE 6A40 6A48
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VA PN—=INE—FRTOT v ST L —FK

ROFMEIZHEN A Y A b= T=FT HDHV V=ZAnLHDY Y —=RIT v 77— KL%
T VTN 2TARA=T DT v 77 b— R&FEITT 5IZ1L, "boot flash:packages.conf" % fifi [f]
LTIOS # BT HMENHY £,

) ZOFETIE.TI7T4T7BLOARZ U NALTHDA == P A=V % HEIIZ =
P—LET B GTOAR—= = A PNREEFICT v 77 L — FENE 9, Cisco IOS XE Everest
1661 TlE. 2DV ) —RATTF 2T VA= =L TR FE— K XN TORNTD AKX LA
TT v 77 L —REIFETINERA,

ZDOv T g O F1iX. Cisco I0S XE Everest 16.6.1 7> Cisco I0S XE Everest 16.6.2 (21 >
ARN—=)E—RTT v 77— FT28550HL0TT,F UHJ151E, Cisco I0OS XE Everest
16.6.x U U —ZA kLA > ® Cisco IOS XE Everest 16.6.3 LIfED YV — 2z s £9,

FIEOE: 7V =0T o T >H LWA A=V T7T5922lab—> V7 2T A A=V T7Ty
=224 X hb—/V > Reload

2V —r TS

2F9F 1 TITvvallH LA A=V ERERETA7-DIC1GB UL EOEENS S Z L 2R LET, 59
IREEEEN 72N GEIE WA AR T AN V=T v LET,

Switch# install remove inactive

install remove: START Tue Jun 20 14:14:40 PDT 2017
Cleaning up unnecessary package files
No path specified, will use booted path flash:packages.conf
Cleaning flash:
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.B16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-webui.16.06.01.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.

The following files will be deleted:

[RO] :
/flash/cat9k-cc_srdriver.16.06.01.SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-rpbase.16.06.01.SPA.pkg
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/flash/cat9k-rpboot.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-webui.16.06.01.SPA.pkg
/flash/cat9k_1.bin
/flash/cat9k_1.conf
/flash/cat9k_2.1.conf
/flash/cat9k_2.bin
/flash/cat9k_2.conf
/flash/cat9k_iosxe.16.06.01.SSA.bin
/flash/packages.conf.00-

Do you want to remove the above files? [y/nly

[RO] :

Deleting file flash:cat9k-cc_srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.01.SPA.pkg ... done.
Deleting file

Deleting file flash:cat9k-rpbase.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.B16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.l16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.1l6.06.01.SPA.pkg ... done.
Deleting file flash:cat9k 1l.bin ... done.

Deleting file flash:cat9k_l.conf ... done.

Deleting file flash:cat9k 2.1l.conf ... done.

Deleting file flash:cat9k 2.bin ... done.

Deleting file flash:cat9k_2.conf ... done.

Deleting file flash:cat9k iosxe.16.06.01.SSA.bin ... done.
Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.
--- Starting Post_ Remove_ Cleanup ---
Performing Post Remove Cleanup on Active/Standby
[RO] Post_Remove_Cleanup package(s) on RO
[RO] Finished Post_ Remove Cleanup on RO
Checking status of Post Remove Cleanup on [RO]
Post_Remove_ Cleanup: Passed on [RO]
Finished Post Remove Cleanup

SUCCESS: install remove Tue Jun 20 14:16:29 PDT 2017
Switch#

HLWA AR T TSy alzat’—

2FvF 2 FHLWAA—TET T allabt—LET(ZDAT v FEH LA A—T % TFTP $— 3
SEHTAEAITIAR Yy T LTLEEN),

Switch# copy tftp://10.8.0.6//cat9k_iosxe.16.06.02.SPA.bin flash:
Destination filename [cat9k iosxe.16.06.02.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k_iosxe.16.06.02.SPA.bin...

Loading /cat9k iosxe.16.06.02.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
| A A A A A A A A A A A A A A A A A O |

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)
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dir flash =2~ FEFEHL T A A—VURT7 T v V2l lEFICat—SnN=Z LR LET,

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 26 2017 10:18:11 -07:00 cat9k iosxe.16.06.02.SPA.bin
11353194496 bytes total (8976625664 bytes free)

VTN 2TARA—TET T2l VA =)L

A5 w7 3 install add file activate commit =~ REFHAL T . #—F v b A=V E2T7 T v allf A
F—NWVLET,TFTP $—RNEDY —AA A —UN 7T v vallabt—LTEB W/ —AA
A—VEBETEET,

Switch# install add file flash:cat9k iosxe.16.06.02.SPA.bin activate commit

install_add_activate_commit: START Fri Jun 9 22:49:41 UTC 2017

*Jun 9 22:49:42.772: %$IOSXE-5-PLATFORM: Switch 1 RO/0: Jun 9 22:49:42
install engine.sh: %INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k_iosxe.16.06.02.SPA.bin

install add activate commit: Adding PACKAGE

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.06.02.SPA.bin to the selected switch(es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1

Checking status of Add on [1]

Add: Passed on [1]

Finished Add

install_add_activate_commit: Activating PACKAGE

/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-guestshell.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/n]y
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

--- Starting Commit ---

Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1

Checking status of Commit on [1]

Commit: Passed on [1]
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Finished Commit
Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install add_activate commit
/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-guestshell.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg
Fri Jun 9 22:53:58 UTC 2017

Switch#

~

) BRIV ARARENTWEEWT 7 AT 7T vy anbillRENnNETA,

AT 74 VT RTzTBREFIZA VAN LVINTEH, 7T vy aN—TFT 43329 DO LV .pkg
T7ANE3OD conf T ANDRDHDH I LEEMERLET ROENFIEZZRRL T ZE0,

Switch# dir flash:*.pkg
Directory of flash:/*.pkg

Directory of flash:/

253956 -rw- 2097152 Nov 3 2017 21:37:04 -07:00 nvram config

253955 -rw- 2097152 Nov 3 2017 21:37:04 -07:00 nvram config bkup

253954 -rw- 239 Nov 3 2017 21:28:47 -07:00 boothelper.log

253957 -rw- 78 Oct 27 2017 14:28:43 -07:00 tam _client app.log

303110 -rw- 5297096 Nov 1 2017 23:27:26 -07:00 cat9k-cc_srdriver.16.06.01.SPA.pkg
253961 -rw- 7523 Nov 1 2017 23:56:25 -07:00 packages.conf

344067 -rw- 5186504 Nov 1 2017 23:54:10 -07:00 cat9k-cc_srdriver.16.06.02.SPA.pkg
303111 -rw- 80946116 Nov 1 2017 23:27:29 -07:00 cat9k-espbase.16.06.01.SPA.pkg
303112 -rw- 1536964 Nov 1 2017 23:27:29 -07:00 cat9k-guestshell.16.06.01.SPA.pkg
303113 -rw- 376865728 Nov 1 2017 23:27:40 -07:00 cat9k-rpbase.16.06.01.SPA.pkg
303118 -rw- 29545049 Nov 1 2017 23:27:53 -07:00 cat9k-rpboot.16.06.01.SPA.pkg
303114 -rw- 27669444 Nov 1 2017 23:27:41 -07:00 cat9k-sipbase.16.06.01.SPA.pkg
294913 drwx 4096 Nov 3 2017 21:28:25 -07:00 installer

253966 -rw- 16280 Nov 3 2017 21:28:42 -07:00 bootloader_ evt handle.log

303105 drwx 4096 Oct 26 2017 20:57:12 -07:00 core

311297 drwx 4096 Nov 2 2017 23:41:45 -07:00 prst_sync

327681 drwx 4096 Nov 1 2017 23:56:42 -07:00 rollback timer

335873 drwx 4096 Nov 3 2017 21:28:46 -07:00 dc_profile dir

335875 drwx 4096 Oct 26 2017 20:48:50 -07:00 gs_script

253959 -rw- 556 Nov 2 2017 23:42:12 -07:00 vlan.dat

253968 -rw- 98869 Nov 3 2017 21:28:59 -07:00 memleak.tcl

294914 drwx 4096 Oct 26 2017 21:19:34 -07:00 tech_ support

303107 drwx 4096 Oct 26 2017 21:27:19 -07:00 onep

319490 drwx 4096 Oct 26 2017 21:27:19 -07:00 CRDU

303115 -rw- 55440320 Nov 1 2017 23:27:43 -07:00 cat9k-sipspa.16.06.01.SPA.pkg
303116 -rw- 11813828 Nov 1 2017 23:27:43 -07:00 cat9k-srdriver.16.06.01.SPA.pkg
303117 -rw- 12248000 Nov 1 2017 23:27:43 -07:00 cat9k-webui.16.06.01.SPA.pkg
344068 -rw- 76649412 Nov 1 2017 23:54:13 -07:00 cat9k-espbase.1l6.06.02.SPA.pkg
344069 -rw- 1536964 Nov 1 2017 23:54:13 -07:00 cat9k-guestshell.16.06.02.SPA.pkg
344070 -rw- 380625856 Nov 1 2017 23:54:24 -07:00 cat9k-rpbase.16.06.02.SPA.pkg
344076 -rw- 29580684 Nov 1 2017 23:54:39 -07:00 cat9k-rpboot.16.06.02.SPA.pkg
344071 -rw- 27612100 Nov 1 2017 23:54:24 -07:00 cat9k-sipbase.16.06.02.SPA.pkg
344072 -rw- 54981568 Nov 1 2017 23:54:26 -07:00 cat9k-sipspa.16.06.02.SPA.pkg
344073 -rw- 6521796 Nov 1 2017 23:54:26 -07:00 cat9k-srdriver.16.06.02.SPA.pkg
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344074 -rw- 12268480 Nov 1 2017 23:54:26 -07:00 cat9k-webui.16.06.02.SPA.pkg
344075 -rw- 1536960 Nov 1 2017 23:54:26 -07:00 cat9k-wlc.16.06.02.SPA.pkg
344066 -rw- 7523 Nov 1 2017 23:54:39 -07:00 cat9k iosxe.16.06.02.SPA.conf

253960 -rw- 7406 Nov 1 2017 23:56:25 -07:00 packages.conf.00-
11353194496 bytes total (9544245248 bytes free)

LLFOHABFITIE. 7T vy aX—=F 1 a WD .conf 7 7 A LBERENTOET, RO
3290 conf 77 ANNHDLI ENRDONY ET,

- packages.conf: H L <A A M—/L LT pkg 77 A NV TEZBI N7 7 AL

— packages.conf.00: LLRTIZ A Y A b=V ENTZA A=V DR I T w7 74

— cat9k_iosxe.16.06.01.SPA .conf:packages.conf =1 &'— T, Z D AT A TIEAfE A
Switch# dir f£lash:*.conf

Directory of flash:/*.conf

Directory of flash:/

253961 -rw- 7523 Nov 1 2017 23:56:25 -07:00 packages.conf
344066 -rw- 7523 Nov 1 2017 23:54:39 -07:00 cat9k iosxe.16.06.02.SPA.conf
253960 -rw- 7406 Nov 1 2017 23:56:25 -07:00 packages.conf.00-

11353194496 bytes total (8963174400 bytes free)

Reload

AFv S5 AA v FEIwur—RLET,
Switch# reload

AFy 76 AA Y FTHEHT— FRARESNLTOIIT AL vy 7B LA A=V THEIRICER L E7,
Z LIS D54 1% flash:packages.conf % T8y TLE) L £,

Switch: boot flash:packages.conf

257971 FHLWA A—=UNEE L7 5 show version 2~ FEZFHL T HLWA A =D NRN—T g
FERTEET,

)

W) BLOAA—CERBITEET— hn— FAHBIICER ST A KICY o— RS
NBETHELINT — hm— U s AR S E A,

Switch# show version

Cisco IOS XE Software, Version 16.06.02

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.2, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Wed 01-Nov-17 07:26 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.
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ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.6.2r[FC1l], RELEASE SOFTWARE (P)

Switch uptime is 7 hours, 36 minutes

Uptime for this control processor is 7 hours, 24 minutes
System returned to ROM by SSO Switchover

System image file is "flash:packages.conf"

Last reload reason: redundancy force-switchover

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-essentials Evaluation network-essentials

cisco C9407R (X86) processor (revision V00) with 869104K/6147K bytes of memory.
Processor board ID FXS2119Q2U7

1 Virtual Ethernet interface

96 Gigabit Ethernet interfaces

88 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
15958488K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.
1638400K bytes of Crash Files at crashinfo:.

0K bytes of WebUI ODM Files at webui:.

Configuration register is 0x102
Switch#

VA P—=NVE—RRTCOFY T L—F

A
()

OV —ATEAINTEZH LWWNAN—RU 2T 22X T —RTH5ZLiTTEEEA, L
N T HEFEDOTRTDAA v F % Cisco I0S XE Everest 16.62 127 v 77 L —FRT5Z %28
BoLET . Z20) ) —ATEAINTEETLOY A MIOWTIZ RESZRL TSN,
N— R 7 = 7HEEE : Cisco 10S XE Everest 16.6.2

T BBV —ANBBIDOY VU —RZA A N—LE—RTHX T T L—RT5FA%E
RLET VT RV 2T A A=V DOX YT b— REF(TT 5IT1E, “boot flash:packages.conf”
ZEH L TIOS Z #7520 ERNH Y 7,
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ZDtv 7 a O FIiX, Cisco I0S XE Everest 16.6.2 7> Cisco IOS XE Everest 16.6.1 (21 >

APR—=NE—=RTEU LT L —RKTIHHEH5DLDTT,

FIEOME: 7V —T
7"V — K > Reload

IV —=vT o7

AT

Switch# install r

install_remove: S
Cleaning up unnec
No path specified

Cleaning flash:
Scanning boot d
Preparing packa
cat9k-cc_srdr
File is in
cat9k-espbase
File is in
cat9k-guestsh
File is in
cat9k-rpbase.
File is in
cat9k-rpboot.
File is in
cat9k-sipbase
File is in
cat9k-sipspa.
File is in
cat9k-srdrive
File is in
cat9k-webui.l
File is in
packages.conf
File is in

done.

The following fil
[RO] :

/flash/cat9k-cc_s
/flash/cat9k-espb
/flash/cat9k-gues
/flash/cat9k-rpba
/flash/cat9k-rpbo
/flash/cat9k-sipb
/flash/cat9k-sips

ITSEH LWARA—VE TS5y allabtt—> YT NI T A A=V F T

779 a2l LA A=V ERBET A0 1GB UL EOHEN S D Z L 2R LET, 5
RNV EBIZ WA VA N AT AN E TV =T v LET,

emove inactive

TART Tue Jun 20 14:14:40 PDT 2017
essary package files
will use booted path flash:packages.conf

'

irectory for packages done.
ges list to delete
iver.16.06.02.SPA.pkg
use, will not delete.
.16.06.02.SPA.pkg
use, will not delete.
ell.16.06.02.SPA.pkg
use, will not delete.
16.06.02.SPA.pkg

use, will not delete.
16.06.02.SPA.pkyg

use, will not delete.
.16.06.02.SPA.pkg
use, will not delete.
16.06.02.SPA.pkg

will not delete.
06.02.SPA.pkg
will not delete.
02.SPA.pkg

will not delete.

use,
r.l6.
use,
6.06.
use,

use, will not delete.

es will be deleted:

rdriver.16.06.02.SPA.pkg
ase.1l6.06.02.SPA.pkg
tshell.16.06.02.SPA.pkg
se.16.06.02.SPA.pkg

ot .16.06.02.SPA.pkg
ase.1l6.06.02.SPA.pkg
pa.16.06.02.SPA.pkg

/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-webui.pkg

/flash/cat9k_1.bi
/flash/cat9k_1.co
/flash/cat9k_2.1.
/flash/cat9k_2.bi
/flash/cat9k_2.co

n
nf
conf
n

nf

/flash/cat9k_iosxe.16.06.02.SSA.bin

/flash/packages.c

Do you want to re

onf.00-

move the above files? [y/nly
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[RO] :

Deleting file flash:cat9k-cc_srdriver.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.02.SPA.pkg ... done.
Deleting file flash:cat9k-webui.1l6.06.02.SPA.pkg ... done.
Deleting file flash:cat9k 1.bin ... done.

Deleting file flash:cat9k 1l.conf ... done.

Deleting file flash:cat9k 2.1.conf ... done.

Deleting file flash:cat9k 2.bin ... done.

Deleting file flash:cat9k 2.conf ... done.

Deleting file flash:cat9k iosxe.B16.06.02.bin ... done.
Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.
--- Starting Post Remove Cleanup ---
Performing Post_Remove Cleanup on Active/Standby
[RO] Post Remove Cleanup package(s) on RO
[RO] Finished Post_Remove Cleanup on RO
Checking status of Post_Remove_Cleanup on [RO]
Post_Remove Cleanup: Passed on [RO]
Finished Post_ Remove_ Cleanup

SUCCESS: install remove Tue Jun 20 14:16:29 PDT 2017
Switch#

FHLWA A=V T Ty v alla’—
25 w72 H—7%4 v b CiscolOS XE Everest 16.6.1 f A—2 %757 v a2ilab—LET(ZDAT v X
FMLWA A =% TFTP =" bl 55813 AF v 7L T EWN),
Switch# copy tftp://10.8.0.6//cat9k_iosxe.16.06.01.SPA.bin flash:

Destination filename [cat9k iosxe.16.06.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k_iosxe.16.06.01.SPA.bin...
Loading /cat9k iosxe.16.06.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
| A A A A A A A A A A O A

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)
A7v7 3 dirflash 2~ F2HL T A A—VRT Ty YallEFICat - I L 2R LET,
Switch# dir flash:*.bin
Directory of flash:/*.bin
Directory of flash:/

434184 -rw- 508584771 Jul 26 2017 13:35:16 -07:00 cat9k iosxe.16.06.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)
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VTNV 2TARA—D By T L—F

25 w7 4 Install add file activate commit =~ > FZfH L TAA vFE2 X7 L— RKLFJ,TFTP
P—REDODY—ZAA A= T T2l atbt— LTV —RAA A=V EEETCEET,

Switch# install add file flash:cat9k _iosxe.16.06.01.SPA.bin activate commit
install add_activate commit: START Fri Jun 9 22:49:41 UTC 2017

*Jun 9 22:49:42.772: %$IOSXE-5-PLATFORM: Switch 1 R0/0: Jun 9 22:49:42
install engine.sh: %INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.16.06.01.SPA.bin

install_add_activate_commit: Adding PACKAGE

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.06.01.SPA.bin to the selected switch(es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1

Checking status of Add on [1]

Add: Passed on [1]

Finished Add

install_add_activate commit: Activating PACKAGE

/flash/cat9k-webui.16.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-rpboot.16.06.01.SPA.pkg
/flash/cat9k-rpbase.16.06.01.SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

--- Starting Commit ---

Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1

Checking status of Commit on [1]

Commit: Passed on [1]

Finished Commit

Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install_add_activate_ commit
/flash/cat9k-webui.16.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-rpboot.16.06.01.SPA.pkg
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/flash/cat9k-rpbase.16.06.01.SPA.pkg
/flash/cat9k-guestshell.16.06.01.SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.01.SPA.pkg
Fri Jun 9 22:53:58 UTC 2017

Switch#

AA v FH X7 7 L — R4 5|21%. install rollback to committed =~ > F&ZHfA+252& 4T
=FET,

Ao T —REDOR=VarBaly FSRTWALEEIZOR X 77 L— R install
rollback to committed =~ > R&{HH L £,

Switch# install rollback to committed
install_rollback: START Thu Nov 2 14:24:56 UTC 2017

This operation requires a reload of the system. Do you want to proceed? [y/n]

*Nov 2
14:24:57.555: %IOSXE-5-PLATFORM: RO/0: Nov 2 14:24:57 install engine.sh:
$INSTALL-5-INSTALL_START_ INFO: Started install rollbacky
--- Starting Rollback ---

Performing Rollback on Active/Standby

WARNING: Found 55 disjoint TDL objects.
[RO] Rollback package(s) on RO
--- Starting rollback impact ---
Changes that are part of this rollback

Current : rp 0 0 rp boot cat9k-rpboot.16.06.02.SPA.pkg
Current : rp 1l 0 rp_boot cat9k-rpboot.16.06.02.SPA.pkg
Replacement: rp 0 0 rp boot cat9k-rpboot.16.06.01.SPA.pkg
Replacement: rp 1 0 rp boot cat9k-rpboot.16.06.01.SPA.pkg
Current : cc 0 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 0 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 0 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 1l 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : ccl 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : ccl 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 10 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 10 0 cc_spa cat9k-sipspa.16.06.02.SPA.pkg
Current : cc 10 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 2 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 2 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 2 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 3 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 3 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 3 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 4 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 4 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 4 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 5 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 5 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 5 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 6 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 6 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 6 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 7 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 7 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Current : cc 7 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkyg
Current : cc 8 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Current : cc 8 0 cc cat9k-sipbase.16.06.02.SPA.pkg
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cc_spa
cc_srdriver
cc

cc_spa

fp

fp
guestshell
rp_base
rp_daemons
rp_iosd
rp_security
rp_webui
rp_wlc
srdriver
guestshell
rp_base
rp_daemons
rp_iosd
rp_security
rp_webui

rp wlc
srdriver
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa

cc

cc_spa
cc_srdriver
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa
cc_srdriver
cc

cc_spa

fp

fp
guestshell
rp_base
rp_daemons
rp_iosd
rp_security
rp_webui
srdriver

cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.02.SPA.
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-espbase.16.06.02.SPA.pkg
cat9k-espbase.16.06.02.SPA.pkg
cat9k-guestshell.16.06.02.SPA.p
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-webui.16.06.02.SPA.pkg
cat9k-wlc.16.06.02.SPA.pkg
cat9k-srdriver.16.06.02.SPA.pkg
cat9k-guestshell.16.06.02.SPA.p
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-webui.16.06.02.SPA.pkg
cat9k-wlc.16.06.02.SPA.pkg
cat9k-srdriver.16.06.02.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l16.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkyg
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkyg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l16.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l16.06.01.SPA.pkg
cat9k-cc_srdriver.16.06.01.SPA.
cat9k-sipbase.16.06.01.SPA.pkg
cat9k-sipspa.l6.06.01.SPA.pkg
cat9k-espbase.16.06.01.SPA.pkg
cat9k-espbase.16.06.01.SPA.pkg
cat9k-guestshell.16.06.01.SPA.p
cat9k-rpbase.16.06.01.SPA.pkg
cat9k-rpbase.16.06.01.SPA.pkg
cat9k-rpbase.16.06.01.SPA.pkg
cat9k-rpbase.16.06.01.SPA.pkg
cat9k-webui.16.06.01.SPA.pkg
cat9k-srdriver.16.06.01.SPA.pkg

pkg

kg

kg

prkg

pkg

pkg

pkg

pkg

pkg

pkg

pkg

pkg

pkg

pkg

kg
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Replacement: rp 1 0 guestshell cat9k-guestshell.16.06.01.SPA.pkg
Replacement: rp 1 0 rp base cat9k-rpbase.16.06.01.SPA.pkg
Replacement: rp 1 0 rp daemons cat9k-rpbase.16.06.01.SPA.pkg
Replacement: rp 1 0 rp iosd cat9k-rpbase.16.06.01.SPA.pkg
Replacement: rp 1 0 rp_security cat9k-rpbase.16.06.01.SPA.pkg
Replacement: rp 1 0 rp webui cat9k-webui.16.06.01.SPA.pkg
Replacement: rp 1 0 srdriver cat9k-srdriver.16.06.01.SPA.pkg

Finished rollback impact

[RO] Finished Rollback on RO

Checking status of Rollback on [RO]

Rollback: Passed on [RO]

Finished Rollback

Install will reload the system now!

SUCCESS: install rollback Thu Nov 2 14:26:35 UTC 2017

Switch#

*Nov 2 14:26:35.880: %IOSXE-5-PLATFORM: RO/0: Nov 2 14:26:35 install engine.sh:

$INSTALL-5-INSTALL COMPLETED INFO: Completed install rollback PACKAGE

*Nov
*Nov
14:2

2 14:26:37.740:
2 14:26:39.253:

6:5

removed from slot R1
inserted in slot R1Nov 2

$I0SXE_OIR-6-REMCARD: Card (rp)
$IOSXE_OIR-6-INSCARD: Card (rp)

Initializing Hardware...

System Bootstrap,

Version 16.6.2r [FC1l], RELEASE SOFTWARE (P)

Compiled Tue 10/31/2017 11:38:44.98 by rel

Current image running:
Primary Rommon Image

Last reset cause:

SoftwareResetTrig

C9400-SUP-1 platform with 16777216 Kbytes of main memory

Preparing to autoboot.
attempting to boot from

[Press Ctrl-C to interrupt] O
[bootflash:packages.conf]

Located file packages.conf

#

R R R R R
R R R R R R R R
R R R R

Warn

ing:

ignoring ROMMON var "BOOT_PARAM"

Warning: ignoring ROMMON var "USER BOOT PARAM"

Use,

(c)

Rights clause at FAR sec.

(c)

Software clause at DFARS sec.

Cisco IOS Software

16.6

Restricted Rights Legend

duplication,
subject to restrictions as set forth in
of the Commercial Computer Software

(1) (ii) of

cisco Systems,

or disclosure by the Government is
subparagraph

- Restricted
52.227-19 and subparagraph

the Rights in Technical Data and Computer
252.227-7013.

Inc.

170 West Tasman Drive

San Jose,

.1, RELEASE

California 95134-1706
[Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copy:

right (c)

1986-2017 by Cisco Systems,

Inc.

Compiled Sat 22-Jul-17 05:51 by mcpre
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Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9410R (X86) processor (revision V00) with 868521K/6147K bytes of memory.

Processor board ID FXS2118Q1GM

312 Gigabit Ethernet interfaces

40 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.
1638400K bytes of Crash Files at crashinfo:.

0K bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

AA v FTHEH T — ERFEEINTWIUZAZ v 7 BH LA A=Y THEBINICEE L ET,
Z LIS D54 1% flash:packages.conf % T8y TLE) L £,

Switch: boot flash:packages.conf

FHLWA A= NHEEI L= 5 show version 2~ > REHEH LT H LA A= DNR—T g
R CTE £,

S
()

HATIE. 7= b —=XTAHNCF VT L— FSREEA, BH SR

mFE9,

L
He
R

DFEFIZ

Switch# show version

isco IOS XE Software, Version 16.06.01

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version

16.6.1, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
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Copyright (c) 1986-2017 by Cisco Systems, Inc.
Compiled Sat 22-Jul-17 05:51 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.6.2r[FC2], RELEASE SOFTWARE (P)

Switch uptime is 1 minute

Uptime for this control processor is 2 minutes
System returned to ROM by reload

System image file is "bootflash:packages.conf"
Last reload reason: LocalSoft

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9410R (X86) processor (revision V00) with 868521K/6147K bytes of memory.
Processor board ID FXS2118Q1GM

1 Virtual Ethernet interface

312 Gigabit Ethernet interfaces

24 Ten Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

0K bytes of WebUI ODM Files at webui:.

Configuration register is 0x2
Switch#
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FAELA

Z D7 v a T, Cisco Catalyst 9000 >V — X A A v FCTHEHARRERIEAED T A L Ay
=IO TEB L ET,

FAELUA L)L

Cisco Catalyst 9000 2 U — X XA w F TR AIEER Y 7 b U = THERBIZ EAREIET RA D
TABV ALV INET,

HARIT AR

e Network Essentials

* Network Advantage: Network Essentials 7 - & > X Cfifi | /] RE 72 B BE & IBINBERE S & £ 1
i hj‘o
7 KA T A ARG & LT Network Essentials & 72 (% Network Advantage 73 %% T,
T RETAB ALYV TIE, AL v F721F T/ < Cisco Digital Network Architecture Center
(Cisco DNA Center) TH Y A DA / X—1 3 U ERAHBEEZHOLNE T,

e DNA Essentials
e DNA Advantage :DNA Essentials 7 A & > A T [ Al RE 72 BE & B IS EE N & I E 7,

7Ty b7 d— LY AR MCET O E R AR L EEEEHTE S T A B A L UL RS
9" %213, Cisco Feature Navigator % fifi 1] L & 4", Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7 £ A L £ 9, Ciscocom DT T MILEH D £H A,

FGAVAEAS

AR TA B A E A T IZRD LB T,
o KA:TAEBLY ALV FHRIER L,
o HHWIRTX . S4B A LUV 34 S5FE F7-13 7 FOHM,

o FHli: T AL ALANYL T NAL RZHEFNIA VA P/ ENTEY .90 HEORAIZIRE
EnEJ,

Aw— T N TOHRE

A=K T IO FEHHALTCT AL AL TA B RAEELTHZ E2BHOLEST, Av—
FTHD L TIEH, b ES T 1 DD Web A FNB AL v F N—F T 7 AT Ut —Ib,
TIVRARA LV R Y= NDFTRCDOY T NI 2T T BV AEEHRTEET A= T H Y
> b & A{ER% T % 1Z1%, Cisco Smart Software Manager (Cisco SSM) & fifi fl L £ 97,

~

(&) AR E T4 AOHAREINIZEE T 5 1F 8 X Cisco SSM @ Web ¥+ ~ % i# LT
DOHRNHFRETH DO, ZIUIFEDHRT E T A B L A2 ELT 25AICRFICHENLD
9,

Cisco SSM DFEANZ DWW T,
http://www.cisco.com/c/en/us/buy/smart-accounts/software-licensing.html Z %M L T 72 &0,
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sS4tz M

FIHREZ2 BB T — Ridtkop & B Y TT,

o {EAHE (RTU) 7 A & > AF— F:Cisco Catalyst 9000 'V — X A A v F THHR— ST
EFT.RTU 74 B AE—RQBI RX—=) 2SR LTI X0,

RTUS A& AE—F

Z AU, Cisco Catalyst 9000 >V — X A A » FCHIEY AR — I TNWDH T4 B AE— RTT,

EHRAMERTU) A B A TR EEEDTA B ALSNUVDEEDTA L AXA TEEILLT

TIT AT L. TA B ADFEHKNE AL v F TCERETDHIENTEET,

S

(#E) RIUTA B ADHWEIFIABAY— I TA B AE—RRLEHAGDETHERHIND
N lr—VFTNNE—HTLHIIIEFINTWET RTU IFA B RAE— R LRV —
FoIAEBLVAE—RTOHR—EINTETA B 2REE, S HIZIXFEARRLAR— M XD,
BITEEZENL L A~— I A B AN E R EEEN A2 EFE X $9,

license right-to-use =~ > N (f##£ EXEC E— M) IZIX. 77 v b7+ —ALATHR— b3 d 74
Y ARET 0T 4 TAE BT T 4 T Do OF T a U HAHE SN THET,

EESA L 2ADFT S g
license right-to-use [activate | deactivate] [network-essentials | network-advantage]
[evaluation | subscription] [active | both | standby] [acceptEULA]

T RAEVIGA RV ADE T 7 v
license right-to-use [activate | deactivate] addon {dna-essentials | dna-advantage} {evaluation
| subscription} [active | both | standby] [acceptEULA]

RTUS AL A E—FROfERAEOTA R4 2

o JLART A+ X (Network Essentials 35 & U Network-Advantage) DyFESCIL, KA T A B A
AT DHERY ET,

e 7 RA2 7 A& A (DNA Essentials 3 &2 1" DNA Advantage) D 7: 301X, AR & 7 1 &
VABA T DB LR ET,

Cisco SSM R ETHIUT . HEM  CETFA—NAT IT— " REEEN. T REFrIFA4 B ZAD
FH IR 2 Z TR £,

AA v FEBEATDINET RAVTFA B AERET LHLER S D £, AR I UL
SR T RAYIA v A2 EH L CHl SRS HEMNT o0 73T FAyIM v 2%
HT T4 THLTHBAL vy Fa ) m— L IEKT A & ZBRE T OEN 2kt 4 2 2>
DNFTNNERINTE £,

o HARSA B ZALLHBIZT RA LV IA B AZBATAEES FAIENTWAELE DY
EHFRE N TV R WHAESDLFIZERELTLE I,
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# 8 FHIA T BHAESDYE
DNA Essentials DNA Advantage
Network Essentials s L
Network Advantage SIS P

1. ZOMAEDLEIZT OV TIL, Cisco SSM % L T DNA-Essentials 7 A1
VAERBELTIHLERDH Y T,

o ROKEHEIL, BL/E Network Advantage 7 4 Z L AL~V TORFEHTEET 272 L. 2D
DO¥SRED Y 72 /N T A & > A L~UL T Network Essentials T&H Y .CFN |2 Z D@t 7e 5 A
BUA LUV BB TWET,

Network Essentials 7 4 B AL~V TCINHDOBEREZRETCZA LI KBY Y —2TE
ERNTONDTFETT,
— IPv6 v /VFF ¥ X b
— HTTP %—Zxt9 % IPv6 ACL OH R — k
o FHMEiTA B AERLT A LI TEERAZDFIALTDTA B ATHEAT D LERR
—FFMICT 77 4 7MbCE £ MIBUIN L 725 90 HE ™ 10 HETE 5 AR FEEZ A
YU ZAOHAREINICET 2EE T AT A A v —UREREINET,90 B OB A ERE S
LVEE AT A A v E—UNEBEAARINET, Y u— FEIZ. AR OIN -5 Z A
YU REHT VT 4 T THIEIETEERA,
RTU 74 &> AE— FOFEHICET 2 5EMARREFERICOVTI. RO URL T, ZHEHDO Y 7
=T V) —ADY 7 v =T a7 4Xab— a3l HA ROISystem Management ] D

[ Configuring Right-To-Use Licenses | DEFEZ M L T 7230,
https://www.cisco.com/c/en/us/support/switches/catalyst-9400-series-switches/products-installation-an

d-configuration-guides-list.html

N N » N N
A=V TDHA RITA v
BEEA T —V T DA RTA DWW TR IRDEGFTIZ® % Cisco Catalyst 9400 2 U — X X
A FOT =2 —FEZRLTIEIV,
http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9400-series-switches/datasheet-c78
-739055.html

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9400-series-switches/datasheet-c78
-739053.html
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#pzEyr W

il fREIR

e Cisco TrustSec @ﬁ%ﬂrﬁ'}%%ﬁ Cisco TrustSec |ZMWFRA v F— T =2 A A TOLBERETE HFEA
VH—T 2 ATITRETEEEA,

o v fu—/LFL—2 KU 7 (CoPP):CiscolOS XE Everest 16.6.4 LLF% Tl system-cpp
policy CTRRESINTZZ T ANT 74V MEOEEDOEHE . TN DY T AT HEHIL
show run =< > R TR RSN FEH A, 10 12, show policy-map system-cpp-policy ¥ 7213
show policy-map control-plane = ~ > N & ¢ EXEC E— R CEH L TS 72 &0,

¢ Flexible NetFlow (FnF) D[R FIA

- A —H%xv MFEAR— b (GigabitEthernet0/0) % {# H L T NetFlow =2 AR — h & ET
HZEIITEERA,

- ZA v FREA v E—T =2 A(SVD) . BR— " F ¥ N I —T RNy hrpiAED
A R —T 2 f AT O — = AR ET A LI TEERA,

- FACA v Z =T =2 AR CHFHIZOWT /ML XA FAPvAIPV6. £/ T7 —4 U
J)YDT7a—F =X EEBERETH LT TEERA,

o AEVY—2:aXrTHMTFERELTT A AZEH L THD5E . KED syslog £7¢
FT ANy THNZ LS TAEV Y= BREAELET V=2 DL— | iiﬁ}iéf{béD‘?@%
WRAF L E T MR — A TR T A RAEER AT L2 b £, 2z EhEET 5
I T A 2T u 2 Tl 2 Bz LET,

* QoS DfilPREFIH :

- QoS Fa—A IR V=R ETHERII. Fa—A L TNy 77 DEFHN 100% %8
ZRNWE I LTLIEE N,

- WA —T A AT QoS RY V—NYHR—FZNDDIE.SVI DI TY,

- R—= P F XXV A F—T 2 A N RNA L E—T 24 A BILOREOMOGHEA
VH—T 2 A ATHE QoS AU —iT¥ AR —FIhEHA,

o JEM A== NS HFET 2=V (=R U =7) TIELEMERIFR—FINET. VT K
v = 7 OILEMIX.10S XE Everest 16.6.2 TH AR — h &3 Tu & 97, B# 3 5 Route Processor
Redundancy (RPR) B§REIZEBET A — F S EH A,
show redundancy ¥3 & Uf show platform software iomd redundancy =~ > Nz {# ] L T,SSO
IHESL STV D Z & & TIOMD DHEfiiiA TETWD Z E DM MR L TR AL v F
F—N—%FETLET,

o TX=7 = /L(SSH)

- SSHA=Va 2 2L T EEWV,SSH A=Y g 1IFHR— IR TWEEA,

— SCP(Secure Copy Protocol) 33 & OV SSH O RF AL EAED FEITHIL.SCP DFHEAR Y 7't A
MIETTLHET T A AD CPUMMRNELS 2D Z ENBESNETSCPIE R b
J—2 EORANEATOT 7 A NVHREZ TR — R L THY #5512 SSH #H LET,

SCP B L' SSH O#AEIZHAEIIN— R 7 = TSk P THR— SR TN
O KL @R O T o AN Y 7 Ny =T TERITENDHZ ETCPURELRY
F9.SCPEBLOSSH ® 7t A2Xk 5D CPUMHERMN 40 ~ 50% (272556060 F
TR T AL ARy hE T ENDZ EiEbY FHA,
e Smart Install: =< > i Cisco I0S XE Everest 16.6.1 T CLI IZF& /R IV FE T2 AEREIT VR —
FEnTHWERFA Za—L a7 4 Xal—3 32 F— RKTnovstack 2<> K& AJ)
L MgEZ S IC L T < 72 &y, Cisco I0S XE Everest 16.6.2 UL Tl . vstack =< > N{% CLI
THEHTEEEA,
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o T U LT ORBMETLRBRA— A=A FEWMO AT 258132 AL v FA——FD
7y MEKREZRANRIZIA 272D 7 v 7V o7 ZRFRIREBICT 5 2 E AR S L E T,
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