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Cisco I0S XE Gibraltar 16.12.1 £72 | 7 — hr—#7316.12.1cl27 v 77 L— RS 15 Al REMED
1% Cisco IOS XE Gibraltar 16.12.2 £ | 0 £9, WIZHIZRLET,

721X Cisco I0S XE Gibraltar 16.12.3 System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE
¥ 721X Cisco I0S XE Gibraltar (P)

16.12.3a % 7= 1% Cisco I0S XE Compiled Mon 04/15/2019 10:19:23.77 by rel

Gibraltar 16.12.4 O F)[a] L B BEEHicT—hae—XOBH8T v 77 L— RBBRB I
LHE, ary— RO X HICEREINET,
$TOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): boot loader
upgrade successful

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): Reloading thel
Supervisor to enable the New BOOTLOADER

VIMDIT7A VA=A bk

VI IT7 A VA M—)L ATy FOBE

BELEZ 7 ANEA L ANV LTT 277471k, Vua— RELHREIND L OICERE
a3y b5, koa<wr REETLET,
install add file rilename [activate commit]

AVAR—=NT 7 ANVEMEGNCA A =, TI7T 474, 2w b, ik, F703HIER
FTHIE, koa<w RE2FEITLET, install ?
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YIFITTFTAVA =)L ATV FOBE

add filetftp: filename A VAP=NTrFAN RNy =V )E— I — 9 0
LT NAAZabt =L, 7Ty N7+ —L& A A—=TVDNA—
VarOHEBET v 7 EFETLET,

activate [auto-abort-timer] | 7> A L& T V5 4 Tt L., TAA ZAEYn—RKLET,
auto-abort-timer ¥ —U— KX A XA —=TDT7 7T 4 7k & HEY
mlizae—n Ny 7 UET,

commit Ve— G bEERRRINDS T LET,

rollback to committed BHIzcaly PLEA—Ya VBl iz a—nA Ny 7 LET,

abort Ty ANDT 7T 4 TAbE I L, BAEDA A N—LFIED
BIARTICFEIT L CWE A= g it — ANy 7 LET,

remove REABLOIET 7T 4 TREDOY 7 b =T A A —)b
T A NVEHIRLET,

Cisco StackWise Virtual TDA > H—EX Y I b7 7y TS5 L—FK (ISSU) #%{&
RALE7y7IL—F
A A h—/LE&— N T Cisco StackWise Virtual T Cisco I0S XE Gibraltar 16.12.1 ~® In Service
Software Upgrade (ISSU) % E1TH 2121, ROFNEIZTENE T,
15D HHIIC
ZOFIEE, ROT v 77— RO F YA THEHATEET,

VA% N I TOD R RS =]

Cisco I0S XE Fuji 16.9.3 F 7213 Cisco I0S XE | Cisco IOS XE Gibraltar 16.12.x
Fuji 16.9.4

)

GE) ISSUZRERLEF DT L—RiEbR—brShERA, FU 7L — KT3I, /1A b—
NIE—=RTOXY T L —F (40 =) OFERIZENET,

ISSU VU U—ADH AR — P RBIOHELEIND U U —RADFEMICOWTIE, [F7=h1r V7>
LV A = [ —ERA YT =7 7Ty X7 L—F (ISSU) | #8HL T EEN,

FIE

2T v 1 enable
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ATy T2

HiME EXEC B— RAAICLE T, NAT—RFEAHLET (FERINEHEDY) .

Switch# enable

install add file activate issu commit

Toavry REFHALT, MHDODARAL v FADAA—VDF Ta— R, Ny r—IJ~DA
A=V OWAR, FBIH T2 AA v TF DT v T T L — KR, $_XCHOT7 v 77 L— KFJE
D—rooARHENMEL £9,

Switch# install add file tftp:cat9k_iosxe.16.12.01.SPA.bin activate issu commit

woH AL, ISSU FIEIC X 5 Cisco IOS XE Gibraltar 16.12.1 Y 7 F T =T A A—T DA A
h—ZRLTWET,

Switch# install add file tftp:cat9k_iosxe.16.12.01.SPA.bin activate issu commit
install add_activate_commit: START Thu Jul 21 06:16:32 UTC 2019
Downloading file tftp://172.27.18.5//cat9k iosxe.16.12.01.SPA.bin

*Jul 21 06:16:34.064: $INSTALL-5-INSTALL START INFO: Switch 1 R0O/0: install engine:
Started install one-shot ISSU tftp://172.27.18.5//cat9k iosxe.16.12.01.SPA.binFinished
downloading file tftp://172.27.18.5//cat9% iosxe.16.12.01.SPA.bin to

flash:cat9k iosxe.16.12.01.SPA.bin

install add_activate_commit: Adding ISSU

--— Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.16.12.01.SPA.bin from switch 1 to switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k iosxe.16.12.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

install add_activate_commit: Activating ISSU
NOTE: Going to start Oneshot ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU

--- Verifying install issu supported ---

--- Verifying standby is in Standby Hot state ---
--— Verifying booted from the valid media ---

--— Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install remote ---

Performing install remote on Chassis remote
[2] install remote package(s) on switch 2
[2] Finished install remote on switch 2
install remote: Passed on [2]

Finished install remote
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STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---

*Jul 21 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 21 06:24:16.426: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Jul 21 06:24:16.466: %SHMANRP-5-CHASSIS DOWN_EVENT: Chassis 2 gone DOWN!

*Jul 21 06:24:16.497: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_NOT_PRESENT)

*Jul 21 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault (PEER DOWN)
*Jul 21 06:24:16.498: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_REDUNDANCY_ STATE_CHANGE)

*Jul 21 06:24:16.674: SRF-5-RF _RELOAD: Peer reload. Reason: EHSA standby down

*Jul 21 06:24:16.679: $IOSXE_REDUNDANCY-6-PEER LOST: Active detected switch 2 is no
longer standby

*Jul 21 06:24:16.416: SNIF MGR-6-PORT LINK DOWN: Switch 1 RO/0: nif mgr: Port 1 on front
side stack link 0 is DOWN.

*Jul 21 06:24:16.416: SNIF_MGR-6-PORT CONN_ DISCONNECTED: Switch 1 R0O/0: nif mgr: Port 1
on front side stack link 0 connection has DISCONNECTED: CONN_ERR PORT_LINK DOWN_ EVENT
*Jul 21 06:24:16.416: SNIF_MGR-6-STACK LINK DOWN: Switch 1 RO/0: nif mgr: Front side
stack link O is DOWN.

*Jul 21 06:24:16.416: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is down

3
g
3
S

<output truncated>

*Jul 21 06:29:36.393: %IOSXE_REDUNDANCY-6-PEER: Active detected switch 2 as standby.

*Jul 21 06:29:36.392: $STACKMGR-6-STANDBY ELECTED: Switch 1 RO/0: stack mgr: Switch 2

has been elected STANDBY.

*Jul 21 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_FOUND (4))

*Jul 21 06:29:41.397: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_ STATE_CHANGE (5))

*Jul 21 06:29:42.257: SREDUNDANCY-3-IPC: IOS versions do not match.

*Jul 21 06:30:24.323: $HA CONFIG_SYNC-6-BULK CFGSYNC_ SUCCEED: Bulk Sync succeededFinished
wait for Standby to reach terminal redundancy state

*Jul 21 06:30:25.325: %RF-5-RF_TERMINAL STATE: Terminal state reached for (SSO)
STAGE 3: Installing software on Active

--- Starting install active ---
Performing install active on Chassis 1

<output truncated>
[1] install active package(s) on switch 1
[1] Finished install active on switch 1

install active: Passed on [1]
Finished install active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---

New software will load after reboot process is completed

SUCCESS: install add activate commit Thu Jul 21 23:06:45 UTC 2019

Jul 21 23:06:45.731: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install one-shot ISSU flash:cat9k iosxe.16.12.01.SPA.bin

Jul 21 23:06:47.509: %$PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
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ATy T3

ATvT4

fp action requested
Jul 21 23:06:48.776: %PM

Initializing Hardware...

System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE (P)
Compiled Fri 08/17/2018 10:48:42.68 by rel

Current ROMMON image : Primary
Last reset cause : PowerOn
C9500-40X platform with 16777216 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

Jul 21 23:08:30.238: %PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:

Waiting for 120 seconds for other switches to boot

Ei

Switch number is 1

All switches in the stack have been discovered. Accelerating discovery

Switch console is now available

Press RETURN to get started.

Jul 21 23:14:17.080: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit

Jul 21 23:15:48.445: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit ISSU

show version
IDavwry REHEALT, rLWA A=V DONR—=V g VEERLET,

RO show version =~ RO SHITIX, 7734 2D Cisco I0S XE Gibraltar 16.12.1 4 A —
DIEBRBPFRINTNET,

Switch# show version

Cisco I0S XE Software, Version 16.12.01

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

<output truncated>

show issu state [detail ]
Zoa<wy REERA LT, ISSU 7't ARREIREEIZ 2> TV RWZ & 2R L ET,

Switch# show issu state detail
--- Starting local lock acquisition on chassis 2 ---
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ATy TH

Finished local lock acquisition on chassis 2
No ISSU operation is in progress

Switch#

exit

¥i#ME EXEC E— R&K T L, =2—¥—EXEC £— RIZEY 7,

Ta31TILRA—=IN—\AYH ED 21— )L TO® In Service Software Upgrade (ISSU) [Z
KBF7VvTIL—F
Z Z G, Cisco IOS XE Gibraltar 16.12.1¢ 7> % Cisco I0S XE Gibraltar 16.12.2 {21 > A h—/L

E—RTT v 77 L—F35FEZRLET, Z0OkZ va rOHIFITIHE, install 2~ F
Zffi 1 L 7= Cisco I0S XE Gibraltar 16.12.1¢ 7> % Cisco I0S XE Gibraltar 16.12.2 ~D 7 v 7 7 L—

RZRLTWET,

1R HHEIIZ

Cisco IOS XE Gibraltar 16.12.1¢ M HAEE DU U —A~DISSUIZIE, Y7 bu =T AT F v
AT T T L—F (SMU) Ry r—U B0 TY, Cisco I0S XE Gibraltar 16.12.2 35 J UL
DY Y —=ANEDISSU Tit, SMU /Ry 7 —T %A VA M—LTHLEEHY A,

ISSU #FE4TT AR, DO SMU Ry r—% A A =L LET,

Pk

T274ILE (Ry ksSyF)

Cisco [0S XE Fuji 16.9.1 725 1SSU THR— h &% U
==

catok iosxe.16.09.01.CSCvs66914.SPA smubin

Cisco 10S XE Fuji 16.9.2 %> 5 ISSU TH K — h &5 Y
Y —%

cat9k iosxe.16.09.02.CSCvs66914.SPA smubin

Cisco 10S XE Fuji 16.9.3 725 ISSU THR— &5 Y
J—=

catk iosxe.16.09.03.CSCvs66914.SPA.smubin

Cisco 10S XE Fuji 16.9.4 775 ISSU THAR— S5 Y
J—2=

cat9k iosxe.16.09.04.CSCvs66914.SPA smubin

Cisco I0S XE Gibraltar 16.12.1¢ 7> 5 ISSU TH AR — F EH
5V U—XA

catk iosxe.16.12.01c.CSCvs06914.SPA smubin

N

GE)

ISSU R LI=# v 7 L— KRR —hShFEREAL, U7 L—KT51I2F, 410

F—=LE—=RTOXDT LT L—K (40 =) | ORRIZENET,

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9400 ') —X XA/ wF) Jy—R/—F .



Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9400 ') —X XA v F) J1J—R/— b |

. T 1TIL RA—i8—/A ¥ £ L 21— LR TO In Service Software Upgrade (ISSU) (2L 37 v 75 L—FK

FIE

&

ATvT2

ATvT3

ISSUV U =20 R—FBLIUOHREIND D U —2ADOFEMIONWTIE, [F7=1 17>
LV AR] = AP —ER Y7 =T Ty 77—k (ISSU) | 22RLTL &N,

enable
HitE EXEC E— RAEAENCLET, NRAT—KREANLET (ERINFHD) .

Switch# enable

show redundancy

Toavw y REERALT, MEZ77 V) T4 BEREERLET,

Switch# show redundancy
Redundant System Information
Available system uptime = 7 minutes
Switchovers system experienced = 0
Standby failures = 0
Last switchover reason = none

Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled

Communications = Up

Current Processor Information

Active Location = slot 5
Current Software state = ACTIVE
Uptime in current state = 7 minutes

Image Version = Cisco IOS Software [Gibraltar], Catalyst L3 Switch
Software (CAT9K IOSXE), Version 16.12.1c, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2019 by Cisco Systems, Inc.
Compiled Sun 25-Aug-19 10:19 by mcpre
BOOT = bootflash:packages.conf;
CONFIG_FILE =
Configuration register = 0x102

Peer Processor Information
Standby Location = slot 6
Current Software state = STANDBY HOT
Uptime in current state = 5 minutes
Image Version = Cisco IOS Software [Gibraltar], Catalyst L3 Switch
Software (CAT9K IOSXE), Version 16.12.1c, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2019 by Cisco Systems, Inc.
Compiled Sun 25-Aug-19 10:19 by mcpre

BOOT = bootflash:packages.conf;
CONFIG_FILE =
Configuration register = 0x102

show issu state [detail ]
D ISSU 7' & AR TH TWZ L 2R T 5121, Zoa~vr ReFEHLET,
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ATvT4

ATy TH

T AT RA—/8—/\A ¥ EZ 12— LR TO In Service Software Upgrade (ISSU) [2& %7 v 75 L—FK .

Switch# show issu state detail
--- Starting local lock acquisition on RO ---
Finished local lock acquisition on RO

--- Starting installation state synchronization ---
Finished installation state synchronization

Current ISSU Status: Enabled
Previous ISSU Operation: Successful

System Check Status
Platform ISSU Support Yes
Standby Online Yes
Autoboot Enabled Yes
SSO Mode Yes
Install Boot Yes
Valid Boot Media Yes

No ISSU operation is in progress

install add file activate commit

WOa~vy FEFEHALT, SMUASYy T —V& A A b=V LET,

install add filetftp:cat9k_iosxe.16.12.01¢c.CSCvs66914.SPA.smu.bin activate commit
RO IBFNE, CSCvs66914 SMU /Ny 77— DA A b=/ ZRm L TWET,

Switch# install add file tftp:cat9%k_iosxe.16.12.01c.CSCvs66914.SPA.smu.bin activate
commit

install add: START Wed Feb 19 20:11:34 UTC 2020

Downloading file tftp:cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin

Finished downloading file tftp:cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin to
bootflash:cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

Copying image file: bootflash:cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin to standby
Info: Finished copying bootflash:cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin to standby
Finished initial file syncing

*Feb 19 20:11:35.545: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
add tftp:/cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin--- Starting SMU Add operation
Performing SMU ADD on Active/Standby

[RO] SMU_ADD package(s) on RO

[RO] Finished SMU ADD on RO

[R1] SMU_ADD package(s) on RI1

[R1] Finished SMU ADD on R1
Checking status of SMU _ADD on [RO R1]
SMU_ADD: Passed on [RO R1]
Finished SMU Add operation

SUCCESS: install add Wed Feb 19 20:11:49 UTC 2020
Switch#

*Feb 19 20:11:50.094: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install add SMU bootflash:cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin

show install summary
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ATvT6

ZOa~xw  REFEHLT, SMUXRY A —UNELL A VA R—LERNTNENE 9 NEHER
L/\i‘a—o

WO TIE, CSCvs66914SMU /N 7 — VIR AL & FIZA VA =L I TNDHZ EERL
Tb\i‘g—o

Switch# show install summary
[ RO RlI ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU I bootflash:cat9k iosxe.16.12.01c.CSCvs66914.SPA.smu.bin
IMG C 16.12.1c.0.8

Auto abort timer: inactive

install add file activate issu commit

ZOavwr REFEHALT, MHDORAL v FADAA—VDF T a— R, Ny r—IJ~ADA
A—=OPIE, FIBICHEST-H AL v FOT v F T L— Ry, +_CoOT7 v 77 L— RFEJE
D—r AR BEELE T,

WO FHIL, ISSU FIEIC L 5 Cisco IOS XE Gibraltar 16.122 Y 7 T =T A A— DA VA
M= ZR L TCWET,

Switch# install add file tftp:cat9k_iosxe.16.12.02.SPA.bin activate issu commit
install add _activate commit: START Wed Feb 19 20:14:29 UTC 2020
Downloading file tftp:/cat9k iosxe.16.12.02.SPA.bin

*Feb 19 20:14:30.451: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
one-shot ISSU tftp:cat9k iosxe.16.12.02.SPA.bin

*Feb 19 20:18:16.509: $FLASH CHECK-3-DISK QUOTA: R0O/0: flash check: Flash disk quota
exceeded [free space is 1918380 kB] - Please clean up files on bootflash.Finished
downloading file tftp:cat9k iosxe.16.12.02.SPA.bin to

bootflash:cat9k iosxe.16.12.02.SPA.bin

install add activate commit: Adding ISSU

install add_activate commit: Checking whether new add is allowed

--- Starting initial file syncing ---

Copying image file: bootflash:cat9k iosxe.16.12.02.SPA.bin to standby
Info: Finished copying bootflash:cat9k iosxe.16.12.02.SPA.bin to standby
Finished initial file syncing

--- Starting Add ---
Performing Add on Active/Standby
[RO] Add package(s) on RO
[RO] Finished Add on RO
[R1] Add package(s) on Rl
[R1] Finished Add on R1
Checking status of Add on [RO R1]
Add: Passed on [RO R1]
Finished Add

install add _activate commit: Activating ISSU
NOTE: Going to start Oneshot ISSU install process

STAGE 0: System Level Sanity Check
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--- Verifying install issu supported ---

--- Verifying standby is in Standby Hot state ---

--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

-—-- Verifying Platform specific ISSU admission criteria ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install remote ---

Performing install remote on remote RP/Bay

--- Starting install local lock acquisition on R1 ---
Finished install local lock acquisition on R1

--- Starting local lock acquisition on Rl ---
Finished local lock acquisition on R1

--- Starting file path checking ---
Finished file path checking

--- Starting image file verification ---

Checking image file names

Locating image files and validating name syntax
Found cat9k-cc_srdriver.16.12.02.SPA.pkg
Found cat9k-espbase.16.12.02.SPA.pkg
Found cat9k-guestshell.16.12.02.SPA.pkg
Found cat9k-rpbase.16.12.02.SPA.pkg
Found cat9k-rpboot.16.12.02.SPA.pkg
Found cat9k-sipbase.16.12.02.SPA.pkg
Found cat9k-sipspa.16.12.02.SPA.pkg
Found cat9k-srdriver.16.12.02.SPA.pkg
Found cat9k-webui.16.12.02.SPA.pkg
Found cat9k-wlc.16.12.02.SPA.pkg

<outputt truncated>

--- Starting list of software package changes ---

0ld files list:
Removed cat9k-cc_srdriver.16.12.01c.SPA.pkg
Removed cat9k-espbase.16.12.01lc.SPA.pkg
Removed cat9k-guestshell.16.12.01lc.SPA.pkg
Removed cat9k-rpbase.16.12.01lc.SPA.pkg
Removed cat9k-rpboot.16.12.01lc.SPA.pkg
Removed cat9k-sipbase.16.12.01lc.SPA.pkg
Removed cat9k-sipspa.l16.12.01lc.SPA.pkg
Removed cat9k-srdriver.16.12.01lc.SPA.pkg
Removed cat9k-webui.1l6.12.01lc.SPA.pkg
Removed cat9k-wlc.16.12.01lc.SPA.pkg

New files list:
Added cat9k-cc_srdriver.16.12.02.SPA.pkg
Added cat9k-espbase.16.12.02.SPA.pkg
Added cat9k-guestshell.16.12.02.SPA.pkg
Added cat9k-rpbase.16.12.02.SPA.pkg
Added cat9k-rpboot.16.12.02.SPA.pkg
Added cat9k-sipbase.16.12.02.SPA.pkg
Added cat9k-sipspa.16.12.02.SPA.pkg
Added cat9k-srdriver.16.12.02.SPA.pkg
Added cat9k-webui.l6.12.02.SPA.pkg
Added cat9k-wlc.16.12.02.SPA.pkg

Finished list of software package changes

--- Starting commit of software changes ---
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Updating provisioning rollback files
Creating pending provisioning file
Committing provisioning file
Finished commit of software changes

SUCCESS: Software provisioned. New software will load on reboot.
[R1] install remote package(s) on Rl
WARNING: Found 51 disjoint TDL objects.
[R1] Finished install remote on RI1

install remote: Passed on [R1]

Finished install remote

STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---

*Feb 19 20:23:16.492: %IOSXE _OIR-6-OFFLINECARD: Card (rp) offline in slot RI1

*Feb 19 20:23:16.504: %SMART LIC-5-EVAL_ START: Entering evaluation period

*Feb 19 20:23:16.563: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_NOT_PRESENT)

*Feb 19 20:23:16.563: %SREDUNDANCY-3-STANDBY LOST: Standby processor fault (PEER DOWN)

*Feb 19 20:23:16.563: %SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER_REDUNDANCY_ STATE_CHANGE)

*Feb 19 20:23:17.503: %RF-5-RF_RELOAD: Peer reload. Reason: EHSA standby down

*Feb 19 20:23:17.512: %IOSXE_REDUNDANCY-6-PEER: Active detected switch -1 as standby.

*Feb 19 20:23:17.503: $CMRP-3-RP_RESET: R1/0: cmand: RP is resetting : remote RP requested
reset of this RP

*Feb 19 20:23:19.508: $CMRP-6-RP_SB RELOAD REQ: R0O/0: cmand: Reloading Standby RP:

initiated by RF reload message

*Feb 19 20:26:21.756: $IOSXE-3-PLATFORM: R1/0: kernel: dplr intrpt: Entered

dplr_intrpt module init dplr_intrpt 1

*Feb 19 20:27:59.469: %$IOSXE_OIR-6-ONLINECARD: Card (rp) online in slot R1

*Feb 19 20:28:07.064: *REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_FOUND (4))

*Feb 19 20:28:07.065: *REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_ STATE_CHANGE (5))

*Feb 19 20:28:09.895: $REDUNDANCY-3-IPC: IOS versions do not match.
*Feb 19 20:28:09.952: %SMART LIC-5-EVAL START: Entering evaluation period
*Feb 19 20:29:22.973: %HA CONFIG_SYNC-6-BULK CFGSYNC_SUCCEED: Bulk Sync succeeded

*Feb 19 20:29:24.049: %RF-5-RF_TERMINAL STATE: Terminal state reached for (SSO)Finished
wait for Standby to reach terminal redundancy state

STAGE 3: Installing software on Active

--- Starting install active ---

Performing install active on active RP/Bay

--- Starting install local lock acquisition on RO ---
Finished install local lock acquisition on RO

--- Starting local lock acquisition on RO ---
Finished local lock acquisition on RO

--- Starting file path checking ---
Finished file path checking

--- Starting image file verification ---
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Checking image file names

Locating image files and validating name syntax
Found cat9k-cc_srdriver.16.12.02.SPA.pkg
Found cat9k-espbase.16.12.02.SPA.pkg
Found cat9k-guestshell.16.12.02.SPA.pkg
Found cat9k-rpbase.16.12.02.SPA.pkg
Found cat9k-rpboot.16.12.02.SPA.pkg
Found cat9k-sipbase.16.12.02.SPA.pkg
Found cat9k-sipspa.16.12.02.SPA.pkg
Found cat9k-srdriver.16.12.02.SPA.pkg
Found cat9k-webui.16.12.02.SPA.pkg
Found cat9k-wlc.16.12.02.SPA.pkg

Verifying image file locations

<output truncated>

--- Starting list of software package changes ---

0ld files list:
Removed cat9k-cc_srdriver.16.12.01c.SPA.pkg
Removed cat9k-espbase.16.12.01lc.SPA.pkg
Removed cat9k-guestshell.16.12.01lc.SPA.pkg
Removed cat9k-rpbase.16.12.01lc.SPA.pkg
Removed cat9k-rpboot.16.12.01c.SPA.pkg
Removed cat9k-sipbase.16.12.01lc.SPA.pkg
Removed cat9k-sipspa.l16.12.01lc.SPA.pkg
Removed cat9k-srdriver.16.12.01lc.SPA.pkg
Removed cat9k-webui.1l6.12.01lc.SPA.pkg
Removed cat9k-wlc.16.12.01lc.SPA.pkg

New files list:
Added cat9k-cc_srdriver.16.12.02.SPA.pkg
Added cat9k-espbase.16.12.02.SPA.pkg
Added cat9k-guestshell.16.12.02.SPA.pkg
Added cat9k-rpbase.16.12.02.SPA.pkg
Added cat9k-rpboot.16.12.02.SPA.pkg
Added cat9k-sipbase.16.12.02.SPA.pkg
Added cat9k-sipspa.16.12.02.SPA.pkg
Added cat9k-srdriver.16.12.02.SPA.pkg
Added cat9k-webui.l6.12.02.SPA.pkg
Added cat9k-wlc.16.12.02.SPA.pkg

Finished list of software package changes

--- Starting commit of software changes ---
Updating provisioning rollback files
Creating pending provisioning file
Committing provisioning file

Finished commit of software changes

SUCCESS: Software provisioned. New software will load on reboot.
[RO] install active package(s) on RO
[RO] Finished install active on RO

install active: Passed on [RO]

Finished install active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---
New software will load after reboot process is completed
SUCCESS: install add activate commit Wed Feb 19 20:30:19 UTC 2020

<output truncated>

*Feb 19 20:33:28.428: %REDUNDANCY-5-PEER MONITOR EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_ STATE_CHANGE (5))
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*Feb 19 20:33:31.462: %SMART_ LIC-5-EVAL_ START: Entering evaluation period

*Feb 19 20:34:42.327: %HA CONFIG_SYNC-6-BULK CFGSYNC_SUCCEED: Bulk Sync succeeded

*Feb 19 20:34:43.454: %RF-5-RF_TERMINAL STATE: Terminal state reached for (SSO)

*Feb 19 20:35:33.623: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit$IOSXEBOOT-4-ISSU ONE SHOT: (rp/l): ISSU finished successfully

*Feb 19 20:35:35.021: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit ISSU
Switch>en

AT w77 showversion

ATvT8

ATvT9

COaw s REFHALTC, BILWA A==V g UEERLET,

K@ show version =< > RO AFITIE, T /34 2D Cisco 10S XE Gibraltar 16.12.2 A A —
DIERPER SN TNET,

Cisco I0S XE Software, Version 16.12.02

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.02, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.
Compiled Tue 19-Nov-19 10:04 by mcpre

show issu state [detail ]

Zoa<wy REMFALT, ISSU 7ot AMERIRREIZ 2> TV AW Z & 2R L E T,
WOHNFENE, ISSUICLD Y 7 b T 2T A A—=TDA A h—/L1 D show issu state detail %
ARLTWVWET,

Switch# show issu state detail
--- Starting local lock acquisition on R1 ---
Finished local lock acquisition on R1

--- Starting installation state synchronization ---
Finished installation state synchronization

Current ISSU Status: Enabled
Previous ISSU Operation: Successful

System Check Status
Platform ISSU Support Yes
Standby Online Yes
Autoboot Enabled Yes
SSO Mode Yes
Install Boot Yes
Valid Boot Media Yes

No ISSU operation is in progress
exit

¥HE EXEC E— RZH& T L, =2—%—EXEC E— RIZRV £,
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A VAL=ILE—RTOT7YTIL—F
WROFMEZHEN, A A b= E—=FT, H2V IV =ZApbHIOY V=T v F 7L —FL
9, VIV T AA—TOT v 77 L— REEITT 51X, boot flash: packages.conf % fifi
AL TIOS Z & T HMENH Y £7°,

IR HEIIZ
ZOFEZ. KOT TS — RO F YA THEHATEET,
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AW AR NI
J1)—x

A SN B R—/S— N FER
%
(79T L— TRy U —
RICERASNET)

BODT v TIL—
k5

TyvITTL—F%

Cisco 10S XE Everest | Bi— ¢ 2 —/%— 31 # %7 » | Cisco I0S XE Everest
16614 BFHR= |77 L— R, 7—pn—sx 1663
SHTVET, L CPLD DT v 77 1= % | Cisco Catalyst 9400
ST LEF. BOIOA— S|y %2t o Fa Y
NAYDOT v T TV—=RPE |y —2 ) — F D
TLIESH, 28/HDA—/3=1 [Cisco I0S XE
PNAY TR S L & St AT Everest 16.6.x] —
WET, MGTDA=N=A| [z 4 F V7 |
YIRT v 77— RSN | we7n7 v 7Y
O, MT_ATEVT AR L—F] > 4%
ETENOEHFALTEET| L — e — FTo
ETETS TyTTU—R] D
GE) 20oMA—s—n | Ty 7T L —FTFIR
A % Ciscol0s | \CHEVET
XE Everest 16.6.1 7>
HLEDOY Y —2A
R T v 77
L— LT
ZEV, [FIRFC
Ty L— R
HELN—FU=x
7 CREENREAET
LHAREMED BV F
R
CiscoIOS XE Everest | = ®F[ETIZ. 7277 4 7 | NA
16.62 LAEED U U — | LR K L A [l J7 D A —

A

IR=RNA P 22— A
A=V HBMICaE—LE
T, WHFDA— =3 P
U a— /VRFEICT v T
L—RaivEd,

Cisco I0S XE
Gibraltar 16.12.1¢

* Cisco 10S XE Everest 16.6.1 72 b Z LSO Y U — 2T v 77 L— RTB8E. 7 v
7 L— RITIZR WK D02 2356038 D . ROMMON B XOMEG 7w 7T < 7 L im
F A A (CPLD) O7 v 77 L —RIZko Ty AT ANy hanxd, 27—
F 7V AA wFF—,3—|%, Cisco IOS XE Everest 16.6.2
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FIE

ATy

T I L— RREFAAL v FOBEBREZFHRALZNTLEE N,
T T L— L, BFREREUEI LD, A== RAPFETa— VBRI LY L
WTL7ZENY,

Uy —YNOWTNDDA—R—= N PFEL a2 — L TT—ba—FDT v 77— R,
FLEFAA v TFRERELTWDEXIZ, T4 TV T 4By T v 7HND) WT
NND A== A FDF T A AFAB L OAH (OIR) ZFEIT LAV TS IEEN,

c AA vIFNREBL TWNWABLEXE, AM v T ITEVa— (T4 —FK) OOIR & 31T
LZ2WTL 72 &0,

O a OB AFNL, install =< > KZ&{#HH L T Cisco I0S XE Everest 16.6.3 7>5 Cisco
I0S XE Gibraltar 16.12.1c 127 v 77 L — KT 255D LD TY,

g V=0T v

install remove inactive

T+ A NG ER, Zoavr FEFEALT, YWA A N—AT 7 A N ET ) —
VT TLET, 7Ty allH LA A=V RIEET A 7512 1 GB UL EOEE N H S
ZEEMRLET,

Switch# install remove inactive

install remove: START Mon Jul 22 14:14:40 PDT 2019
Cleaning up unnecessary package files

No path specified, will use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages ... done.
Preparing packages list to delete ...

cat9k-cc srdriver.16.06.03.SPA.pkg

File is in use, will not delete.
cat9k-espbase.16.06.03.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.16.06.03.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.16.06.03.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.16.06.03.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.16.06.03.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.16.06.03.SPA.pkg

File is in use, will not delete.
cat9k-webui.16.06.01.SPA.pkg

File is in use, will not delete.

packages.conf

File is in use, will not delete.

done.

The following files will be deleted:
[RO]:
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/flash/cat9k-cc_srdriver.16.06.03.SPA.pkg
/flash/cat9k-espbase.16.06.03.SPA.pkg
/flash/cat9k-rpbase.16.06.03.SPA.pkg
/flash/cat9k-rpboot.16.06.03.SPA.pkg
/flash/cat9k-sipbase.16.06.03.SPA.pkg
/flash/cat9k-sipspa.16.06.03.SPA.pkg
/flash/cat9k-srdriver.16.06.03.SPA.pkg
/flash/cat9k-webui.16.06.03.SPA.pkg
/flash/cat9k_1.bin

/flash/cat9k_1l.conf
/flash/cat9k_2.1.conf
/flash/cat9k_2.bin

/flash/cat9k_2.conf

/flash/cat9k _iosxe.16.06.03.SPA.bin
/flash/packages.conf.00-

Do you want to remove the above files? [y/nly

[RO]:

Deleting file flash:cat9k-cc srdriver.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.03.SPA.pkg ... done.
Deleting file

Deleting file flash:cat9k-rpbase.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.06.03.SPA.pkg ... done.
Deleting file flash:cat9k 1.bin ... done.

Deleting file flash:cat9k l.conf ... done.

Deleting file flash:cat9k 2.l1.conf ... done.

Deleting file flash:cat9k 2.bin ... done.

Deleting file flash:cat9k 2.conf ... done.

Deleting file flash:cat9k iosxe.16.06.03.SPA.bin ... done.
Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing Post Remove Cleanup on Active/Standby
[RO] Post Remove Cleanup package(s) on RO

[RO] Finished Post Remove Cleanup on RO

Checking status of Post Remove Cleanup on [RO]
Post Remove Cleanup: Passed on [RO]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 22 14:16:29 PDT 2019
Switch#

ATFYT2 FHLWA A=V ET Ty allat’—

a)

copy tftp: flash:

TOavwy REHERALT, iIlLWAA—VE2T7 Ty alilat—LET (ZORXT v 7
LA A= % TFTP b — "D OHEHAT AL EIEA Ty 7 LTS
Switch# copy tftp://10.8.0.6// flash:

Destination filename [cat9k iosxe.16.12.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9%k iosxe.16.12.01.SPA.bin...

Loading /cat9k iosxe.16.12.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
N S S S TR TS SRR

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)
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dir flash

Zoavr REFHALT, A AR T7 Ty v all ERICat—SN-2 L 2R L E
KR

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 22 2019 10:18:11 -07:00 cat9k iosxe.16.12.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATV T3 T— MERAERE

a)

b)

boot system flash: packages.conf

Switch (config) # boot system flash:packages.conf
Switch(config)# exit

write memory

Zoavwry REFERALT, T MEEERFELET,

Switch# write memory
show boot system

Zoawy REMALT, 7— N flash:packages.conf (25X E STV D 2 & & HERE
LET,

Hi 7712 BOOT variable = flash:packages.conf & /RS TWDH Z L 2B L £ 7,

Switch# show boot system

ATVl VT T 2TARA—THTT v 2l VA —)b

a)

install add file activate commit

Zoa<wry REHFALT, ¥—F v M A=V 7T v 2l A = LET, TFTP
P—R—= DY —AA A=, 7T allat—LTBW-Y—ZAL A= ET
=F7,

Switch# install add file flash:cat9k _iosxe.16.12.01.SPA.bin activate commit
install add_activate_commit: START Mon Jul 22 22:49:41 UTC 2019

*Jul 22 22:49:42.772: $IOSXE-5-PLATFORM: Switch 1 RO/0: Jul 22 22:49:42
install engine.sh:

$INSTALL-5-INSTALL_START_INFO: Started install one-shot

flash:cat9k iosxe.16.12.01.SPA.bin

install add activate commit: Adding PACKAGE

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.12.01.SPA.bin to the selected switch(es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
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[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add _activate commit: Activating PACKAGE

/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install add activate commit
/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg
Mon Jul 22 22:53:58 UTC 2019

Switch#

G¥) YA RESNTWAEENT 7 AT, 7T vV anbillREnNETA,

b) dir flash:

VTR 2T DAL A R—=IANERICET LEL, ZOa<r REFHLT, 79vi=
R=F 423 10 EHDOF LV .pkg 77 AV E 2DD cont 77 ANRH D & &R
LET,

Switch# dir flash:

Directory of flash:/
475140 -rw- 2012104 Jul 26 2017 09:52:41 -07:00 cat9k-cc srdriver.16.06.03.SPA.pkg
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475141 -rw- 70333380 Jul 26 2017 09:52:44 -07:00 cat9k-espbase.16.06.03.SPA.pkg
475142 -rw- 13256 Jul 26 2017 09:52:44 -07:00 cat9k-guestshell.16.06.03.SPA.pkg
475143 -rw- 349635524 Jul 26 2017 09:52:54 -07:00 cat9k-rpbase.16.06.03.SPA.pkg
475149 -rw- 24248187 Jul 26 2017 09:53:02 -07:00 cat9k-rpboot.16.06.03.SPA.pkg
475144 -rw- 25285572 Jul 26 2017 09:52:55 -07:00 cat9k-sipbase.16.06.03.SPA.pkg
475145 -rw- 20947908 Jul 26 2017 09:52:55 -07:00 cat9k-sipspa.l6.06.03.SPA.pkg
475146 -rw- 2962372 Jul 26 2017 09:52:56 -07:00 cat9k-srdriver.16.06.03.SPA.pkg
475147 -rw- 13284288 Jul 26 2017 09:52:56 -07:00 cat9k-webui.16.06.03.SPA.pkg
475148 -rw- 13248 Jul 26 2017 09:52:56 -07:00 cat9k-wlc.16.06.03.SPA.pkg

491524 -rw- 25711568 Jul 22 2019 11:49:33 -07:00 cat9k-cc_srdriver.16.12.01.SPA.pkg
491525 -rw- 78484428 Jul 22 2019 11:49:35 -07:00 cat9k-espbase.16.12.01.SPA.pkg
491526 -rw- 1598412 Jul 22 2019 11:49:35 -07:00 cat9k-guestshell.16.12.01.SPA.pkg
491527 -rw- 404153288 Jul 22 2019 11:49:47 -07:00 cat9k-rpbase.16.12.01.SPA.pkg
491533 -rw- 31657374 Jul 22 2019 11:50:09 -07:00 cat9k-rpboot.16.12.01.SPA.pkg
491528 -rw- 27681740 Jul 22 2019 11:49:48 -07:00 cat9k-sipbase.16.12.01.SPA.pkg
491529 -rw- 52224968 Jul 22 2019 11:49:49 -07:00 cat9k-sipspa.16.12.01.SPA.pkg
491530 -rw- 31130572 Jul 22 2019 11:49:50 -07:00 cat9k-srdriver.16.12.01.SPA.pkg
491531 -rw- 14783432 Jul 22 2019 11:49:51 -07:00 cat9k-webui.1l6.12.01.SPA.pkg
491532 -rw- 9160 Jul 22 2019 11:49:51 -07:00 cat9k-wlc.16.12.01.SPA.pkg

11353194496 bytes total (9544245248 bytes free)

Switch#

WOMNBITIX, 7T vy a =T 4 aD2O0D .conf”7 7 A VRFRENTNET,
* packages.conf : I LA A M=/ LTz pkg 7 7 A MIEEHBZ N7 74V

* cat9k iosxe.16.12.01.SPA.conf : packages.conf D 2 E'—"T, Z DI AT A TIIARMEH

Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Jul 22 2018 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Jul 22 2018 10:58:08 -07:00 cat9k iosxe.16.12.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

ATyT5 Um—F

)

b)

¢)

reload
Zoawry REFHALT, AAfvyTFEVua—KLET,

Switch# reload

boot flash:

AA v FTHE T — FRBRESNTOIUE, AZ v 7 BB LA A=Y THEIRICES L
F9, TNLSDEA 1L, flash:packages.conf % T8 CHELE) L 97,

Switch: boot flash:packages.conf

show version

AA=VUNEH LD, ZOavr R LTHLWA A=Y=V a U2l L E
B

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9400 ') —X XA/ wF) Jy—R/—F .



Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9400 ') —X XA v F) J1J—R/— b |
B oxr—rz—rcogyorL—r

GE) LA A—TET— b THET7— =X TAHICERSAETA, KIZY
H—RINDETITH LT —br—F "=V g NIH DR IINEE A,

R D showversion =~ & RO NFITIEL, 7734 Z D CiscolOS XE Gibraltar 16.12.1¢ 1 A —
VOB HRNERINTNET,

Switch# show version

Cisco IOS XE Software, Version 16.12.01

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.1c, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.
Compiled Tue 30-Jul-19 10:48 by mcpre

AAR=ILE—FTOEY S L—F

ZITIEH B2V YV =ANBHIDY Y =R VA M= VE— R TH YT L— RT5FIEE
ALET, VI MU TAA—TYDOX T T L— REFATT 5I2IE, boot flash: packages.conf
ZfEH L TIOS ZE§ 2 LE R H Y £,

IR HHIIZ
ZOFEZT. O TS — RO F YA THFHATEET,

OV L—FRRIDY) |FRIEN DR —/—/\{ FEE =[]
1 —
)= (FHU5 L— RO Y —RIER
nEY)
Cisco 10S XE Gibraltar COFIETIX, 77T 4 7B LA % |CiscoIOS XE Gibraltar
16.12.1c NSA TS D A== R B 2 — 2 [ 1611 RETD Y U —2A

A A—VEHBICaE—LES, @l
D A== PE Y 2 — )L P[EIFICF
v —REnEd,

GE) Tak AT EL LD A—IR—
NAPES 2 —LDF T A
TOEBY LB LUEHE (OIR)
BATHORNTLIZE W,

Ok varoffliL, install =<2 F&Efif LT Cisco I0S XE Gibraltar 16.12.1¢c 7> 5
Cisco I0S XE Everest 16.62 IZX U 7 L— KT BHHEDOHL DT,
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X

FIE

VI —RATHEASNEHRLWNA—RT 2T E 22—/ (A== A PE X T7A o I— KE
Va—)) BT L —RTHIEETEERA, BV AREAINTZY Y —RX, £
DETNDIRIN T NI 2T X—=T 9 0T, TRXRTCOBEFEON— R =T ZiRFO/— K
VT LRIV Y —RICT v T T —RT 52 L aBEIDLET,

ATFYT1 7 V)V—vT v

a)

install remove inactive

TR BEE AR WVEAIR. Zoavr FEFEHALT, EWA VAN T A NE T ) —
YTy LET, VI vy allHi LA A=V RYEET A 72912 1 GB L EOREEN B D
ZlEMRELET,

Switch# install remove inactive

install remove: START Mon Jul 22 14:14:40 PDT 2019
Cleaning up unnecessary package files

No path specified, will use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages ... done.
Preparing packages list to delete

cat9k-cc srdriver.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-espbase.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-guestshell.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.16.12.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.16.12.01.SPA.pkg

File is in use, will not delete.

packages.conf

File is in use, will not delete.

done.

The following files will be deleted:
[RO] :
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-webui.pkg
/flash/cat9k_1.bin
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/flash/cat9k_1l.conf
/flash/cat9k_2.1.conf
/flash/cat9k_2.bin
/flash/cat9k_2.conf

/flash/cat9k _iosxe.16.09.01.SSA.bin
/flash/packages.conf.00-

Do you want to remove the above files? [y/nly

[RO] :

Deleting file flash:cat9k-cc srdriver.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k 1.bin ... done.

Deleting file flash:cat9k l.conf ... done.

Deleting file flash:cat9k 2.1.conf ... done.

Deleting file flash:cat9k 2.bin ... done.

Deleting file flash:cat9k 2.conf ... done.

Deleting file flash:cat9k iosxe.16.10.01.bin ... done.

Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing Post Remove Cleanup on Active/Standby
[RO] Post Remove Cleanup package(s) on RO

[RO] Finished Post Remove Cleanup on RO

Checking status of Post Remove Cleanup on [RO]
Post Remove Cleanup: Passed on [RO]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 22 14:16:29 PDT 2018
Switch#

ATFYT2 FHLWARA—VET Ty allat’—

a)

b)

copy tftp: flash:

Zoavy REFHLT, HILWAA—TET7 Ty vallabt—LFET (ZOAT v 7T
B LA A =T % TFTP 4= "B AT 55813 AF vy 7L TZEW) |

Switch# copy tftp://10.8.0.6//cat9_iosxe.16.06.02.SPA.bin flash:

Destination filename [cat9k iosxe.16.06.02.SPA.bin]?

Accessing tftp://10.8.0.6//cat9%k iosxe.16.06.02.SPA.bin...

Loading /cat9k iosxe.16.06.02.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
SRR R RN RN R RN R RN R RN R R R RN R R R RN RN RN R R R NN RN R RN R R RN N RN ERY

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

dir flash:

ZDavw U REMFHLT, A A—YRT7 7 v allIEFIlabt—asncZl & 2R LE
D

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/
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434184 -rw- 508584771 Mon Jul 22 2018 13:35:16 -07:00 cat9k iosxe.16.06.02.SPA.bin
11353194496 bytes total (9055866880 bytes free)

VIRNT2TARA—=HB BT T L— R

« install add file activate commit
« install rollback to committed

K OFITIE, install add fileactivate commit =2~ > K& i L T cat9k_iosxe.16.06.02.5PA.bin
VIR 2T AA—T 5T Ty allf VA=V LTWET, TFTPY—ED Y —Z A X —
U, 7T vvallat =L TRBWE Y — AL A=V EREETEET,

Switch# install add file flash:
Switch# install add file flash:cat9k iosxe.16.06.02.SPA.bin activate commit

install add _activate commit: START Mon Jul 22 22:49:41 UTC 2019

*Jul 22 22:49:42.772: $IOSXE-5-PLATFORM: Switch 1 R0O/0: Jul 22 22:49:42 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.16.06.02.SPA.bininstall add activate commit: Adding PACKAGE

-—-- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.06.02.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add _activate commit: Activating PACKAGE

/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit
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Install will reload the system now!

Chassis 1 reloading, reason - Reload command
SUCCESS: install add activate commit
/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-guestshell.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg
Fri Jul 22 22:53:58 UTC 2019

Switch#

DO HAFITIL, install rollback to committed =~ > REEH L TAAS v Fa2F 77 L— R
LTWET,

BE BT L—REONR—=VarBnaly hERTWDAERIZOR, X7 7 L— R
install rollback to committed =~ > RZfEH L £7,

Switch# install rollback to committed
install rollback: START Mon Jul 22 14:24:56 UTC 2019

This operation requires a reload of the system. Do you want to proceed? [y/n]
*Jul 22 14:24:57.555: $IOSXE-5-PLATFORM: RO/0: Jul 22 14:24:57 install engine.sh:
$INSTALL-5-INSTALL_START_INFO: Started install rollbacky

--- Starting Rollback ---

Performing Rollback on Active/Standby

WARNING: Found 55 disjoint TDL objects.
[RO] Rollback package(s) on RO
--— Starting rollback impact ---

Changes that are part of this rollback

Current : rp 0 0 rp boot cat9k-rpboot.16.12.01.SPA.pkg
Current : rp 1 0 rp boot cat9k-rpboot.16.12.01.SPA.pkg
Replacement: rp 0 rp boot cat9k-rpboot.16.06.02.SPA.pkg
Replacement: rp 0 rp boot cat9k-rpboot.16.06.02.SPA.pkg

Current : cc O cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg
Current : cc O cc cat9k-sipbase.16.12.01.SPA.pkg

Current : cc O cc_spa cat9k-sipspa.16.12.01.SPA.pkg

Current : cc 1 cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg
Current : cc 1 cc cat9k-sipbase.16.12.01.SPA.pkg

Current : cc 1 cc_spa cat9k-sipspa.16.12.01.SPA.pkg

Current : cc 10
Current : cc 10
Current : cc 10

cc cat9k-sipbase.16.12.01.SPA.pkg
cc_spa cat9k-sipspa.16.12.01.SPA.pkg
cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg

O O O OO OO OOO0O0O0O0O00O00o0oo0ooooOoro

Current : cc 2 cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg
Current : cc 2 cc cat9k-sipbase.16.12.01.SPA.pkg

Current : cc 2 cc_spa cat9k-sipspa.16.12.01.SPA.pkg

Current : cc 3 cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg
Current : cc 3 cc cat9k-sipbase.16.12.01.SPA.pkg

Current : cc 3 cc_spa cat9k-sipspa.16.12.01.SPA.pkg

Current : cc 4 cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg
Current : cc 4 cc cat9k-sipbase.16.12.01.SPA.pkg

Current : cc 4 cc_spa cat9k-sipspa.16.12.01.SPA.pkg

Current : cc 5 cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg
Current : cc 5 cc cat9k-sipbase.16.12.01.SPA.pkg

Current : cc 5 cc_spa cat9k-sipspa.16.12.01.SPA.pkg

Current : cc 6 cc_srdriver cat9k-cc srdriver.16.12.01.SPA.pkg
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Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current
Current rp
Current : rp
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:
Replacement:

cC
cC
cC
cC
cC
cC
cC
cC
cC
cC
cC
fp
fp
rp
rp
rp
rp
rp
rp
rp
rp
rp
rp
rp
rp
rp
rp
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cc cat9k-sipbase.16.12.01.SPA.pkg
cc_spa cat9k-sipspa.16.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.12.01.SPA.pkg
cc cat9k-sipbase.16.12.01.SPA.pkg
cc_spa cat9k-sipspa.16.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.12.01.SPA.pkg
cc cat9k-sipbase.16.12.01.SPA.pkg
cc_spa cat9k-sipspa.16.12.01.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.12.01.SPA.pkg
cc cat9k-sipbase.16.12.01.SPA.pkg
cc_spa cat9k-sipspa.16.12.01.SPA.pkg
fp cat9k-espbase.16.12.01.SPA.pkg
fp cat9k-espbase.16.12.01.SPA.pkg
guestshell cat9k-guestshell.16.12.01.SPA.pkg
rp_base cat9k-rpbase.16.12.01.SPA.pkg
rp_daemons cat9k-rpbase.16.12.01.SPA.pkg
rp_iosd cat9k-rpbase.16.12.01.SPA.pkg
rp_security cat9k-rpbase.16.12.01.SPA.pkg
rp_webui cat9k-webui.16.12.01.SPA.pkg
rp_wlc cat9k-wlc.16.12.01.SPA.pkg
srdriver cat9k-srdriver.16.12.01.SPA.pkg
guestshell cat9k-guestshell.16.12.01.SPA.pkg
rp_base cat9k-rpbase.16.12.01.SPA.pkg
rp_daemons cat9k-rpbase.16.12.01.SPA.pkg
rp_iosd cat9k-rpbase.16.12.01.SPA.pkg
rp_security cat9k-rpbase.16.12.01.SPA.pkg
rp_webui cat9k-webui.16.12.01.SPA.pkg
rp_wlc cat9k-wlc.16.12.01.SPA.pkg
srdriver cat9k-srdriver.16.12.01.SPA.pkg
0 cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
cc_srdriver cat9k-cc_srdriver.16.06.02
cc cat9k-sipbase.16.06.02.SPA.pkg
cc_spa cat9k-sipspa.16.06.02.SPA.pkg
fp cat9k-espbase.16.06.02.SPA.pkg
fp cat9k-espbase.16.06.02.SPA.pkg

.SPA.pkg

.SPA.pkg

.SPA.
.SPA.

pkg
pkg

.SPA.pkg
.SPA.pkg
.SPA.pkg
.SPA.pkg
.SPA.pkg
.SPA.

pkg

.SPA.pkg
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Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp
Replacement: rp

guestshell cat9k-guestshell.16.06.02.SPA.pkg
rp_base cat9k-rpbase.16.06.02.SPA.pkg
rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
rp_iosd cat9k-rpbase.16.06.02.SPA.pkg
rp_security cat9k-rpbase.16.06.02.SPA.pkg
rp_webui cat9k-webui.16.06.02.SPA.pkg
srdriver cat9k-srdriver.16.06.02.SPA.pkg
guestshell cat9k-guestshell.16.06.02.SPA.pkg
rp_base cat9k-rpbase.16.06.02.SPA.pkg
rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
rp_iosd cat9k-rpbase.16.06.02.SPA.pkg
rp_security cat9k-rpbase.16.06.02.SPA.pkg
rp_webui cat9k-webui.16.06.02.SPA.pkg
srdriver cat9k-srdriver.16.06.02.SPA.pkg

PR RPRPRPRPPRPPOOOOOOO
O O O OO OO0 0OOoOo oo o

Finished rollback impact

[RO] Finished Rollback on RO
Checking status of Rollback on [RO]
Rollback: Passed on [RO]

Finished Rollback

Install will reload the system now!
SUCCESS: install rollback Mon Jul 22 14:26:35 UTC 2019

Switch#

*Mar 06 14:26:35.880: $IOSXE-5-PLATFORM: RO/0: Mar 06 14:26:35 install engine.sh:
%INSTALL—5—INSTALL_COMPLETED_INFO: Completed install rollback PACKAGE

*Mar 06 14:26:37.740: %$IOSXE_OIR-6-REMCARD: Card (rp) removed from slot R1

*Mar 06 14:26:39.253: %$IOSXE_OIR-6-INSCARD: Card (rp) inserted in slot RINov 2 14:26:5

Initializing Hardware...

System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE (P)
Compiled Mon 07/22/2019 10:19:23.77 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareResetTrig
C9400-SUP-1 platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0
attempting to boot from [bootflash:packages.conf]

Located file packages.conf

#

Warning: ignoring ROMMON var "BOOT_PARAM"
Warning: ignoring ROMMON var "USER BOOT_PARAM"

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706
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ATv74

1oz b—nE—kTnsgvsL—F ||

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.2,

RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2017 by Cisco Systems, Inc.
Compiled Sat 22-Jul-19 05:51 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9410R (X86) processor (revision V00) with 868521K/6147K bytes of memory.
Processor board ID FXS2118Q1GM

312 Gigabit Ethernet interfaces

40 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

Vua—F
a) boot flash:

AA vy FTABH T — FRFREINTOIUL, AZ v 7 BFTLINA A=V THERICESR) L

F9, FRLUSNDEAIE, flash:packages.conf & T8 CHiE) L 97,

Switch: boot flash:packages.conf

G¥) VTN TAA=VHF T 7L —RLThH, 77— he—ZZHEWICY T

T —RFaEnFEthi, EFHINIREOE FITRY 5,

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9400 ') —X XA/ wF) Jy—R/—F .
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b) show version

AA=VREHLES, ZOav s FEFEHLTHLWA A=Y=V a VAR LE
D

GE) LA A—VET— b THE7— =X TAHICERSAETA, KIZY
B—RFSNLZETITHLWT — b —F A=V g NIRRT A,

KD show version =~ > RO I T, 7734 AD Cisco I0S XE Everest 16.6.2 1 A —3
DIFWPER SN TNET,

Switch# show version

Cisco I0S XE Software, Version 16.06.02

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Tue 10-Jul-18 06:38 by mcpre
<output truncated>

B TOSS<T Aoy TNNARAN—=23 D7y THL—FR

I, N R =T TR I TNV Ty — AU T EELET, BE TR T T VimE T
NA A (CPLD) N"—=2a D7 v 7L —R7av AL, Y7 2T ARA—=DT v 77
U— RRIZEATTHOMERDH Y 7,

| o

EE C(CiscoIOS XE Gibraltar 16.12x 21X, 77— U =T DT v 77 L — KN NWNETT,
CPLD O/ 3—< 3 > 1 19032905

CPLD N— a3 D7V TITL—F NN TFARLSEYT L DHRTE
¥i#E EXEC =— R o, ROFIEEZFEITLET,

FIE

ARTFYT1 ZAZRADA—INR—=NRNAYPFE 22— LD CPLD X—a D7 v 7 L—FR
TIT 4 TIRA—=N= A P THRDa~v FEATTLET,

a) Device# configure terminal
b) Device (config) # service internal
C) Device (config) # exit

d) Device# upgrade hw-programmable cpld filename bootflash: rp standby

AB N DA=IR= AP 2= /LREHEIICY 72— K&, ROMMON C7 v 77 L —
KT ET, 7o 77 L— Kb, 2—— R FE Y 2 — T HBNICEROFSEA ST
W, RS OREFET 7T 4 T OEFIT/ D 7,
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CPLD /A— 3 27w 75 L— K : Cisco StackWise Virtual 0% [

WOFNEIZHET R, ZAZ 2 D A== PE T o2 — LNEE L. SSO Mgk (kv
N SNOETHFELET, TR 17 5000 1,
ATy T2 Y02 DOFET

a) Device# redundancy force-switchover
ZHUCED RF AL DALY (AT v T 1 TCPLD DT v 77 L— RRET
) ST IT 4 TIRA—IR= A FEY 2 — L7 ) £7,

ATYT3 HLWAZ LN DA— =R PFEL 2 — LD CPLD N—T 5 DT v F 7 L— K
AT EZDOTRXRTOYT AT v 7T HEYIRLET,

GE)  FPGAN—Ta N —HLTWARWIREETHA VAT AEZBIELRWVWTL ZEW,
FPGA N— 3 it WD A—R— N, P T—FEIZ 1 OTHOT v T L — RT3
WHAH Y F9,

CPLD /A— 3 > D7 w74 L— K : Cisco StackWise Virtual D% E
i EXEC E— R0 D, RO FIEEZETLET,

FIE

RARTFYT1 RAEZUARNADA—IN—= R BPFE 2 — )LD CPLDX—a DT v F 7 L— R
TIT A TIRA—R=NA P TIRDa~vy REALET,

a) Device# configure terminal
b) Device (config) # service internal
C) Device (config) # exit

d) Device# upgrade hw-programmable cpld filename bootflash: rp standby
RFYT2 AF L RADA—IN—NAFELa—NEYa—RLET,
a) Device# redundancy reload peer

T v 77 L— RABROMMON CiTboNET, T 77 Lb— R A== PFE 2 —)T
HEWIZEROFEAZITO, N5 0MITIET 774 70F £ £,
WOFNEIZHETeHTIC, AF N DA—=R= A P 2 —/LRNEEI L, SSO WNEK (K
K ENDFETHELET, ZHITIEEHN 170000 F£9,

RATYT3 IV EADELT

a) Device# redundancy force-switchover

THUZED, RFLALDA—S=ALHF (RF v T 1 TCPLD DT v 77 L— FNRFET
ﬁ) 753\\7&5“/{ 7“/—&}»—-/\0»—/{/( ‘HS‘:E“,\/“:L‘_‘/VQ:.%J? D gﬁﬁ‘o

ATV T FHLWAZ U NANADA—N—= NN PFET a2 — )LD CPLDX—a DT v 7 L— R
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B croi—C32079 75— F: oL R—R— U BV —LORE

HLWAZ U ARADA—NN—=NRNA P E 2 —)L T, TRTCOYV T AT v T 2EGHARAT v 1 &
2EFITLET,

CPLDN—2 a3 DT7 Vv TIOL—FK: VT RA—IR—NAHF ED 21— )LOETE
¥iME EXEC E— b, WOFIEEFITLET,

FIE

TIT 4 TIRA—IN= R PFEL 22— )LD CPLD X— g DT v F 7 L— K
TITF 4TI A== N A P TCRDa~vw REANLET,

a)
b)
<)
d)

Device# configure terminal
Device (config) # service internal
Device (config) # exit

Device# upgrade hw-programmable cpld filename bootflash: rp active

A= N—= AP ET 22— LB EHEMICY 2— FE3, ROMMON T7 v 7' 7 L— K¥ThivE
T, T T T L— K, Z— =R FE 2 — VTEICEREOFEAZITV. 55550
3T VT4 TDOFEFICTRY F4,

Bl: NATFRLASEYTFARETHDCPLDDT7 Yy TIL—F
WO, "AT_XASEYTF 4BETOCPLDOT v 27 L— R a2 LTWE

B
1

~— hCisco I0S XE Gibraltar 16.12.1 : 7 — r o —FZNHEBMIZT v 77 L— FENE7,

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): boot loader upgrade successful
$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): Reloading the Supervisor to enable the New
BOOTLOADER

Initializing Hardware...

System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE (P)
Compiled Mon 04/15/2019 10:19:23.77 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareResetTrig
C9400-SUP-1XL-Y platform with 16777216 Kbytes of main memory

<output truncated>

CPLD O7 v 77 L— R

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # service internal

Device (config) # exit

Device#
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**Feb 27 12:49:27.446 PST: %SYS-5-CONFIG I: Configured from console by console

Device# upgrade hw-programmable cpld filename bootflash: RP Standby
Firmware upgrade will require the standby supervisor to reload. Do you want to
proceed? (y/n) y

*Feb 27 22:22:22.267: $SPARSER-5-HIDDEN: Warning!!! ' upgrade hw-programmable cpld
filename bootflash: RP standby ' is a hidden command. Use of this command is not
recommended/supported and will be removed in future.

*Feb 27 22:23:00.059: $IOSXE OIR-6-REMCARD: Card (rp) removed from slot Rl

*Feb 27 22:23:00.063: %SMART LIC-5-EVAL START: Entering evaluation period

*Feb 27 22:23:00.149: SREDUNDANCY-3-STANDBY LOST: Standby processor fault
(PEER NOT PRESENT)

*Feb 27 22:23:00.149: SREDUNDANCY-3-STANDBY LOST: Standby processor fault (PEER DOWN)
*Feb 27 22:23:00.149: SREDUNDANCY-3-STANDBY LOST: Standby processor fault

(PEER _REDUNDANCY STATE CHANGE)

*Feb 27 22:23:01.148: %RF-5-RF_RELOAD: Peer reload. Reason: EHSA standby down

*Feb 27 22:23:01.158: $IOSXE_REDUNDANCY-6-PEER: Active detected switch -1 as standby.
*Feb 27 22:23:01.636: $IOSXE OIR-6-REMSPA: SPA removed from subslot 6/0, interfaces
disabled

*Feb 27 22:23:01.646: %SPAioIR—6—OFFLINECARD: SPA (C9400-SUP-1) offline in subslot
6/0

*Feb 27 22:23:01.670: $IOSXE OIR-6-INSCARD: Card (rp) inserted in slot RI1

A= R=NA P 2= B— KEi, ROMMON &— RTT v 77 L— RR{Tbi
¥9, CPLDOT v 77 L — RED AKX LN Z—s8— A PO 2RI LET,

Initializing Hardware...
Initializing Hardware...

System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE (P)
Compiled Mon 04/15/2019 10:19:23.77 by rel

Current ROMMON image : Primary
Last reset cause : PowerOn
C9400-SUP-1 platform with 16777216 Kbytes of main memory

Starting System FPGA Upgrade .....
Programming SPI Primary image is completed.

Authenticating SPI Primary image .....
IO FPGA image is authenticated successfully.

Programming Header .....

FPGA HDR file size: 12

Image page count: 1

Verifying programmed header .....
Verifying programmed header .....
Programmed header is verified successfully.

T I A I O I |

Power Cycle is needed to complete System firmware upgrade.

It takes ~7 mins to upgrade firmware after power cycle starts. Perform the FPGA

upgrade for the standby supervisor board (using the IOS CLI from the active
supervisor) .

“upgrade hw-programmable cpld filename bootflash: RP Standby”

The Standby supervisor will get reloaded automatically. FPGA upgrade will take place
in Rommon context.

During the FPGA upgrade, the Supervisor will get powered cycle, and remain inactive
for approximate 5 minutes.

b. Once the standby boots up completely (form

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9400 ') —X XA/ wF) Jy—R/—F .
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DO NOT DISRUPT AFTER POWER CYCLE UNTIL ROMMON PROMPT APPEARS.

| A O I O

Power Cycling the Supervisor board now !
Initializing Hardware...

Initializing Hardware...

System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE (P)
Compiled Mon 04/15/2019 10:19:23.77 by rel

rommon >
ROMMON E— R TN—V 3 VAR LET,
rommon >version -v

System Bootstrap, Version 16.12.1r, RELEASE SOFTWARE (P)
Compiled Mon 04/15/2019 10:19:23.77 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareResetTrig
C9400-SUP-1XL-Y platform with 16777216 Kbytes of main memory

Fpga Version: 0x19032905
System Integrity Status: 134ABCE 6A40 6A48

Z D&/ v a T, CiscoCatalyst9000 2 ) — X A A v F CEAATRERERED T A &L A%y
= OWTEIA L ET,

FAEVALARL

Cisco Catalyst 9400 > U — X A A »F THEMAEER Y 7 b7 = THREIX, RO X H1T, EARE
AT RALDFTA B AL~V EENET,

HEEXSAEUR

» Network Essentials

* Network Advantage : Network Essentials 7 - & > A Cffi F B/ M8 6E & BIIMEEE N & v E
—a_o

TEFYSIA4EUR
T KA T A ' AT, BI#ESAME L LT Network Essentials & 7213 Network Advantage 73 /%

T, 7 RATA B AL~ULTIL, AA »F721F T7 < Cisco Digital Network Architecture
Center (Cisco DNA Center) ThI Z2adDA ) _N— g L blEZEONET,

* DNA Essentials

« DNA Advantage : DNA Essentials 7 A &z > A Cfifi i Al E7e i RE B IIBERE N & E N E T,
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sqt22547 |

7Ty N7 — LY AR MCET AEREBIE L, AN TEDL T B ALV R
9% ZI%. Cisco Feature Navigator Z {1 f] L £9°, Cisco Feature Navigator {27 7 & 24 521,
https://cfong.cisco.com (ZHEA F F, cisco.com DT I T2 MILEH Y THA,

SA2IRAALT
HEHAEER T A B AZ A TITRD LY TT,
KA TABU ALV, AR L,
I & TR A LUV, 4R, SR, F0T 7 EOBIR,

o« FFAf ;BRI LD T AR,

FAEVALRL  FREDAA FSA4

« JEARZ A A (Network Essentials 35 J U8 Network-Advantage) O{F 38 X OVEITIX, 7K
ANTARAIAT DR ET,

« 7 KA 7 A+t A (DNA Essentials 35 J. ' DNA Advantage) O{F3(E X VEITIX. A%
M &E T4 B AZA TORERY ET,

Xy MU= TARVA VNV EBRLIEGEIET RAE U T4 BV ALSNUREENT
W, DNA OREZ T 25613, ARSI DENS T A &2 2 &2 B L Thl
SREMEMT o0, T RAUTA B RAEZHT 7T 4 7L THBAASL v F ) m—FL
THEART A& ABRE TOEH 2k L £7,

CHRTAVRLLEBILT RAVTA R AEBAT 256, FF STV DA GO
L. R ENTOARVARDREIER L TS,

KR 1:FFAISA TV SHAEDLE

DNA Essentials DNA Advantage
Network Essentials %t s FEXT s
Network Advantage e i

S Z DA DHEILDNA T A v ADOEHIFCOLMEATX £9. DNA-Essentials
AR XA TE EH A,

FHIE T A B ABELTH I T TEERA, ZILHD T A 2 AL Cisco Smart Software
Manager CIEBF S 4197, 90 H CHIRRGIALIZ /20 £5°, FHMEiT7 A B AIXAA »F T2
JHERATE, BAEKTL2ZLIXTEERA, FHE 7 A B ARHIREINICRD &, 2D%
275 HiIZB R EE L AT A A v —UNER S, ENLBEITERERIET, Va—
R, ARBIROUNIFHE T A B AE/ET 77 4 X— b2 LITTEER A,
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B x=—r51t02

AX—bZ4 VR

Cisco AV —FI7A BV RAIHETA B AEHE I AT ALATHY, Ciscoldfbd Y 7 b =T 5
AV AT RTEEHRLET,

TDOITARBAEBFHLT, YAy 7 b7 A, A, B, B, EHTEE
T, B—Da—V—A =T A%BEL T, 74 AOFTAMECHE R 5 EH
NI ET,

OV Y a—asE, Av— T U b & Cisco Smart Software Manager THERL S AL E T,

A=K T AT NIV RARAY T N 2T EEDT L TA T D FTHY, Cisco Smart

Software Manager % fifi 92 72 DIZ 42T, Cisco Smart Software Manager T, 7 A &1 &
DEER, BEMEER, BT, Ik W\ olo, T4 B AFHICHET 2T XTOX R #FITT
EFET, 2=V —ZBEMLT, A=K THTY FRBEED—F ¥y LT BT MIxtd 57
7B A LHEREAT B TEET,

| o

EE Cisco Av—F 74 B RIIT 74NV EFTHY, T4 BV RAEEHTH-OEHTE 50—
DIFETY,

AYX—bSA4 2 ADEMH

WIZ, FHO0HMNSEN HORER% Cisco I0S XE Fuji 16.9.1 LIED U U — 2 &2 EITL TN DHT
A ANGEERET 270 AOMEELRLET, £X A7 OFATHIECZOWTL, =207 ¢
Xal—var A R~DU I bR LWEREBRTE E7,

FIE

AT w T 1 cisco.com ? Cisco Smart Software Manager ~D % v hU— 7 &5 2 Wt L 97,

MERYVV—ADY T vy =T a7 4FXalb—var A4 KT, [SystemManagement] —
[Configuring Smart Licensing] — [Connectingto CSSM| # &M L T 72 &0y,

ATV T2 A~— T AT VEAERLTCT 7T 4 7HbT 50, BFEOA~— T A hTrZ AL
7,
A= KT Hh o "EEMRLTT 7T 4 7463 5121, Cisco Software Central @ [Create Smart
Accounts| 27 7 EALET, A~— R T AWV NaT 7T 4 7 TEDDIMEREFF>2—
HF—721F T,

AT w73 Cisco Smart Software Manager D~ N7 v 7 &5 T LET,
Q) AV—hKNYT7 U7 T4V UTERICAELET,
b) N=F Y AT AV bERBERBLETREL, FNA—F Y ALT DT hO2—HF =T 7

T AMEEBRTELET,

N—=F X LT H v b, FELM, WX AT ITITNV—T RIS TIA B A%
S0 B E T,
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c) Cisco Smart Software Manager 78— % /L CHEk h— 7 &AL, b—7 U ZEHLTTFA
ARG LET,

VBRIV —ZADY 7 Y27 a7 4Falb—ar A FT,  [SstemManagement)
— [Configuring Smart Licensing] — [RegisteringtheDeviceinCSSM| # & L T 7230,

TTTHERDL IR ET,
« TOA ANKREINTHEHTE HIRREICR D 97,
EAFEHLDTA B ANAS—NT T MIFERENET,

BEFHTINAATDAI—,SA U ADFER

Cisco I0S XE Fuji 16.9.1 LARE TiX, THHMIFHICY 7 Ry =T "=V a RN 7reya=r7
SNTZREFHT A ADYE, EDT /N ADTXTH T A & AX Cisco Smart Software
Manager (2883 5 £ TRMliE— FOIKEIZ/R D £,

MY ) —ADY 7 vy x2T a7 4 F¥alb—rar 4 KT, [SystemManagement] —
[Configuring Smart Licensing] — [Registering the Devicein CSSM| # &M L T 72 &0,
YILDITFDTY T L—FREREFTI VI L—FIZKBRI— SV AANDEE

Cisco I0S XE Fuji 16.9.1 LI ClE, A~— T A4 BV ABRT 74V FTHY, ME—DTF A&
2 ) 22— a9 T, TRTDOITABUVANRAT— IS B AL LTEHINET,

| o

EE  CiscolOSXEFuji16.9.1 LI TlE, BHME (RTU) 74 o AE— RK2FEIES, BIET % CLI
® licenseright-to-use =~ > RHEHTE R0 F L1,

A — b IA BV RAEYHR—=FLTNABY ) —RA~DT v T T L — R KRAY— T4 2%
PR—F LTV U —Z~DBITICE > T, T ADTA B U RAITHENR ST LICTE
BELTLEEN,

s LIRID Y Y —AMBAI—bSA 2V REYR—+F DY —RIZFTY T L—FLIE
& BEfFDO T TD T A & AL Cisco Smart Software Manager (2887 5 £ Talit— F
DIRFEIZR D ET, BERTTTDHE, A= T AU FCHEATEALIICRDE
j_o

MERY ) —=ADY T vy =27 ary7 4Xal—ar A4 RT, [SygemManagement]
— TConfiguring Smart Licensing] — [RegisteringtheDeviceinCSSM| ZZ&H L T Z 0,

cAX— R SAEVADRYIR— FENTWEWNW) Y —RIZEH S L—RLEEE  T31
ADTRTCDAST—ITA BV ABUERD T A B ANIEBREIN, T/ ZADTRTDA
v — A B RIERPHEIRSNET,
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B xr—vvoharsqy

R— 2 00HA K54

BEHEAr— U 7 DOHA KT A ZDOWTIL, Cisco Catalyst 9400 > U — X AA v F DT —H
b EZRLTIIEIN,

https:/www.cisco.com/c/ja_jp/products/collateral/switches/catalyst-9400-series-switches/nb-06-cat9400-ser-data-sheet-cte-en.html
https/Avwwicisco.convclenfus/products/collateral/switches/catalyst-9400-series-switches/nb-06-cat9600-series-line-data-sheet-cte-enhtml
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HIREIE & HIFFER

e hE—)L 701/_‘?/7J‘\°U T (COPP) . system-cpp policy T?ﬁﬁéhjﬁy izﬁ)?
T4V MEOEEDOGE, FNH0 7 7 AT AE#RIZ showrun =< > R CERI
FH A, ROV IZ, $4E EXEC & — KT show policy-map system-cpp-policy % 7= 1% show
policy-map control-plane =~ > & H L T 72 &0,

« Cisco TrustSec Dl ZIA : Cisco TrustSec ITWFLA L F —T = A A TOHKETE ., W
A B =T 24 ATIERETEET A,

* Flexible NetFlow O fl|[RE1E

o 4 —HP v MEFAR— b (GigabitEthernet0/0) % f# ] L T NetFlow =27 AR — k&%
ETDHZ LI TEERA,

s LA FV2R— I F X RN, =T RNy J R RNANBREOREA LV H—T = A AT
n—E=FEHETHIELITITEEREA,

cRUCA L Z =T = A ADFR CHAIZOWT, WL A7 (IPv4, IPv6, E72i37—4
Vo) O7a—F=F 2 HERETH I EILTEERA,

e n— R =7 OHIFREE : Cisco QSFP-4SFP10G-CUXM B34 7 — 7 L 2 3+ % 53
Ay HEIR I 2= a URT 74V hTHEMNCRD £7, b O —FokE TR R I
VE—Ya PP R—= FENTWARWESE, U2 IidEEILER A,

o FH A E A MEOHIFRFIA : Cisco QSFP-4SFP10G-CUXM B84k -7 — 7 v 2 {#i il L 7= 40G
U Z1Z8WT, U7 O—JF) Catalyst 9400 > U — X A A »F Tt 5 — )8 Catalyst
9500 > U =R AL v FOLE, U ZITEE LRWN—TTORT v FIRIEICR Y £,
Z DT NA A O AIEREDFE A BT 5 121%, Catalyst9500 > ) — X 24 v F DA
v H—T A ATspeednonegotiate 2~ > FZ@H L9, oz~ Rk, BEixa
T—va rEEHILTY U7 ET vy IREBICLES, BEix I 2 —2a U ERETT D
(21X, no speed nonegotiation =1~ > K& H L F9,

« In-Service Software Upgrade (ISSU)

* Cisco I0S XE Fuji 16.9.x 7> & Cisco IOS XE Gibraltar 16.10.x % 7213 Cisco 10S XE Gibraltar
16.11.x ~D ISSU IZH AR —F ENTWEFA, ThiE, I A== A(H £
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Ca—nbETaT N AR NP T 2= VDOl Oy T v SIS E
D
« Cisco I0S XE Fuji 16.9.x & Cisco [0S XE Gibraltar 16.12.x -~ ISSU O E47H, OSPFv3
T interface-id snmp-if-index @~ & R E I TWRWE AT v MEKPFEAET D
AIREVEA S D £97, ISSU 2 FEITT DB, AT F U AMMH T A A% F v b
D=0 bl (AT 28— FEELMT) Lo, FA0Z interface-id
snmp-if-index =~ > RZRE L TEBW T 2S00,

¢ ISSU TlIF T v ZA LR LTT v 77 L—REF(TTEXETN, AT AWM
HIZOBFEITTDHZ L EBEID LET,

e VT 2T VY —ATEAISINTH LWEEE THRIEDE BN LB EEEIC SN T
1, ISSU OFEITIRFIZH NI LRNTL 0,

HUT L= NEONA=Ta DY T T =T A A=V THATE RWEREIC DWW T
13, ISSU ZBRA T D ATCHEZNIC L T E &,
* No service password recovery : ROMMON 73— 5 > R16.6.1r 33 L OV R16.6.2r TiX. Ino
service password-recovery] HEREIZEEH TE £H A,

* QoS DfillF)FIH

QoS Fa—A VIR —HFRETIHEEIL, Fa—A TRy 77 DEHDI 100% %
BRI T L TLEZN,

W TA B =T A ATOR) Vo TBIOY—F VR =N R— it

F9,
e ZA yFRBA L EZ—T A4 A (SVI) TORY —D~—F L IRPR—FENT
b\‘ij‘o

AR NTFX XN AL E—T AR FNRNMA U E—T oA A BILOZOMOGHEE
AH =T 2 A ATIL QoS RY —THR—FSNEHA,

CRB I Fa— A TBIOATYa—Y 7 (SQS) 1. 1.4Gbps Z#i## 2 % CPU /N
TRy hERry A LET,

cTLEM AN NS PV a2 — b (=R =T) TIENEMERYAR—hShET,
7 b0 =7 OILENENE CiscoIOS XE Everest 16.6.2 LA TH R — b SN CWET, 727210
B934~ 5 Route Processor Redundancy (RPR) #EEIZH AR — F & FHA,

AA v FHA—"—%FEFTT HHEINZ, show redundancy. show platform, show platform
softwareiomd redundancy =~ > R&fEH LT, M5OSSO B INTNDH I &, BX
O'IOMD 7REANFET LTINS Z L AMRL T30,

% @ showredundancy O H /1F1Clid, W HDOSSONFER SN TS Z L 2R TE £,

Switch# show redundancy
Redundant System Information :

Available system uptime = 3 hours, 30 minutes
Switchovers system experienced = 2
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Standby failures = 0

Last switchover reason = active unit removed
Hardware Mode = Duplex

Configured Redundancy Mode = sso

Operating Redundancy Mode = sso

Maintenance Mode = Disabled

Communications = Up

Current Processor Information

Active Location = slot 3
Current Software state = ACTIVE
Uptime in current state = 2 hours, 57 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x1822

Peer Processor Information

Standby Location = slot 4

Current Software state = STANDBY HOT

Uptime in current state = 2 hours, 47 minutes

Image Version = Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.8.1, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Tue 27-Mar-18 13:43 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x1822

RO show platform =~ > ROHFEITIEL, WHO SSO DL SN TNDHZ L, B
HA STATE 7 A —/V N7 ready 278> TWVWH Z L 2R CTE £,

Switch# show platform
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Local RF state = ACTIVE

Peer RF state = STANDBY HOT

slot PSM STATE SPA INTF HA STATE HA ACTIVE

1 ready started ready 00:01:16
2 ready started ready 00:01:22
3 ready started ready 00:01:27 ***active RP
4 ready started ready 00:01:27

<output truncated>

& @ show platfor m softwareiomd redundancy =~ > KOH B TIL, T XTDTA 2 —
RED 22— L& A= =R FET 2 —/LD state M ok IT/RH>TND Z L EERTEE
4, ZhiE, IOMD 7u v ANE T Ll a2 R LET,

Switch# show platform software iomd redundancy
Chassis type: C9407R

Slot Type State Insert time (ago)

1 C9400-LC-24XS ok 3d0%h
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2 C9400-LC-48U ok 3d0%h
RO C9400-SUP-1 ok, active 3d0%h
R1 C9400-SUP-1 ok, standby 3d0%h
P1 C9400-PWR-3200AC ok 3d08h
P2 C9400-PWR-3200AC ok 3d08h
P17 C9407-FAN ok 3d08h

<output truncated>

T — b= ="~ 5 16.62r TlX. M.2 SATA SSD K7 A 7{Z ROMMON 7' & 7
I (rommon> dir disk0) T/ 7B ATAHILIITEFEFRHA, MLTDIT 7 AN AT LT
2 RIVNTNA ZATRONERNWI EERT T — A v E—UNERINET, T
TA TN T — b —F— =3 21662r TT 7 v AT HEE1EL. EEIEIC Cisco I0S 7
BT ENLT I EALTLTEEN,

¥ a7 >z (SSH)

eSSHNN—Va 2% HL TV, SSHAA—V g3 v 1 FAR—FINTWEY
/\/o

« SCP B X U'SSH OFF B ED FEITH X, SCP D AHL Y Fatk AME T35 F T,
TNAAD CPUMNEL 2D Z ENHEINET, SCPIX, Xy FU—F EDAKRA B
MTO7 7 A NVEREETR—FLTEY, BEEIZSSH 24 L £,

SCP B LU SSH OFEIZBEIZIN— F Y = T S{b= P THR— F SR T
Wiz, BB L EE LD T 0 AN Y 7 by 2T THEITEND Z & TCPU MREL
720 F9, SCPEBLUSSH 7 1k A2 CPU RN 40 ~ 50% (272 5557
HOETH, TRAART Yy NEDTENDZ LT EHA,

TACACS LV v —a< 2 K L — tacacs-server host =< REZERELZRWVWTL 72

W, ZOavry NEREILESNE LT, T A ETIITENTWALY 7 My =T /"—V g
>3 Cisco I0S XE Gibraltar 16.122 DIEDO U U — A TH L6, LIV —a~wy REEH
T2 LRGEN KT A AREERHV T, Fe— L a7 4 Fal—ar E—RT
tacacs-server 21 > K& L F 9,

TN ORFME TR A= R—= NN P 2 — LB T AEER. AL T
T R—FFD Ry MEEER/RIZIZ D701, T o7 ) 7 Xk BICT 5 2
EEHEREL ET,

7/ijﬁmﬂﬁ&%% I, DA R FED 2= VDRI LA H—T = A

WRUHATDRNT U —NEYV 2= VRHLHREDZ ETY, XX, FTri—
/\M&@H SRV AN QAYAIA TenG1gab1tEthernet4’ VHE—=T 2 A ANT 7 4 ED 10G E—
RTEMELTWDELET, ZO5HE. b9 —HDA— = "AFORIET HA v & —
Tz A AZ10G R T =3BV, EROITAREE L A2 3, R IRREIC T
HZ LT, SWO RNy Mk a2—P—2 7 2 = U AREGHELSVET,

Ty PV RIERFRTAR D DIL, —FTDA— /=AW T — N EN S 5 —FF
DA—IR=NNA P L —FLWA L Z—T 2 A ADXXT N1 DU EHDHHETT,

USB OFREE : CiscoUSB KT A T & A A v TSI D &, MFORS{LFaiFx—7T
Ff7’f:7O)wquﬁ)fi??E§%Lgiﬁﬂ USB Ff7’f:7ﬁ)2) wunﬁﬁﬁg)ﬂf ﬁ)ﬁ£{m5§jtiﬁb\f;

password encryptionaes =~ K& A/j§5 & a—/LITRD A /JZ**“/#?%/Té%Li
R
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B =z:
Device (config) # password encryption aes
Master key change notification called without new or old key
« VLAN OfilfR: A A » FOFRERFICT — 4% &8 %b%4/%E%L x4/%x&/7£
{RTH S VLAN & (357257 —4 VLAN AR 2101k, PIfRICER SN0 BE21T 5
TLEBEDLET, 1 0O A —T =2 A DT — && %b%4/’ﬂbfﬂb
VLAN 3 E SN TV DA, CPUEMENE 2D T35 ANEELE ST 5 AlREMEN
b0 FET,
* YANGT —# €7 U v 7 OFIREIE : ¥R — b I7 5 NETCONF O KRR v o 3 V¥
20y a3 TT,
« Embedded Event Manager : ID f X2 s 1 7 27 %1%, Embedded Event Manager CiX ¥ 74—
FENTWERA,

AN
BB

A CIX, CiscolOS-XE Y U —ATO TP L2 WEHEICOW T LES, Baio U Y —AT
F =T N o TWAEEIL, A —T U ETITFEREAE L THRDO U Y — A5 &R E
7,

Cisco Bug Search Tool

CiscoBugSearchTool (BST) ZfiH4 5 &, /S— FF—LBERITRG, V) —X, F—U—

WCESWTY 7 My =T NTHERB L, ANTFEM, 8, N—TarhloxEr—2 2458
WTHZenTcEEd, BSTIE, kv hIT—27 VRAIEHBLOT A AD N T T a—
T A TICBNTHEEE N ESED LIRS TVWET, ZOY—LTiE, ZLT v
X IITHEADWNWTNRT T 4 FZ L, BBATNIET D888 KON O T B2 — 222k
LHrbTEET,

FEOEMAZ R TDHICE. DEZ U v 7 LET,

Cisco 10S XE Gibraltar 16.12.x Dk fZRDFE S

FHIRE ID F S BLL]

CSCvr74931 R— R F v ROV RIUREBR T~ VT F v 2 NMLEIZRER 373525

CSCvr90465 MACSEC U > 7 8V v 7 77 » 7 Clalig Ligw

CSCvt25139 %PLATFORM_INFRA-5-I0S_INTR_OVER_LIMIT : 10S * L v R#EhE|
ATr

CSCvt60188 RAERREDHIBRIZ LD 2R Z ", Y m— RRFETEND

CSCvu47903 RPF EENFENTHRA T 47 LT Fx A b 7 0—OFRPD/r v ki
Fey 755
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Cisco 10S XE Gibraltar 16.12.3a DR EFHDFES

A% ID {F S SRER
CSCvu62273 T w7 L— KfZCLI % [tacacs-server] CLIZ>HHT LV W—T g 2 H

7y T T L— T O0ENDD

Cisco 10S XE Gibraltar 16.12.3a DfZ R FADAES
ID SRER

CSCvt41134 Av—hxZ—Y = (SASRevWQWrk2) WRIKTHEESN DY v— K (F
7217 — b Lv—"7) BREAT B

CSCvt72427 16.123 ZFITL CWD AL v T, T 74V NUAND R A T 7 VLAN
DT BPDU Z ALE L 720>

Cisco 10S XE Gibraltar 16.12.3 D2 R FADFES

ID Bz

CSCvm55401 DHCP A X— ¥’ > Z"C ip dhcp snooping information option allow-untrusted 73
HESNTWVAEAICDHCP 7Y a v 237y R Fay 7&8nh5 2
ENRHD

CSCvp51129 9400 : MACsec U 'V ARET 4 > RUDY A ANRBNOY A XITRE SN

TWTH O EEREND

CSCvp73666 DNA : CDP OflfRICE Y, LAN HEfL TET 7 /34 A& PnP =—V = &
rOBDY 7 RFRE SR

CSCvq24181 SNMP CTTDR 7 A hZRELTRICT T vadT B LR 72D

CSCvq72472 AA v FOVU a— RZIZ SVI @ private-vlan mapping XXX DR EMNFEIT =
V74X al—arnbikbinbd

CSCvq91675 1612117 v 77 L —RT 5L ceme DT Ty aBBNTT 7547 &
2B, DRSO A== A PRI Ty ad 5

CSCvr23358 AL v FTTRFUIT/NA ASGT ZiBINT 5L, = REA MDOEE
TCIP ZHEEE L7-F £, IGMP B A v — VN B SN D

CSCvr38087 T4 27— RO OIR ZIZ2Wi— 7 — %4425 (C9400)

CSCvr59959 Cat3k/9k ® 7 11 —~— & SPAN (FSPAN) NEH DT v 3 UBERESH

TWBEAIT—HIHTLERE L 72\

CSCvr63642 LC D OIR & AL v FA—/S=DRIZFAMGET A v 2 —VBRRFSNTIC
HMS R A LT 7 h %
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B cisco 105 XEGibraltar 16123 DRRREHOFES

D EHEA

CSCvr75014 16.9.4 775 16.12.2 ~?D ISSU DFATHIZ MAB 7 7 A 7 F MAHFRRES 1L
%)

CSCvr79474 cefcModuleOperStatus 47~ =7 F @ OID U A ~Z HW-faulty 233/~ S 4L
72\ (MIB : CISCO-ENTITY-FRU-CONTROL-MIB)

CSCvr82402 entSensorValueEntry ® 27 = U TSNMP 3% A AT 7 b9 %

CSCvr86223 9400 TiX SVL THEJEILEET— FZRETE 20

CSCvr88026 C9407R DEFFRTEMN Y v — F#%IZT 7 4 /v kT combined 1272 5

CSCvr88090 Cat3k/9k 7% show platform software fed switch 1 fss abstraction D FE1THE|Z
Ty T )

CSCvr90237 A —3—= /34 #HR— h TMKAMACsec Z i LT SSO # F173 % & #idk
DORIENIEAT 5

CSCvr90477 Cat3k/Cat9k T2 ED 7 T 7 A7 —31 3 > D more-fragment 7 7 7 3 E L
CRES NN

CSCvr91162 LVAXY2T7T7 9T 4V TICEDIGMP 7 =) DT T T 4 v 71k - T
Fv T —7 BMEIET D

CSCvr92638 OSPF #Mi % A 7 1 — R 2% OSPF 5 — X ~_— | Z1%d 5 73 RIB 12720

CSCvr8281 H72 1P DEEADFAE LT ITE LS 7 L RRED SVI A5 GARP T
%

CSCvs01943 lMogin authentication VTY authen| 7% [line vty 04] 2>6DFHK%E LTV 5

CSCvs14374 HEDOR—PbDT T T TAAURNANT T aTh

CSCvs14920 Ly RY =V OBIC L D70y VDA —nN"—F 0Tl Ty adh

CSCvs20038 OpenFlow “E— R Catalyst 2 »» FC qos softmax g% E A 72 5720

CSCvs25412 PACOT R EY a = ZHNC CTSBRET —# DX T m— RERA R Y
H—Ehb

CSCvs25428 Netconf ¢ IPv6 BGP B 7 IZkf L Tifo> TIPvd 7 KL A7 7 2 U 3L
b

CSCvs30569 T LA DDA LEIZ cmand 237 T v v 2T D

CSCvs35355 OIR A X MEIZCMCC 37 T v a$ 5

CSCvs36803 R—=hrEX2 VT4 BEHASNTWLIHEEICNN— RV =T TMACT R

AT == T NETE N
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Cisco 10S XE Gibraltar 16.12.2 DfZRFH DT EA

1D e

CSCvs42476 7 I7AT 2 PORFTKI LT &7 T v adD

CSCvs45231 EAPoL i@ A1 & » T sessmgrd 702 A TAE U RNENRETD

CSCvs50391 SG EHE O BWIRKEHZFED N7 T v 215

CSCvs50868 16.9.X T NetFlow (ZP# 9% FED A€ Y U—27 3% 4ET 5

CSCvs61571 Cat3k/Cat9k : BEERIRT — T L DN— R T =T R X U T A BBAD &
OBJ DWNLD_TO_DP_FAILED # %49 %

CSCvs62003 CoPPRY Z—=TDARP b7 7 4 v 7 ODFICEY 3% (IE LW
['system-cpp-police-forus| )

CSCvs68255 IS-IS A LSP R Z X 5 L b L—A Ny 7 B34 L, #H LU LSP Tlif#
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