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e T4 ~<VUSPI 7T v 2T /A4 ADROMMON OF » 77 L— K

ZOROMMONIZHENIZT v 77 L— RENET, A v FOREFOY V—ANDLZH
PBEOY U —RZHDTT v 77— RTHE X2, HLWU U —RZH LV ROMMON
N=2a v NHDHHEEIE. AL v TFON—RT =T =V g3 NIHESNWTT T4~ SPI
7T v a7 3 A0 ROMMON BRHEBIIZT v 77 L— RS E T,
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votyz7 4o b—nazok |

e I—)LTVSPI 7T v 2T /A AD ROMMON OF v 77 L— K

ZOROMMON ZFETT v 77 L— KT HLENH Y 7, upgraderom-monitor capsule
golden switch =~ > N34t EXEC E— R CASILET,

N

GH) AL T AF T DGEIEL, TIT AT AL T ERAF T
DETRTDAUN—=CTT v 7T —FREETLET,

ROMMONMWT v 7’7 L—R&End &, kDY vo— RERZENZ 20 £, FORIZLHEIOV
J—ZIZRELTH, ROMMON |ZX 7 7 L— RENLE A, EH%DOROMMON IZLLFTDS
RCOY V=A% R—FLFET,

VIDIT7A VA —)LaAT Uk

VIR ITT AR =)L ATV FOBE
Cisco 10S XE Everest16.6.2 LIfFMD 1) ) — R THHR—FEhTWET,

WBELE77ANVEALA L ARV LTT 7T 074, Vua— REbHEFEIND L) ICEFH
Zaly bTAIE, ROa~v REFEITLET,

install add file rfilename [activate commit]

ALVAN=NT 7 ANERBNCA A N—v, T7T 474k, 2y b, FiE, F2E3HIER
TAHIZE, WDa<w2 FEFITLET, install 2

add filetftp: filename ALVA =V T AN RN —2%)F— bl — g U0
LT NRAAZa—L, Ty 74 —LEA A=V D/N—
arORMEF =y 7 HFEITLET,

activate [auto-abort-timer] | 77> A %7275 4 L, T4 2%V a—FL%ET,
auto-abort-timer ¥ —"U— KA A=V DT 77 4 7{bx BE)
ize—n Ny 7 LET,

commit Vr— FMELEERFHEESND LI LET,

rollback to committed Bicaly FLiA—Ya el iz n—n "y 7 LET,

abort TrANDT VT 4 TbEHIE L, BIEDOA A F— L FIED
BRIARTICEIT L CW e =Y a it — "y 7 LET,

remove KERBLOET 7T TRED Y 7 " =27 A A F—)L
77 ANVEHIRLET,
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\)

6=

request platform software =< > K% Cisco IOS XE 27 7 /L 4 /L 16.10.1 AR CliEBEIE ST
9, ZOavr RFAREIOV Y —ADCLIIFE RS,

2L
AxX

FIEF o7 L—RidiZingal o~ > RAHT5 2 L 2HRL £,

request platform software 1< > KD E

Device# request platform software package ?

clean AT AT INORER RNy r =27 7 A VEHELET,

copy W=V " AT 4 TIZae—LET,

describe Ny lr—VONEZMER LET,

expand TN A TRy =R AT 4 TICER L £,

install WRolr—Vk A VA M=V LET,

uninstall NRolr—2h7 oA A M=V LET,

verify In Service Software Upgrade (ISSU) Y7 b7 =7 /Xy 7 —T D
HEMEZ R L ET,

A VAM=ILE—FTOT7YTIL—F
ROFNZGEN, A A=V E—FT, HBLHV UV —=RZAPBHOY Y —=RZT v 7 7L —FRL
FT, VI NIV 2T A A=V DOT v 77 L— REFEITT HITIL, boot flash:packages.conf % i
AL TIOS Z BT 5 MERH Y £7,

1R BHHIIZ

ZOFEZ. ROT T L— RO F Y AT TEET,

7y I L— KRNy )—X

FEAI ST

TyIFTTL—FK#EDOY)—R

721% Cisco I0S XE Everest
16.6.1

Cisco I0S XE Everest 16.5.1a &

request platform software =<
Y FDxH

Cisco I0S XE Everest 16.6.2 LA
D3 _XTHY Y —2=R

install =~ > NE 7213 request
platform software =~ > KD
Eb 5N, 8

Cisco IOS XE Bengaluru 17.6.x

o request platform software =~ > Ni3pElLSnE L7z, LR - T, CLIIZIEFR RSN

FFEITRY A,
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o7 va o HplL, ingal 2~ KOOI %M LT Cisco 10S XE Bengaluru 17.5.1 7> 5
Cisco 10S XE Bengaluru 17.6.1 |27 v 77 L — RT 5550 LD TT,

FIE

ATYT1 2 )V—=0T v
install remove inactive

CTOavwr REFEHALT, FEMELTCWAEEICHWA VA M—=LT 7 A1V ET ) —
Ty L, 772l 1GB U EOMHEBREZMEL T, LA A=V RELET,

KOFENL, ingall removeinactive 2~ REFEH L CREHOZ 7 AV E 7 V=0T v 7 LT

Ba DM N R L TWET,

Switch# install remove inactive

install remove: START Mon Jul 19 19:51:48 PDT 2021

Cleaning up unnecessary package files

Scanning boot directory for packages ... done.

Preparing packages list to delete
cat9k-cc_srdriver.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.05.01.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-webui.17.05.01.SPA.pkg
File is in use, will not delete.
cat9k-wlc.17.05.01.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
The following files will be deleted:
[switch 17:
/flash/cat9k-cc_srdriver.17.05.01.SPA.pkg
/flash/cat9k-espbase.17.05.01.SPA.pkg
/flash/cat9k-guestshell.17.05.01.SPA.pkg
/flash/cat9k-rpbase.17.05.01.SPA.pkg
/flash/cat9k-rpboot.17.05.01.SPA.pkg
/flash/cat9k-sipbase.17.05.01.SPA.pkg
/flash/cat9k-sipspa.17.05.01.SPA.pkg
/flash/cat9k-srdriver.17.05.01.SPA.pkg
/flash/cat9k-webui.17.05.01.SPA.pkg
/flash/cat9k-wlc.17.05.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly
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[switch 17]:

Deleting file flash:cat9k-cc srdriver.17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.l17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.l17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.17.05.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.17.05.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.
--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1]
[1]

Post Remove Cleanup package(s) on switch 1
Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 19 19:52:25 PDT 2021
Switch#
<output truncated>

HLWARA—VET Ty a|lat’—

a)

b)

copy tftp:[[//location]/directory]/filenameflash:

Zoavy FEMALT, TFIP Y —"\nb 77 v a AEVITH LA A—VEa —
LE, location |%, IP 7 KL RAEITHRA M TT, 77 ANVAIX, 77 A VEEIEIZHE
MEND7T 4 L7 b Y O ASATHRELET, HLWA A—T% TFTP B — 30 b AEH]
THHEAE. COAT v TEAFy T LTSN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.06.01.SPA.bin flash:

destination filename [cat9k iosxe.17.06.01.SPA.bin]?

Accessing tftp://10.8.0.6/image/cat9k iosxe.17.06.01.SPA.bin...

Loading /cat9k iosxe.17.06.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
| L O O O

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

dir flash:

ZOAaxy REFEHLT, A A=—YNRT7 Ty v allERICat -3l LamRLE
hd‘O

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 19 2021 10:18:11 -07:00 cat9k iosxe.17.06.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

ATYvT3 7T— NEHERE

a)

no boot system
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tvz2b—nE—rTn7yITL—F |}

Zoavry FEMALT, 7= MEHE Yty FLET, Zoavr NI, BB 2T A
DAA—=VHEZHIRLES, Z0oa~y R LGS, A4 v FIZLIENIRE S
N7 — b A=V ZE#BT L RENRH Y 7,

Switch (config)# no boot system

b) boot system flash: packages.conf
Zoawy REMFEH LT, 77— NS % flash:packages.conf IZ3%E L £ 77,

Switch (config) # boot system flash:packages.conf
¢) nhoboot manual

A v FHHET — MIRET AT, Z2oa~vr REHEHLET,

Switch(config)# no boot manual
Switch (config)# exit

d) writememory

Zoawr FEfHLT, 7— FREELRFELET,

Switch# write memory
e) show boot

Zoavwy REMHLT, 77— % (packages.conf) & FEi7— hi%E (no) ZHMEsd L
£7

Switch# show boot
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

A RA=TET Ty allA VA M=)V

install add file activate commit

IDavy REHFEALT, A A=VEAL VA =L LET,

AA—THT Ty aAENIZat—LEEAIE, TFTPh— LD Y — XA A=V FE T
TT4TAAL Y TFDT T a RTATERA LV FTDHIEEHIELET, A NAAL T
(T2 T4 TUNDAAL vF) OT7 T2 RTATERITUSB RIATI2HDA A—T%k
HBETHHE., B 7T v 2 RIATEHIZUSB RIATEEELRVWEAL VA =)L
WWERILET, 72218 A A—UNBAURAAL v FIDTT v a2 RTA47 (flash-3) ITH
%)%%é§\ Switch# install add file flash-3:cat9k_iosxe.17.06.01.SPA.bin activate commit D
EOICHRET I ILERDL D £,

WOHE, Cisco I0S XE Bengaluru 17.6.1 ¥ 7 U 2T A A=V % 7T v a AE VA VA
M= LGOI 2R L TOVET,

Switch# install add file flash:cat9k_iosxe.17.06.01.SPA.bin activate commit

install add activate commit: START Mon Jul 19 15:37:20 PDT 2021
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install add _activate commit: Adding PACKAGE
install add_activate commit: Checking whether new add is allowed

-—-- Starting initial file syncing ---

[2]: Copying flash:cat9k iosxe.17.06.01.SPA.bin from switch 2 to switch 1 3 4

[l 3 4]: Finished copying to switch 1 switch 3 switch 4

Info: Finished copying flash:cat9k iosxe.17.06.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
Finished Add on switch 1
Add package(s) on switch 2
Finished Add on switch 2
Add package(s) on switch 3
Finished Add on switch 3
Add package(s) on switch 4
[4] Finished Add on switch 4
Checking status of Add on [1 2 3 4]
Add: Passed on [1 2 3 4]
Finished Add

Image added. Version: 17.06.01
install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.06.01.SPA.pkg
/flash/cat9k-webui.17.06.01.SPA.pkg
/flash/cat9k-srdriver.17.06.01.SPA.pkg
/flash/cat9k-sipspa.17.06.01.SPA.pkg
/flash/cat9k-sipbase.17.06.01.SPA.pkg
/flash/cat9k-rpboot.17.06.01.SPA.pkg
/flash/cat9k-rpbase.17.06.01.SPA.pkg
/flash/cat9k-1ni.17.06.01.SPA.pkg
/flash/cat9k-guestshell.17.06.01.SPA.pkg
/flash/cat9k-espbase.17.06.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.06.01.SPA.pkg
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.05.01.SPA.pkg
Removed cat9k-espbase.17.05.01.SPA.pkg
Removed cat9k-guestshell.17.05.01.SPA.pkg
Removed cat9k-rpbase.17.05.01.SPA.pkg
Removed cat9k-rpboot.17.05.01.SPA.pkg
Removed cat9k-sipbase.17.05.01.SPA.pkg
Removed cat9k-sipspa.l17.05.01.SPA.pkg
Removed cat9k-srdriver.17.05.01.SPA.pkg
Removed cat9k-webui.17.05.01.SPA.pkg
Removed cat9k-wlc.17.05.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.06.01.SPA.pkg
Added cat9k-espbase.l17.06.01.SPA.pkg
Added cat9k-guestshell.17.06.01.SPA.pkg
Added cat9k-1ni.17.06.01.SPA.pkg
Added cat9k-rpbase.17.06.01.SPA.pkg
Added cat9k-rpboot.17.06.01.SPA.pkg
Added cat9k-sipbase.l17.06.01.SPA.pkg
Added cat9k-sipspa.17.06.01.SPA.pkg
Added cat9k-srdriver.17.06.01.SPA.pkg
Added cat9k-webui.l7.06.01.SPA.pkg
Added cat9k-wlc.17.06.01.SPA.pkg
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Finishe
[1] Finis
[2] Activ

--—- Sta

0ld fil

Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
New fil
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added

Finishe
[2] Finis
[3] Activ

--—- Sta

0ld fil

Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
New fil
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added

Finishe
[3]
[4] Activ

--—- Sta

0ld fil

Remov
Remov
Remov
Remov
Remov

1vz2t—rE—kTo7yTiL—k |}

d list of software package changes

hed Activate on switch 1

ate package(s) on switch 2

rting list of software package changes ---
es list:

ed cat9k-cc_srdriver.17.05.01.SPA.pkg
ed cat9k-espbase.17.05.01.SPA.pkg

ed cat9k-guestshell.17.05.01.SPA.pkg
ed cat9k-rpbase.17.05.01.SPA.pkg

ed cat9k-rpboot.17.05.01.SPA.pkg

ed cat9k-sipbase.17.05.01.SPA.pkg

ed cat9k-sipspa.17.05.01.SPA.pkg

ed cat9k-srdriver.17.05.01.SPA.pkg
ed cat9k-webui.l7.05.01.SPA.pkg

ed cat9k-wlc.17.05.01.SPA.pkg

es list:
cat9k-cc_srdriver.17.06.01.SPA.pkg
cat9k-espbase.17.06.01.SPA.pkg
cat9k-guestshell.17.06.01.SPA.pkg
cat9k-1ni.17.06.01.SPA.pkg
cat9k-rpbase.17.06.01.SPA.pkg
cat9k-rpboot.17.06.01.SPA.pkg
cat9k-sipbase.17.06.01.SPA.pkg
cat9k-sipspa.17.06.01.SPA.pkg
cat9k-srdriver.17.06.01.SPA.pkg
cat9k-webui.17.06.01.SPA.pkg
cat9k-wlc.17.06.01.SPA.pkg

d list of software package changes

hed Activate on switch 2

ate package(s) on switch 3

rting list of software package changes ---

es list:

ed cat9k-cc_srdriver.17.05.01.SPA.pkg

ed cat9k-espbase.17.05.01.SPA.pkg

ed cat9k-guestshell.17.05.01.SPA.pkg

ed cat9k-rpbase.17.05.01.SPA.pkg

ed cat9k-rpboot.17.05.01.SPA.pkg

ed cat9k-sipbase.17.05.01.SPA.pkg

ed cat9k-sipspa.17.05.01.SPA.pkg

ed cat9k-srdriver.17.05.01.SPA.pkg

ed cat9k-webui.l7.05.01.SPA.pkg

ed cat9k-wlc.17.05.01.SPA.pkg

es list:
cat9k-cc_srdriver.17.06.01.SPA.pkg
cat9k-espbase.17.06.01.SPA.pkg
cat9k-guestshell.17.06.01.SPA.pkg
cat9k-1ni.17.06.01.SPA.pkg
cat9k-rpbase.17.06.01.SPA.pkg
cat9k-rpboot.17.06.01.SPA.pkg
cat9k-sipbase.17.06.01.SPA.pkg
cat9k-sipspa.17.06.01.SPA.pkg
cat9k-srdriver.17.06.01.SPA.pkg
cat9k-webui.17.06.01.SPA.pkg
cat9k-wlc.17.06.01.SPA.pkg

d list of software package changes

Finished Activate on switch 3

ate package(s) on switch 4

rting list of software package changes ---
es list:

ed cat9k-cc_srdriver.17.05.01.SPA.pkg

ed cat9k-espbase.17.05.01.SPA.pkg

ed cat9k-guestshell.17.05.01.SPA.pkg

ed cat9k-rpbase.17.05.01.SPA.pkg

ed cat9k-rpboot.17.05.01.SPA.pkg
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Removed cat9k-sipbase.17.05.01.SPA.pkg
Removed cat9k-sipspa.l17.05.01.SPA.pkg
Removed cat9k-srdriver.17.05.01.SPA.pkg
Removed cat9k-webui.17.05.01.SPA.pkg
Removed cat9k-wlc.17.05.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.06.01.SPA.pkg
Added cat9k-espbase.l17.06.01.SPA.pkg
Added cat9k-guestshell.17.06.01.SPA.pkg
Added cat9k-1ni.17.06.01.SPA.pkg
Added cat9k-rpbase.17.06.01.SPA.pkg
Added cat9k-rpboot.17.06.01.SPA.pkg
Added cat9k-sipbase.l17.06.01.SPA.pkg
Added cat9k-sipspa.17.06.01.SPA.pkg
Added cat9k-srdriver.17.06.01.SPA.pkg
Added cat9k-webui.l7.06.01.SPA.pkg
Added cat9k-wlc.17.06.01.SPA.pkg
Finished list of software package changes
[4] Finished Activate on switch 4

Checking status of Activate on [1 2 3 4]

Activate: Passed on [1 2 3 4]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
Finished Commit on switch 1
Commit package(s) on switch 2
Finished Commit on switch 2
Commit package(s) on switch 3
Finished Commit on switch 3
Commit package(s) on switch 4
[4] Finished Commit on switch 4
Checking status of Commit on [1 2 3 4]
Commit: Passed on [l 2 3 4]
Finished Commit

Send model notification for install add activate commit before reload
[1 2 3 4]: Performing Upgrade Service

*Jul 19 15:47:28.095: $IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): Starting boot
preupgrade

300+0 records in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.315817 s, 973 kB/s

AppGigabitEthernet port has the latest Firmware

MM [1] MCU version 191 sw ver 196
MM [2] MCU version 191 sw ver 196

Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 update needed: no
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 update needed: no
Front-end Microcode IMG MGR: Preparing to program device microcode...

Front-end Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....

Skipped[0].

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...440976 bytes.

Front-end Microcode IMG MGR: Programming device O...rwRrrrrrrw..

e e e e e e e e e ettt ettt ettt ettt et e e e e e 10%
.................................................................................. 20%
.................................................................................. 30%
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Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...24506 bytes.

Front-end Microcode IMG MGR: Programming device

0...rrrrrrw..0%....10%....20%...... 30%...40%....50%...... 60%....70%..... 80%....90%....100%w

Wating for MCU to come up ..... Rr!

Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 298 seconds

MCU UPGRADE COMPLETED!!... SUCCESS: Upgrade Service finished

Install will reload the system now!

SUCCESS: install add activate commit Mon Jul 19 15:52:33 PDT 2021

Switch#

Chassis 2 reloading, reason - Reload command

Jul 19 15:52:36.588: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested

Jul 19 15:52:38.199: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp
processes exit with reload switch code

Initializing Hardware......

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled Wed 04/29/2021 12:55:25.08 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48P platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

Waiting for 120 seconds for other switches to boot
€
Switch number is 2

<output truncated>

G¥) install add fileactivatecommit =< > K& FIT L72&IC, AT AZEEBHNICY v—
FLET, VAT 22 FEITY a— FTA308IHD A,
A A M=)V E R

VI RT2T DA LA M= ABEFIZETLES, dirflash: a~> REFEHALT, 79y
N—=F 4t a2 10 HDOF L pkg 77 ANE 29D cont 77 ANNHLHZ & EHBLE
j‘o

a) dir flash:*.pkg
Wiz, dir flash:*.pkg =~ > RO AHIZ5R L £,
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b)

Switch# dir flash:*.pkg

Directory of flash:/

75140 -rw- 2012104 Mar 17 2021 09:52:41 -07:00 cat9k-cc_srdriver.17.05.01.SPA.pkg
475141 -rw- 70333380 Mar 17 2021 09:52:44 -07:00 cat9k-espbase.17.05.01.SPA.pkg
475142 -rw- 13256 Mar 17 2021 09:52:44 -07:00 cat9k-guestshell.17.05.01.SPA.pkg

475143 -rw- 349635524 Mar 17 2021 09:52:54 -07:00 cat9k-rpbase.17.05.01.SPA.pkg
475149 -rw- 24248187 Mar 17 2021 09:53:02 -07:00 cat9k-rpboot.17.05.01.SPA.pkg
475144 -rw- 25285572 Mar 17 2021 09:52:55 -07:00 cat9k-sipbase.17.05.01.SPA.pkg
475145 -rw- 20947908 Mar 17 2021 09:52:55 -07:00 cat9k-sipspa.l17.05.01.SPA.pkg

475146 -rw- 2962372 Mar 17 2021 09:52:56 -07:00 cat9k-srdriver.17.05.01.SPA.pkg
475147 -rw- 13284288 Mar 17 2021 09:52:56 -07:00 cat9k-webui.1l7.05.01.SPA.pkg
475148 -rw- 13248 Mar 17 2021 09:52:56 -07:00 cat9k-wlc.17.05.01.SPA.pkg

491524 -rw- 25711568 Jul 19 2021 11:49:33 -07:00 cat9k-cc_srdriver.17.06.01.SPA.pkg
491525 -rw- 78484428 Jul 19 2021 11:49:35 -07:00 cat9k-espbase.17.06.01.SPA.pkg
491526 -rw- 1598412 Jul 19 2021 11:49:35 -07:00 cat9k-guestshell.17.06.01.SPA.pkg
491527 -rw- 404153288 Jul 19 2021 11:49:47 -07:00 cat9k-rpbase.17.06.01.SPA.pkg
491533 -rw- 31657374 Jul 19 2021 11:50:09 -07:00 cat9k-rpboot.17.06.01.SPA.pkg
491528 -rw- 27681740 Jul 19 2021 11:49:48 -07:00 cat9k-sipbase.17.06.01.SPA.pkg
491529 -rw- 52224968 Jul 19 2021 11:49:49 -07:00 cat9k-sipspa.l7.06.01.SPA.pkg
491530 -rw- 31130572 Jul 19 2021 11:49:50 -07:00 cat9k-srdriver.17.06.01.SPA.pkg
491531 -rw- 14783432 Jul 19 2021 11:49:51 -07:00 cat9k-webui.1l7.06.01.SPA.pkg
491532 -rw- 9160 Jul 19 2021 11:49:51 -07:00 cat9k-wlc.17.06.01.SPA.pkg

11353194496 bytes total (9544245248 bytes free)
Switch#

dir flash:*.conf

&Iz, dir flash:*.conf =2~ RO NFIZRLET, 7T v aX—=FT a3 D2O0D
conf 7 7 A NVDBERINTWET,

* packages.conf : H LA A M=/ LTz pkg 7 7 A MIEEHBZ N7 74V
* cat9k iosxe.17.06.01.5PA.conf : 1 L < A > A& h—/ L L7z packages.conf 7 7 A /LD
Ny I T T A —
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Jul 19 2021 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Jul 19 2021 10:58:08 -07:00 cat9k iosxe.17.06.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

2T w76 showversion
AA=TUNREEBILIZL, Z0a<vr REFERALTH LA A==V g VAR LET,

KD show version =~ > KO TIL, 7734 AD Cisco 10S XE Bengaluru 17.6.1 A A —°
DIFRNPERENTOET,

Switch# show version

Cisco I0S XE Software, Version 17.06.01

Cisco IOS Software [Bengaluru], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.6.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport
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Copyright (c) 1986-2021 by Cisco Systems, Inc.
<output truncated>

AR C=ILE—FTOFIVTL—F
ZIZTEH, DV IV —=ANBRHIOY U —RZA VA M= LE— RTHE T T L— KT 5 FEE
RLET, Y7 b TAA—TYDE Y7 L— R&FEIT$ 5I121E. boot flash: packages.conf
ZEEH L TIOS & T 20BN H Y 7,
IR BRI
ZOFIEL, WOFX T T L — ROV F VA THATEET,

o L—FREIO) ) —R |ERAYTHaITUE oo L—F&EDYY—2R

Cisco IOS XE Bengaluru 17.6.x |jnstall ==~ > K % 7213 request | Cisco I0S XE Bengaluru 17.5.x
platform software =~ > Ko |LAATO U U —2
EHonh, !

7 request platform software =~ > FIFFEIL SN E L7z, L7eh-> T, CLLIZIZR RSN
FFEIZRDETN, ingall a~vr REHHT L EAHELET,
)

GE) B2V —2&2#EH L THLLEASNEAAL vy FEFT N EXL TS L—RT5Z LIXTEE
Hho TTLWASL o F BT ANRONCHEE L TEASINZY ) —2ARN, TOETLOEHKENI T
A S = I G it

o7 va o, ingal 2+ R&fEH LT Cisco I0S XE Bengaluru 17.6.1 > & Cisco
10S XE Bengaluru 17.5.1 (X 7 7 L— R 55D H D TT,

A7 03—FDFI T L— FORTHRES -

Cisco IOS XE Gibraltar 16.12.1 LA Cld, A2 U —AXDUPOE A1 »F (C9300-24U, C9300-48U,
C9300-24UX, C9300-48UXM. (C9300-48UN) TIEEE802.3bt # 1 7 3 fEHEMIME 2 VR — b5
LA 7 aa— RREAINTWET, FrLveA 7 ra—RigiE, —fHoV VU —
AED T EBEETH Y FHA, TOTDH, ZNHDOV YV —ZADNTINIIF T T L— KT
DEHIE~A 70 a— R AU T L —RTARERSD ET, ~f7va—Koxyrr
L— REFEITLARWE, 77 L — R%D PoE OREREIZEE L £,

Ao 7= ROV Y =R L F 7 L— NI D2~ FITS U T, FATT D420
HoT I arEROKXTHR L TIIZEN,

=R | Zyr T =D (T a3~ R |vAf7una— ROy 7 L—F
Ao )—2 | JU—2 DT I ay
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Cisco I0S XE Cisco IOS XE Everest | install =< > K A7 a— NIV 7 NI TD

Gibraltar 16.12.1 | 16.6.1 ~ Cisco I0S LU R DI LT HE
F72IXZE LI | XE Everest 16.6.6 TRy 7 SHEF. T
PUY—=2 | Cisco 10S XE Fuji OB RE T,
16.9.1 ~ Cisco 10S ot olatf - NN
XE Fuji 16.9.2 request platform | v 7 k=7 A4 A=V B LT LT

software =¥ I | L— R95[[c, FETYA 71
FEACRL | a—FEd Ty L= RLET,

Jor SRAEEIE P PP AR
THIZE, Fe—)L a7 g
Xal—arE—KT
hw-module mcu rollback =< >
AN LET,

FIE

AFYvT1 7V =0T o7
install remove inactive

Zoavwry FEFEHALT, FENMRELTCWASEAICEWA VA N—LT 7 A NVE T ) —
Ty L, 77y 2l 1GBLULEOHEEZHHEL T, iLWA A= REELET,

WROHIL, install removeinactive =2~ > REFEH L TREHO 7 7 ANV E 7 VU —2T v 7 LT
BAEDODH N ERLTHET,

Switch# install remove inactive

install remove: START Mon Jul 19 19:51:48 PDT 2021
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc srdriver.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-espbase.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-guestshell.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-rpbase.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-rpboot.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-sipbase.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-sipspa.l7.06.01.SSA.pkg
File is in use, will not delete.
cat9k-srdriver.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-webui.17.06.01.SSA.pkg
File is in use, will not delete.
cat9k-wlc.17.06.01.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.
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SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

SUCCESS: install remove Mon Jul 19 11:42:39 PDT 2021

RT9T2 HILWARA—TET Ty vallat—
a) copy tftp:[[//location]/directory] /filenameflash:

Zoavwry REFEHLT, TFTP V=07 7 v a AEVIZH LA A—Vhkat—
L¥9, location /X, IP 7 RL A E7-IIARA M TT, 77 A NEIL. 77 A VREICfE
A7 4 v 7 NUOHMANATIHRELET, HiLOA A—T% TFTP H— ") B ff
THEARE, ZORT v T2 AXy 7L TLLIEEN,

Switch# copy tftp://10.8.0.6/image/cat9k iosxe.17.05.01.SPA.bin flash:
Destination filename [cat9k iosxe.17.05.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9k iosxe.17.05.01.SPA.bin...

Loading /cat9k iosxe.17.05.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
rrrrrrrrrrerrrrrrrrrerrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrererrrrrrrrrrrrerrrrrrrrrrrrrreen g

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

b) dir flash:
DAV  REMHLT, A A—UNRT Ty v all ERicat—Shi-2 LafRLE
ﬁ‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 19 2021 13:35:16 -07:00 cat9k iosxe.17.05.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

RTw T3 T— NEKERE
a) boot system flash:packages.conf
Zoavwy REMH LT, 77— NS % flash:packages.conf IZEXE L £7,

Switch (config) # boot system flash:packages.conf
b) no boot manual

A v FHHET — MIRET AT, Zoa~r REFEHLET,

Switch(config)# no boot manual
Switch (config)# exit

¢) writememory

Zoawry REFERALT, T MEEERFELET,

Switch# write memory

d) show boot
Zoa<wy REMEMALT, 77— % (packages.conf) & FEi7— FiRE (no) ZHFEEL
£,
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Switch# show boot
Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

ARTYTE VT NT2TA A=V EA T T L—F
install add file activate commit

Zoaw s REFEHALTC, A A—=VE A A=V LET,

AA=TVET7 Ty vaAEIZabt—LELEE, TFTP — LD Y —ZAAf A=V 21T
VT ATALF DT T 932 RILTERA LV MTHIEEMRLET, AV AAA v F

(T T4 TPHDAL v F) DT T2 FTATEZITUSB I TIZHDHA AT %
BET2HE. B 7 7 vy a2 RIATEIEUSB RIA T HEELRWEAS VA b—L
WCRRLET, 2L 2E A ATV BRALVNR—=ZAL v F3DT7 T v a RT747 (flash-3) I
H DY, switch# install add file flash-3:cat9% iosxe.17.05.01.SPA.bin activate commit

DEIITHRETDLENPDH Y £7,

WOFITIE, install add file activate commit =~ > K% {# ffl L T Cisco I0S XE Bengaluru 17.5.1
VIR T2TAA=V%HT T vy allf VA =)L LTWET,

Switch# install add file flash:cat9k_iosxe.l17.05.01.SPA.bin activate commit
install add _activate commit: START Mon Jul 19 14:59:46 PDT 2021
install add _activate commit: Adding PACKAGE

install add _activate commit: Checking whether new add is allowed ....

-—-- Starting initial file syncing ---

[1]: Copying flash:cat9k iosxe.17.05.01.SPA.bin from switch 1 to switch 2 3 4

[2 3 4]: Finished copying to switch 2 switch 3 switch 4

Info: Finished copying flash:cat9k iosxe.17.05.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members

~“T[A [1] Add package(s) on switch 1

Finished Add on switch 1

Add package(s) on switch 2

Finished Add on switch 2

Add package(s) on switch 3

Finished Add on switch 3

Add package(s) on switch 4
[4] Finished Add on switch 4

Checking status of Add on [1 2 3 4]

Add: Passed on [1 2 3 4]

Finished Add

1]
2]
2]
3]
3]
4]
4

Image added. Version: 17.05.01.0.306
install add _activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.05.01.SPA.pkg
/flash/cat9k-webui.17.05.01.SPA.pkg
/flash/cat9k-srdriver.17.05.01.SPA.pkg
/flash/cat9k-sipspa.17.05.01.SPA.pkg
/flash/cat9k-sipbase.17.05.01.SPA.pkg
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/flash/cat9k-rpboot.17.05.01.SPA.pkg
/flash/cat9k-rpbase.17.05.01.SPA.pkg
/flash/cat9k-guestshell.17.05.01.SPA.pkg
/flash/cat9k-espbase.17.05.01.SPA.pkg
/flash/cat9k-cc_srdriver.17.05.01.SPA.pkg
--- Starting Activate ---
Performing Activate on all members

[1] Activate package(s) on switch 1

--- Starting list of software package changes ---

1oz b—nE—kTnsgvsL—F ||

0ld fil
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
New fil
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Finishe

es list:

ed cat9k-cc_srdriver.17.06.01.SPA.pkg

ed cat9k-espbase.17.06.01.SPA.pkg

ed cat9k-guestshell.17.06.01.SPA.pkg

ed cat9k-1ni.17.06.01.SPA.pkg

ed cat9k-rpbase.17.06.01.SPA.pkg

ed cat9k-rpboot.17.06.01.SPA.pkg

ed cat9k-sipbase.17.06.01.SPA.pkg

ed cat9k-sipspa.17.06.01.SPA.pkg

ed cat9k-srdriver.17.06.01.SPA.pkg

ed cat9k-webui.1l7.06.01.SPA.pkg

ed cat9k-wlc.17.06.01.SPA.pkg

es list:
cat9k-cc_srdriver.17.05.01.SPA.pkg
cat9k-espbase.17.05.01.SPA.pkg
cat9k-guestshell.17.05.01.SPA.pkg
cat9k-rpbase.17.05.01.SPA.pkg
cat9k-rpboot.17.05.01.SPA.pkg
cat9k-sipbase.17.05.01.SPA.pkg
cat9k-sipspa.17.05.01.SPA.pkg
cat9k-srdriver.17.05.01.SPA.pkg
cat9k-webui.17.05.01.SPA.pkg
cat9k-wlc.17.05.01.SPA.pkg

d list of software package changes

[1] Finished Activate on switch 1

[2] Activate package(s) on switch 2
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.06.01.SPA.pkg

Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
Remov
New fil
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Finishe

ed cat9k-espbase.17.06.01.SPA.pkg

ed cat9k-guestshell.17.06.01.SPA.pkg

ed cat9k-1ni.17.06.01.SPA.pkg

ed cat9k-rpbase.17.06.01.SPA.pkg

ed cat9k-rpboot.17.06.01.SPA.pkg

ed cat9k-sipbase.17.06.01.SPA.pkg

ed cat9k-sipspa.17.06.01.SPA.pkg

ed cat9k-srdriver.17.06.01.SPA.pkg

ed cat9k-webui.1l7.06.01.SPA.pkg

ed cat9k-wlc.17.06.01.SPA.pkg

es list:
cat9k-cc_srdriver.17.05.01.SPA.pkg
cat9k-espbase.17.05.01.SPA.pkg
cat9k-guestshell.17.05.01.SPA.pkg
cat9k-rpbase.17.05.01.SPA.pkg
cat9k-rpboot.17.05.01.SPA.pkg
cat9k-sipbase.17.05.01.SPA.pkg
cat9k-sipspa.17.05.01.SPA.pkg
cat9k-srdriver.17.05.01.SPA.pkg
cat9k-webui.17.05.01.SPA.pkg
cat9k-wlc.17.05.01.SPA.pkg

d list of software package changes

[2] Finished Activate on switch 2

[3] Activate package(s) on switch 3
--- Starting list of software package changes ---
0ld files list:
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Removed cat9k-cc_srdriver.17.06.01.SPA.pkg
Removed cat9k-espbase.17.06.01.SPA.pkg
Removed cat9k-guestshell.17.06.01.SPA.pkg
Removed cat9k-1ni.17.06.01.SPA.pkg
Removed cat9k-rpbase.17.06.01.SPA.pkg
Removed cat9k-rpboot.17.06.01.SPA.pkg
Removed cat9k-sipbase.17.06.01.SPA.pkg
Removed cat9k-sipspa.l17.06.01.SPA.pkg
Removed cat9k-srdriver.17.06.01.SPA.pkg
Removed cat9k-webui.17.06.01.SPA.pkg
Removed cat9k-wlc.17.06.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.05.01.SPA.pkg
Added cat9k-espbase.l17.05.01.SPA.pkg
Added cat9k-guestshell.17.05.01.SPA.pkg
Added cat9k-rpbase.17.05.01.SPA.pkg
Added cat9k-rpboot.17.05.01.SPA.pkg
Added cat9k-sipbase.l17.05.01.SPA.pkg
Added cat9k-sipspa.17.05.01.SPA.pkg
Added cat9k-srdriver.17.05.01.SPA.pkg
Added cat9k-webui.l7.05.01.SPA.pkg
Added cat9k-wlc.17.05.01.SPA.pkg
Finished list of software package changes
[3] Finished Activate on switch 3
[4] Activate package(s) on switch 4
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc_srdriver.17.06.01.SPA.pkg
Removed cat9k-espbase.17.06.01.SPA.pkg
Removed cat9k-guestshell.17.06.01.SPA.pkg
Removed cat9k-1ni.17.06.01.SPA.pkg
Removed cat9k-rpbase.17.06.01.SPA.pkg
Removed cat9k-rpboot.17.06.01.SPA.pkg
Removed cat9k-sipbase.17.06.01.SPA.pkg
Removed cat9k-sipspa.l17.06.01.SPA.pkg
Removed cat9k-srdriver.17.06.01.SPA.pkg
Removed cat9k-webui.17.06.01.SPA.pkg
Removed cat9k-wlc.17.06.01.SPA.pkg
New files list:
Added cat9k-cc_srdriver.17.05.01.SPA.pkg
Added cat9k-espbase.l17.05.01.SPA.pkg
Added cat9k-guestshell.17.05.01.SPA.pkg
Added cat9k-rpbase.17.05.01.SPA.pkg
Added cat9k-rpboot.17.05.01.SPA.pkg
Added cat9k-sipbase.17.05.01.SPA.pkg
Added cat9k-sipspa.17.05.01.SPA.pkg
Added cat9k-srdriver.17.05.01.SPA.pkg
Added cat9k-webui.l7.05.01.SPA.pkg
Added cat9k-wlc.17.05.01.SPA.pkg
Finished list of software package changes
[4] Finished Activate on switch 4
Checking status of Activate on [1 2 3 4]
Activate: Passed on [1 2 3 4]
Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
Finished Commit on switch 1
Commit package(s) on switch 2
Finished Commit on switch 2
Commit package(s) on switch 3
Finished Commit on switch 3
Commit package(s) on switch 4
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[4]

Commit:

1oz b—nE—kTnsgvsL—F ||

Finished Commit on switch 4
Checking status of Commit on [1 2 3 4]

Passed on [1 2 3 4]

Finished Commit

Send model notification for install add activate commit before reload
[1 2 3 4]: Performing Upgrade Service

300+0 records in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.316195 s, 972 kB/s

MCU version 196 sw ver 191

MCU version 196 sw ver 191

MM [1]
MM [2]

MCU UPGRADE IN PROGRESS... PLEASE DO NOT POWER CYCLE!!

Front-

Image
Image
Image
Image

Front-
Front-

end
for
for
for
for

end
end

Microcode IMG MGR: found 4 microcode images for 1 device.

front-end 0: /tmp/microcode update/front end/fe type 6 0 update needed: no
front-end 0: /tmp/microcode update/front end/fe type 6 1 update needed: yes
front-end 0: /tmp/microcode update/front end/fe type 6 2 update needed: yes
front-end 0: /tmp/microcode update/front end/fe type 6 3 update needed: no

Microcode IMG MGR: Preparing to program device microcode...
Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....

Skipped[0].
Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...440688 bytes.
Front-end Microcode IMG MGR: Programming device O...rwRrrrrrrw

Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...24506 bytes.
Front-end Microcode IMG MGR: Programming device

0...rrrrrrw..0%....10%....20%...... 30%...40%....50%...... 60%....70%..... 80%....90%....100%w

Wating for MCU to come up ..... Rr!

Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 295 seconds

MCU UPGRADE COMPLETED!!... SUCCESS: Upgrade Service finished

Install will reload the system now!

SUCCESS: install add activate commit Mon Jul 19 15:14:57 PDT 2021

stack-4mnyqg#

Chassis 1 reloading, reason - Reload command

Jul 20 15:15:01.382: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested

Jul 20 15:15:03.101: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp
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processes exit with reload switch code
Initializing Hardware......

System Bootstrap, Version 17.3.1r[FC2], RELEASE SOFTWARE (P)
Compiled Wed 03/17/2021 12:55:25.08 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-24UX platform with 8388608 Kbytes of main memory

switch: boot
boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#

Waiting for 120 seconds for other switches to boot
Switch is in STRAGGLER mode, waiting for active Switch to boot
Active Switch has booted up, starting discovery phase

Switch number is 1
All switches in the stack have been discovered. Accelerating discovery

Switch console is now available
Press RETURN to get started.

G¥) install add fileactivatecommit =< > K& FIT L72&IC, AT AZEEBHNICY v—
FLET, VAT 22 FEITY a— FTA308IHD FHA,

=T 7 O
show version

AA=—UREEBLEZS, ZOavr REEHALTHLWA A=Y D=V a Va2 R LET,

G¥) VI RNT2TARA—=VHBE T 7L —RLTH, ROMMON O/ X— g X BB
WX T —RENERA, BHINTREOE I 7,

R show version =2~ > RO IFITIL, 7734 AD Cisco 10S XE Bengaluru 17.5.1 A A —
DIERPER SN TNET,

Switch# show version

Cisco I0S XE Software, Version 17.05.01

Cisco IOS Software [Bengaluru], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.5.1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2021 by Cisco Systems, Inc.

<output truncated>
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TA4—LRTATSRINTF— b TLADN=23 DT v TTL—F .

J24—ILRTAGSTINLST—rTZLADN—23 007 v T L—FK

T4 RTFa ST — T LA (FPGA) 3. VA3 AL vF FICHFEET AT s S
< TN AEY TNRAAO—FETT, IO, FFEDOHHAMEEDIER Z FTHEICT 2 Fa%E R

BEZRimERE AR T,
HAED FPGA N—2 3 U 2R+ 5121Z. ROMMON £— R Cversion-v 2> REZ AN LF
j—o

A\

GE) T R_RTDOY T " 2T VY —RATFPGADNAS—a UNEEINLZDITTIZH Y A,

cNR—=U g VOEE L, BEOY T VU T T v T L — RKO—EE LT, BN
DFNEZFEITTHLEITIH Y T A,

4R
Z Dk 7 aTlE, CiscoCatalyst9000 2 U — R A A » F T A RE/RMEEED T A v A3y
=IOV T L E T,

FJAEVALARL

Cisco Catalyst 9300 > U — X A A »F CTHEMAGER Y 7 b7 = THREIX, RO X 1T, EARE
X7 RELDFTA B A LYLIZSESNET,

HEEXSAEUR

» Network Essentials

* Network Advantage : Network Essentials 7 - & > A Cffi H FIHE /28 6E & B IIMEEEN & £ E
‘a‘o

TrEYSA4EVRX
T RA T A& AT, AifRS: & LT Network Essentials & 7213 Network Advantage 75 242

TT, 7T RAVTA B A VLUV TIL, AA v F 72T T2 < Cisco Digital Network Architecture
Center (Cisco DNA Center) TH I AadDA J X—Ta v LR b EEAELNET,

* DNA Essentials
« DNA Advantage : DNA Essentials 7 A & > A2 Tl Al HE 72 HRE LB IIEERE NS E £ 7,
7Ty N7 — AP AR MNIET O REMRM L, BEAEHTEDL 74 B ALV 2R

9 %121, Cisco Feature Navigator Z {1 ] L 9", Cisco Feature Navigator {27 2 & 2§ 5214,
https://cfang.cisco.com (ZEA FE T, cisco.com DT A 72 MIMEH Y FH A,
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« Cisco IOS XE Fuji 16.8.x LA : RTU 7 A B ANTF 7 4L hTHY ., T4 L A EEHT
L0 R— FENTWDHHE—DIFIETY,

» Cisco I0S XE Fuji 16.9.1 ~ Cisco I0S XE Amsterdam 17.3.1 : A<— 7 A BV ANRT 7
LVETHY, T4V AZERT LD R— SN TWDHHE—DHETT,

MERYY—=ADY T b7 =T a7 4 Xalb—ar A KT, [SysemManagement]
— [Configuring Smart Licensing] Z#ZM L T 72&W0,

¢ Cisco IOS XE Amsterdam 17.32a LIf& : RU L —ZFEH LA~ — 742 (Z<w— |
FAB L ADYIENR—3 ) DT 74NV ENTHY, TA B AZEHT A0 KR —
hENTWDHME—D FIETT,

MY ) —R (173xPAE) oY 7 hy=T7 ar74F¥al—rar A RT, [Sygem
Management] — [Smart Licensing Using Policy] #Z&M L T 72 &0,

VA T A ADFEHIZOWTIE, cisco.com/go/licensingguide ZZ M L TL 7231,

FAEALRNL  FREDHA K54
JEA LT T A ADER IR

R O—FFRALEAYT—FSAEVR AX—FrSA4EVR

s KA ZDT A AL HBIR A IS s KA TABUVA LAYV FRIHIRR
HYEEA, L,

cH TR YS gy T AT o HRNHARIE  TA BV AL, 3
EDHFMETELTY, GF, 54, B, 5HE, 77037 EOWIM,

EIEE T EOHM) CERA RS RTINS A L R,

« FiRT A A (Network Essentials 33 & O Network-Advantage) 73308 L OVETTIX,
R EIZITIAATA B AZAL TORERY 7,

« 7 KA T 4> A (DNA Essentials 3 J U DNA Advantage) OECE L OEITIX, V7
A7V Fva rEITAPHRNE T A B AZ A TORLRY £

Xy NT—7 TARVA LV EBRRLIEGEIET RAEVTA BV ALSUREENT
WET, DNA OBREZ T 25613, ADMIRBUINDOENCT A B A2 HH L Thl
EREENT o0, TRA U IA B RAEZIET 7T 4 7L TINBAAL v F &Y m— L
THEART A AFRETOEM Z ikt L £ 7,

cHEARTA VAL EBIZT RAVITA R AERBEATIHE, A STV DAA DY
L HFTEIN TV RWHABRDOEITEE L T E SN,

R4:FREShTHSHlAEDLE

DNA Essentials DNA Advantage
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Network Essentials % FEXF It

Network Advantage w8 T

8~ DA YL DNA T4 &2 ADOEHHHZ O A TX £9, DNA-Essentials O
WA ARFICIIEEACTE FHA,

M T A B ABELTH I EITTEERA, ZIHD T A 2 AE Cisco Smart Software
Manager CIEFF S 4197, 90 H CHIRRGIALIZ /2 0 £5°, FHMEi 7 A B AIXAA v F T2
JEERHTE, BAEKTL2Z LI TEERA, T A B ARG D & 2D%
275 HiIZ R EE L AT A A v —UNER S, R UBRISERERSIET, Va—
R, ARHIROUNIZFHEG T A B AE/ET 77 4 X— b2 LITTEER A,
ZHEFAS—FIA B RCOBBEH SNET, T A B 2AOM&IT, RY —%ff
HALI-A~— b I AT S NEE A,

RF—=I2TDHA Z4 Y
BEREA T — U T DA RTA DWW TUE, ROBGATIZSH % Cisco Catalyst 9300 2 U — X A
AV TFOTFT—F—FEZRLTIIEIN,

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/
datasheet-c78-738977.html

HIPRSEIH & HFIFEIR

earba— 7L —2RU T (CoPP) : system-cpp policy CakiE SAVIZT T AMNT
AN MEOEEDEE., TNOLDO 7 T AT L HIT showrun =<2 R TEIRS L
FHA, P VIZ, K EXEC & — KT show policy-map system-cpp-policy % 7= 13 show
policy-map control-plane =~ > R&HH L T 72X,

» Cisco TrustSec DfI|FIEFIH : Cisco TrustSec 1IMFLA L X —T = A A TOHHRETE ., imHt
AU H =T 2 ATIERETET FHA,

* Flexible NetFlow O fl|[REEIE

o f —H¥ xRy NEFEEAR— b (GigabitEthernet0/0) % L T NetFlow =7 AR — k&%
ETHZ LT TEEEA,

cLAY2R—=FTF ¥R, =T Ny NURNREDOWGEA H—T A AT
O—F=XERETHIEIEFTEERA,

c[H LA v H—T A ADE CHFHEIZDOWT, [RLCHZA 7 (Pv4, IPv6, FiiiT—#
Vo) Oo7u—5=X 2 BERETDH LI TEERA,

e N— Ry =T OFIREHE : T 22—/
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DO ZEYAR— KN LET, 10Mbps DFEE T HR—FINTELT, hTrr—r0n
OHEREL AT DI LIXTTEEE A,

e PHY V—7 v 75 A L SFP-10G-TX TIIV AR — b EINTWEFA,

* QoS Dl FIFIH

QoS Fa—A VIR —EHRETIHEIL, Fa—A 2Ty 7 7DEFHI100% %
BZRNE LT EEN,

cFRELA 2 H =T 2 A ATQOSAY =N YR— FENDDIX, AA v FRAEA o Z—
Z7xA A (VD) OHTY,

cAHR— b F YRV A L H =T 2 A NURNA L H—T oA A BILOTOMOGHIE
A =T x2A ATH QoS R Y ¥ —iFHR— b SnFEHA,

AR I X a— AV TEBILPRT Y 2—Y 7 (SQS) 1. 1.4Gbps #i 2% CPU N
TRy e Ry LET,

e X 27 =/ (SSH)

eSSH A=V g v 2 &AL TLZEE, SSHAAX—V g v 1TV R— SN TWER
Ao

* SCP 35 L U'SSH D 5L ED FATHIL, SCP DFAIY 7 uE ANE T+ 5HE T,
TNAAD CPUNEL 2D ENHEESNET, SCPIX, *v hY—27 EDOFR A b
BITOT7 7 A NMEEEZTR—FLTRBY., REICSSH Z#H L E7,

SCP ¥ XU SSH O#AEIZBIE I N— RV = T b= P THAR— F & T
Wiz, BB EE SO T a v AR Y 7 by 2T TIEITSND Z & TCPU MBEL
720 %9, SCPEBILSSH O 7 11t R |2 X5 CPU RN 40 ~ 50% 1272 DA M
HBOVETH, TRA AR Yy NETUEINDHZ EITHY EHA,

c ANV —HMH LA 7%F34tyz ammmXEMmmmmn3muV RY —
B LIZA~— 74 B AOENILY B A P RAF U ZAFTAIT A ZADHEA b
4 % 3% E L CTH, Unique Device Identifier (UDI) DHNFRENET, ZORROERL
LRTD U U =X THERA MARRREINTWET N TOIAS v Aa—TFT 4 VT 4 La—
P V=T 2 A ATHRTEET, ZHUTEVMENDT A & AERENEEZ 2T
L2 LFEHY EEA, ZORIBRICSHT HERIZH Y £HE A,
ZOHIROEEZZTHTA o Aa—T 4 VT g a—F—A( =T A RiTT
Cisco Smart Software Manager (CSSM) . Cisco Smart License Utility (CSLU) . Smart Software
Manager On-Prem (SSM On-Prem) OA3 & FET,

o« AH T RERR
K8 ODAL I AUNINTAAL v F AL v 7 R TEET,
o [AfEA X v JRERROIBYR— &, BAEALZ v 7HERIZTR— ST ERA,
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C9300 SKU 1. fiho> C9300 SKU & DI A X v 7 TXxF9, [EFEIC. C9300L SKU I3
o> C9300L SKU & DI AL v 7 TE F£,

WOBIMOHIBRIL, 2V — XD 9300-24UB. C9300-24UXB. # L X (C9300-48UB E5
JUCHEAESNET, ZHUODOETARLETORRAE v 7 THZERNTEET, o
C9300SKU £ RAF v 73 AHZ LIFTEERA,

cHILWA LU NRAL v FOHENT v 77 L— K, £ A M—=LF— RTOIASR— kK
INET,

*TACACS L W —a< v K LA —tacacsserver host 2~ RERE LRWTL 72X

W, ZOavwy REBEESNELE, T A ETETIRNTWAY 7 Ry =T R"—V 3
> 75 Cisco 10S XE Gibraltar 16.12.2 DV V=2 THLGE. VI —a~r FaMEH
T 5 LRRENKILT DRSNSV 3, Fm— L a7 4 Fal— g E—RT
tacacsserver a2~ R&fEH L £,

« USB DFEFE : CiscoUSB R A 7% ZA v FITHf+ 5 & BAF O L FRELA F— T
]‘7470)nﬂuuﬁ7j)'it??éﬂi—§« USB ]‘74}775 HIFREREH O % — 75)33;\;'1;:1 IN2WT=D
password encryptionaes =~ K& AJjT25 L a ) —)LZikdD A vt— /ﬁli‘%réﬁ”bi
R

Device (config) # password encryption aes
Master key change notification called without new or old key

*MACsec T, Y7 =T T 774 R 77 BADORETIIVR—FENTHEREA,

* VLAN OffllfR: A A v FORERHIT —F & & *F%%V%* L. AA vTFAE v 74
RCHFE VLAN L (3872 57 — % VLAN Z#EFFT 5121, BIRRICER SN oBEZ1T O
ZEEBEIODLET, 1 OO HX—T 2 A A LEDOT— 5’& BHERE KA AL KL TRHIL

VLAN R E SN TWAHEA, CPUMHENREL 20 T8 AN EE 2T 5 o[ REMEN
HYET,

« H# Application Visibility and Control D | BRI :

* NBAR2 (QoS BL U7 m h a/Lfitt) REITFHHRMEA — K TORFRIINET,
72 & 21X, VLAN, &"— hF v 3L, BIOMOGRE A > ¥ —7 = A A7 EORIEA
VH—T 2 AT R—FEINTWET A,

* NBAR2 X—ZD—EFEHE [match protocol | (X, v—F 777 v arBLURY &~
YIT v ary TORFAIESET, NBAR2 —EREHEL, ¥ 2 — 1 U IHRENRE
SNTWDHRY =TI snLET A,

e =¥ 7o han] T _XTORY T —THERK256 OFRIEFICEARS 70 ha,

« NBAR2 L R D NetFlow 1Z[EI U A v & —T7 = A A TCRIBICRETEEHA, 2771
I@MUkﬁﬁM@HwM@MMWﬁ@D%V&—7:42TH%;nET%&TO

e IPv4 =% % Z  (TCP/UDP) OLMNYHR— K EINFET,
¢ AVC (FFEEAR— bk (Gig0/0) THEHAR—hrsnEHA,
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