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r AR B

FCIP E&XIAAT /7T L —va v EdT—7 7771 —var bArYTHD SME

F U AT BELOSME T — 12X ROEERH Y £97,

o A =V xT—H) FC-Redirect FEXfIis A A v F EIZH DA .SME A4~ F X FCIP ko x/b
DE =7y MINZHDLERHY £97,

o =3 1 —# FC-Redirect Xhin A A v F FIZH BEHE.SME A A v F L FCIP kv X /LD
KA NMINZHDLERNH Y £,

=3 B N ) E
L IH IS K ORISR
FC-Redirect ™ CFS il 2 5% 54 A 1L R DEEFIHIZIE > T TS,

e FC-Redirect ® CFS MU E 23X T D FC-Redirect 57 7V r— g IZHEHATE S X
FNZLET. T IV & —3 3 X . SME, Cisco DMM.,. B XS #% DT 7V r— g U ing
FnET,

e RANEZ—HF Yy NBIORT IV r— a3y AL vF (7T AZD MSM-18/4 € = — /L
Tl T2 AA » F) B SN TV DT T D FC-Redirect 5t A A~ F 3 U Ht 12 3% &
SNHEHICLET,

Gl
L
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EO—MICHED Z ENTEET S =5y MEBIO S T A SCERT BICIE BN T 2
FORELHIRLTHD2FBOY T AL TRELERT DLERH Y £,

HIEN DT X TDAA v FiTdEm VSAN 28 4L3E T,
BEFED SME DA A b — /L DA CFS #ilk~D 4T FNEIZ >V T i, [FC-Redirect ™

CFS #ik DR E |7 >3 V(E-5S RXR—V) 2SR LT &0,
o AA v FNRHIKICBENT D, FIF BN LD EXITHIORTEDT XTDA VAKX A%

HIBR L £,

CFS Hu3s D% & 122\ Tid, [FC-Redirect @ CFS MK E I > a v (B-5 X—) 2B L

TLTFEENY,
# 2-2 X SME & T ExfeT DR EZ R L E T,

7 2-2 SME 7 —7REDHIR

RE il BR
AL F B0 D I T AEH 1
7T ABNDAAL v T 4
7 77V w7 N® FC-Redirect Xt A A~ T4 10
JTGAINDT 77V v 7K 2
ZA v FHNDOEY 2 — )V 11
7 F AHXHND Cisco MSM-18/4 & = — VL 32
Initiator-Target-LUN (ITL) ®#X 1024
2 =75 FOFEHD LUN $ 32
I IFAERNDKRA N R—h&x =4y b A—Fro¥ 128
H—rry N1 0 DR A MK 128
JIARBIYDT—T Ny T T T—TH 4
T NI T T ITN—=TANDORY 2 —Lh 7 — |32
T

F—F R 2—Lh TL—THNOF—H 8000
TART TIN—TH, 128
SME 7 « A 7 # (LUN %0) 2000
Cisco Key Management Center ( % —%%) 32,000
FC-Redirect TX LA v T HTE VDX —F v MK 32
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SME A v Z—T =2 A AHT-0DIT#FEH (V7 256

b @) ZOHIBEELS L syslog

AvB—UNRERINET,
JIGAFZNTEDZL D
SME A v #—T = A4 A%
nEYa =TT HIEER
BMoLES,!

SME A v % —7 x4 A0 OIT #HH(~—F U |512
v h) ) CORREEZS L HL
IT #f3%F D SME A > Z —
T A RZEDEBTHNARL
720 (E K72 syslog MR S

nEJ.?
1. NX-0S VU VU—2=2421) UICEA SN ET,
2. NX-08 U U—242() PIBIGERA S ET,
# 2-3 SME =t R 2 ZIEDHIR

e/, —F

RIE IITREHNY (AL vFHY Hb
7T ALK AL/ 2 1
MET > 7Y v 7K 2 L/ ML
A4 v FH 8 PR/ AR/ P
EV 2= VEB(T A4 I— FECSSN 16 £ |34 72 L 11 ML
721X MSM-18/4 & ¥ = — /)L ¥0)
Cisco SME A v % — 7 = A 2 ¥ (B 5{kic |32 32 PR/
3 2 W51k, — R0
Initiator-Target-LUN (ITL) DX 2048 2048 512
5 —% >y b OFHD LUN 512 512 S12
A =vx—4 R— bk 128 BT L ML
2=y R— MK 128 ML ML
IT Nexus O fix KIK 128 AL/ P ML
LUN 720 D2 (SME 7 4 27 b7 |8 8 8
O OIS ZHL)
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Cisco%i(ey Management Center (KMC) ® 32,000 32,000 32,000
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#F 2-3 SME =t X 2 BEDHIR (FE &)

et/ —F
B®E TIRAEBHIY | AL o FHizh | B
R — O R R (7 T4 F— |34 L BALP 64
4 i 45%)
T4 AT F—EREAROKREK 2048

NA:#%Y47% L

DCNM-SAN ¥— DA A h—)b

ATy

Z = ClX.SME HIZ Cisco DCNM-SAN % A > A h— LA FIEIZHOWTHALET, = = T
AT 5 A > A b—VFEiL. Windows H TI A4 VA b—LFJEHIL. P EAR—FZINTWDHTT
DFT v N7 —AHTHEHULTHET,

BEAF @ Cisco DCNM F 7= X Fabric Manager 1 > A b — /L3 % 53541, Cisco DCNM D7 > 77
V= RFIEET v 77— F RRICHES T ES W, Cisco DCNM %2 7 » 77 L — R 2 3E##
12 DWW TIE. [ Cisco DCNM Installation and Licensing Guide, Release 6.xJ% ZH L T 72 &\,

SME HIZEEFED DCNM/FM A > A b — 3% 551 . DCNM OT v 77 L— K HA NIZHt
W EH SN TWADCNM 7 v 77 L— RS2 TL E & W ZE/NZ DWW TIZ.DCNM D A
VA BN=VIRERTA RESBL T EE N,

A VAN=FTEZTNLIY v LET,

T ANVOMENRBB LETZT LI, By T v 7 O#ITIRI % 779 [Data Center Network
Manager] B3 &R SV E T,

vl
CISCO

Data Center Network

Manager
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W DCNM-SAN #— DA & b—1

DCNM v b7 w7 ZutvAnN5s T35 & . DCNM A A b—/v 7 ¢ % — F® [Introduction]
EHARRTINET,

Introduction

Thig installer will guide you through the installation of DCNM.

Rtis strongly recommended that you quit all programs before continuing with this
installation.

Click Nexd to proceed to the next screen. i you want to change something on a previous
screen, click Previous.

You may cancel this installation at any fime by clicking Cancel,

InstallAnywhere =

27 v 7 2 [Next] 7 VU > 2 L% 7, [Installation Help] B 23K~ S E T,

Installation Help
Please Read Before Continuing:

To know more about:

@ Prerequisites for Installing a Cisco DCNM Server
@ Clustered-Server Cisco DCHM Requirements

@ Installing Cisco DCNM Servers

@ Licensing a Cisco DCMM Deployment

® Renstalling Cisco DCNM Servers

® Upgrading Cisco DCMM Servers

@ Uninstalling Cisco DCNM Servers

® Troubleshooting Cisco DCNM Server Installation

please see the mstallation gumde at the following location:

Note: Make sure you meet all clustered-server requirements before seting up a
server cluster. Otherwise, inconsistent system behawior may result.

Ir Anywhere

330280
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DCNM-SAN #— DA > & h—1 W

25 v7 3 [Next] #7 U v 27 LE79,[Choose Install Folder] B N E R I ET,

Choose Install Folder

Choose DCNM Instalation options,

I~ DCHM-LAN

7 DCNM-SAN
@ Server(Liensed)
[~ add server 1o an existing server federation
I Install SMI-S Agent

€ Standalone

IS Expressivith Default Options)

Instal Locat
|C:\Program Files\Cisco Systems
Restore Defauk Folder | Choose... |

InstallAnywhere

[DCNM-SAN] % %R L . [Server (Licensed)] Z 3R L £ 9", SME (Zxf L TEAEWIIZ Z 1 B & IR
TEHOEVLENRHY 7,

() KMCIZBH L CTEnl M Z2FIH 3 554 13 [Add server to an existing server federation] 47"+ 2 &
PENTAHVLENDLDET, 54 VBLOED XY & LTHRET D200 — %21
T HUBENDLBEIL RO —=_"TZOF T g v 2R IRETICDCNM 2 A > A h—/L
THULERDY ET, 220D H) =N VA=A THEEL, TTA~T =N
W2V 7§ 572 IZ [Add server to an existing server federation] 47 3 3 > ZIRINT 2 L E N H D
9,
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AT v/ 4

[Next] #27 VU v 7 L &9, [Database Options] [ 23 Fnm I E T,

Database Options

Choose a database appication for DONM to use. IF you do not have an existing database
(PostgreSQL or Oracle), select Install PostgreSQL. The installer will creste both DB Admin Uiser
and DCNM DB User.

1F you have an existing database, provide & valid DB Admin User, Using the DB Admin User,
installer will create the DCNM DB User, Please make sure that DB Admin User has permission to
create DCNM DB User and schema.

% Instal PostgreSQL  ( Existing PostgreSQL B8.1/8.2/8.3
€ Existing Cracle 10g/11g
w:mﬂ:f’miymﬁ“ﬁ @&

Installanmywhere

330278

[Install PostgreSQL] 4 7'+ = > &R L T, DCNM /N v 77— | ZfHE T % PostgreSQL 7 — 4
N — R RPN C & £ 97, £/, [Existing PostgreSQL 8.1/8.2/8.3] & 7= I& [Existing Oracle 10g/11g] 4
Tra v EBRRLTCBEELIIA VAN AVELOT = R—A&EINTLHZ L HTEET,

DCNM Ry 57— DA A b —/LTiL,Oracle T — # N— 20N nF A,

tH &Y H—,3T [Add server to an existing server federation] 4 7' 7 A IR T 55413 BE
TFOT—HR—=AFT g BBRL Y I PHELEINTNDE T TA~Y =N F— R
ABRBETHHENH Y 7 Postgres i H L7ZHTICL Y  KMC OF ] HiEREI SN ET
DT —H = 2D ] HPEITFEBL S U E H A, [Oracle database with the dataguard] 47> 2 v %
i L7= Cisco DCNM A > A h— /LD & e AR EH S E T,

Fa—PNF — B _XR—2|ZT7 7B ATX %5 DCNM DB User 3 X UDB Admin =—W% 7 LF i ¥
NEANTHEVERNGH Y ET, ZDOA VA M= ABFETLEFESRT L TEXET,

DCNM 7 — % _X— 2 L DCNM FEHE 22—V ZIT B> TWDHIHENRH Y £77,
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DCNM-SAN #— DA > & h—1 W

A7 v/ 5 [Next] 7 U > 7 L¥E7,[Configuration Options] M 23 F /R SV E T,

Configuration Options

Please chooss an interface and ports For DONM SAN
To use the default, click Next to continue.

Server 1P Address: [eth (Inte}(R) PROJ1000 MT Dual Por... 172.25.230.18) » |

webServerPort: g3

g —

Installanywhere

SME |Z%f L C[HA CT& 5 [Use HTTPS Web Server | 47 a &R L £9°,
25 v7 6 [Next] 7 U v 2 LE 3, [Local User Credentials] B 23 F R I L E T,

Local User Credentials

Please enter the local username and password, Your password should be difficult For others to
Figure out, but easy for you to remsmber .

Note: Local Admin User applies to both DCNM-LAN & DCNM-SAN,
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DCNM H— " ~pua 7 A AN e u —H VEBEFE D2 — Y4 L XA — ROFEMAE AT L
*7,

) v AWAVEHREOI—PFL/RENRAT = ROMEIE. 7 FRAZDO—BTHLAA vy TFDO2—H4 &
NATV—=REFLTHOIMBEDR S T, X5 TRVWEE. 7 7 AF OIERBPRIRL 7,

25w/ 1 [Next] 7 Y 27 L% 7 ,[Authentication Settings] M 23T~ SV E T,

Authentication Settings

Mode: @ Local C RADIUS ( TACACS+

Primary Server Address: I

Primary Sacret Key: I

(R

Secondary Server Address :I

Zecondary Server Key: I

Tertiary Server Address: I

Tertiary Server Key: I

S — S — S —

F— RN% [Local].[RADIUS]. ¥ 721% [TACACS+] 7> a > O WFT N0 H BN L £,
[RADIUS] £ 7213 [TACACS+] A7 ¥ a VBB LT=HE . b — "7 FL R L EH (U = — R
AR AANNTALENS D £,
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DCNM-SAN #— DA > & h—1 W

25 v 7 8 [Next] #7 U > 7 LFJ,[Create Shortcut] B NERIINFE T,

Installamywhere

Create Shortcut

‘Where would you like to create Shortcut 7

€ Inanew Program Group: | Cleco DEAM Server

€ 1n an gxisting Program Group: |Accessories

© Inthe Rart Merw

@ Dnthe Desttod
€ In the Quick Launch Bar

€ Other: | Choose.., I

€ Don't create icons

™ Cregte Icons for All Users

va— by bEERTDEIA T a v OWTROERRTILENRDH Y £9°,
A7 w79  [Next] 7 U v 2 L¥E7,[Pre-Installation Summary] BN E R I NET,

Installanywhere

Pre-Installation Summary

Please Review the Following Before Continuing:

Product:
DCNM

Install Folder:
CAProgram Files\Cisco Systems

Server IP Address:
172.25.230.18

Naming Service Port:
9099

‘Web Server Port:
443

DB URL:
jdbepostgresqlilocalhost:5432/dcmdb
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27710 ZOWEMREMR LT [Next] 227 Vv 7 LET, A A M= LOEITIRI Z 7R T [Installing
DCNM] E{fi AR SAIVE T,

Installing DCNM

€ izl Sormglats

InstallAnywhere

330285

2797 N A UAN—)L T aERANET T 5H & [Install Complete] i A F R SAVE T,

Install Complete

Select Options bo start DONM SAN Server after installation complates,

[V Start DONM-SAN Service

InstallAnywhere

[Start DCNM-SAN Service] Z &R L E£9,
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SME # 27 oz B

A7 w7 12 [Next] 7 U v 7 LE 7, [Install Complete] MEH A FK R I NE T,

Install Complete

Following component(s) have been successfully installed;

DCNM-SAN JBoss Java

InstallAmywhere

cancel

27w 713 [Donel 27 Vv 7 LT A Ab—v&E5ET LEFT,DCNM DA A h—/LiZ1E.JBOSS B LW
JAVA & ENE T,

~

) AAF— TaEBRADOETHIZDCNM RNy r—0DA A =Ll ko> TERENT
JAVATF 4 L7 NUIZHAICERY S — 77 ANEZEHTALERHY £,

SME # X7 DR TE

MDS-18/4 & = — /L% 721 Cisco MDS 9222i A A v F T SME Z #4571 & 2213, K%
FINEIZHE D BN DD S8 FESERREX AT NEGENET,

ZOTRERTIXROBREFEENH Y 7,

1. Cisco MDS-18/4 £ = —/L £ 721% Cisco MDS SSN-16 £ = —/L C,. £72IX CLIRHB TY 7
AL T EHIILET,

2. CiscoMDS-18/4 F ¥ = — /L F 721% Cisco MDS SSN-16 & = — /L T, £ 721X CLI £ FH T SME
EEMLET,

3. Cisco MDS-18/4 £ = — /L £ 7-1% Cisco MDS SSN-16 £ 22— /LIZ SME A V' X —T7 = A4 A
ZBMLET,

4, SME A > #—7 = A A% T % Cisco MDS-18/4 &30 = — /L % 7= 1% Cisco MDS SSN-16 &
Ca—VEERTET7 7Y v EBMLET,

5. 7 AXEERLET,
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W ymigEsrs

B VTFAXIEISMET A A7 FIESMET =7 I L TEXECTEET . 774V T
X7 T AZNET =X T 1272 L, 7 T A X T cluster-capability disk =~ > R
BFEITTHE I TAZET A A75EE L TERLET GEMIC OV TIL [SME 7
FARAEOER Y v a v (4-6 X—=V) ESRL TS0,

a. 7 7 AZIZAT AT ET,

b. 7 FAZDIERITCIC /D7 7 7Y v 7 IR £,

c. Z7I7ARIZEDTWDLTZ 7TV InGSMEA V¥ —7 = A A% RN ET,

d ~AX—F—DkFXx=2VTF ¢ Ll (Basic,Standard, F 72 1% Advanced) # N L F 7,

e. X2 UT 4 XF—(EEFEEHIT—F) T —TOREGT—T~OXF—(LE BERY 2 —
L T —T b B L OVEHME) 2B L £,

f. Key Management Center ' — B L% —itHET 7 A L2 FREL £ T,

g VAL X—EWE TR ODRRATY—-REREL. $— 77/ V&2 XA a—RL
R

WERRESF AT
ZOE 7T a TIESME 2 ET DRNCTE T T D2 MENH D MR Z A7 IZHOW T LET,
ZOETII RO PE Y ZIZHOWTERY EIFET,
e DNS OA F—7 AL (2-16 ~<—)
o BWHALH—T A ADIPT /A YA KQ2-17 =)
* SME ®u—/ L& SME —H# DAERI L OHEID 2 T(2-17 <X—2)
e CFS Hilik(iZ X % FC-Redirect Offi fH (2-20 ~X—)
o Av— kK H—F FTA41DA A =1 (221 *—7)
e SME OFET 1t % (2-21 _—%)
e SME & E DK (2-22 ~X—)

SME Z T+ D HIZ . MSM-18/4 & =2 — /L B0 f1iF 54072 MDS A1 » F . £ 7213 MDS
9222i AA v F T, 7T AKX Y 7 SME,SSH, I KX UNDNS ZHH/RIIZA R —T /T B MEN
HYVET . FTI7ANLFT.INHITT 4 B—T L TF,.SME ORER L OERBIELHEH TX %
DIZAA v F ETINEDA F—T TR ESNTWBIEEZIT T,

DNS 1 x—7 VAl

DNS |Z.DNS ="z L THRA ML Xy U=V ADIPT RL A2~y B 7§ 59—
A ZM L E T, AA v FIZDNS 25 E T 5 & ping. telnet, upload, download 72 £, 3T D
IP 2~ RIZBWTCTIP 7 RLADRDOVIZAR M EFHTE ET,

DNS Z i3 25513 RO B #EH S vET,
o TRTDAA v FII.DNS EZHEH L TCHRESNDILERD Y £,

o FAALVHA(ERIIRAALA L VAR BEOIP X —2 F—NF VE— K A4 v FITHE
THEIDICHESNDLEN DY £7,

¢ DNS % — NI . DCNM-SAN A v A h— /L ENTWNEYS—NRTREESNDILEND Y £7°,
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vERZEs 27 B

IP7 FLAZMMTL5EIZDNS 27 7 7Y v JNOTXTDOAL v F TRET L& T
7% < . smeserver.properties ® use_ip 7 7 7 % TRUE IR ET HLE R H Y £,

DNS DO ENZ DUV TIL.[IP Services Configuration Guide, Cisco DCNM for SANJ¥ X O Cisco
MDS 9000 Family NX-OS IP Services Configuration Guidel]&= 2 L T 72 &0,

IP7 FUVREZIIALFTZEIRT 572D D sme.uselP

BHA B —

7T ALZNDO—HDAA »F T DNS BRE I TWRWEGEEIX, sme.uselP Z I T&E £,
smeserver.properties 7 7 - /L |&, <fm install path>\decm\fm\conf\ {Z & ¥ F 7§,

DCNM-SAN @A > A h—/LHI|Z smeserver. properties T ANDuuse_ip 7T I MNT 74N KT
FALSE IZRESNETIP 7 FL A ZEM T2 & 5 ITBINT HITIE.DNS =& 777U »
TJNOTXTDOAAL » FTHET HE TiE7 < smeserver.properties 7 7 A /LD use_ip 7 7 7
% TRUE I[ZFXET D43 H U F 9, smeserver.properties 7 7 A MIIEFEEZ M2 5.
DCNM-SAN 7 7 A /L & P EI 2 LB H D £,

BN T ABZN T X —=T M LTS SME 24 2 —7 /LI L TL &N,

DNS Z#5Z2IEHT20n. 77 7Y /&P‘\jf IP7 RUVAZRUERNZHER T 200 ERET 5
VERDH D i% INOEMLEDETEAIT SMEKELZFHTXET AL

I IGRAENDGH HPAHEFTTDNS BNA R —T 7> TWAH Z L Z#HERT 5121% . DCNM-SAN
P—s3L MDS A A v F & DI#, I LU DNS 4 %2725 MDS A A v F#] T ping ZFEITLE T,

T2 AADIPT AU AR

J T ALBETIIEHA VX —T =2 AEMHATILENHY £9,IP ACL HETiE.A— b
9333.9334.9335. 3 L1710 9336 CTUDPRBLUNTCP NI 7 4 v 7 AT HMLENH Y £,

SME O 2 —/L & SME = —H# DERRE L OEI Y 24T

SME ##E1Z 1%, SME Administrator & SME Recovery Officer £ \X9 2 DO 774~ B —/L»dH
D ET, SME Administrator @ — /{23, SME Storage Administrator & SME KMC Administrator &
WoHrr—LbEENET, T 7 4/ F T, SME X SME Administrator & SME Recovery Officer

WFIZFA L —F 280 2 TES, Z0EID Y TIL SME /NS AIZ# L TV ET,

DCNM-SAN 22— Z LT U v X VI AL v T 2—HFLHE L THIMLENRDH Y £7°,

£ 24412 SMEDR—L BROHEE—/ZOWTEETLOIXENRD L2 —FOKEZRLET,

SME (%, DCNM-SAN Web 77 7 A 7 > Bk E L E 9, WEBAIITIL EBED 2 A » FHEIX

T 7V ol =X LTINS —F TR Web 7 T4 T MMua 7 A /?‘63—% ﬁ
DoTEITENET  ZDOED . ~VF 777V v 7 %ETSME #{E%2 FEIT4 572012 . SME &
BEIIIT_RCOT7 77 ) v/ CRIL2—YH ERRAT— F%ﬁﬁﬁ?ézﬁb)&)@iﬁ“
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SME Administrator |Basic &=— R 1 A= —H% 723 SME e SME &#
. Administrator 3 & U" SME = o fots
£ R
Standard F Recovery Officer 7 — /L % £ i 8 iﬁ
BT OLERHY £, © TARVER
AHEBITIIVSAN Sy 1 | ¢ 7T—7 BV a—h JN—TDxs A
ABNE/NT. T _TD VSAN A=A A=
T 7 BATELRERDY |« F 20 =Dz s AK— A
EFT(ZL<DVSAN R H Y F—k
D VSAN EHE S SME &
HEIZH VY TONTWVDE
B — U ANV EEDZD
IZ VSAN 729 1 A®D SME
Administrator N fFfET 5 Z &
SME KMC Basic €— F 2 —F D¥iL. SME o T —EHLER(E
Administrator Administrator @ —/LDIFAE L

Standard E— K

[ Td,

AU 22— 5 F—TFO8MIEIER

TARAT TN—T T 4 AT TINA
S ORENIENNES

AR a—Ah TIL—TDA R — K=
7 AR— k

TAART F—DA R— KT T A
A—h

A~— bk I — RO Fx— A/ A

Cisco Storage
Administrator

Basic E— K
Standard = — R

2 —HFOHI%.SME
Administrator @ —/LDFAE L

RV G

SME 7 vy g = 7k

7T A B ORI R

T Ry I T T T—TDONERK
B T/HI R

F AT T I—T DVERL T
F—F F A ADOBINEI R

F 4 AT TR ADBINHEIEE

R a2—2nh T —TDVERR

A<— |k 1— ROFER
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# 24 SME Dz —/L > #H2% (k)

VAL — F—Dk

SME ® 1z —/b F¥2UT74F—F | ZOR—VIZHRERI—FE | O — R HEYT5HE
SME Recovery Advanced E— S5NDa2—F(A~v—hF— | o vAEXZ—F— JANY
Officer RZTEIZ1T AN, o Zw— |k H— FOLH

77 AL, 22— T D
0yl RAT— RIEH.
BIOA~— kK H— RO
REE S E AT B0, 4%
Aw— bk — ROFTAHEMN
WAHARLERHY £77,

(#&) Basic LU Standard ®¥ = UV 7 4 £— FTlX.1 AD=—H 7 SME Administrator & SME
Recovery Officer D 2 — /LA RFFT DM ERH Y 77,

AAA T — )L DFRTE

SME Administrator 3 X T8 SME Recovery Officer {Z AAA B — /L& ET 5 HIEIZHOWTIL,
[ Cisco MDS 9000 Family NX-OS Security Configuration Guidel3 X O\ Security Configuration Guide,
Cisco DCNM for SANJZ B LT 12 &0,

CLI Z#{EH L7= SME ® u — /L DVERRE L OE| Y 24T

o — L OVERL & BV Y4 TOFEMIZ W T [ Security Configuration Guide, Cisco DCNM for SANJ
¥ X O[T Cisco MDS 9000 Family NX-0S Security Configuration Guidel% 28 L T 72 &\,

ARG
Basic 3 XU Standard ¥ =V 7 ¢ £— FTi.1 AD=—7 SME Administrator & SME
Recovery Officer O 1 — )L AR FF T2 MR H Y £,

HREE

e network-admin 2 —/VIZBT D2 —HF7Z N0 — L EERTE 9,

e SME ICHER 45D F 2T 4 o— LT, setup sme =~ 2 KA L CRFERAGICHER T
EETVSAN R—=2D7 7 ZAHHOZEIL I A X L a— )V EAEFRT HLERH D £,
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W ymigEsrs

FNEDOZEEH

A7 71
AT o7 2

AT o7 3
ATvT7 4
AT w75
AT 7 6
A7y 71

AT o7 8

()

SME v — /VOERFETZIZBEFE e — DT e 7 7 A MEEEITOIIZ RO FIEEZFEITLET,

awr kR H#

switch# config t a7 4FXa2lb—vary EF—FRIAYET,

switch(config)# role name sme-admin ;J:E‘jjg LFa—) (sme—admin) DE— ]“;:1_" F}lﬁﬁé\ Li —g«o

switch(config-role)# . .

BE.o— LYV 7E—RFR o7 MI.a—10H 7
E—RFEHBLEZ 2R LET, 2OV 7 E— R
SME IZE A2 £ LTz,

switch(config)# no role name sme-admin & W95 2 — L2 YR L E9,

sme-admin

switch(config-role)# rule 1 permit SME E&E:"? v K&8B jj[]f X i-j‘

read-write feature sme-stg-admin

switch(config-role)# rule 2 permit SME show ==~ > R%3iB jjl](‘g( i-j‘

read feature sme-stg-admin

switch(config-role)# rule 3 permit SME debug =1~ > K% sme-admin 2 — /L2 BT X
debug feature sme * ‘@‘

switch(config-role)# description SME |3 |\ 11— L |ZE0h 2 EI 0 Y CE 4, 5Z8liE 1 172
Admins RBEN AR—RAFEDDH I ENTEET,
switch(config)# username usam role sme-admin 2 —/V|ZFRE O = — (usam) 2B L £,

sme-admin

Cisco KMC 7% DCNM-SAN O—#CTH 2565 A1 v F & DCNM-SAN # RIEEIZT v 77 L— K
LAV TL 72 &0,

777)/7%ime:kZ%/?%Tﬁ%éﬂiTBWﬁﬁ*F24V?%ﬁit777
Vo 7 BEBE LGSR 777V v 74NRRICEFICRDEDC. 777V v 742 DEID
Zay ?@Twﬁfézﬁﬁ%biﬁﬁm/%F24/?%ﬁ2t7779y7%%%ﬁb
o777 y?%’%?@]f“”ﬁﬁbiﬁb\k FHLWAAL v FHERKML T T 77V v 740
EHERINDAREMENH Y £T, Z DA MDS A1 v F THRESNTZSMEL Liia LET, i
Kﬁ%ﬂ%&*%@%%%@mbf<téwo

CFS #iik1Z X % FC-Redirect D1

Fibre Channel U # 1 L7 b (FC-Redirect) #§#E (3. Cisco Fabric Services (CFS) Hitlik % il L C
FC-Redirect i & & BiAi L £ 7,

FITFIV R TILGREIX T 77V v ZNOT T O FC-Redirect X his A A » FI & ENE T,
CFS Hit38 % fii | L T FC-Redirect & E DEAT A HIFE L5,

FC-Redirect & CFS #s{OHix4 7> 3 v TF,

CFS MUl DM DT [ System Management Configuration Guide, Cisco DCNM for SANJ¥ X
U\ Cisco MDS 9000 Family NX-OS System Management Configuration Guide]% ZH L T 72 &,
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| B2 SMEDORE

vERZEs 27 B

A=Kk =K RTZADA A b—)V

A~v—hF A=KV —=F—(X . SME OREIHEHTHERY -7 A7 —va VRSN TN D
VERNSVFEFT A—F I—F RIANRBIOAS—F D—F RIARTFTATFY 774
MI T =V AT =2 a A VA R—LENTWALERH Y £,

DCNM-SAN Web 77 7 1 7 > b ® [Config] > [Install Smartcard Driver] U > 7 B |HI O KZ A N
AU o— RTEET,

HIFIHIR
A~—hK H—F V==X Windows 77 v b 7 4 — AL EOHTHR—F I ET, 2L,
Windows XP 32 © » k. Windows Server 200332 £ b . B L Windows 764 £ b 7Z » b
T —LDBENEENET,
~

(##) Windows 764 £y h A~w— K I— K VAT LDEA .64 £ b A7 HH Classic Client 6.1 ~
DT 7' RIZOWT, Gemalto IZIWEDLEAZVLENH Y £9, A~— b I— KIE.6.10.020.001
DHTT A KEINTWET, Windows 7 64 £~ ~ D Classic Client D ZF DD /N— 0 g 13~
AR T3 —FrDOHRTHY Y AaDYR— IR TIEH Y £ A, Windows 732 B> M
R—=hrEHhTWEHA,

NIV a—T 4 TDe

Aw—=bF A—=F FIANRDA AP —=NRBITHLWAST—F =RV —=F =2+ oL &
F. A Ea— Y OFEBNLBIIRDLZENHVET V-V AT =3 ThH—F J—F—
MRBEENRVEEIT BKFTOA~Y—F =K FIANRNDA A M= VRREZRD I EBH
D \i—é’_ﬂo

SME OFRE 7 12t X
AA v FTSME #HETARNMI.SMERE Yt A ZEBELTEL 2 ENEETT, 2 2Tl
SME OFREFa v 2220 THEER L £9,
e SME O E (2-21 ~—7)
e SME 7 T A X &R TEDHRL (2-22 X—)

SME DX E
A

(#) SMEZFHRTETDANFEITTOIMLERD DIELIZOWTUL IMBERFREX AT 18T v a v (2-16
R=) R LT EE,

1|

Cisco MSM-18/4 & ¥ 2 — /L Zffif X T2 A A » F £ 721 Cisco MDS 9222i A A » F T, SME & #
AT B FATLET,

AT ORI EZ A7 T AN SMEZRES 2 2AOMEZFHH L TWET,
e SMEA VX —TxA AEERLET(EEIEISME A X —7 =1 ADERE]),
e SMEMH®7 7 AZZEMLET (B4 EISME 7 7 AXELORE]),
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%28 SMEDRE |

W SMEZED T 4 —N RO

o UITARABITIAVE—T A ABEBMLET(FE 4FEISME 7 7 A EHORE]),

o T—TF IN—TEERLET Ry 2T v 7 F—ROBRERY 7T v T F47F 1) DK
HE2&T) (5 5 EISME 7 — 7 OKE]).

SME 7 5 2 Z R EDIRIF

~

() ELLKITAXEBETEDLIC . BREDERILI FTAIHADTXRTCOAL v FIRGET D
VERHY T, ZIUIRYD T T AXERZICEITTHOLERH Y  FOHDOTRTOER
X7 FAXRTEICK LTEITEINET,

JIGABNZKLTCAAL v FERNIA V F—T = A AZBMELITHIBR L & XX FITHED
EREERGET HDULERDY £7,

SME 5% € DA EH

Z 2 TIE SME REDHIFKIFHIZOWTHM L ETROHEA 2 MY LT £,
e FICON Dl FEIH (2-22 _—7)
e iSCSI DOHiJFIFIH (2-22 ~—77)

FICON Ol FI8
SME (X FICON T A ATV R —FENTEBHT .SME 7 7 A ¥ 7 /34 XX FICON VSAN @
—EC A Z Tk TEERA,

iISCSI DHIHIFIF

SME £ iSCSI AR —F A T v 7 A% FEHAT 5725 SME & iSCSI # A U Cisco MDS MSM-18/4
EFEVa— /L ETHRETEEEA,

SME X/ ED 7 4 —/V RDinH

ZZTIESME R ETHHINDLUTDT 4 —/L FIZOWTHH L E T,
o ALN—(2-22 %—Y)

o SME A v & —7 A A(2:23 X—2)

o HRAK(2-232—)

A IN—
74—V K B!
7S5 AR SME 7 5 A X 4,
fRRE SME 7 T A % OEVEREE,
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SMEzED 7 4 —n Fope] B

T4 =V F B!

Master SME 7 7 A% v AX—O P 7 FLAZRLET,

Members SME 7 ZAZ DA IN=THHAAL v FDIPT R A%ZRL
EJu

IsLocal? AL FNZDT FAZDA =T AL N—=nY E— | X
N=Z R LET,

SME 1 > Z—T =4 A

T 4=V F B!

75 A IDOSME A VX —T = AANET LI TAZEZRLET,

AA v F AA  Fhh,

AH =Tz AR SME A v % —7 A A% R LET,

bN Z D SME A % —7 = A ZADEEIREE,

7 T AL DIRKE 7 AL OEVEREE,

7T AL 77 AL DR,

B AA v F O,

Speed Admin BE SR — O,

Speed Oper CUR(STYE

RA B

Status Admin

A B —T = A ADWERREE,

Status Oper

AU B —T A ADBIEDOEEIREE,

StatusFailureCause R— s OHEOEEREDEH,

StatusLastChange A B =T oA ADPBEEOMEAT —Z A LG LT ZxD
sysUpTime O, @ —H /L 3y 8T — 27 FEY 7 2 27 AOH{E]
OYHULLIRTNZBAEDRETH > 12854, ZOEIEE el v
7,

REEIH B

SME A > % —7 = A ADHE,

T 4=V F B

AA B AA K Nx_Port D7 7 AN F ¥ %)V R"— b4 (P_WWN),

7T AL ZDOFRANR—IRET D7 TAZERLET,
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W SME & EoKEBIR

SME &€ DHSEE B

251, Z0RED Y UV —RAEEEZRLET,

Z 2-5 SME ZEDREFEIE/E

BaES

Yy —x

HERETE Bt

VA NV EEOY ¥

5.2(1)

Release 5.2(1) Tl Fabric Manager (< DCNM for SAN
(DCNM-SAN) & 9 AR AR SVE LTz,

4.1(1c)

Release 4.1(1b) LA . MDS SAN-OS ¥ 7 k7 = 7|3 MDS
NX-0S V7 b = TICABIMNERINE L HY U —2R
ZIIETEINTE LT BRITT_NTHEFF ST ET,

Fabric Manager il L7227 7 A % 1
YT DA R—T AL

3.3(1c)

enable #%HE Tl Fabric Manager Z#fEH L C/ T A X% Y 7
A R—T NV TEET,

3.3(1c) Tl&.Fabric Manager ZfEHH L C/ 2%V 7%
AR —=TNIZTEDHXHIZ [Control] ¥ 7 Da< K A
—a—ERINE L,

WO a<y RINEAFIIETFINE Lz enable 2~ K,

Fabric Manager Z i1 L 72 SME & A
F—7 1k

3.3(1c)

SME @ enable £&HE T3, Fabric Manager % i fl L C SME %
A F—TNICTEET,

3.3(1c) CiZ%,Fabric Manager Z{ /] L T SME %A x—7 /L
IZTE 5D L9 [Control] ¥ 7D a~y K A=a—NER
SNFE L,

WD a<y RPREANFEIIEFEINE Lz, enable =~ K,

Fabric Manager Zfi ] L 7= SSH ® A
F—7 Ak

3.3(1c)

Device Manager £ 721X CLI Z ] L T SSH ¥ — % 4T %
AlflZ Fabric Manager GUI Zf# /] L T SSH A x—7 /LT L
oA 2T — A= XA T TRy I ANRERS
WET,

33(lc) TIE. =T — Ao —U XA T TRy 7 AeFTR
9% X 9 |Z Fabric Manager @ [Error] A 7 12 77K v 7 A8
EHEINE LT,

Device Manager # i F§ L 72 SSH O A
F—7 UL

3.3(1c)

3.3(1c) TIE. Z DIEBEZ VR — b3 5% X 91T SSH Telnet
74> RUNET I UE LIz, = — %, Device Manager %
L TCSSH Z{E L ThHA R —T7 I T H0E N H
= I

SME ® v —/b

4.1(1c)

SME ##E1Z 1%, SME Administrator & SME Recovery Officer
LWV 2oDTTA=Y v—2H Y E£7,SME
Administrator #—/L{Z}%, SME Storage Administrator &
SME KMC Administrator &9 2 —/L & EEET,

4.1(1¢) TiX.Cisco Storage Administrator ¥ & O* Cisco SME
KMC Administrator 7 —/L23SBINSAVE LTz,

4.1(1c)

4.1(1c) TlE, < /v FH 1 FEAHIZ Cisco KMC % Fabric
Manager 725 0 HECE £77,
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SME & zotseErE M

# 2-5 SME /& DHEREIE/E (FES)

Béred JyYy—2= BERETE &

F— TRV XA 4.1(1c) Cisco SME ZRET DN, F— v R — T ¥ Z BN 2 44
ERH Y ET AR v X =Yy DA T g N
30D ELE,

4.1(1c) TIE.DCNM-SAN Web 7 74 7> @ [Key
Manager Settings] ~X— UIZH LW A7 2 = > [None] 23BN

INFE L
FC-Redirect & CFS Hufi 4.1(1¢) 4.1(1c) TIX.CFS #ufifds L OV SME oW~ — b & F|f ¢&
iﬁ‘o
6 R—h AL —Y % —ERX J—F [42(1) CiscoMDS 9000 77 2V 16 R—h A hL—Y —E R
(SSN-16) Y = — )L J)—RI 2 X =TT AR TADT 4P AK Y]

BLORED R AEGEMEY Y a— a DD EMERERS
Ty b7 —bERETIH L AN— R T =27 TRk
M A T I "7 77 0y 77 r—va
ZYIR—FLET,

=AM KMC 39— 4.1(3) EAHEKMCIZ. 794~ =L h o FY =X
EHEHALCHRETCEET,

4.1(3) TIiL.HA O T3 [Key Manager Settings] ~<— " CTHf
RG22

TIA Y =N w Y F—NE 7T RE DR
RRIO@RINTE 9,

TIA~ ) =R h o H Y F—ORIEIL, [Cluster
Detail] X— Y CEETE £7,
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CHAPTER 3

SME { v Z—7 = ZADFHE

Z OFETX,DCNM-SAN 5 X U Device Manager Z i L CSME A ¥ —7 = A A%ZREL &
OBEET D HIEIC O W TR L £,

HRMEENET LS MSM-18/4 £ = —/L £ 721% SSN-16 ¥ =2 — /L ### 4 2 Cisco MDS
AA v F F.FET771E CiscoMDS 92221 AA v F FEDOSME A v —T7 = A4 AR RETALENH
Diﬁ‘o
COETIT ROFHIZOWTHALET,

¢ SME A v Z—7 x4 ZADHIE(3-1 <—)

e SME A & —7 A ABREDHR(3-5 X—)

SME A v ¥ — 7 = A ADEBEIBRE (3-6 ~2— )

SME 1 > #—7 = ADHRTE

SME A > % —7 = A A%, Device Manager £7-1% CLI ZfH L CTREINFET,
TR IKOPAFIZOWTHHALET,
o T—HNFERIFVE—bF AL v TFNLDSME A V' H—7 = A ZADIBH(3-1 <—)
SME A > % —7 = A ZADERK (3-2 X—3)

SME A % —7 = A4 ADHIE (3-3 2—3)

CLIZEH L7 SME A > ¥ — 7 = A AHEHRDFA (3-4 ~=—)

B—ANVEIIY)E— b AL o FNODSME A Z—7 = A ZADEM
R

SME A v Z—T A ZAZBIMNTHEN. 7 TAZY T DA% —T A . SME DA x—7 /L
B AA Y FTSME A VX —T =2 ADBBE.BIONT TAF DA U H—T = A ZBME
EITLTLIEEN,

SME A v #—7 = A A —h) AL v FFZVE—F AL v FNLEIMTEET,
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H3E SMEALZ—T=ARADHRE |

W SMEA . % —T=A 2ADFEF

FNEDOZEEH

a—H) AL v FNESMEA v F—7 = A 2 &BMTHITIT ROFIEEZ FEITLET,

a<wy R

H#Y

A5 v 1 switch# config t

a7 4 Xalb—vary E—RICAD ET,

X257 2 switch(config)# sme cluster
clusternamel
switch(config-sme-cl)#

7T AR EEELSME 7 5 AR EYS TE— F%
Bt L £,

X?‘)j’ 3 switch(config-sme-cl)# fabric
fabricnamel

777Uy ERELET,

A5 w7 4 switch(config-sme-cl)# node local
switch(config-sme-cl-node) #

SME 7 5 A% ) — K ¥ 7E— &L . a—b/L
AA v TFHEEELET,

X?‘y7° b switch(config-sme-cl-node)#
fabric-membership fabricnamel

TITGAREDT 7TV A=y T HIBEL
iﬁ‘o

Xﬁ“\‘/j 6 switch(config-sme-cl-node)#
interface sme 4/1 force

T 7Y vl floa—h) AL vF )b SME A v
H—T A A (4/1) ML £,

VE—F XA vFNHSME A V¥ —7

= A AZIBMT DT ROFIEEZFZITLET,

a<wy R

HHY

A5 v 1 switch# config t

a7 4 Xalb—vary E—RCADET,

X257 2 switch(config)# sme cluster
clusternamel
switch(config-sme-cl)#

7T AR EEELSME 7 5 AR EYS TE— R%
Bt L £,

X?‘)j’ 3 switch(config-sme-cl)# fabric
fabricname

777Uy ERELET,

A5 w7 4 switch(config-sme-cl)# node
A.B.C.D|X:X::X|DNS name
switch(config-sme-cl-node) #

SME 7 A% ) — R Y TE—ReBBL. YE—b
AL v FEELET,HRUTABCDIX:X::X| DNS
name T,

X?‘y7° b switch(config-sme-cl-node)#
fabric-membership fabricnamel

TITGAREDT 7TV v A=y T HIBEL
iﬁ‘o

AT v 6 switch(config-sme-cl-node)#
interface sme 3/1 force

Z77 Vw7 f20)F—F AL vFInE SME A
H—T A A3/1)&ZEMLET,

SME 1 > % —7 = A4 ADYERK

JIGABEAR—T MBI SME 24 X—T7 ML LT AL v FDSME A % —7 = A

AEBRELET,

MSM-18/4 EY 2 —)L ZAay hDAR—K 1 TSMEA v Z—T7 = A A% HELET,

) VI7AZIIHKLTA L H—T oA AETIAAL v T 2 BINETITHIFR L72% 1L, copy
running-config startup-config CLI =~ > N&Z AJ T2 LERH Y £7°,
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| 3% SMEAL¥—7 oA RORE

SMEA > 22— =4 2D%xE B

FNEDFEM
SME A v 2 —7 = A AR ET DITIT RO FIREFATLET,
a<w K HHY
AT v/ 1 switch# config t a7 4 FXal—Tary E—RNIIAYET,
AT w7 2 switch(config)# interface sme x/y 28y hx DR—FyDSME A v % —7 = A%
L ETox 13X MSM-18/4 £721% SSN-16 £ = — /b
A1y NTT,MDS 92221 TA» b 1 DA HR—
FEFIE 1 TT, A — K y L. MSM-18/4 DAL 1,
SSN-16 D& AT 1 ~4 TT A =T = A YT
E— FZPBLET,
AT w7 3 switch(config-if)# no shutdown 28y hx DR— B y DA VHE—T o A% A F—
T LET,
SME A V% —7 = A A%HE LT2% C.showint 2~ > REZ AN THEL SMEA V¥ —7 = A A
37 7 AZITEBMENDLETH T LTS ERRINET,
i

SME A V' H#—T =2 A AERETDHERDOLI R Ay E—UNERINET,

2007 Jun 6 21:34:14 switch $DAEMON-2-SYSTEM MSG: <<%SME-2-LOG_WARN_SME_LICENSE_GRACE>>

No SME Licence.Feature will be shut down after a grace period of approximately 118 days.

SME 1 > % —7 = A ZADHIER

ARG
o SME A > ¥ —7 x4 AZHIRT DHINZ.Z TAXINOAL v T EZHIRTILENHD 7,
IR HIH
o VITAHD—HETHDSME A v X —7 = A ALHIETZ £ A,nosme cluster cluster name
av U REANNLTCAAL v TF 2T TAZPLHIRLTHND SME A % —7 = A 2 & HIkR
LTL7E&EW,
FNEDFEAA
SME A % —7 = A Z%HIRT DITIX KO FIEEZFEITLET,
a<wy R BEY
AT w7 1 switch# config t a7 4 X2l —T gy T— RNIAY ET,

AT w7 2 switch(config)# no interface sme x/y |z v hx ODFR—F y W™ SMEA V2 —T A A%
B L £9.x 1% MSM-18/4 £7-1% SSN-16 E¥ = —

b Au sy hTE,R— by X .MSM-18/4 DAL 1,
SSN-16 DA 1 ~4 T, MDS9222i TARr v k1
DOEHE R— FEBIT 1 T,
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$EI3E

SMEA > &% —T7 =4 ZADHRE |

W SMEA . % —T=A 2ADFEF

CLIZ{EH L7 SME 1 > # —7 = f AfFHMORR

SME A v ¥ —7 = A ADETER L O IEHRICE T 5 1HH % 5S35 1215, show interface sme
CLI =~ R&EMHEHLET,

switch# show interface sme 3/1

sme3/1 is up

In fabric Cisco_fabricl

SME

Host Reads
Host Writes
Host Total

Tgt Reads
Tgt Writes
Tgt Total

270134566
270134566

0
540268684
540268684

35407048474624
35407048474624

0
232408631520
232408631520

Host Reads
Host Writes
Host Total

Tgt Reads
Tgt Writes
Tgt Total

Compression Ratio
SME to Clear
Read to Write

Clear Luns 4, Encrypted Luns 1

Error Statistics

0 CTH, 0 Authentication 3 Compression

0 Incorrect Read Size
0 Stale Key Accesses

0 Incompressible

0 Invalid CDB

0 Other

69 Key Generation,
0 Overlap Commands,
0 Overload Condition,
210 XIPC Task Lookup,
Eom, 0 Filemark,
last error at Wed May 18 09:41:12 2011

0 Ili, 88881729

% 3-1|Z show interface sme 2~ RO T I —WEIEHRE R LE T,

3512
3512

455.11

460324864
460324864

0
460324864
460324864

Rate
0.00 B/s
0.00 B/s
0.00 B/s
0.00 B/s
0.00 B/s
0.00 B/s

Rate
0.00 B/s
0.00 B/s
0.00 B/s
0.00 B/s
0.00 B/s
0.00 B/s

# 3-1 I Z—HEHER
NRTA—H A
Authentication T—7 T ay I OBEEORIETICAEREN-D T — 2o

TR TR LI L FITHALET,

Bad Target Responses

Z—0y EIBARSNTEZ T — 2O T — [ THEITHEAL,
i# %, FileMark . Incorrect Length Indicators (ILI) 72 E 23 & £ 4V E 4,

CTH

Cisco Tape Header (CTH) (ZB# 4% = —, CTH ITimFl 7 1 v 7
0IZHY AT AT RERVE—EAFOEHERPEZENTNET,

Incorrect Read Size

EEABY A ANRGTEAHARY A X BTN D L XITERS
Nz —,

Il CiscoMDS9000 7 7 I U NX-0S X b L—Y AF 4 TR LI 74 Fab—va vy HA F



| 3% SMEA L F—T=A ADRE

SME A » % —7 = A EowHkRE M

# 3-1 x F—BEFHEH (&)

NTA—=H B
Invalid CDB AHETIFIARERSCSI a2~ FRHLH & ARSI NIZND

OHANAERENTZF — Invalid CDB O 7 > X | BRiEH A
ARRET IR A NS DFHAIY £/ EEZ AL RO

BrERRLET,

Incompressible EMEERARER T — 2 RS D & EIERI N T —,

Key Generation X —DARICEET S T —,

Overload RARDPLOHARY BEREEL TV EEITRELET
7"

SME (2% 3 % [FIRF CHEE O FEA I Y #8:/EI1Z . BUSY F = v 7 4
BTHESEINET,FD L D 72541, Overload =7 — & L TF

IRENET,

Overlap [f]— @ Initiator-Target-LUN (ITL) (2% L THEEOEHT 5 a2~
YERHDHEEITERINTEET —,

Stale Key Access T =4 T INTX—NT —TEZRALBIETT 78RS

TR EN T T —,

RN o= TN—TF13 7 T AEZPEIRINDDHFT LW F
ABNIAVR—=FENDE F—BT—IAT7EINET, 200
DF—IX. T =T ~OFZ AL L2 TL 72 E 0, Stale Key
Access DT L ZIT . 2D XD RGEORAEREFRRLET,

XIPC Task Lookup eXtensible Inter-Process Communication (XIPC) | BH# 4 % =
T— DX T X RNy 7T TREENEAE LR L
AR ENET,

SME/r /57 731/(2 E@%mu

SME A ¥ 4 —7 = 4 ARENWRE FRT 5L KOVNTHhNDF 27 % FAFLET,

a<wy K B#

show interface sme SME A X2 —7 = A ADEE & HeHE#H A £
i_\‘l_/i‘g‘o

show int SME A V4 —T A ANT T AL IZTIBME L
ABETETLLTWNENE I DEFRFILET,

InbDawy ROWHTERINDE T 4 —I/ ROFEHIZ SOV CTIE. [ Cisco MDS 9000 Family
NX-OS Command Reference]x= M 1L T 720,
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H3E SMEALZ—T=ARADHRE |

W SME (. % —7 =1 RAOBEBRE

SME 1 > % — 7 = ADiEeeE R

£ 32 ZDREDY U —RBREERLET,

£ 32 SME 7 > 57— 7 = 4 X DIEREIEIE

Kre4s DY—2R FERETE
V7N 2T DER 5.2(1) Release 5.2(1) "Gl Fabric Manager {% DCNM for SAN
(DCNM-SAN) & WO A RICAER S LE LTz,
4.1(1c) Release 4.1(1b) LA MDS SAN-OS V7 h U = 7%

MDSNX-0S Y7 U = TIZARINEEINE LT, H
VU —=ALIFIEF SN TELT BRITTXTHERSh

TWET,
16 R—hF AL =Y H—ER J—F 4.2(1) CiscoMDS 9000 7 7 IV 16 R— F X L — #—¢
(SSN-16) E¥ = — /L A ) —=RiZ. o X =T FGARXTTADT AP AZ

AN BIOEVRAMGNEY U 2 — 3 Do
EMEREM G 7 v b7 — kR o LuvN— R
T2 7 CHFRBRMICIEA T I 2 Ty 7Y
7 T r—varEYR—FLET,

SME A » % —7 = A ZOREL L OB [3.3(1¢) = —# X, Fabric Manager #ff L TA v ¥ —7 = 1 X
% VER% 9 % Bl . Device Manager & 721X CLI Zffi ] L
CSME A 5 —7 = A ZAZAERT DBENDH Y £,
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CHAPTER 4
SME 7 5 XA Z FHDOKRE

DCNM-SAN (Z. %y hU—27 77TV o 75U TNEAL L Ea—THERTDEWeb 77 T7H 1
VE—T A AERMEEL N T WY 4 F— R TSME 2R ETX T,

ZDETIZ.DCNM-SAN ZfEH L CSME 7 7 A ¥ ZEFH 4 5 7= 0ICFEITT 5. SME OHIHIER T
CEEICETAEREZTZH L TWET,

COETH IROFEHIZOWTHHALET,

e SME 7 7 A X EFLZBIT HIE#H (4-1 <—)

o CLIZflif L7z SME 7 7 A X EHOHE (4-6 ~—)
e SME 7 7 A X & HIER E DR (4-10 ~—3)

e SME 7 T AXEBMOE=HL Y L7 (4-11 _—3)

e SME 7 7 2 ZEBOREIERE (4-14 ~—)

SME 7 7 X Z EHIZEE§ D F#

SME 7 7 AR X EAAL v FINA L N—FT203 /) — R CTHLE D777V v 7 EENO,SME
TV = arEFEITTEMDS A4 v TFOITN—TTHERENET, VTAZX 7T A
TIF XLV SMET7T 7V r— g x oA =L OEERLHEEICL - TT T r—
Va Y ORESCHIERED B LM 2 — B CED X010 R570 malE: v —
BTy r 7R EBTEET,

Cisco MSM-18/4 E ¥ = — /L £7-1% SSN-16 E ¥ = — LRIV 17 5T % MDS A A~ F |,
& D\ X Cisco MDS 9222i A4 v F ETO SME OF%E 7 1 AT HRAINETH S WERH
LA DR ENEEN ISR L T E 3, DCNM-SAN Web — /30 [Before You Begin| 4> 7 1 >
NI HD Py 7 EBZRLTLKEIN,SSHAHRTELET.SME 7 7 A X OERKAINIZRE T &
BEVEND HELICOVWTLFE 2 HEISME OREIBIOFE 3 HEISME A VX —7 =4 AD
BEIZZRLTLEIN,

JITARAE J+—T BTNV AE— AL v FDFER
COETII IV TAFTYAL— AL v TFBRETDHIZODSME 7 T AKX J 4 —F ALt
T ROV THBA L E T,
o VTAH U F—T h(4-2 =)
o TAH— AL T DEE (4-2 X—7)
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FA4E SMEJ ZAXEHORE |

W SME 2 5 X & GEICET AiER

J—FID

JTAENDT_XTDOAL vFIZ /) —RIDRHYET, 2 N%E7 T AZITEBMNT S & EIZ.SME
T LWEAL v FIZ/ —RID 280 Y TET, 7 TAXPMMER S DAL v FIZiE/— R ID
IREDETONET, ZNEFTAF— AL T TT HLWVWAL v T %7 TAXITENT S L
T RICHEHTREZRR EAL ) — RID BB U ToONE T, 72 ZIX2FHDOAAL v TF NI T AH
WZiBIMEns%6. /—RID2 &7 3FHDAAL vF X,/ — RID3 77L& £7,

JITARAE Bz—
I TAL Ca—|3#EN I 7 AZDO—HTHDLAAL v F DLy FTT,

JITAF T x—T b

I TAEBMET DR 7 TFARAZIZIE T TAF Ca—IlREINTAA v FOEZUERE
ENTVWDOIMENDY ET NALSF I TALZTIINL+ 1 AA v TFNIT T AZ 7 4 —T A,
PR L £,

NIMBEDOWE .V T AHE 7 4 —F DIZIENR2 AL v FNMET, £/ . & BIEW ) — R ID 2
DAL T NIFHETIVLENDD 9,

I =T a0 ITAEIRR=T 4 a VRS ENTWEAEE . HZRKTLHOD
NR—=F 4 a UPNEETEET MOTRTOAL v FITEERETT, 2L 7T 2%
O—EMEPHER SN E T,

YA — AL v F DEE

T TG AEPEREND & T TAZPERENTWD AL v TFET TAY v AH— AL v TF|Z
BROVET, AX— A, v FIEERNRAETIN VT = ENDEFDAAL v TFNR~< AL —
2 o FOBRENEL | EMETFES v RAFX—BEOR Y v 7 Tl /—FID ¢ FTDT T A XK
EEEHL T I TAZNDEDAAL v F N~ AT — AL v FIZHRD0HB LT, KIZ,~ A
A —IRET Yy 7 IZOWT L E9,

o VAL — AA vTFVNENMEF DY T AL TEENIKAE LIZHE IRIZIEKW — R ID #FD> X
AV TFNRTAT— A, v TFOEFNEFEUEETEH I TAXTIX . BAAL v TFRERILY
TFAZRETEET S Z LITEE LTI,

- JIOVAL— AL v TFBE U TAAE IR L. 7 FAXICER LGS, 7 <ICiE~ R
H—IZi3 0 £ A,

o VIARAFDTRTDAAL v TFPIRENTHEL BKFDI TAIREDDH DAL v TR AH —
AL TRV ET RUBREDEED AL v I BHHEE . KHIEWV/ — KID 2F> A
TP AF— AL T L L TEIRENET,

- VAE— AA v TFHEBEBRNLTC I TRAXZNEHLTCNWDE (I +—TF2083H5) &, TIL
J—FRIDZH DAL v FRB T TAZICERE L TH v AE— AL v FIILEF N
FH A,

ez ENEN —FIDB12.BLXP3D32DAA »FS1.82.83 0835 LE
T ALV TFS2ESBNI =T LEHH L TVWDIEE AL v TF 2N AE— A A v
FIRVEST, / —FIDBR 1L DAL v F SINEFH LT BT TAXITERLTH, A
A F 2PEIEMETAZ IRV ET LEL AL v TF 2R3 00OBEATH Y
VILTEBE AL vF SI BT AL— AL v FITRD ET,
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| 54F SMEZ FRFZEHORE

SME 7 5 = 2 el T siam M

~

B ~TAE— 14’/7”“ WCEENIMZ SN0 REMERH DD, 7 T AZNDTRTDAAL v
FIX.SNMP ZHE.SME 2 —/L a2—% 7 LF oo v/ BLXOSSH 25 L o IR ET
HUVENRBDET, 7T AFINDAAL v F X KMC & EEBETHIHLENRD D 7,

A, v F JTARZ T VA

JITAR J3—FG by I IlLdL(7TAF IV 3—TF AL a0 (42—=D) 5B
) BREELD2ODAAL v FHEBEELTHEN HEHIEWN ) — RID 2852 A v F58)
ELTWAEE REFHAD2 ODDAL v IFNEREINTZZ T AXITEMETE E T,

BEOGE LB —FRID Z2FOAS v FIFE 1 A vF FTRAFDTAF =TT, ZDM
DAA - FIIEENFEAE Ule, EIITHICEERRER A A » F~OEEN Kbz /RN &
DEFT, VT I LT% LV EW S —RID ZFOA A v FREIMERREIZZZY T, P/ — K
ID DAL v TFICEENREETHE GO FTOAL v FITEHZ T AXEZRKT S 1T
TEEHA,

ROBFITIE. 2O LI TV AHZOWTHHLET &AID 3 2OFTIE DAL » FhEE
EEELET,

1. ZA4yFSI(—FIDDBLIVS2(/—FIDADICED 22, vF 7T AFZ TSI N<A
H—THAH(FN/,  —RFIDR~vAZ—)LIRELET,

AL v FPEOHERE R ) L~V AX— AL v FSI D/ —FRIDN FLTHY ., (N/2) A
A F JITAZEFRRTEDIZD vAZ— AL vF S1LIF5 &mc®{ELE T, AL v F
S2 ITENEARBEIZ 22 0 97,

2 AAvFSI(/—FIDDBIRS2(/ —FIDDICEDB2AAL v F 7T AZT. 2N~ A
B—THDHERELET@ITDAAL v FNF LT A N0l & AT —DRENETT
ThHdHIH  ~vAX—D /) —KID ziﬂia:focém:?iﬁbf<f:“éb\)
2L FRMAOE A D & AL v F S2 DEERGEIZAR Y S1 B~ A X —DE % 3|
EHNTI AL v TF VTR EZRLET, 2.2 X4’ v T I ITAK (KK —RNID %
BON2QDOI +—5:0yy 27— LTHET,

3. ZA4vFSI(V—FIDDBIUS2(/—FIDDICEDZ2AL v F VIFARZBIRELET,
1 c:ﬁ%%&%ﬁéu" E(EDAAL v TN AL —=DNZEFRR )L SI BFT T LTINS
Ry . S2 & ENMEREE f;@i?‘

SI BB L7ZHEE . SIBLPS2IF2 A, v T 7T AXERKLET,

OB T WMITFDAAL vF (/) —FIDIDSIBLR/—FID2DS2)D VU 7 — MMZ2OWTER
Eyq L/i‘j‘o

A

BE JI7AXOBRTEFEZITHIHA.V 7 — F DRI copy running-config startup-config CLI =~ >
RETRTOAL v FTANL T ETar 74 F¥al—va a2 AX— Ty ar7y
Xal—va REFETOIMLERHYVET . 2o Line 77222 U7 — MRICELLE
SR WGE R 7,

4. V77— A AL vFS1 & S2OWMEFMIITFEBFICREITEE 22, vF 752X NERK
EnEJ,

a JIAXBRENRFEUGAE.SI(FL/, —RID) B~ AZ—|{Z7 0 £7,
b. 7T AAERBEI>TNWDBE I TREBENKITIDAAL v F N~ AKX —T7/20 F£79,

5. U7 — g AL v F S2BRANCETTSH &SI bEFITAHIETZ IAXZERTEEY
Ao FDH% B —ATHBPALEZT LI XANERH S ET,
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FA4E SMEJ FRAXEHORE |

W SME 2 5 X & GEICET AiER

6. VU7 —F E AL TSI BERANCEENTDE 1AL vTF 7T A (KK — R ID 2 N/2)
DR SNET 2BV EENTDHE I TAXIIEEG L T2 A, v TF 7 T AX KL ET,
S2BBENL AF—FNT v ar7 4 Xal— g BIREFTOZ 5 AXBEIZR-T
WAHGASI TEITa LV 74 F2b—Va b AY— T v T ary74¥alb—ra 0l
BRAF LR o 1208 .82 TIHMRIE LB AR AT DN H 0 £97) . S21 L S1ICL - TE
RENTZT TARICHERT D ENTEERA,

A

BE V7 —FZETO0ICTRTOARL v FTETA L T 4 X2 b—a b ZRFTHIENEETT,

3SAADF ITGARE F VU F

BAAYTF VITAZTIX 7 3 —TAIZNE2 DDA F NI TAH Ea—|lRITIERD

HFAWNR2+1), FieDOBITIX AL »FSI1(/—FK1ID1).S2(/— K1ID2).S3(/— K 1D 3) % i

ZTP3AZAAF 72T AFZD3 OO FT Y FICHONWTHH LET,SLITVRAE— XA v TFTT,

1. 3AA v TEHI TAXT AL v T S3ITEENRKEAET LI MD 2 DDA A v TF L OFRE
DRDOND L S3IDEERRRIZRD ET AL »F S1 & S2ITEHIZ FAXEZERLET,
SINHERENTHE .7 T AXICHEERLET,

2 3AA vFEHI TAL T ~AZ— AL v F SLICHEENEKET DN MDD 2 ODAAL v F
LN b D L ST BAEERFEICR D £T .24 v F S2 & S3ITEH V7 7 2 X TR
L.S2BR~vAZ—IZ 0 ET.SI NHEHTDIHE I TAXICHERLET,S2 D35 Xkt
AL —ThDHILICEELTLLEE N,

3. 2ODAA vFNET D L7 T AXITEEREICR D £,

OB TIH I TALZDTRTCDAAL v F DY T—MZOWTHPALET,

x>

7T AR DOFREEFEITHI AV 7 — F DRI copy running-config startup-config =~ > K%
FTRTCDAAS v F TAN LT EfTar 74 ¥alb—varvkAY— Ty ary7 1¥a
L=y a VITRETHRERS D ET., 29 LARNE 77 A2V 7 — FMRIZIEELS RS
NWRWEERH Y £,

4 V77— A TRTOAAL v FNIFFRBFICEEITLE . ET2 AL vF 7 T RAEZNEKE
NIRIC3DHDAL v FNBMEINET,
a JIARAZBRENEUEES.SI(Ff/)  —RFRID)B~TAZ— ZA FITRY FFT22A1
F I TAINERINIKIZIDEBDAAL v FNBMENET,
b. 7T ARAZBRENER S TOWDIGAE BKIORTEEFEITLTNVDIAL v TN AL — R
AYFITRYD2AL vF VT AEANBERENKIZ3IODEDAL vy FRBMENET,
5. U7 — MR AL v TN —EITEEBNTLE BHOD2 ODAAL v FNERE)LIZHRIZ2 AL v
F IV ITAIDBEREINET R TIDODEBDAAL v TFRE T AN D e 7T AT
LET,
3OHDAA v TFNRAX—"T v 7 a7 4Xalb— g TRRRTTOZ 7 AXREE
EITLTWEBAEWD 2 DDAAL v F TR ZDAAL v F TORFETaL T 4K
L—ya VERGFELEBEAICRAETARREELNH D ) 3 ODHDOAL v FiE7 T AZIT
BT 2 2 LN TEE R AL

= >

U7 — REATORNC TR TCDRA v FTETa L T4 Xa b —2a VEARET A ENEETT,
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| 54%F SMEJ 7RZEFHOBRE

SME 7 5 2 # g aicET sam W

ARy F IV TARZ TV A

AAA »F 7 TAE F VAL, EFEOBIEIFEFICEISBPTVWET 7T A Ba—idhiel &
HL3ODAAL v F(NR2+D)BHIBEE. FHITI T AF Ea—IlKBEW/  —FIDDAA v F
EED2ODAAL v T (K —FID 28O N2) BN HAHEE. 7 T AZITEEL T,

2 ) — K 7 Z A& D In-Service Software Upgrade

In-Service Software Upgrade (ISSU) L. NZEELZ R L. N7 7 ¢ v 7 Z 3712 FiEeE S
P—EREZBNTH5EFEHCTHERARY 7 v =T Ty T 7L — R 77V r—2 3 0TY,

MDS 9222i A A v FH AL NR—L L THERINTNDE Y TAX T AL v T REETE RNV
B FND ) —FRID 2SR, v F N7 T AZRNITEY MDAAL »FIET TAZD A

NR—=TERL R FT, 7272 L ISSUBREBIEN ) —RID 282> A1 v F TEITESND LM
DAL S FINT FTAEINGIBET 720127 T AZNmR2ITEKDLIVET,

ZOEFLLLBRWRNIZ2 AL v F 7T AXTRO LD IR L TWET,

o T T T L—R AL v TN I TAXMPLEHLEI ELTWAD AL »TFITA vE—
CEEELET Ty I — R A, v FIFT AL — AL v FFLIFAL—T AL oFD
b\ﬁ:nﬁ)‘/@j_o

o HODAAL v FIIT TAZITHEY AL —T AL v F THOTLHERII~TAT — 2L v FD
HENZRT-LET DAL v FIX ZFDEFDORETI +—F 252z 7 7 AZNITHK
nFE9,

e ISSUNZET L AL YTNT—rTB5ELE. Ty TL—RELDAL v TFFAL—T R
A v FL LTI ITAXICHERLET,

() ZORERIIWEIIZISSU B ¥y ZIZHOM T b Bila~ s FeRTT 00 8ITH Y A,

YP—=NT TR

7T ARE, PRI AT BT T A0 EEM TN TN DY — D T —T T,

7T ABIIIIROEEN H Y £,

o HAAM: 7 TALZND 1 OO —"RNE T LTH, ZOH— NZE DB THNATWDHIE
B2, 7 T AXNOROH—IIBITENE T,

o B—RNNFUI T AT R DEHOV— M TEXE M TEET,

7 A EETVERRIEEAEE T AR R ET EEET VT A Y V= ~D

R 7 7 Z A EHT 572000 e v 7 32— v (DLM) B34 ETT, LG ET 1

DIM RAETH Y FER e LT ME RS — "=~y RID7R <0 £9,72 & 21X . MSCS

(Microsoft 7 7 A2 )13 EFET A EEHLET, ZNIX.HD/ — KR V=22 ALTE
D FOFEE ) — FICEENEREXZEAIC. ) Y —2A0OFEHELZRIO ) — FR5| X252 &

FEWLET,
TITARY =T EDFHEAMNZONWTII I TAZ I3 —T A7V ar (42—=V)5RL
TLFEE W,
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FA4E SMEJ FRAXEHORE |

W cuZ@ERALESME 7 52 ZEEORE

CLI ZfEH L7 SME 7 5 X Z EHDRE

CLI 2fH LT.SME 7 JAXEBRAEARETEET, ZOHETIT. KD FE v Z7IZHOWTHEY k
FEI,

e SME 7 T A % DYER (4-6 ~—7)

o UVITAREV LT DAR—TNMLET 4 =T AL (4-8 X—)

e SME#—ERADA R—T kLT 1+ =711k (4-8 X—)

e SMEZ 7A% X2 VT 4 LLOFKIE(4-9 X—2)

o SMEEHEBIWNI INRY A7 4 A 0—=VDEy b7 v 7 (4-10 X—2)
~

() SSHMEREIZ. 7 FRAZERERT AT R TOAAL v F T, RX—TNMTTELERHY 7,

SME 27 5 2 % DER
?g%%f7?1&%@&#5&1731&K3@677?Uyﬁ%%ﬁ@%?%%ﬁb
o HENIARY 2—A& JL—7
e Key Management Center (KMC)
o Z—/0 vy FOMH
o« T I n—7
o X—FrTF—TF E—FK
o UBZANY
o F¥—E—F
o UMNIDIEODI TAEDY ¥ KL T
o KRVa—ALT—F IN—7F
o T — L

SME T 4 A7 7T AZENERT HITIZ I T AZICEDDL 777 ) v 7 BB E L UTE2HRE
L/\gz—;«()

e CKMC

o X—/0 vy MO

o TARYT TN—T

* TART THAARA

o T 4 AT NRA

o UHNY

o UNMNIDIEDODI TAZDY ¥ NL T
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FNEDOZEEH

AT vl
AT T 2

AT o7 3

x>

liE=Ss

FNEDOZEEH

AT T 1
AT T 2

AT o7 3

CLI 26/ L7- SME 7 5 2 # g@moxe B

F—TFEFIETFT A AT DOWTNND SME 7 T A X B ERTEET,

T 7 4V T 7 AZ1E SME 7 — 7 IZxHG T & £ 9, 7272 L. cluster-capability disk =~ >
REANTDHE 2OV FAZET 4 A7 TARA R LIMEMTERL 2D £,

T —7MH® SME 7 T A% Z/ET DI RO FNRIZEVE T,

awr K HE
switch# config t a7 4 Falb—Tary ET—RNIAYET,
switch(config)# sme cluster I ARLEIEE L SME VT AZFEY TE— R
clusternamel AP LE T, 7 T A X AITITRK 32 XFE T
switch(config-sme-cl)#

TET,
switch(config-sme-cl)# fabric fI T 7YV Ifl B7 T AZIZENLET,

WA)D SME A > X —7 = A A%&BINT 5 i, cluster-capability disk =~ % A Rx—7/LiZ
THMLENRDY 7,

F AT 7T AR EERT BRI 4T FC-Redirect X— 3V 2 % T4 AT 7T AZ b RERR
TAHTRTCOAA vF ETA x—7 I LET,FC_Redirect D/ 3— 3 > LULZHERTHIC
X RO a~ RE AN LET , a0 7 40 Fab—2ay F— RRTOFHINSH 1. Mode
V2 T,

switch# show fc-redirect configs
Configuration Mode = MODE_V2

SME T 4 A JTAEARBEEINTWETZ 77 v I NOTXTDAAL v F % FC-Redirect
N—=T g 1112752 ELITTxET A,

T 4 AZHAD SME 7 7 A& EAERRT DIZIE RO FIBIZHENE T,

a<w R HEY
switch# config t a7 4 Fal—vgy F—RIAYFT,
switch(config)# sme cluster I AL EIEE L SME VT AZFEY TE— R
clusternamel B LET, 7 7 AXAITITRK 32 LFEHEHT
switch(config-sme-cl)#

TET,
switch(config-sme-cl)# SME :71“4 27 @D SME 7 T % y*%%ﬁg E%% Li-g—o
cluster-capability disk
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a<w K H#Y
A5 4 switch(config-sme-cl)# fabric £1 75 v Uy flE7 I AX @:jEle] Lij—o
A5 w7 5 switch(config-sme-cl)# fabric £2 75 v Uy 7 &7 T AKX Q:jEjJI] [_/ij‘o

() SMET 4 A7 OEAH K T2OOD7 77
Uy 7 ZBMTcEE9,

% >

FCZ777 Uy HNICHDIAL TR LTI CLI CRETD V7 7 Vv T A R_R—v o
XRICTHAMLENRDH Y £,

SRR DA R—T e T 4 B—T L

SME OB ET OB ADRKIIDAT v FI1X 7 TAZ) v T4 RX—T NIt DHI LT,

FIEDFEAE
I T AL A X =T NERIXT 4 =T MT DI RO FIEIZREVE T,
o< K HHY
AT v/ 1 switch# conf t a7 4 Falb—vary ET—RIIAY FEFT,
switch(config)#
A7 o7 2 switch(config)# feature cluster IGARN T A F—T I LET,
27 w7 3 switch(config)# no feature cluster 7T AR ‘/7“2{\_‘)7«“,{ «12»47“/14: Li—g*o

SME —tE 2D A Rx—T AL LT 4 &—T 14k

SME DR 5 {bds L0 2 U 7 4 M2 R T 201X SME 4 — E 2 & A X — 7 T B0 E
MY ET.SME 2 T A K & A F—T W L7t D SME #E 7 m ¥ 21250 5 2 % H O F
IZ.SME #—E 2D A F—T AL T,

FIEDFEH
SME —ERXZ A X =7 VT HITIE ROFIEZFITLET,
av K H#Y
AT w7 1 switch# config t a7 4 FXal—ary FT— RIAY £,
AT v 2 switch(config)# feature sme SME #¥fex 4 x— 7 NI LET,
27 w7 3 switch(config)# no feature sme SME %ﬁg%%4 —]Z»«j‘/]/(: Li—g‘*o
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CLI 26/ L7- SME 7 5 2 # g@moxe B

SMEZ 72 F £Fx=2UT 4 LULDORE

¥ % = U 7 ¢ 121% . Basic. Standard, Advanced @ 3 2D L ~L 23 ¥ F£ 9, Standard 38 L O
Advanced X = U T 4 LTI, A~— b — RABRMNBETT,

Z# 4-1 VA — F—DEF2 YTy LY

XV T 4 LRV ER

Basic VAL — F =TT A NVIAREIN N RAT — RE2EH LT e &
NET ~~AX— F—ZHHTHNI. 77 ANVERRT—-RIZT 7k
AT HMLERH D 9,

Standard Standard ¥ = U7 4 Tl 1 DD A~— K I— RDBLETT, 7T &
HEER LT AY — F—%2ERTHEXI AY— b I—FERD
LNET RICTALZ — F—PNA<v— | 7J*—]\ EXIAENET, X
¥ — F—x2RHET5HIC iX'?»*FiJ**]\J:XV%]\iJ**I\O)H FEE
M EE T,

Advanced Advanced X = U7 1 TIX.5 DD A< — L H— FNYETT, 75 &
2 Z{ERK L C Advanced X% 2 U 7 1 F— RZ®INT 5 k‘% x5 —
AEGOMEN D DAL~ AT — F—%EETH7-DICHER R

<=k I—FDEKGE >ODA—F I—FKDOHI> LD 22F721E3 2. H
HBWNE3 DDA —F I—FDIBED220)HH{ELET, U ANV
EHT—=FRDI 3+ —=F LB O5DHIHED2DO5O50DHIHD2-D.5250D9H
LD 3D)RMUETT 2T 5 250A—F I—FKDHIEHD 2 D]

LERETHE AX— F—DREIZILIS DODAY—F I—FKDH b
D2ONMERY FT . FNEFRDOA~—F H— RIZ.SME U Z Y
EEHEDHALTWET,

~

B MBELINDAT—KFT—FOERKRELI 2. FNETE
FalTFobmbELET 2L A=K I—FZHELZD
BELZVTHE ~vAX— F—DREIEATE D A~— 1
H— ROEITWD Z 212720 £9,

SME 7 7 A8 %2 U7 4 LVERET DX ROFIEEETLET,

aw v K H#Y
A7 w7 1 switch# config t Oy 7 4 F¥al— gy ET— RIIAY ET,
AT w7 2 switch(config)# sme cluster T ARZERELSME 7 7 AZFREY TE—RN%
clusternamel Ly
Pia L £,

switch(config-sme-cl)#

AT w7 3 switch(config-sme-cl)# security-mode IR X2 T 4 L% Basic IZRTELET,
basic

()  Standard £721% Advanced EF =2 VT 4 F— RKEZA RX—T7NMICTH2DD CLLIZ. U AR— &N
TWEH AyBasic T— RTIZ.DCNM-SANWeb 7 747 MMZLoTHHR—FINET,
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FA4E SMEJ FRAXEHORE |

W SME S X AEEBRTORR

SMEEHERBI QR INY FT7 42 8—NDEY N T v

SME &% SME % kL — V& ¥ SME KMC ‘&H#FH BELOSME U WY HT-E4x Y b
Ty T AT, ZOFIEEETLET,

avv kK HE
switch# setup sme 450XV T4 va— )iy b7 v LET,

ZERIZ DWW ATk 2TCLI 2 L7= SME ® 2 — L OERB L O BT 12 BR LT 77
éb\o

cMmmme@mMEA®@E®77txﬁ X B ED DCNM O F —FH o — )L 28BN+ 5
RO ENFE T MOV T [ —FHEBEDORTE I v a v (6-32 =) &ML
T<téw

[Disk Signature Mode] = v 7 Ry 7 AZRINT 5L BAHE— RO TAXPERINET,

UITABET VT 4 TICT DHITNE T AS — F— 77/1)/1/%57‘7/1:’**}"&6%%75)&)01
T 77 ANEZ T — RTHNIY 4 > RU 2 U % %56 13, [Cluster Detail] ~=— 2B #)
L“C‘foz“*ﬂ?**774’/1/%7\'7‘/11’“*]\“]\/\7:7‘250)’[2‘)]\7770%%71/1#0

— R HEZHEELTWVE L X T—RNRAELTEBAIE. 7 T A Z 28I L CHIER
ﬁéb%@%@i#

— Fic HEHEZREELTWVD L X T—RNRAELEBAIE. 7 T A Z 28I L CHIER
ﬁéb%@%@i#

ShnE:7’77J<£7*ﬁH§i ﬁ§0)ﬁgmu

SME 7 7 2 X EHOREHFHRE R THINE KONTNLDOIEEEITVET,

= AN B

show sme FrED 7 7 A 2K IR R, 36 L O tF e £rm LET,
show sme cluster BIMD Y 5 %4 e RR LET,

show sme cluster key JTAL F— T RN— AT HERER I LET,
show sme cluster node 02— NVEITYEF—F AL v FICETLIERER R LET,
show sme cluster recovery BEDY BN BEFICETAER. ERITETED T T AXF
officer DITRTOY BN BEEDOEREE R LET,

IhbDa~<wy ROMHICRREND ST 4 —/V FOFEMIZ DOV TIX. [ Cisco MDS 9000 Family
NX-OS Command Referencel]z 2/ L T 120,
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| 54F SMEZ FRFZEHORE

SME 7 Sz zE@pe=4) .7 M

SME 7 X ZEHDODE=F) T

e CLI #f# L7- SME 7'7,X{7§$%EO)§§ﬁ%(4_ll,Q__i))

CLI Z{#FH L7z SME 7 5 2 Z # M DFE R

ZOETIEZ RO bEy ZIZOWTHEY EFET,

e SME 7 7 2% NI, 8L PHEEFHROTR (4-11 ~X—)
SME 7 7 A X2 #llOFR (4-11 _X—2)

7 T AL F—IFROER(4-12 X—)

77 AL ) — RIFHMOFRR(4-13 <—2)

U 30 BAEEEROFR R (4-13 X—2)

SME 7 5 2 % NS, 8 L Ok FROFTR

SME 7 5 A X 3% % Wi 9 521X . show sme =~ > &M L C RFED Y 7 A X &R, NG
Wk IR ARz R TEET,

show sme cluster =~ > KO H 1#l % RIR L ET,

switch# show sme cluster clusternamel
SME Cluster is clusternamel
Cluster ID is 2e:00:00:05:30:01:ad:f4
Cluster is Operational
Cluster is Not Shutdown
Cluster config version is 27
Security mode is basic
Cluster status is online
Total Nodes are 1
Recovery Scheme is 1 out of 1
Fabric[0] is f1
CKMC server has not been provisioned
Master Key GUID is 8c57a8d82d2098ee-3b27-6c2bll6a950e, Version: 0
Shared Key Mode is Enabled
Auto Vol Group is Not Enabled

SME 7 T R & I DFER
BIND 7 Z 2 X 1E#H L. show sme cluster =~ R CHERTE £4, 2Da~<r FiT . ROBE#RE
FoRTHEDITHA L £,
e SME 7 7 A X OFE
e SME 7 7 A% A ¥ —7 x A AIFHH
o UTAFNDKARNEH— vy |k
e SMEZV T AH F— 7T —HX—2
o JITAHK J—FK
e SME 7 7 AZ DY Y BLEHEH
e SME 7 7 A Z fEH DK
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FA4E

SME 7 5 2 ZEHRORE |

W SME” Sx4BBEDE=2Y LT

s VIARINDT—T

o T—T7 RV a—Lb IL—TIEHR

o VIRAZNDT 4RI TN—T

o VIAZNDT 4 A

e SMER—/)L I 7 4 X2l — 37y

show sme cluster =~ > KDY FI/VHDNIF RO LB TT,

switch# show sme cluster clusternamel ?

detail Show
interface Show
it-nexus Show
key Show
node Show
recovery Show
summary Show
tape Show
tape-bkgrp Show

sme cluster detail

sme cluster interface

it-nexuses in the cluster

sme cluster key database

sme cluster node

sme cluster recovery officer information
sme cluster summary

tapes in the cluster

crypto tape backup group information

| Output modifiers.
> Output Redirection.
<cr> Carriage return.

switch# show sme cluster clusternamel interface
Interface smed4/1 belongs to local switch

Status is up

switch# show sme cluster clusternamel interface it-nexus

VSAN Status Switch Interface

Host WWN
Target WWN

10:00:00:00:¢c9:4e:19:ed,
2f:££:00:06:2b:10:c2:e2 4093 online switch smed /1

77 A F—IEROFR

JTGAH F— T — B RX—=R T L E R EZFRRT D21, show sme cluster key =~ > R % fifi

]\/\i—;’_‘o

SME 7 —7|Z%}9 % show sme cluster key =~ > KOH > 7 VH T RO EEBY TT,

switch# show sme cluster clusternamel key database
Key Type is tape volumegroup shared key
GUID is 3b6295elllde8a93-e3f9-edael372bl626
Cluster is clusternamel, Tape backup group is HR1
Tape volumegroup is Default

Key Type is tape volumegroup wrap key
GUID is 3e9ef70e0185bb3c-adl2-c4e489069634
Cluster is clusternamel, Tape backup group is HRI1
Tape volumegroup is Default

Key Type is master

key

GUID is 8c57a8d82d2098ee-3b27-6c2bll16a950e
Cluster is clusternamel, Master Key Version is 0
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SME 7 Sz zE@pe=4s). 7 B

SME 7 4 A 7 |Z%}9 % show sme cluster key =~ > ROH > 7L HIE kDO LB T,

switch# show sme cluster clusternamel key database
Key Type is disk key
GUID is aa8c86a783c8a0d9-34ba9cfl3aflal7af
Cluster is C_SSL, Crypto disk group is DG
Crypto disk is Disk0

Key Type is master key
GUID is fc66b503982e816d-a68eba9850£29450
Cluster is C_SSL, Master Key Version is 0

7 I RAE ) — NEROER

n—H)EFIRY T XA v FICHET DIEREFRT D215, show sme cluster node =~ 2/
RafMHLET,

show sme cluster node =~ > RO¥ L F/OLH X KO LB T,

switch# show sme cluster clusternamel node
Node switch is local switch

Node ID is 1

Status is online

Node is the master switch

Fabric is f1

U BN BEERFBROER

KD ) HN) EEFICETIER. LI ED I T AZOTXTOY AN HEEFEOFR
EERRTEET,

switch# show sme cluster clusternamel recovery officer
Recovery Officer 1 is set

Master Key Version is 0

Recovery Share Version is 0

Recovery Share Index is 1

Recovery Scheme is 1 out of 1

Recovery Officer Label is

Recovery share protected by a password

Key Type 1s master key share
Cluster is clusternamel, Master Key Version is 0
Recovery Share Version is 0, Share Index is 1

switch# show sme cluster clusternamel summary

clusternamel 2e:00:00:05:30:01:ad:f4 basic online
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FA4E SMEJ FRAXEHORE |

W SME 2 5 = % SEOEERE

SME 7 7 X % BB DI REE R

£ A2, ZDOHRED Y U —RBREERLET,

42 SME 2 7 X 5 B R DBEGEIEF

BEREA Jyy—= G TR
V7 RN T DER 5.2(1) Release 5.2(1) Gl Fabric Manager (% DCNM for SAN
(DCNM-SAN) & WO A RNZER SLE Lz,
4.1(1¢) Release 4.1(1b) LA MDS SAN-OS V' 7 h 7 = 71X

MDSNX-0S V7 b = TIZAHINEREINE L=, IH
VY —Z2AFEFINTELT SRITTITHER SN
TWET,

& AL HME KMC H—3 4.1(3) EAHMEKMC X, 774~ =Rt H o ZY
P—REFEHA L TRETEET,

4.1(3) TIiX.HA O EIL [Key Manager Settings] ~2— 3
THERTEET,

T4 =Y =R H o FY =T T TAEZD
VERSRFIC RN CE £ 77,

TIA=Y =R h U HF Y = ROBREF,
[Cluster Detail] “X— Y CTEHE T £,

RANZIZ. =T RFLRELTEZITA [|4103) P —NFIZIPT RLAEIEFRR N EZASTEET,

nonET

=y h X"=20pa— K XZ 7 |3.3(c) AR TIICEY SMEY—ERADZ—45 > b
R—2ATOu— R RNT U IRAEREICR Y £97,

R SRR 3.3(1¢) SME DO#EEREIL, 22— NA R —T NV FE I T «

=Tl TcEET,
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CHAPTER 5
SME 5 — 7 DR E

ZOETIH.SME 2 LTS (bEn b7 —7OEFHICEAT AHEmNEENTHET,
ZOETIXIROFEIZOWTHHALET,

e SME 7 —7/FHIZBT D E#H (5-1 ~—2)

e CLI ZffH L7z SME 7 — 7 EH O T (5-2 <X—)

e SME 7 — 7R E DR (5-7 X—)

e SME T —7®HHOE=ZY L J (57 =)

e SME 7 — 7 EELOEREEEE (5-11 ~*—2)

—  —PISTH ) =k
SME o — 7"& (BT 515
TubVa= I LB SMEIR R A X —Fy MaHEEERELET . RA ML T —
T TR ANDIRA L EBRT LD SME RO DAHFEH L £,
. — 7 TN—TSAN DNy I T v 7B, TXTOT—7 Ny 77 v 7 =" IV
— N I TS =BT I AT EHT—T T4 7TV THEEINTWET,
T TR AR LHICEESNTWDT—T R4 7,
7T RY a— A BEEORERO DI NN—a— RCHUM SN AT —7 h— R v,
TR 2= TNA—T HEEOHRDI-ZDI Lufﬁéznfb\%.’)T 7R 2 — ADOFRE
Yy FSMEZBEHLT.T—7 R 2—Lb FL—FlT N—a— RO E I EDE

ﬂzd%fﬁ%ﬁﬁﬁbf BECXET HEBARY 2a—A A —TTIE T—7 R 2—2h F—
TNE NI T T TV =2 a r TRESNTVWARY a—5 F— VL4235 N

7
o T—
S

TEET,
SME (X B 5N AT — REHFEHLTHRY a— 4 ZV—"T%x 7 AR — T DN I
FT. 2077 AN ENORY 2a—b T A=A UR— }\Té“iff EJ WIS WA/

N—T T4 NEY T F T a T, q‘ifﬂi@j‘);“—.& TN—TIZEDDIFERO X A T %5
ETCExFET 2L 2EN—a—FofHEHEEL T AR 2a—4h JIL—THNIZEDHIERE
TUNHEY) T TEET,

CiscoMDS 9000 7 7 U NX-08S R b L—Y AT 4 TREB{ba> 7 4 Fal—va A K
| 0L-24977-01, Cisco MDS NX-0S Release 5.x



H5®  SMET—7ORE |

W cu %A L% SME 7 — 7B BO%E

5-11Z.SME 7 —7 RNy 77 v 7BELZ R L TWET,

] 5-1 SME D7 —7" /N 2 7 7THIE & RIE

Backup
server 2

Backup
server 1

Tape group

Cisco SME Cluster .
backup environment

Tape volume

A

[c3]

I Tape volume group
[c3]

Tape library

185917

ROWERIL. T —7ERFIRCHEHEINET,
o X —IEHIERE

o HENARY 2—A JL—7

s X—ArT—7

o JEiE

o RV a—A TN —TDORE

) T —EPBESWITIESME 2D T —FICEXAEINDE 27T TXAMNOEFHEY T,
T—1X VYA T NREE LT SV EAERFRIZ . SME (2 LY RF b S E T,

CLI ZfEH L7~ SME 7 — BB DR E

ZOHETIEH RO ME Yy ZIZHOWTERY EiFET,

o T—TIEMEDA X —T M ET 4 B—T AL (5-3 =)

o X—F 1T —T DA =T MLET 4 =T NAL(5-3 =)

o F—TF R a—h TL—TFDHREB3—)

e HERY 2—Lh ZL—TDA X —T MBI OT 4 B—T At (5-4 2—2)
o T—T ITN—T~OT—T FTNAADIEI(5-5 =)

o FT—T FNNA AADSNZADEN(5-5 X—)
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| 5% SMET—7ORE

CU 2/ L= SME 7 — 7B Eoxe M

7 —TEMEDA F—T LT 4 E—T L

FIEDFEH

7= TR A F =T AT B IR RO FIAE T LE T
st H

AT w7 1 switch# config t a7 4Fal—varyE®T—KRIZADET,

AT w7 2 switch(config)# sme cluster 75 AR %EF L.SME 7 5 % %2 'ﬁ?‘lj‘j% -
clusternamel .
switch(config-sme-cl)# BtE L E 9,

AT et F— T A A K — T M LET,

tape-compression
switch(config-sme-cl)#

A5 w7 4 switch(config-sme-cl)# no F—TEMET 4 E—7 I LET,
tape-compression
switch(config-sme-cl)#

X—F T —TDARX—T ML T 4 E—TF NV

SMEIZIZ. RNy 7T w7 T—7 LIl fbEniztx =2V 74 $—%2REFETI2457 a0 0db

D ET,
FIEDFEH

X¥—F T —THEEA X —T MT DX RO FIEEFATLET,
a<w R H#Y

AT w7 1 switch# config t 3:/7/1’5?;1/*—“/33/%*— }\a:]\@ij—o

A5 v 2 switch(config)# sme cluster 77 AZEREL.SME 7 7 AXREY TE— %
clusternamel N
switch(config-sme-cl) # LECHEE S

25 w7 3 switch(config-sme-cl)# key-ontape X—F T —THEE R A F—T N LET,
switch(config-sme-cl)#

A5 v 4 switch(config-sme-cl)# no key-ontape X—Fd o T—THEEERT E—T I L ET,
switch(config-sme-cl)#

FT—T R 2—hb T)IL—TDHRE

T—=7 RV 2—Lb TN —FX BTN DEEINTWD T =T DI N—7TT =&z
IZ.HRL TR TOAFLMOT —F Ny s 7y THORRESNEZT—7 R 2—5 J)—
P EMLIFTRTCOBAFA—NDONN I T v T—THOBEINEZT—T R 2—h T —
T Ly T,

T—"7 T —TOEIMILY SME BK sk &7 — 2 HICENT 5. VSAN A A h A K
L=V TN A BIORRAEZBEBIRT LN TEFEST 22X HR T HOT—7 7
N—T%BMNTBHZETSMED~ v B 7135 —2% HRAA MNOLEHDHR Ny 7T v
7T ET L IICREINE T,
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H5®  SMET—7ORE |

W cu z{EA L7 SME T — 7B EOBRE

FNEDOZEEH

AT vl
AT 9T 2

AT 97 3

AT 4

AT oS5

A7 97 6

A7 o7 1

T—=7 R 2a—L IN—=TERETDHIINTIROFINEZFATLET,

a<w v K

EL:3)

switch# config t

a7 4FXal—YarET—RIAYET,

switch(config)# sme cluster clusternamel
switch(config-sme-cl)#

75 AR EFEEL.SME V7 5 AZHEY T
T— REBHBLET,

switch(config-sme-cl)# tape-bkgrp groupnamel
switch(config-sme-cl-tape-bkgrp) #

FT—T R 2a—b TV —T%FEE L.SME
F—F R a—AhL TN —TF BT E— NEH
HBLUET,

switch(config-sme-cl-tape-bkgrp)# tape-device
devicenamel
switch(config-sme-cl-tape-bkgrp-tapedevice) #

T—T TNRA AL EREL.SME 7 —7 7
NA A Y TE—RZHBLET,

switch(config-sme-cl-tape-bkgrp-tapedevice)#
tape-device devicenamel D
switch(config-sme-cl-tape-bkgrp-tapedevice)#

T—7 =+ v IDEEELET,

switch(config-sme-cl-tape-bkgrp-tapedevice) #
host 10:00:00:00:c9:4e:19:ed target
2f:££:00:06:2b:10:c2:e2 vsan 4093 lun 0
fabric f1
switch(config-sme-cl-tape-bkgrp-tapedevice)#

TR 22— TIL—THDOKRA R E
7y M VSAN.LUN.B X Q7 77U v
(D EFHEELET,

”7‘4
7
J

switch(config-sme-cl-tape-bkgrp-tapedevice)#
enable

T—T FTNRA A A X—T W LET,

BEIRY o— A IN—TDA X—T MEBLOT 4 B—7 VL

FIEDFEH

AT w71

AT v 2

AT/ 3

AT/ 4

T—=T N—a— KBRREFEORY 2 — L T L—T|

R LTWARWT & % SME 23581 % & .SME

WBE#BIAR Y 2—hA IV —TbE A X —T ML T HLWARY oa—h T —T72 Bk L E9,
FIFNL TR HBRY 2—b T —FiZT 4o —7 N2> TWET,

HEARY 2 — b I =74 X—=T NVERIET 4 B =T ST DT RO FIAZE FEITLET,

HE

a2 K

switch# config t

a7 4 Fal—I a3y EF—RIAD ET,

switch(config)# sme cluster
clusternamel
switch(config-sme-cl)#

JTABEREL.SME 7 ZAXRTEY TE— K%
BRIA L £,

switch(config-sme-cl)# auto-volgrp
switch(config-sme-cl)#

HEIRY 2—L ZJ N —T72ELET,

switch(config-sme-cl)# no
auto-volgrp
switch(config-sme-cl)#

HERY 2a—L Z—7%EELEE A,
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| 5%

SME 7 — 7 D8R E

CU 2/ L= SME 7 — 7B Eoxe M

T —T TN—=T~DT —TF T4 ZDBM

T=T TNARAZ T =T ITN—T O LTHEIN. A VT AL L TOLAT TR S

FNEDOEEH

AT vl
AT T 2

AT o7 3

AT T 4

AT 975

nE9,

T TR AT —T TNA—T 52 BMT DL ROFIEEZFEITLET,

a< K

HHY

switch# config t

Ay 7 4Fal—vary T—RIADET,

switch(config)# sme cluster
clusternamel
switch(config-sme-cl)#

JTAXEREL.SME 7 T AXKREYTE— K%
B L £,

switch(config-sme-cl)# tape-bkgrp
groupnamel
switch(config-sme-cl-tape-bkgrp) #

T =T R 2—h ITAV—T%FEEL.SME T —7 &R
Va—h N —7F V72— N2t L E7,

switch(config-sme-cl-tape-bkgrp) #
tape-device devicenamel
switch(config-sme-cl-tape-bkgrp-tape
device) #

T—T FTNRA AL EREL.SME T —7 5314 X W
TE— RFEBMBLET,

switch(config-sme-cl-tape-bkgrp-tape

device)# tape-device devicenamel D

switch(config-sme-cl-tape-bkgrp-tape
)

device) #

F—F =tV vV IDERELET,

F— L TN ZA~DINAZAD BN

A

TEE

FNEDOZEHM

AT T 1
AT/ 2

AT o7 3

P RERXA RN —VDOBDO/RAZHRARTHTXTO IT-Nexus ZiX EZEBMTIHILENH Y F
T ZDOEIT LN ET—ZOBEEMEIIAERICE O INET,

T—=T TNRA AT =T IN—TD—E & LTHRESN.TA VT AL LTOLR TR S
NEFTITTRAINOT—F TNRA AZA~DTRTONRAF EFA M Z—4% > F LUN.VSAN. 55
FO77 7V v 7 BMHLTHEESNDILERLD 9,

7 FAENDT =T TNA ANDRRAZ BT DT ROFIAZ ETLET,

a<w R

HE

switch# config t

a7 4 Fal—I gy EF—FRICAD ET,

switch(config)# sme cluster
clusternamel
switch(config-sme-cl)#

JTABEREL.SME 7 T AXREY TE— K%
BRIG L £,

switch(config-sme-cl)# tape-bkgrp
groupnamel
switch(config-sme-cl-tape-bkgrp) #

FT—7 RY 2—h TI—TEEEL.SME T —7 R
Va—b JNV—7F V%7 — REBLE T,
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H5®  SMET—FORE |

W cu z{EA L7 SME T — 7B EOBRE

AT w7 4

AT, b

AT o7 6

AT/ 1

a<w U R

HE

switch(config-sme-cl-tape-bkgrp) #
tape-device devicenamel
switch(config-sme-cl-tape-bkgrp-tape
device) #

T =T FNRA AL EL SME T —7 T34 X Y
TE'— RNERBELET,

switch(config-sme-cl-tape-bkgrp-tape
device)# tape-device devicenamel D
switch(config-sme-cl-tape-bkgrp-tape
device) #

F—F I—r) o IDEEELET,

switch(config-sme-cl-tape-bkgrp-tape
device)# host
10:00:00:00:c9:4e:19:ed target
2f:£f£:00:06:2b:10:c2:e2 vsan 4093
lun 0 fabric f1
switch(config-sme-cl-tape-bkgrp-tape
device) #

F—F R a— L TN —THORARNEZ—H v |,
VSAN.LUN.BX U777V v 7 (f1) 28 EL 7,

switch(config-sme-cl-tape-bkgrp-tape
device) # no host
10:00:00:00:c9:4e:19:ed target
2f:££f:00:06:2b:10:c2:e2 vsan 4093
lun 0
switch(config-sme-cl-tape-bkgrp-tape
device) #

HBEININRAET—T FIATLBHIBRLET,

FFERDONRATHIE &N IT-Nexus 78 SME CTiRE SN TWARWIEEA . SME (X iR EFHD /XA %
BEDT —7 TS ZBMNT 5 E L B2 IT-Nexus DRtHE N H—LE4. A7 U7 ML
NT=BREE Gl R AEBINT 5 & %12 IT-Nexus BRIHAE T TE B L 510 1 HRIOBLEAE R TS

L EEBBOLET,

T—TREHAED A N

T=T TR RAEEH LT NN A X — T NVETTT 4 =TT TEET,

)
()

FNEDOFEH

ATl
AT T 2

AT o7 3

F T F I R TIZ B EEDARAL RN TT 4 =T NI R>TWET . ZUT TF AN T—FMN

n— R & FBESRARITRBRLETS,

T=TWEBALDNA N AL A X =T NETT 4 =T M T DT RO FIEEZ FEITLET,

a<wy R

HHY

switch# config t

a7 4 Xalb—vary E—RICAD ET,

switch(config)# sme cluster
clusternamel
switch(config-sme-cl)#

7 AREEELSME 7 5 AR EYS TE— F%
B L £,

switch(config-sme-cl)# tape-bkgrp
groupnamel
switch(config-sme-cl-tape-bkgrp) #

FT—F RV a—h IV —T%EEL.SME 57— R
Va—h N —TF V72— N2t L E7,
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a<w R E:3]

X?‘)j’ 4 switch(config-sme-cl-tape-bkgrp)# JUV7 FTXFAF T —X 75;3;) AT — A %{F’é‘ﬁ? Li—g*
tape-device tapenamel
switch(config-sme-cl-tape-bkgrp
tape-device tapenamel)#

AT v § switch(config-sme-cl-tape-bkgrp-tape VT TFAN TFT—F @{%)EHH# é’cji\]f;gf;j:ﬁﬁ:fj—
device)# no by pass _7 7_/\/]» 20)/\4’/\2 ‘j‘ ) /_%f:}:bﬁbi‘@_

switch(config-sme-cl-tape-bkgrp-tape 7 ) 7 TFX A B T@T 2 DEiE n@j‘—g’*é I —
device)# by pass T FRL ADSA SRR —EFRELET,

o

P—RLEA ML —=TDBDNRAEFRABNTHTXTOD IT-Nexus ZiX EIBMTH2LENH Y £
T, FOLE I LRV ET —ZOESMHIIBRIZEL ENET,

x>

SME 7 — 7" & B & DHEZR

SME 7 — 7 EHOREERE X R T HII. KRONTHNDIEEEZITVE T,

a<wy R By

show sme cluster tape T T AERNEITFEMEREE L
£7,

show sme cluster tape detail F—F =Y I T AIERAERRL
e

show sme cluster tape-bkgrp TRTCOT—T R 2—b I NV—TF7-1L
FEOZNV—TIZET 2 FRERRLET,

oD avr ROMNZRRINDE T 4 —/V ROFERIZ DWW T [ Cisco MDS 9000 Family
NX-0S Command Reference]% 2 L T IZE W,

— ,‘. — > ~
SME 57— EHOE=HZY 7/
COETIE KO ME vy 71250 THEY EIFEd,
o KA MDFEMDER(S-T7 =)
o T— 7 OFEMIEHRDOER(5-8 ~—)
e CLI ZfE] L7z SME 7 — 715 DO FE R (5-8 2—)

RA N OFEDORR

SME 7 5 AKX NOERA MIETLHMBEREFRCTEET HEDR A MIETHIEFERIC
T TN—T XA NR—= T RA DA —F ]\f\@/\X‘VSAN\777 y /7\}17“—

A BROT =7 TAAALZAREENET,
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W svEF—7E#nE=4).7

T — 7 DFAE R ORI

SME 7 7 A OT —7 T4 AT 55HMERE2 R R CEET HEDT —7 T34 AIZH
TAHDERIIZ. T =T ITN—T A R= T TNRAZAOHHA VT ALEZ HRANE X —
2 RO PWWN BEENET,

CLl ZfEH L7z SME 7 — FHRDFER

T —7 OBEIZOW T OFEMTEH A R T 5121, show sme cluster tape =~ > K& L 7,

switch# show sme cluster clusternamel tape summary
Host WWN Description Crypto-Tape Status
Backup Group

10:00:00:00:c9:4e:19:ed HP Ultrium 2-SCSI HR1 online

T—7 — ") v VERORTR
T—7 11— ~U v VICET 5 A KR T 5 1T1%, show sme cluster tape detail Z {5 H L £ 7,

switch# show sme cluster clusternamel tape detail
Tape 1 is online
Is a Tape Drive
HP Ultrium 2-SCSI
Serial Number is 2bl0c2e22f
Is a member of HR1
Paths
Host 10:00:00:00:c9:4e:19:ed Target 2f:££:00:06:2b:10:c2:e2 LUN 0x0000

F—FRY 2— b FNL—FEROFER

TRTOT =T R a—L INV—TEITRED 7 NV —T T 2 FH &2 R RT 51213 show
sme cluster tape-bkgrp =~ > F&HH L £9°,

switch# show sme cluster clusternamel tape-bkgrp

switch# show sme cluster clusternamel tape-bkgrp HR1
Tape Backupgroup HR1

Compression is Disabled

Number of tape devices is 1

Number of volume groups is 1

Tape device tdl is online
Is a tape drive
Description is HP Ultrium 2-SCSI
Serial number is 2bl0c2e22f
Paths
Host 10:00:00:00:c9:4e:19:ed Target 2f:£f£:00:06:2b:10:c2:e2 Lun 0x0000 vsan 4093[f1l]
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TF—TL TR ADAT—F ADFER

SME 57— 7&@EpEe=4Yy. 7 N

T — 71E A& FR$ 5 121%. show sme internal info cluster <cname> tape-all ==~ > KA Jfl L

=7,

SWitch# show sme intermnal info cluster tiel tape-all

Tape B
Last S

Tape
Memo
Seq

Comp
Key

Tape
Shar
Auto
Tape
Last
Tape
Last

Ta;
La

ackup Groups : 1
eq Id 1

Backup Group
ry Address

Id

ression

on Tape

Key Recycle
ed Key Mode
Volume Group
Devices
Device Seq Id
Volgrps
Volgrp Seq Id

pe Devices
st Seqg Id

Tape Device
Memory Address
Seqg ID

SME (Encryption)
Compression
Bypass-Policy
Cached Lun Path
FSM State

ITL Count

Tape Drive

LUN FSM State

Lun Path :0x107d185c

tb2
0x10788854
1

Enabled
Disabled
Enabled
Disabled
Disabled

1

4
1
1

tdo

0x107ba054

4

Enabled

Enabled

BYPASS DISABLED
(nil)
SME_CTAPE_DEVICE_G_ST_STABLE
1

0x107d123c
SME_LUN_ST_ STABLE

IT :V 3 I 40:00:00:00:00:00:00:01 T 40:00:00:00:00:00:00:02
LUN :0x0000

Is Configured

Status 22

Error : 0x0

Flags :0x1

BEDT =T Ny 2T w7 JN—TOREDT =7 T34 AT D1FHREFRT DI,
sh sme internal info cluster tiel tape-bkgrp tb2 tape-device td0 % i L %7,

Switch# sh sme internal info cluster tiel tape-bkgrp tb2 tape-device td0

Tape Device
Memory Address
Seq ID

SME (Encryption)
Compression
Bypass-Policy
Cached Lun Path
FSM State

ITL Count

Tape Drive

LUN FSM State

tdo

0x107ba054

4

Enabled

Enabled

BYPASS DISABLED
(nil)
SME_CTAPE_DEVICE_G_ST_STABLE
1

0x107d123c
SME_LUN_ST_STABLE
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Lun Path :0x107d185c

IT :V 3 I 40:00:00:00:00:00:00:01 T 40:00:00:00:00:00:00:02
LUN :0x0000

Is Configured

Status :2

Error : 0x0

Flags :0x1

BB FHICERE SN TWD SME A v ¥ —7 = A AZBT 2 #aHE# 2 £~ 51213, Show
Interface smex/y % {# i L &7,

Switch# sh int smel/1
smel/1l is up
In fabric Fabric_swll9
Member of cluster tiel

SME I0s I0/s Bytes Rate
Host Reads 0 0 0 0.00 B/s
Host Writes 0 0 0 0.00 B/s
Host Total 0 0 0 0.00 B/s
Tgt Reads 0 0 0 0.00 B/s
Tgt Writes 0 0 0 0.00 B/s
Tgt Total 0 0 0 0.00 B/s
Clear I0s IO0/s Bytes Rate
Host Reads 0 0 0 0.00 B/s
Host Writes 0 0 0 0.00 B/s
Host Total 0 0 0 0.00 B/s
Tgt Reads 0 0 0 0.00 B/s
Tgt Writes 0 0 0 0.00 B/s
Tgt Total 0 0 0 0.00 B/s
Compression Ratio 0 :0

SME to Clear 0.00 %

Read to Write 0.00 %

Clear Luns 1, Encrypted Luns 0

Error Statistics
0 CTH, 0 Authentication 0 Compression
Key Generation, 0 Incorrect Read Size
Overlap Commands, 0 Stale Key Accesses
Overload Condition, 0 Incompressible
XIPC Task Lookup, 0 Invalid CDB
I1li, O Eom, 0 Filemark, 0 Other
FAILED WRITE Count - BYPASS DISABLED by USER ======> If write fails for clear text

N o oo oo

tape
last error at Tue Jun 26 13:39:49 2012

EVa b 2wy REMHLT.LUN BAOE 2R LET,

show sme internal info crypto-node 1 lun all
module-1# sh sme internal info crypto-node 1 lun all
TAPE LUN TREE

LUN
cpp_lun_ndx 0x5
serial no. 0003-0000-00000000:0000000000000000
type sequential
sme_enabled 1
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crypto_status
vendor_id
product_id
asl_id
prod_rev_level
vendor_specific
cluster_name
enable_pad

pad to
bkgrp_name
device_name
flags
granularity
max_block_len_lim
min_block_len_lim
block_length
compression
key_ontape
Bypass_Policy
has tape
position

has cth

bypass enc

wrap guid

media guid

total itl count
active itl count
cmd_send_err

Not locked

SONY
SDz-130

0201

tiel
False
0x0
tb2
tdo
0

2
1000
4
512
1

0

SME 7 —FEmotkiEE B

BYPASS DISABLED

yves
200
no
no

0000000000000000-0000000000000000
0000000000000000-0000000000000000

1
1
0

SME 7 — 7" E B DO EE

£ 51 ZDREDY V— R BREEZRLET,

# 5-1 SME 7 — 7 3E DEEGEIB/E

HREA JY—2 HrEiF
HLWSME 75— 7 2~ RBBEIMENE  [5.2(6) HMLWSME 57—7 <~ RpBMEnE L,
L7z
VA N E Aoy 5.2(1) Release 5.2(1) Gl Fabric Manager /< DCNM for SAN
(DCNM-SAN) L WO A FTICAET S VE LTz,
4.1(1¢) Release 4.1(1b) LAKE . MDS SAN-OS ¥ 7 k¥ = 7 < MDS

NX-OS V7 "N = TIZABINPERSNE L HY U —
AIEFENTELT  ZRITT TR S T ET,
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SME = 1 X7 OFHRE

ZDETIX.SMET 4 27 & EMIENS SME ZEH L7=2F 4 27 OEBIZHOWTIHA L ET,

(#E) SMET7 A4 A2 ZRET HEITIT.TRTOEEL LI BHALTES N,

ZOETIZ IROFHEIZOWTHHALET,

e SME 7 4 A7 EERIZONT(6-1 X—)

e DKR IZBHT 2 EEFEE L OHIKFE(6-14 =—)

o CLI Zfliffl L7z SME & 4 A 7 @ H O IE (6-17 ~<—)
e SME 7 ¢ A7 E PR E DR (6-34 ~X—)

e SMEF 4 Z7&HDE=H 27 (6-35 <—)

SME 7 + X 7 FHIZDOUT

SME 7 4 27 B CII ROHEHA 2]V LiF £,
e SMET 4 AV 7T—%7 7 F v (6-2X—)

o HHL(6-3 N—)

o AF v vavw h(6-4—)

e SME |Z X 2B DOEH (6-4 ~—)

e SME CTHOAF v 7 gy MEFL(6-5 4—)
o T — X UEf(6-6 X—3)

o F—HAEM(6-9 N—)

o SME NAE%N72 MDS A A v FDAZH(6-9 ~<—)
e SME 7 4 A7 OF—EH (6-10 ~<—)

e Cisco KMC(6-11 ~—7)

o T—H LTVl —1a(6-133—)

e SME 7 4 A7 ¥ —H##(6-13 <—)

e SME 7 4 A7 & ISSU(6-16 ~<—)
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SMET 4 AV T—X%T 7 F %

SME 7 4 A7 EEIZ. T 4 A7 IS N TV DT — X 5t L £,

SMET A A7 DY 7 =T T—%77F ¥ IL.SME 7T — 7%V KR— 3 5EHFED SME 1
TIGARNT I FRIZBPTWET, T 4 27 AR — FI.MDSNX-0S U U—2R 521058 HFED
SME7 —%7 7 F v ZIBIENE LT K 6-11F, LT 27V 777 ) v 7 EET =2 &
VH—HR L TWET,SME 7 1 A7 BEHEIZ KD Cisco MDS /~»— R = 7 T I E T,

e 16 R—h APL—Y ¥ —ER J—F(SSN-16) Y = —/L
o 18/4 /L F P —E R EY 2—/L(MSM-18/4)

o 9222i AA v F

6-1 1T SMET 4 A2 7—F%7 7 F xR LTWNET,

X 6-1 SME =4 X2 7F—FF2 F+

SOLARIS1-HOST

MD3 9515-¢

Encryption
F ¥

. Enervoted

EMC1454-E5

239796

Dual Fabric Data Center SAN

O TIH AL »F%ZSME / — FEMNORET,EY 22— /VZIE . SME 2% KR — 35 120 E
DAHE—T 2 AARHYETSME / — NIZ . FANER N —VOMZRND VT 7 47
RSB L OMESLLET S LETIFE AL ND T 7 AN F v N7 7 0 v 71,
SAN @ FC-Redirect #§FEZ ] L C SME / — Rllfnik S E 4,72 & 21X, SSN-16 iL 4 oD
SME A v 4 —7 = A A% R—FTE MSM-18/41Z 1 ODSME A v % —7 = A A& R— |
LET,

SME 7 4 A /MBI T 27V 77 7V v 7 PER S TEELET, ZHE KRR R EX R L—
COMIAFET 5T X TONRATHE L EEFLEFITLET,

= >

SME 7 4 AV Z. T AR DYy Fubya=rTaYR—FLTWEREA,

Il CiscoMDS9000 7 7 I U NX-0S X b L—Y AF 4 TR LI 74 Fab—va vy HA F



| He

SME 5 1 2 7 DFRE

SME = ¢ 2 7 Faicove M

SME 7 7 A X INZ DFREZ ML L £ 9 ,SME 7 7 A X (X.SME / — KO3 L7 2 a » TR E
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RIGEADT 7T 4 BT ¢ ZHEIE L E T,

SME 7« 2 7 #3H BAL M B AL OBBE £ RIS 57 4 27 1L B DT —F DRVF 4 A7 T
b BEEDT 5 Db BT %) CHBLE LT (27 GOy 1 DI W0
7S EMBESROLEN S TGO )T T RS RET —5 TRERTS
7R AT — 4 W E T

T%&Eﬁiﬁ774/%%Ffiﬁféiﬁﬁ7?47?%5ﬁﬁ%*Vﬂi?4x7
@:77“!21’?”5731 }\J:@77°U b‘%f/a ‘/z))ﬁiﬂ:éﬂ\?‘/fxy&: I/O Li%{%éhjﬁﬁho
SME 7 A7 HREIZ L 5> TR A MRT 4 A7 ISR L TT =X 2 FAEES L LD L9725 & HE
DUO BAEARNMIT ==y Id EHI2ikb £,

T4 F—RKTII.SME BT 4 A7 LOBEFEOT—X %7 V7 TX A M biEE{bI Nz
TEXEARMIEBRLTWLEXIC AR DT Y r—a BT 4 27 TUO ZFET LT D
ZEmTEETS,

TAATII I TABL T A AT TN—TH BIOT 4 AT LK > T RETRISH S
ET,

WAL £ IFE AL D T2DIZ SME 7 27 IZIEM ¥ —BRETT, 7 4 A7 BT LI
F—DERINET,SME 7 4 A7 OF—EF I TIL,SME OBEfF D Key Management Center
(KMC)A > 7 F AT 7 F v BMEMSET AT 4 A7 O F—[%, Storage Media Encryption =
Zat oy HIC Lo THERK S 41, SME Key Management Center (ZfR1F S 4VE T,

SME 7 ¢ A7 TIZ,LUN OB 4 REF 277 L EH A,

VU —=R521 T Y HE—bSNDZHKRT 4 A7 A RE2T7 724 MTB LV 1 Ty sd
2 A X T4, Bk X LBA 1% OXFFFFFFFE T,

VY —Z2 3526061337 =F¥BLOE V=F % T—FDIIFTAEZTHR—FENDT 4
AT A XN2TB #8127,

SME 7 4 27 TIX 51234 FDT 4 A7 Ty A ADHZEYR—FLTWET,

VU—RA521TIE.T 4R LOWAFD Y VT F—=2 bRt ENe T —F~DA T4
ZHPHF R —hENTOERA,

BERIZII RO 2 ENRH Y 97,

e X T—F/AIu—V T AR TULAW LS TERBTT A A DT —FZNE LA ML —
V VAT LARDRIOT 4 ARSI D L SET 4 AV IXEEIXT 4 A DI T—F
i e— MR E T, ZE. e — A VERLEFEERE T,

e VE—NERLT AR TVUAWL LS TERET AATIDOT—EBVE—F AL —T ¥
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o T LA RUE—[EEOHMEMHEH L-EREGROME, ZOFIEOHNIZE - T RV
A— B 35 T ONTF R REBIT-D SCSI 7 a7 ¢ &I SEE T LT 4 27 OB%
FRFETEET,

e DCNM %1 L DKR %4 L 7= SME ~OEHBMREW DA o F— b,

(##) DCNM OA%fH L T.DKR BRIZH DT 4 A7 ETTXTO SME R EEIEZEHL T
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<Options>SME_DKR_NONE</Options>

<Relations>

<Type>SME_DKR_MIRROR</Type>

<Source>

<Label>grp-1</Label>
<Cluster_Name>source-1</Cluster_Name>
<Disk_Group_Name>primary-cx400</Disk_Group_Name>
<Disk_Name>pry0</Disk_Name>

<Identifier>
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<VPW>

<Vendor>DGC </Vendor>

<Product>VRAID </Product>
<WWN>600601609bc12a008ca7298a9c44e011</WWN>
</VPW>

</Identifier>

</Source>

<Destination>

<Label>grp-2emote</Label>
<Cluster_Name>destination-1</Cluster_Name>
<Disk_Group_Name>secondary-cx400</Disk_Group_Name>
<Disk_Name>sec0</Disk_Name>

<Identifier>

<VPW>

<Vendor>DGC </Vendor>

<Product>VRAID </Product>
<WWN>600601600e602a00b461b7289b44e011</WWNN>
</VPW>

</Identifier>

</Destination>

</Relations>

</SME_DKR>

() DCNM-SAN (356567 7 A ZNDIEIILT 4 A7 R E LRV BB IILT 4 27 PR
ICREBLIOBRHT 2L ERH Y £,

SME 5+ 27 & ISSU

In-Service Software Upgrade (ISSU) IZIX RO EF: 1N H Y F 7,
o ISSU OMLEEF|X SME iR EDEFENHEITH F2IIBMBEATHLILENH Y F5,
o ISSU A A Y a— VT BRI, T — X E\MIEENETT CIXRNWZ L 2R LET,
e ISSUTIZ. 77— UxzT 777 L—RPiZiEEit, — F(DPP) N4 7 F A4 220 &
T, ED EFANYO VT 7 4w 7N ENET,
o KAk — FIT 31 o K &I 7= IT-Nexus 1%, Bl OB EAL~5ERIZBITT DA EENRH D £
T IDEE AMSMDONRT U ARERNRL RHZENnHY £,

() SME 7 1 27 Ti£.5.2(1) LART® Cisco NX-0S V U —2Z» 5D ISSU IR — &N TE LT,
SME 7 4 A 7 fERITHES SvE T,

YU —Z521 060U —R526I27 v 7L —RTALXIT. 7T7REINIET=F v E—
RIZR > TWAMLENRDH Y ET . F7- VIV —RA526 560 ) —R521 X7 L—RKT5
CEWF V=T JTRAEZDBHIRENAILEND Y 9,

Cisco DCNM for DKR T X% — L FE#EDE B

2O0DF—ERBIEIRO LBV TT,

o FHUEffZRLin—NL F—EEICES>TDKRIZYE—F T4 AT ~DKR b T2 &
A2hEHPHILET, B—HL F—EBECTT— X OEAERIKRIESN. VE—F =V R~DFT —
X L) r—va URRE# SN S VBB VLEZ MR 28N L DKR TRIBAE % 5217
TEFET, ZOBMEICLY BFELEEEOFT—DRRAMEIN. VE—F T L AT ~DEKEA B
T EANBFREINET,
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A

nE

CLI 2/ L= SME 7 1 2 7 &@Eoe B

o THHEIERITT 4 A7 OF — 2 Wi & PGS DRI ROBEEZE T LTS E W,
- DKR BfREMZHIT L £,

- EEILEET 4 A7 OMOBRAENCLET, 2T T 4 A7 T LA N F—[H
HOBIETT,

T AR TET LCT — 2 OB MR L6 ROBIEZFEITLET,

- TART T A RXRUFE—EHAOEELZHHA L T EETEmitoMosT—4% L7
—varEREMILET,

- TINFETLHEDT 4 A7 O TRM SN S DKR BEfRE2 A LET, 2D
BRI B L L sE D F— 2RI L £7,

F— BN TETTHETHLT A AT TERAIANDT 7 A &EILLET, 7 — % %EfFHHIC
RARNIT 7 2AT DL T—FHREBPEAEALET,

ARV ERT 4 X7

ATF A1

EX ALV T =

~

()

A BT 4 A7 BT 5 L AR MIREBLXF—2E L TUREREEDT 4 27 D=
VT UV AR I ENTEET, LT A A ONKERET 20DV ) a— 3 v
T, T4 AT LTCHARERDOH D —HEOF—NbhoTnH LI RRRTIX. Z0E— R
FEHLC AEEOHL2X—% 1 DT ORL. T 4 A7 ONKEEFHAIWD DD IE LD F— % FE
FTIENTEEST, ZOE— NTEFOHERLTHEHT 22 L0 AFICTHRBS N TWDHEHF DY
AN FIETHEATSZ LTS TOHEREA,

AWM EHE—F2EM LT =2 2RET T ROFIEEFEITLET,

[Manage Disk Encryption:Settings] ~*— " C, [Make Read-Only] %% L £ 7,
ELWF—ZIGET0L VAN U4 F—REEHLTT 4 27 ZEETE ET,

F

ORI VT =F X VTAX E—RTHHATEET . T4 ANV 7 =F v £— RICEH#H
SNTWRWERIX T A AV =F ¥ 2 FHTEIRADLIENTEET, 2L T 1 A
T DOFHMR—UMBEITTDEHIEE I TAADFEMRN—C AN BNy F £— R THEITT
HZEHLTEET,

T =T TAART VTR BV T =T v T AR JTAFIERT AT, Z0a~<w R
AL ET,

CL ZfE/H L7 SME T 4 X 7 EHDFRE

A

TEE

HELETHIL. Cisco KMC BFEIWCA L TA o THAHLERH Y F,
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SME 7 4 A7 557 7 AZ AR ETEIRET 572007 FAZ &T 4 A7 %G L LTER
THLERDY T, ZOEREHET D HIEOFEMIOWTIX.ISME 7 7 2% OfERk & 7
Tar(4-6 XR—=V)ESML T I,

SME 5 4 A2 7T AZIL. KD ECIP iR & H#MENH Y T8 A,
o 1P JEMENA %N 72 FCIP
e IPsec 8L WA Z{#i i+ 2% FCIP

ZOETIZ KD FE y ZIZONTHRY EFET,

e IT-Nexus O (6-18 ~—2)

o U T AHX~DSME / — KOiBH(6-19 ~X—)

o U T AZ~D SME Kbz Y @iBh(6-19 ~X—)
o T AR TN—TDEE(6-20 X—)

o TURY TN—T~DT 4 AT DIBN(6-21 X—)

o F A4 AT ~DSNADIEN(6-21 ~2—)

o T AATDEM(6-22 X—)

IT-Nexus DO H

= >

AT vl
AT o7 2

AT o7 3

PR A ML=V DBDNRAEFRABNTHTXTOD IT-Nexus X EITBMTH2HLENH Y £
T, ZDOLE I LRV E T —ZOESMEIIBRIZEL ENET,

IT-Nexus 7 4 A7 Z T D I2X KO FNEIZHEVNFE T,

avw K H#Y

switch# config t Ay 7 4Fal—vary T—RIADET,
switch(config)# sme cluster I AREIRELSME 7 7 AZFZEY T — %
clustername E“ﬁﬁé L¥ _g_

switch(config-sme-cl)# [no] discover |} A NEDH S IT-Nexus #I5E L F 7,

host wwnl target wwn2 vsan vsanid

fabric fabricname

Initiator-Target-LUN Nexus (ITL) O HH TiX,CKMC IZf#& L T BLIRIERB KON T 2 546
ET AR DT 7T 47 F—ZMR LETHHLT 4 27 OREOFHMZONTIE 7 1 2
ORI v a(6-11 X—=V)ESRLTIEEN,

TAATBLOET 4 A7 ~OEHEO /S A F A2 Z— 1D, " D, I LT 731 A ID(VPD) O
SCSI &7 —# Tl s E 4,
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CLl 2/ L= SME 7 1 27 &@EoE B

(1) D IT-Nexus ODBHNFIRHIRITSND LR A7 V7 MESNZBRE T R L LT
CKMC IZHT 2 BOME 5| ST RREMERH Y £, NI K > T, —HOREN X A A
T NTAAREMNH Y E T, B IL IT-Nexus Z BT 522 T, 227 U 7 Meahni-
BETOZOL ) RFEERAZLGS D o~y FET 1 OMORBIEZHRET 52 L2380
LET,

IT-Nexus DFER
7T AZIBIMENDTNTO IT-Nexus ZF/RTHIZIX KOa~<w> REATTLET,

switch(config-sme-cl)# show sme cluster c52 it-nexus
Host WWN, VSAN Status Switch Interface
Target WWN

21:00:00:1b:32:84:ca:da,

20:04:00:a0:b8:1f:4a:c6 5 online 172.23.146.52smel0/1

) AA v F BLOIT-Nexus B3A » RENTWAKE{L /) — FbERENET, EEROFITIE.
IT-Nexus lZLA FIZ L > THRA FEINTWET,

e IP7 FL A 17223.146.52 DA A v F
o EVa—NI0DT A H— ROFHIEI A 7t~ P (CPP) L

e /IO T 749 JIF FTa—LI10DTAYy H—FROF—X XA 7Fat v P (DPP)1 T
ct/)v(ﬂiz }\ éhi—g«o

75 AZ~D SME / — KDEIN

FIEDFEH
2 F ABIZSME / — R&iBMT 213 ROFIAEFITLET,
a<y K HHY
AT w7 1 switch# config t a7 4 F a2l —T gy EF—RIIAYET,
A7 w7 2 switch(config)# sme cluster VBT 2T 4 AV 451 8ELET,
clustername
A7 7 3 switch(config-sme-cl)# node local S5 ARENTAe—hL ) — REEBELET,
AT v B switch(config-sme-cl)# node remote 7T ARIZEMTAVE—RF /J—RKOIPT RL A
node ID AR ERELET,

7 5 AEZ~D SME B 54/t ¥ DB

FNEDOFEH

efbo s PN~ AX— ) —Riiae— ALV ThHbHEZITSME b P a7 T AX|Z
BT 52X RO FIREZFEITLET,
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AT w7 1 switch# config t Ay 7 4 F¥al— gy T— RIIAY ET,
A5 w7 2 switch(config)# sme cluster ﬁzﬁkzj—é-j—/r 7\7%%?5% LET,
clustername
A7y 7 3 switch(config-sme-cl)# node local 7T ARTBMT hu—hn ) — RERELET,
AT ‘yj 4 switch(config-sme-cl-node)# z—h ) 7\/]’ “/7: 7779 /7%ﬁﬁ;§_}jﬂ§'ﬁ§bij‘o
fabric-membership fabricname
25 w7 5 switch(config-sme-cl-node)# interface 7T AR %ﬂﬁ;‘: DRI =] j][]-j‘é 9l j:'é‘fg
sme 1/1 force Li'ﬁ‘
FvRAL— ) —RECHI b= VBT A, v AX— /— NIZBEI L SME A
VE =T 2 A AEER L T D ROFIREFEITLET,
aw K =X: ]
AT w7 1 switch# config t a9y T 4 Xal—ar B— RIZAD £,
AF v/ 2 switch(config)# sme cluster enable 7S5 ARMEREE A R —T NI LET,
25 w7 3 switch(config)# sme enable SME %ﬁgé‘»/" 7\‘*‘7‘\/]/@: Li—g’*o
A5 w7 § switch(config-sme-cl-node)# interface 7T AHX|Z %ﬂ:;}: V) 7][]"9"%) x 9 j:
sme 1/1 force Li'@’«
YAE— )= RTRKOEIZVE— MBI P27 FRAZITEMLET,
a<wy R BEY
AT w7 1 switch# config t ay 74X al—vary ET— KRICAY £,
a y7° 2 switch(config)# sme cluster ﬁzﬁkzj—é-j—/r 7\7%%?5% Lij—o
clustername
AT w7 3 switch(config)# node <node alias> ARV E—KN J—FRZBMLET,
ip-address <ip address of remote
switch>
AT v/ & switch(config)# fabric-membership VE—hAAvF 777V I 4AIENETELET,
<name of fabric>
25 w7 5 switch(config-sme-cl-node)# interface 7T AR %ﬂj:l: VI S jmj—}:) I 9 j: E
sme 1/1 force Liﬁ_

F LR TNV—TDRE

FNEDOEEH

SME 77 7 AXNDT 4 ATII. T 4 AT T —

TARAT TN—T %%

TITHERE TR T

TEET,

BT DICIL RO FIEZ FATLE T,

Il CiscoMDS9000 7 7 I U NX-0S X b L—Y AF 4 TR LI 74 Fab—va vy HA F



| 6% SMET 4 R7 DRE

CLl 2/ L= SME 7 1 27 &@EoE B

a<wy R BEY

A5 w7 1 switch# config t a7 4 Fal—Tar F— RIZAD ET,

AT w7 2 switch(config)# [no] sme cluster 7T ARZERELSME 7 7 AZZEY TE— %
clustername Bﬁt‘A L i _g—

AT w7 3 switch(config-sme-cl)# [no] FUARAT TN —TEHRELET,
disk-group dg-name

F 4RI TN—T~DF 4 A7 DB

T AARAITET A ART TA—TDO—EE L THRESN AHiZZA VT AL L THAL CEHES

nE9,
FHEDFEH

TART TN—TT 4 A7 ZBNT DX KROFIEEZFITLET,
a<w R H#Y

A5 v 1 switch# config t a7 4 Falb—vgr ET— RIZADET,

AT w7 2 switch(config)# [no] sme cluster T AREIRELSME 7 7 AZFZEY TE— %
clustername BHIG LU —g—

AT w7 3 switch(config-sme-cl)# [no] TAAY TN—TERELET,
disk-group dg-name

AT w7 4 switch(config-sme-cl-dg)# [no] disk VERR T AT 4 A4 ZRELET,
disk-name

T A4 AT ~DIRADBIN

= >

H#—4 s N LUNIZKT AR A FOTRTONRAATL) 1.7 — 2B A2 IET 5 7=HI1CFE T
TAATITFETLILENH Y 97,

TFTAATET A AT T —TO—¥ L L THRESIN 4T AV 7 AL L THEMHL RS
NETIVTRAEINDOT 4 A7 TEHTRTONRRT AR M Z—4 >~ 5 LUN.VSAN. B &
N 777y 7B GHLTCHRESNILENHD £97,

FIEDFA
T A AT HBMT DX KOFIREZFITLET,
a<w K HHY
25 w7 1 switch# config t a7 4 Fal—Tg )y FT—RNIAYFET,
AT w7 2 switch(config)# [no] sme cluster 7T AR KR E]\/ SME 7 5 A X HEY T — K%
clustername Bﬁt‘é L=E _g—o
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AT o7 3

AT w7 4

AT 975

o< R =]

switch(config-sme-cl)# [no] 74 AT 7/1/»47 7?¢> Ebij*

disk-group dg-name

switch(config-sme-cl-dg)# [no] disk ﬁzﬁjz—g*é%/( Z 7;% é)?’éﬁ?bi‘%

disk-name

switch(config-sme-cl-dg-disk)# [no] TG ABNDT 4 AT ~DNNAZEELET,

host wwnl target wwn2 lun 11 vsan vl
fabric f1

EFRDONRATIRE Sz IT-Nexus 28 SME TiRTE SN TV R WA SME 1E IT-Nexus D H %
M)A =L HBEEINET £ AT ICHTERA/NAZBMLET, A7 )7 MEENTZERE TIL,

PNRRAZBINT 5 L EIC IT-Nexus BRH2S5E T TEX D X912 1 DRIOBLEEZRET H Z & 2B
HLET,

ITL-Nexus D F -~

SUP T ENTZ/RADY A MEFRRTHITITKROa<r RE AN LET,

switch(config-sme-cl)# show sme cluster c52 disk detail
Disk 1 is crypto

Model is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0b80001f4ac4000032454a3a69ce

ASL ID is 581688B7

Is configured as disk device dl in disk group dgl

Paths

Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:b8:1f:4a:c6 Lun 0x0000 vsan 5
Is online (SUCCESS), configured

IT-Nexus 334 > REHNTWA CPP THIE SN NADY X M EFRRTHIZIFX . KROa<w K
AN LET,

switch# attach module 10

Attaching to module 10 ...

To exit type 'exit', to abort type 'S.'

module-10# show sme internal info crypto-node 1 itl brief

if-ndx host tgt vsan lun type
sme locking event state

0x12480000 21:00:00:1b:32:84:ca:4a 20:04:00:a0:b8:1f:4a:c6 5 0x0000
1 1 Unlocked SMED_ISAPI_ITL_ST_UP_CRYPTO

F 4RI DEH

ZOETIE KD FE» ZIZOWTERY EiFEd,

o FT—HXUefZfEH L7z SME T 4 A7 2B B b DAL (6-23 =X—)
e SME T 4 A7 F—DEH (6-27 ~<—)

e SME 7 4 A7 DAl (6-28 ~2—)
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CLI 2/ L= SME 7 1 2 7 &@Eoe B

T—Z R L7 SME T 1 R 7 (ZB1T DR S LA Zb

FIEDFEH

AT 971

AT T 2
AT oS3
AT v/ 4

AT 975

AT 97 6

x>

BFEOT—2RWob—HEDT A7 TSME K 5{ba A X—TNZTDHE . T4 A7 EOBEGFED
T—=HF T )TN GICEBENDIVNERNDH Y £9, 20t 2T, 5T — X Rk & FEIE
ET,

ZOBETIE. T A AN T— X EmARY T BRI L. T4 AZICEERLET K
=P A A N R—FID 2R LT, LRROBEELZFEITLET,

F— B Wi & FEITT BT 7 2 3 i enable offline T,

T — & Wi 2 4 TV 2 Initiator-Target-LUN /XA (ITL) 13, 7 — X (N2 T T 5 FTH T A
VTCHOLIMLENHYET HRAN KR NERFFY T N AR DT T TICEY T H Y
i AR L £7

HEDEZA AT7TA4 Yy T—HHEFEOHRBRFHR—FINTHET,

T2 T A F—0O GUID Z FETANTHZ LidHRINEFHEASME 3% —%H
AN AR L E T,

T AR T — AW AT T DT KO FIHEZETLET,

avw N B A

switch# config t :_—1‘/7/]»3?:‘11/_\‘/5:/%_ }:‘g:]\@ij—o
switch(config)# sme cluster clustername 7T AREIRTELSME 7 7 AXETEY T
switch(config-sme-cl)# = ]\%Ffﬁﬁﬁ Li"ﬁ‘
switch(config-sme-cl)# disk-group dg-name 5‘—‘\4 7 7“/]/»—-7";’(;_»{4552 Lij—o
switch(config-sme-cl)#

switch(config-sme-cl-dg)# disk disk-name f@ﬁ‘ﬁ‘é?‘% 2 7% %#E!ﬁi Li‘j—o

switch(config-sme-cl-dg-disk)# enable offline |SME 7:‘/( AT CHTITA ?%?@ﬁ%i
TL.Z V7 T2 xfsbEanir—4Ic
ZEHLET,

switch(config-sme-cl-dg-disk)# no enable SME 5 4 A7 CH 7742 T —2UWiAEE

offline TLMS SN T =2 &2 V7 7—XIC
EHLUETS,

B AL O I F T T LBAENR T 4 A7 TEITSND & XX, TXTDAA v F T copy
running-config startup-config =~ > N2 ETTOMLE N HV £F. 29 LRNE AL v F DK
A ML — H—E A (PSS) 2 CKMC IZREEk SN TWDHT 4 A7 DIRREEL FJE L E T,
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x>

HMEBIEN Y T =F ¥ T— R I T AXTHD TETEIND LEIL. T A ATDODERRETTFRE
N7z 64 MB @ SME 7 4 A7 fHIBIZHK L CHR R LUN VA AR DH T LR L TIIEEN,
THLRNWE T—HREENBAETHAEERD D T4,

SME & ¢ 2 7 DX —F4ARK

FARAT TN—TIEENDIT A ATHNOTFT—H I 4 T~ R CxF—FHAERTEXET, /-
ERRE . F—DEXF2 VT NMEEINZEZICETLET,

2 DT 4 A7 LAV TOF—FERBIETII T A A7 OFH LT —2 LR L HnF—2%
T—=HAT7LET . HF—2HHL T ¥E2ER L. HILWWSF—TT— X &L L. %
DTF—HeT 4 ATICEERT O T2 HERMIEEN ) T—ShET,

X—FHERIZ. T A AT TN—THNOTFT 4 ZA7 DT RTOY 7ty FTEITTXET,KMC T,
TRTCDOT 4 AT DX —DBEBEZHFEL £1,

FNEDFEH
SME 7 A7 % % — AT 51T RO FMEISHEN £
av R B &)
AT w7 1 switch# config t a7 4 X2l —vary E— RIZAD ET,
A5 v/ 2 switch(config)# sme cluster clustername 7S5 AR EIEE L.SME 7 5 & REREYT
T—FZBBLES,
A7 v 7 3 switch(config-sme-cl)# disk-group dg-name F 4R TA—TFEVERR L ET,
AT w7 4 switch(config-sme-cl-dg)# disk disk-name Wﬁféf{}ﬁ%%%ﬁbifo
A5 w7 § switch(config-sme-cl-dg-disk)# rekey offline SME 5‘54» AT TCEF T T4 y@ie»—ﬁjﬁiﬁy‘%
FAITLET,

F— RO E=FY T
F— AW OEATIRZ T =4 T DIiF KD a~vr REANLET,

switch# show sme cluster c52 disk-group dgl disk dil
Disk dl is data-preparing (progress 0%, remaining time d:0 h:0 m:0 s:26)
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0b80001f4ac4000032454a3a69ce
Encryption is Enabled
Key guid is 5b2a0bb9c3ea2428-961579dad80ed56f
Paths
Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:b8:1f:4a:c6 Lun 0x0000 vsan 5
[£52]
Is online (disk itl in IO reject state), configured, data prepare

T —ZERHEER L2V SME T 1 2 212R1T 55D FE L

SME I B BREEFED T — Z N7 N—HOF LT 27 THNIR 5 & SME &7 — & #{ifi 72
LTHEICTE £,
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Elo

Blo

4

®

x>

= >

= >

CLI 2/ L= SME 7 1 2 7 &@Eoe B

SME 2. F8ESNTZT A AZIZH LTOLENNITEET SME RENRDE T4 AT T
I—THNDOT 4 2725 THHR AN U0 BEEELEITESLENE T,

TAAY TN—T LYV TSME 2T 25 Z L3 R— S TWhEEA,

VI=F v B—=RDI TAXTIH T A4 AZITHT D 1O KIS ANR 1 DL EH BHE DI K
FlbEHENNCTEE T,

HERIFRT /S A A TIX VO RGN 2NX T 7 T 4 77l 7 (AO) N A & B L7,

T A AT SOTXTONRI BB ZHNZT DHIZ SME IZBNENDILERHY £7,%
ILBNWE T —Z DEAENERIZES SN ET,

T4 AT T EHEDCT DX A7 v 3 > DF—YU— K no-dataprepare %l L £9°,

RAPBHENTHRESNTWVWRWT 4 27 THEBILEZ BT H E . FORRATREITEN
72ARARVOFRLET AR BNIO ZR[EEICT DITIZ.FD XD R RANRT 4 A7 THRE S
NWHLENHY £3°,

T — & YEfE R L@ﬁ FACIZ BAED T — 2 NRNT 4 27 TOREMMET HHLENDH Y F
T.EH Lane T HERPBETHAEMERDH Y 7,

FIEDFEM
T A4 A ThE AL ZFITT DT RO FIAEZFITLET,
a<wv N BHY
A5 w7 1 switch# config t a7 4 X2l — gy E— RIZAD ET,
AT w7 2 switch(config)# sme cluster clustername T AREIRTELSME 7 7 AXETEY T
switch(config-sme-cl)# — ]\%Ffﬁﬁﬁ Li"ﬁ‘
A5 v/ 3 switch(config-sme-cl)# disk-group dg-name 5‘—‘\4 7 7“/]/»—7";’(}‘_»{/'252 Lij“o
switch(config-sme-cl)#
A5 v/ 4 switch(config-sme-cl-dg)# disk disk-name @ﬁﬁé?{}&%%%ﬁbifo
AT w7 § switch(config-sme-cl-dg-disk)# enable F 0 20 CRERAL AT LET,
no-dataprepare
A5 v/ 6 switch(config-sme-cl-dg-disk)# no enable F 4 AT TS Z®ESIC L ET,
no-dataprepare
REFEHDT 4 RA7 DRR

REHEBLDT A AT RR/THIIZ.ROa~ REASLET,

switch# show sme cluster c52 disk-group dgl disk dil
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Disk dl is crypto
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0b80001f4ac4000032454a3a69ce
Encryption is Enabled
Key guid is 1£09c7425d706a2e-6e00ded5a53aa68
Paths
Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:b8:1f:4a:c6 Lun 0x0000 vsan 5 [£f52]
Is online (SUCCESS), configured

VSN
AT RE 72 R ZARBED Z A FI1IRD L B0 T,

e Online: /XABKHIN. A TFA T,
— BREFL BB BLOKRARNVO T 7 EAIZHHTE 582,

Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:0b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is online (success), configured

@ EROHNIVELIHESHTEFICHRE SN AAATTHEINLIRETT,

- RTEHFEHR BHEER T2 LARANYO T 72 AZFIFTE RV,

Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:0b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is online (disk itl in IO reject state), configured

() EFICRTERBIUHmHE D VO HESRENHES T 556 12 . IT-Nexus Z B H L T<
7230,

- REFHTIIR MHFEHTHRABVO 7 7 B AR TE 232 (F 4 27 Tk
DA TIEIR2N),
Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is online (success), NOT configured

— REFHTIERL MRHFATIERL AR NVO 7 7 B RAZRIHATERWSRR(T 4 A7
THAALBERI TH D037 14 A7 Hifilid),

Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:0b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is online (disk itl in IO reject state), NOT configured

A
BE TAAIPRRBICELLHEESNTWNDL L XTI TRTONRANRET T A 2 THY FAFT/O
T RBAHHTEAZ EREEINTWET,

o Offline: X E ST/ AFELEMP I TOER A,
Host 21:01:00:1b:32:ad:ca:4a Target 20:05:00:a0:b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is offline (disk itl discovery pending), configured

o Failed: S A XRHBRETH 2720 A 10 BT 272D SREZF T LTWET,

Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is failed (disk itl dp fail), configured

Il CiscoMDS9000 7 7 I U NX-0S X b L—Y AF 4 TR LI 74 Fab—va vy HA F



| 6% SMET 4 R7 DRE

CLl 2/ L= SME 7 1 27 &@EoE B

e Misconfigured path: Z D7 4 A7 (EMENTZ AL BIOT 4 A7 IZBLTWET,

- *hE)rz“fE@/\X utuuﬁ%ﬂ'&f&)é &7”—7 ém TX ]\ I/O
- [EETAICIE.FOL DB RAEFHIBRL TS MR L.

i—gqo

%ﬁéhiﬁho
WCHRET DLERDH Y

Host 21:00:00:1b:32:84:ca:4a Target 20:05:00:a0:0b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is failed (disk itl auth fail vpd mismatch), configured

e Unconfigured path: R A [ZHRH SN H DD, 2 —FIZ L > TIDT 4 AZICEEBEINEN

TWEHA I

- RESNTWDLEHE
LET,

P YA

12 Not configured] & Fr I E 7,
FAEDRENC /2> TB O P /SATIIHRA b /O ZFF

- RESINTWDET 4 A7 THBEREDRGAE . SATIEARA N0 28 LERA,

SMEF 4 X7 F—DEE

ZOFIATIE. T 4 A7 O

FlF—E2 FHTERTE XY,

(%) ?4}7@5
HE T, PRI RE

ﬂ:ﬁ% FFECEETDLZE0E.T 4 A7 DERRRE
T T AARAT~DEKRAFYO T 7 AFHFATEN TR A,

72> TND & EDHA]

FNED M

SME 7 4 A7 F—%ZEH 3 521X, kD FIE|

THEVVET,

a<v R

B &)

AT w7 1 switch# config t

a7 4 X2 lb— g E—RICAD ET,

17‘\‘/7 2 switch(config)# sme cluster clustername

7T ALZEEEL.SME 7 7 A X REYT
T— NZBHB L E9,

25 w7 3 switch(config-sme-cl)# disk-group dg-name

FURT TN—TEEELET,

AT w7 4 switch(config-sme-cl-dg)# disk disk-name

BT 27 4 A7 X ELET,

Z?y7° 5 switch(config-sme-cl-dg-disk)# suspend

SME 5 4 A7 & Hli L ¥,

Z"f‘\‘/j’ 6 switch(config-sme-cl-dg-disk)# modify-key
guid guid

SMET A A7 X—%2EELET, T 4 AT
DHFHLNWT 7T 47 =TT DHNERDD
F—GUID AL LTHRELET,

X7“77° 7 switch(config-sme-cl-dg-disk)# no suspend

SME 5 4 A7 #HBLEJ,

= >

o /TﬂFX I (DKR)

DOFEITEREN CLINOEBIEET S22 LI ESN TV EH A, DNCM-SAN # il —
IF—LHEEEMHL T 4 27 —ERUBERE2ER LT,

FrShi=T 4 A7 DFR

I ENT=T 0 A7 DIFREFRT DT KOa<r READLET,

switch(config-sme-cl-dg-disk)# show sme cluster c52 disk-group dgl disk 41
Disk dl is suspend
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Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00

Device ID is 600a0b80001f4ac4000032454a3a69ce

Encryption is Enabled

Key guid is 1£09c¢7425d706a2e-6e00ded5a53aa68c

Paths

Host 21:00:00:1b:32:84:ca:4a Target 20:04:00:a0:b8:1f:4a:c6 Lun 0x0000 vsan 5 [£52]
Is online (disk itl in IO reject state), configured

SME 7 1+ X7 D[EIE

K LT2T 4 A7 TY AN BERZITT DI ONINN I T T T 4 AT Day7 oy
EETTHLEDSH Y T, ZHUEA B L=V ORIETTRIC recover =~ I K& LT,
SME 3 ET%%LKT427®% EXTHTDHMENDHY £7°,

UANYIZIE KD 2 SOFERH Y 9,

* SME T 4 27 O7 Y T IREE~D[EE (6-28 ~—)
* SME 7 1 A7 O HALIREE~DIEIE (6-29 ~—)

A

#E  SMErecover CLI =~ > R,

Efbd—n ) Y

OB EN T —X IR SN E A,

SMEF 4 27 D7 Y TIREE~DEIE

JVT T=ENEENDI NN I T v TN T 4 A7 BEE L2

REBICE S 5 LB H Y £,
~

HIEXSMET 4 22 &7 VT

B Y =Fx T—RIZIT7AZTIX VAN BRI T D720

W72 & 12D U0 K/ S AN

MBETT VIR DO—BRELTCSMEIEZT A AT DY T =F Wby 7 =F 2707 L

i‘j—o

FNEDOFEH
SME 5 4 A7 Z 7 1 TIRHEE]

(RS D IIE RO FNRCHE N F T,

a<w R

B &)

A7 v 7 1 switch# config t

Ay 7 4 Xal—varE—RIADET,

;Kf?:yjf 2 switch(config)# sme cluster clustername
switch(config-sme-cl)#

7T AZEEL.SME 7 7 AZREY T
T—FaBhLEd,

Z?y7° 3 switch(config-sme-cl)# disk-group dg-name
switch(config-sme-cl)#

FURAT TN—TEELET,

Z?y7° 4 switch(config-sme-cl-dg)# disk disk-name

BT 27 4 A7 42 ELET,

}KiFgfjf 5 switch(config-sme-cl-dg-disk)# recover

T 4 AT OREEALIREEZ 7 U TR
?/Fbiﬁfﬁﬂ)74x7fﬁﬁéh
72 A B IO TIEEREBAENEITINER A,
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SME 5 1 2 7 DFRE

CLl 2/ L= SME 7 1 27 &@EoE B

SME 5 1 2 7 DI {LIREE~D[EITE

~
()

FNEDFEH

A7 971
AT 9T 2

ATv7 3

ATy 4
AT v/ 5

AL SNIET = NEEND NN 7T v T 6T 4 27 REE LIEHEILSME 7 4 22 %
W BALRRBICEE + 5 LB H 0 £,

VI =T B— R 7 TAFXTIE EEBPEITAHAHIIR LS 1 D0 VO RIS/ N AR HE
TT VIRV DO—BRELTC.SMEIZT A AT DV T =F DIy VT =F ¥ 2 EZIALET,

SME 7 1 A7 &R BAIRBEIZ[EIE 3 B 12IZ RO FIEICHEVE T,

HEY

a<w v K

switch# config t

Ay 7 4 Xal—varE—RIADET,

switch(config)# sme cluster clustername
switch(config-sme-cl)#

7T AZEEL.SME 7 7 AZREY T
T—FaBh L £,

switch(config-sme-cl)# disk-group dg-name
switch(config-sme-cl)#

FU4RT TN—TEELET,

switch(config-sme-cl-dg)# disk disk-name

BT 27 4 A7 X B ELET,

switch(config-sme-cl-dg-disk)# recover guid

F 4RI DREFALAT —Z A& W SbT 4

guid A7IZEEL.GUL TF 4 A7 O S k% —

LLTHESL TV D F—2MH L X7,

EE  recover A~V NIT A A Dary T oY EEBE LERYAT 4 AZICRIEISND T —XITHS
WTCT. T 4 A7 DR LIREZRIELET, T 4 A7 EDOT —H L. recover 2~ REHHT 5
ANCETLTINDILENH D £,

KMC 7>5 @ SME 5 ¢ 2 7 D[EIE

~

) I v =F% TR I TAXORHEAINET,

KMC 775 SME 5 4 27 Z[B{ET 5 7= DI . SME T 4 ZAZIZKMC N TT 75 4 7 — &
LET . T2 T 4T REF=DEONDE FTDT 7T 4 77F%—13.7 4 227 Dbk agIC[A]
BT DHLEECT A ATICEZIRENLG YV =F v 24T HEDICEH SN ET,

~

()  EKFE{EF—I1Z.KMC TRk ST 77 4 7% —T7,

A

E) KMCIZTARARIDT VT 4T RI=NRVEE T4 2737 ) 7REBICEHEL. PR T

DT =F %I 7 VT ENET,

KMC 75 SME 7 4 A7 Z BT 5 12iE KO FNEIZHEVE T,
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AT o7 A1
AT T 2
AT 97 3

AT T 4
AT oS5

a<w R

B &)

switch# config t

Ay 7 4 Xal—varyE—FRIADET,

switch(config)# sme cluster clustername
switch(config-sme-cl)#

7T AZEEL.SME 7 7 AZREY T
T—FaBhLEd,

switch(config-sme-cl)# disk-group dg-name
switch(config-sme-cl)#

FUAT TN—TEEEELET,

switch(config-sme-cl-dg)# disk disk-name

BT 27 4 A7 2B ELET,

switch(config-sme-cl-dg-disk)# recover from

T4 AT DI FACA T — 2 2 &R m b T 4

-kmec

AZICRELET,

FARIDY T =F % 26D SME 5 4 R 7 DEI{E

>
(&)

AT oS 3

AT/ 4
AT 975

DX T a NI v =Ty =R VT AXDGRICORMEFATEET,

SME 7 4 A/ 3. F A RV DFRT ) T b v/ =F v WS LET, v/ =F v REHThh
IZ.SME 7 4 A7 3> 7 =F %56 GUID I LT KMC NEHBHE L E T, KMC ORKFRIZ
WD & T 4 AT XK BRI EE L E 9,

KMC OB KIS % & (BHEBIEITRL .7 4 A7 I3 KRBREO £ FI220 £,

TAAT T =F v RNRONLRWGE T 4 A7 137 ) TIREICHELET,

VI =Fxy F— R T TAEZMNE SME T 4 A7 #EET HIIE RO FIEIZHENFE T,

B &)

a<w R

switch# config t

a7 4 FXal—varE—FRIADET,

switch(config)# sme cluster clustername
switch(config-sme-cl)#

75 AR EEEL.SME 7 7 A ZREYT
T— NEBBLET,

switch(config-sme-cl)# disk-group dg-name
switch(config-sme-cl)#

FUAT TN—TEEEELET,

switch(config-sme-cl-dg)# disk disk-name

BT 27 4 A7 2B ELET,

switch(config-sme-cl-dg-disk)# recover from
-metadata

T A R DWFGALA T —Z 2w 5L T 1
ATICRIELET,

SME 77 F AXNDT 4 AZII. T A4 A7 TA—FITHESHTEET,

TFTAAT BV T =Fx T— R 7 TAZIZBMLIEEEICL. R 2—AIT—4REgENTW\5D
Bt R Y 22— A DOE#%IZ Cisco SME ¥ 7 =F v [F#A D EK A2 64 MB UL ETPRT2 L H i
TAAT DY A REBEETIHLENDY £7,
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V7 =Fx T— FDj

>
()

A7 T 2
(%)

AT 3

CLI 2/ L= SME 7 1 2 7 &@Eoe B

TE

e

SME 7 4 27 7 AL & T =F v T— Fhbo v/ =F % T— FIEHT DL T ITOHR
EHHORTALT 4 A7 T =F v NESRENE T LEBBET LI T TOR T «
ARG EXDNANE L TARETHDL ZEEMR LT A AT DY 7 =F v 28 LET,

ARG Y T =F v F— NIZUDEZ DT ROFIREZFEITLET,
[Cluster Details] B 238 SV E T,
[Convert to Signature Mode] 27 V v 7 L7,

TTICY T =F % T— R TWAET A AR L TUIZDOLF v a UBRERINET A,

[Signature Mode Conversion] i 23 # /R S 4L E T,
[Next] 27 U v 7 LE7,
[Convert Cluster] B[ N TR S E T,

BNZ T LTI RRT 4 AT NN 2R L ST A A7 TEDOV T =F ¥ NEL
WZ L aiER L ET,

FARIDYV T =F % T— R~DLH

AT v 4

A7 9T 5

JITAB T T =F % B— NIV KRR DI ROFIREZFATLET,
[Cluster Details] B 23R S E T,

[Convert Disks to Signature Mode] %7 U v 7 L £ 7,

[Signature Mode Conversion] [H[H A F /R I E T,

Next] 27 U v 27 LET,

[Convert Cluster] B N F R S E T,

F LRI DY T =F % DR

AT T
AT T 2

277 3

TAAT DY T =F X HfERT DI IROFIREZFEITLET,

DCNM-SAN Web 7 7 A 7> N T[SME| # 7% 7 U v 27 LE7T,

[Disk Groups] C. v 7 =F ¥ ML T DT 4 A7 R L ET,

[Disk Details] B[ 23R~ SALE T,

[Disk Signature] C.[Verify Signature] %27 U v 7 L £ 7,

V=T BRI VT =T vy ORGERRAN LT Z R T A v E—URRRINET,
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N —FRmfEoRE

VI =F % F— RTIH.SME T KMC NDT 4 AZHEHREL L T T 4 AT DV T =F % & ff
BLETKMCHDOERE L V=T ¥y ORIICAR—EDBBHDIGE. T 4 ATVEENBELET,

AT =B T =F XM LT 4 X7 OEE
~

B I =F% T RAIOLZEETXES,

FNEDFEAM
ART—HEMERLTCEEDOSH DT 4 A7 ZEIET HITIE RO FIBIZHENET,

F— X =T X NLDT 4 A7 OEIE

— 7] L=
X —EHBEDORE
COETIE KO M vy 71250 THEY BEiIFEd,
o ZAv— |k H— RO (6-32 2—)
o VAN — X —DF—FHAEMRDOHKT (6-32 X—)

A—F W— RDORH
DB VarTIZ I TARDA~Y— K H— RERBET A HEIZOWTHALET,
FNEDOEEH

2FvF 1 Av— b I— RERZHT H121E(Advanced B = U T ¢ £— F)  KROFNEEZFESIT L £, [Data
Center Network Manager] C.[SME] %27 VU v 27 LE T, 7 7 AZDY A NBRERRINET,

25 w7 2 [Smartcards] #7 U v 7 LET, VNV EFOFM BIOA~—F I— FOBEHU X b3k
RENET,

AT vF 3 KT HA~— b B— F&®IN L, [Replace Smartcard and Rekey Master Key] #27 U v 7 L &7,

VA — X — DX —FERDORE
DN 2 ] L C o R 5 — 09— B B 2 B % & 4,

¢ [Data Center Network Manager] C.[SME] %27 U v 7 LET, 7 TAZ DY A NRERRINE
T MBI T AZ %I Y v LE T, [Cluster Details] > [Security Mode] (Z& % [Rekey
Master Keyl 7 U v 7 LE7,
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liE=Ss

FNED M

2771

>—gagroge M

¢ [Data Center Network Manager] C.[SME] %27 U v 7 LET, 7 TAZ DY A NRERRINE
T [Smartcards] #27 U v 7 LET, U IRV FOFM BLORA~—K I— FOBEH#EY X
IR FEIR Z U E T, [Recovery Shares] T, [Rekey Master Key] 27 V v 7 LET,

e MKR AMBHIAE 72 Web 7 74 72 MZA~Y— K I— R RTANABA A F—LERTH
HILEMERBLET,

e CiscoDCNM H— X 7T 4= =R 1 h X ) $—X CKMC.BLUVAA v F DRI
IPEENDHDZ MR LET,

¢ Cisco DCNM-SAN —EANEITH THDLHZ L 2B LET,

e MKR 70t ARKT I TAAINE L TA Lo TWNDZ L aRLET,
e MKR ZP#AT HHNCF —2 =/ AR— ML THDLI L MR LET,

o A — b H—RIZHLWIEAEDLOOEZFEENH D Z L 2B LET,

o WITHBEILIZIENYV DT Z P TMKR 2 EEL . EITHFDODCNM 7 74T DA A
&/xrbwim\ L EHERLET,

o T URATBEDOWNTINNDIREEICR > TVAHEEILZ. MKR ZBHIEL TWARWZ & 2R L
Er

- DP=J—

- DP #EfTH

- KMC FH{REH

- ITLA 7 T4~

- /XZ72 L (VPD ) DI S LAk AE
- /3R 72 L (VPD RB) @ i FpikRE
- 7 — 2 W (R R )

- AR

TAL— X —DX—FAERBIEEZBGET D L RO A T TRy 7 ABRERINET[OK]
7 Vv LET,

[Get Keyshares] X4 72 7R v 7 ANRKRINET,

YRS — F—DF—FHERBIERTETTOET /7 7 AFICEENDLITNTO /) — RidA v 7
AVDEFEILRS>TWDLRERHY £,

A<w—hFD—FREHEALET,
VAH— F—DFXF—FAERBRTENKI LE LT,
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W SME 5 ¢ % 7 EHEREOHR

B DR

A~—h A= RIZTRTCOEEBRFINTHNT 777V v 7 IZR =03 b Y  MKR 23K
L7 %A 1% [Resume Sync] %7 U v 7 LT MKR #/EZ FB L £7,

SME 7 1 R 7 ‘B HHERE DHERR

SME 7 4 A7 EBOREBRE R TRT DI IKOWNT I OEEEITWVE T,

a<wv R

HHY

show sme cluster

7 ALY DM RE R LET,

show sme cluster detail

7T AT AR ERER ST LET,

show sme cluster clustername

FRED 7 7 AKX T H5MERE TR~ LET,

show sme cluster clustername detail

FrED 7 7 22 BT DR me £R LET,

show sme cluster summary

77 ALY oMEG eI LET,

show sme cluster clustername summary

FeED T 7 AKX BT AEMERE TR LET,

show sme cluster clustername it-nexus

BrE D 7 T A HZNO IT-Nexus (2 89 5 5E/01E
HwERRIRLET,

show sme cluster clustername disk-group

FARAT TN—TOMEL T ¢ 27 O %
FRLET,

show sme cluster clustername disk-group
diskgroup-name

BEDT 4 27 T —TNOF 4 A7 I\ZBF
LEEMIE R AR R L ET,

show sme cluster clustername disk-group
diskgroup-name disk

BEDT 4 A7 TN—THNOT 4 A7 (2T
LMt R EF R LET,

show sme cluster clustername disk-group
diskgroup-name disk diskname

BT DT 4 2T TA—TNOT 4 A7 IZBF
HEEME R B L OITL OREEAERLET,

show sme cluster clustername disk detail

75 ABNOT 4 A7 BT D MG R A =
R<LET,

show sme cluster clustername disk summary

7T ABNDOT 4 A7 T HMER R AR
ALET,

show sme cluster clustername disk-data
prepare detail

I TARTT =R THLT 4 A7 1T
T HEMERELZRLET,

~
()  ZHEBESE—FShThERA,

show sme cluster clustername disk-data
prepare summary

I TARTT—HMEFHTHDLT 4 A7 I
THMEFREEZRLET,

S
) HAEBESH— FShTOEEA,

show sme cluster clustername interface detail

7T ALZNDSME A ' H—7 = A AT 5
HEMERERRLET,
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SME 5 1 2 7 DFRE

SMEF 1 27 B@pE=41) .7 N

a<wv R =3}
show sme cluster clustername interface 7T AXND SME A X —7 = A AT D
summary BEEHREERLET,

show sme cluster clustername interface sme
sme-interface

75 AZNOEED SME A > Z—T7 = A4 AT
BT aEHRERRLET,

show sme cluster clustername interface node
remote-switch

JIGAFZNDYE—hF /—FDSME A > % —
Tz AT HEREERLET,

show sme cluster clustername key database

77 AZNOX—IZHT oI mEF R LET,

show sme cluster clustername key database
detail

7T AZHNOF—IZET L EMIERE R L
ES

show sme cluster clustername key database
summary

7T AZNOF—IZEHT HMEIERE R L
£9,

show sme cluster clustername key database
guid guid

HE D GUID IZ2WT 7 T A ZNO X —IEH
FERLET,

show sme cluster clustername load-balancing

JITAFDOO—RANT U TIREERE R L
7,

show sme cluster clustername lun crypto-status

7T AZNOLUN OB E{LIkEERZ KRR L E 7,

show sme cluster clustername node

I TAEND ) — RICETHIEREFRRLET,

show sme cluster clustername node summary

77 AZND ) — NIZBT 2N 2 2R
LE,

show sme cluster clustername node
remote-switch

G AXNOEED Y E— | ) — RIZBET %
BmaERRLET,

show sme cluster clustername recovery officer

SME 7 7 A% U 3N BEFICEAT HEHRE
FRLET,

show sme cluster clustername recovery officer
recovery-index

BEDSME 7 7 A% U FHEFEICETS
HHRELERLET,

show sme cluster clustername recovery officer
detail

SME 7 Z 2% U 13 BLEIZEET 2 3EH1E
WEERLET,

show sme cluster clustername recovery officer
summary

SME 7 7 A% U ) BEHICHET HEEE
WMAEFRLET,

show sme cluster clustername recovery officer
summary recovery-index

FFED SME 7 7 2% U 1N FHAEFICET 2
BEMBRERTLETS,

Ihboa~<wy ROMHICRREND ST 4 —/V FOFEMIZ DOV TIX. [ Cisco MDS 9000 Family
NX-OS Command Referencel]z 2/ L T 720,

SMET + A7 EBDE=FY 7

ZOETHE KO B E 7200 TRY BFET

o FRANDEMDFIETR(6-36 2—3)

o T URT TN—TDFHMDER(6-36 X—)
e CLIZfiH L7z SME 7 4 A7 [FEH DK (6-36 <X—)
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W SMEF s 2/ BBEOE=S2Y LT

HRA N DOFEMORT

SME 7 7 A X NO KA MIBET 25EMERE B R T E T HRFEDORA MIBET 2IEHRITIT,
FURT TN—=T DA NR—=2 9T HRAINSE =7y h~D/NAVSAN. 77 7Y v 7 A
T—HABLIOT 4 AT TARALAREGENET,

F 4 AT TNA—T DR DFE R

SME 7  AXRNDT 4 A7 TN—IZBT B3 MEHRERZRCTCEETRHEDT A7 IZEET
DIERINE T A AT TN—=T DA N—= T TNAAADFHA. I T NLEF BLOKRA K
LEZ—4 > O PWWNREENET,

T4 AT DFHORR

SME 7 FAXNDT 4 AT TN—TDFT 4 AZICETHHMBLINMEREFZRTEET HRHTE
DT 4 AZIZET BIERITIL NAEFERET A AT REREGENET,

T R IRADBEMD T

SME 7 9 ABNDT 4 AT TN—TDF 4 AT DHT 4 A7 RADFMEFR R TEET,
FEDT 4 AZIZHETHERIITASRAERE T 4 A7 RENREENET,

VI =F ¥ BT— NI TRAIDERR

VI =F v E—RTHDSME 7 7 AXDOFMIEREEZ R TEXET,Z TAXOFEMEERRT D
W e = ar v v RUTIIAXE T ) v 7 LET,

CLI ZfEF L7= SME T 1 R 7 {§HDF R

7T AR T HIERE FRT HI121L . show sme cluster =~ > R&EfHEH L E4,

switch# show sme cluster
SME Cluster is destl
Cluster ID is 0x29ab000dec3£f1402
Cluster status is online
Security mode is basic
Total Nodes are 2
Recovery Scheme is 1 out of 1
Fabric[0] is Fabric_jlwu9216i-19
Fabric[l] is Fabric_jlwu9222i-15
Primary KMC server 172.25.230.33:8800 is provisioned, connection state is none
Secondary KMC server has not been provisioned
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Master Key GUID is b020829d0f009fa2-4d496531313d981e, Version: 0
Shared Key Mode is Not Enabled

Auto Vol Group is Not Enabled

Tape Compression is Enabled

Tape Key Recycle Policy is Enabled

Key On Tape is Not Enabled

Cluster Infra Status : Operational

Cluster is Administratively Up

Cluster Config Version : 2445

SSL for KMC : Not Configured

SSL for ICN : Not Configured

Cluster is Disk capable

Cluster Metadata On Disk is Set: 64 megabytes <!---64 megabytes indicates a signature

mode cluster>

Cluster Config Version |Z, A A v FIRFEINTNDE AL T 4 X alb— g D=V g &R
TLET, 7 TAXEROBEGERLT T A X DIEMWALRVLERLFT IV ATIEZ. a7 4 Fab—
ar NRN—=ValrPBPELbEWVWASL T NEHINASLERHD FT,

7 AZICET B MG R A KR B 121E . show sme cluster detail =~ > R& i L £,

switch# show sme cluster detail
SME Cluster is destl

Cluster ID is 0x29ab000dec3£f1402

Cluster status is online

Security mode is basic

Total Nodes are 2

Recovery Scheme is 1 out of 1

Fabric[0] is Fabric_jlwu9216i-19

Fabric[l] is Fabric_jlwu9222i-15

Primary KMC server 172.25.230.33:8800 is provisioned, connection state is none
Secondary KMC server has not been provisioned
Master Key GUID is b020829d0f009fa2-4d496531313d981e, Version: 0
Shared Key Mode is Not Enabled

Auto Vol Group is Not Enabled

Tape Compression is Enabled

Tape Key Recycle Policy is Enabled

Key On Tape is Not Enabled

Cluster Infra Status : Operational

Cluster is Administratively Up

Cluster Config Version : 2445

SSL for KMC : Not Configured

SSL for ICN : Not Configured

Cluster is Disk capable

Cluster Metadata On Disk is Set: 64 Megabytes

7T AT D EE 2 o~ T 5 1213, show sme cluster summary =~ > & L 9,

switch# show sme cluster summary
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BED Y T AR T DR EFTT 5I121%, show sme cluster clustername =2~ > RZfEH L £9°,

switch# show sme cluster c

SME Cluster is C
Cluster ID is 0x29ab000dec3£f1402
Cluster status is online
Security mode is basic
Total Nodes are 2
Recovery Scheme is 1 out of 1
Fabric[0] is Fabric_jlwu92161i-19
Fabric[l] is Fabric_jlwu9222i-15
Primary KMC server 172.25.230.33:8800 is provisioned, connection state is none
Secondary KMC server has not been provisioned
Master Key GUID is b020829d0f009fa2-4d496531313d981e, Version: 0
Shared Key Mode is Not Enabled
Auto Vol Group is Not Enabled
Tape Compression is Enabled
Tape Key Recycle Policy is Enabled
Key On Tape is Not Enabled
Cluster Infra Status : Operational
Cluster is Administratively Up
Cluster Config Version : 2445
SSL for KMC : Not Configured
SSL for ICN : Not Configured
Cluster is Disk capable
Cluster Metadata On Disk is Set: 64 Megabytes

BED 7 T A XTI B EME R EZ Fo~ T 5 121%. show sme cluster clustername detail =~ > K
PREHALET,

switch# show sme cluster c detail

SME Cluster is C
Cluster ID is 0x29ab000dec3£f1402
Cluster status is online
Security mode is basic
Total Nodes are 2
Recovery Scheme is 1 out of 1
Fabric[0] is Fabric_jlwu9216i-19
Fabric[l] is Fabric_jlwu9222i-15
Primary KMC server 172.25.230.33:8800 is provisioned, connection state is none
Secondary KMC server has not been provisioned
Master Key GUID is b020829d0f009fa2-4d496531313d981e, Version: 0
Shared Key Mode is Not Enabled
Auto Vol Group is Not Enabled
Tape Compression is Enabled
Tape Key Recycle Policy is Enabled
Key On Tape is Not Enabled
Cluster Infra Status : Operational
Cluster is Administratively Up
Cluster Config Version : 2445
SSL for KMC : Not Configured
SSL for ICN : Not Configured
Cluster is Disk capable
Cluster Metadata On Disk is Set: 64 Megabytes
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e D7 7 AT DB %2 #R~ 79 % (213, show sme cluster clustername summary =~
Y REMHLET,

switch# show sme cluster c summary

K EDT TAXNDT 4 A7 7 —T1E#R%EFKRT 521, show sme cluster clustername disk
group =~ Rl LE 9,

switch# show sme cluster c disk-group

JFGAENOT 4 AT T N—TF BT B 1EH % FKaT 51213, show sme cluster clustername
disk-group DG =2~ RZ{EH L 7,

switch# show sme cluster scluster20 disk-group dgl
Disk group dgl
Number of disks is 16

Disk group dgl
Number of disks is 16

Disk Disk0 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000005006218003813000
Encryption is Not Enabled

Disk Diskl is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000015006218003813000
Encryption is Not Enabled

Disk Diskl0 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000a5006218003813000
Encryption is Not Enabled

Disk Diskll is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000b5006218003813000
Encryption is Not Enabled

Disk Diskl2 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000c5006218003813000
Encryption is Not Enabled
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Disk Diskl3 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000d5006218003813000
Encryption is Not Enabled

Disk Diskl4 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000e5006218003813000
Encryption is Not Enabled

Disk Diskl5 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000£5006218003813000
Encryption is Not Enabled

Disk Disk2 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000025006218003813000
Encryption is Not Enabled

Disk Disk3 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000035006218003813000
Encryption is Not Enabled

Disk Disk4 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000045006218003813000
Encryption is Not Enabled

Disk Disk5 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000055006218003813000
Encryption is Not Enabled

Disk Disk6 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000065006218003813000
Encryption is Not Enabled

Disk Disk7 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000075006218003813000
Encryption is Not Enabled
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Disk Disk8 is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb0000000085006218003813000
Encryption is Not Enabled

Disk Disk9 is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb0000000095006218003813000
Encryption is Not Enabled

Disk group dgl
Number of disks is 16

Disk Disk0 is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb0000000005006218003813000
Encryption is Not Enabled

Disk Diskl is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb0000000015006218003813000
Encryption is Not Enabled

Disk Diskl0 is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb00000000a5006218003813000
Encryption is Not Enabled

Disk Diskll is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb00000000b5006218003813000
Encryption is Not Enabled

Disk Diskl2 is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb00000000c5006218003813000
Encryption is Not Enabled

Disk Diskl3 is clear

Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00

SMEF 1 27 B@pE=41) .7 N

TARY TIV—TNOT 4 A7 2T H1EH % "7 51213, show sme cluster clustername
disk-group disk-group name DG disk =~ > R&EH L £,
switch# show sme cluster scluster20 disk-group dgl disk
Disk group dgl
Number of disks is 16
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Device ID is 600a0bb00000000d5006218003813000
Encryption is Not Enabled

Disk Diskl4 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000e5006218003813000
Encryption is Not Enabled

Disk Diskl5 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000£5006218003813000
Encryption is Not Enabled

Disk Disk2 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000025006218003813000
Encryption is Not Enabled

Disk Disk3 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000035006218003813000
Encryption is Not Enabled

Disk Disk4 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000045006218003813000
Encryption is Not Enabled

Disk Disk5 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000055006218003813000
Encryption is Not Enabled

Disk Disk6 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000065006218003813000
Encryption is Not Enabled

Disk Disk7 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000075006218003813000
Encryption is Not Enabled

Disk Disk8 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000085006218003813000
Encryption is Not Enabled
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Disk Disk9 is clear
Description is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000095006218003813000
Encryption is Not Enabled

TAAT TNV—TRNOT 4 A7 IZET 515 % FKRT 5121, show sme cluster clustername
disk-group disk-group name disk disk name 2~ > R&ZfEH L £,

switch# show sme cluster scluster20 disk-group dgl disk Disk 0
Disk Disk0O is clear

Description is LSI INF-01-00

Vendor ID is LSI

Product ID is INF-01-00

Device ID is 600a0bb0000000005006218003813000

Encryption is Not Enabled

Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0000 vsan 100
[Fabric_sw-A-92221-95]
Is online (SUCCESS), configured

T AENOT 4 A7 IZET 2 MR %2 FoRT 51213 show sme cluster clustername disk
detail 2~ > F&2EHALET,

switch# show sme cluster scluster20 disk detail
Disk 1 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000095006218003813000
Is configured as disk device Disk9 in disk group dgl
Paths
Host 10:00:0e:91:¢3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0009 wvsan 100
Is online (SUCCESS), configured

Disk 2 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000005006218003813000
Is configured as disk device DiskO in disk group dgl
Paths
Host 10:00:0e:91:¢3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0000 wvsan 100
Is online (SUCCESS), configured

Disk 3 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000£5006218003813000
Is configured as disk device Diskl5 in disk group dgl
Paths
Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x000f wvsan 100
Is online (SUCCESS), configured

Disk 4 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000025006218003813000
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Is configured as disk device Disk2 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0002 vsan 100
Is online (SUCCESS), configured

Disk 5 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000085006218003813000
Is configured as disk device Disk8 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0008 wvsan 100
Is online (SUCCESS), configured

Disk 6 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000b5006218003813000
Is configured as disk device Diskll in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x000b wvsan 100
Is online (SUCCESS), configured

Disk 7 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000065006218003813000
Is configured as disk device Disk6 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0006 wvsan 100
Is online (SUCCESS), configured

Disk 8 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000055006218003813000
Is configured as disk device Disk5 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0005 wvsan 100
Is online (SUCCESS), configured

Disk 9 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000075006218003813000
Is configured as disk device Disk7 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0007 wvsan 100
Is online (SUCCESS), configured

Disk 10 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000035006218003813000
Is configured as disk device Disk3 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0003 wvsan 100
Is online (SUCCESS), configured
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Disk 11 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000045006218003813000
Is configured as disk device Disk4 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0004 wvsan 100
Is online (SUCCESS), configured

Disk 12 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000015006218003813000
Is configured as disk device Diskl in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x0001 wvsan 100
Is online (SUCCESS), configured

Disk 13 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb0000000045006218003813000
Is configured as disk device Diskl3 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x000d wvsan 100
Is online (SUCCESS), configured

Disk 14 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000c5006218003813000
Is configured as disk device Diskl2 in disk group dgl
Paths
Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x000c wvsan 100
Is online (SUCCESS), configured

Disk 15 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000a5006218003813000
Is configured as disk device Diskl0 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x000a wvsan 100
Is online (SUCCESS), configured

Disk 16 is clear
Model is LSI INF-01-00
Vendor ID is LSI
Product ID is INF-01-00
Device ID is 600a0bb00000000e5006218003813000
Is configured as disk device Diskl4 in disk group dgl
Paths

Host 10:00:0e:91:¢c3:76:5c:00 Target 50:06:21:80:03:81:30:00 Lun 0x000e wvsan 100
Is online (SUCCESS), configured
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I T AZNDOEEEDT 4 A7 \ZEET G R % K~ T 5 121L, show sme cluster clustername
disk summary =~ > NZ&fH L £9,

switch# show sme cluster c disk summary

Target WWN Lun Description Crypto-Disk Status
50:06:01:6b:30:60:06:d6 0x0002 DGC DISK Disk7 clear
50:06:01:6b:30:60:06:d6 0x0000 DGC DISK Disk5 clear
50:06:01:6b:30:60:06:d6 0x0001 DGC DISK Diské6 clear
50:06:01:63:30:60:06:d6 0x0003 DGC RAID 5 Disk3 clear
50:06:01:63:30:60:06:d6 0x0004 DGC RAID 5 Disk4 clear
50:06:01:63:30:60:06:d6 0x0001 DGC RAID 5 Diskl clear
50:06:01:63:30:60:06:d6 0x0002 DGC RAID 5 Disk2 clear
50:06:01:63:30:60:06:d6 0x0000 DGC RAID 5 DiskO clear

FEED 7 Z A XN IT-Nexus 12 B9 2 5EMITE H % 29 5 1212, show sme cluster clustername
it-nexus =~ R&EMHHALET,

switch# show sme cluster c it-nexus

Host WWN, VSAN Status Switch Interface
Target WWN

21:00:00:1b:32:8a:1d:4c,
50:06:01:63:30:60:06:d6 2 online 172.28.234.68 smel/1

21:01:00:1b:32:aa:49:4c,
50:06:01:6b:30:60:06:d6 2 online 172.28.234.68 smel/1

21:02:00:1b:32:ca:49:4c,
50:06:01:6b:30:60:06:d6 2 online 172.28.234.68 smel/1

7T AZND SME A v & —7 = A AT B EEMIEHR &2 £ "9 5 121%, show sme cluster
clustername interface detail =~ > FZfEiH L £9°,

Interface smel/l belongs to local switch
Status is up
RSA Certificate is (len 247 fingerprint SHAl::
87:2f:16:6d:91:ec:8f:cb:95:3a:df:6b:c6:49:c3:67:c4:a9:39:6f:)

MIGHAOGBAMIGt4JoIhfV3KU6eJPAfmzIjYLgbZ2mA3VAJ7T86btzyMhpzzI4x760
UCVLXEIuKW+p/XRghpV4AN7YQDVCw0OOB3dacXfRQJM8EdoC61MXDGsSKCzYzti51H
ZgQVAKCMydz/P3CSbVx3MsoOeDuvv/HjbwvIngtDGEfvHkWms9b11AgED

77 ALZND SME A & —7 = A AT H2MENF# A4 £~ 7 5 1T1%. show sme cluster
clustername interface summary =~ > & L £,

switch# show sme cluster c interface summary

local switch smel/1 up
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7T AZNORFED SME A > Z—7 = A4 ZIZET 5 HA K7 5 I121%. show sme cluster

clustername interface sme sme-interface 2~ > K& L £,

switch# show sme cluster c interface sme 1/1
Interface smel/l belongs to local switch

Status is up

7 7 AZHNO LUN ORIk iE % £ R T % 121%. show sme cluster clustername lun crypto-status

awy Rz LES,

switch# show sme cluster c lun crypto-status

LUN (Serial Number) Encryption
LUN
cpp_lun_ndx 0x29
sme_enabled 0
vendor_id DGC
product_id DISK
device_id 10493CF4
prod_rev_level 0216
vendor_specific 860000AB71CL
cluster_name C
dg_name DG
device_name Disk7
max_lba Ox27fffff
blk_sz 0x200
disk_state 0x1

current disk fsm state
cur_key_guid
new_key_guid
cur_key_obj

SMED_CPP_DISK_ST_CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

new_key_obj (nil)
dp (nil)
total itl count 2
active itl count 2
lun hold count 0

Not locked

I 21:01:00:1b:32:aa:49:4c T 50:06:01:6b:30:60:06:d6 L 0x0002
(SMED_ISAPI_ITL_ST_UP_CLEAR [lock event=NONE])

I 21:02:00:1b:32:ca:49:4c T 50:06:01:6b:30:60:06:d6 L 0x0002
(SMED_ISAPI_TITL_ST UP_CLEAR [lock event=NONE])

LUN
cpp_lun_ndx 0x27
sme_enabled 0
vendor_id DGC
product_id DISK
device_id 93B1508B
prod_rev_level 0216
vendor_specific 8000009529CL
cluster_name C
dg_name DG
device_name Disk5
max_lba Ox27fffff
blk_sz 0x200
disk_state 0x1

current disk fsm state
cur_key_guid
new_key_guid
cur_key_obj
new_key_obj

dp

SMED_CPP_DISK_ST CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

(nil)

(nil)
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total itl count
active itl count
lun hold count
Not locked

I 21:01:00:1b:32:aa:49:4c T 50:06:01:6b:30:60:06:d6 L 0x0000

(SMED_ISAPI_ITL_ST_UP_CLEAR

[lock event=NONE])

I 21:02:00:1b:32:ca:49:4c T 50:06:01:6b:30:60:06:d6 L 0x0000

(SMED_ISAPI_ITL_ST_UP_CLEAR

LUN

cpp_lun_ndx
sme_enabled
vendor_id
product_id
device_id
prod_rev_level
vendor_specific
cluster_name
dg_name
device_name
max_lba

blk_sz
disk_state
current disk fsm state
cur_key_guid
new_key_guid
cur_key_obj
new_key_obj

dp

total itl count
active itl count
lun hold count
Not locked

[lock event=NONE])

0x28

0

DGC

DISK

F074E188

0216

850000AA73CL

C

DG

Disk6

Ox27fffff

0x200

0x1

SMED_CPP_DISK_ST_CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

I 21:01:00:1b:32:aa:49:4c T 50:06:01:6b:30:60:06:d6 L 0x0001
(SMED_TISAPI_ITL_ST_UP_CLEAR [lock event=NONE])

I 21:02:00:1b:32:ca:49:4c T 50:06:01:6b:30:60:06:d6 L 0x0001
(SMED_ISAPI_ITL_ST_UP_CLEAR [lock event=NONE])

LUN

cpp_lun_ndx
sme_enabled
vendor_id
product_id
device_id
prod_rev_level
vendor_specific
cluster_name
dg_name
device_name
max_lba

blk_sz
disk_state
current disk fsm state
cur_key_guid
new_key_guid
cur_key_obj
new_key_obj

dp

total itl count
active itl count
lun hold count
Not locked

0x25

0

DGC

RAID 5

3C2590FB

0216

39000061BDCL

C

DG

Disk3

Ox9fffff

0x200

0x1

SMED_CPP_DISK_ST_CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

I 21:00:00:1b:32:8a:1d:4c T 50:06:01:63:30:60:06:d6 L 0x0003
(SMED_TISAPI_ITL_ST_UP_CLEAR [lock event=NONE])
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LUN

cpp_lun_ndx
sme_enabled
vendor_id
product_id
device_id
prod_rev_level
vendor_specific
cluster_name
dg_name
device_name
max_lba

blk_sz
disk_state
current disk fsm state
cur_key_guid
new_key_guid
cur_key_obj
new_key_obj

dp

total itl count
active itl count
lun hold count
Not locked

SMEF 1 27 B@pE=41) .7 N

0x26

0

DGC

RAID 5

8BO9EGE9

0216

3A000061D3CL

C

DG

Disk4

Ox9fffff

0x200

0x1

SMED_CPP_DISK_ST_CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

I 21:00:00:1b:32:8a:1d:4c T 50:06:01:63:30:60:06:d6 L 0x0004

(SMED_ISAPI_ITL_ST_UP_CLEAR

LUN

cpp_lun_ndx
sme_enabled
vendor_id
product_id
device_id
prod_rev_level
vendor_specific
cluster_name
dg_name
device_name
max_lba

blk_sz
disk_state
current disk fsm state
cur_key guid
new_key_guid
cur_key_obj
new_key_obj

dp

total itl count
active itl count
lun hold count
Not locked

[lock event=NONE])

0x23

0

DGC

RAID 5

90D80D94

0216

3700006182CL

C

DG

Diskl

Ox9fffff

0x200

0x1

SMED_CPP_DISK_ST_CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

nil)

nil)

(
(
1
1
0

I 21:00:00:1b:32:8a:1d:4c T 50:06:01:63:30:60:06:d6 L 0x0001

(SMED_ISAPI_ITL_ST_UP_CLEAR

LUN

cpp_lun_ndx
sme_enabled
vendor_id
product_id
device_id
prod_rev_level
vendor_specific
cluster_name

[lock event=NONE])

0x24

0

DGC

RAID 5
930ED44F
0216
38000061A5CL
C
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dg_name
device_name
max_lba

blk_sz
disk_state
current disk fsm state
cur_key_guid
new_key_guid
cur_key_obj
new_key_obj

dp

total itl count
active itl count
lun hold count
Not locked

DG

Disk2

Ox9fffff

0x200

0x1

SMED_CPP_DISK_ST CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

nil)

nil)

(
(
1
1
0

I 21:00:00:1b:32:8a:1d:4c T 50:06:01:63:30:60:06:d6 L 0x0002

(SMED_ISAPI_ITL_ST_UP_CLEAR

LUN

cpp_lun_ndx
sme_enabled
vendor_id
product_id
device_id
prod_rev_level
vendor_specific
cluster_name
dg_name
device_name
max_lba

blk_sz
disk_state
current disk fsm state
cur_key_guid
new_key_guid
cur_key_obj
new_key_obj

dp

total itl count
active itl count
lun hold count
Not locked

[lock event=NONE])

0x22

0

DGC

RAID 5

CC1BCB3A

0216

360000616BCL

C

DG

DiskO

Ox9fffff

0x200

0x1

SMED_CPP_DISK_ST CLEAR_DISK
0000000000000000-0000000000000000
0000000000000000-0000000000000000
(nil)

nil)

nil)

(
(
1
1
0

I 21:00:00:1b:32:8a:1d:4c T 50:06:01:63:30:60:06:d6 L 0x0000
(SMED_TISAPI_ITL_ST_UP_CLEAR [lock event=NONE])

I T AL DB — RNT v TIREER FIRT 521X show sme cluster clustername
load-balancing =~ > F&fEH L £,

switch# show sme cluster c load-balancing
Load balancing status is enabled for cluster C

7T AHND /) — RIZET B1E#RE F~T 51213, show sme cluster clustername node 2~ > R
EEALET,

switch# show sme cluster c node
Node 172.28.234.54 is remote switch

Node ID is 2
Status is online

Node is not master switch

Fabric is Fabric_sw-sme-9513-54
Node 172.28.234.68 is local switch

Node ID is 1

Il CiscoMDS9000 7 7 I U NX-0S X b L—Y AF 4 TR LI 74 Fab—va vy HA F



| He

SME 5 1 2 7 DFRE

SMEF 1 27 B@pE=41) .7 N

Status is online
Node is the master switch
Fabric is Fabric_sw-sme-9513-54

I IAXNOREFED Y T— b / — RIZEET 515 & £~ 51213, show sme cluster clustername
node remote-switch 2~ > RZfEH L £,

switch# show sme cluster c node 172.28.234.54
Node 172.28.234.54 is remote switch

Node ID is 2

Status is online

Node is not master switch

Fabric i1s Fabric_sw-sme-9513-54

7 FAHND ) — RIZBET 2 EE R A2 TR 5213, show sme cluster clustername node
summary 2~ > R&fEf L £,

switch# show sme cluster c node summary

Switch Status Master Node ID
172.28.234.54 online no 2
local switch online yves 1

7T AFNOF—IZT D EH A F£/RT 5 1Z1%, show sme cluster clustername key database =1~
Y REMHLET,

switch# show sme cluster c key database
Key Type is master key
GUID is 2ebddbldbfl80660-cOedadd77be8e8al
Cluster is C, Master Key Version is 0

Key Type is disk key
GUID is 5a8adb8aca98106f-dd61016£5fb8b543
Cluster is C, Crypto disk group is DG
Crypto disk is Diskl

Key Type is disk key
GUID is dc203fa33cd267ad-dd2e7513e307521f
Cluster is C, Crypto disk group is DG
Crypto disk is DiskO

7T AFNOF—IZBT 25 H 2 27”9 5 121X, show sme cluster clustername key database
detail =~ > FZ2MHLET,

switch# show sme cluster c key database detail
Key Type 1s master key
GUID is 2ebddbldbfl80660-c0edadd’77be8e8al
Cluster is C, Master Key Version is 0
Key status 1is active
Key was created at Mon Oct 04 13:38:41 UTC 2010
Key length is 32

Key Type is disk key
GUID is 5a8adb8aca98106f-dd61016£5fb8b543
Cluster is C, Crypto disk group is DG
Crypto disk is Diskl
Key status is active
Key was created at Mon Oct 04 13:58:23 UTC 2010
Key length is 32
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Key data type is symmetric key wrap

Symmetric key wrapping version is 0

Symmetric crypto algorithm is aes-cbc

Authentication algorithm used is sha-256 and value
G5UVNvVtEQC67CGEbIBWV1xs+zUKFACIOIrk+t£G+dPQY=

IV length is 16 and value
jAMWrbbthouZDmSmlddeAAAAAAAAAAAAAAAAAAAAA=

Key Object is wrapped by 2ebddbldbfl80660-c0ed4add77be8e8al

Key data length is 80

Encrypted data is
qLOTc/prINvMcRTgwePgzwpJaBoDxzLevYXhlgw9c+£fbZ1lp4
kabTYUM7QGTrZKFkkJPOPO/XPSn9VVKVYVNSCguQVv0tegbVo
vdUgeDyht9g=

Key Type is disk key

GUID is dc203fa33cd267ad-dd2e7513e307521f
Cluster is C, Crypto disk group is DG
Crypto disk is DiskO

Key status is active

Key was created at Mon Oct 04 13:57:56 UTC 2010

Key length is 32

Key data type is symmetric key wrap

Symmetric key wrapping version is 0

Symmetric crypto algorithm is aes-cbc

Authentication algorithm used is sha-256 and value
8isr/LRaHdAgOmlGPagCg9reDOYLQiFAImmQfmIRsu9s=

IV length is 16 and value
gJfKQQKTsU81J5HrGQR3GWAAAAAAAAAAAAAAAAAAAAA=

Key Object is wrapped by 2ebddbldbfl80660-c0ed4add77be8e8al

Key data length is 80

Encrypted data is
zL+syhPgSQfXy8zAwLfrntbIcjIux+dIjPOQWQOJTk/zpVTmRD
KT6R1zFmkN3ibXagzba6byr fCXUGMmWX /KK7CdEQtkWklecUz
k+zvbYtdg50=

7T AZRNOF—IZT HEE # % KR35 121X, show sme cluster clustername key database
summary 2~ > Rz L £,

switch# show sme cluster c key database summary

Key Type GUID

master key 2ebddbldbf180660-c0edadd77be8e8al
disk key 5a8adb8aca98106£f-dd61016£5fb8b543
disk key dc203fa33cd267ad-dd2e7513e307521fF

FeE D GUID IZ2WT 7 7 A ZNOF—IFl A4 £~ T 5IT1%, show sme cluster clustername key
database guid GUID =2~ > R&HH L £,
switch# show sme cluster c key database guid 2ebddbldbf180660-c0e4add77be8e8al
Key Type 1s master key
GUID is 2ebddbldbfl180660-cO0edadd’7be8e8al
Cluster is C, Master Key Version is 0

GUID {22\ T 7 7 AZNOF— (2B 2 B EAE #2795 (213, show sme cluster
clustername key database guid GUID summary =~ > RZ#H L £9,

switch# show sme cluster C key database guid 2ebddbldbf180660-cO0e4add77be8e8al summary

master key 2ebddbl1dbf180660-c0edadd77be8e8al
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KED GUID IZ2DWT 7 7 AXND X —IZBT 2GR 2 F 7 51213, show sme cluster
clustername key database guid GUID detail =~ > RZfEH L £,

switch# show sme cluster c key database guid 2ebddbldbf180660-cO0e4add77be8e8al detail
Key Type is master key
GUID is 2ebddbldbfl80660-cO0edadd77be8e8al
Cluster is C, Master Key Version is 0
Key status is active
Key was created at Mon Oct 04 13:38:41 UTC 2010
Key length is 32

SME 7 7 2% U ") FEALFICEHT 2 15 A £~ T 5 121%, show sme cluster clustername
recovery officer =~ > R&ffl L ¥,

switch# show sme cluster c recovery officer
Recovery Officer 1 is set

Master Key Version is 0

Recovery Share Version is 0

Recovery Share Index is 1

Recovery Scheme is 1 out of 1

Recovery Officer Label is

Recovery share protected by a password

Key Type is master key share
Cluster is C, Master Key Version is 0
Recovery Share Version is 0, Share Index is 1

SME 7 7 A% U J33 ) BALEHIZEET % 3EME 8 2 23 5 121X show sme cluster clustername
recovery officer detail =~ > RZfifH L ¥ 7,

switch# show sme cluster c recovery officer detail
Recovery Officer 1 is set

Master Key Version is 0

Recovery Share Version is 0

Recovery Share Index is 1

Recovery Scheme is 1 out of 1

Recovery Officer Label is

Recovery share protected by a password

Key Type is master key share
Cluster is C, Master Key Version is 0
Recovery Share Version is 0, Share Index is 1
Key status is active
Key was created at Mon Oct 04 13:44:45 UTC 2010
Key length is 81
Key data type is password key wrap
Password key wrapping version is 0
Password scheme used is pkcs5_2
Password scheme digest algorithm used by password scheme is sha-1
Authentication algorithm used is sha-256, key length is 32 and value
58 63 71 59 69 6a 6d 44 50 74 2f 6e 63 77 46 30 38 41 59 31 74 55 54 6e 72 58 37 44
50 4b 41 6b 55 56 7a 53 6b 6e
52 44 6a 50 45 3d 00 00 00 00

Salt length is 8 and value
54 65 79 45 32 65 39 46 33 64 77 34 00 00 00 00 00 00 00 00O 00 00O 00 OO0 00 00 00 00

00 00 00 00 00 00 00 00 00 0O

00 00 00 00 00 00 00 00 00 00

IV length is 16
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Iteration count is 2048
Key data length is 96
Encrypted data is
69 76 77 4d 52 66 37 44 T7a 79 45 30 4f 38 58 34 77 77 69 32 43 34 79 6a 68 54 74 6a
50 77 50 6e 62 71 4e 69 48 77
39 62 57 37 4a 4b 45 37 47 30
4c 41 46 33 54 6d 6f 31 69 78 4a 39 62 47 65 55 36 4c 67 43 74 5a 49 61 30 49 6a 49
41 66 6¢ 74 2f 6c 46 57 37 41
38 77 44 75 64 63 32 50 77 45
4d 68 63 54 54 45 33 4f 4f 48 4f 41 74 4f 66 6a 59 47 32 6d 5a 49 35 34 45 6c 30 30
37 37 77 76 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 00 0O

SME 7 7 A% U J13 Y BALHIZEET 2 B2 E 8 2 2~ 3 5 121X show sme cluster clustername
recovery officer summary =~ > R&2flif L ¥ 7,

switch# show sme cluster c recovery officer summary

¥eED SME 7 7 A2 U 3 BAEHIZHET 16 H 2 £ 2 1213 show sme cluster
clustername recovery officer recovery-index 2~ > K& L £,

switch# show sme cluster c recovery officer 1
Recovery Officer 1 is set

Master Key Version is 0

Recovery Share Version is 0

Recovery Share Index is 1

Recovery Scheme is 1 out of 1

Recovery Officer Label is

Recovery share protected by a password

Key Type 1s master key share
Cluster is C, Master Key Version is 0
Recovery Share Version is 0, Share Index is 1

FeED SME 7 Z 22 U a3 FAEE BT 2 56/ &2 79 % 1213 show sme cluster
clustername recovery officer detail recovery-index =~ > K& L £ 7,

switch# show sme cluster c recovery officer detail 1
Recovery Officer 1 is set

Master Key Version is 0

Recovery Share Version is 0

Recovery Share Index is 1

Recovery Scheme is 1 out of 1

Recovery Officer Label is

Recovery share protected by a password

Key Type is master key share
Cluster is C, Master Key Version is 0
Recovery Share Version is 0, Share Index is 1
Key status is active
Key was created at Mon Oct 04 13:44:45 UTC 2010
Key length is 81
Key data type is password key wrap
Password key wrapping version is 0
Password scheme used is pkcs5_2
Password scheme digest algorithm used by password scheme is sha-1
Authentication algorithm used is sha-256, key length is 32 and value
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58 63 71 59 69 6a 6d 44 50 74 2f 6e 63 77 46 30 38 41 59 31 74 55 54 6e 72 58 37 4d
50 4b 41 6b 55 56 7a 53 6b 6e
52 44 6a 50 45 34 00 00 00 00

Salt length is 8 and value
54 65 79 45 32 65 39 46 33 64 77 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 0O 00 00 00 00 0O

00 00 00 00 0O 00 00 00 00 0O

IV length is 16
Iteration count is 2048
Key data length is 96
Encrypted data is
69 76 77 4d 52 66 37 44 T7a 79 45 30 4f 38 58 34 77 77 69 32 43 34 79 6a 68 54 74 6a
50 77 50 6e 62 71 4e 69 48 77
39 62 57 37 4a 4b 45 37 47 30
4c 41 46 33 54 64 6f 31 69 78 4a 39 62 47 65 55 36 4c 67 43 74 5a 49 61 30 49 6a 49
41 66 6¢ 74 2f 6¢c 46 57 37 41
38 77 44 75 64 63 32 50 77 45
4d 68 63 54 54 45 33 4f 4f 48 4f 41 74 4f 66 6a 59 47 32 6d 5a 49 35 34 45 6c¢c 30 30
37 37 77 76 00 00 00 00 00 00
00 00 00 00 00 00 OO 0O 00 0O

¥EED SME 7 7 A% U 8 EEEICHE T 22 B #H %2 R~ 9 5 1213, show sme cluster

<clustername> recovery officer summary <recovery-index> =~ > K& L £7,

switch# show sme cluster c recovery officer summary 1

SME 7 .+ R 7 B DO REE IR

FO6-1IZ.ZDHRED ) V —ABREEZRLET,

# 6-1 SME 7y X 2 & DI IE/EF

HERE4 VY—2x G AR

v AH— X —DF—FARK 5.2(6) VAR = X=X T TAEIDT 4 AT =% T v T
LI ENET,

VT =F Y BILOES S =F ¥ £F— K 7T |52(6) I TAREHRETH2ODE—K,

A H

SME 7 4 A7 % 7E 5.2(1) SME 7 4 A7 13V U —Z 52(1) TEASNZH LV
RETT,
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switch# config t A7 4 Fal—ar ET—RIIADET,
switch(config)# sme cluster I AREIRELSME 7 7 AZFZEY TE— %
clusternamel A

switch(config-sme-cl)# Eﬁﬁu L/jijfo

switch(config-sme-cl)# shared-key ;t%gﬂf»— q}»—]i%f?ﬁiﬁ{/:fjfo

mode

switch(config-sme-cl)#

switch(config-sme-cl)# no shared-key jj\:ﬁ@ﬁi’\,»— T — ]\igj:‘éﬁ; Li-j‘o

mode

switch(config-sme-cl)#

e KMCTHhorvTs v ul 2Avyv—UHIOFRR(T-8§—)
o TAhULT 4T vl EFROFR(T-143 X—)

e SME 7T —7DF—DFKR(7-12 <—)
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"<timestamp> User: <username> Host: <host> Cluster: <cluster name> Id:
<cluster id> Operation: <operation> Status: <status> Details: <details>"

The following is a complete listing of logged SME operations and
expected status values.The logged details for an operation depends
upon the resulting status of the operation and/or other criteria
documented below.

Operation: STORE_KEY Logged as: "Store key"

Description: A new key is being written to the keystore.The details
for the accounting log of a STORE_KEY operation depends upon the
KEY_TYPE and the STATUS for the operation.

Details:

KEY_TYPE: MasterKey

SUCCESS: ‘"key type: <key type> GUID: <guid>"
FAILURE: ‘'"key type: <key type> GUID: <guid> error: <description>"

KEY_TYPE: TapeVolumeGroupSharedKey

SUCCESS: "key type: <key type> GUID: <guid> tape group: <tape group
name> tape volume group: <tape volume group name>"
FAILURE: "key type: <key type> GUID: <guid> tape group: <tape group

name> tape volume group: <tape volume group name> error: <description>"
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KEY_TYPE: TapeVolumeGroupWrapKey
SUCCESS: "key type: <key type> GUID: <guid> tape group: <tape group
name> tape volume group: <tape volume group name>"
FAILURE: "key type: <key type> GUID: <guid> tape group: <tape group
name> tape volume group: <tape volume group name> error: <description>"
KEY_TYPE: TapeVolumeKey
SUCCESS: "key type: <key type> GUID: <guid> tape group: <tape group
name> tape volume group: <tape volume group name> barcode: <barcode>"
FAILURE: "key type: <key type> GUID: <guid> tape group: <tape group
name> tape volume group: <tape volume group name> barcode: <barcode>
error: <description>"
Operation: GET_KEY Logged as: "Retrieve key"

Description: A key is being requested

from keystore.The details for

the accounting log of a GET_KEY operation depend upon the query
parameter and STATUS for the operation.

Details:

QUERY PARAMETER: Guid
SUCCESS: "GUID: <guid>"
FAILURE: "GUID: <guid>"

QUERY PARAMETER: Cloned from Guid

SUCCESS: "Cloned from GUID: <guid>"

FAILURE: "Cloned from GUID: <guid>"

Operation: ARCHIVE_KEY Logged as: "Archive key"
Description: A key is removed from "active" state and moved to
"archived" state.

Details:

SUCCESS: "GUID: <guid>"

FAILURE: "GUID: <guid> error: <description>"

Operation: ARCHIVE_ALL_KEYS Logged as: "Archive all keys"

Description:
The details for the accounting log of

All keys are archived for an instance of a KEY_TYPE.

a ARCHIVE_ALL_KEYS operation

depends upon the KEY_TYPE and the STATUS for the operation.

Details:

KEY_TYPE: TapeVolumeGroupSharedKey

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name>"

FAILURE: "tape group: <tape group name> tape volume group: <tape
volume group name> error: <description>"

KEY_TYPE: TapeVolumeGroupWrapKey

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name>"

FAILURE: "tape group: <tape group name> tape volume group: <tape

volume group name> error:

Cisco MDS 9000 7 7 X U NX-08 X b
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KEY_TYPE: TapeVolumeKey

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name> barcode: <barcode>"
FAILURE: "tape group: <tape group name> tape volume group: <tape

volume group name> barcode: <barcode> error: <description>"

Operation: PURGE_KEY Logged as: "Purge key"
Description: A key and references to it are removed from the keystore.

Details:

SUCCESS: "GUID: <guid>"

FAILURE: "GUID: <guid> error: <description>"

Operation: DELETE_ALL_TAPE_VOLUME_KEYS Logged as: "Delete Tape

Volume Keys"
Description: All tape volume keys for the given tape volume are
removed from the keystore.

Details:

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name>"

Operation: DELETE_ALL_TAPE_VOLUME_SHARED_KEYS Logged as:
"Delete Tape Volume Group Shared Keys for cluster"

Description: All shared keys for the given tape volume are removed
from the keystore.

Details:

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name>"

Operation: DELETE_ALL_TAPE_VOLUME_WRAP_KEYS Logged as: "Delete
Tape Volume Group Wrap Keys for cluster"

Description: All wrap keys for the given tape volume are removed from
the keystore.

Details:

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name>"

Operation: EXPORT_ARCHIVED Logged as: "Export archived cluster"
Description: An archived cluster is being exported.The operation is
being logged per tape volume group exported for the requested cluster.

Details:

INITIATED: "tape group: <tape group name> tape volume group: <tape
volume group name> keys exported: null"

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name> keys exported: <count>"

FAILURE: "tape group: <tape group name> tape volume group: <tape

volume group name> keys exported: <count> error: <description>"
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Operation: EXPORT Logged as: "Export cluster"
Description: A cluster is being exported.The operation is being
logged per tape volume group exported from the requested cluster.

Details:

INITIATED: "tape group: <tape group name> tape volume group: <tape
volume group name> keys exported: null"

SUCCESS: "tape group: <tape group name> tape volume group: <tape
volume group name> keys exported: <count>"

FAILURE: "tape group: <tape group name> tape volume group: <tape

volume group name> keys exported: <count> error: <description>"

Operation: IMPORT Logged as: "Import keys"
Description: Keys are imported into a cluster.The operation is being
logged per tape volume group.

Details:

INITIATED: "tape group: <tape group name> tape volume group: <tape
volume group name> keys imported: null"

SUCCESS: "tape group: <tape group name> tape volume group: <tape

volume group name> keys imported: <count>"

FAILURE: "tape group: <tape group name> tape volume group: <tape
volume group name> keys imported: <count> of <total count> total.
Skipped : <count> error: <description>"

Operation: REKEY_MASTER_KEY Logged as: "Master key rekey"
Description: A master key is being "re-keyed" or replaced with a new
master key.All keys wrapped w/ the old master key are unwrapped and
re-wrapped with the new master key.

Details:

INITIATED: n
SUCCESS: "
FAILURE: ‘'error: <description>"

Operation: ABORT_REKEY_MASTER_KEY Logged as: "Abort master key
rekey"

Description: A re-key operation has been aborted.If the operation
cannot be aborted, the failure is logged.

Details:

SUCCESS: n

FAILURE: ‘'"error: <description>"

Operation: GET_MASTER_KEY_SHARE Logged as: "Master key share
retrieved"

Description: When storing master key shares on smartcards, the share
is verified as being written correctly by reading the share and
comparing.This logs the result of that GET operation.

Details:

SUCCESS: "share index: <share index> smartcard label: <smartcard
label> smartcard serial number: <serial number> GUID: <guid>"
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FAILURE: "share index: <share index> smartcard label: <smartcard
label> smartcard serial number: <serial number> GUID: <guid> error:
<description>"

Operation: REKEY_ CLONE_WRAP_KEYS Logged as: "Clone tape volume-

group wrap keys"

Description: Part of Master Key re-key involves cloning wrap keys and
re-wrapping them with the new master key.This logs the result of

that cloning and re-wrap operation.

Details:
SUCCESS: "<count> keys of <total count> cloned successfully"
FATILURE: ‘'"<count> keys of <total count> cloned successfully"
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KMCIZBREENAF— 2R R CEET  F—DERFIZ. FNHIEFT 7747 LTy —F

TENET A VR—PSNEF—ITHT I/ T 47 e~v—F 7 SNET . F—B7IUT TFA
FTERREIND Z EITHERTH Y TR A,

Var
SME - —&F F DOERE B R
# 131 20DV ) —RBRE R LET,
# 7-3 SME F+—E B DL IE/E

MEES JY—2x HERE I
VA N E Aoy T 5.2(1) Release 5.2(1) T, Fabric Manager & DCNM for SAN
(DCNM-SAN) & WO ARNCAEE I E LTz,
4.1(1c) Release 4.1(1b) LAFE MDS SAN-OS ¥ 7 b U = 7 (%

MDSNX-0OS V7 N7 = TICAHINEEINE L. IH
VU —=2A4BFEEINTE LT 2RI T X CTHER S

TWET,

KMC $—DOBAT 4.1(1¢) 4.1(1c) T KMC —_"&ZBITTEE4,

ThOT 4T ay 4.1(1¢) 4.1(1c) LB Tld, == — |3 Fabric Manager Web Client ®
[SME] # 72, ¥ —HBAEKRBIELE ZFDRAT — X XA %K
IRTEET,

= A KMC $— 4.1(3) A A KMC X, 774~ U =N h &Y

= NEHL TRETEET,

4.1(3) TIX.HA O EIL [Key Manager Settings] ~~— 3
THERTE X7,

TIA=) =R v Hh L FY =N T TAEZD
VERS BRI ®RIR C& £1,

TIA =Y =R hHFY F—D
[Cluster Detail] X— Y CLEHETX £,
AF AT F—OHBL Y A — g 4.1(3) 413) T T — F— L r—r g 03 . VE—F
LU r—va v MR TWELE, VE—F LY
Vor—ya BRI ARY) 2a—5 JL—7HTRET
EFFEFT SMEICEY 2—PITAT 4T F—%1O0
SME 7 5 ZAZ 15 1 DL kD v 5 2% 3 BRI
THZENTEET,

41Q3) TRV E—F L7 Fr—2 a VEROREE
fECT& £,

RANZIZ. =T FLRELTEZITA |4103) P—NFIZIP T RV AFELIIARA M EATTTEE T,
nohEd,

TEIE,

e
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#5I1%E  SMEX—BHORE |
W SME X —ZEOMBERRE

# 7-3 SME F—EZBDEEEERE Fed)

MEES JY—= HRE I
RY 2—A F—DOFER 3.3(1c)

A a—A XF—DOF—FERIZ. EX=2 T 0235
Wb T A O EITEINET  FldeF=2 U 7 4
DREINTEGEICHLEITINET,

Advanced E— R TCIX. A~—F I— FKOKHIZ LD .,
TAL— X —DXF—FAERB NI TSN, v AH—

F—DF L= g Ny 7 AXFICERSNE

T YA — F—HHFOH LY R A~Y— K I—
NIZRTEENET . TR_RTORY a—L T —7F F—
LoiLnwe 22— F—LEML X7,

T AL — X —DFARR 3.3(1¢c)
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CHAPTER 8

SFIHEO Y Yy g =7

Secure Sockets Layer (SSL) 7’1 h 2L LV (R y MU — 7 @E &2 RE L EERTOT — & 20
G EF 2V T 4 2 FEBT LN TEET EZL DT TV r— 3 —r3%E Web H—
N1E, SSL 7% E M @ keystore DfFEHZ R —F L TWEFT, AL v F L KMC & D ToD SSL ff
HIIX AT — A7 F7A NIV FyOTu Y a = 7 BNETT,

ZOETIH IROFEIZOWTHHALET,

o NAF— AT TANT I FriEAEICET LERB-1 ~—)
e SSL ORISR (8-1 =X—)

o CLI Zflil L7z SSL D% (8-2 ~X—)

o SSL DOHEREIEE (8-6 ~—)

NAF— AT TANT 7 F it AZICHET 2R

FERAEIR AR EREOZ T 4 T 4 A L. F O ID AR F — 2T 572
EHENDEF RF¥ 2 A2 bTY,

FORER) (CA)1E.ID Z fEf8 U CREIE A2 51T DB T, CA AT T DREEIZ L 0 (& DFEH]
ERFEET DT AT AL (T —RERT NA AL E)V I HFEDOARFT—B L v FENE
T, A E CRREE S L= ABH % — %jW>&%iﬁ%mﬁé:/7474#mﬁbfwéﬁ®w
X —LHSRE L E 4 EEAEIC LY BEANOREUABEF—OEHEZ S E N TE T,

SSL DRI

SSL Z & E T D AN RO RICHER L TS E S,

o F— REME. B L OREREEA BR 2 AT 2 7202 VBERFCfE] T & % OpenSSL 7 7Y
r—=va g EOY— RR—=F 4 WY — L E A VA =T DHNENH Y F T, Windows H
® OpenSSL ZRD Y > I/ b X 7 — RKLUET,
http://gnuwin32.sourceforge.net/packages/openssl.htm Windows (24 > A b —/L L7255
openssl.exe X7 7 4+ /L k TiX c:\openssl\bin (2 ¥ £ 97,

o T RTDAA »F DCNM-SAN, I LT OpenSSL =~ > FEFEITL T D ¥ AT LDK
WEIIL TS Z & 2B LET,

o CAGEMIEHL KMCREMFIZENTNEZRDS ID 28 E L ET,

e JREL.6 JAVA keytool @ # 73 Java Keystores (JKS) 7 7 A /L~ PKCS12 GEFAED A > 4" — |
ZYR—FLET,
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http://gnuwin32.sourceforge.net/packages/openssl.htm

EeE HHAEBEDOSubVa=rF |

W cL zfEA L SSLOERE

CLI ZfE/H L7z SSL DR E

Z ZTIL.SSL O EITEHT 2 RONEIZ O T L E T,
o CAGEIEDIERK(8-2 X—)

o FTARKAL FOFRE (82 =)

o FTABREA L FOHIK(8-4 =)

o KMC iEFAED A AL (8-5 2—)

CA GEPRZ DB

R IXFRNIC CAGEIHEEZA L TV A AEMELRS Y £9.% 2V 7 0 FHEIC CA 2 ERT
AT, PEM T4 —~v bOCAFEHAEEZLIEL L TEBY SMERTED—#E L CREIAEIC
BLAINTWAOALERNDDLZ E2MAFET HED CARRWNEITFNEFEH LI 20
A1%.0penSSL =2~ RZMEH L TH LW CA Z{ERTE £,

Zoawy REMHEH L TERER (CA) 2R LET, 2o~ RIZ GEAEAD L AF—) B
FOMEX—ZAER L ET B — 3L TIRET D LENH D 3, — A2 M T
A X — XL TEANTH 2 TV B I T,

OpenSSL 77"V 77— 3 U &2fEH LT CA GEFIEAVERL L £97.365 HFEFIEFIZH L TIX RO
a~v s RaEANTLET,

OpenSSL> req -x509 -days 365 -newkey rsa:2048 -out cacert.pem -outform PEM

Z O3~ Nid, cacert.pem I L O privkey.pem &9 2 DD 7 7 A /L% OpenSSL.exe 73d 5
T4 L7 MITHERR L £ 9, cacert.pem 7 7 A /L%, GERAE T, privkey.pem 7 7 A /LIL, A7
GTRAF T 2R ERH Y 77,

FF A RRA L FDORE

FNEDOEEH

AT v

A7 T 2

277 3

AT w7 4

ZO—#HDOFJEIZ, DCNM-SAN % — "N EFET EH T XTOAAL v FIZH L TETTHLERD
DNEFT HBLTREFNTARRA L MEETXTOARAL v FIHEHLET,

FTARRA L FERET DT ROFNELETLET,

a7 4 X2l —T g F— RE2BBLET,

switch# config t
Enter configuration commands, one per line.End with CNTL/Z.

my ca EWVWIHIZARIDO T A MRA L MEEKRLET,

switch(config)# crypto ca trustpoint my ca

NZARNKA L B HTE—=RT, AL vTFDRSA F—DXT ZERLET,

switch(config-trustpoint)# rsakeypair my ca_key 2048

FRSA KA N B TE—REKTLES,

switch(config-trustpoint)# exit
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| 8& FTHAEOSuEYa=l

CUZER L ssLoze B

A7v7 5  FIA 1 TIER L7z cacert.pem ONEFEE T v b 7 R _X—=ZA LT, FF7A MRS D
cacert.pem 7 7 A V& FRFEL £7,

switch(config)# crypto ca authenticate my ca

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT

----BEGIN CERTIFICATE----
MIIDnjCCAwegAwIBAGIBADANBgkghkiGIwOBAQQFADCBI zELMAKGA1UEBhMCVVMx
EzZARBgNVBAgTCkNhbG1lmb3JuaWEXETAPBgNVBACTCFNhbiBKb3N1MROowGAYDVQQK
ExFDaXNjbyBTeXNOZW1zIEluYzEOMAWGA1UECXMFRGV2 ZWwXxETAPBgNVBAMTCG1h
bWFzc2V5MSEwHWYJK0ZIThveNAQKkBFhJtYWlhce3N1eUBjaXNjby5jb20wHhcNMDcex
MTIyMDgzNDM1WhcNMDgxMTIxMDgzNDM1W]jCBlzELMAKGA1UEBhMCVVMXEZARBgNV
BAgTCKNhbG1mb3JuaWEXETAPBgNVBACTCEFNhbiBKb3N1MROWGAYDVQQKEXFDaXNj
byBTeXN0ZW1zIE1uYzZEOMAWGA1UECXMFRGV2 ZWwXETAPBgNVBAMTCG1hbWFzc2V5
MSEwHWYJKoZIhvcNAQkBFhJtYWlhc3N1eUBjaXNjby5jb20wgz8wDQYJKoZIhveN
AQEBBQADgYO0AMIGJAOGBAMbZAvVO+Ka/FS3/jwdagIltc80w3alpwIgygEzA3uFLIN
tXSfHRU90srP5t1iHH1JP+fezeAUUVEMMTPrOIXURCF2c7YqglUx5s4Ua3cMGE9BG
YBRbhO8F11t2mGDgY5u0mJY+eViR69MZk80uj+gRxQq83 £B8MgJIG39f1BedRcZLB
AgMBAAG]gfcwgfQWHQYDVROOBBYEFGXsBg7£7FJcL /7413 +M2dgI7r IyMIHEBGNV
HSMEgbwwgbmAFGXsBg7£7FJcL/741j+M2dgIl7rIyoYGdpIGaMIGXMQswCQYDVQQG
EwJVUzZETMBEGA1UECBMKQ2FsaWZvcmS5pYTERMA8GALIUEBXMIU2FUIEpvc2UxGjAY
BgNVBAOTEUNpc2NvIFN5c3R1bXMgSW5jMQ4wDAYDVQQLEWVEZXZ1bDERMASGALIUE
AXMIbWFtYXNzZXkxITAfBgkghkiGI9wOBCQEWEM1hbWFzc2V5QGNpc2NvLmMNvbYIB
ADAMBgNVHRMEBTADAQH/MAOGCSQGSIb3DQEBBAUAA4GBAFMDUcCZ1BZFJk09IihEm
5wd4oouxHsKPQroyG/CYShv1XXAyEGYtxuCAITDzMg2IJiFbZt0kIiyuP9YRQLNR
z47GATIRJIGP5J2HN0c2cdF8Mc0DDApdgndUiIX/1v7vuQfyxgX450SncwQct3y38/
FPEbcRgZgnOgwcrgBzKV0OY3+

----END CERTIFICATE----

END OF INPUT

Fingerprint(s): MD5 Fingerprint=1E:18:10:69:7B:C1:CC:EA:82:08:67:FB:90:7D:58:EB

Do you accept this certificate? [yes/no]:yes

2797 6  FIE2TER LI N T A MKRA » MIEGET H-ODFERAEERZAER L E9, 2 DFERIL.CA
WAL v FOFEAEICELTDH-OICHEALET,

switch(config)# crypto ca enroll my ca

Create a challenge password.You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:nbv123

The subject name in the certificate will be: ips-vegas8.cisco.com

Include the switch serial number in the subject name? [yes/no]:no

Include an IP address in the subject name [yes/no]:no

The certificate request will be displayed...

----BEGIN CERTIFICATE REQUEST----
MIIBJTCBOAIBADAfMROWGWYDVQQDEXRpcHMtAmVnYXMALnNpc 2NvLmNvbTBcMAOG
CSAGSIb3DOEBAQUAAOSAMEGCQQCeAZv5wId3 2YpPEYANYOFjOW0yRVbYEe+mNH1 8
b2VPOVZ6UOFAhIS1Im0/XvlBpcuy4TRktu7whNyyvvu3niVAAgMBAAGGTDAVBgkg
hkiG9w0BCQcxCBMGbmJI 2MT I zMDMGC SqGS Ib3DQEJDF EmMCQwIgYDVRORAQH /BBgw
FoIUaXBzLXZ1Z2Fz0C5jaXNiby53ib20wDQYJKoZ IThveNAQEEBQADQQBZzPCcKE3Eje
T50DnPXNkz1WsU30UdsuxOT/ml0SBZvhBEHICQZZpfS2 ILgaQPl6L1iZCZydHWViN
Q+9LmHUZ4BDG

--—-END CERTIFICATE REQUEST----

switch(config)#
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EeE HHAEBEDOSubVa=rF |

W cL zfEA L SSLOERE

A7 o7 1

277 8

AT 79

OpenSSL.exe 3’57 4 L7 b U WIZ switch.csr £V 7 7 A V& ERR L £ 97, Tl 6 TIER L
TLREEEREZ Dy F T R X=X MLET,

7 7 A L OWNZIZ . BEGIN CERTIFICATE REQUEST 17 & END CERTIFICATE REQUEST 47 % £
THRLAIA S FE T,

WDa<y RE AN LT . OpenSSL 77V r—3 g CAA v FREAEERZ M H L CFE &=
BERLET,

OpenSSL> x509 -req -days 365 -in switch.csr -CA cacert.pem -CAkey privkey.pem -set_serial
01 -out switch.pem

NN CAILE S TEBLALINTZAAL vy TFONRT Y v VIEREIZRD F7,
~

@ TRV TEFHENCAZEHEL TCWAES . B2 T ¢ FHEIZ switch.esr 7 7 A
NEFE L, ZOFIEDEIT & switch.pem 7 7 A )V TOISEZKIET HMLENH Y 7,

FlE 8 THERL S L7z switchppem 7 7 A VOWNEE T v b T B ~—ZX LT, AA vF LIZE
A EFEAEEZ A AR — P LET,

switch(config)# crypto ca import my ca certificate

input (cut & paste) certificate in PEM format:

----BEGIN CERTIFICATE----
MIIB43jCCAUSCAQEWDQYJKoZIhvcNAQEEBQAWGZCcxCzATJBgNVBAYTALVTMRMWEQYD
VQQIEwpDYWxpZm9ybmlhMREwDwYDVQQHEWhTYW4gSm9 zZTEaMBgGA1UEChMRQ21 z
Y28gU31zdGVtcyBJIbmMxDjAMBgNVBASTBUR1AMVSMREwWDWYDVQQDEwWht YWlhc3N1
eTEhMB8GCSUGSIb3DQEJARYSOWFtYXNZZX1AY212zY28uY29tMB4XDTA3MTIXNDAY
MzIzOVOXDTAAMTIxMzAYyMzIzOVowHzZEAMBsSGA1UEAXMUaXBzLXZ1Z2Fz0C5jaXNj
by5jb2 0wXDANBgkghkiGIwWOBAQEFAANLADBIAKEANGM7+CcPXA9mMKT32HTWKBYz1t
MkVW2BHVPjR4VGI1Tz1WelDhXYSEtSJtP179QaXLsuE0ZLbu8ITcsr77t541XQID
AQABMAOGCSQGSIb3DQEBBAUAAAGBAKR3IWAAF /9zMb2u9A42I2cB2G51ucSzndc4P
+04sYZF5pBt7UpyAs1GKAQivGXVg2FJ2JetX78Fqy7jYCzanWmOtck0/G1ldSfr/X
1CFXUuVed9de02ygxARSEx8mX41ifqgzYHErHdbi+vDAaMzkUEVHWthOuUZ 7 fvpoNH
+xhRAUBO

----END CERTIFICATE----

INT AAYTFEDRNTFTAMNKRA LV MORENTE T LE LIZ, ZNCHEHEREINZ N T A MR
A2 MRS NA CAABEF—LEX—DXT BLOAAL v F 52T 5 CA BA A XEF
HENEGENE T, BAMNEFEAEIL.CA 258872 T XCTo=> T 47 4 LOPKIL#EEFEIZH
FHTEET, 777V v 7 NOTRTOAL v FIZH LT, FIHL ~9 20K LET,

F T R MARA S DOHIBR

FNEDOEEH

AT T

CO—EOFEIT BB ENTZ CABLAEHR T A MRA LV FEHIRT D7D, TXTH A
A Y FICH L TETTHMERZHD 77,

F T A BRA Y P EAIBRT DT ROFIEEZIATLET,

a7 4 FXalb—va Ly ET—RFREeHBLET,

switch# config t

Enter configuration commands, one per line.End with CNTL/Z.
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AT T 2

AT 3

2T 4

A7 9T 5

277 6

AT, 1

CUZER L ssLoze B

FTARRA L ET=FIZADET,

switch(config)# crypto ca trustpoint my ca

M A RFRA 2 MCHIGT 2AEAELZHEIFR L 97,

switch(config-trustpoint)# delete certificate force

NFZARKA YV P B TE—=RTAAL v TFDRSA F— XT&HHIBFRLET,

switch(config-trustpoint)# no rsakeypair my ca_ key

7 A RRA Y MIHIET 25 CAREAEZHIBRL £,

switch(config-trustpoint)# delete ca-certificate

FIZARNKRAS N B TE—REKTLET,

switch(config-trustpoint)# exit

RESNTWD T A MKRA L FEHIBRLET,

switch(config)# no crypto ca trustpoint my ca

KMC FEFRZE D ARk

FNED M

AT v

AT 2

A7 o7 3

AT v/ 4

AT v b

KMC FEE A AT D IIE KO FIRIZHEWE T, OpenSSL 77U r— g V CIRO v > R
AT LT KMC it EA A L E7,

KCM #— DR F — 2 ER L £ 7,

OpenSSL> genrsa -out sme_kmc_server.key 2048

FIE 1 TER LB — 2 L CREHEBAEREZER L ET,

OpenSSL> req -new -key sme_kmc_server.key -out sme_kmc_server.csr -config openssl.conf
FFRAE L R S — 2 H L C KMC h— OB T & A EEZER L £,

OpenSSL> x509 -req -days 365 -in sme_kmc_server.csr -CA cacert.pem -CAkey privkey.pem
-CAcreateserial -out sme_kmc_server.cert
>

() X2V T BHEPCAZHEL CWAEEE X274 FHEIZ
sme_kmc_server.cst 7 7 A /VZEE L. Z DOFIEDEFT & sme_kmce_server.cert TDILE %
WHET AMLENRDH Y 9,

BAAHE KMC REBHE % pkesl2 74—~ v MIxZ 7 AKR— ML ET,

OpenSSL> pkcsl2 -export -in sme_kmc_server.cert -inkey sme_kmc_server.key -out
sme_kmc_server.pl2

Z D PKCS12 F¥—A N7 % Java ¥ —A h 72, JAVA keytool JRE 1.6) ZfEH L TA A — L ET,

"<JAVA_HOME>\bin\keytool'" -importkeystore -srckeystore sme_kmc_server.p12 -srcstoretype
PKCS12 -destkeystore sme_kmc_server.jks -deststoretype JKS
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EeE HHAEBEDOSubVa=rF |

W ssLoBERE

>
(&)

AT 7 6
AT/ 1

277 8
A7 o7 9

()

NAT—RETBNRT 4 TZ7ANVHTERTOSLERDH LD TATBNTIESN,

CA FEHE % Java F— A K 7 IZ,JAVA keytool JRE 1.6) Z{EH L CTA > R—F L £,

"<JAVA_HOME>\bin\keytool' -importcert -file cacert.pem -keystore sme_kmc_trust.jks
-storetype JKS

X —R N7 7 7 A V% <install path>dcm\fm\conf\cert 7 ¢ L' 7 F U NIZEE L £,
DCNM-SANWeb 7 A4 T7 v FDOF— v R =V ¥ RTIZHD KMCSSL ORTEEEFE L £,
DCNM-SAN H— %L L E 7,

SHITFNES & 6 TER L7z Java F— 2 M7 2414 5V 12, sme_kme_server.pl2 & KMC
FEE L L C B L W cacert.pem # KMC K7 A haEBE L L THEATLHIZ b TEET,

JTAZNSSLON A7 a v THBHL TWAEAE. T XTODCNM D7 v 77 L— RiZ%F—
ANT T ANDORENLETT . DCNM OT v 77 L — RTIE F—A T 7 7 A VITRE
INFEHA,

SSL DF%REE R

£ 8-1IC.ZDHRED Y UV —RBREERLET,

Z 81 SSL DR

BaES

JY—2 ¥rE

VA NV EEOY ¥

5.2(1) Release 5.2(1) Tl Fabric Manager {3 DCNM for SAN
(DCNM-SAN) & W ) ARNCAET S4LE Lz,
4.1(1c) Release 4.1(1b) LA MDS SAN-OS V' 7 h 7 = 7%

MDSNX-0S V7 MU = TIZARINERSNE LT H
VU —=2A4FEEINTE LT 2RITT X THER S

Tlf\i—j‘o

HOBAEAED AR LOA 2 F—1 |4.1(¢) Release 4.1(1c) LA . KMC D354 0 SSL #% & 14, Fabric
Manager Server 7> & [N L TWE T,

Secure Sockets Layer (SSL) 3 A 3.3(1c) SME ¥ ¢ #— R"C SME |Z%} L T SSL # % & L.SSL

DEREEWmET D ke LE T,
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RSA r— < x—T' % & SME

ZDETITI.SME ¢t H#ET B L HIZRSA F— % — V¥ (RKM) Bt v 7 v P ABICHE D
NXFFEICHOWTEBA LET,

ZOETIXIROFEIZOWTHHALET,
o RKM OHIH#RSEM(9-1 ~—2)

e RKM DFRIE (9-1 ~—)

e RKM DOEREDEIE (9-6 ~—3)

RSA ¥ — 3R —V ¥ ILSME 7 4 A7 TIEV R — FENFHA, 2L SME 7 — 712 D i
EhET,

RKM D Rij$E &4t

Cisco KMC & RKM & O THRAIICHET A2 X2 U T4 YV a—3 g 2EEST 51003,
RKM 77UV —avd L A=A LTEy N7 v 7T ANLERNHY 9,

WROT 7V r—=a URBLETT,

¢ Windows WK2 XP, £ 721X W2K3 &~ & |
e DCNM-SAN #—/3 U J—2 3.2(3)

e OpenSSL

e JAVA JDK %7213 JRE

RKM D% E

SME L ##ETH LI RKM 2ty M7 v 732572 RL ROEENGENET,
e RKMT7 7V r—vadDAf A =) (9-2 =)

o CAGEBEDAER(9-2 2—)

e Java Keytool ZfiH L 72 JKS 7 7 A /L DIERL (9-4 ~—)

e RKM TOIEHEDALE (9-5 X—)

e Cisco KMC 75 RKM ~D (T (9-5 ~—)

INODEENRETTAHLE SMEDF— v3%— % L LTRSAZERLT. 7 I AZEZERT
xFET,
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#9% RSAF— <X—Ux L SME |

W RkM OB FE

RKM 7T 7V r—a DA A F—)b

RKM 77V r— g v aA A =1 25121X.TRSA Install Guide J\Z70# STV 23T
M- TLEEWN,

CAFEFAEDARK

ZOTav ATER LIZ T 7 A MiE.OpenSSL 712 77 LD /bin 7 4 L7 b UIZREFESNET,

lif7==Sis
o CAGEIEZART HI21L.0penSSL ¥ AT LA~DT 7 & AN ME T, Windows /3— =
13, http://gnuwin32.sourceforge.net/packages/openssl.htm THUAE TX £7°,
FIEDFEH

CA FEBIE & AT 51013 RO FI % 54T L £,

27y 71 T4 L7 FNUKNOD opensslexe ¥4 7/V7 U w7 LET,
A7v7 2 OpenSSLT 7V r—va il L THF—2/FlLET KD a~vr F2 AN LET,

OpenSSL> genrsa -out rt.key 1024

Loading 'screen' into random state - done
Generating RSA private key, 1024 bit long modulus
P ok ok ol e o

....... o+ttt

e is 65537 (0x10001)

27v7 3 GEAENEDTOLLIMMERELET, ZOAMNEZEILET,

@ 7 IAT7 > hERE L= GEAEICE R s w2 L £

OpenSSL> req -new -key rt.key -x509 -days 365 -out rt.cert

You are about to be asked to enter information that will be incorporated into your
certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:

Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:home

Email Address []:

27 v/ 4 Y7 pkesl12 REBAEZER L 9, =7 AR — K /XAYU— KX RSA SME DA > A Kk — L4
BN AT — R TT,

OpenSSL> pkcsl2 -export -in rt.cert -inkey rt.key -out rt.pl2
Loading 'screen' into random state - done

Enter Export Password:

Verifying - Enter Export Password:
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RFv 78 IIAT U MNHOBH LW F—EAERLET,

OpenSSL> genrsa -out client.key 1024
Loading 'screen' into random state - done
Generating RSA private key, 1024 bit long modulus
.................. ++++++

PR oh o e o o
e is 65537 (0x10001)

27 w7 6 clientesr 7 7 A VEER L ET, ZIVUIFTEE T, HBAIT. BITILDOR— 2 LT > T
RIINEe Y A,

OpenSSL> req -new -key client.key -out client.csr

You are about to be asked to enter information that will be incorporated into your
certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:

Organizational Unit Name (eg, section) []:cae

Common Name (eg, YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

A7y 71 FEAEINEDTOLIHMEZRELE T, 2O A ZBHLET,
OpenSSL> x509 -req -days 365 -in client.csr -CA rt.cert -CAkey rt.key -CAcreateserial -out
client.cert
Loading 'screen' into random state - done
Signature ok
subject=/C=AU/ST=wi/L=hudson/O=cisco/0OU=cae/CN=mikef/emailAddress=mikef@cisco.com
Getting CA Private Key

27 v/ 8 pkesl2 iEEZEEMR L ET,

OpenSSL> pkcsl2 -export -in client.cert -inkey client.key -out client.pl2
Loading 'screen' into random state - done

Enter Export Password:

Verifying - Enter Export Password:

OpenSSL> genrsa -out server.key 1024

Loading 'screen' into random state - done

Generating RSA private key, 1024 bit long modulus

PR oh o e o o o

.................. ++++++

e is 65537 (0x10001)

27979 LW =N T—Z2AER LT, ZHEFTAE T, B IT BITuO AR — L LITER> T
RIFNERY FE A

OpenSSL> req -new -key server.key -out server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,
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W RkMm oFRE
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:
State or Province Name (full name) [Some-State]:
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:
Common Name (eg, YOUR name) []:
Email Address []:
Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:
= = S A Ah =g - N

A7y 710 GEREPNAED THLIHMEZRELET, 2O A ZBHLET,
OpenSSL> x509 -req -days 365 -in server.csr -CA rt.cert -CAkey rt.key -CAcreateserial -out
server.cert
Loading 'screen' into random state - done
Signature ok
subject=/C=AU/ST=wi/L=town/O=cisco/OU=tac/CN=bill/emailAddress=bill@cisco.com
Getting CA Private Key

A7 w7 1 serverpub @ pkes12 REBEZERL L £ 77,
OpenSSL> pkcsl2 -export -in server.cert -inkey server.key -nokeys -out serverpub.pl2
Loading 'screen' into random state - done
Enter Export Password:
Verifying - Enter Export Password:

27y 12 P — D pkesl2 FEAELZ BHIER L £,

OpenSSL> pkcsl2 -export -in server.cert -inkey server.key -out server.pl2
Loading 'screen' into random state - done

Enter Export Password:

Verifying - Enter Export Password:

OpenSSL>

Java Keytool ZfEH L 7= JKS 7 7 1 L DAERK

FNEDOEEH

JAVA Keytool % fifi | L T DCNM-SAN [Z B 72 JKS 7 7 A AV EVERR T BT RO FIEE EIT L
EJ AN

OpenSSL /bin 7 4 V7 h ViZ& B client.pl2 35 L O serverpub.pl2 % ,DCNM-SAN Java > —/L D
7 4 L2 & U C:\Program Files\Java\jre1.5.0_11\bin (Z 2 £*— L £ 7",

Java/binT 4 L 27 FUDDOS 7 4> RUMMES . SMEKMC IZ LW MNEELEINDIKS 77 A V%
ER L E 9,

Import client PKCS12 keystore to JKS
keytool -importkeystore -srckeystore client.pl2 -srcstoretype PKCS1l2 -destkeystore
sme_rkm client.jks -deststoretype JKS
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Import server PKCS12 keystore to JKS
keytool -importkeystore -srckeystore serverpub.pl2 -srcstoretype PKCS12 -destkeystore
sme_rkm trust.jks -deststoretype JKS

INHDOF—A KT 77 A L% mds9000/conf/cert T 4 L7 b U NICELE L C.DCNM-SAN %
BE#HLET,

RKM CTOiFHEDELE

FNEDOEEH
RKM CIFAEZRET HI2IX KOFIEEZET L E9,

A7y 71 TRTOFEREEZARL LT 5 rtpl2 7 7 A /L% C\rkm-2.1.2-trial\certs\rt 7 4 L' 27 b VT2 E'—
LET,

25 v/ 2 serverpl2 7 7 A /L% C:\rkm-2.1.2-trial\certs\server 7 4 L' 7 bV (Za v — LT,
27v7 3 RKM #HE#L £,

Cisco KMC 7> RKM ~D#17T

RKM (X SME O A > A h— VIR H TE £9, £ 7215 SME %t & Cisco KMC EEbICH TR
B2 2 &4 TXF9,Cisco KMC Z HACTHEH L72%IC RKM % B3 554512 RKM %
SME & & BT 2RI AR R —BITTIEEFZITTI20LERH Y iﬁ“

COETIE BEEX—. 7 v 7 = BIUORZHRY —1F# % Cisco KMC 7>5 RKM (2179
5?1@%%% LEJ,

)  BATFNAIE. Cisco KMC 7 PostgresSQL 7 — # ~\— A F 72 Oracle Express 7 — & N — X % % —
HEuTTHEH L THDHEEE3RR b0 L0 £, T OMIERIZOWTIX ST 2 ET
TS ET,

()  Cisco MDS 9000 NX-OS Software Release 4.1(1c) LARE Tl F—I1IBTATE R CHRRE(T 7 7« 7
FRITET I T4 ) IE LI NET,
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W RkM DRED B

RKM DERE D JEFE

F£ 91T, ZDHREDY V—RBREEZRLET,
# 9-1 RKM DEEDEIE

Kre4s VIY—2A AR
V7N 2T DER 5.2(1) Release 5.2(1) "Gl Fabric Manager {% DCNM for SAN
(DCNM-SAN) & WO A RICAER S LE LTz,
4.1(1c) Release 4.1(1b) LA MDS SAN-OS ¥ 7 b 7 = 7%

MDSNX-0OS V7 N7 = TICAHINEEINE L. IH
VU —=2A4BFEEINTE LT BRITT X CTHER S
TUWET,

RKM OR4TFIH 4.1(1c) Cisco KMC 7> & RKM ~O LI D FIEIX3H % & T,
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CHAPTER 10
SME~XZX N 7Z 77 14X

TDETIZI.SME DRA N 5757 4 ZIZOWTCHHLEST, ZOETHHAINTVNARZ K
TT7 0T 4 A&NESFT S L . SME 2R ET HEOME A R TE £,

RANTFFT7T 4 AOBE

NRANTF7757 4 AL SME RNEFICEMEL TWA Z & 2RI H-0IC0E5 HEEFIET
T SME R TEINNIR DR A N T 757 4 AL £97,

o —EMRT T VT 4 A(10-1 RX—Y)

e SMEREDT 7277 4 A(10-1 ~—2)

e SMET 4 AZBLURVAAl £/21Fv > 7o ya =7 0%FR— k(102 <X—)
e KMC D77 77 4 A(10-2X—7)

o VTV IEHOTT T 4 A(10-2 X—)

— WIS T T 4 R

e JXTD Cisco MDS A A v FIT, —EMEDH 5 Cisco NX-OS U U —A &R L 7,

o FHTREDEFHRP LOFMIZ SV TILISME A > A h—/ L OFHE ] O EREZR LTS 72
W,

o VATAAvE—Y aX T EAF—TNMILET, VAT A Ay E—=TIZO0N T,
[ Cisco MDS 9000 Family Troubleshooting Guidell’& 2/ L T 720,

e CiscoSAN-OS £721INX-0S VU —2DV J—2 J— 2B L T FOMEE. HIFRFIE,
BIOEEFHAMERELE T,

SMERED ST 7T 4 A
. %E%%ﬁbk&ﬁwwﬁiﬁﬁ®b?fwyl—?4yﬁ%£mbiﬁ

o JVIAHNEBIELLEESHEDLTDIZ. 7 TAXZNDODTRCDOAAL vF ETTRTCORTELHE
PREFELET,

o Ny 7T v TEEZHEET HEITIL. Cisco SAN-OS £ 721X NX-0S TAA v FH7=0 15D
77}5%#T FDZEEMFTLTLEIN,
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FIOE SMESR K 57542 |

W <X} 75751 20BE

o F—NLZAKL—=UDMO/NRAEERA T BT XTD IT-Nexus ik EIBIMNT B LENH
DNET . ZOLIC LRV ET —ZOEAMMIFIBERIZILEINET,

o SMET—7 JNV—TICEREETEITIOLGA RCEEFHRIZII NN I Ty 77 r—
arERIELTRBLLZEEZRBEOLET,

 SMEA V¥ —T7 A ADY A7 EREDIREIZ DOV TIL. [ Cisco Storage Media
Encryption Design Guide]% 2/ L T 7Z2& 0,

SMET A A7 BIXRVAAl £/-1Xvy Fueya=r 7OV R— |

SME # & CIX.VAAl 2~ R vy Fabeva=r 73 R— S TnEta,
KD VAAL =< RIE . SME TIiX¥#AR—hInEti,

¢ Extended Copy

e Compare ¥ X T Swap

e Compare 3 L T Write

e Write Same

e Unmap

KMCD7Z 77 4R

o F—H APL—UNKRELRBIZONT. . T—7 F—OHLEF OB L L b2 MmL £
T, 2R EAF— T— FEBIRT D & TS TIEEY £9,Cisco KMC 57— &% X —
ANNE T I T AT — DR ERETH L 2BEIO LET,

o MEMEATHMEHEFIICT A 7-HIT . Cisco KMC F— % _X— 2 ZEMIIC ANy 7 T v 7T 5
ZENEETT,
e CiscoKMCIZIF—DOEFHEZEHR L . TCP R—F FTCAAL v F b DBEREZEELET, T

7 4V K AR— X 8800 T, 7272 L, A — h&F 51X smeserver.properties 7 7 A /L TEH TX
iﬁ‘o

(1) FEABIZ DUV T [ Storage Media Encryption Key Management White Paper]%w ZH L T 7230,

Ty TV I EBROTST T 4 A

DCNM-SAN 35 L OF Device Manager Z{iH L C7 7 7'V v 7 & FHEIRHLAIZE B L fERR 7R
(Zha 2 AT R 2 M L £,

(@) SMEODOY¥A Yy 7L bR POREHIBET DB L0 —2 227 12250 TUL [ Cisco
Storage Media Encryption Design Guide]% 2/ L T 72 &\,
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CHAPTER 11
SMED NS TNV a—FT 47

Z D E T, Cisco Storage Media Encryption O Z kT 572 O DFER I T TV 2 —
T ATV TEHILET,

ZOFEIL IKROE TR S TNET,

o FITNYa—T 4T ) Y—=Z(11-1 =)

o UVFAZ YANRYDTFYUF(11-1 =)

o —RMRRIBEICET D N T T a—T 4 7 (11-5 =)
o NI TNYVa—T 4T UFUA(11-6 =)

NIV a—FTg T YV —R

NI T Ny a—T 4 T OFEMIZ OV TIE [ Cisco MDS 9000 Family NX-OS Troubleshooting
GuideJiZ CiscoMDS 9000 7 7 S U DAA v F MM L TA L —Y 27 Xy FU—7
SAN) ZEHT2 L ZICREDZLENHLMED, N T TV a—TF 4 U 7 ORDTEH SN
TWEJ [ Cisco MDS 9000 NX-OS Family Troubleshooting Guide] TI%. [ Z 87 L. OFIKN %
FIB L FTREAR IR IR 2 RO 512D TE Y — v & FliEma i LTV ET,

DAY DT YA

ZDETIZI.SME 7 JAZNT1I DOUEDAAL v TFBA T T34 THINFE2E 1 DODARA v
FNORIDAAL v T~ AL — AL v T OED L TEERETHEZIHEHNT L. N FE
IZOWTHEBALET, FIEIIKRDO LB TT,

e SME 7 T AZINEDAT T4 AL v FOHIR(1-2 _2—)

o VAF—AA TN ALTALHFD LI DULEOFT T A AL v T NHDH SME 7 T AKX
DHIRER (112 ~2—)

o TRTDAAL VFNAT 5 AL DEAED SME 7 5 AKX OHIEE(11-3 ~2—1)
e SME 7 7 A% OIEMEAL (11-4 ~<—2)

ZOHEDFIETIXCLIZHEHT D T TNy a—T 407 V) a—va OO0 T LET,
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W 525y s VDL F A

~

) A77A42 AL vFMIFSME 7 7 AZFHEIFX.CLIZHHAL TITHOMERSHY FT, 40T A
v ZA < F it SME 7 T A Z#FHEIZ . DCNM-SAN £ 771X CLI # L TEITTXF T,

SME 7 S RAZMNSDA T T4 2 AL v F DY

1 DU EDAL Yy TFNATTA T RAZ—= AL v TFBNE L TA L DBEITAT T A
A v FEHIBRT DT ROFIREFITLET,

FT7T5A4 v AL v F (=& X switch2) T.ZOEEEZFEIT LTI TAX vy MU L

i‘j‘o
awr K ELi

AT w7 1 switch# config t ay 7 4F¥al—y gy B— RIZAY £3,

AT w7 2 switch(config)# sme cluster ABC F TG AL FDABC IV T AL v N
switch(config-sme-cl)# shutdown ‘7:/[_/?”3‘

GE) TRNTOF 7542 A vFTFRIELZEVIRLET,

JITAL AR — AL v F T ZOMEELZEITLTCE T TA4 2 A4 v F (=& 21E . switch2) &

HIBR L £,
a<wr R HE
A7 w7 1 switch# config t a7 4 Fa2lb—TaryE—RNIAYET,
AT w7 2 switch(config)# sme cluster ABC ABC 7 5 A X3 )?E75“>O switch?2 %ﬁljﬁéﬁ; Li—g‘*o
switch(config-sme-cl)# no node .
switch2 @ FEITYyy MU ENTEHLPLAT
TAY AA v FIZK LT ZOFNEAE D K
LET,

F7 T4 AA v F (switch2) TIZ, ZOEREZET LTI 7 AX Z2HIBRLET,

a<w R i
AT w7 1 switch# config t a7 4 F¥al— gy T— RIIAY ET,
A5 v/ 2 switch(config)#no sme cluster ABC ABC 7 5 A X EREIRLET,

~
) BHOFIETYYy Yy NEUVENTZHOLDDBELTT T AL v TF T TAXZEHIRELET,

RABZ—=AA TN F L TFTAVHEDODIDOUEDF T T4 AL v TFBNHBHSMET 7 A F
DHI R

1 DU EDFT I AL v TFBIOF T v AF— 2L v FPEENTVD SME 7 7
AL ZHIBRT DI RO FIEE EITLE T,
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x>

AT 71
AT o7 2

AT T 1
AT T 2

AT7Tv7 3

AT T 1
AT/ 2

>
()

27528 YanypyFuzr M

JIGAR VAL — A T %I TAIDPLHIRETIC AT T4 AL v TFOT T AZ ZEME
BEREDLEIICLTLKEENW AT TA L AL v FITEHI FAXO—HFThRirolclod . 7T
AR AR —FFTTA L AL v T OREEB L TEITLTWAE @ﬁ%@iﬁ&?x&
AL —FHIREL AT TA Y AL v T LD T RAF EENAASED L T — X OBENEAT
LAREMENH W T,

7 T4 AL v TF (switch2) T, ZOEEEFET LTI TAFE Ty v hE T LET,

a<wy R BEY

switch# config t a7 4 Falb—Tar F— RIZAD ET,
switch(config)# sme cluster ABC T 74 AAFDOABC 7V T AX T % &
switch(config-sme-cl)# shutdown '7:/1/?'3—

TRCOF 7T AA v TFTFIEEEVELET,

I TAL AL = AL v F T AT TA 2 AA v F (switch2) ZHIFR L, Z OIEEEZFATL T
T AL EHIBRLET,

a<w R H#Y
switch# config t a7 4 Falb—Tary ET—RNIAYET,
switch(config)# sme cluster ABC ABC 7 T A X REND switch2 ZHIR L £,
switch(config-sme-cl)# no node
switch2 () BOIDOFIRTY ¥ v M TSN T_XTO
ﬁ774/14/? X LT 2 OFNEZ A
DKL ET,

switch(config)# no sme cluster ABC ABC 7 I A X ZExZHIBRELET,

FT7TA v AA v F (switch2) TIE. ZDEXEZFEITL T T AX ZHIRLET,

a<w K HEY

switch# config t a7 4 Falb—Tar T— RIZADET,

switch(config)# no sme cluster ABC ABC 7 T AXRTEXHIBELET,

RKODFIETY Yy N SNTHOOLFTTTA 2 AL v F T T AZZHIBRLET,

TRTCDAAL SFNAT T4 L DRED SME 7 T 2 FZ DHIER

~

()

VAL = Ay F LDT RTDAL v FTHT TA LR > TWDHAEITSME 7 7 A2 %
HIBR T 212X RO FIRE FEITLET,

FTRXTCDAAL v TFBFTITAVDFE. 7 TAXIAT7 T4 TT,
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W 525y s VDL F A

FT7TA 0 AL vF (2L 2 switch2) T.ZOMEREEZE(T LTI T AZEZT vy AT L

i‘j‘o
av N HE

A7 w7 1 switch# config t O 7 4 F¥al— gy T— RIIAY ET,

AT w7 2 switch(config)i#sme cluster ABC F TG AL FDABC IV T AX BT v N
switch(config-sme-cl) #shutdown A2 L/i,a—

) ITXRTOAFT7ITA AA v FTIOFIEEZBVIKLET,

JITAL RAL—=AA v F T IV TAEEY Yy NE T LTHhLZOE(EEZFITLTY TR

ZzHIBRLET,
avwy R HHY
A7 w7 1 switch# config t a7 4 Falb—TaryE—RNIADET,
X?“\yj’ 2 switch(config)#sme cluster ABC ABC 7 9 A X zi":/“V > k 517 NV Li—g‘*o
switch(config-sme-cl) #shutdown
25w 3 switch(config)#no sme cluster ABC ABC 7 T A2 EEYIERLET,

FT7 T4 AA v F (switch2) T, ZDOEEEZFATL T T A X ZHIBRL 7,
=N E:3]
AT w7 1 switch# config t A 74X al—vary ET— RNICAD £9,
Xﬁ“\yj’ 2 switch(config)# no sme cluster ABC ABC 7 7;(& E%ﬁ”ﬁéﬁ Li—g—

~
) BHOFETY Yy MO Shlbbd b7 I Y AL v FTY TAZEHIRLET,

SME 7 7 X Z OiEMHAL

SME iRENDEKFID AL v FTH T 2AF HiE AT DIIT ROFIEEZFEITLET,

1 U EDAL v TFNA T T4 LT 7 ITAXPEERRE(TE 2. 7 +—TF 28BKRICELD)D
LA ROFINEZFEIT LTI FAXZEZEERLLET, 20U BN FEIZIZ L DU EDOFT T4
VAL T OHIBR.FETERY DAL T DY T A DOIEMWAEREGEENFE T,

BEE  SME 7 7 A % (%.show sme cluster detail =~ > NIZF/REINTW5D KL D2, SME 7% E M e Hrhil
DAA /?’C@&@i@ﬂﬁﬁ‘éﬁ%?ﬁ)&)@iﬁ‘oﬁﬁmmf\_“/a YR B EWDE O TILRNA
AYFDITAZEEEALSED & T —FBHEETLAEERH D 7,

WDBATIHE ST TR TDAAL T LD TAZFEEEY Yy NF T LET,

avw K H#EY
A7 w7 1 switch# config t a7 4 F¥al—T gy FT—RIZAYET,
AT w7 2 switch(config)# sme cluster ABC ABC L W) &RTD SME 7 5 A% BER LET,
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— R RECETS STy a—T 47 B

a<wy R BEY
AT w7 3 switch(config-sme-cl)# shutdown ZA v FDABC IV T AZEZT v NE T LET,

This change can be disruptive.Please
ensure you have read the "SME
Cluster Recovery Procedure" in the
configuration guide.-- Are you sure
you want to continue? (y/n) [n] ¥y
switch(config-sme-cl)#

AIDOETY Yy N LT AT 740 AL v F DI T AEZREE IROE¥EE2FEITL THI

BRLET,
awr K HE
AT w7 1 switch# config t a7 4 F¥al— gy T— RIIAY ET,
AT w7/ 2 switch(config)# no sme cluster ABC F TG4 AL vFDABC IV T AX B v NA

7 LET,

JTGAYN AL — AL v F LT IRODEEZFEITLC.ITRTOAL v F2HIBRLET,

a<w K HHY
AT v 1 switch# config t a7 4 FXal—Tary E—RNIIAYET,
2w 2 switch(config)# sme cluster ABC ABC & W HLFTD SME 7 5 2 & 2 1ER% L E 1,
A5 w7 3 switch(config-sme-cl)# no node g&ﬁgb)%;{/( /3—’—;2#“3/% Lij—o

switchname R .

switch (config)# (I®) HIBRT DML EDOH DT X TDARA v F T

WL ET,

BODAAL v F EDI T ALBELE IROMEXEZFEITL THER L ET,

aw K B
AT w7 1 switch# config t a7 4 F¥al— gy T— RIIAYET,
AT w7 2 switch(config)# sme cluster ABC ABC L W) LETD SME 7 5 A X B/ER LET,

X?‘)j’ 3 switch(config-sme-cl)# no shutdown 2 A /ﬁ‘—J:@ ABC 7 7 & A 723@@] Li—g’*o

This change can be disruptive.Please
ensure you have read the "SME
Cluster Recovery Procedure" in the
configuration guide.-- Are you sure
you want to continue? (y/n) [n] y
switch(config-sme-cl)#

—MRRBEEICERT S F I TN =T 4 T

SME @& BHNZIZ 5T Ay v a BIXOT v A —RaT7 XFERGENET MO Z A4 T DL
Pl 7 T A ZKER CRIBEN A DR E 720 97,
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W (5o oy oFU A

NoGTNYa—T 42T I F

ZOHETIEH RO FT U AIZTHOWTIEHLET,

e DNSHBIZ TAXNDOTRTDAL vF ETHEREISNTNDDTIHARWEE (11-6 X—)

. M§M-18/4 FV 2 — L ERD MSM-18/4 E ¥ 2 — VAT 5 2 L BN EREE (11-6 ~2—

e SME 7 7 AZ BIEFITHER SN TR WEGEE (11-7 ~—)

e SME A V¥ —7 = A ADEKT T —(11-7 X—)

o JITAXTSMEA ¥ —7 A ANRKEHLEFHA11-7 =)

o NRARAEEINT D LA vE—nopaths found] A vE— U BRRINEFT(11-7 X—2)

o HLEBMLET—T RIATNI TAZHNIZERINETA(11-8 X—)

o NAH~— PR— MMEYE F 721X Cisco TAC ~DEWEDOENLEREA (11-8 X—)

e EEIZYT7 X2l —a U NTSMEIZEYREZITWD CiscoMDS A4 v F DT — K
RFIZ syslog A v E—UMNERINET (11-8 X—2)

o RNVa—AL INV—" 77 AN%&A R — T 5 & Twrap key object not found | A & — )
HEnET(11-8 —)

o THULT 4T ua s TrANI F—DL TN r—a URER LT N RENET
(11-8 =)

¢ Av—NA—RELFAI—FK IV —F—IZHTHHE1-8 X—)

DNS 327 S RZANDTRTDRA vF ETREENTWVADTIXRWVES
DNS W7 T AFZHNOTRTDAL vF ETHREINTWHDLDTIHRZWEGAIZIZIP 7T FLAE
72134 BT EIR|IC sme.uselP 2 H T £,

sme.uselP % smeserver.properties T L T AA v FHDMRDOVIZIP 7 F L AZ M FREIC T
X FET,7 7 4V b TlL,sme.uselP 1T [false] IZF%E I TCTH Y  DNS £ 03 E v E9,DNS
BRIE SN TR E  DCNM-SAN [ZA A v FHERIRTE £ A,

sme.uselP % [true] {25 T 5 & . DCNM-SAN X IP 7 KL 2 ZfEH L C.SSH T2 7 A X ND A
AyFLBELET . TRTDAL v FNIPT RLATYZ IAZIZEBMENET . m—H/L X
A v FEBENTDHE F—L =N AL v F ETHRESNTWIUEAAL v FLBEH S, 2
I TRWEAIFZIP 7T RUAMERA SN E T,

sme.uselP 7% [false] T&H 5 DCNM-SAN [T A A v FLEFEH L TA v ¥ —T7 = A A% ER
LET,ZTAFITEMLIETNTOAAL v FIL LBTTHANENE T, 20X A4 TOREITIL,
F— A =R RETT ZNDBRVGEEITIE AL vy FIIMDOAL v FLBELTY T AX %
BT 5 Z &N TET DCNM-SAN XA A v F4 2R TEEHE A,

MSM-18/4 & 2 — /L% RD MSM-18/4 & 2 = — VIR 5 2 & DU ERIES

BEfFO MDS 9000 7 7 2V 7T v F 74— ATIE. TV 2=V EHOFET 2 —/LIZZHELTH
MEDEHRIHY FHALSME TlE. . BXx=2 U7 4 EOHEBIZLY MSM-18/4 €Y 2 — /L7
FAED—EE L THRESNTWNS L HIDO MSM-18/4 £ 2 — /L L AZHid 5 Z LI T 48
e BESHTWARWEASITIZ.SME A v Z—7 x4 Z3ET 757 4 7HRETESH LET.IEL
WEIEE LT SMEA v F—T 2 A 2% 7 TZAZNHEIGR L. ZNNoA v Z—T oA A% T T
AZVWZHOEML £7,

Il CiscoMDS9000 7 7 I U NX-0S X b L—Y AF 4 TR LI 74 Fab—va vy HA F



| B1E SMEDFSTINYa—TF 47

roIAva—F4r 7 vFU 4+ B

SME 7 7 X ¥ WIEBITER I THWRWES

SME 7 7 A% Z IEFITAER TX e WIGAIIZ RO 3 SO FERBENH Y £9°,

e SSHIZ.SMEZ FAZD—THHTXTDAAL vF L TA RZ—T N TRIFIERD EH A,
~

(##) DCNM-SANWeb 7 747 h&fEHT 25 SME 7 7 A &3 E CTiX,SSH/dsa if:a:t
SSH/rsa D &N YR — h &N £, DCNM-SAN Web 7 7 1 7 > bk 3.2.2(SME F¥RE
HHEN— 521285 SME 7 T A X EE TIL . SSH/rsal X R— K éﬂi‘&/\/o z
Ik ) —ATHHR— M ENDAEERH D T (P FR—FEINR2WVWEED
HYEJ),

o SME AA v TFMN(HFEAMEIZFQDN DbV IZ)ZFDIP 7 RLATEHINTWDEGEE
(21X, T'sme.useIP=true| = > k U % smeserver.properties 7 7 A VINIZERET HLENH Y F
7, smeserver.properties 7 7 A /LA L7212, 7 DCNM-SAN % @) L T 72 &0,

o DNSH—NERETHLENRHY 7,

o F7 AEYNCEE ST~ (Cisco DCNM-SAN THBEITA)BMAH 7 7 A4 T 74— V7 K
T =T NIRRT AERENTZ SME 7 7 A DN HEREF IREEL 2> T LEIBALH Y £7,
DCNM-SAN.DCNM-SANWeb 7 A 7~ b AA v F OB TOMNER NT T 4 v 7 ZiFd]
TAHAMERT 7 AT 7+ —AHHAIZER LT FEW,

SME £ > X —7 = A ZADERT T —

SME A > 4% —7 = A ADERPIC= T —DBRAE LG AT RO ZMHBLET,

o Y—bERAEVa2a—VDAT—HANFT LT, L THDHILuEWRLET,

. A = P —EA AL H =Tz A(SS) DT — hEHNRY—E R TP 22—k LT

fﬁéhﬂ\m\ LEEE L ETLSSI T — BN —ER TV 22— VHITREENT
u\é B .SME A > #—7 = A4 ZADOVERITER L £7,

IIFAFTSMEA L ¥ —T = A ABEEILERFA

SME A v % —7 = A ANEE) L2 WIGA L RO ERNIRIK TH D GEENH Y £,

. ;M; TARVAPA VAR =L IR TR, F2ET A B AOF IR T

o MSM-18/4 EY 2 — /LB SME A > 4 —7 = — A& E LRSI TWET,

¢ copy running-config startup-config =~ RR 7/ FAX TSME A > X —7 =4 A%BINE
TITHIBR LR . D WVIEAAL v T2V 7T — F T HRIICATIS N TVERA,

2EBEZEFEHOUVFT VAT ETA LV H—T A AT TAEZNLHIBRLTHWMEML. K
|2 copy running-config startup-config =~ > K2 AN THLENRH Y 7,

NRABBINT S & A vE—Mopaths found] 2 vy Z— U BERENET

T—7 7477V Dar ha—7LvR v ML, [Select Tape Drives] 7 4 ¥ — R TH—/4 v R &
LTHERINDIGEROVET , a2 bun—TJFidery haX—Fy e LTGERT D &
no paths found) & W9 A v B —UNFRENET B R LY —F v bRar be—F £

=R F’Ciﬁb‘z’)vk5ﬁ>%ﬁﬁutuﬁ‘ézg7§>3}>@i?‘

I'no paths found | X v & — U NHRR I N 55 1L, show tech =~ > K & show tech-support sme =
~ REANTTLET,

CiscoMDS 9000 7 7 I U NX-0S R b L—Y AT 4 TREF{Lary 74 ¥al—var 4 F 1



BNE SMED S IAva—F4rF |

W (5o oy oFU A

HLLBMLET—7 RIA TN FRAZNICRRENERA

SME BN CIZEM "R T —7 RIA4 7 2R L% HLWT—7 K74 7% LUN & L
TTF—F A7 VIZEMLELERIZI F LW LUN 2T 57202 b DOBFAF v
753‘%‘%‘@@—0

AR Ew— PR— MEYE F 721 Cisco TAC ~DRIV A bEBLERES
BMOXREZT HToDIT AL ~— FR— MAYE F 721X Cisco TAC ~D WA bHHE 234
TR BZ ENHY £, ZNETT I HiIlZ. show tech details =~ > K & show tech sme =~ >
Z ANJJ LT, 97X TDnr 7% C:\Program Files\Cisco Systems\MDS 9000\Mlogs 7 « -7 U 5
IREL CEBE. . ZNNE VR — MRS WA DbEE T,

EEar 7 ¥ —a VNTSMEIZEL Y ERE I TS Cisco MDS 2 A & F D7 — KEFIZ syslog
AvE—URRRINET

BE2 7 4 X¥al—Taly Ty AMIT T AFEEERTT LTS CiscoMDS A4 > FHRY
T—=hTDHLE RDsyslog A v E—IVNERINDGERH Y 77,

<timestamp> <switch name> $CLUSTER-2-CLUSTER_DB_SYNC_FAIL: Cluster <cluster-id>
application 3 dataset 1 database synchronization failed, reason="Invalid cluster API
registration"

TOTT— Ay —VIITHINTEY EHLTHHBOETA,

RY a—A ITN—TF 774 VA KR— T 25 & Twrap key objectnotfound] 2 vy E—URHEINFET
T—=T R 2—L TNV—=TPERIIN R 2a—L TN—T BT 7 A VT AR — SN E
L7ce 7= RV 2a—L FV—=TFHIRIN LT =7 R 2—h Z—TPER SN E
L7 B UARY 2= TN —TDA R — MR A VAR — MRIENRKRL =T — A v tE—Y
l'wrap key object not found] 23K/~ S E T,

ZOTT I A VR — MEDFATHRICRDBUEDOR ) a— L INV—T LR LA T v 7 A

(772 L= 3 V3R 5) % FF> Key Management Center NIZ BIDT 77 T AR Y =2 — A
TN—T X=NoHDTZDIZHELET,

THOUT AT 0y 77 A M F—DL Y Ir— g UBRKRBR LI Z ERENET
JIAEDFXF—DL TV r—ra i Mo vay arT XA NREHTHLNERIX
RN CTHDGAITIERM L £9, % — =~ UL, Sme_repl_error_key 7 — 7 /LIZHE I L E
9, Z DL 2— R % Sme_repl_error_key 7 — 7 /L7 5 T8 THIFR L C Sme_repl_pending_key 7 —
TR L VAU r—vay a2 2HlTT586ERH 0 £,

Aw—hH—FREEEII—F IV —F i+ 50E

Aw—h H— ROMECHERDHLEEROLICTLEEFTHLINE I D EHERTEET,

o U7 —RLIC %T~%énfb\é14’/x&/x0>77r7#0>770§:1%ﬂﬂbi?“

e T7Ly MU4H—FKRae—RRERBTLEEICV—F—IZAY— K I— KRR &
EHERLET,

o N—FRZEHALIEZLODOT 4 B — FTEERBHINLRWVWIGEIT . I —FERY HL T H
CHALET HEICLSTEIINTELWREN NI =D 03 HY £7,

o EHDOFEL L T.Javaclassloader ¥ v > =2 D7 U T NIRRT HIEENH Y £9,
classloader X ¥ v > 2% 7 U 74 A1t Java o V— L aBWTCx #LEdT,. 77 0%
FEEBL T EHREITLTIEEN,
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SMECLI =< K

OO av L R vV F LAY T4 LI RET T Y v AA »F D Cisco MDS 9000
77 IVICEHAINET  F a2~y RO ZRE— RERET DICE [a~v > FE— &7
arESRLTLIEI N,

SME =< K

ZOfEETIZ.SME BEREICE B Do~y RET L7 7 Xy MEICEREH L ET,

auto-volgrp

X DN

F7 %V b

a<v  KE—FK

HEIRY 2 — A7 V—bZ2%ET 52X, auto-volgrp 2~ > F&2EH L3, ZOELT «
=TT AL 2~ RO no B A L £,

auto-volgrp
no auto-volgrp
Zoawy RIZFSIEELEFEF—U—NEH A,

T 4E—T

SMEV AF% a7 4FXal—Yary 3 7E— kR,

o NEkE

JY—2= EEAR

3.2(2¢) Zoavy RPREAINE L,
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M clear fc-redirect config

EREDTAL RF4

F—F NRN—a— FREHEORY 2 —5b ZL—FIB/LTWRINT &% SME 2Rkt 5 & . H#)
RNY 2= TN—TBA =TI D EZIT H LWVWARY 2—A TI—TPNER SN E T,

WICCABRY 2 —b TNV —T oA X =T M T D0 2R LET,

switch# config t

switch(config)# sme cluster cl
switch(config-sme-cl)# auto-volgrp
switch(config-sme-cl)#

KICABRY 2—b IN—=TET 4 =T MZT 202 RLET,

switch# config t

switch(config)# sme cluster cl
switch(config-sme-cl)# auto-volgrp
switch(config-sme-cl)#

BEa< R

a<wv R FrEA

show sme cluster SME 7 7 A Xl EFRRLET,

clear fc-redirect config

A A v F O FC-Redirect 7% & % IR 3 5 (2L, clear fe-redirect config =~ > RAfEH L £,

clear fc-redirect config { vt v-pwwn local-switch-only }

DR vt vi-pwwn HIBRT 2 EDOHIE Y —7 > N(VT) ZHRELE T, 74—~ > ML,
local-switch-only H—H AL v T TORREZHIRLET,

T 74k L,

a<v  KE—F EXEC E— K

o< RERE JYy—= EHENE
3.2(2c¢) Zoavwy RBREAINELE,

ERHEDTA RF4

D=y R SMESDMM 72 EDT U r— 3 12 X o TERL S 7= FC-Redirect D% E
(T 7T 4 TRRELZFT)EHIRLET, 2O~ RIZRA N =SB L=V T LA
LEETE AL 211 LET, & D Intelligent Service Application (ISA) % B /31 /XA F 572
O, T —AENIEAELET,
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4l

cluster

TV r— a2 (SME X DMM) L HIBR CTE R WEST-REE 7 VT3 5REDFT T a v
LLTOR . ZDa<wy REFERA LT EEN,

Zoavwy RFAAL v FOEHEEILT I EXICHEHL TS EZ N,

WIZ AA »F T FC-Redirect REE 7 V7T 50ErRLET,

switch# clear fc-redirect config vt 2f:ea:00:05:30:00:71:64
Deleting a configuration MAY result in DATA CORRUPTION.
Do you want to continue? (y/n) [n] y

MEa<r R

cluster

a< K A
show fc-redirect active configs AA v TFOFTRTOT I T 4 THEEFRRLET,

7T ARKEREARET DL cluster 2~ R L £7,

cluster enable

X DA

F7 %V b

av v RE—F

enable JFGABZ A R —TNVEITT =T M LET,

L,

a7 4 F =2l —v gy F—R

o NEkE

FERHEDHA RF4

Bl

JY—=x EEAR
3.2(2) Ioawry RREAINE LT,
NX-0S 4.1(1b) Zoawy RiIEIEINE L,

Cisco NX-OS 4.x ® VY U —ALL#% cluster =~ > R feature =~ R CEX#:2 S £,

WIZSME 7 A2 ) o T A X =T NWIZT D8R LET,

switch# config terminal
switch(config)# cluster enable
switch(config)#
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MW debug sme

H#Ea<w R a<w R A
show sme cluster SME 7 7 A X T 2 1EHEFR R LET,

debug sme

SME #BED T /> 7% A X —T7 /VIZT HIZI% . debug sme 2~ & L E 9, debug 2+
RET 4 =TT DI, 20 a~vy RO ne JEXEHEH L £,

debug sme {all | demux vsan vsan id | deque | error | event vsan vsan id | ha vsan vsan id | trace
vsan vsan id | trace-detail vsan vsan id | warning vsan vsan id | wwn-janitor {disable | enable
| set-timer-value} }

no debug sme {all | demux vsan vsan id | deque | error | event vsan vsan id | ha vsan vsan id |
trace vsan vsan id | trace-detail vsan vsan id | warning vsan vsan id | wwn-janitor {disable
| enable | set-timer-value} }

ML DOFRH all T RTD SME MBEDT Ny T A F—T M LET,

demux SME A v t—T 0BT /Ny T A4 F—T VI LET,

vsan vsan id F Ry 7 &FRE LT VSANID ICHIBR L £, 5 E€ T 2 #iPHIE
1 ~ 4094 T,

deque SME A v tE—V T FXa—DT Ny T4 F—T M LET,

error SME =7 —DTFT Ny VA F—T W LET,

event SME OHRIRE~ S LV (FSM)~ 3 v & A Ry bDF Ny Tk A F—
T LET,

ha SME &M HA) DT Ny Tk A F—T WIZLET,

trace SME FL—RADT RNy T A X —T VI LET,

trace-detail SME trace-detail DT /N 7 & A4 X —T7 W LET,

warning SME#LEDFT RNy 74 X —T NI LET,

wwn-janitor SME WWN ¥ =% B2 &R~ LET,

disable SMEWWN V¥ =% ¥ A7 YA ~—%hT 48— NI LET,

enable SMEWWN V¥ =X ¥ A7 ZA<w—%AFX—TVIZLET,

set-timer-value SMEWWN Vv =4 XA A4 <—DE%2~A 7 o BN THT L

* 9, &I 2000 ~ 240000 T,

F 7 %)V b 72 L,

a<wy RKE—F EXEC £— K

= NgHE yy—= ERNE
3.2(2¢) Zoavwry RBREAINE LI,
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EREDTAL RF4

3L,

discover W

il WIZ.debug sme all =~ > RO 2T AHIH 2R L ET,
switch# debug sme all
2007 Sep 23 15:44:44.490796 sme: fu_priority_select: - setting fd[5] for select
call
2007 Sep 23 15:44:44.490886 sme: fu_priority_select_select_gueue: round credit (8)
2007 Sep 23 15:44:44.490918 sme: curr_g - FU_PSEL_Q_CAT _CQ, usr_g info(2), p
riority(7), credit(4), empty
2007 Sep 23 15:44:44.490952 sme: fu_priority_select: returning FU_PSEL_Q_CAT MTS
queue, fd(5), usr_g info (1)
2007 Sep 23 15:44:44.491059 sme: sme_get_data_from_queue(1031l): dequeued mts msg
(34916564), MTS_OPC_DEBUG_WRAP_MSG
2007 Sep 23 15:44:44.491096 sme: fu_fsm_engine: 1line[2253]
2007 Sep 23 15:44:44.492596 sme: fu_fsm_execute_all: match_msg id(0), log_alread
y_open (0)
HEa< R a2 R LA
no debug all FRCOF Ny I &F 4 —T M LET,
show sme SME ICBT 5T X TOFHRERRLET,
discover
KA b ORI EBIEAT 5 21T, discovery 2 ¥ A L ¥, 2 OBiEE T 1 L —7 1T 5

Wik, a~r RO no R AEMF AL £,

discover host host port target target port vsan vsan id fabric fabric name

no discover host host port target target port vsan vsan id fabric fabric name

LD

F7 %V b

a<v s RFE—F

host host port RANR—=FDWWNEEELET, 74—~ MI,

target target port H—2y b AR—F DO WWNERELET, 74—~ v M,

hh:hh:hh:hh:hh:hh:hh:hh T9,

vsan vsan id VSAN ##All %@ L E T IBETE 257X 1 ~ 4093 TT,

fabric fabric name BT 2777V v 7 2BELET mARIT 32 XFTT,

L,

SME 7 7 A% av7 4 FXalb—rary $7TE—FK,
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a<w v Rk

FERHEDHA RF4

JY—=x EEAR
3.2(2¢) Ioawy RREAINE LT,

discover 2~ KRR EEAETIIHRHBEADAEMENH DBEFEER A N TEITEINT5HE.
SME (3 HE A DT X TOREAFE LUN Z | L. LOGO il Z R A MIEELTHrL b aH
FITLE T,

il WIZARA MR L BT 522 —57 > M VSANBX Q7 77V v 7 2BET 6%~ L
£7,
switch# config t
switch(config)# sme cluster clusternamel
switch(config-sme-cl)# discover host 20:00:00:00:c9:49:28:47 target
21:01:00:e0:8b:29:7e:0c vsan 2345 fabric sw-xyz
WIZ  discovery #EfEE T 4 B —T7 I T BB E /R L ET,
switch# config t
switch(config)# sme cluster clusternamel
switch(config-sme-cl)# no discover
BEoa<w R a<w R BL]
show sme cluster SME 7 7 22 1T H1FMaERRLET,

do

FEDay 7 4Fal—vary T— RNEEEFV7E— 25 EXEC L~UL®D show =2~ K%
FITTHICiE . do 2~ REHERALET,

do command

WX DA

57 )V b

a<w Vs RKE—F

command 17T HEXEC a2~ REfEELET,

2L,

TRCOary74F¥alb—yar E—K,

a<v v RERE

JY—=x EEAR
1.1(1) Zoawy RNEAINE L,
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EREDTAL RF4

fabric

fabric W

2L FHFETHE XFIZEXEC LD show 2 2 REE(TTHIZIF. 2D a~vr RedEH
LET.EXEC a2~ REETTIHLE VAT AlTdo 2~ RERITLEZE— RIZEDY £7°,

WICSMET—7 R 2a—Ah a7 4FXal—ar $TE—RTY T RE T—FDIFEMIC
BT aEWmasRrT 56 %2R~ LET,

switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# tape-bkgrp groupl
switch(config-sme-cl-tape-bkgrp)# tape-device devicenamel
switch(config-sme-cl-tape-bkgrp-tapedevice)# do show sme cluster clusternamel tape detail
Tape tl is online

Is a Tape Drive

Model is HP Ultrium 2-SCSI

Serial Number is HUM4A00184

Is configured as tape device bl in tape group bl

Paths

Host 12:01:00:e0:8b:a22:08:90 Target 52:06:0b:11:00:20:4c:4c LUN 0x0000
Is online

WICSME ST —7 R a—b FV—F a7 4FXal—yary B TE—RTA U Z—
T2 XD T EZERRTHHZRLET,

switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# tape-bkgrp groupl
switch(config-sme-cl-tape-bkgrp)# tape-volgrp tl
switch(config-sme-cl-tape-bkgrp-volgrp)# do show interface sme 3/1 description
sme3/1
5 minutes input rate 0 bits/sec, 0 bytes/sec, 0.00 KB/sec
5 minutes output rate 0 bits/sec, 0 bytes/sec, 0.00 KB/sec
SME statistics
input 0 bytes, 5 second rate 0 bytes/sec, 0.00 KB/sec
clear 0 bytes, encrypt 0 bytes, decrypt 0
compress 0 bytes, decompress 0 bytes
output 0 bytes, 5 second rate 0 bytes/sec, 0.00 KB/sec
clear 0 bytes, encrypt 0 bytes, decrypt 0
compress 0 bytes, decompress 0 bytes
compression ratio 0:0
flows 0 encrypt, 0 clear
clear luns 0, encrypted luns 0
errors
0 CTH, 0 authentication
0 key generation, 0 incorrect read
0 incompressible, 0 bad target responses

PITARNET 7TV o EEBMTAIZIESMEY JAX a7 4 FXal—ya 77— KT
fabric =~ R&HEH L 9,

fabric fabric name

WX DN

fabric name T 7V w7 ERELETRREIL32 XFTT,
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M fabric-membership

F7 %V b 2L,

a<vr FE—F SME/ A a7 4FXalb—yar B 7E—F,

o< RERE Uyy—2= EENE
3.2(2¢) Zoawry RREAINE L,

BREDHA 54> 2L,

il WA, 7 T ABN sw-xyz EWVWILARFIDOT 77V w7 &8N 568 %2R~LET,

switch# config terminal
switch(config)# sme cluster cl
switch(config-sme-cl)# fabric sw-xyz

H#Ea< R a<w K B!
show sme cluster SME 7 5 2 X ICBT+ A 1EHEFR R~ LET,
fabric-membership

777U w72/ — R&BIT 52X, fabric-membership =~ > FEFEHLET . 777V v
b ) — REHIBRT 5. 2oa~y Fone BRAZHT L ET,

fabric-membership fabric name

no fabric-membership fabric name

X DOHHA fabric name 777V v 7 ERELETRARIZ 2 XFETT,

F 7 %)V b 72 L,

a<w RE—F SME 7/ A% J—RKav74FXal—rvar 7E—kK,

o KR JY—=x EEANE
3.2(2¢) Zoawy KRR EAINE L,
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fc-redirect version2 enable

HEHEDHAL K54 T 77V w72/ — FEEET 51213, fabric-membership =~ > NZ2#EH L £7,

Z ® =3~ RiL,interface sme slot/port [force] =~ > R IFAFT BB Hi ;mﬁiﬂﬁ‘é W B
D ¥4, Z» =z~ Kid. interface sme slot/port [force] =~ KN A X —T NV DIGE HIRTE £
A,

il I —RBRT5777 V)7 &ET L0 2R LET,
switch# config t
switch(config)# sme cluster clusternamel
switch(config-sme-cl)# node local
switch(config-sme-cl-node)# fabric-membership f1

BEa~< R g R =4 B
interface sme JFGALIIZSME f VX —T =2 A ALEHRELET,
show interface sme A B =T 2 A AERERRLET,
shutdown AVE—T 2 A A AF—TNVELEFT 4 8—TNMIZLET,

fc-redirect version2 enable
A

() SMET ARV JTAXTIE I TAXDO—ETHDHTXTDAA »F T FC-Redirect /3—3 =
VOANAR—T NIRRT WABMERH Y F9,

FC-Redirect C version2 T— K& A X —7 I T B2k, 207 4 Fa2b—v 3 F—RT
fc redirect version2 enable =~ . K& il L ¥ ¥, FC-Redirect T version2 €t — K& 5 (& —7
T 5. 2oa~vr Fone BN EHEHLET,

fc-redirect version2 enable

no fc-redirect version2 enable

- S RO s ooy NIZIEEBIEELIIF—U—RIZIH Y 8 A,

57 )V b 72 Lo

a<v RKE—F a7 4Fal—gr EF—FR

g KB Jyy—= ERNE
3.3(1c) Tha<wy RPREAINE LT,
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fc-redirect version2 enable

EREDTAL RF4

()

4l

Z O a~< Rk, FC-Redirect DYLEM %A EXH57-DICHL £9,

T 77 I TA R —T IR o0 version2 B— RETF 4B —T T A2 LIRS ES
ho b L version2 B— R&ET 4 B—7WICT 55A1F, 37X TD FC-Redirect i ENHIFR S LD
* Tversion2 E— F&T 4 B—T7 M2 T 5 Z &1L TE £+ A,FC-Redirect #%8 7€ DHIBRIZ . ka4
LT RXRTCOT IV r—a VRELAHIBRT 52 LI L > TORARETT,

Cisco SAN-0S 3.2.x #EfT LT\ % MDS A A » F (X, version2 E— F& A X — 7 /LIZ LTtk
T 7V ZITEBMTEETA AL vyTFNBMEND E,. 777V v 7 EOLIKED FC-Redirect
RELEFIT TN TERLET, ZNICEY SMEBXODMM R EDT F U r—vardD T
T4y BRI NS RREMENH Y T,

show fc-redirect configs ==~ > K Z i | L C,FC-Redirect i & Z#1Ek T 57 7V r— 3DV
A NEERLET,

version2 E— KRR T7 77U w7 TA RXR—T N> TEY AL v TFEBRRDZ 777V v 7128
;T DEE AL T ERRDT7 77 Y v 7 IZBEIT HHIIC clear fe-redirect
decommission-switch =~ > FEFH L FE T, ZNLUADLE FH LW T 77U v 7 NOFT T
DAA > F N HBIFIIZ version2 T — FIZEH I F T,

777Uy TADTXTDOAA v F 5 SAN-OS U U —Z 33.x £721T NX-0S 4x ZFEITL TV
HUERBVET 777V OERERIET v 77— RREITH TRV E 2R LE
7", show fe-redirect peer-switches =~ > R (7 v 7R ZHHL T . 777V v 7 DT XTDHOR
Ay FafERd LET,

K12 FC-Redirect T version2 £— F%& A X —7 MIZT 56 %2R LET,

switch# fc-redirect version2 enable
Please make sure to read and understand the following implications
before proceeding further:

1) This is a Fabric wide configuration.All the switches in the
fabric will be configured in Version2 mode.Any new switches
added to the fabric will automatically be configured in version2
mode.

2) SanOS 3.2.x switches CANNOT be added to the Fabric after Version2
mode is enabled.If any 3.2.x switch is added when Version2 mode
is enabled, all further FC-Redirect Configuration changes will Fail
across the fabric.This could lead to traffic disruption for
applications like SME.

3) If enabled, Version2 mode CANNOT be disabled till all FC-Redirect
configurations are deleted.FC-Redirect configurations can be
deleted ONLY after all the relevant application configurations
are deleted.Please use the command 'show fc-redirect configs'
to see the list of applications that created FC-Redirect
configurations.

4) 'write erase' will NOT disable this command.After 'write erase'
on ANY switch in the fabric, the user needs to do:
'clear fc-redirect decommission-switch'
on that that switch.Without that, if the user moves the switch
to a different fabric it will try to convert all the switches
in the fabric to Version2 mode automatically.This might lead
to Error conditions and hence Traffic disruption.
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feature W

Do you want to continue? (Yes/No) [No]Yes
Before proceeding further, please check the following:
1) All the switches in the fabric are seen in the output of
'show fc-redirect peer-switches' command and are in 'UP' state.

2) All switches in the fabric are running SanOS version 3.3.x or
higher.

3) Please make sure the Fabric is stable ie.,
No fabric changes/upgrades in progress

Do you want to continue? (Yes/No) [No] Yes

HEa< R a<w R B!
no fe-redirect version2 enable mode FC-Redirect T version2 £ — K%&F 4 E—7 /L2 L
i ‘j‘o

feature

SME #BE % A 2 — 7 VB LT 4 B—T 2T BI21%. feature =~ > F&HH L %4, 6
BT 51, Z2oa~<>r Ko no &AL £,

feature {cluster | sme}

no feature {cluster | sme}

L DA cluster SRR IR A A F— T N EIET 4 — T T LET,
sme A ML=V AF 4 THEEAL(SME) b —E A& A X—7 )V E£72135 «

=7 LET,

57 )V b T4 =T

o< FE—FK a7 4 Fal—v gy E—F

a~wy N JY—x ERNE
NX-OS 4.1(1b) Zoawy RNEAINE L,

HHEOTA KGR L,
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W interface sme

Bl

I TGAE) T oA R—TNWIZLTSME Y —E 2 &R ET D02~ LET,

switch# config terminal
switch(config)# feature cluster
switch(config)# feature sme
switch(config)#

BEa< R

a<wv R FHEA
show sme cluster SME 7 7 A X1 E=FR R~ LET,

interface sme

AA 2 FDSME A v H—T 2 A AZiRET DL, interface sme =~ > RZHHLE 4,1
2 —T oA ZEHIETHICIZ. Z0a~vy RO ne JERAMEHL E5,

interface sme slot /port

no interface sme slot /port

WX DA

F 7 %)V b

a<v v RKE—F

slot MSM-18/4 BV = — 2y NEBEBELET,
port SME "— FESZFELET,
T 4E—=T

a7 4Fa2lb—v g ET—F

a< v Rk

HRAEDHAL KT4 v

Jyy—2 EENE
3.2(2¢) Zoawy KRR EAINE L,

ZDavy Reflifd 521k feature cluster 2~ R&EH LTy I AZ ) T A X —T )b
IZ L feature sme =~ > REZMEH L TSME —E 2% A4 R2—TNICT HHERL Y 5,

A H =T 2 AERELTZ5 noshutdown 2~ REHHLTA v F—T =2 A A% A X —T
M LET,

SME A v 4% —7 = A AZHIRTDITIE. 7 TAZDOLAL v FHHIBRT HH4ERH Y £9 .no
sme cluster =~ RZHEHLTAAL v F %7 T AZHHIEREL T 5 no interface =~ R %
FHLTA Vv EZ—T A A&HIBRLET,

interface =~ > N, (config-if) V7 E— N T c&x £9,
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interffacesme (SME 7 5 2% /) — R av 7 4¥al—var 47— F) B

il WIZMSM-18/4 L 2—)L 20y h&EF 74V FDSMER—FTSMEA V¥ — 7 = A A%
EBIOA 2 —T NI T BB ERLET,
switch# config terminal

switch(config)# interface sme 3/1
switch(config-if)# no shutdown

HEa<w R a<w K B!
show interface sme A B —T A AFREF TR LET,
shutdown AV EB—=—T oA A A % —TNVEFIXT 4 E—T7 I LET,

interfacesme(SME 7 9 X% /— R a7 4 Fa L —
vary % T7TE—FK)
B—HNVEFIZVE—F AL TFNET FAZIZSME A V2 —7 = A 25BN+ 51213,
interfacesme 2~ REfH L ET A v X —T oA ZAZHIRTAHIZIE. 2D~ RO no &
KXEFHLET,

interface sme (slot/port) [force]

no interface sme (slot/port) [force]

B DFH slot MSM-18/4 £ 2 —/L 2y hEEELET,
port SME A"— F & $EE L £ 77,
force EBE)VA X —T oA ATUFIDA X —T 24 A aALTHFA ML

s 7 U7 LET,

F7 )V bk F =T

a<v s RFE—F SME V7 A% J—Rary7 4 F¥al—yaryBP7E—K,

a< v R Jy—=x ERENE
3.2(2¢c) Zoawy RNEAINE L,

EHLEOHA kT4 T O~ R&EZEITT HAEIIC, fabric-membership =~ > RZ#FEH LT/ — FEHET 24N
b FET,

ZDawy REFEHAT 5L feature cluster =~ > REZHEPA LTI IAX ) U T2 A4 % —T )b
IZ L. feature sme 2~ RZfEH L CSME " —E A% A4 32 —T VI TEHMNENH Y 9,
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M «key-ontape

SME A > % —7 = A A&HIRT HITIX. L7 T AZ B AL » F ZHIER L %7, no sme
cluster 2~ REEH L CTAAL v F %27 7 AZM5EIRL TH 5 . no interface =< > KN & {&# fi]
LTA v F—T oA AZHIBBLET,

il W) —FBET577 7V v 7&2ELTHHLE force 7> a AL TCe—h1L A
A FNSSME A X2 —T A Z4N1) BT AHEZ R LET,

switch# config t

switch(config)# sme cluster clusternamel
switch(config-sme-cl)# node local
switch(config-sme-cl-node)# fabric-membership £f1
switch(config-sme-cl-node)# interface sme 4/1 force

W) —FBET 5777 v EBELTHD force 7> a2 LTYE—K X
A FNSSME A v Z—T A Z4N1) BT AHEZ R LET,

switch# config t

switch(config)# sme cluster clusternamel
switch(config-sme-cl)# node 171.71.23.33
switch(config-sme-cl-node)# fabric-membership £f1
switch(config-sme-cl-node)# interface sme 4/1 fabric sw-xyz

e~ R awv R A
fabric-membership T77 7Vl —FREBMLET,
show interface SME £ > % —7 = A4 AD5EMEFR R LET,

key-ontape
T—=7 F—RCXx—2REL NI T v 7 77 S bEniztx =207 4 F—%RET
% IZiT key-ontape 2~ R LE ¥, ZOMELT 4 E—7 T 21T 2~ FD no
BAEEMNL £,
key-ontape

no key-ontape

B DA ZOoa=wy FIZIEBIEELIZTF—U—RiEdb D A,

F7 %)V bk Foe—TN

a<wy s RE—F SME 7 A% a7 44Xzl —vay B 7E—R,

o< FER JY—x ERENE
3.2(2¢) Ioawry RREAINE L,
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EREDAA R4 >
>
()

link-state-trap W

Zoavwy RTCIE A bEnctx=2V7 0 =% w77 v 7 T—FIRGFTEET,

OB AT —IZ OV TOARR—FENTHET,

o=y REMHHAT SHIC, auto-volgrp 2~ REZHHA L CTHERY =2 —4& F—7{b%
TAE=TNCTHRERHY £7,

il RIZ key-ontape #EREL 1 R — 7 /WAZT LB 2R L ET,
switch# config terminal
switch(config)# sme cluster clusternamel
switch(config-sme-cl)# key-ontape
RIZ . key-ontape #RE & T 1 B —7 VT HHl 2R~ L £ T,
switch# config terminal
switch(config)# sme cluster clusternamel
switch(config-smeO-cl)# no key-ontape
o< R a<w KR B
no auto-volgrp HEIRY a—bh IV —TfE2T =TI LET,
no shared-key EHAEX— ET— KEBEELET,
show sme cluster key U5 AH e Fe BN AT B E RoR LET,

show sme cluster <clustername> 5 — 7 |Z4+ A5 FERE2FRLET,
tape summary

link-state-trap

WX DA

F 7 %)V bk

a<wy RKNE—K

A B —7 x4 A L T® Simple Network Management Protocol (SNMP) U 7 X7 — |k T v/
A F—7 T B link-state-trap 2~ > REEHA L £, ZOHEELT 4+ E—7 12 F
B A~y FOno BRELEH LET,

link-state-trap

no link-state-trap

Ty RIZIEBIEFERIZF—U—RIIH Y £ A,

m L,

A H =Tz AT 4 FXalb—vagly P TE—K,
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W node

o RERE JY—=x EEAR

3.2(2¢) Zoavwry RPRHEAShELE,

HEHEOTA KGR L,

il WIZ.SME A > % —7 = A AT link-state-trap & 1 F— 7 /M T 56 %R LET,

switch# config t
switch(config)# interface sme 4/1
switch(config-if)# link-state-trap

WIZ.SME A > % —7 = A AT link-state-trap 27 4 ¥ —7 /W T 56 2R LET,

switch# config t
switch(config)# interface sme 4/1
switch(config-if)# no link-state-trap

node

SME A4 v F &HETHITIT.node 2~ REMHALET , Z0a<vr FeEaT 40— 027
HIZIE.Zoa<wr RO ne JBRAEMHHA LT,

node {local | {A.B.C.D | X:X::X /nl DNS name}}

no node {local | {A.B.C.D | X:X::X /nl DNS name}}

WL DFA local O—h) AL vFERELET,

A.B.C.D IPv4TERTYVE—F A v FDIPT FLAZHEELET,

X:X::X/n IPv6 TG TV E—F ZA v FDOIP T RLAZHEELET,

DNS name UE— N F—ER—2DLFTIEEELET,

F 7 %)V b 72 L,

avwy s RE—F SME /A% a7 4Fal—vary T7E—F,

o KR JJ—=x EEANE
3.2(20) Zoavwy RREAINE L,

HREDHA ¥54 2L,
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Bl

odrthin 1l

WIZ B—HN AL v TFNH SMEA U F—7 oA A%iBINT 502 R~LET,

switch# config t

switch(config)# sme cluster cl
switch(config-sme-cl)# node local
switch(config-sme-cl-node) #

WIZ.VE—h AL vFINESMEA VX —T7 oA A5 BT 56% 5~ LET,

switch# config t

switch(config))# sme cluster cl
switch(config-sme-cl)# node 171.71.23.33
switch(config-sme-cl-node) #

BEa< R

odrt.bin

a<wv R FHEA

show sme cluster node o—HNVEFIZVE—F AL v FITHETH SME / — RIE#RAZER
L\i—a’_‘o

SME IZ Lo T E{bENT=T —T DA T7 T4 F—% U hR) 2E(TT 5I121E . Linux ~<X— A&
DY AT A Todrtbin 2~ REFEHLET, 2O~ RTIE.MSM-18/4 ¥ 2 —/VE7-1%
CiscoMDS 9222i 7 7 7 U w7 AA v FEEHTE WL XIZT— 4 2RETEET,

odrt.bin [--help][--version]{-h | -1 | -r | -w}{if=input_device_or_file | of=output_device_or_file |
kf=key_export_file | verbose=level}

X DN

F 7 %)V b

a<v Vs RE—F

--help (EE) Y — s o ERER T LET,

--version (FEE)Y—NLDONR—Vg R LET,

-h T=TOT =T~y X =R EBARY M LET,

-1 FRXTOD SCSI 7T 3A A% —ERRLET,

-r T—T TR A HAHAIY) FE T 7 AT — X B EEIAL
7,

-w TAAT EOFBE T 7 A VEGLIY T — T —F eEX
ARFET,

if ANTRA AEZTT7 7 ANVERELET,

of HOT AL AERTT7 7 A NVEBRELET,

kf F— T AR—F T AN ERELET,

verbose LALEFRE L ET,

2L,

L, Z0a< FiL. Linux ¥ = /L6 FETLET,
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W rule

a<w v Rk

FERHEDHA RF4

4l

rule

Jyy—= ERNE
3.3(1c) Toa<wy RPREAIRE LT,

odrt.bin =< FIZ KOFNETEITLE T,

o T—TMBLT 4 AV :ZOF— FTiL.odrtbin 2~ NET—7F NSRS T — & & Ht A
BT, 2T 4 A7 FOHREI 7 7 A NMVITRIFELE T ZOF— RZ 77 7 Z2HEHL T
MEORNHENET ANNRNTA—ZEZET =T TRA AL THY T4 A7 EOT7 7 A VAP
NIRRT A —HTT,

. ?417#%%;f:@%—Ffmmmwm:vme?4xﬁL®$ﬁ774w%ﬁ
ZELY T &%@ﬁfhki@\‘(%%f& I EMERER L CEEMETH58). 7 VT T %A
N TF—=2 L LTTF—TICEERARET, 1’5773? I%. Cisco Key Management Center (KMC) 7>
DI AR— l\éﬂ%ﬂ“):—A TN—T 77 ANNORGELET, ZOF— NiX.-w 7
T EMBEHLTHOHENET ANRTIA—ZIEIT A AT LOT7 7 ANLETHY T—
TNARLNHINRTG A—=FTT R a—L ITNV—T 77 A NG (F— 7 AR— |k
T7AM) b NI A=FELTRTMToNET  F— =/ AR— K RRAU—RExavyr
K7ar 7 N CANTLHULERDY £,

R a—b ITN—T%22 ) AR— T EFHFECZONTITE 7EISME F—EHOHR T 2SR
LTL7E&EW,

WDa<y KiZ,.7—7® Cisco 7T—7 ~y X —IEFREHFHHLIY HITLET,

odrt -h if=/dev/sg0

RIS T =T DT =2%7 4 27 EOPR T 7 A MIZHAMD B 2R LET,

odrt -r if=/dev/sg0 of=diskfile

WD a<y R H 7 7 A4 VN TR B LERE SN T-T7 — ¥ i AAB0 BB b/ EMEfRER S
=R R T —FICEBEXRLET,

odrt -w if=diskfile of=/dev/sg0 kf=cl_tbl_Default.dat

odrt.bin =~ > RO HHl 2 RITR L ET,

[root@ips-host06 odrt]# ./odrt.bin -w if=c of=/dev/sg2 kf=sme_L700_IBMLTO3_Default.dat
verbose=3

Log file: odrt30072

Please enter key export password:

Elapsed 0:3:39.28, Read 453.07 MB, 2.07 MB/s, Write 2148.27 MB, 9.80 MB/s

Done

T—7 R a—L INV—TDOERERERET 50T rule 2~ > FEEH L3, Z OHGE
T4 —T T AT avr RO ne B AFEHA L £,

rule {range range | regexp regular expression}

no rule {range range | regexp regular expression}

Il CiscoMDS9000 77 I U NX-0S X b L—Y AF 4 THERfL I 74 Fab—va vy HA F



| % A SMECL =< F

scaling batch enable W

XD range range W7 —7 R a—h N—a— FOHIAZHE L 1. kKE
1% 32 XF T,
regexp regular expression RNY a—A FTNV—TDOERKBLETE LET KR 32 XF
‘(“‘g‘o
T 7k 72 L,

a<v s FE—F SMEWEZT —7 R a—A I N—7 a7 4 Fal—agy B T7TE—K,

a~wy N JY—x ERNE
3.2(2¢) Zoawy RNEAINE L,

HEHEOTA KGR L,

B KIS AR 2—b IV =T DOERKRAZIEET 20 2R LET,

switch# config t

switch(config)# sme cluster cl

switch(config-sme-cl)# tape-bkgrp tbgl
switch(config-sme-cl-tape-bkgrp)# tape-volgrp tvl
switch(config-sme-cl-tape-bkgrp-volgrp) #rule regexp ril

EHEa<y R o< R A
show sme cluster SME 7 7 A ZIZET D 1F®RAERRLET,
tape-bkgrp groupname BNy 2T v IN—TeRELET,
tape-volgrp volume groupname ey 7y R a—b ITN—T2RELET,

scaling batch enable

~
E SMET 4 AF 7T AXZTIZ.NyF T— KBRHBWIZA =T IR0 9,

SME 227 ¢ ¥ a2 L— 3 a v CHLEME % A % — 7 VI 7 %1213, scaling batch enable =~ > R
EEALET, ZOWEEZT =7 T 5ICE. a2~ FOno BRXAHEH L £,

scaling batch enable

no scaling batch enable
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W security-mode

- S RO ooy NIZIEEBIEELIIF—TU—RIZIH Y T8 A,

57 )V b 2L,

avwr s FE—F SME /A% a7 4 Fal—vary T7TE—F,

a~wy Nk Jyy—= ERENE
4.1(3) Zoawy RNEAINE L,

REDHA F54 2L,

Bl RIZ SME LRV 2 A 2 =T /WZ T D0l 2 L ET,

switch# config t

switch(config)# sme cluster cl
switch(config-sme-cl)# scaling batch enable
switch(config-sme-cl)#

security-mode

SME t % =2 V7 4 REZHETT DL, security-mode =2~ > REEHLET . X2V T 3%
EEREIET . 20a~vy RO no ERAMHLET,

1)

security-mode {basic | standard | advanced {schema threshold threshold total total }}

no security-mode {basic | standard | advanced {schema threshold threshold total rotal }}

L DR basic SME % = U7 4 L-UL% basic ICRELET,
standard SME & = V7 ¢ LUl % standard (25X E L ¥ 9,
advanced SME ¥ =V F ¢ L% advanced IZHE L 7,
schema U RN 2Ax—<Z2RELET,
threshold threshold UANRY AF—<DLEWEEZRELE T HIRIZ2 ~3TY,
total rotal VINY ZAF—~DEFHERELETMRILS ~5TT,
774V b 73 Lo,

a<w s RFE—F SME 7 A% a7 44Xzl —yay B T7E—R,
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setup ||

o=y KB Jyy—= ERNE

3.2(2¢) Zoavwy RBREAINELE,
HEREDHAL NS4 T2 L,
il WIZ.EX¥ =2V T 4 F— F% basic ITRET HHl 2L ET,

switch# config t

switch(config)# sme cluster cl

switch(config-sme-cl)# security-mode basic

w2, ¥ 2T 4 T— K% advanced IR ET D01 %2R LE T,

switch# config t

switch(config)# sme cluster cl

switch(config-sme-cl)# security-mode advanced schema threshold 3 total 5
BEa~< R a<y R B

show sme cluster C¥a )T RECHETARREERLET,
setup

ARy N7 v THREL EITT 52 setup =2~ > R LE T,

setup ficon | sme

XD ficon EAFICON Y N7 v 7 a~wr R 773U T 0 #ETLET,

sme HEASME®y N7 v 7 avwr K 773 U T 0 2FETLET,
T 74k 7L,

a<v s RFE—F EXEC

o< REEE JY—2= EEAR
3.3(1c) Ioawry RREAINE LT,

HEHEDOH AL K54  SME @ sme-admin F L (¥ sme-recovery 2 — /L Z{ER%d 5 (213 setupsme =~ > & L £,
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MW shared-keymode

il RIZ  sme-admin 3 & O sme-recovery 2 — /L Z BT 2%~ LE T,
switch(config)# setup sme
Set up four roles necessary for SME, sme-admin, sme-stg-admin, sme-kmc-admin and
sme-recovery? (yes/no) [no] yes
If CFS is enabled, please commit the roles so that they can be available.
SME setup done.
EEa~v R aw KR B
show role XFESFEFARSMET—/)L a7 X2l — g IET5EHRER
i—\‘ bi‘g‘o

shared-keymode

X DA

57 )V b

o< FE—FK

¥ — T — FE%E T 521%, shared-keymode =~ > R&fH L £, HAEF— £— K&
ETHIFE. 0a~vry Rono FEREMEH L ET,

shared-keymode
no shared-keymode
Zoawy RIZESIEELEFEF—TU—NEH D A,

2L,

SME 7 A% a7 4 Falb—Tary $T7TE—F,

a<v v KB

EREDTAL RF4

JY—=x EEAR
3.2(2¢) Ioawry RREAINE LT,

shared-keymode =~ > NiZ NNy 7/ 7 v 7 T—T DI NV—TIZEHINDH—F—%ER L
£7,

no shared-keymode =~ > N|X. &7 —7 H— F U v DVICEHAGE IR EOF—2 LR L ET,

LA A F — £ — Fid key-ontape BEREZ A R — T WM T 25 BICHRET 2L ERH Y £7,
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show debug W

Bl RIS HEAEF— F—F2RET L0 2R LET,

switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# shared-keymode

K IEFEEF— = FefaEd o6lermLET,

switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# no shared-keymode

HEa< R a<wv K A
show sme cluster SME 7 7 A X1 EFR R LET,

show debug

Ay FIZEHESNTNDLTRTO SME BT Ny 7 a~ o R&ERRT 5IZ1E, show debug
a~vy REfERLET,

show debug {cluster {bypass | sap sap bypass} | sme bypass}

X DO 7S5 AR TRCDODT N T 777 F£ R LET,
bypass INANRRA 7T T KR LET,
sap sap SAP DT XRTOT Ny 77 7k LET, 1~ 65535 OHiH T
SAP ZaE LE,
sme SME O3 XRCTOT Ny 7 77 72K RLET,
57/ b 2L,

a<v s RFE—F EXEC &— K

o< REEE JY—2= EEAR
3.2(2¢) Ioawry RREAINE LT,

REDHA K54 2L,
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B show fc-redirect active-configs

il I AA v FICRESNTVASTRTD debug =~ REFRTHHZRLET,
switch# show debug
ILC helper:
ILC_HELPER errors debugging is on
ILC_HELPER info debugging is on
Ea~<v K gy R =5 B
debug sme SME #8E% 7 v 7 LET,

show fc-redirect active-configs

AL v FOFTRTOT 7T 4 TF&E % FrnT 5121, show fe-redirect active-configs =~ > K%
HLET,

show fc-redirect active-configs

DR Zoavy RIFSIEELITF—T—RIH Y A,
VaE WY A DN
avy RE—F EXEC £— K
o~ B Jyy—2= ERAE
3.2(2¢) Zoawry RREAINE L,

ERHEDTA RF4

ZOavwy P ROFEPIZAAL v FTEITLTWDT 7T 4 TREND D0 E D 0% s
FTHEDIHERShET,

e Cisco SAN-0OS 3.2(1) A4 A— < (FC-Redirect Z %A — k LT\ 3)H 5 FC-Redirect 23 %7~ —
FERTWARWEWA A—=DIZX T 7 L— RT3,

o B—N AL v FOEMEREILT D,

TIT 4 TREETBUEDAA v FTEITHOT 7V r—a VEFYVE—F ZAA v F
(m—=v AL o FITER SN F =7 v FERA R ERS) TERESNEZT 7V F—a i
LoTEENTREZf L £7,
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show fc-redirect configs 1l

Bl RIS AA v FTEITPOT 7T 4 TRERFRST D01 R LET,

switch# show fc-redirect active-configs
Config#l

Appl UUID = 0x00D8 (ISAPI CFGD Service)

SSM Slot = 2

SSM Switch WWN = 20:00:00:05:30:00:90:9e (LOCAL)
Vt PWWN = 2f:ea:00:05:30:00:71:64

Tgt PWWN = 21:00:00:20:37:38:63:9e (LOCAL)

Local Host PWWN = 21:00:00:e0:8B:0d:12:c6
Config#2

Appl UUID = 0x00D8 (ISAPI CFGD Service)

SSM Slot = 2

SSM Switch WWN = 20:00:00:05:30:00:90:9e (LOCAL)
Vt PWWN = 2f:ea:00:05:30:00:71:65

Tgt PWWN = 21:00:00:20:37:18:67:2c

Local Host PWWN = 21:00:00:e0:8B:0d:12:c6

Config#3

Appl UUID = 0x00D8 (ISAPI CFGD Service)

SSM Slot = 2

SSM Switch WWN = 20:00:00:0d4:EC:20:13:00 (REMOTE)
Vt PWWN = 2f:ea:00:05:30:00:71:66

Tgt PWWN = 21:00:00:20:37:18:64:92

Local Host PWWN = 21:00:00:e0:8B:0d:12:c6

EEa< K awv R LA
clear fc-redirect vt O—h)VAA v FEDOT I T 4 THREEZ VT LET,

show fc-redirect configs

AL v FOTRTCOBEDa LT 4 X2l — gy F— REHFRRT SI21L. show fe-redirect
configs =~ RZMH L E7,

show fc-redirect configs

- S RO ooy NIZIEEBIEELIZIF—TU—RIZH Y T8 A,

57 )V b 2L,

a<w s FE—F EXEC &E— K

o< B Jy—2 EEAR
3.2(2¢) Zoawy RNEAINE L,
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M show fc-redirect peer-switches

REDHA F54> 2L,

i WAL v FOBIEDa L 7 4 Xalb—ary T— RERFTLHHERLET,
switch# show fc-redirect configs
Configuration Mode = MODE_V1
Config#l
Appl UUID = 0x00D8 (ISAPI CFGD Service)
SSM Slot =2
SSM Switch WWN = 20:00:00:05:30:00:90:9e (LOCAL)
VvVt PWWN = 2f:ea:00:05:30:00:71:61
Tgt PWWN 21:00:00:20:37:38:89:86

Host 1: Host PWWN 21:00:00:e0:8b:0d:12:¢c6
VI PWWN = 2f:ec:00:05:30:00:71:61

Config#2

Appl UUID = 0x00D8 (ISAPI CFGD Service)

SSM Slot =2

SSM Switch WWN = 20:00:00:05:30:00:90:9e (LOCAL)
VvVt PWWN = 2f:ea:00:05:30:00:71:62

Tgt PWWN = 21:00:00:20:37:38:a9:0a

Host 1: Host PWWN = 21:00:00:e0:8b:0d:12:c7
VI PWWN = 2f:ec:00:05:30:00:71:62

H#Ea< R o< R B!

show fc-redirect active-configs AA S TFDOTRCOT VT 4 THREEFERLET,

show fc-redirect peer-switches

FC-Redirect ZFEITLTWOH 77 7V v 7 DT XTDOET AA v F&FRKRT 51213, show
fc-redirect peer-switches =~ > F& [ L 9,

show fc-redirect peer-switches

DA Zoaxy NE . F—U— gl HTdH 0 A,

F7 %V b 2L,

a<wy RE—F EXEC £— K

o< RERE Jy—=x ERENE
3.2(2¢) Ioawy RREAINE LT,
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EREDTAL RF4

~

()

show interface sme 1l

ZO0avwr R 777U v OREOHRS NI TNy a—TFT 4 U TIERHEINNET,

AL Yy F WWNDUAKNTAALTFOIPT KL A% RD1F%5IT1%, show cfs peers =~ > K& Aff
HALET,

il WIZ FC-Redirect # T L CWDH7 77V v 7 DET AL v TF 2R R-T L0 %RLET,
switch# show fc-redirect peer-switches
pum  Switch wa state
L 20:00:00:05:30:00:90:9¢ wp
2 21:00:00:05:30:00:90:9f DOWN
3 22:00:00:05:30:00:90:91 SYNCING
4 23:00:00:05:30:00:90:92 ERROR
Z DFIL . FC-Redirect B°7 AA v FOME AR L THET,
74— K B
Up BT A v FlEa—n AL v FEERICERMINTHET,
Down BT AL v FEOBBIZEERDY £,
Syncing 02— ALy FIE T AL v FEREEZRHL TWET,
Error BT AL v F L OHERIFMEHTEERE A,
o~ K a<wv R B
clear fe-redirect vt O—HV AL FEOT T4 TREEZ VT LET,

show interface sme

SME A v X —7 = A AZBT 5 1E#H &2 FRT 5 I121%, show interface sme =~ > RZEH L £,

show interface sme slot/port {brief | counters brief | description}

DR slot MSM-18/4 Y 2 —/)L 2 v FNEEHETELET,
port SME " — FESZFELET,
brief SME A v % —7 = A ZZOWTOFHERIHERAZFRLET,
counters A HE =T 2 A AT B EFRRLUET,
brief i 72 2 ERERSLET,
description A B —T A ZADHHERRLET,
FT7FIV b 7L,
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W show role

a<w s RE—F EXEC &— K
a<r NBEE Jy—=x ERENE

3.2(2¢) Zoavwy RPREAIIE L,
#EREOHTL FFL T2 L,

i

WIZ.SME A ¥ —7 = A ADfHERHALRRT D42~ L ET,

switch# show interface sme 3/1 brief

sme3/1 up c2

WIZAVE =T 2 A ADH T X eRKRmT D0 RLET,

switch# show interface sme 3/1 description
sme3/1
5 minutes input rate 0 bits/sec, 0 bytes/sec, 0.00 KB/sec
5 minutes output rate 0 bits/sec, 0 bytes/sec, 0.00 KB/sec
SME statistics
input 0 bytes, 5 second rate 0 bytes/sec, 0.00 KB/sec
clear 0 bytes, encrypt 0 bytes, decrypt 0
compress 0 bytes, decompress 0 bytes
output 0 bytes, 5 second rate 0 bytes/sec, 0.00 KB/sec
clear 0 bytes, encrypt 0 bytes, decrypt 0
compress 0 bytes, decompress 0 bytes
compression ratio 0:0
flows 0 encrypt, 0 clear
clear luns 0, encrypted luns 0
errors
0 CTH, 0 authentication
0 key generation, 0 incorrect read
0 incompressible, 0 bad target responses

BEa< R

show role

a<wv R LA

interface sme AA v F ECSMEA VX —T = A A%

RELET

XFXEALSMER—/)L a7 4 Fa2lb—3 g OV TOHAEZERT AI21E. show role =

~r REMHLET,

show role

Il CiscoMDS9000 77 I U NX-0S X b L—Y AF 4 THERfL I 74 Fab—va vy HA F



| A& A SMECLI =< K

X DA

showrole W

Zoawy FIZIFBIEELITIF—T—FEIH T A,

57 )V b 72 L,

a<w s FE—F EXEC £— K

a~wy N JY—x ERNE
3.3(1c) Tha<wy RPREAINE L,
NX-OS 4.1(1b) HAOBINERESINE LT,

HRAEDHAL KF4 v

1l

setup sme =~ K% 5T L C SME FHEIB L OSME U U HE %2 E L TH 5, show role
av  REMFHLCe—LOFMEETLET,

WIZSMER—/)L 227 4 Xal—1 a3 %FERTA0%2 7 0ET,

switch(config)# setup sme

Set up four roles necessary for SME, sme-admin, sme-stg-admin, sme-kmc-admin and
sme-recovery? (yes/no) [no] yes

If CFS is enabled, please commit the roles so that they can be available.

SME setup done.

switch# show role
Role: sme-admin
Description: new role
Vsan policy: permit (default)

Rule Type Command-type Feature
1 permit show sme
2 permit config sme
3 permit debug sme

Role: sme-stg-admin
Description: new role
Vsan policy: permit (default)

Rule Type Command-type Feature

1 permit show sme-stg-admin
2 permit config sme-stg-admin
3 permit debug sme-stg-admin

Role: sme-kmc-admin
Description: new role
Vsan policy: permit (default)

Rule Type Command-type Feature

1 permit show sme-kmc-admin
2 permit config sme-kmc-admin
3 permit debug sme-kmc-admin
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I show sme cluster

Role: sme-recovery
Description: new role

Vsan policy: permit (default)
Rule Type Command-type Feature
1 permit config sme-recovery-officer
EEa~v R a2 K B!
setup sme SME E#EBLOSME U AANY o— L a2RELET,

show sme cluster

SME 7 T A Z |24 25 H A2 £ 79 2121%. show sme cluster =~ > Fa2#H L £7,

show sme cluster {cluster name {detail | interface {detail | node {A.B.C.D | X:X::X | DNS name
sme slot/port }| sme slot/port | summary}l it-nexus | key database {detail | guid guid name
{detail | summary } | summary} | load-balancing | lun crypto-status | node {{A.B.C.D |
X:X::X | DNS name} | summary} | recovery officer {index | detail index | summary index} |
summary | tape {detail | summary}| tape-bkgrp rape group name volgrp volume group
name} | detail | summary}

WX DHHA

cluster cluster name

SME 7 5 A Z{ERAEF R LET RREIL 32 XFTT,

detail

SME 7 5 A Z Dl #£rwx LET,

interface SME 7 5 AZ A Z—T =24 AZETHFERER R L ET,

node SME 7 7 AHX VE—h A H—TxA AT AEREERLET,
A.B.C.D IPv4 IERXTYE—K AL v TFDIPT RLAZRELET,

X:X:: X IPv6 X TYE—F A v FDIPT FLAEERTELET,

DNS name VE— K F—FRXR—2DLHIEHELET,

sme SME A V4 —7 = A A&fELET,

slot MSM-18/4 £ 2 —/L 21 v M &HEELET,

port SME A"— h&FEE L 7,

interface summary

SME 7 A% f 2 —T oA ADOBE*»FR 7T LET,

it-nexus

SME 7 7 AXZKNDA = T—HE N X =7y s ~DO#HE (IT-Nexus) %
#FrLET,

key database

SME 7 7 AH &% — F—HZ_X—2 %R LET,

detail

SME 7/ 9 A% ¥ — T —H_XR—ZXADFHMERLET,

guid guid name

SME 7 5 A% % — F—AZ~_X—2D GUID #Fm- LET, K 64 3TF
F CTHIEETT,

summary

SME 7 9 A% ¥ — T —H_XR—2DOMELF R LET,

load-balancing

JIGARAEDPU— R RFG UV T DAT—HRAEFRRLET,
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show sme cluster W

lun 7 7 A OBl =v G (LUN) Z &R LET,

crypto-status LUN O S kg2 R R L E7,

node summary SME 7/ 5 2% ) — ROMEEZFRLET,

recovery officer detail SME 7 5 2% U h AN\ HLFEOFHEMERTLET,

recovery officer SME 7 5 A% VAN BEEOWMELFRLET,

summary

index UIN)BEEEDA T v 7 ZAEHELETHEETE DT 1~8
‘(“j‘o

detail index VAN BEFEOFEMOA T v 7 ABBELE T I5E TE LHHEH
X1 ~8 7T,

summary index UGN EBELEEOMEOA VT v 7 ARELET fRETE 250
X1 ~87T9,

tape detail SME 7 —7 Ol Kox LET,

tape summary T OMELER R LET,

tape-bkgrp tape group W57 —7 Ny 7T v T TN—THEFRLET RRKET 32 XF

name T,

volgrp volume group 5 —7F R a— b TV —FHEFr LET IRAKEIL 32 LFTT,

name

detail SME 7 7 2 % Dl #om LET,

summary SME 7 7 A% O E =R R LET,

AP g I 2L,

av v RE—F EXEC £— K

v FRE Jyy—= EENE
3.2(2¢) Zoawy NNEAINE L,

HREDHA ¥54 2L,

il W7 T AZ DOREDFME FKRT D0 2R LET,

switch# show sme cluster cl
Cluster ID is 0x2b2a0005300035el

Cluster status is online

Security mode is advanced

Total Nodes are 1

Recovery Scheme is 2 out of 5

Fabric[0] is Fabric_name-excallO

KMC server 10.21.113.117:8800 is provisioned, connection state is initializing

Master Key GUID is 10afl119cfd79cl7f-ee568878c049f94d, Version: 0
Shared Key Mode is Not Enabled
Auto Vol Group is Not Enabled
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M show sme transport

Tape Compression is Not Enabled

Tape Key Recycle Policy is Not Enabled
Key On Tape is Not Enabled

Cluster Infra Status : Operational
Cluster is Administratively Up

Cluster Config Version : 24

WIS I TAZ A F =T 2 A AW FR-T o0 2R LET,

switch# show sme cluster clusternamel interface it-nexus
Host WWN VSAN Status Switch Interface
Target WWN

10:00:00:00:c9:4e:19:ed,
2f:£f£:00:06:2b:10:c2:e2 4093 online switch smed /1

R 2 T AL DRFED ) ANY) EEFEEZFRFT D0 2R LET,

switch# show sme cluster clusternamel recovery officer
Recovery Officer 1 is set

Master Key Version is 0

Recovery Share Version is 0

Recovery Share Index is 1

Recovery Scheme is 1 out of 1

Recovery Officer Label is

Recovery share protected by a password

Key Type is master key share
Cluster is clusternamel, Master Key Version is 0
Recovery Share Version is 0, Share Index is 1

RN

a<wv R FHEA
clear sme SME 2> 7 4 F¥a2lb—arz27 U7 LET,
show sme cluster SME 7 7 A X T A 1EHRER R LET,

show sme transport

SME 7 7 A% KT v AKR— ME#HEZFR/RT D21, show sme transport =~ > K& L E7,

show sme transport ssl truspoint

X DA

57 )V b

ssl k7 > A — K ® Secure Socket Layer (SSL) ff# &% £/~ L £ 97,
trustpoint N7 AR—=KSSL b7 A MARA v MEREERLET,
®L,
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av v RE—F EXEC £— K

show tech-support sme Il

a<r NBEE Jy—=x ERENE
3.2(2¢) Ioavy RREAIRE L,

HREDHA ¥54 2L,

il WIZHH Y 7 AH =27 =R T D62 RLET,

switch# show sme transport ssl trustpoint
SME Transport SSL trustpoint is trustpoint-label

EEa<v K a<wv K

B

clear sme

SME 2> 7 4FXal—av%2 207 LET,

show sme cluster

SME 7 7 A X DT RTOIERERRLET,

show tech-support sme

SME 7 7 =71 )b % iR— ks DI # & FK7~"7 51213, show tech-support sme =~ > K& L £,

show tech-support sme compressed bootflash: | tftp:

X DA compressed [EfE S H7- SME #1177 L £
bootflash: RIFTODVENSHDL 7 7 ANAERELET,
tftp: RIETOIVNENDD 7 7 AN EIRELET,
F7 %V b 2L,

a<v s RFE—F EXEC E— K

o< NgEke YJy—2Xx

EEAR

3.3(1¢)

Zoavwry RPRHEAShELE,

EREDHA 54> 2L,
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W shutdown(( > % —T xR AT 4X¥al—ay $TE—R)

il WIZ . SME 77 =1L HiR— s DEREFERT LB EZRLET,

sw-sme-nl# show tech-support sme

'show startup-config'

version 4.1 (1b)

username admin password 5 $1$jC/GIid6$PuNDstXwdAnwGaxxjdxi50 role network-admin

no password strength-check

feature telnet

ntp server 10.81.254.131

kernel core target 0.0.0.0

kernel core limit 1

aaa group server radius radius

snmp-server user admin network-admin auth md5 0x7eedfdadb219506ca6lb0e2957cc7efb
priv 0x7eedfdadb219506ca6lb0e2957cc7ef5 localizedkey

snmp-server host 171.71.49.157 informs version 2c public udp-port 2162

snmp-server enable traps license

snmp-server enable traps entity fru

device-alias database
device-alias name sme-host-171-hba0 pwwn 21:01:00:e0:8b:39:d7:57
device-alias name sme-host-171-hbal pwwn 21:00:00:e0:8b:19:d7:57
device-alias name sme-host-172-hba0 pwwn 21:01:00:e0:8b:39:c2:58
device-alias name sme-host-172-hbal pwwn 21:00:00:e0:8b:19:c2:58
device-alias name sme-sanblaze-port0-tgtO pwwn 2f:£f£:00:06:2b:0d4:39:08
device-alias name sme-sanblaze-port0O-tgtl pwwn 2f:df:00:06:2b:0d4:39:08

—--More--

shutdown(f V% —7 2 A a7 4 X2l — g ¥
7% —R)
SME A V¥ —7 =2 A% T 42— WZT 5HIZiL . shutdown 2~ REMERALET, A ¥ —
T2 A A A X =TT AL Z0a<wr RO ne BRAEFHEHALET,

shutdown

no shutdown

¥ESTOH Zoawy NIEBIEERIZF—U—RIIH Y A,
574/ b 72 L,

av s RNE—F A H =T 2R AT 4 Fal—Yary B TE—R,

o< RIBRE Jyy—= EEAE
3.2(2¢) Zoavy RPREAINE L,

Il CiscoMDS9000 7 7 XU NX-0S R h L— AF 4 TRk 74 Fab—va vy (4 F



| A& A SMECLI =< K

shutdown (SME 7 S 2% 27 s ¥al—v g 75— F) M

EALEOHA K54 SME A X —7 A ADT 7 # /b MIREEIX shutdown T oA VX —T =2 ATrT 74 v T %
fZIETEXBH L HTTBIC inoshutdown:lv/]\%?ﬁﬁﬁbiﬁ_

AU H =T A ANT T AXITBIME 5 F T, show interfaces 2~ NI SME A/ V% —7 =
AAVRE T LTS ERLET,

il WIZSME f v X —T =2 A A F—T WM TBH %2R LET,

switch# config t
switch(config)# interface sme 4/1
switch(config-if)# no shutdown

RIZSME A 2 —T 2 A4 A% T 4 B—7WIZT 202" LET,

switch# config t
switch(config)# interface sme 4/1
switch(config-if)# shutdown

BEa<y R a<wy R 51|
show interface sme SME A > % —7 = 4 AT Bl zezT L ET.

shutdown(SME 7 7 X% a2 7 4 ¥ =2 — gy U7
T— )

VAR DD TAXET 48 —T7 NI T B T shutdown =~ REFEHALET, VD
NYDIDIZT TAR A X —TNIZT HITIE, Z ®:V/%®mﬁﬁkﬁﬁbi¢

shutdown

no shutdown

DA ZOavwy FIZEBIEELIZF—U—RIIH Y A,

F7 %)V b 2L,

a<w s RE—F SME 7 92X a7 4 FXalb—gy 3 7E—K,

= v FRE Jyy—= EENE
3.2(2¢) Zoawry RPREAINE L,
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. sme

EREDTAL RF4

DI NRYDEDIZT T AEOEEERZT 4 E— 7 /LI T 5121 shutdown =~ > R&E2HEH L F
T OEEFEHDTZOIZI TAZ A F—T NIZT 5IZ1E . no shutdown =~ > FEFEH L E T,

?71&@7‘7%/1/ N IRBEIL no shutdown T3 . shutdown =2~ N7 7 A% % Hh T3
WEHLET, U AT U F U FOFEMICOWTIE S 11 FEISMED T 7Ly a—7 4
‘/7J%§Hﬁb’(<7‘:“éb‘o

il WIZ U ANRNYRET LB TY IR 2HEHTHHEZRLET,
switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# no shutdown
WIZ, VBN BB T D707 TAXOEIMEET 4 B —T NV T DH &R LET,
switch# config t
switch(config))# sme cluster cl
switch(config-sme-cl)# shutdown
o~ K a<wv KR A
show sme cluster SME 7 7 A X \ZBT AR EFRRLET,
sme
SME — b 2% A X —T7INEIIT 4 =7 T 50T sme 2~ REfEHA L ET,
sme {cluster name | transport ssl trustpoint trustpoint label}
O cluster JIAREHRELET,
name JIABLERRELET,
transport N7 UAR— MEREFELET,
ssl N7 AR—b SSLIEHMEZRE L ET,
trustpoint F7UAR—=FSSL T AMRA L FERELET,
trustpoint label FIARRAS U N TV EREELET,
F7 %V b T4 —T1

a<v s RFE—F

a7 4 Fal—v gy EF—F

o NEkE

JY—2= EEAR

3.2(2¢) Ioawry RREAINE LT,
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EREDTAL RF4

Bl

ssl

ssi W

ol XX =2 U T A BEZFIMNT DL SME VY —E 22 A4 R—T VT HMERD Y
£

Zoawy REMHT 5121, feature cluster =~ > R L CSME 7 7 AX ) > 7 %A
R—=T VT HHERH Y ET,

WIZ 7T AR ERET DHlZRLET,

switch# config t
sw-sme-nl (config)# sme cluster clustername
sw-sme-nl (config-sme-cl) #

Secure Sockets Layer (SSL) Zi% &3 5L ssl 2~ REMHLET, Z0o#EL2T +&—7 1
2T 2iF. Zoa~xr Fone BREHEHA LT,

ssl kme

no ssl kme
XD kme Key Management Center (KMC) 1#{5 T SSL Z A X —7 /LI L £,
T 74k 7L,

a<wy KNE—K

SME V9 AZ a7 4Fal—yary ET—RHP7TE—K,

a<w v Rk

FERHEDHA T4

Bl

Jy—=x EEAR
3.3(1c) Zoawr RREASHE LR,
L.

WIZ SSL A 2 —T T 5 6%E R LET,

switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# ssl kmc
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M tape-bkgrp

tape-bkgrp

H%T TRy T T TIN—TEEET HIId tape-bkgrp =~ > REMH L £, Z 0%
BETF =7zt 512F . 2w RO no JEREZEH L ET,

tape-bkgrp groupname

no tape-bkgrp groupname

L DA groupname NI T T 7= TN—T%BELET. I LFUNTHEELET,

F7 %V b 2L,

a<v s RFE—F SME 7 5 A% a7 4FXal—Yay E— RHP7TE—FR,

o< RERE Jy—=x EENE
3.2(2¢) Ioawry RREAINE LT,

BAEOHA K54y T—7 R a—h ZA—7 3 BEICHBEESRTWD T — 7@9W—7T¢713Z1Hm
ETRTCONENY 7T v T T—=THOT =7 R a—Lh JV—TITHRETEET,

T TN—TDBMILY SME RS EIN=T— X AT 5. VSAN, R A b, A |
L= TN A BIORZRZERT LN TEET 2 EHRTFT—FAHOT—F 7
N—T%BMTDHZETSMEDS v L7 ET—#% HRAA MNLEFOHR Ny 7 T v
7T —TNERET A LR ESINET,

il WIZ NI T T T—T T N—T%BMT 50 ERLET,
switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# tape-bkgrp groupl
switch(config-sme-cl-tape-bkgrp)#

WIZ N 7T T T—F TNV—T%HIBrT B0 2R LET,
switch# config t

switch(config)# sme cluster cl

switch(config-sme-cl)# no tape-bkgrp groupl
switch(config-sme-cl-tape-bkgrp) #

EHEa~<v R a2 R A
clear sme SME 22> 7 4 FXal—Yarva 707 LET,
show sme cluster SME 7 7 A X T A 1EHwE R LET,
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tape-compression

T — 7 JEME & R E T D I21E, tape-compression =~ RAfEH L Ed, ZOMEET 4 —T L

X DA

57 )V b

a<w v RE—F

T 51,2~y RO no JTEXZ2HEH L £,

tape-compression

no tape-compression

Zoavwy FIFBIEELITIF—T—FEIH T A,

2L,

SME 7 A% a7 4 Falb—ay $7TE—F,

tape-compression

a< v Rk

FERHEDHA RF4

JY—=x EEAR

3.2(2¢) Zoavwry RPRHEAShELE,

LS NzT —4 ZEMT X, 20a~vy REERALET,

il W T —7 G A F—T NMZT BH R LET,
switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# tape-compression
RIZ T =T ML T 4 B =T VT DH 2R L ET,
switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# no tape-compression
o< R a<w v R . BH
clear sme SME 2> 7 4 F¥a2lb—arx7 U7 LET,
show sme cluster SME 7 7 A2 ICHT H1FMERRLET,

show sme cluster tape TRTCOT—T R 2—b T —TFETBED 7 V—7IZ T

HifmERTLETS,
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M tape-device

tape-device

W is T —7 T8 A& ET 5T tape-device =2~ R&fiH L £, Z0HELZT 1 v—7
MZTBIZiE a~r RO ne B ZEH L £9,

tape-device device name

no tape-device device name

X DA device name FT—7 FRA ADLFIEBTE LFET,

F7 %V b 2L,

avy v RFE—F SMET—7 RYa—b a7 4 Fal—vary $7E—K,

o< RERE Jy—=x EENE
3.2(2¢) Ioawry RREAINE LT,

EREOHA KT4> T —7 T34 A 3= KL, (config-sme-cl-tape-bkgrp-tapedevice) ¥ 7 E— K Cfli H T& £7°,

il RIC WG T =7 TR AERET 202~ LET,
switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# tape-bkgrp groupl
switch(config-sme-cl-tape-bkgrp)# tape-device devicenamel
switch(config-sme-cl-tape-bkgrp-tapedevice) #

WRIC W5 T —7 T AR D02~ L ET,

switch# config t

switch(config)# sme cluster cl

switch(config-sme-cl)# tape-bkgrp groupl
switch(config-sme-cl-tape-bkgrp)# no tape-device devicenamel
switch(config-sme-cl-tape-bkgrp-tapedevice) #

o< R a<wv R B
clear sme SME 2> 7 4FXal—>ar%27 )7 LET,
show sme cluster SME 7 7 2 Z 2T D5z LET,
show sme cluster tape TRCOT—F RY 2a—h TNV —TFITHED 7 NV— 72T
LM ERRLUET,
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tape-keyrecycle ||

tape-keyrecycle

T—7 X — UH A 7R —%FRET DHIZIL, tape-keyrecycle =~ R&EfH L £, 2D
BREZ T 4 E—T NI T BIZE. a2~ RO no B A L ET,

tape-keyrecycle

no tape-keyrecycle

- S RO ooy NIZIEEBIEELIZIF—TU—RIZH Y T8 A,

57 )V b 2L,

avw s FE—F SME /A% a7 4 Fal—yary T7TE—F,

o REkE JY—=x EEAR
3.2(2¢) Zoawy RRNEAINE L,

FEHEOHA KFA4 SME ClET7—7 F—2 VS A I NVTEET , 7T F— VAT NVEBARX—TNIZTBH L,
T—7 X —DT_XTDLUFIOA LV AX  ANHIBERENET,

l WIZT—7 %= VA I NVEA F—T T BHERLET,

switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# tape-keyrecycle

W T—7 %= VP A I NVET 4 B—T N TBHE2RLET,

switch# config t
switch(config)# sme cluster cl
switch(config-sme-cl)# no tape-keyrecycle

BEa<y R a<wy R 2007
clear sme SME 2> 7 4FXal—>ary%227 U7 LET,
show sme cluster SME 7 7 22T 2 1FMaAa £ R LET,
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M tape-volgrp

tape-volgrp

Big 7 —7 R a—h FV—T%FET HITIL tape-volgrp 2~ FEFHLET, Zoa~
Y RETFT =TT A . Zoavry RO no IBAEHEH L £,

tape-volgrp group name

no tape-volgrp group name

LD group name T—7 R a—h TN—THLERELET,

F7 % b 2L,

av s RNE—F SMEWf By 77 v 5—F I—F a7 Xzl —ary B 7E—R,

o< RIERE Jy—=x EENE
3.2(2¢) Ioawry RREAINE LT,

BREDHA ¥54y T—T RV a—A I N—TF av NI SMEK ST —7 R a—4h T v—"
(config-sme-cl-tape-bkgrp-volgrp) ¥ 7€ — R T TZ £7,

il RICWESGT =T RN 2a—b INV—T%RETDHHZRLET,

switch# config t

switch(config))# sme cluster cl
switch(config-sme-cl)# tape-bkgrp tbgl
switch(config-sme-cl-tape-bkgrp)# tape-volgrp tvl
switch(config-sme-cl-tape-bkgrp-volgrp) #

RICWEGT =7 RN 2a—b I V—=T%HIBRT 502~ LET,

switch# config t

switch(config)# sme cluster cl
switch(config-sme-cl)# tape-bkgrp tbgl
switch(config-sme-cl-tape-bkgrp)# no tape-volgrp tvl

BEa< R a<w R A
clear sme SME =27 4FXal—ara2 2707 LET,
show sme cluster tape T—7ICETAERERRLET,
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tune-timer W

tune-timer
SME # A ~—Z 444 %213 tune-timer =~ > FZ A LET ., Z2Da~vr REF 1 &—7 L
2T 5IE. Z20a~vr Rono BXEHEHLET,
tune-timer {global_lb_timer global_lb_timer_value | rscn_suppression_timer
rscn_suppresion_timer_value | tgt_lb_timer tgt_lb_timer_value}
no tune-timer {global_lb_timer global_Ib_timer_value | rscn_suppression_timer
rscn_suppresion_timer_value | tgt_lb_timer rgr_[b_timer_value}
DA global_Ib_timer Ja—m)La— R NRF oo A Aw—lHEREELET,
global_Ib_timer_value P A~v—fEERELET ®WHEITS ~30TT, T 741
MEIX 5 T,
rscn_suppression_timer SME Registered State Change Notification (RSCN) #i#il] % 1
~—fEEZEELET,
rscn_suppresion_timer_value AAvw—(EEETELET . A &@BET1l ~ 10T, 7
7 F v MEIX S BT,
tgt_lb_timer H—lFy ha—RKNRT T A ~—lEERELET,
tgt_Ib_timer_value A <—(HERELET &AL 2 ~30 W TF,. T 74V
MEIX 2 T,
T 74V b 2L,

a<w s FE—F SME 7 A% a7 44Xzl —vay B T7E—R,

o RERE JY—=x EEAR
3.3(1c) Zoawy RNEAINE L,

FRAEDHA 54> tune-timer 2=~ > NIZ.RSCN##l. 7 e— )L a— R RS20 7 BIORZF—4y f g—F
NG TR <—b Vo2 E8FEXERSME ¥ ~— %5 RET I EINET, 2
NoOZA~—IRIMEEY N T v 7P TOAREHL T ZEIWN, A ~v—fHIX. 7 T AZLIKT
RSN ET,

il wiZ. Za—nL a— KRS0 A —DEERETHWERLET,

switch# config t

switch(config))# sme cluster cl
switch(config-sme-cl)# tune-timer tgt_lb_timer 6
switch(config-sme-cl)#
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W tune-timer

KIZ,SME RSCN #jifill # 4 ~—DHEEFZET 55 %~ LET,

switch# config t

switch(config))# sme cluster cl

switch(config-sme-cl)# tune-timer rscn_suppression_timer 2
switch(config-sme-cl)#

RIS Z—=T b= RKRNTov 7 IA~—DMERET D6l 2R LET,

switch# config t

switch(config))# sme cluster cl

switch(config-sme-cl)# tune-timer rscn_suppression_timer 2
switch(config-sme-cl)#
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SMEDT 4 FRZ U Y

ZOMEIT R OETHER S TOWET,
¢ SMET—7DF 4P AKX UHNRY —lr o A (B-1 X—)
¢ SMET A AT DT A PARAZ YUINRY S —lr (B2 X—)

SME 5 —7DOF 4 AKX U B NY I—b X

x>

2771

ATFvT 2

AT o7 3

ATy 4

SME 7 S RAEZNF L FGA T 7T 4 THREICEE CERWESIZOR, ZOFINEAZFHET L
T HLWSME 7 7 AX ZERR L BEFEDO X —%2ZFDH LW SME 7 T A X IZA VR— T D4
ERH FT,

SME 7 — 7 Z[EET D I2IX. ROFIEEZFEIT L ET,

SME 7 7 A% ® ASCIL i ENAA v F EITHFEL TWAHLEIE AT % EIT7 S0, save the
show SME tech support =~ > K33 £ U\ show running config =~ > K% A2 A » F L HIERT 5 4
ENRHDET . NSO T 7 A NITHT LWSME 7 7 AZ ZRIETH & ITHEEHET,

£ 272 #/F (admin, sme-kmc-admin, network-operator) & 34T TX 2 BB FER THF— v 1 —
(DCNM Web 7 74 7 v Mizu 74 LET,

TDT TAZNETRTCORY 2—b T N—T%T 7 AR—FLET HFOT I AR—F &
Ny 27 o 7NBNE. ZOFIHITEK TEET,HWSME 7 T AX D~V A X — F—
DFEEFZITTIOINERINHDVET . V7 TAZDOEX=2 YT ¢ E— RN Basic] ThDHAE.~ A
Ho— 774”ﬂ%£f??31&@?%1)?4%*%ﬂ&m@&itimwmwﬂ
THHIHAE VAL — F—ZFHERT DI MERBEDOA~— D= FEHEZDLERDH Y
e

o T—T IN—TEFRLERY 2— L TN —T %@L T [Export] 7V v 7 LET,
Web 7 9A T MIEOVATIA 0y 27 AR—IRFFEEN . EZ I AR—FD R
H—F—DOANITNRRDENET,

o XF—|INRNAT—RNTREINT-T AN AR—FENET,

o BEOT—T IN—TNEETIHE.ZOFIHIX. TXTORY a—h ZJV—T45ETe,
ET—T ITN—TIRH L CETTIHIRERSGYET =2 AR BN EDT—F I —TF
WELTWADLRDOND LS. 7 7 A NMTITHARER T XV 2T 2 0ERH Y £,

DCNM O UI ZFEH LT RLY ZAXFEETH LWARTEZRFOH LY T AX E2{ERK L ET,
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48 B SMEDT 4 FR& Y HRY |

W SMEZ (27 DF 4 FRE YANY V—F R

AT/ 5

AT 7 6

A7 o7 1

AT o7 8

ENENOHENT —F TA—FIIGT 8 LT —F T —T R ERR L E T,

o STDIT TAAMBERY a— b TA—FIHHIETHHLWRY 2—5 FTL—TFZVER L
S

o T—T FTNRAREEMLET,

MHFEOT =T ~DEIAHBZ G SHEATVIZWEGA L FMS conf%‘% L7 FUA®D
smeserver.properties * 2L L £, ZOFIEAEKT 5 & 7 — 1 THARY EHIZZRY £,

a. smeserver.properties % fRfE L . sme.retain.imported.key.state=true % B/l L ¥ 7",
b. DCNM ¥ — " Z fifih L £,
c. FMS OFEEZFFEL FHEn 71 LET,

FE3DORY a—L TNV —T% FLWI TAZDET—F I )V—T R a—h T —F12A4
VR—FLET,

FIE 7 2B L2 > T BB ROFIREFEITLE T,

a. smeserver.properties % fiifE L . sme.retain.imported.key.state=true % 4| L £ 9",
b. Fabric Manager Server % FitE) L £,

c. FMS OFEBZFFHL FHE0 71 LET,

INTH LW SME 7 7 A X I . KMC ~DEE LTI/ TAH LT A 0220 F9, 5 SME 7
FGARAEAMLEDX =X FHLWSME 7 7 AZIZA v HR— b ENE LT NNy 7 T v 7 HE% HEH
TE ¥,

SMEFT A A7 DF 4P AZ U —F R

A7/ 9

277 10

277 1

AT 97 12
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SME 7 4 A7 Z[EET AT ROFEEZFETLET,

SME 7 7 22 D ASCH R ENAA v F EITHFEL TV 25813 A H 25179 2RI, save the
show sme tech support =~ > K335 £ (X show running config =~ > N % A A /?ﬁﬁ%‘?ﬂﬁ??é%
ERHVET INOEDT7 7 A VEIH LWSME 7 FAZ ZRETH & EITHEILHET,

T2 722 #:4E (admin, sme-kmc-admin, network-operator) & E{T T& 2 EHIFER TF— ~ % —
(DCNM Web 7 7 A4 7> Micue 7 A LET,

DT TAZNLTRCT A AT F—%2 T AR—FLET HKIDTT AR— KNy
IT T RENT. ZOFITARTEET . HWSME 7 7 AZ O A Z— F— [T ZDOFIH%E
FITTHORMERDHY TV TAXOEF=2 YT 4 F— KR[Basic)] THLIGH . v AX— F—
T ANVNKBETT 7V TAXZOEX2 YT ¢ F— KM IStandard ] £ 72 1% Advanced | TH 55
BVTAT — XL HERT DI MERBEDA~Y— N T — REHAHLENH Y 7,

o TURY TN—TEFRL . TRTDT A7 &I L [Export] 7 U v 27 LET,Web 7
FTAT L MZEOVATTAY 2 AR— IR FEEEIN KT AKR—FDV AL — F—
DAITRRD LI FET,

o F—[I NRXAU—KRCREINT-T7 7 A NI AKR—FENFET,

s BEOT A A7 TN—TBPFET DHE.ZOFIRI AT 4 27 7 —TI1Z% LTEITT
DUMENDY ET 2 AR—ENEDT 4 27 TNA—TIZJBLTWDENNRDNL LI,
T 7 ANITHMER T SNV 2T HRERH Y £,

DCNM O GUI #H L T . RIL Y T AXBEETH LWAFIZRFOH LW T AX EER L ET,




| % B SMEDF 4 FRZ U ANY

SMEF 4 27 DF 4 F2& YIARY v—4r 2 B

2AFvF 13 FNETNDOEHENT 4 AT TA—=FICHHIETE2H LT 4 A7 T A—T%ERLET,
o TDITAEINLET 4 AT TN—TIWZHIGTDEH LT A AT TA—T%ERLET,

A7 o7 W BEGFOT 4 A7 ~DEZABEF| EHEATHIZWEGEITFMS conf 7 4 L7 U ND
smeserver.properties # 2L L £ 7, ZOFEHEZEKT 2 & BEFOT 4 A7 x50 A7
D \i—é’_ﬂo

a. smeserver.properties % it L . sme.retain.imported.key.state=true % i8I L £ 9",
b. Fabric Manager Server % @) L £ 9,
c. FMS OFEEZREL HEr 7 A LET,

257y 715 FEIDOX—% KZET A AT TNA—TOHFLWIT FAXIZAL VR — b LET MBI T &
TAART LB ESEET,

27y 716 FET Z2EAWE Lo G81X RO FIEE EITLET,
a. smeserver.properties % ffifE L . sme.retain.imported.key.state=true % H|fx L %",
b. Fabric Manager Server % @) L £,
c. FMS OFEEZREL HERr 7 A LET,

INTHLWSME 7 7 A XL KMC ~DRELT-#HEHRTA LT A 12 £4, /0 SME 7
FAAMNBEDF =T HLWSME 7 7 RAZIZA Vi R—= b ENFE LT N7 T v 7 EE% HE
TEEI,
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SMEDFT7F A4 T —% UANY

SME YV U 22—y a I N— R =7 RX=ZADME o b DT K o> Ty — b L AR 51t
- R ML £ 9 MSM-18/4 &Y 2 — L £ 721 CiscoMDS 92221 7 7 7' U v 77 A A » F N3
EHTERWERIE AT 74 T =158 —/L (ODRT) Z i H T& £,

#E SMEA7I7A4r F—& UBNVIE SME T—7ICOBHEASHET,

COMBETIZ. OV T NI 2T T — g L OREARKEEE L BI{EIC W TEB L RO K
By ZIZOWTEY EFET,

o FTITAL T =T =T HIER(C-1 =)
e ODRT ZH:(C-2 _X—)

— N — /, — 3\ > ==
A7 T —FELY—MIETAE#R
F 7T FT—=2E LY — /L (ODRT) I AX > F7 v Linux 7 7V r—a > THY,
MSM-18/4 E = — /L FE =1 Cisco MDS 9222i 2 A » FRMEHA TE R WEAICT—7 R Y o2 —
L ITN—T FOEELT — 2 ZEET 57D 0GR Y Y 2 —3 3 T1,0DRT I%.SME
WLV bEN=T—7 R 2 — 2 &HAMY T — X 52805 LCEMMERL. 2 V77 F X
hF—=ZL L TCT—7 R 2a—AlEXALTRELET,

C-11Z.0ODRT THAHR—hr&ENhd bAFRa Y% RLTWVET,

& C-1 F 754 F—&Er—/L (ODRT) D p K2

ruAnhii:;XOhf?ﬁ:]e Tape drive with
Data Restore Tool Cisco Srhrfs(;;ncrypted
_A— y
) 5
— 2
— :
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8 C SMEDAZSA L F—F UANY |

W oDRT T/

ODRT E {4

T =X DAL EEBHIT RO 2 DDAT v T TCEITSNET,

o T—TMBHT 4 A :ODRT IIT7 — 7 O EAbT — % @t M- C . ENET 4 A7 LD
7 7 A VITBRFELET,

o T 4AIMET—T7:0DRTIZT 4 A7 LOFW 7 7 A NEHLERY FT—X 22t X
CNRERGER) ) EMHEMHR L CEUYTIHEE) 7V TTFA N T—H L LTT—7ICE
EIAHZFET,

15 % — 1%, Cisco Key Management Center (KMC) /5 =7 AR — F T H5MLEDOHHHR Y = — L
ITN—T TZ7ANDPERELET, RY a—L I NV—T%2xT ) AR— T2 FECHONTIEL,
57 EISME & —BHORE | Z2ZML TIIZEW0,

ODRT ##El . Linux > = /L'2>5 odrt.bin =~ > F& A L CHEONE L £ 9, odrt.bin 2~ KD
SEICOWTIT T8k ATSMECLI == > RIZBB LT FEW,

ODRT Y — /LD FEATORHEFIFIZ KD LY TT,
e 77 v K7 #—2:0DRT (3HI1E, Red Hat Enterprise Linux 5 TH AR — F & T ET,

e CPUx86 773V ~A2urutyH 728D Y M= F 7 v CPU HEHNYFE—
SN TWET, EE CPU O H 2 HELE L £ 97,

o AV BKRMARHIRIZAR< . 1IGB 25 2GB D AEVETHHTY,
o TART HAX:T 4 ATIZ1ITBOT — X ERFTEZHLERH Y £,
o F—TF RIA T ~DT 7 A F ¥ R/ (FC) B /N LTI,
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APPENDIX D
T R—ZAD)N 7T TS L1ET

T—=HIWIT IV RBATERL DIV AT EADRNWE DT DO, T — X _N— A I IEIC
ERIN DT ANESNTNY 7 T v T EEILOFENLETT, T —FRX—=AD v
T 7V INYITIE R O BER E I IR E AR T A R— 2D a3 —EEk L
TR GAIlat— LT — X=X 2RS35 7 AnEBR L TWET,

Z DOfHEETIZ . DCNM-SAN F—FZ RXR— 2D 77 v L L EILOFIEEHALE T,

DCNM-SAN %, PostgreSQL 57— 4 _X—REH L AT L& T 7 4 )V b DT —H_X—2 L LT
L ¥ 9, PostgreSQL 7 — % X— A X . pg_dump 2~ R TNy 77 v 7 INE T, pg_dump L —
7 4 UT 41X, PostgreSQL 7 — X X—ADNE% ASCII ¥ > 7 7 7 A MIHX T LET, N7
T BT Tr7ANEIR AN I T v TREEOT —HR—=ZADAF v TFvay hDOZLTT,

T —H~_X—AX pg_restore = —7 ¢ U T ¢ 2 L CTHEIL L E T, pg_restore =—7 1 U T «
iZ.psql Zf A L C.pg_dump ([ZXVIERSNT=H 7 7 7 A5 PostgreSQL 7 — & ~<— R
ZEMELET,

(#£)  Oracle Database Server (%, Cisco DCNM ¥ X T SME TH AR — h &£ 9, Oracle 7 — % ~X— A D
BH Ny 77y BIXOMMETICOWTIE. 20 ¥ 2 A v FO#PHSTF, Oracle 7 — % X —
APy 7T w7 X OEICFHE OFEMIC W T, BEKEDOHIK D Oracle DBA IZBW &b
BT E,

pg_dump =~ > FOFEMIZ OV TIE KD URL #&M LTL 72 &0,
http://www.postgresql.org/docs/current/interactive/app-pgdump.html
ZOfHRIT IROBE TR SN TWET,

e DCNM-SAN 5 —H XR—=2DN v 7T v 7 (D-1 ~<—)

¢ DCNM-SAN 7 —# X— 2Dt (D-2 <—)

o T—HXR—=ADNy I T v T HETEEAE (D2 X—)

DCNM-SAN 57— Z RX— DNy I T v 7

DCNM-SAN 7 — X RX—R % /Xy 7 7 v 7§ 5HI21E KD X 912 PostgreSQL pg_dump =~ > R
2L £7,
cd $INSTALLDIR/bin

./pgbackup.sh 02252008.data (on Linux and Solaris operation systems)
pgbackup.bat 02252008.data (on Windows operating system)
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& D FT—EFR—RDNyITyFLER |

W DCNM-SAN 57— & ~N— 2 DL

INSTALLDIR /X DCNM-SAN £ > A b —L D FiF 4 L7 N THY N7 T v 774
JL(02252008.data) I $INSTALLDIR/bin 7 4 L7 R U RNIC/ER E N £ 7,

BN 7T T T4 L7 NIRRT o7 77 ANVEERTAIIEF T 77 A0D
TV IRALERELET,

) ITXRTOARXV—T 4T VAT AT AZ UV MIpg_dump 2~ REFETLTT —HFX—
RuENy 7T v 7 LET,

DCNM-SAN 7 — & X— X DIE T

DCNM-SAN 7 — & R_X— 2 2 {5557 5 Z1%, pg_restore =~ > REfiH L ET,

cd $ INSTALLDIR/bin
./pgrestore.sh 02252008.data (on Linux and Solaris operating systems)
pgrestore.bat 02252008.data (on Windows operating system)

N T o 7ELT v ATEH b —"2EILEIEILERIHY 7,

) TRXTOAXRXL—T 47 VAT AT A7 YT MIEY pg_restore 2~ > REFITLTT —
ZX—2 %G LET,

T =B NX—=2ADNy 7T v THETuEME

DCNM-SAN D8y 77w 7B X OETGEFL ET 75 L 2T RORITEE L T EE N,

o RNyl T w7 AC—IRHDAT 47 F=RNRNED T —FX=ADNy 7T v TH%IZ
ERRENDH LWAT ¢ 7 F—X EolERIc kb ET,

o T—AR=ZADNy I T v TRBRINERINTEH L WT =T N I 7T IT—T7—7
RNV 2—h ZV—701 55513 . DCNM-SAN % B 443 5 HilZ ., smeserver.properties T 7' 1
NT 4 mtue CRETDLENDHY £T, ZHUTH LAY 2— LA Z—7 F—% KMC (2
FHIL £,

sme.kmc.sync.model.at.startup=true
ZOTanRT X T =7 R a— LA T —TOX—FAMRECLEHTRETT,

o YRE—F—NT—EXRX=ADNy I T v TR —FHERINIZGA  LEIOT —
NR=2ZADT =B E@IT DL 7 TALZIIMEHTERI RV ET , v RAF— F—DF —FHE
I T — 2 R—=AD RNy 7 T v TEAER L LRIOT —Z X=Xy 7T v 7D
= to”—ai%}&ﬁ L/i‘é—o
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SME 7 > A N —/VODETH

COMEETIIERICSME 24 VA M=V T 51D ETTAIMLERLLFIEE A RTA4
OWEEZRLET ., TFVr—a a2 A M—/LTBENI ROV —E 25 I UOHERE D B
LRSS E BT AL TE S,

SAN OF EHH (E-1 ~—)

FAEENME~ Y v 7 Z (B2 <—Y)

MSM-18/4 & = — /L (E-2 ~—)

Key Management Center 5 &2 T8 DCNM-SAN #— /3 (E-2 ~—2)
X271 (B3 X—)

W5 (B-4 ~—)

1 Ve (i O Z AT (B-4 ~—)

FRIHES AV (B4 ~—)

SME ® 7' mbvya= 7 (B7—)

SAN D& [EEHIH

SME Z A > A b —/L 3 B HNZ . SAN ICBAT 2R OIEFER A INE L £,

SAN £/ ENX-OS ARV —T 4 T VAT LDNN—T 3

N
(&)  Cisco SAN-OS Release 3.1(1a) L&, & 7215 NX-OS Release 4.x LIfED /N— 3 % ff
M35 L aHEsE L £7,

SAN A A v F R H—,

~
(#) SME (%.Cisco D SAN THR—FENF .27 L MO F—RHED 2 A v
FNHDHSAN b T —ANRXAL = A THR—FEINI2EENH Y T,

SAN hARBY (KA KX =7y hNORE . BLOT7 77U v 7 0¥EETe),
Ny I T T HRAN AR =T 0T VAT A,

NPT o TV r—vardDFATENRN—=Ta

HBA DX A T & T 7 =L 2T D=V g,
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W pEERME~FY v R

o T IATTIBLORIATDEAT,

o RARNLT—T 74 T7DH,

e SAN hARBm TV,

o ISL BificfEi T 2T 22— /LD X A 7 (Generation 1 F 7-1 Generation 2),
N
() ORI KHE SME OF v b7 v FACKETT,

o RAIMETF—F RIALTDY = HELBLOTRTORIA T RTRTOKR MT 7€
AFFENE DM BA M E RTA TRITRIRAT 7 2 AW RMENH 5 Z LB HER SN ET,

FHEERME~M) v 7 R

T 2MAEEAE~ M) v 7 AR LET MBS LT T—F FATTIVRRTA T 7
EDOHLWE A TEBIONRN—9 00 SAN 2 R—3 2 D RPQ KT 57, £7-1385 L
WAy 2T T T IV r—ay VT R N—=Ug U kiEL £,

[ Cisco MDS 9000 Family Interoperability Support Matrix]% 2B L T 7280,

MSM-18/4 € = — )L

MSM-18/4 & 2 —/VIZHT 2 RO & IEE L £

* MSM-18/4 ¥ 2 — VDA N—"T"y FEMF L BBERBERE L ET, AV—7"y FEAE
Nyl T T 04 RyEHELTHDINERTIATDTAL L L— K AL—T> FDOEH|
FEOWTNNIZHS L Z ENTE LT, 3EMIZ OV TIL. [ Cisco Storage Media Encryption
Design Guide]% 2B L T 2 &0,

e MSM-18/4 €V 2 — /VOREZRELET . 7N bRn P LHIEORGTA NS L
TL7EE,

o KRB SME & v b7 v 7 TILISLICHENT 5 7 A > B — K75 FC-Redirect 1 5 (2 fE55R
TEXDEMNMEIDEMERLET, MW T [ Cisco Storage Media Encryption Design
Guide %= ZH L T 2 &0,

~

() ISL O#EkiZ X Generation 2 £ =2 — /LA HEEE L £ 9,

o WY D SME 7 A AERELET,

Key Management Center 33 J. T8 DCNM-SAN H—/~

WO EDOF—EFHBIKB I OFRY —2300 L TW A2l LET,
o T—HXErH—ITIL.RSA F— ¥ F— ¥ &fiii £ 7= Cisco KMC £ 7213 KMC Z il L £7,
e PostgreSQL 7 — % ~X— A ¥ 72X Oracle Express &7 — ¥ X—2 & LTHEHA L £,
T —H _X— 221X PostgreSQL AT 5 Z L A HELEL £,
o IAX—EFE—PFELEFT—FIZLOERF—ZHENLET,
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| & E

SME £ > X b —/V D H

X207, A

o X*—F v TF—T EF—RERELET,
o T—F VYA I NVEHEHLET,
A

)  F— RV =MD\ TIL, [ Storage Media Encryption Key Management White
Paper JB X OV 7 #ISME ¥ — & OHR T 1 2B L T EEW,

e Basic,Standard, ¥ 721% Advanced D . W TN DOF— XU T 4 T— REFEHALET,

TAA— X —DEF2 U T 4 T— ROFEMIZOWTIE.F 4 3EISME 7 7 A X EFLORIE
L TLZEEN,

Standard ¥ 7213 Advanced E¥% = V7 4 TE— R TCRA~—h I—REHEHITIEH/IT KO L&
W FITLET,

e SME7ubtva=VZZHHT25HA M, GemPlus A~—k H—K U —&— KT N\%
AVAR=NVLET, INHDOH— R UV —%— K7 A 3%, Cisco MDS 9000 Management
Software and Documentation CD-ROM {ZIUEE SN TWET,

o VERBDA~—F H—RE)—F—%RIELET,
e DCNM-SAN BXOKMC DOty b7 v 7HOZ—VERENTHEA MK ELET,
FHICOWTIEFE I B AN —U AT 4 THESEOME | #SHL T7EE0,

X2V T 4

AA v F B KMC ~DEEIZSSL AT 50820 E2IRELET,.SSL 2#EHT 28541
WDH AT & FRITLET,

o HUBAGNENLETHLI N EiFa— R ESOFEHFELZ L— FFEHEFE S LT
LINE D MR L ET,

o FFHENA LA M—=NLENDEAL v TFOLFEIPT FLAEZY A MLET,

e OpenSSLZA A=V LET, ZDOT7 7V 7 —3 3 L, DCNM-SAN ¥ LT KMC (i ]
SNDHF—=NIZA VA=V TEET,

- Windows XL —F ¢ > 7 VAT AEBET A% — NIx L TUIROGFT N D
OpenSSL #%# 7> ua—RKLTA A= LET,

http://gnuwin32.sourceforge.net/packages/openssl.htm

http://www.slproweb.com/products/Win320OpenSSL.html

A VA =L ENTND SSLIT F—Z AT 2 DIENT28ERH Y £,
- WROBGATIZA VA M=V & TW5 OpenSSL 7 7V r—va &R LET,

C:\Program Files\GnuWin32\bin\openssl.exe

(&) Linux ECTB#T 25— DG OpenSSL 7 7V 7r— 3 g UIFEFNT - — /3 LT
AR > TV D MENRDH Y £77,

. SAN(Oi Do—h) F—H~N— R TACACS+ F721Z RADIUS) il SN AEE— N %
FI‘LA L/jzj«

CiscoMDS 9000 7 7 I U NX-0S R hL—U AT 4 TRFILarvy 74 ¥al—vary 4 F R


http://www.cisco.com/en/US/products/ps6028/prod_white_papers_list.html
http://www.cisco.com/en/US/products/ps6028/prod_white_papers_list.html
http://gnuwin32.sourceforge.net/packages/openssl.htm
http://www.slproweb.com/products/Win32OpenSSL.html 

8 E SMEA R b—/VOFH |

(

G|

Tl

ROVEREEREITEITLET,
o Ty AT UF— )Y —NRETKRDOR—MEFLET,
- SME 7 7 A% #{5H® TCP 33 X WV UDP D724 — b 9333 ~ 9339
- Cisco KMC i#ifg 7R — b 8800 £ L UF 8900
- SME Web 7 7 A 7 > hidfg R — b HTTP(80) 35 X O HTTPS (443)
e SAN BLXONKMC #{E I, DNS £/ 1P 7 KL 20 WF N GLAS D TlXARW) 2 f#

ﬁﬁbij—c
~
) IPT7 FLAZEATHIEA T smeuselP IZOWT P 7 RUAEHIIARTZIRINT 57200
sme.uselP] 7 a3 ( 2-17T X—=) L T 7E X0,

AR B YE i 0D B

SME % A » 2 b=V F DENZ IROEEZ LT FEITL TSN,
e DCNM-SAN FEiZJaval5 £721L1.6 %14 A F—LET,
e SSL M9 585613 SSL A E D AR 4 % % —~3 EIZ OpenSSL % A & A b —/b

LET,
o VERR—FINT 7 AT UF—LZEBLTEHASA VX —T oA ATHATESNLTWNEHZ L
%Eﬁ; LET,

e DNSZHEHTHLHEAE . TRXTOAAL v FBLOKMC — NI, ZNZFND DNS 4 2 H L
T(ping 2~ RO)MAICEIERRECTH L Z L 2R LET,

o SSLIEEMAEZERTHZDIHFEHEINDETXTDOAAL vF KMC, B XY — ] TRl %
FH#FALET NTP ZXL IS U CERELET,

o RARNLT—7 RIATHREUNZY = DEIENTNDZ EEERLET,
o AAVF~DCLITVZBARNSHDHZ L afERLET,

o Av—hFHW—=RUV—=F—DRITA A A= LFET,

o MEHDA~V—F DW—REV—F—NEHAETHDZ 2R LET,

o YHEPZAAL FDEY N EIZMSM-18/4 FE 2 — LV EB VT SME A4 B 2% A 2 A
=L LET,

=k
2
fif
Xy
~
S\

SME # & ET 5. DCNM-SANZ# A > A h—)L L H—EREZ A X —T NI L a—HFLo—
NEEYYCT 777 Y v 7 B{ERL.SSLEEHELZ A VA=V L. SME&Z 7R Y g =07
TEHEMLENDY ET, 6 WL OPOETIEETTILEND D FIRZFHHAL TWET,

¢ DCNM-SAN O A A b —JL(E-5 X—2)
e FC-Redirect ® CFS Hulk D% & (E-5 ~2— )
e SME #—EADA x—T AL (E-6 X—)
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e SME Ot — Lt a—HDEY YT (E-62—)
e SME 7 77 U v 7 OERK(E-6 _X—)
e SSLAFBAED A > A F— /L (B-7 ~=—7)

DCNM-SAN 1 >/ A h—)V

DCNM-SAN DA >V A h—LHZ KDOX AT BT LET,

¢ Cisco DCNM-SAN D1t /' A L4 L RAT — RIS AL v F OO0 J A 24 L RAT— R &
LTho oL EMBLET,
o HWUIRT —HFN—2AZBINL LT,
o EUIRFREEE— RAEBINL £7,
o A2 AF—/LHIZ HTTPS Z R L £7°,
A

(3#) DCNM-SAN DA > A b — )LD FEEMZ R 5121%. [ Cisco DCNM-SAN Fundamentals Guidel) %
ZHLTLEEN,

FC-Redirect ™ CFS Hils D% E

FC-Redirect ® CFS Mk # % T T DITIT RO X A7 #EITLET,

27y 71 ROFNTRT X HIZ CFS HUlD A A v FHRELET,

switch# config t
switch# cfs region 2
switch# fc-redirect
switch# end

FRE LIEHIRICEEN DT X TOAL v FICH LT ZOFIEZ#HVIRL ET,

27 w7 2  show fe-redirect peer-switches =~ > K& AJ) L C,CFS HU CHLERT X TD AL v F & T
x5 Z L &M L E T, Ishow fe-redirect peer-switches |27 2 > ( A-26 X—) S LT
X,

27y 73  BEFED SME A A h—/L % FC-Redirect @ CFS i1z %ﬁﬁ“é X &AL v TFOZDOMO M
WAL v FTHERENT-T R TOEELED FC-Redirect R EXHIR L FE T REXHIRT I
WL RO FNEIZRENF T,

a. show fc-redirect configs % A\ Jj L C, 3 X T® FC-Redirect X ED Y A k% AF L £7, show
fc-redirect configs |27 > 3 » ( A-25 X—U) &ML T E X0,

b. clear fc-redirect configs =~ > RZfli f] L C Mo Hlkd X 1 v F TIERR S 72X TOK
EEHIBRLET REFAA v TFLOHIBRSNE TN, AL v FIRMER Szl T~
TATDEFITRY ET,

(B)  FEMIC DU TR, [clear fe-redirect config |27 v 3 ( A2 X—U) S L T E &0,
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W Epgesrxs

SME —E 2D A Rr—7 U4k

SME #—E 2% A X —T7 /WL T AT IROEELEZFEITLET,

e FC-Redirect ®/N— = > % 2 |Z3%E L £ 9" (SAN-OS Release 3.1(1a) LARE & 72 1% NX-0S
Release 4.x /L TWAEE), version2 E— RD A F— T AL DFEMIC OV TIE.
[fc-redirect version2 enable | & 7 > 5 > ( A-9 X—) 2B L TL &0,

) N0V —EREAFZ—TIIITDEEDDOFHEMIHOWTIL, 2 FEISME O EI 25 LT
TZEWY,

SME D —/L & 2—HFDEY YT

SME ##81%. SME & #EF (sme-admin) & SME Y % /3 U F{T:F (sme-recovery) @ 2 DD FEH 73
7 — )L Z ik L’Cb‘iﬁ‘o SME HEH O —/LIZIL,SME A k L — VEHLHE (sme-stg-admin) 33
£ UV SME KMC & ## (sme-kmc-admin) D 2 — /L b & ENTWVE T,

= a—PE2RETDHINL.ROFIZEEL TLEEW,

o J#Y)72 SME @1 — /L (sme-admin & sme-stg-admin O] 5 & 7213 — 5, sme-kmc-admin, 3 X
" sme-recovery) %, Advanced ¥ A ¥ — ¥ — X2 U7 4 E— FTERLET,

o XL SME VRtV a =T OREMEEYY T 72912, sme-kme-admin 2 —/L &
sme-stg-admin & — /LT B % @:L“—“’j‘%%?)i' Liﬁ_o%ﬂ%@%ﬂf% 1 SO a— kS
925 121%, stg-admin 7 —/L &2 BN L F 9,

e DCNM-SAN %l L T, &4 ZEIZ)E U T sme-admin, sme-stg-admin, 3 & O sme-kmc-admin O
LD —WEERR L ET,

e Advanced ¥ A ¥ — F— F— R T|L,sme-recovery 7 —/LD F T3 ~5D2—FE{EK L ET,
s INHLDOE—ADTRTIZONT AL vF ETa—H2AFlL £,

7—/b & BRSBTS DV TIELL TSME @ v —)L & SME 22— OEKB L O 4Tk
7var(2-1T =) SR LTSN, B —LOAERLEFI D 2 TOFEMIZ DOV TIE,
[Security Configuration Guide, Cisco DCNM for SANJ¥ I O Cisco MDS 9000 Family NX-OS
Security Configuration Guide]% 2 L T 72 &\,

SME 7 7 7'V v 7 OER%

SME 7 7 7 U v 7 #{ET A LEIE RO SICER LT E I,

e DCNM-SANWeb 7 FA4 7 "L TCSME 77 7Y v 7 2 BMLET . L4RIE2LEHFEL
T 777V IaNDAAL v FLERIL T,

o VT VI AHITI—TFELTWAXLENHY £9,SME ORTERICIZ. 777V v 7 LITER
TExEHA,
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SMED 7ot va=r7 M

SSLALEAED A V' R h—)L

SSL fEEZMER T DITIZ RO X A7 2 FETLET,

o FERHEIGIAED oV a = JIIHRESNTWASFIEIZHE> T AL v FEB L KMC
FIZ SSLEFAEAZ A A F—L LE T,

o TV AEMBITIHIEDIC ALV AP=ILFIEOTXRTDOARAT v 7 TR E/NAT— K&l
HALET,

e SSLIFMH#EZ A A h—/L L7256 DCNM-SAN & KMC #HiEZ# L x4,

SMEDOD 7 uvyg="7"

SME %7 mrbEya=r7BLORETDHIERICITROIEEEZEITLET,

o AML—U AT 4 THEBALIZHER EN 2 MSM-18/4 EY 22— /VZLICSME A VA —T = A
AEVER L E T EZEMICOWTIT EIEISME A L ¥ — 7 oA ADRTE I ZBRLTLIFX
AN

o VI RAFZDIERRE LGS 4 ZISME 7 T A X EHOBE | THPIN TWATFIEE T—7
Ny 7T o7 T—FOREFEIHENET,

o EfTHT DAL T 4FXal—YalEAX— T v ar7 4 ¥al— g IRELET,

FEAMZOWTIE.SME DY U a—vay A REZBRL TSN, ZNICIEREDEET

SME T A A7 %A VA M—LT 500 MEBELENTHI N THET,

CiscoMDS 9000 7 7 I U NX-0S R hL—U AT 4 TRFILarvy 74 ¥al—vary 4 F R



i E SMEA YA bF—/LD3HE |

WM SMEpFrEYs=L7

Il CiscoMDS9000 7 7 XU NX-0S R h L— AF 4 TRk 74 Fab—va vy (4 F



A7 71

AT T 2

APPENDIX I

SME 5~ — & X— X 57— )L DOBAT

BEDOL ZA FT—ZDOBITIZ.SME T —7OHLTHYHR—FENTWET, 21T E . SME
F 4RI TP HR—=FENTWERE A,

ZOMETIE T = N—=2ABT2—=T 4 U T A IZHOWVTHB L DT — & _—2(Z SME
T=TNEBITT DI LEDH L FIUT OV TR L E T,

T =B _X—=AB T —T 1 U7 11X, Oracle Express 1 > A b —/ L& 7= (% PostgreSQL |28 5 T —
B R— A T —7 )LDWN% % | Oracle Enterprise 1 > A h—/V{ZHAE L £,

ZO=z—7 4 U T 4 NX-OS Software Release 4.1(3) LAFE D Cisco DCNM for SAN @ CD (Z/% v
=Y &N TE Y [software/SMEdbmigrate.zip TAFT& £,

DCNM-SAN 7 7V 7 —< 2 13 . DCNM-SAN T — 7L 50507 — 2 _— 2 ZEREN D L 9
W BT 0 ADRNIGET — A X—AZHEH L TA VA M=V TEHIXLERH Y 7,

VR T AR ANBIET — A R—RLT —HR—=R T 7 A VEBITT DL KROTFIA
FEITLET,

SMEdbmigrate.zip 7 7 A WVORNKFET 4 L7 NY ZHNVFIZEMLET, 7 7 A VORFIZIR
DL T FT,

e SMEdbmigrate.jar
e ojdbcl4.jar

e postgresql-8.1.jar
¢ smedbmigrate.bat
¢ smedbmigrate.sh

e smedbmigration.properties

smedbmigration.properties 7 7 A V& 47 Vv 7 LT THF AN =75 4 X CHEZET BEFD
T—HN—=ZD URL. YA 7 BLOa—WH L 50T —F =D URL. ¥ A 7 BLO2—
PHEERLET,
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& F SME T — % _X—RX 7—7 L OBIT |

AFvF 3 T T ANEBITT AL RO Y=V A7 VT NEREANYF T A VEETLET,
e sh smedbmigrate.sh (Unix )
e smedbmigrate.bat(Windows )

TV AT YT MERIERTF T AT =R T E N R ST — 2 RN— 2Dl ST
T I RATEHEEOY— "L THETTEET,

2FvF 4 TarT RRRRENES Y ABIOHEET A RXR—ADNRAT— RFE AT LET,
F UV HINI RO L ST £9,

[root@test-vm-236 SMEdbmigratel]l# ./smedbmigrate.sh

[INFO] File /root/download/SMEdbmigrate/smedbmigration.properties found
Please enter the passsword for user admin on source database
jdbc:postgresqgl://172.28.233.186:5432/dcmdb **x* A x kA x*

Please enter the passsword for user admin on destination database
jdbc:postgresqgl://172.28.255.110:5432/dcmdl ***x*Hxxkx*

* [INFO] Migrating database from jdbc:postgresgl://172.28.233.186:5432/dcmdb to
jdbc:postgresqgl://172.28.255.110:5432/dcmdb

[INFO] Migration Start for SME_SETTINGS

[INFO] Migration complete
[root@test-vm-236 SMEdbmigrate]#

@) BOPEEICITONILI L 2T 272010 F—BUSHRIEZZITLE T,
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