SYSLOGO Y > F

oL, WOBETHRSNWTVET,

s aaalogging (2 ~X—7)

s clear logging (3 ~X—7)

« clear logging file (4 ~<—73)

s file-system logging (5 ~<—717)

* logging buffered (6 ~—3)

« logging console (7 ~—%)

« logging file (8 ~<X—3)

* logging host (9 ~—72)

* loggingon (11 ~<—7Y)

* logging source-interface (12 ~<—737)

» logging source-interface-ipv6 (13 ~<—17)

« logging aggregation on (14 ~—32)

* logging aggregation aging-time (15 ~X—71)
* logging origin-id (16 ~~—3)

* logging cbd module (17 ~—73)

* logging cbd level (18 ~<—73”)

* show logging (19 ~X—7)

« show logging file (20 ~—<%)

« show syslog-servers (21 ~<—73)

SYSLOG v > F .



. aaa logging

aaa logging

systog v K |

AAA T T A o Du X 72T HIIX, aaalogging 7 R— L 27 4 ¥ al— g
T—Ravr FEEHALET, AA A A oaX 7 28hicd512id, 2oa~vr Ko
no Bz L ET,

BX
aaa logging {login}

no aaa logging {login}

IND A—A

login : (X L7c AAA R 7 A > A XU M, KRIMLTZAAA 0 A A XV b BLOZEOMMOD
AAA v 7 A VEREDA X MIBET A v E—oua X FEHIILET,
FIAILERE

%N

AR E—F

Ja—s) a7 4 Fal—aryE—F

FEREDHA K4V

Zoawr R, ERICETLEa S Ay A XU b, KR L-e A ARV, BEXOE
Do r 7 A VEEO A X MIEET A A v —Youa X SR LET, thox A7
DAAA ARy ME. ZDa<y ROBIZRY /A,

151
WOEITIE, AA AR A2 A Xy hOuXr 72BN L TWET,

switchxxxxxx (config)# aaa logging login

. SYSLOG a7 > K
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clear logging .

clear logging

WX 7 Ny 7 7nbAytE—U%27 V73 504, clear logging ### EXEC E— R =
~U REEEHLET,

B
clear logging
INS A—4

CoOa=y FIZFBIEELEEF— TV —FEH D EH A,

TIHIREE

L
aAvU R E—F
H:HE EXEC £— R
151

ROBFITIL, WE e X T RNy T 7Mbb Ay =27 U T LTHWET,

switchxxxxxx# clear logging
Clear Logging Buffer ? (Y/N) [N]
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. clear logging file

clear logging file

nX T Ty ANNLAye—T% 27 Y73 5HI2IE, clear logging file F## EXEC E— K =1+
YREMEALET,

X

clear logging file

ING A=A

Zoawy RIZIEBIEELIETF—T— RiEb v £HA,
T4 RRE

L

aAvU R E—F

¢t EXEC E— K

451

ROBFITIL, eX T T7ANNEAyE—VE2 7 T LTHVET,

switchxxxxxx# clear logging file
Clear Logging File [y/n]
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file-system logging .

file-system logging

T7AN VAT AAXRY bOOX T EANCT HI21E, filesystem logging 7 2 — 3L =2
T4 F¥alb—valrE—Ravr FaefILET, 774NV VAT AL FORF TR
T DI, Zoavr RonoBXEEHLET,

3
file-system logging {copy | delete-rename}
no file-system logging {copy | delete-rename}

NS A—A
scopy : 77 AN a—EMEICEETAIA vE—YORX U I ERELET,

s deleterename : 7 7 A VHIBRRIERS L O HREA T EICEET A A vE—VDORF U 7%
BELET,

TIHIREE
B3

AR E—F

ra—N)ary7 4 Xalb—v gy F—R

451
WOFITIE, 7740 a—EEICEETAIA v =YX V2G5 LTWHET,

switchxxxxxx (config)# file-system logging copy
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systog v K |

logging buffered

SYSLOG A v E—Y DO EREDTETT 4 (ERKE) OAyE—VICHIRL, Ny 77
AR (RETEDA v E—VOHK) ZEFHET HITIE. logging buffered 7'z — 3L a7 ¢
Fal—rvaryET—RKRavrFeFEALET, SYSLOG A vtE—TYOH1EFx L,
Ry T 7 YA T 740 MIRETIZIE, 20a<wy RO noBRE2HH L ET,

94
logging buffered [buffer-size] [severity-level | severity-level-name]

no logging buffered

INT A—A
sbuffer-size: (A7 ayv) Ny 7 7R FEEINDIA v E—VORKEERBELET, G
: 20 ~ 1000)
ssverity-leve : (A7 T a ) Ny T rIleX U T AvE—TvOVET T 4 (EKE)
ZRELET, RETEDHEIT1~7 TT,

. sverity-level-name : (A7 a ) Ry T r IR L ST EAvE—VDOYET T 4 (E
KE) #HELET, RETEERMIL, emergencies (BR2) | alerts (77— b) . critical

(EEXK) . errors (=7 —) | warnings (%45) | notifications (%) . informational (ff
#) . debugging (F/3v7) T,

TI4I FRE
TNV IDVETT 4 (BEKRKE) L~ informational T3,

avU R E—F

Ja—\)ary7 4 Xal— gy F—R

EREDAARZA

T _TOSYSLOG A v E—U 0NN ANy 7 7icuX o 7 EnEd, Zoavwy N, a—%
WICERENDEA v E—UZHRLET,

451

WOFITIE, WSy 775D SYSLOG A vE—YOhEvET77 4 (ERE) 2
debugging ® A v —VICHIRT % 2 2O FikE R L TCHhET, 2FHOHTIE, Ny 77 W
4 X% 100, ¥ ET7T 4 (EKXE) % informational IZ5%E L TV ET,

switchxxxxxx (config)# logging buffered debugging
switchxxxxxx (config)# logging buffered 100 informational
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logging console .

logging console

A= IaX T TEA =V EFEDOYETT 4 (ERKE) O vE—IIZHIRT S
\Z1Z. loggingconsole 71—/ 3L i 7 4 Fal—v gy B— R avwr R2HLET, 7
T AV MIRTHAIEZ., Zoawr FonoBRXE AN LET,

BX
logging console level

no logging console

INT A=A

level : X T LT A v E—=VDIBbary =R RTDHERA v E—UDVET T 4 (BEK
FE) ZFBELET, REARERMEIL, emergencies (BE) | alerts (77— k) . critical (&
K) . errors (=7 —) | warnings (%7%5) | notifications (i#%1) . informational (1F#) .
debugging (73w 7) T,

FIOAIFETE

Informational
aAvU R E—F
Jua—r ) ary74¥alb—varE—F

1

WOFITIE, 2 Y —MIERTHEX LT AvE—C20 0575 0 (ERE) Nerors?d
A v—IZHIBB L TWET,

switchxxxxxx (config)# logging console errors

SYSLOG v > F .



. logging file

logging file

systog v K |

OX T 77 A NIFEEENSSYSLOG A v —VZEEDTETT 4 (ERE) OAvtE—
VICHIBRT 5 12iE, loggingfile 7 m—/ 3L a7 4 Fal—vary T— R avr ReHL
FT, 77ANSNDAvE—VDOEFEF Y BATHITIE, Z0avr RO no B EFEH
LET,

94
logging file level

no logging file

INTA—4
level : B X7 7 7 A ZEFE END SYSLOG A v =YD v T77 ¢ (HERE) 2HEL
F7, HEFRE/RMEIL, emergencies (BEE) | alerts (77— F) | critical (EEK) | errors (T

Z+—) . warnings (#45) | notifications (iBZ1) . informational (1F¥R) . debugging (T /3w
7)) T9,

TIAILFERE
FIFINL DI ETT 4 (BERE) L~LiZerors TT,

aAvU R E—F

Jua—r ) ary74¥alb—varE—F

1

WOBTIX, aXo 7 77 A NMIERFEEND SYSLOG A vE—V%2 55 0 (ERE) 2
alerts ® A v —J|ZHIE L TWET,

switchxxxxxx (config)# logging file alerts
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logging host

logging host .

FEE L72 SYSLOG ' — N2 A v —V 2 X 795214, logginghost 7 12— 3L 2227 ¢
Xal—vagravwry FEEHALET, SYSLOG V—SDO—ENLIEELET RL2%2Eo
SYSLOG #— ZHET51I2iF. Z0a~<vr FOnoEREFEHLET,

(=378

logging host {ip-address | ipv6-address | hostname} [port port] [severity level] [facility facility]
[description text]

no logging host {ipv4-address | ipv6-address | hostname}

INDA—4
e ip-address : SYSLOG#—& L THHT AR A RDIPT RV A, IPT RLAIZIL, IPv4,
IPv6 £7-1%1Pv6z 7 RL AZHHT& £,

« hostname : SYSLOG H— & L THEHT DR A DR A M, IPvd T R L A~DZEHD
BN HR—FENTWET, @& 1~ 158 XF, TR MOKEYDRHRRT )L A
1 63)

eportport: (473 a) SYSLOG A vE—YDR— b &S, HHELRWVWES, R— &
FIET 74N D 51412700 9, (FiPH : 1 ~ 65535)

e severitylevel : (A7 2 2) SYSLOG H— " ~DAve—OuX VT EHfEEINIZY
E77 4 (EXE) ([ZHIBR L £, Emergencies, Alerts, Critical, Errors, Warnings,
Notifications, Informational, Debugging DV T LM TT,

- facility facility : (A 7> a3 2) Ay EBE—VIIRISNTND T 7> U7 1, local0, locall,
local2, local3. locald, local5. local6. local? DWW DfEIZ/ZR Y £, FEE LW
EH. BR—FESIIT 74/ FD local7 12720 £,

« description text : (472 =2 >) SYSLOG ¥— "D, (HilH : ik 64 3L7)

T4 LEERE

A wtE—U0%, SYSLOG —RNliZuafX o7 InEdA,

BELRZWEES, YES T4 (EXE) 17 7 4V b Informational (2721 F97,
AR E—F

Ja—)ar7 4 F¥al—ar E—FR

FREDHA K14V

#i% D SYSLOG r— R_ZfEHTE £,

SYSLOG v > F .
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. logging host

1

switchxxxxxx (config)# logging host 1.1.1.121
switchxxxxxx (config)# logging host 3000::100/SYSLOG1
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logging on .

logging on

A= 0OuX 7 EAMCT5I2IE, loggingon 7 B2— L a7 4 X alb— gy E—
Ra<w FEERALET, Zoa<wr NE, 307 Avbe—TVFEREFzy— Ave—U%
BEEDGANZIERMNGEELET, ueX o 7203512k, Zoa<w>y Ko no B &M
HALET,

94
logging on

no logging on
INTGA—H
Zoavy RIZFBIERERITF—V— REH Y FHA,

TIAHILLERE
A= X FITAMI Lo TWET,
ATV R E—F

sa—r)ary7 4 Fal—yary E—KR
151

KOFITIE, =T — Avb—0oaX 0 ZF2E0 L THET,

switchxxxxxx (config)# logging on

SYSLOG v > F .



. logging source-interface

systog v K |

logging source-interface

IPv4 SYSLOG H— L iBET H7-DICIPv4 T KL A ZEETLIPvE T KL AL L CTEHT 5%
FTEA VX —7 = A A&FRET HITI1E, logging source-interface 7' —/ )L 207 4 X o L—
varE—Ravr REEHLET, 7740 MRECERTIZIE, Z0a~vy FonoBEA%E
ERLET,

94
logging sour ce-inter face interface-id

no logging sour ce-interface

IND A—A
interface-id : EET0A v X —T = A AREBELET,

FIAILERE

FEETLIPVA T L AL, BEA VX —T 2 ATEEIN, FTA MKy TIPVEYT TRy b
2345 1Pvd 7 KL AT,

aAvU R E—F

Jua—r)ary74¥alb—varE—F

FEREDHA KSA4 Y

FREITAVH—T oA ADRRIEA o F—T =2 ADGEIL, X7 AN Ry T IPVAS TRy b
R T A —T A AP T RLAREHAESNET,

EETLA A —T 2 AVRREA L H—T oA ATHRWVESIT, BETA X —T = ATE
BENTE/NIPVAT RLAREASNET,

EHFIREZR IPv4 IX(E LT R L AN 72 W GA1E, IPv4 SYSLOG Hh— N EBEL LD &5 &,
SYSLOG A v E—I 0N RITINE T,

EETA L Z—T A AL LTOOBIIEHETXEEA,

51
WOFITIE, VLAN10 % EE XA v ¥ —T7 =2 AL L THRELET,

switchxxxxxx (config)# logging source-interface vlan 100
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logging source-interface-ipvé .

logging source-interface-ipvé

IPv6 SYSLOG $— N Eil(ET 272D IPv6 7 LU A ZE(EILIPV6 7 R LA & L CTERT 5%
A v ¥ —7 = A A&HET DL, logging source-interface-ipvé 7' o —/ )L 27 ¢ F o
L—yarE—Rav Uy REERLET, 7740 MEEICETICIE, 202~ KO nok
KEFEHLET,

94
logging sour ce-inter face-ipv6 interface-id

no logging sour ce-interface-ipv6

IND A—A
interface-id : EET0A v X —T = A ABEBELE T,

FIHILFEE

IPv6 EETLT FL AL, BEAS VX —T =2 ADEZRBELDIPv6 7 KL ATH Y . RFC6724
W2t » TEIREINE T,
aAvU R E—F

Jua—r ) ary74¥alb—varE—F

FEREDHA KSA4 Y

BETAVE—T 2 ARREA VA —T o ADEFRIF, TOA L F—T A RATEHESN
72 IPv6 7 KL A|Z72 0 . RFC 6724 IZHt» CGEIREINE T,

EETLAH—T oA AVRREA L Z—T oA ATHRWESIT, EETA ¥ —T = A LT
5645 IPv6 7 R L ADFFHA CER I NIi/NIPv6 7 RUANHEA I N FET,

EHFIEEZR IPv6 X(E LT R L AN 72 W GA1E, IPv6 SYSLOG H— 3 & O(E #3477 BRI
SYSLOG A v E—I 0N RITINE T,

51

WOFI T, VLAN10 % EE XA v ¥ —T7 =2 AL LTHRELET,

switchxxxxxx (config)# logging source-interface-ipv6 vlan 100
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. logging aggregation on

logging aggregation on

SYSLOG # vt — Y OHEHK 2 Hl#3 5121, logging aggregationon 7' u—/ 3L 227 ¢ ¥ o
L—varyE—Ravr FElALET, BRNEATTLE, vX 7 Ay -0
k8 Z & 12 (logging aggregation aging-time (15 X—7) THREIN TWHT—T L F X A A
- T) FRENET, SYSLOG A v —YOEMNEZEHNZTHIZE, 2D~ KD no
BAZEH L £,

- 9°4
logging aggregation on

no logging aggregation on
INS A=A
Zoavy RIZFBIRELITF—V— NEH D T8 A,

T4 LEERE

e

av>v R E—F

Ja—n) a7 4 FXalb—gry EF—K
451

SYSLOG A v b=V OEKNEZF 72T HITE, ROLIITLET,

switchxxxxxx (config)# no logging aggregation on
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logging aggregation aging-time .

logging aggregation aging-time

£ L 72 SYSLOG A v E—VDx—T 07 XA LEFRET HITIL. logging aggregation
agingtime 77—/ )L 27 4 X2 lb—v gy B— R avy REMHALET, SYSLOG A v
T—UE, aging-time /X7 A — X Ko TRE IN-REHHRBOMENHN SNET, 7741 F
RIS, nofEXoa~r FaEERALET,

X

logging aggr egation aging-time sec

no logging aggr egation aging-time

INT A=A

aging-time sec : VL (HiPH : 15 ~ 3600) DT=— 27 X A A,
T4 MERE

300

O R E—F

JTa—r ) ar7 4 ¥al—ary ET—FK

1

switchxxxxxx (config)# logging aggregation aging-time 300
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. logging origin-id

systog v K |

logging origin-id

SYSLOG #—/NZikfE S5 SYSLOG A v t— /Xy h ~y X — origin 7 4 —/V R& &%
9 AHI21E, loggingorigin-id 7o —/ L a7 4 Fal—varE®—Ravr R LE
T, T 7 AN MIRDIZE, noEXDa~y REEHALET,

3

logging origin-id {hostname| IP | IPv6 | string user-defined-id}

no logging origin-id

INTG A=A
«hostname : A7 A R A NI, A v B—URETHNTL L TERASET,
AP Ayt —URETHNFL LTHASNDEESN =T = ZADIPT FL A,

IPV6 : A v —URETHINTE L THERAISNDIEESN X —T =14 ADIPv6 T KL A,
EEA L F—T = A AN PV OEEIE. ROV IZIPvE 7 RUABNMEHRAINET,

- string user-defined-id : = — VI 235 F6E L £ 77, user-defined-id 514513, #%
BT B9 5 SR TTT,

T4 FERFE

~y =X, PRI 7 —/V R ERNTEE S EE A,

aAvU kR E—F

rTa—r\ ) ar7 4 ¥al—ary ET—FK

1

switchxxxxxx (config)# logging origin-id string “Domain 1, router B”
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logging chd module .

logging chd module

Cisco Business Dashboard (CBD) © ¥ 7 THAR— FINLHEY 22— /L& EXRT HITIE, logging
chdmodule 7 u— )L a7 4 Fal—ary E—Ravr R LES, 5740 R
RI&HAIE, Zoa~vr Fon B2 ADLET,

B
logging cbd module {module [module? ... module6 ] | none| all}

no logging cbd module

NG A=A
 module - list includes: call-home, discovery, northbound, services, southbound, system. Z ® Y &
RME, RNCERESNZY A M EBEEHRET,

enone: TRCOEYa— 10X Va2 LET,

cal : TRTCOEY2a—NoaXr V2 H/HHMC LET,
FIAIEERE
CBD DR XL I TRTOEY 2— /L THEMI > TWET,
aAvU R E—F
Ja—s)ar7 4 Fal—aryE—F

FRLEDAA FSA4 Y
TOFTEIF. CBD=—TVxzr houX o JIcEEB L FT,

451
KIZ, TRTOCBD B 2a—/LDOBRXL TRy E—2 00T 502~ LET,

switchxxxxxx (config)# logging cbd module all
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. logging chd level

systog v K |

logging chd level

Cisco Business Dashboard (CBD) (ZFEkSILD A v —VBEEEDTETT 4 (ERKE) L
ND A y—IZHIRT 512, loggingcbhdlevel 7 o— 3L 2207 4 FaL—t g F— K
avy ReEALES, 7740 MCERTHEIE, Z0oavr FonoENE AN LET,

3
logging cbd level level
no logging cbd level

NG A—5

level : X LA v E—VDIBbary V=R RTHERA v =DV ET T 4 (BEKX
) EFRE L ET, A FIREZREIL. errors, warnings, informational, 35 & UNdebugging T,
ZHIZED, 2OV EDA v =20 TREMTRY T,

T4 MERE

Informational

aAvYU R E—F

Jua—r ) ary74¥a2lb—varE—F

1

WIZ, CBD DA v E—Y0uX o 7255 4 (BERE) LUl erors®D A v t— 12
fR9- D5 %R L ET,

switchxxxxxx (config)# logging cbd errors
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show logging .

show logging

Wy 7 7 IR IEESRTWnWbA X o 7 257 —Z AR L ONSYSLOG X v —U %R RT 51T
I%. show logging ###% EXEC £— K @< R&MH L £7,

B
show logging
INS A—4

CoOa=y FIZFBIEELEEF— TV —FEH D EH A,

—_

TIHIREE
L

AU FE—F
H:HE EXEC £— R

1

WIZ, WAy 77 IR &N TWEaX o 7 A7 —2 2B LN SYSLOG £ v E—U % KR
TAHHERLET,

switchxxxxxx# show logging
Logging is enabled.

Origin id: hostname

Console Logging: Level info. Console Messages: 0 Dropped.

Buffer Logging: Level info. Buffer Messages: 61 Logged, 61 Displayed, 200 Max.
File Logging: Level error. File Messages: 898 Logged, 64 Dropped.

4 messages were not logged

Application filtering control

Application Event Status

AAA Login Enabled
File system Copy Enabled
File system Delete-Rename Enabled
Management ACL Deny Enabled

Aggregation: Disabled.

Aggregation aging time: 300 Sec

Logging cbd level: Informational

Logging cbd modules Enabled: call-home

01-Jan-2010 05:29:46 :%$INIT-I-Startup: Warm Startup
01-Jan-2010 05:29:02 :$LINK-I-Up: Vlan 1
01-Jan-2010 05:29:02 :%$LINK-I-Up: SYSLOG6
01-Jan-2010 05:29:02 :%$LINK-I-Up: SYSLOG7
01-Jan-2010 05:29:00 :$LINK-W-Down: SYSLOGS8
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show logging file

OXL S T A NMURESNTOAER XL 7 ATF—X A LOSYSLOG A vt — V% FE R
%1ZiX. show logging file #i# EXEC £ — K o~ R&2HA L £,

94
show logging file

INTG A—4
ZoOa=y FIFBIEELEEF— TV —FEH Y EH A,

—_

TIHIREE
L

AU FE—F
H:HE EXEC £— R

1

WIZ, aX o7 T ANRIEENTWH XV AT —Z AB L NSYSLOG # v —U%
FRT BHERLET,

switchxxxxxx# show logging file
Logging is enabled.

Origin id: hostname

Console Logging: Level info. Console Messages: 0 Dropped.

Buffer Logging: Level info. Buffer Messages: 61 Logged, 61 Displayed, 200 Max.
File Logging: Level error. File Messages: 898 Logged, 64 Dropped.

4 messages were not logged

Application filtering control

Application Event Status

ARA Login Enabled
File system Copy Enabled
File system Delete-Rename Enabled
Management ACL Deny Enabled

Aggregation: Disabled.

Aggregation aging time: 300 Sec

1-Jan-2010 05:57:00 :%SSHD-E-ERROR: SSH error: key read: type mismatch: encoding error
01-Jan-2010 05:56:36 :%SSHD-E-ERROR: SSH error: key read: type mismatch: encoding error
01-Jan-2010 05:55:37 :%SSHD-E-ERROR: SSH error: key read: type mismatch: encoding error
01-Jan-2010 05:55:03 :%SSHD-E-ERROR: SSH error: key read: key from blob bgEgGnt9

Z6NHgZwKI5xKgF7cBtdllxmFgSEWuDhho5UedydAjVkKS5XR2. .. failed

01-Jan-2010 05:55:03 :%SSHD-E-ERROR: SSH error: key from blob: invalid key type.
01-Jan-2010 05:56:34 :%SSHD-E-ERROR: SSH error: bad sigbloblen 58 != SIGBLOB_ LEN
console#
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show syslog-servers .

show syslog-servers

SYSLOG ¥ — "BRiE & FR~d 5HI2i%. show syslog-servers¥iE EXEC E— K o~ R&ZfEf L
£,

X

show syslog-servers

INTG A—4
CoOa=y FIZFBIEELEEF— TV —FEH D EH A,

TIHIREE

L

AU FE—F
H:HE EXEC £— R

151
WOHFITIE, SYSLOG %r— BT B FHR AR L TWET,

switchxxxxxx# show syslog-servers
Source IPv4 interface: vlan 1
Source IPv6 interface: vlan 10
Device Configuration

IP address Port Facility Severity Description
1.1.1.121 514 local? info
3000::100 514 local?7 info

OOB host Configuration

2.1.1.200 514 local? warning
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. show syslog-servers
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