RSA B L UEFBAEa< U K

ZOFEF, WO THMEINTHET,

» crypto key generate dsa (2 ~X—73)

s crypto key generate rsa (3 ~X—13)

s crypto key import (4 ~X—73)

* show crypto key (6 ~X—2)

» crypto certificate generate (7 ~X—1)
» crypto certificate request (9 ~<—71”)
« crypto certificate import (11 ~X—13)

» show crypto certificate (15 ~X—3")
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. crypto key generate dsa

RSA & UEEREav U K |

crypto key generate dsa

cryptokeygeneratedsa 72— 3L 27 4 ¥ a Lb—v a3 > E— K a~< 2 Rid, SSHARX¥—
DOFBFEAIZ DSA F—_T Z AL E T,

94
crypto key generate dsa

FIAILEEE
TV —aryNTF 70 b F—EEBECER L £,

aAvU R E—F

Ja—\)ary7 4 Xal— gy F—R

FREDHA FSA4 >

YERR 3172 DSA ¥ — D% 1 X% 1,024 £~ FTT,

DSA F—3 X7 TER SN E T, 1 DILDSAAFEF—. &9 1 DlL DSA & F— T,
FNRA AT TICT 7 4V FEFIT2—PERED DSA F—0H 55513, BENFRTRIN,
BEOXF—%2H LT —|CESBZ D LIk ET,

AR—= R T w7 ar7 4 Xal—ralrzEET 50, LEHHROENREICRT L, T
T4 FIZEEMCHIBRE SN, ZNSIEET N, A0 TPICEER SN E T,

Zoawr NI, FETar 74X al—Tary 7 ANMIEESREYA, L, Zoaw
VRTAERENT-F—I3FE T T4 X2 —ay T A NMRESNVET,

51
WOFITIE, DSA F— T &AL TnET,

switchxxxxxx (config)# crypto key generate dsa
The SSH service is generating a private DSA key.
This may take a few minutes, depending on the key size.
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crypto key generate rsa .

crypto key generate rsa

cryptokey generatersa 72— 3L a7 4 ¥ a2 b—3 3 F— K 2= FiX SSH AR ¥ —
FRFED RSA F—_T AR L E T,

X

crypto key generatersa

FIAILEEE
TV —a BN T 7 H0 b F—EEBECER L £,

aAvU R E—F

Ja—\)ary7 4 Xal— gy F—R

FREDHA FSA4 >
YERRL L7z RSA ¥ — D% A X132048 £~ R T,
RSA F— 37 TIERRENE T, 1 DILRSA ABF—. & 9 1D/ RSA fiEF— T,

FNRA AT T H )V FEEIT2—PEZD RSA F—0TTICH AT, BENREREIN.
BFEOXF—%2H LT —|ZEBRT L LHICROLNET,

AF— KT v T a7 Xalb—aryEiEET 50, LHEEMEOINREIC RS L, T
T4 FIZEEMCHIBR SN, ZNSIEET A AL TPICEER SN E T,

Zoawr NI, FETar 74X a2l —Tary 7 A NMIEESREYA, L, Zoaw
VRTAERENT-F—I3FE T T4 X2 b—ay T A NMURESNVET,

51
OB TIE, RSA F—NT TIFLEL TWHDBEHAIT, RSA F— T EAER L TWET,

switchxxxxxx (config)# crypto key generate rsa

Replace Existing RSA Key [y/n]? N
switchxxxxxx (confiqg) #
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. crypto key import

RSA & UEEREav U K |

crypto key import

cryptokeyimport 7 u— )L 37 4 Fab—T 3y E— RN 3w Ni&, DSA/RSA F— ~
ThEAAR—RNLET,

a—H F—ZHIRL, ROVITHLWT 74V b 2ERT 2123 Z0a< 2 Fono Bl
AL ET,

3

crypto key import {dsa| rsa}
encrypted crypto key import {dsa| rsa}
no crypto key {dsa| rsa}

TIAILERE
DSA BELRSA ¥ — _XT7IIHFEELEH A,

ATV R E—F

Ja—s\ ) ar7Z4F¥al—varyE—K

FERLOHA KS1 Y

AR —=FENDF—E, RFC4716 TEFRIANTWHERITHE D LHERH Y £,
A »R—F D DSA F—H1 XL 512~ 1024 £ v F T,

A VR— b ® RSA F— A XL 1024 — 2048 £ v F T,

DSA/RSA F—13XT7 CTA »R— FENFET, 1 2/IDSA/RSALAFHF—T, & 9 1-2ILDSA/RSA
WEx—1T1,

T NA AZTTIZT DSA/RSA F—0 B HGE1L, BERE RSN, BFOXF—Z2H LV F—(C
BEEXHZAHIOIIRDLENET,

Zoa<wrRE, #EHTar7 s Falb—rvary 7y A WRIFENET,
Beitdhi=%x—UV—F2HT5 L. WEX—DLLZORSIEATS o R—-FanEd,

1

switchxxxxxx (config) # encrypted crypto key import rsa

---- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----

switchxxxxxx (config) # encrypted crypto key import rsa

---- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----

Comment: RSA Private Key
84et9C2XUfcRlpemuGINAygnLwfkKJcDM6m20ReALHScqgLhiOwMSSYNIT1IIWFZP1kEVHH
FptlaECZi7HEGLcplpMZwinl+HaXBtQjPDiEtbpScXgrgbmll/OEnwpFK2TrmUy0Iifwk8
E/mMfX31i/2rRZLkEBea5jrA6Q62gl5naRwlzk0ges+GNeibtvzYSkljzr56LUr6£fT7Xu51
KMcU2b2NsuSD5yW8R/x0CW2e1gDDz /biA2gSgd6FfnW2HV48bTC55eCKrsId2MmibExUdz
+RQORhzjcGMBYp6HzkD66z8HMShOU+hKd7M1KOU4Sr+Pr1vyWUJ1EkKkOgz906aZoIGp4dtgm4
VDy/K/G/sI5nVLO+bR8LFUXUO/US5hohBcyRUFO2fHYKZrhTiPT5Rw+PHt6/+EXKGOE+TRs
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]j2dXLweQd5
1xk7m0/mMNaiJsNk6y33LcuKjIxpNNjKIn9KzRPkGNMFObprfenWKteDftjQ==

--—- END SSH2 PRIVATE KEY ----

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key
AAAAB3NzaClyc2EAAAABIWAAAIEAVRHsKry6NKMKymb+yWEp9042vupLvYVg3ngtlsB9JH
OcdK/2nw71CQguylmLsX8/bKMXYSk/3aBEvaoJQ82+r/nRf0y3HTy4Wp9zV0SivVC8jLD+7
7t0aHejzfUhrOFRhWWcLnvYwr+nmrYDpS6FADMC2hVA85KZRye9ifxT7otE=

--—- END SSH2 PUBLIC KEY ----

crypto key import .

RSA S L UGERAEaT U K .



. show crypto key

RSA & UEEREav U K |

show crypto key

show crypto key #### EXEC £— F 2~ FiE, 7744 b &a—HFEROW S OF—(Zo0
T, T3 2D SSH MEF —B L OABF— 42 &R LE T,

94
show crypto key [mypubkey] [dsa| rsa]

INTGA—7A
» mypubkey : ABF—DHEFRLET,
‘rsa: RSA ¥—%2 KR LET,
*dsa: DSA ¥ —%2FRLET,

AR E—F
HkE EXEC £— R

FREDHA FS14 Y

ZOF =T ERRBLOA =T L HECHONTL, [F—BLVEHE] 2R TE
SV,

151
Wiz, T34 AP SSH AR DSA &+ — %2 F R+ 2027 LET,

switchxxxxxx# show crypto key mypubkey dsa

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key
AAAAB3NzaClyc2EAAAABIWAAAIEAzZN31fu56KSEOZdrGVPIJHpAs8G8NDIkB
dgz2g0QPiKCnLPw0Xsk9tTVKaHZQ5)IbXn81QZpolaPLJIIH3Blcc96D7IFE
VkbPbMRbz24dpuWmPVVLU1Qy5nCKADCui5KKVD6zj3gpuhLhMJor7AjAAUSe
BrIi2IuwMvJuak5M098=

--—- END SSH2 PUBLIC KEY ----

Public Key Fingerprint: 6£f:93:ca:01:89:6a:de:6e:ee:c5:18:82:b2:10:bc:le
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crypto certificate generate .

crypto certificate generate

crypto certificategenerate 72— N)L a7 f X2 L —3 3 » E— R a~< 2 K&, HTTPS A
DOHCEBAGEHEZ R L ET,

X

crypto certificate number gener ate [key-gener ate [length]] [cn common- name] [ou organization-unit]
[or organization] [loc location] [st state] [cu country] [duration days]
INS A—4

e number : FERAEE S AFEE L £, @ 1 ~2)

« key-generatersalength : SSLRSA ¥ —ZHAK L CHF—REEEELET (PFR—bh3hb
FX:2048 (B b)) F721%3092 (B> b)),

WOBFIE, F—ICEEMNT L ZENTEET, F—NERINDLE, TNHHLFERIN
e

cn common- name : e BT NA A URL £72I1XIP 7 FLAZRELET, FEE 1~
64 LF) . HELRWEE, 774/ FTT AL ZAOFNDIP T FLAZ Y £ (E
BENERIND EX)

ou organization-unit : M EITMEBELZIEELET, (EZ 1 ~64 XF)
or organization : #ifk4 ZHEE L9, (BES 1~ 64 305F)

loclocation : AT 72 (THIXIMA ZHEELET, (RS 11~ 64 30F)

& state : FEMBREAZHELET, (BRI :1~643LF)

cucountry : [E4ZfELET, (EX:2X7F)

duration days : GEFHEN AR AEAfRE L £, (HiPH : 30 — 1095)

T4 NERE

key-generate /X7 A — % & LW G GEIZIIREFOF — 2 L CTAERS L E T,
SSL @ RSA F—D7 7 4 /L h 1% 2048 T,

7 7 4V~ SSL @ EC ¥— D 1% 256 TY,

cn common- name ZEE L7RWE . T 7 30 Tl GEBEDOARRERZ) T34 ZADFK/ND A
BT 4T IPV6 T RLA, AZT 4 w7 IPv6 7 KLU ANRRWIEAITIET A ZADF/ND A X
TAVITIPVAT RLA, AZT 497 IPT RLARRWESIZIX0.0.00 ITRESNET,

duration days Z#{57E L72\W A, 7 7 4V ME 730 H T,

AU R E—F

JTa—r ) ar7 4 ¥al—ary ET—FK
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. crypto certificate generate
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FRHLEDHS KM
BRE DFEE X — 0N FE LW AT, key-generate /X7 A —X 2T 20BN H Y 3,

AERE 1 L2 OGN AER STV D EA L, ip httpscertificate 2~ > REEH LT, £H5
N OFEREEZ GO L ET,

IOF=_TE2RFRBLOA =T 2 HECOVTE, [F—BFLVEAE] 22MLTE
a0,

AR—= R T v T ar7 4 FXal—arzZEET 50, TEBREBOEHREICRT S, T
TV b FIXHBAICHIBR S, 2R BIET S 2o b EER SV ET,

151

WIZ, F—DFEX752048 /51 F® HTTPS D H CBAGEY LT A6 2~ LET,

switchxxxxxx (config)# crypto certificate 1 generate key-generate 2048
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crypto certificate request .

crypto certificate request

crypto certificate request ###% EXEC &— K =t~ FiZ. HTTPS A DFEMEE R A2 Lk L TF
ALET,

X

crypto certificate number request [ cn common- name] [ou organization-unit] [or organization] [loc
location] [st state] [cu country]

INS A—4
e number : FEEFR S A E LET, @i 1 ~2)

c ROEFIT, F—IHEMITL I LNRTEEY, F—DEREINDLE, TNOLBFEIREN
£

cn common- name : e BT NA A URL £72I1XIP 7 FLAZRELET, EE 1~
64 LF) , HELRWEE, T 74/ FTT AL ZADFENDIP T FL ALY £ RE
HENM R END & X)

ou organization-unit : FIE L ITMEBELEZEELET, (BEZ 1 ~64 XF)
or organization : kA ZEELET, (EX 1~ 64 LF)

loclocation : AT /- THIXIHA ZHEELET, (RS 11~ 64 30F)

st state : AEMBRAZEELET, (RS 1~ 64 3LF)

cucountry : [E&4ZHELET, (X237

FIO4ILEETE

cncommon-name ZEE LR WS, T 740 Tk GEHENER SN Z2D) FRA R
DIE/NEFEIIPVE 7 R L RIZEREIND M, F723FHAIPve 7 R L AMBRWEEILT A 2D
BN TPvA 7 R L AIZ, 8O TIP 7 R L AN WEAIE 0.0.00 ICRESNE T,

AR E—F
¥rME EXEC E=— KR

FEREDHA K54

ZOawy Rk, FEBEEIICEEIAEER AT AR — T AGEAICERA L £9, FEAETEK
L. Base64 T a— R&ENT- X509 ERTERM SN ET,

FFPAEER 2 AR A RIS, £ crypto cerificategenerate =~ > &M LT, HOE4GE
BAEAZARL TR —24AKRLET, GEAEO 7 4 — LV FEFANTILERNH Y 7,

FERARERE N HEEAE A 5Z(E L7 5. cryptocerificateimport =< > RZfEH LT, T34 &I
FEEEZ A UAR— N LET, ZOFEAEIL, BOBAEHELEXHDY £7°,
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. crypto certificate request

151
WOFITIE, HTTPS ADFEHEZEER 2 F R L E9,

switchxxxxxx# crypto certificate 1 request

MIwWTCCASOCAQAWYJELMAKGAIUEBhMCUFAxCzAJBgNVBAgTAKNDMOswCQYDVQOH
EwRDEMMAOGA1UEChMDZGxkMQOwwCgYDVQQOLEWNkbGQOxCzAJBgNVBAMTAmxkMRAW
DgKoZIhvcNAQkBFgFsMIGEMAOGCSgGSIb3DOEBAQUAA4AGNADCBiQKBgQC8ecwQ
HAML0831i0fh/FOMV/Kib6Sz5p+3nUUenbfHp/igVPmFM+1nbgTDekb2ymCu6K
aKvEbVLFIF2LmM7VPjDBb9bb4 jnxkvwiW/wzDLVvW2rsy5NPmH1QV1+8Ubx3GyCm
/OWI3BSOFwXWESP58kf+sPYPy+/8wwmoNtDwIDAQABOB8WHQYJKoZ IThvcNAQkH
MRD3EyMwgICCAgICAICAGIMAOGCSqGSIb3DQEBBAUAALGBAGHBUGI X7 rB0O5SM+2
m5ZZPhIwl8ARSPXwhVdJexFjbnmvcacq]jPG8pIiRV6LkxryGF2bVU3jKEipcZa
g+uNpyTkDt3ZVU72pjz/£a8TFOn3
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crypto certificate import .

crypto certificate import

crypto certificateimport 7 u— L 2> 7 4 Fab—T a3 E— R <2 Ni&, HTTPS HD
AEREBIIC Lo TEA SNREEE A VAR — R LET, &b, BHETL2F—XT b A v
R—hTEET,

A—PEROF—B L OGENAFELHIRT 212X, Z0a~vy RO no BREZHBEH L £,

B
crypto certificate number import
encrypted crypto certificate number import

no crypto certificate number

IND A—A
s number : FEAAEFSEZRELET, @& :1~2) .

AR E—F

Ja—)ary7 4 F¥al—yar E—FR

FRLOHA KS1>

FEFIZ PEM = a—F ¢ U 7T 7 A MERFIOA VR — b T ORENDH Y 7

By arERTTS (27 FIA It ThDa<wy REANTS) (0, ZETEA
HLET,

A VR — T BHEEIAEIL, crypto cerificaterequest =t~ > K THERL S AR EERICHES<
VERH Y £,

AEAEOZE A VAR — T HEAIC, GEHEICH D AT —NT N ADOSSLF—IZ—FH L7
We, avy FMIRRLET, AT —LFEEOmM A& A AR— M 256 T, aEHEICH
HABAF—NA A= LIeF—IZ—H L WGE, a2 FIERMLET,

Toavwr R, FErarv 4 Xal—vary 7y A MREERET,

ZDavwy RO ZET L L EE, BET—OHRZRHHEEUCT 2LERDH Y £
B

Bl 1: koL, HTTPS OFEAMEIIC L » TEL SNZGEREEZ A VR —F LT
F9,

switchxxxxxx (config) # crypto certificate 1 import
Please paste the input now, add a period (.) on a separate line after the input,and press
Enter.

MIIBkzCB/QIBADBUMQswWCQYDVQQGEwWIgIDEKMAgGALIUECBMBIDEKMAGGAL1UEBXMB

IDEVMBMGA1UEAXMMMTAUNS4 yMzQuMjASMQowCAYDVQQOKEWEgMQowCAYDVQQOLEWEY
MIGEfMAOGCSgGSIb3DOEBAQUAA4GNADCBiQKBgQDK+beogIcke73sBSL7tC2DMZrY
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. crypto certificate import

00g9XM1AxfOigL1QJHd4xP+BHGZWWwEkjKjUDBpZn52LxdDulKrpB/h0+TZP0Fv38
TmIDgtnoF1NLsWxkVKRMS5LPkaOL/halpYxp7EWAt51iDBzSw5s041v0bSN70aGIFA
6t4SW2rrnDy8JbwjWQIDAQABOAAWDQYJKOZ IThveNAQEEBQADGYEAUQYQiNIst6hI
XFDxe7180d3Uyt3Dmf7KE/AmUVOPif2yUluy/RuxRwKhDp/1GrK12tzLQz+s50x7
K1ft/IcjzbBYXLvih45ASWG3TRV2WVKYyWs89rPPXuShKxggEeTvilgpuS+gXrIgjW
WvVZdOnlfXhMacoflgnnEmweIzmrgXBs=

Certificate imported successfully.
Issued by : C= , sT= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors, OU=
SHA1l Finger print: DC789788 DC88A988 127897BC BB789788

Bl 2 : ROFITIL, HTTPS OFEAMEIIC L - TEA SN/ZFEHE, B O'RSA F—
R7EAVAR—FLTWET,

switchxxxxxx (config)# crypto certificate 1 import
Please paste the input now, add a period (.) on a separate line after the input,and press
Enter.

ACnrgImEG1XkwxBuZUlAO9NHg9IGIsnkf7/MauGPVaxt5vEDE77uQ5CPf49JWQhu07cVXh
20wrBhJgB69vLU1JujM9pl IXFpMk8gR3NS7Jz1 InYAWJHKKbEZBMSKSAG+t /UzVxevKK6H
TGB7vMxi+hv1bL9zygvmQ6+/6QfgA51c4nP/8a6NjO/Z0OAgVNAMKNr2Wa+tGUOoOAgLOb/C
11E0gzpCg5mT7+VOFhPS04dUU+NwLv1YCb1Fb7MFoAaON+y+2NwoGp0pxOvDASENY17gsZ
MWmCfXu52/IxC7fD8FWxEBtks4V81Xgqa7K6ET657xS7Tm8yTIFLZIyVawGXKnIUs6uTzhhW
dKWWcOe/vwMgPtL1WyxWynnaPOfAJ+PawOAdsK75b07 9NBim3HCcNVXhWNzgfg2s3AYCRBx
WuGoazpxHZ0s4+7swnNZtS0xI4ek43d7RaoedGK1jhPgLHUzXHUon7Z2x15CUtP3sbH1+XT
B3u4EEcEngYMewy5obnlvnFSot+d5JHuRwzEaRAIKfbHa34alVJaN+2AMCbOhpI3IkreYo
A8Lk6UMOUIQaMnhYf+RyPXhPOQs01PpIPHKBGT16p]39XMviyRXvSpn5+eIYPhve5jYaEn
UeOnVZRhNCVNnruJAYXSLhjApf5iIQrl1Jidb/mvVt8+zpgcCUIHCWQgsMrNFOFrSpcbHU5SV4
ZX49md9tTJI2mhekoQf1dwUZbfYkRYsK70ps8u7BtgpRESRUr7g0LfzhzMuswoDSnB65pkC
gl7yZnBeRSO0zrUDgHLLRf zwjwmxjmwObxYfRGMLp4=

MIGHAOGBAMVUFgfJYLbUzmbm6UoLD3ewHYd1 ZMXY4A3KLF2SXUd1TIXg84aMESDI1itSfB2
Cagy40B5InhgAobBKCI96VRsUe2rzoNG4QDkj2LOukQOvoFBYNmbzHc7a+7043wfVmH+QOX £
TbnRDhIMVrZJGbz11c9IzGky1121Xmicy0/nwsXDAGE]

MIIBkzCB/QIBADBUMQOswCQYDVQQOGEwWIgIDEKMAgGA1UECBMBIDEKMAGGAIUEBXMB
IDEVMBMGA1UEAXMMMTAUNS4 yMzQuMjA5SMQowCAYDVQQKEWEgMQowCAYDVQQLEWEG
MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDK+beogIcke73sBSL7tC2DMZrY
00g9XM1AxXfOigL1QJHd4xP+BHGZWwfkJKjUDBRpZn52LxdDulKrpB/h0+TZP0Fv38
TmIDgtnoF1NLsWxkVKRM5LPkaOL/halpYxp7EWAt51DBzSw5s041v0bSN70aGjFA
6t4SW2rrnDy8JbwjWQIDAQABOAAWDQYJK0ZIThvcNAQEEBQADgYEAUQYQiNJIst6hT
XFDxe7I80d3Uyt3Dmf7KE/AmUVOP1f2yUluy/RuxRwKhDp/1GrK12tzLQz+s50x7
K1ft/IcjzbBYXLvih45ASWG3TRV2WVKyWs89rPPXuShKxggEe TviqpuS+gXrIqijW
WVZdOnlfXhMacoflgnnEmweIzmrgXBs=

Certificate imported successfully.
Issued by : ¢C= , ST= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors, OU=
SHA1l Finger print: DC789788 DC88A988 127897BC BB789788

5l 3 : Wi b SN/ F—CREAFELZ A VR —FLTWET,

switchxxxxxx (config) # encrypted crypto certificate 1 import
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crypto certificate import .

wJIJj/tFEI/Z3GFkT15C+SFOeSyTxnSsfssNo9CoHJI6X9JglSukjtXU49kaUbTjoQVQatz
AdQwgWM5mnjUhUaJd1IMM3WE rApY 7HaBL31iSXS93DVrf++Q/KKhVH6Px1v6cKvYYzHg43Unm
CNI2n5zf9%90isMHOU6gsIDs4ysWVD1zNgoVQwD7RgKpLOwo3+YVEVS6XCB7pDb7iPePefab
GD/crN28vTLGE/NpyKoOhdAMRuwEQoapMoO0Py2Cvy+sqLiv4ZKck1FP1sVEV7X7sh+zVa3
We84pmzyjGiY9SO0tPdBSGhJ2xDNcqTyvUpf fFEJIYrdGKGybgD0o3tD/10UQ3UJgxDbGYw
aLlLoavSjMYiWkdPj fcbn5MVRAUS1ApCQIXWv3MYC8GQ4HDa6UDN6aoUBalUhqg]j T+REWWO£2C9+5/Sn
VE8JpTLMWEGVFOUIQwIObA8HATKA2XE3R5Z2r1do0eUrXQUkuRxLAHki fD7ZHrE7udOmTiP9
W3PgtJzbtjjvMim5/C+hoC60LNP6gqpO0TENn78EdfaHpMMutMF0leKuzizenZQ==

MIGJAOGBAMoCaK+b9hTgrzEeWjdz55FoWwV8s54k5VpuRtvle5rlzp7kzILomvCCXk6J9¢
kkr+TMfX63b9t5RgwGPgWeDHWw3g5Q0kagIinzz1lh7j2+A++mwCsHui1BhpFNFY /gmENiGg9f
puukcnoTvBNvz7z3VOxvohwlUHMTOeO+QSbe 7TWwVAgMBAAE=

MIICHDCCAYUCEFCcI4/dhLsUhTWxOwbzngMwDQYJKoZIhvecNAQEEBQAWT ZELMAKG
AlUEBhMCICAxCJjAIBgNVBAgTASAxCJAIBgNVBACTASAXEDAOBgNVBAMTBzAUMC4wW
LjAxXCJAIBgNVBAOTASAXCJAIBgNVBASTASAWHhCNMT IWNT IxMTI1NzE2WhcNMTMw
NTIxMTIINzE2WjBPMQOswCQYDVQQGEwIgIDEKMAgGA1UECBMBIDEKMAGGA1UEBxMB
IDEQMA4GA1UEAXMHMC4wLjAUMDEKMAgGA1UEChMBIDEKMAGGA1UECXMBIDCBNnzAN
BgkghkiGI9wOBAQEFAAOB]QAWgYkCgYEAYgJor5v2FOCVMR5aN3PnkiWhbBXyzniT1
Wm5G2/V7mvXOnuTMgvga8IJeTonlySSv5oMx9frdv231GDAY+BZ4MfDer1CRqoi fP
PWHUPb4D76bAKwe 6LUGGkKUOVI+CYQ2Tarl+m66RyehO8E2/PvPdUT7G/gHDVQCcxM5
475BJt7tbBUCAWEAATANBgkghkiGI9wOBAQQFAAOBgQBOknTzas7HniIHMPeC5yCO
2rd7c+zgQ0eledCpEvV10OC0QGvPa72pz+m/zvoFmAC5W)QngQMMwH8 rNdvrfaSyE
dkB/761PpeKkUtgyPHEfTzfSMcIJdBOPPnpQcqbxCFhIQSNa4ENSXgC5pNDO2RHXFx
wS1XJGrhMUoNGz1BY5DJWw==

Certificate imported successfully.
Issued by : C= , sT= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors, OU=
SHAl1l Finger print: DC789788 DC88A988 127897BC BB789788
Example 3 - Import certificate with encrypted key
encrypted crypto certificate 1 import

wJIjj/tFEI/Z3GFkT15C+SFOeSyTxnSsfssNo9CoHJI6X9JglSukjtXU49kaUbTjoQVQatz
AdQwgWM5mnjUhUaJ1IMM3WErApY 7HaBL31iSXS93DVrf++Q/KKhVH6Px1v6cKvYYzHg43Unm
CNI2n5zf9%901isMHOU6gsIDs4ysWVD1zNgoVQwD7RgKpLOwo3+YVEVS6XCB7pDb7iPePefab
GD/crN28vTLGE/NpyKoOhdAMRuwEQoapMoOPy2Cvy+sqLiv4ZKck1FP1sVEV7X7sh+zVa3
We84pmzyjGiY9SO0tPdBSGhJ2xDNcqTyvUpf fFEJIYrdGKGybgD0o3tD/10UQ3UJgxDbGYw
aLlLoavSjMYiWkdPj fcbn5MVRAUS1ApCQIXWv3MYC8GQ4HDa6UDN6aoUBalUhg]j T+REWWO£2C9+5/Sn
VE8JpTLMWEGVFOUIQwIObA8HATKA2XE3R5Z2r1do0eUrXQUkuRxLAHki fD7ZHrE7udOmTiP9
W3PgtJzbtjjvMim5/C+hoC60LNP6gqpO0TENn78EdfaHpMMutMF0leKuzizenZQ==
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. crypto certificate import

MIGJAOGBAMoCaK+b9hTgrzEeWjdz55FoWwV8s54k5VpuRtvle5rlzp7kzILomvCC
kkr+TMfX63b9t5RgwGPgWeDHw3g5Q0kagIinzz1lh7j2+A++mwCsHuilBhpFNFY /gmE
puukcnoTvBNvz7z3VOxvohwlUHMTOeO+QSbe 7TWwVAgMBAAE=

MIICHDCCAYUCEFCcI4/dhLsUhTWxOwbzngMwDQYJKoZIhveNAQEEBQAWT ZELMAKG
AlUEBhMCICAxCJjAIBgNVBAgTASAxCJAIBgNVBACTASAXEDAOBgNVBAMTBzAUMC4w
LjAxXCJAIBgNVBAOTASAXCJAIBgNVBASTASAWHhCNMT IWNT IxMTI1NzE2WhcNMTMw
NTIxXMTIINzE2WjBPMQOswCQYDVQQGEwIgIDEKMAgGA1UECBMBIDEKMAGGA1UEBxMB
IDEQMA4GA1UEAXMHMC4wLjAuUMDEKMAgGA1UEChMBIDEKMAGGA1UECXMBIDCBNnzAN
BgkghkiGI9wOBAQEFAAOB])QAWgYkCgYEAYgJor5v2FOCVMR5aN3PnkiWhbBXyzniT1
Wm5G2/V7mvXOnuTMgvga8IJeTonlySSv5oMx9frdv231GDAY+BZ4MfDer1CRqoi fP
PWHUPb4D76bAKwe 6LUGGkKUOVI+CYQ2TIarl+m66Ryeh0O8E2/PvPdUT7G/gHDVQCcxM5
475BJt7tbBUCAWEAATANBgkghkiGI9wOBAQQFAAOBgQBOknTzas7HniIHMPeC5yCO
2rd7c+zgQ0eledCpEvV10OC0QGvPa72pz+m/zvoFmAC5W)QngQMMwH8 rNdvrfaSyE
dkB/761PpeKkUtgyPHEfTzfSMcJdBOPPnpQcqbxCFh9QSNad4ENSXgC5pNDO2RHXFEx
wS1XJGrhMUoNGz1BY5DJWw==

Certificate imported successfully.
Issued by : C= , sT= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors,
SHA1l Finger print: DC789788 DC88A988 127897BC BB789788
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| RSAB&UGIBIEITU K
show crypto certificate .

show crypto certificate

show crypto certificate ¥4 EXEC £— K 2~ F&fifd 5L, T 74/ b F—La—VE
X —DOWFIZONT, T80 2D SSHAEHE L F—TNE R ENET,

X

show crypto certificate [mycertificate] [number]

ING A=A
e number : FEAEESAFEE L ET, G 1. 2)
« mycertificate : GEIEDO A EZ R RTHZ L EFHELET,

FIAILEFE
W DX—%E£ R LET,

AUk E—F
HikE EXEC £— R

151
WIZ, T8 AZIFAET D SSLAFAEE S 1 BLOF— X7 2R T 502~ LET,

switchxxxxxx# show crypto certificate 1
Certificate 1:
Certificate Source: Default

dHmUgUm9vdCBDZXJ0aWZpZXIwXDANBgkghkiGOwOBAQEFAANLADBIAKEAP4HS
nnH/xQSGA2 ffkRBwU2XIxb7n8VPsTmlxyJltllalGagchfMggeOkmfhcoHSWr
yE1FpDOMWOTgDAWIDAQAB04IB0ojCCAZ4WEWYJKWYBBAGCNXQCBAYeBABDAEEW
CwROPBAQDAgFGMA8GA1UJEWEB/wQFMAMBAf8wHQYDVROOBBYEFA£4MTI9BRD4 7
ZVKBAEL9Ggp+6MIIBNgYDVROfBIIBLTCCASkwgdKggc+ggcyGgclsZGFwOi8v
LOVByb3h5JTIwU29mdHdhcmUIMjBSb290JTIwQ2VydGlmaWVyLENOPXN1cnZl

-—---BEGIN RSA PRIVATE KEY-----
ACnrgImEG1XkwxBuZUlAO9nHg9IGIsnkf7/MauGPVaxt5vEDE77uQ5CPE£49IWQhu07cvVXh
20wrBhJgB69vLULlJujM9pl IXFpMk8gR3NS7Jz1InYAWIHKKbEZBMsKSAG+t /UzVxevKK6H
TGB7vMxi+hv1bL9zygvmQ6+/6QfqA51c4nP/8a6NjO/ZOAgVNAMKNr2Wa+tGUOOAgLOb/C
11EogzpCg5mT7+VOFhPS0O4dUU+NwLv1YCblFb7MFoAaON+y+2NwoGpOpxOvDASENY17gsZ
MWmC£Xu52/IxC7fD8FWxEBtks4V81Xgqa7K6ET657xS7m8yTIFLZJIyVawGXKnIUs6uTzhhW
dKWWcOe/vwMgPtL1WyxWynnaPO0fAJ+PawOAdsK75b079NBim3HcNVXhWNzgfg2s3AYCRBx
WuGoazpxHZ0s4+7swnNZtS0xI4ek43d7RaoedGK1jhPgLHUzXHUon7Z2x15CUtP3sbH1+XT
B3u4EEcEngYMewy5obnlvnFSot+d5JHuRwzEaRAIKfbHa34alvVJaN+2AMCbOhpI3IkreYo
A8Lk6UMOUIQaMnhYf+RyPXhPOQsO1lPpIPHKBGTi6p]j39XMviyRXvSpn5+eIYPhve5jYaEn
UeOnVZRhNCVNnruJAYXSLhjApf5iIQrl1JiJb/mVt8+zpgqcCUIHCWQgsMrNFOFrSpcbHU5vV4
ZX49md9tTJI2mhekoQf1dwUZbfYkRYsK70ps8u7BtgpRESRUr7g0LfzhzMuswoDSnB65pkC
gl7yZnBeRS0zrUDgHLLRf zwjwmnx jmwObxYfRGMLp4=

MIGHAOGBAMVUFgfJYLbUzmbm6UoLD3ewHYd1ZMXY4A3KLF2SXUd1TIXg84aMESDIitSEB2
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RSA & UEEREav U K |
. show crypto certificate

Cay40B5InhgRAobBKCI6VRsUe2rzoNG40QDkj2L9ukQOvoFBYNmbzHc7a+7043wfVmH+QOX £
ThnRDhIMVrzZJGbz11c9IzGkyll21Xmicy0/nwsXDAgGE]

Issued by: www.verisign.com

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Finger print: DC789788 DC88A988 127897BC BB789788
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