RADIUS H—/\a< > F

oL, WOBETHRSNWTVET,

+ allowed-time-range (2 ~X—73)

« clear radius server accounting (3 ~<—3)

» clear radius server rejected users (4 ~X—737)
» clear radius server statistics (5 ~X—)

» clear radius server unknown nas (6 ~—1)
s privilege-level (7 ~X—7)

» radius server accounting-port (8 ~X—73")

» radius server authentication-port (9 ~X—73)

» radius server enable (10 ~<—3")

» radius server group (11 ~~—3)

» radius server nas secret (12 ~X—73)

» radius server traps accounting (14 ~X—73)

» radius server traps authentication success (15 ~—737)
» radius server user (16 ~X—7)

» show radius server accounting (18 ~X—73)

» show radius server configuration (20 ~X—73")

« show radius server group (21 ~—73°)

« show radius server rejected users (22 ~—1)

» show radius server statistics (24 ~X—73")

» show radius server nas secret (26 ~<—13)

« show radius server user (27 ~—73)

» show radius server unknown nas (28 ~X—2)

evlan (29 X—7)
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. allowed-time-range

RADIUS #—/3a< > F |

allowed-time-range

a— VNP TE A A EFET AL, RADIUS Y— R —F a7 4 Falb— g
£— KT alowed-timerange =~ > RAMHA L £9, T 74/ FEEICETIIE. Z0avy
RO no FEXEMEHAL £,

BX
allowed-time-range time-range-name

no allowed-time-range

IND A—A

- time-range-name : time range =~ > N CiE L /=B A 28 E L £ 7,

AR E—F
RADIUS V— RN —F a7 4 X2l —r g F—K

FRLOHA KS14 Y
S— YN TE AW A2 E T 5 I2iE, allowed-timerange =~ > F&EMH L £,
F7 N MIETIZE, 20a~vr RonoJBREZEH L E T,

il
WIZ, EMReRRHEEZEI Y T2 R L ET,

switchxxxxxx (config) # time-range connection-time

switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
switchxxxxxx (config-time-range) # exit

switchxxxxxx (config)# radius server group developers

switchxxxxxx (config-radser-group)# allowed-time-range connection-time
switchxxxxxx (config-radser—-group) # exit
switchxxxxxx (config) #
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clear radius server accounting .

clear radius server accounting

RADIUS T AUV T 4 v 7% % vaky VT3 5I201%, M EXEC £— KT clear radius
server accounting =~ > R&MHA L £,

X

clear radius server accounting

AR E—F
HkE EXEC £— R

HEREDHA K14

RADIUS 7 IOV T 4 v 7%y vy a7 7351214, clear radiusserver accounting ==~ >
RZEfEHLET,

451

RIZ, RADIUS T AT T 4 T x v vian s VT 3002 RLET,

switchxxxxxx (config)# clear radius server accounting
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. clear radius server rejected users

clear radius server rejected users

RADIUS S A 2—Y F v v 2227 ) 7+ 5101%, Hi#EEXEC £ — R Tclear radiusserver
rejected users =~ > R&fEHA L £,

X

clear radius server rejected users

a2 R E—F
H:kE EXEC £— R

FREDHA FSA4 Y

RADIUS i A —H ¥ v v 2% 7 U 7§ 521X, clear radiusserver rejected users =~
Y REMEHLET,

il
KIZ, RADIUS i —HF v v a2z V7§ 562 LET,

switchxxxxxx (config)# clear radius server rejected users
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clear radius server statistics .

clear radius server statistics

RADIUS — "D h 7 X %7 V73521, FiME EXEC E— R T clear radiusserver statistics
a<wr REFEHRALET,

X

clear radius server statistics [ip-address]

INTGA—7A
s ip-address: RADIUS 7 7 A4 7> hDHEANIP T RLAZIRELET, IP T KL AL,
IPv4, IPv6, F721LIPv6z 7 KL A& T& 97,

aAvU R E—F
HkE EXEC £— R

FREDHA KS1 Y

FTRTCOAU X E2T7VTTHITIE, RT A —F EZHRET T cear radius server statistics =
<~ RFEFEHALET,

BEDNAS DA B2ET7VTTBHITIE, /XT A—F%ZFE LT clear radius server statistics
a~w> REFEHLET,

151
WwIZ, RADIUS r— "D o v 2% 7 V74562~ LET,

switchxxxxxx (config)# clear radius server statistics
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. clear radius server unknown nas

clear radius server unknown nas

RADIUS ORI NAS ¥ ¥ v =247 U 73 5I121%, Fi# EXEC & — F T clear radius server
unknown nas =~ > RafEHA L £,

X

clear radius server unknown nas

a2 R E—F
H:kE EXEC £— R

FREDHA FSA4 Y

RADIUS O ARHAZNAS v v 2% 27 ) 73 5I121%, clear radius server unknown nas =~ >~
REfEHLET,

151
KRIZ, RADIUS DA NAS ¥ ¥ v a7 VT T 562RLET,

switchxxxxxx (config)# clear radius server unknown nas

. RADIUS H—/sa< > K
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privilege-level .

privilege-level

I—PHRHEL NV ETEFRT DI, RADIUS =N —7 a7 4 Fal—vay =K
Toprivilegellevel 2~ > REFEHALET, 7740 MREICRTICIE, Z0a~wr Ronok
EHEHLET,

B
privilege-level level

no privilege-level

INS A—4
clevel : = —WRHEL L& fEE LES, (@ : 1~ 15)

FIOAILFETE
1

ATV K E—F
RADIUS — R N —F a7 4 F¥al— g3 F—FR

FERLOHA FS1Y
FED T N—T Da—WORHE L~V & EFRT HITIL, privilegelevel 2~ > REEHA L ET,
F7HNMIETIE, Z0a~vy Rono A H LET,

KibE L~V DfEIX, Vendor-Specific(26) &M D Access-Accept A v &— CRADIUS 7 5 A 7
MZEINET, ZORMEX. A ra—PFIZOREINET,

51
Wiz, BAREIN—T O2—FITFRE LIZEHEL -~V 15 2T 502 R LET,

switchxxxxxx (config)# radius server group developers
switchxxxxxx (config-radser-group) # privilege-level 15
switchxxxxxx (config-radser-group) # exit

switchxxxxxx (config) #
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. radius server accounting-port

radius server accounting-port

THOT 4 TBRIHAT 27 I T 47 UDP R— b &ERT 2101E, 7r—rUb
27 4 F¥al—3 3 E— NTradiusserver accounting-port 2~ > N&EMALET, 77+
LVRBREICETICE. coa~r RO noFEREHH L ET,

BX
radius server accounting-port udp-port

no radius server accounting-port

ING A=A
eudp-port : 7T 4 T ERO UDP R— hESEEELE T, (&P : 1 — 59999)

FIAILEEE
1813
avY K E—F

ra—aryZ 4 ¥alb—varyE—F

EREDAARZA4 Y

TR T 4 T ERHO UDP A— M & EFKT HITIL, radiusserver accounting-port =< 2
REfEHLET,

T 74N MO UDP 7 AT T 47 R— ML 5%, noradiusserver accounting-port
avy REFEHLET,

451

WIZ, R—12083 T HU T 47 UDPA—hE LTERT HHEZRLET,

switchxxxxxx (config)# accounting-port 2083
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radius server authentication-port .

radius server authentication-port

munﬁggjz ﬁﬁﬁﬁj?éémuﬂE[H)P = F%f ﬁA%) 1. 7 a—)L :1¢/:7/(d?:LL/*‘i/El¢/
£ — K Cradiusserver authentication-port =~ > KA L £4, 77 4 /L FEREICRETITI
Zoavwr RonBERXEFEHLET,

BX
radius server authentication-port udp-port

no radius server authentication-port

INTA—H
« udp-port : FEFAEERH D UDP R— hEZEFEELET,  (FilH : 1 — 59999)

FIHILFEFE
1812

AR E—F

ra—yaryZ 4 F¥al—varyE—F

EREDAARZA4

FRREE R FH O UDP 7R — k&2 9 521X, radiusserver authentication-port =~ > R&ffifH L
£

7 7 4/ k@ UDP §8GEAR— k#1559 5 121%, noradiusserver authentication-port =~ > R
ERERLET,

51
WIZ, WIFUDP AR — k& LTCAR— k2083 ZEHXT A2 RLET,

switchxxxxxx (config)# authentication-port 2083
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. radius server enable

RADIUS #—/3a< > F |

radius server enable

FLAIA I RADIUS —R_EHHZTHIE, Fe— b a7 4 Xal— g F—RT
radiusserver enable Zfif L £, 774/ MREICRERTIZIE, Z0a<2 RO no B &
HALET,

B
radius server enable

noradius server enable

TIHIREE

)

aAvU R E—F

rya—N)ary7 4 Xalb— gy EF—R

FERLEOHA K512
FHAIA IR RADIUS H— %G 5 I2id, radiusserver enable =2~ K& L £9,
FLA A I RADIUS S — %2 #2024 5121, noradiusserver enable =~ > R&EHA L £,

451
WIZ, #LFAIAF RADIUS =2 H NI T D 2R L ET,

switchxxxxxx (config)# radius server enable
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radius server group .

radius server group

RADIUS #— N Z)—F av 7 4 ¥al—a v F— REEBLT, ZOZL—FREEL
RWEEIERT D121, Za— b a7 4 Fab—3 g E— KT radiusserver group
av FE@ALES, 7740 MREICETIZE. Z0avyr FonoJEREZHH L £,

BX
radius server group group-name

no radius server group [group-name]

INTA—H
e group-name : ZL—7 DA4RTEEELE T, (B :1~323F)

FIHILFEFE
TN—TIIFELEE A,

AU kRE—F

Ja— ) ary7 4 ¥alb—varE—F

FEREDAA KAV

RADIUS h— N7 —T a7 4 Fab— 3 E— FEET 5I21X, radiusserver group
avy REMEHLET, 2OV —7RFEELRWGSITHBICERSET,

1 SO 7 NV—7%HIkx9 %1Z1%. noradiusserver group group-name =2~ K& H L F9°,
TRCOIN—T%HIBRT 5121, noradiusserver group =~ > R&2MH L £,
COIN=TEBR LTV L= NFETDEEE, ZV—TZHIBRTE EEA,
RADIUS $— 33, H&KS0HO 7 N—T %% R— b LET,

il

WIZ, I NV—TBREDFIE LW EIIER L, Z0ar TR M EGT 0 2R L E
j‘o

switchxxxxxx (config)# radius server group developers
switchxxxxxx (config-radser-group) #
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. radius server nas secret

RADIUS #—/3a< > F |

radius server nas secret

WBEGRZIERT DICIE, Ju—L a7 ¥ 2 b—3 3 F— KT radiusserver nas secret
key 2~ REFEHALET, @BE2HIRT 2T, Zoa~vr FonoBXaEHEHLET,

3

radius server nas secret key key {default | ip-address}

radius server nas secret ip-address

encrypted radius server nas secret key encrypted-key {default | ip-address}

no radius server nas secret [default | ip-address]

NG A=A
ckey : FFED I N—T DT NA AL a—PHOBEICRIAEE K SF—aELET, (G
10~ 128 3LF)
- encrypted-key : key-string /37 A —& L[E U CT A, F—IR LB TT,
- default : T F—ZFF72 22V NAS L DBFEICHEM T 57 7 41 FOREREZRELET,

sip-address: RADIUS 7 7 A4 7> hDHEARNIP 7T RLAZEELET, IPT FL AL,
IPv4, IPv6, £721XIPv6z 7 KL A ZAE & £9°,

FIOAILFETE
FABEGENIFIE L 8 A,

ATV R E—F

Ja—n) a7 4 Xal—gr EFT—K

EREDHA FS14 Y

A % — 2272 W NAS IO IS 5 F— &2 E#9 5121%. radiusserver nassecret key
key default =~ R&EfEH L £,

FRE L7ZNAS & OfE I35 ¥ —%2E&T 5I121E, radiusserver nassecret key key ip-address
a~v U REfHLET,

EEL7ZNAS L OBEICHEAT 2T 7 4/ NOMEH#EE EFHRT HI121%, radiusserver nassecret
ip-address =~ FZfEH L 7,

ZDawr RTNAS ZEHZLARVGAIE, ZONASHOLEZETLITRTORA =V R
7y 7 ENET,

RADIUS $— 3%, £ K 50 D NAS ZHV KR —FLET,
F 7 4V FDOF—ZHIET HI121%, noradiusserver nassecret default =~ > RZ2HH L £,
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radius server nas secret .

FFE D NAS & Z OREHEZHIFRT 5121%, noradiusserver nassecret ip-address =~ > R & fifi
HALET,

T _TDONAS & TRTOMERLZHIBRT H121%, noradiusserver nassecret =~ > R &1{#
| =

Bl 1, w2, 774V b OREREERT DB 2R LET,

switchxxxxxx (config) # radius server nas secret key qrBut56$#qw default

B2, W2, 774V N OWEREERT DB 2T LET,

switchxxxxxx (config) # radius server nas secret key qrBut56$#qw default

B3, WRIZ, 774/ bORERZHMN L TNAS ZELRT 02 RLET,

switchxxxxxx (config) # radius server nas secret 10.05.10.1
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. radius server traps accounting

radius server traps accounting

TATT 4T NIy TORMEEANCT DI, Ze— a7 4 Fal—a s E—
RC radius server trapsaccounting =~ > RZEH LET, 2D b7 v 72 EHTT 51T,
Zoawr RonBEREFEHLET,

BX
radius server traps accounting

no radius server traps accounting

FIOAILFEE
THILT 4T STy THRE > TWET,

ATV R E—F

Ja—n) a4 FXal—gy EFT—K

FEREDHA FS14 Y

Mo IO LI — MRS EA SNET, 20X A 7T, 10ENIZEEZD T
TEEETEEEA,

il
WRIZ, THO T4 T NIy TOREEAMNIT 202 RLET,

switchxxxxxx (config)# radius server traps accounting
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radius server traps authentication success .

radius server traps authentication success

I—PNREFIEKRBINTCEZIZ N vy TOREEZANTT DI, Fre— a7 ¥ a
L—3 3 %— RN T radiusserver trapsauthentication success =~ > K& LEJ, ZD k
Sy FERENT DL, ZDavr FonoBRAHEHA L £,

BX
radius server traps authentication success

no radius server traps authentication success
T4 MERTE

RN~ T TN T o TWET,
ATV R E—F

Ja—n) a7 4 FXal—gr EFT—KR

EREDHA FS1 Y

Mo IO LI — MRS EA SNET, 20X A 7T, 10ENIZEED N T
TEEETEEEA,

il
WIZ, 2= PPRIEFIEKR SN2 EIC T v TORBEEANTT D02~ LET,

switchxxxxxx (config)# radius server traps authentication success
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. radius server user

RADIUS #—/3a< > F |

radius server user

—HPEERTHICE, Fe—L a7 o Fal— g F— RTradiusserver user =~
VREHEALET, TN MREICETICE, Zoavr RO noEREHEHLE T,

3
radius server user username user-name group group-name password unencrypted-password
encrypted radius server user username user-name group group-name passwor dencrypted-password

no radius server user [username user-name | group group-name]

INT A =4
cuser-name: T—HPHEELET, (KI :1~32XF)
e group-name : = —HF IV —THZERELET, (EI 1 1~323XF)
« unencrypted-password : L—H—/ X2 — REEELET, (EE:1~64 X7)

« encrypted-password : unencrypted-password /X7 A —# LA U T 23, /SR T — NI 1k
SN TT,

FIHILEEE
I—PRFELET A,
RADIUS #— 1%, £k 1,024 A2 —HZ2HR— K LET,

aAvU R E—F

ra—N)ary7 4 Xalb—v gy F—R

FERLEOHA K512
LW —YE2{ER T 5 121E, radiusserver user =~ R&fEH L E,

1 AD=2—H Y1 5121, noradiusserver user usernameuser-name =~ > R&2fEH L £
ﬁ‘o

BED 7 N—7 02—V &l 5121%. noradiusserver user group group-name =< > K%
AL ET,

TRTCOL—F 2T 5121, noradiusserver user =~ > REFHLET,

1

B, WIT. Z—TB%E DL FIZ bob, /XA T — RIZ Aerv#136dSsT ##5%E L T8 L\ o —
Y EVERRT DH 2R L ET,
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radius server user .

switchxxxxxx (config) # radius server user username bob group developers password
Aerv#136dSsT

12, &Iz, billof group finance &\ 9 A RTOH L2 —HF —%/ER L, /SR T — K& 5{LE
A CHRETHZRLET,

switchxxxxxx (config)# encrypted radius server user username bill group
finance password bCWG7DnKMNUaik4SO0TkLDkJVYIsQcwQkREVY]7VNVAI=
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. show radius server accounting

show radius server accounting

RADIUS #—/3a< > F |

2—=WT BT T 4 T EREERSRT DI, FiHEEXEC £ — R T showradiusserver accounting
a~vy REHLET,

X

show radius server accounting [username user-name]

INS A—4

suser-name: t—VELERELET, (BEX:1~32XF)

ATV R E—F
HkE EXEC £— R

FRLEDHA KSA Y

RADIUS V' — L, 7T v aDYV A I NVT 7 A IVZETO 104 EOT H T 4070y
PERAELFET,

I ANDZ—FDT T 4 v TiERERRT HIZIL, show radiusserver accounting username
user-name 2~ > K& AL £,

TRCO—FDOT AT T 4 T HEHAERRT HITIL, showradiusserver accounting = >
NEfEHLET,

Bl1, wIZ, TRTCOL—FDOTH T T 4 v TEREERRTAEERLUET,

switchxxxxxx# show radius server accounting
29-Jun-14, 16:00, Stop
User: Bob
Accounting Session Time:
Authenticated by: local
NAS Address: 10.23.1.3
User Address: 160.134.7.8
Termination Reason: User Request
29-Jun-14, 12:04, Start
User: Alisa
Authenticated by: Radius
NAS Address: 10.23.1.3
User Address: 00:12:cf:00:1c:25
NAS Port: 10
29-Jun-14, 12:04,
User: Alisa
Accounting Session Time:
Authenticated by: Radius
NAS Address: 10.23.1.3
User Address: 00:12:cf:00:1c:25
Termination Reason: User Request
*20-Feb-2008, 9:20, Date and Time were updated to 29-Jun-14,
20-Feb-2014, 9:05, Start
User: Bob
Authenticated by:

6 hours,15 minutes

Stop

2 days,2 hours,10 minutes

11:00

local
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show radius server accounting .

NAS Address: 10.23.1.3
User Address: 160.134.7.8
*20-Feb-2008, 9:00, Reboot

B2, &IiZ, Bob &) 1 ADa2—Y DT h U T 4 v TEREERT HHZRLE
7,

switchxxxxxx# show radius server accounting username Bob:
29-Jun-14, 16:00, Stop
User: Bob
Accounting Session Time: 6 hours, 15 minutes
Authenticated by: Radius
NAS Address: 10.23.1.3
User Address: 160.134.7.8
Termination Reason: User Request
*20-Feb-2008, 9:20, Date and Time were updated to 29-Jun-14, 11:00
20-Feb-2014, 9:05, Start
User: Bob
Authenticated by: Radius
NAS Address: 10.23.1.3
User Address: 160.134.7.8
*20-Feb-2008, 9:00, Reboot
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. show radius server configuration

show radius server configuration

RADIUS #—/3a< > F |

RADIUS — D7 0 — VR E & FRT D121, ¥4 EXEC & — KT show radius server

configuration =~ > RZHH L £,

X

show radius server configuration

a2 R E—F
H:kE EXEC £— R

FREDHA FSA4 Y

RADIUS H— 30D 7' — VR E 2 R 5121, show radius server configuration =~ > R

ML ET,

51
&IZ, RADIUS — D7 a— R VREEF T A0 a2~ LET,

switchxxxxxx# show radius server configuration
Radius Server Status: Enabled

Authentication UDP port: 1812 (default)
Accounting UDP port: 1813 (default)
Authentication failure traps are enabled
Authentication success traps are enabled
Accounting traps are enabled
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show radius server group .

show radius server group

RADIUS $—/3D 7 )— T RIE A2 R HITIE, F#HE EXEC £ — R C show radiusserver group
a~vy REfHLET,

X

show radius server group [group-name]

INTGA—7A
e group-name : ZL—7DAHIZEELE T, (RS 1~323F)

ATV R E—F
HkE EXEC £— R

HEREOAA K1Y
1 OOV N—"T %37 521X, show radiusserver group group-name =~ > K& L £,
T _XCTDOIN—T%FRT 5T, showradiusserver group =~ > K2 L %7,

451
&IZ, RADIUS H— RN —F %2 FRm T A0 2R LET,

switchxxxxxx# show radius server group
Group grl

VLAN: 124

Privilege Level: 15

Time Range: ConnectionTime

Group Users: develop, designers
Group gr2

Privilege Level: 1 (default)

Group Users: bob
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. show radius server rejected users

show radius server rejected users

RADIUS #—/3a< > F |

HE SN2 —PE2FoRT DI, 5 EXEC £ — R C show radius server rejected users =~
YREMEALET,

X

show radius server rejected users[username user-name]

INS A—4
suser-name: t—VELERELET, (BEX:1~32XF)

ATV R E—F
HkE EXEC £— R

FRLEDHA KSA Y

RADIUS — Nk, 7T v a®DWVA 7 VT 7 A4 MTEHED 1024 OFEAT S 3172 B FEE K & 4
FLET,

RADIUS — Nk, 7T v adDV A 7NV T 7 A NMIRKFO N4 EOT o T4 7ay
PRAELET,

HHEESNT 1 A2 —F %2 FRT 5120, show radius server rejected usersuser-name =~ > K
AL ET,

R EINTTRTO—WFE2FRRT 5L, show radius server rejected users =~ > R & fifi ff]
LET,

Bl 1, W2, HEESINETRXTO2—FE2RRT D0 Z2R-LET,

switchxxxxxx# show radius server rejected users
30-Jun-14 16:44

User Name: Jack

User Type: Login

NAS Address: 10.1.1.1

User Address: 10.23.4.3

Reason: Unknown user
30-Jun-14 16:04

User Name: Bob

User Type: Login

NAS Address: 10.1.1.1

User Address: 10.23.4.3

Reason: Illegal password
*20-Feb-2008, 9:20, Date and Time were updated to 29-Jun-14, 11:00
20-Feb-08 16:24

User Name: Robert

User Type: 802.1x

NAS Address: 10.1.1.1

NAS Port: 2

User Address: 00:67:67:96:ac:21

Reason: Not Supported EAP method
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show radius server rejected users .

20-Feb-08 14:14

User Name: Alisa

User Type: 802.1x

NAS Address: 10.1.1.1

NAS Port: 2

User Address: 00:67:67:96:ac:21

Reason: Not allowed at this time
*20-Feb-2008, 9:00, Reboot

Bl 2, I, V=27 FERTZBob &V D 1 NDA—FEFRRT LB 2R LET,

switchxxxxxx# show radius server rejected users 30-Jun-14 16:04
User Name: Bob
User Type: Login
NAS Address: 10.1.1.1
User Address: 10.23.4.3
Reason: Illegal password
*20-Feb-2008, 9:20, Date and Time were updated to 29-Jun-14, 11:00
*20-Feb-2008, 9:00, Reboot
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. show radius server statistics

show radius server statistics

RADIUS $—/ b 7 > ¥ 2 FKopxd 5I121%. =—3 EXEC *£— KT show radius server statistics
o< REFEHRALET,

X

show radius server statistics [ip-address]

INTGA—7A
e ip-address : RADIUS 7 7 A4 7> RDARARNIP T RLVAZIEELET, IP 7 KL AL,
IPv4, IPv6, F721LIPv6z 7 KL A& TE 97,

aAvU R E—F
o —H EXEC E— K

FREDHA KS1 Y

RFC4669 & RFC4671 CTEFINTUW 5 RADIUS Hh— X o v % 2 FKx3 5121%,. showradius
server statistics =~ > R&2fFEHA L £,

Ta—rV AT R EFRRTHITIE, RT A —F ZFRTEE T show radius server statistics =
~ U REMHEHLET,

BFEDNAS DA T HaRamdT HITIE, /NT A—H % E LT show radiusserver statistics =
<~ REHEALET,

5l 1, ¥&IZ. RADIUS y— D7 a— L h v ZaFord bz mm LET,

switchxxxxxx# show radius server statistics

Number of incoming packets on the authentication port: 120
Number of incoming Access-Requests from unknown addresses: 0
Number of duplicate incoming Access-Requests: 3

Number of sent Access-Accepts: 100

Number of sent Access-Rejects: 17

Number of sent Access-Challenges: 0

Number of incoming malformed Access-Requests: 0

Number of incoming Authentication-Requests with Bad Authenticator: 0
Number of incoming Authentication packets with other mistakes: 0
Number of incoming Authentication packets of unknown type: O
Number of incoming packets on the accounting port: 80

Number of incoming Accounting-Requests from unknown addresses: 12
Number of incoming Accounting-Requests from unknown addresses: 0
Number of incoming duplicate Accounting-Requests: 0

Number of sent Accounting-Responses: 0

Number of incoming malformed Accounting-Requests: 0

Number of incoming Accounting-Requests with Bad Authenticator: 0
Number of incoming Accounting packets with other mistakes: 0
Number of incoming not recorded Accounting-Requests: 0

Number of incoming Accounting packets of unknown type: 0
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show radius server statistics .

Bl 2, WRIZ, HEED SNA : FE8ED RADIUS — D 7 ¥ 2 FmRmd AR L E

‘@—O

switchxxxxxx# show radius server statistics 1.1.1.1
NAS: 1.1.1.1

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

incoming

packets on the authentication port:

duplicate incoming Access-Requests: 3
sent Access-Accepts: 100

sent Access-Rejects: 17

sent Access-Challenges: 0O

incoming
incoming
incoming
incoming
incoming
incoming
incoming

malformed Access-Requests: 0

1

20

Authentication-Requests with Bad Authenticator: 0
Authentication packets with other mistakes: 0
Authentication packets of unknown type: 0

packets on the accounting port: 80

Accounting-Requests from unknown addresses: 0

duplicate Accounting-Requests: 0

sent Accounting-Responses: 0

incoming
incoming
incoming
incoming
incoming

malformed Accounting-Requests: 0

Accounting-Requests with Bad Authenticator: 0
Accounting packets with other mistakes: 0

not recorded Accounting-Requests: 0
Accounting packets of unknown type:

0
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. show radius server nas secret

show radius server nas secret

WA F£oRT HI121%. FiHE EXEC B — R T showradiusserver nassecret =< > RZ&2#H L £
7,

X

show radius server nas secret [default | ip-address]

INS A—4
o default : FAE X —ZEF7- 72V NAS & OEEICEAT 5T 7 4/ hOWMEREZIRELE T,

e ip-address: RADIUS 7 7 A4 7> FDAKRA NPT RLAEZFRELET, IP 7 KL AL,
IPv4, IPv6., F7-1XIPv6ez 7 RV A& TE F9,

av> kK E—F
¥rME EXEC E=— KR

FEREDHA RS4M4 Y

F 7 x)V N OWMEHEAFTRTSHI121E, showradiusserver nassecret default =~ > R&2#HFH L%
j—o

€ D NAS P2 K59 5 121%, show radius server nas secret ip-address =~ > K& L
\iﬁqo

T _TOMBEREFHT 5I121%, showradiusserver nassecret =~ > R&2fEH L £,

Bl 1, RIS, T _XTOMERELFTT OO 2R LET,

switchxxxxxx# show radius server nas secret
Default Secret Key's MD5:1238af77aacal7568£1298ccedl255cc

NAS Address Secret Key’s MD5
10.1.35.3 1238af77aacal7568f1298ccedl6bfec
10.2.37.6 default
3000:1231:1230:9cab:1384 1238af77aacal7568£12988601fcabed
3001:abll::9cda:0981 1238af77aacal7568£1298bc5476ddad

Bl 2, W2, 774V N OWEREFTT D02 LET,

switchxxxxxx# show radius server nas secret default
Default Secret Key's MD5:1238af77aacal7568f1298ccedl255cc

il 3, WIZ. FFED NAS OWEHZ F-T D62~ LET,

switchxxxxxx# show radius server nas secret 10.1.35.3
NAS ID Secret Key’s MD5

10.1.35.3 1238af77aacal7568f£1298ccedl65fec
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show radius server user .

show radius server user

RADIUS $— D2 — W3R E & FRnT HIT1L. i EXEC £— R T show radius server user =
< REFEHALET,

X

show radius server user [username user-name] | [group group-name]

ING A=A
suser-name: T —HPHREFRELET, (EI :1~323XF)
e group-name : ZL— 7 DA4RIERELE T, (BES:1~323F)

AU kFE—F
ke EXEC E— R

FEREDHA K342

1 NDzo—W A2 FKRT 5121, showradiusserver user usernameuser-name =~ > R&2 i L%
j—o

FEED T N—T DT R CTO2—H % FKRT 5HIZ1E, show radiusserver user group group-name
avy REMHLET,

T _RTOa—YFE2F T 5HI21E. showradiusserver user =~ > R&FHLE7,

451
WIZ, bob W) 1 ND2—FE2FKRTH0ERLET,

switchxxxxxx# show radius server user username bob
User bob

Group: developers

Password’s MD5: 1238af77aacal7568£f1298ccedl255cc
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. show radius server unknown nas

show radius server unknown nas

RADIUS #—/3a< > F |

RHEA7Z2 NAS R4 5 121%. HibE EXEC & — R C show radiusserver unknown nas =< > K%
FERALET,

X

show radius server unknown nas

aAvU kR E—F
HikE EXEC £ — R

FREDODHA FSA4 Y
RADIUS V— 3\1%, £ %D 100 [HORHZR NAS 2V A 7 0F ¥ v ¥ 2 IR FELET,

151
WIZ. B2 NAS 7255215 L7~ RADIUS Bk A FRT A0 2R LET,

switchxxxxxx# show radius server unknown nas
30-Jun-14 16:44 NAS Address: 10.1.1.1

30-Jun-14 16:04 NAS Address: 10.1.1.1
*20-Feb-08, 9:20, Date and Time were updated to 29-Jun-14, 11:00
20-Feb-08 16:24 NAS Address: 10.1.1.1
20-Feb-08 14:14 NAS Address: 10.1.1.1

*20-Feb-08, 9:00, Reboot

. RADIUS H—/sa< > K



| RADWS H—/Ravy K

vian

vlan .

RADIUS & W 4 TH AL VLAN ZEFET AITIL. RADIUSY— R )L—F a7 4 X2l —i g
VE—KRTvlana~r REEHALET, T 740 FREICETICE, Z0a<y Ko nolEk
AL £,

3

vlan {id vian-id | name vlan-name}
novlan

INS A—4

svian-id : VLANID Z48E LE£7, (#iF : 1 ~ 4094)
sVlan-name: VLAN L #EELET, (E&:1—323X%)

FIAILEEE

RADIUS #| 9 4 T#H 54 VLAN 72 L

AU R E—F

RADIUS — N/ )—F a7 X2l — 3 F—F

EREDAARSA

vlan =~ RZ#f LT, RADIUS 7 7 A 7> FZ VLAN 2%|0 24 C%4, Z® RADIUS #|
D M THEH VLAN X, IROJEPED Access-Accept A v E£— TRADIUS 7 714 7> MZIEIN
7,

* Tunnel-Type(64)

* Tunnel-Medium-Type (65)

* Tunnel-Private-Group-ID(81)
VLAN 2310 B THRTW RN, Zh b OB Access-Accept A v E—VICHENEE
oo
VLAN OFI Y TEHIFRT H12iZ, 202~ RO no BREEH L ET,

1

W, BREE 7 NV—TDa—HFIZVLAN 100 #EH D Y TT, v 32—V v I A—T D2 —% 0D
VLAN 4 HiE 28 ET 502~ L ET,

switchxxxxxx (config)# radius server group developers

switchxxxxxx (config-radser-group) # vlan id 100

(

(
switchxxxxxx (config-radser-group) # exit
switchxxxxxx (config)# radius server group managers
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. vian

switchxxxxxx (config-radser-group) # vlan name management
switchxxxxxx (config-radser-group) # exit
switchxxxxxx (config) #
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