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M #macro keywords

#macro keywords

v/ X —T—RO~NLVT AN T ERET DI, #macro keywords =~ REHH L EF,

#macro keywords [keyword1] [keyword2] [keyword3]

WX DA

T4k

Ok E—F

keyword 1 ER) w~7uk A F—T oA AZHATHHEIC6EF—T— %
RELET,

keyword 2 UER) ~7vsA ¥ —T=2A AT OIHEICHE R —TU— K%
FRELET,

keyword 3 LR ~/uk A ¥ —7 x4 AZHWATHHEEICHELF—T— K%
RELET,

ZDawr RIZT 74V MREIEXH D FHA,

Ja—)L a7 4 ¥ alb—g

AU NERE

HREDIEFRE

il

BAEa< >R

)1)—= EERNE
12.2(18)EW Z D= RS Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

VI BOUEAF—T— REHRE Lholcdhty, O~/ a3l RS, @ALES 525
ERML £7, #macro keywords 2~ RE AT HE, UL EANIT HT-OIIBET HHED
HDEX—T—FERLTIEA v E—URERENET,

WIT, test EWHILBTIO~ 7 0 IZBEMNT bNZF—T—FDO~LVT A R 7 RIEET D6 %R
L/ij—o

Switch(config)# macro name test

macro name test

Enter macro commands one per line. End with the character '@'.
#macro keywords $VLAN $MAX

swichport

@

Switch(config)# int gil/1

Switch(config-if)# macro apply test ?
WORD Keyword to replace with a value e.g S$SVLAN, S$SMAX << It is shown as help
<cr>

macro apply cisco-desktop
macro apply cisco-phone
macro apply cisco-router
macro apply cisco-switch
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aaa accounting dot1x default start-stop group radius W

aaa accounting dotlx default start-stop group radius

BX DA

TIHILE

Ok E—F

802.1x Wikt v a v DT ho T 4> T A F—T7WIZT HITIL, aaa accounting dotlx default
start-stop group radius =~ > RZEHLES, 7V T4 7% T 4 8—7 T DHITE, 20
Az RO no Bz LET,

aaa accounting dotlx default start-stop group radius

no aaa accounting dotlx default start-stop group radius

Zoa<wy ROEF—U— FERE51IIH D ¥A,

T T 4 TET 4 =TT,

Ja—)aryZ7 4 FXal—vgy

AU NERE

FREDIERE

1

G¥)

)1)—= EERNE
12.2(18)EW Z D= RS Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

802.1x 7 H 7 T 4 v 7IZiE. RADIUS »— "RULE T,

Zoa<wr R, 8020x WY b (V—FRT—vary 77478 b mm (RADIUS)
PN~ 82X T v I T—hF X7y b BLRU A v F Ry 7 Xy hEIGET L0
Authentication, Authorization, and Accounting (AAA; F87E, FFrl, THD VT4 7)) 7 54’ TUh
DT AT T Ay THRREA X —T M LET (U4 TF Ry 30wy ME, EAPOL-LOGON,
EAPOL-LOGOFF, 3L EAPOL-INTERIM A vtE—T L LTERERINTWET) . Faflc, #iE
P—NIZ Lo TH TV I FOFRFEB L OFFRI B IEF T e, ThoDry NeFRE
BIpLHRIET D LT TEERA, 72747 MRHREEND E. WET v T T—h ThU v
TAYTEPBT IO T 4 7 = "EFENET,

WIZ, 82AX T ATV T 4 T HRETHHIZRLET,

Switch(config)# aaa accounting dotlx default start-stop group radius

AAA T FAT VIO T v 7T — 2y v ERIEUA v F Ry 7 X7y MEZELLERT 51
1Z. RADIUS FBZEV— N\Z@UNIRET H2LERH Y 9,

BEa<T R

aaa accounting system default start-stop group radius
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M aaa accounting system default start-stop group radius

aaa accounting system default start-stop group radius

BX DA

TIH4ILE

Ok E—F

AA v FOFRENZICE v v a V& A v ' —T%%(§9 5I21d, aaa accounting system default
start-stop group radius =~ > RZEHLES, 7V T4 v 7% T 4 8—7 T DHITE, 20
axy RO no BAZMHLET,

aaa accounting system default start-stop group radius

no aaa accounting system default start-stop group radius

Zoa<wy ROEF—U— FERE51IH D ¥A,

T T 4 TET 4 =TT,

ra— ) ar7 4 ¥X¥al—3i gy EF—F

ATy NERE

HREDIEFRE

1

G¥)

)1)—= EERNE
12.2(18)EW Z D= RS Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

802.1x 7 H 7 T 4 v 7IZiE. RADIUS »— "R ULETT,

Zoa<wr R, 802.0x T YU B b (V=2 RF—ar 75447 ) LR (RADIUS)
P =R~ 8RIx T v T T —hF X7y b BLERY v F Ko7 Xy FERIBETDHZOIC,
Authentication, Authorization, and Accounting (AAA; F8FE, FFr], TH U T 4 7)) 25347 b
DT AT T Ay THRREA X —T M LET (U4 TF Ry 0wy ME, EAPOL-LOGON,
EAPOL-LOGOFF, 3L EAPOL-INTERIM A vtE—T L LTERINTWET) . Faflc, &k
Y=L 2 TH U h Y FORFEB L OFF IR EFIITONRWE, 2607y "ERARhE
BIRLHRIET D LT TEERA, 7747 MRHREEND E. WET v T T—h ThU v
T4 TEBINT AT T 4T = A_ANEFEINET,

W, AA v FO/BEENZICE AT EERT D052~ LET,

Switch(config)# aaa accounting system default start-stop group radius

AAA T FAT VIO T v 7T — 2y v ERIEUA v F Ry 7 X7y MEZELLERT 51
1Z. RADIUS FBFEY — "2 MU ET 2L ERH D 7,

BEa<T R

aaa accounting dotlx default start-stop group radius
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access-group mode M

access-group mode

F—"—=F A FE—F (VACL # PACL LV bBHESELHER L) BLUEA—A—=F A F E—
K (merge & — K= strict B— K72 &) ZHET HIZIL, access-group mode =~ > REMHEH L E T,
BER—F E— FIZETICE. 2oa<xy Fone BRAMHLET,

access-group mode {prefer {port | vlan} | merge}

no access-group mode {prefer {port | vlan} | merge}

BX DA

TIHILE

avY Rk E—F

prefer port PACL NEESNTWAHHAIL PACL E— FIMELETH L5 ELET,
R— MZ PACL BERENRRE SN TV R WEAIE, A ¥ —7 = A AT Al
7R Z OMOMREN~—Y S, A VX —T7 = A ATHHINET,

prefer vlan VLAN ({542 LAN) ~X—Z Access Control List (ACL; 7 7 & 2l ) 2 k)
E— RPMEERTDHLIICHEELET, A— FD VLAN |Z VLAN ~<X—2Z ACL
FEREMRE SN TWVIRWEAIL, F— h O PACLHERENEH Sh £,

merge A FHE7: ACLHfEA ~—Y LT b, "—Ru=TZ7e /7307 LE
R

PACL A —"—7 4 K E—FK

Ao H—T A AT 4 Fal— g

AT Y NERE

HREDIEFRE

il

BEEa< kR

1) —2 EERE
12.1(19) EW Z O3~ R3 Catalyst 4500 2 ) — 2 24 v FICHASE LT,

LAY 2428 —7 x4 AT, prefer port, prefer vlan, 35 LT merge E— FN¥H AR — T
£, bAV2 A =T = AL, KA CGEEG R EFREETTE) 1212792 1P ACL 23
T&EET,

Wiz, AA v F TPACL =— FEHERCT 26 %2RLET,

(config-if)# access-group mode prefer port

WIZ, WHATREZR ACL BREZ ~— V4 Dl e m L £ T,

(config-if)# access-group mode merge

show access-group mode interface

show ip interface (Cisco I0S O~ == 7 /L% %)
show mac access-group interface
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M access-list hardware entries

access-list hardware entries

Access Control List (ACL; 77 BAHIEH U XA ) AL v TFON— Ry =77 ar 7 5355k
ZFEET 5HITIL, access-list hardware entries =~ > RZHH L £,

access-list hardware entries {packed | scattered}

X DEREA packed ACL @ Access Control Entry (ACE; 77 AHIfHl= V) 270/ T 5525
7212, ACL Ternary CAM (TCAM) "By b U 23T D & &, LI
—%T5 (vAZHEH) BPOZ NV EY 7 v =T BMERT S X5 ICHE
Ebij—o

scattered ACLD ACE %7 077 5357012, TCAM b2 h U Z38RT 5 & &,

OO M) EY 7 MU= MERTLROICHELET (w2272 1L),

T4k ACL [T packed & LTF /I ha8nTWET,

avU kK E—F Jua—s ) ar7 4 ¥al—var

av Y RERE )1)—= TEAR

12.2(20)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASINE LTz,

FRLOFEFIE ACLOT ol I ARRIE,. = N ERATZO2EON—FRy =T VY —ANERAEINET, &
NHEDOY Y —=20NTNLRHE SN THEATERWES, N— R =7 IZHZIC ACL 27
TLATEERA, A BHEERINTHZ Y MU BMERATRERGS, 70/ T30 7 T3 Y XA
% packed 7> scattered [CAE LT, vAZ ZHHAREICLE T, ZOT7 7 a itk #Hren
ACLZN— R =TIl 7 LhATELLIICR0ET,

Zoavwr ROBMIX, ACL =2 " ZED~A7¥%&D7< LT, TCAM OV Y —A% L1 %)
RN HT D Z & TY, scattered F 7213 packed 7/ TV X AZJEH LT\ 5 & X2 TCAM Off
FHER % LS 5121, show platform hardware acl statistics utilization brief =~ > K& /H L £,
7a T AOT LAY X L% packed 7> 5 scattered (AT 95 IZ1E, access-list hardware entries =
~ U REMEALET,
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access-list hardware entries W

451 W, "— Ko7 7 a5 A% 5 ACL % packed 7TV X AT B HEERLET, 70
ThINlehH L, 49% O ACL =2 N DA ETa T T LT 572D, 89% D~ A7 ISLEITR
DET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# access-list hardware entries packed

Switch(config)# end

Switch#

01:15:34: %SYS-5-CONFIG I: Configured from console by console

Switch#

Switch# show platform hardware acl statistics utilization brief

Entries/Total (%) Masks/Total (%)
Input Acl (PortAndvVlan) 2016 / 4096 ( 49) 460 / 512 ( 89)
Input Acl(PortOrVlan) 6 / 4096 ( 0) 4 / 512 ( 0)
Input Qos (PortAndvlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Input Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Acl (PortAndvVlan) 0 / 4096 ( 0) 0o/ 512 ( 0)
Output Acl (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Qos (PortAndvVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
L40ps: used 2 out of 64

Switch#

WIZ, =R 27D ACL =2 Y HDAR—=RZ{HGZNT (scattered) FEPRT HH12 7~ LET, 49%

DTy M) ET TS T LT DHDICLER~ A7 BT 49% ([T LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# access-list hardware entries scattered

Switch(config)# end

Switch#

01:39:37: %SYS-5-CONFIG I: Configured from console by console

Switch#

Switch# show platform hardware acl statistics utilization brief

Entries/Total (%) Masks/Total (%)
Input Acl (PortAndvlan) 2016 / 4096 ( 49) 252 / 512 ( 49)
Input Acl (PortOrVlan) 6 / 4096 ( 0) 5/ 512 ( 0)
Input Qos (PortAndvVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Input Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Acl (PortAndvVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Acl (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Qos (PortAndvlan) 0 / 4096 ( 0) 0/ 512 ( 0)
Output Qos (PortOrVlan) 0 / 4096 ( 0) 0/ 512 ( 0)
L40ps: used 2 out of 64

Switch#
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Wl action
action
VACL O~ v F Vv T OBFECFATINDT 7 ¥ a VEIRET HIiE action 2~ > REMA L ET,
Ty a s ERIRT 21ICE, Zoavy RO no BREEH L ET,
action {drop | forward}
no action {drop | forward}
X DA drop Ny NEBRETLT 7 a rAERELET,
forward Ry NEBRICERT 2T 7 a VERELET,
TIAILE ZOAaARY RIZT 74NV PREFH Y EX A,

avrkE—F

VLANT7 7 &A=/

IV FERE

FERLDIEFRE

1

)1 —2R EERE
12.1(12¢)EW Z DA R5 Catalyst 4500 & ) — X A v FITHEASHE LT,

VLAN (BFHLAN) 7272~y 7 Tlk, BHED X7y b A7 (IP£72I1EMAC (A5 4T 7
7t ZHEIE]) HICERE STV S Access Control List (ACL; 77 & A#I#HI U 2 1) 28 1 SLL FAE(E
TG, TDONNTy N ZATDT TN N T Vv asddrop (FER) TY,

BeZD /Ry b A A TRICRESNTWS ACL DFEIELARWERIZ, FORry N A4 TDF
TZHV N T g forward (BFR]) T,

BEDRTry b ZATFHICHEESNTVD ACL DL IIREZDESIL. RESNET 7 V=3
VINFEDNRT N XA TITEAHEINET,

WIZ, BET 7V a v EERTDHPI2RLET,

Switch(config-access-map)# action drop
Switch(config-access-map)#

WIZ, BmET 7 v a Y EERT DR LET,

Switch(config-access-map)# action forward
Switch(config-access-map)#

match
show vlan access-map
vlan access-map
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apply

BX DA

TIH4ILE

avYkE—F

apply H

LW VLAN (BAHLAN) F—H _X—2 %23 REESE2 A7 U A L, NVRAM (R
HYERAM) TR EBEBEMRT L. BHE N AL VARICRTEE S22 DI, apply 2~ R&4H
ALET,

apply
Zoa<wy ROEF—U— FERE51IIH D EA,

ZDa<wr RIZT 74NV FEREEXHY A,

VLANZ V7 4 FXalb— g

ATy NERE

HREDIEFRE

Ll

BAEa< >R

)1)—= EEAR
12.1(8a)EW Z O3 KA Catalyst 4500 > ) — X 24 v FIZEASNE LTz,

apply 2~ Fif, VLAN T —H# RX—RX E— REHIBLTEH LT REALREZHEHBL., Zh i
EfFar 74 Xal—a fFEALET, 2oa<vr RiZk Y, VLAN F—F _X— 2 F— R0
BEanxd,

A A+ F 7% VLAN Trunk Protocol (VIP;VLAN ~5 27 Fua hain) 75472k F— ROEFAIC
X, Zoa~vr REfFHTLZEIETEERA,

A % —7 )V EXEC E— K5 showvlan =~ REANTH5ZLI2X Y, VLAN 7 —HF X— 245 H
PITONT=NE D D EMR T ET,

WIZ, #7272 VLAN T— X _X— 25324 CNEBREDT —ZX—A L LCER#T 02 RLE
j‘o

Switch(config-vlan)# apply
Switch(config-vlan)#

abort (Cisco I0S D~ == 7 /L %5 H)

exit (Cisco I0S D~ == T IV 5% HR)

reset

show vlan

shutdown vlan (Cisco I0S D~ == 7 /L &%)
vip (Fuo— b ar 74 ¥al—v a2y £—NR)
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M arp access-list

arp access-list

Address Resolution Protocol (ARP) 727 &R VA N2 EELZY, REFAV A MDORKREIZa~
RZBINT 5 I121E, arp access-list 2~ K& H L E 7,

arp access-list name

BXDEiHA name TR AHEY A NOL4FIEERELE T,
TIAILE mL
oYk E—F ary74¥al—var
av Yy FEE )1y—= EEHNE
12.1(19)EW Z D<= KA Catalyst 4500 > ) — X A4 » FICHAINE LTz,
451 WIZ, static-hosts & WO AHTD ARP T 7 A VA NEERTHHERLET,

Switch(config)# arp access-1list static-hosts
Switch(config) #

BEa< Uk deny
ip arp inspection filter vlan
permit
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attach module W

attach module

BEDEY 22— ) B— MBI 5121, attach module = 7 4 ¥ 21— g a<w K
EERALET,

attach module mod

BX DA

TIHILE

mod A ROE—Fy F TV 2a—/b

Zoa<wr RIITF 74V MERTEIXHY EHA,

avY kK E—F A F—T

avy FERE )1)—Xx EERNE
12.1(19)EW Zoavy FPREASRELL,

FERALEDIEEE Zoa<r RNEHAINS DX, Catalystd4500 >V —X A v F DT IV HAF—FTxf TV a—
NDIHRTT,
mod DAIMEIX, FEATH vy —IZ X o TRV 7, =& xIE, Catalyst 4006 > ¥ — 2 % fEH
LTWaDGE, BV 2 —/LORMEIZ2~6 TT, 4507R ¥ ¥ — L EEH L TV D546, ARIEIT
3~77TY,
attach module mod =~ > R%&34T73 5 L. 7o 7 M) Gateway# ([CE DY 77,
ZOa<xr ROT 7 g d, session module mod 35 XU remote login module mod =~ > KOT 7
varEREUTT,

£l WIZ, TI7RAF—=FrT a2 T 2=V E—M0buad A 45605 RLET,

BAEa< >R

Switch# attach module 5
Attaching console to module 5
Type 'exit' at the remote prompt to end the session

Gateway>

remote login module
session module
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M auto qos voip

auto qos voip

Quality of Service (QoS; ¥ —EXHE) KFAA HIZ Voice over IP (VoIP) H®D Auto-QoS (HE)
QoS) ZHEEXET HITIX, auto qos voip f X —7 = A XA AT 4 FXal—ary avy e
FALET, Auto-QoS 27 4 Fa b—1a VEIEARE QoS 7T 7 4 /V M EICRERTIZIE, Zoa~v
KD no JEXZHEH L ET,

auto qos voip {cisco-phone | trust}

no auto qos voip {cisco-phone | trust}

BX DA

T4

avrkE-—F

cisco-phone ZDA v H—7 = A A% Cisco IP Phone IZ#55: L. VoIP JH® QoS % HEFRE
LT, HIE/X7 v A Class of Service (CoS; —E R 7 T R) TF~ULL,
IP Phone 23RN S - GE O AEFHEINE T,

trust DA VH =T 2 AFBEBETE DAL v F E£21INV—FZIZHRF L. VoIP H
D QoS ZHERELET, BE/ 7Y D CoSBLODSCP 7L, 151
émiﬁ—o

Auto-QoS 1T T _XRTCDHA v HX—T =2 A TT 4 =T 1T,

AH—T A A AT fFal—var

OV FERE

FERAEDIEEE

)1)—=R EEAR
12.1(19)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,

Zoa<wry REMALT, QoS FAALHNOD VoIP 77 4 v 717 QoS ##E L7, QoS
RAAL NI, QS DEFE N T 74 vV ERETEDHLAAL vF, Xy NT—INH, BLP= v
5‘:/{/]) 175‘;//@.\?%?‘?‘0

cisco-phone % — 7 — &, Cisco IP Phone (Z#ft SNIZF >y T —27 Dx v VIZH LA — FTHEH
LEd., AA »FIL, Cisco Discovery Protocol (CDP) %41 L T IP Phone % &I L. %@ IP Phone
MHERAF LI/ PO CoS 7V EFEFELET,

trust X — U — R, Xy U= NEICHEm SNIZR—FTHEALEST, bT 74 v 7133 TicH
DTy TFRAATHEHENTNWD ERRENDIDT, 20D/ D CoS/DSCP 7 ~LIEAE
HENET,

BEESNIA VZ—T =2 A AT Auto-QoS BEREZ A X — T /WMZTH L, BEWIZIROT 7 v a v
%\éﬁz L/i‘a‘o

* QoS BT E—/NUIAR—=T IRV ET (qos 7 m— L a7 4 Falb—ay avy
o

e DBL 7 B—/NLZA R—T M7 £F (qosdbl 7 m— 3L a7 4 Fab— gy av
:/ F)O

* auto qos voip cisco-phone { > ¥ —T7 = A A AT 4 X al— g avr KE AN LEEAE
X, BN & 2 FRHERED A K — 7 L1272 £7°, Cisco IP Phone DA MO I, CDP
DMEH &AL E T, Cisco IP Phone DR S5 &, FFEDA » Z—7 = A A LD AJIGFHEIL, S
7y R TZIEENT CoS T-IWVEEHET L L HICHRESNET, ZHud, —# @iV IP Phone
TIL DSCP 3+ —72 I\ 72T, Cisco IP Phone N F7E L2 WG A EEIZ S » b
D CoS T INVEFBHLALWEIBRESNET,
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il

auto qos voip Ml

e autoqosvoiptrust { X —7 A A AT 4 Fal—vary avr FEANTHLE, HES
NeA v E—T A AP ALY 2LELTHRESNTWVWDESE, 2O H—T =24 A LEDAS]
DHEII Ty DTEREENTZ CoS TNV EEEHTLIEIICEREINET (DA X —T A
ANLAT 3 ELTRESNTWDEAIL, DSCP #EET D Lo IcikESNET),

ABT 47 R—b, EAFTIv I TR R—F, HF VLAN ({RIEELAN) 727 &R R— b,

BIOFT 7 R— b T Auto-QoS # A F—7 NI TE £,

Auto-QoS A F—T7 NVOHEFHITHBEAEMRIND QoS 2T 4 X alb—TarER AT HITIE,
Auto-QoS & A F— T WAZT DHHICT Ny T A X —T NI L ET, Auto-QoST Xy ¥ 7% A F—
T MZF BIZIL. debug auto qos { F*—7 /L EXEC a2~ REMHEHLET,

A ¥ —T x4 A LT Auto-QoS %7 4 £—7 /I T HIZiE, no auto qos voip 1 > F—7 = A A 2
V74 FXalb—vary avw U REHEALET, Zoavr FEANT D E, EYE QoS A R —7
VT2 . Auto-QoS BREMNEDA VX —T = A4 ADIEHRE QoS T 7 /L MRTEILEEINET,
Auto-QoS IC L » CHFEITENZ T 0 —NUBREN DT /v a v TEREND Z LixdH o 8.7
o— N LRRE IR S E T,

Wiz, 4> ¥ —7 A A GigabitEthernet 1/1 [ZERE SN AL » T E IV —ZBMEHETE 5T N
A ADEEIT, Auto-QoS A F—T WL, EHE/\7 v NN TEAF Iz CoS 3L DSCP 7%
NEEHATAEERLET,

Switch(config)# interface gigabitethernetl/1
Switch(config-if)# auto gos voip trust

WwIZ, A > % —7 = A A FastEthernet 2/1 |Z85#5t SL727 /34 A Cisco IP Phone & L TR X7z
WA, Auto-QoS A4 Rr—T7 NWIZ LT, FETy MNTRE SN CoS TNV EEET H4%
RLUET,

Switch(config)# interface fastethernet2/1
Switch(config-if)# auto gos voip cisco-phone
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M auto qos voip

BEa<TU R

WIZ, Auto-QoS A F—T/VDFAEIZHBMICAREND QoS a7 4 Fab— g v ERRT
LB ERLUET,

Switch# debug auto gos

AutoQoS debugging is on

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernetl/1
Switch(config-if)# auto gos voip trust
Switch(config-if)#

00:00:56:gos

00:00:57:gos map cos 3 to dscp 26

00:00:57:gos map cos 5 to dscp 46

00:00:58:gos map dscp 32 to tx-queue 1
00:00:58:gos dbl

00:01:00:policy-map autogos-voip-policy
00:01:00: class class-default

00:01:00: dbl

00:01:00:interface GigabitEthernetl/1
00:01:00: gos trust cos

00:01:00: tx-queue 3

00:01:00: priority high

00:01:00: shape percent 33

00:01:00: service-policy output autoqos-voip-policy
Switchconfig-if)# interface gigabitethernetl/1
Switch(config-if)# auto gos voip cisco-phone
Switch(config-if)#

00:00:55:gos

00:00:56:gos map cos 3 to dscp 26

00:00:57:gos map cos 5 to dscp 46

00:00:58:gos map dscp 32 to tx-queue 1
00:00:58:gos dbl

00:00:59:policy-map autogos-voip-policy
00:00:59: class class-default

00:00:59: dbl

00:00:59:interface GigabitEthernetl/1
00:00:59: gos trust device cisco-phone
00:00:59: gos trust cos

00:00:59: tx-queue 3

00:00:59: priority high

00:00:59: shape percent 33

00:00:59: Dbandwidth percent 33

00:00:59: service-policy output autogos-voip-policy

X IE & R T D121, show auto qos interface =~ > K& AJJ L E T,

debug auto qos (Cisco I0S D~ == 7 L& &)
qos map cos

qos trust

show auto qos

show qos

show qos interface

show qos maps

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
OL-6661-01-J |



| 2% Catalyst4500 >')—X X4 vy F® Ciscol0S ATV K

auto-sync M

auto-sync

NVRAM (FRIEFRME RAM) O 7 4 Xal—ay 77 A AOABREHLE A RX—TNIZT 5
([Z1Z. auto-syne =~ FAEHLET, BBIRGLET 4 =7 T 212F, Z0a~vr RO
no A ZERALET,

auto-sync {startup-config | config-register | bootvar | standard}

no auto-sync {startup-config | config-register | bootvar | standard}

BT DERER startup-config AH—K Ty ar7 4 Xalb— g rOPHRERGLEREELET,
config-register a7 4F¥al—vary LYRXREOHBRYLEREELE T,
bootvar BOOTVAR @27 ( ¥ = L—3 g O HBRELAZIEE L E1,
standard AF—K T w7 ar7 4X¥alb—ar, BOOTVAR, BLUar 7 ¢

Xal—ray LIPRZOBEBRLZEEL T,

T+ TRTCOary74Falb—ar 7y A00BEEYLIE standard T,
avY R E—F TR A4 > CPU
avy FERE Jy—x EHRNE
12.1(12c)EW Z a2 K73 Catalyst 4500 U — R AA v FIZHEAINE LT

(Catalyst 4507R D7),

HFREDMIESEIE  noauto-sync standard =~ > K& AN 5 &, HERBLIZThhEEA,

151 WIZ(T 7AWV BIBRENPG) AL CPUDA LT 4 Falb—gy LYAXOEHBRHLE A *—
T BHIERLET,

Switch# config terminal
Switch
Switch (config-r)# main-cpu

(config) # redundancy
(

Switch (config-r-mc)# no auto-sync standard
(
(

Switch (config-r-mc)# auto-sync configure-register
Switch (config-r-mc)#
BEEav YR redundancy
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M channel-group

channel-group

EtherChannel A > % —7 = A A@® EtherChannel 7 /L — 7 ~DE|) YT FHIXREEZIT O I,
channel-group =~ > FZfEHLET, AV F—T oA ADRLTF XY RNV I N—T a7 4 Falb—
Ta v EEIRTAICE. Toa<wry Ron BEREFEHLET,

channel-group number mode {active | on | auto [non-silent]} | {passive | desirable [non-silent]}

no channel-group

BXDEREA

T4

avykE—F

number Fr XN IN—TEGEEELET, HETZHMEIT1~64 TT,

mode A 4 —7 x A A® EtherChannel € — FZ{EEL F 7,

active LACP %ﬂ HrlizA 2 —7 iz LET,

on SR AJIZ AR — b % Port Aggregation Protocol (PAgP; R— NEKI 7' b aL) @
ﬁw%%zwuuﬁbi#o

auto R—F 2y 7 xIFvx—vay A7T—MNILET, A— MIZELE
PAgP /37y MIJEELE TN, PAgP X7 v b xF v —va VEHBLE
A,

non-silent (TR 774 v 7 PMUDEENGEFEIND I ENTERENDSGEIT auto
E— KE 721 desirable E— F\k EBITHEHENET,

passive LACP HEEP R SN HEIZIRY . LACP 24 X —7 T L ET,

desirable A= 77747 FxIFvx— g A7 —MILET, "— M PAgP /¢

v RERELT oR—heopraTrz—2 9 2B LET,

F ¥ 2 TNA—TTED Y TENEE A,

A HE—=—TxA AT 4 Fal—g

av Y FERE

FERAEDIEEE

)1)y—=x EENA

12.1(8a)EW ZDza= Y KA Catalyst 4500 &V — X A A » FIEAINE LT,
12.1(13)EW LACP O¥ R — R BMEiE LT,

WPV Z—T oA A TF v )V TNA—FIZEY B TAHFCRAR— N Fr NV A F—T A A%

VERRT 20 FEIIH Y £ A, R— bk 5‘«7/?/1/ A B =T 2 A APERI N TRV E, &—
Fx RN A B —T oA AF, FOF ¥ R TN—TDRGIOMIEA X —T = A ADMEHK SN
=L xiIcHBMICER SN E T,

F v RNV T N—T DPAGP A X —T IWVIIRESINTNDA »F—7 = A AHEH STV D FE
DF ¢ XNFHIEL, LACP DA X —T NWVIRE SN TNDA v F—T = A A FLT ¥ FIVERTE
THHAIMEATE AL, ZOHHEEETY,

interface port-channel =~ FZ AL TR — K F¥ 1NV EERTHZ LB TEET, ZOHLAIT
I, LAY 3R— b FyrABERSNET, LA VYIFR—h FrpxrilbA¥2HR—FFrx
NCERT DI WA F—T = A 2% T ¥ RV 7 —FIZED 4 THHIT switchport =1~
RFEHERALTLES, R—=F FX¥ M A A= K= BB IEAICIE, R—b FyrriLazL
AXINHLAY2 FRIFLVATV2INOLLAYIIZEETDHILITTEERA,

F X RN TN—TDO—ERTHLIYHEA X —T oA AZEDETCOENTZIP T L RAET 1 &—7
T AMEIH FEAN, T4 =TT 2B L £,
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channel-group W

A=K Fx RNV A F—T 2 RAATONTERELREFBELEIL, A—F Fy R & LT
RILF ¥ RNV TN—TNOTRXTDOA L H—T oA AB2oNET (I 2, FELEIX, +
DR—F F¥ RXNVD—FTIERNDB, EOF ¥ XN TN—TO—HTHLIYEA X —T = A A
b enET),

onE— R T2oODHR— h ZN—T 28T 5 2 L2 LY i A8 72 EtherChannel Z 1E% T £,

AE Bl EtherChannel f X —7 =2 A ATLA ¥ 3 T RLRAEZAR—TMZLRNTLZEN,
EtherChannel f > Z —7 =2 A A L TT7 VY v TN —FZEH) Y THRWTLEIW L—NETLF

—aﬁo

WIZ, A ¥ —7 x4 A GigabitEthernet 1/1 Z 7R — h F ¥ 3/L 4512 X - THE S 417= EtherChannel

Ll
T N—BIMNT D8 2R L E T,
Switch(config-if)# channel-group 45 mode on
Creating a port-channel interface Port-channel45
Switch(config-if)#

BEa<YY R interface port-channel

show interfaces port-channel (Cisco I0S D~ == 7 /L% &)
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M channel-protocol

channel-protocol

A B —7xA A ETLACP %7213 Port Aggregation Protocol (PAgP; A"— MEK T v h L) %A
F—7 MZT HIZIE, channel-protocol 2~ > REZEHLET, ZhbD7 v harzs 1 —7
MTTBIIE, Zoa~vr Rone EREZHALET,

channel-protocol {lacp | pagp}

no channel-protocol {lacp | pagp}

BXDEREA

TI4ILE

AU E—FR

lacp F oo R T EEHT A7 DIZ LACP 24 X — 7 M LET,
pagp Fy 32U T HEHT L7202 PAgP A 2 — 7 M LET,
PAgP

AH—T oA A AT fFalb—vay

OV FERE

FRAEDIEFEE

Ll

BAEa< >R

)1)—=R EEAR
12.1(13)EW ZDa~< KA Catalyst 4500 > U — X A A w FIZEAINE LT,

Z D=3~ Fi&, Supervisor Engine I BMEH SN TWLH T AT ATIEYR—FShEHA,
channel-group =~ > REZFH LT, 72 ha L Z2BRTLHI L L TEET,
AV E—=T 2 A AMNF ¥ FIVICETIERIT. Z0a~<r FOon JEREHFHL THIEGT SN ET,

[@ U EtherChannel IZJ8 9 A4 X TOFR—FTiX, AU r havzEHTILERHY £, 12
DEY2—T2o07a halrFETTAHZ LT TXEHA,

PAgP & LACP IZIZEHMERH Y A, T RVOFEETRE Y 2 ha Vv EERTL2HLERH Y
gz‘g‘o

AA v FHFETREL, —HOMITPAgP, KXHIITTLACP % on £— RIZTEET,

7B FAMINOTHERTEEY, 2720, BRLEGEIE. Ly w havick LT, B
DT T D EtherChannel 237 7 4 /L kb F¥ x/V E— FiZU &y b ZLE 7, channel-protocol =~
VREFEATLE, BREINET 0 b VICEAARARERE— REBIRTEX AR R0 £,
EtherChannel WD T X TOR— &, MUHEBLIOCRLT 27 by 7 X £—F (LACPE— KD
BRI R"EHOR) TEIMET L IICEREL T EEN,

FER 7R FE I OV TIL, [Catalyst 4500 Series Switch Cisco 10S Sofiware Configuration Guidel] @
[Configuring EtherChannel] &M L C<72& 0,

RIZ, A B =T 2 A ZATF ¥RV 7 ZEHT L5720 LACP 2B IR 58 2R LET,

Switch(config-if)# channel-protocol lacp
Switch(config-if)#

channel-group
show etherchannel
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class-map

class-map W

Quality of Service (QoS; & —E ASE) 7/ T A ~ v T HRETDHIHOD QoS 7 T A~ a7 4
XFal—vary E—RITI7EATHIZIL, cass-map 2~ REFHLET, 77 A~y 7 %H
BRI 212iF, Zoa~vr RO ne BXEHEHLET,

class-map [match-all | match-any] name

no class-map [match-all | match-any] name

X DA match-all EE) 779 A vy 7DT_RTCO—FHEE~D—HEZBELET,
match-any (R 1 2 3EEO—#EE~O—FEEBELET,
name I IRy THTT,

T4+ TRTCOEREL —FHIEFET,

avY Rk E—F

Ja—x)L a7 4 F¥alb—g

ATy NERE )= EERAE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,
FRALOFEEE  name B X W acl name 515013, KT E/NLFHEXBLET,
7= rSUCAT BRI — A R =0~ E LT Ty FOGHE, v~ —F 7 £, B
T 7 e —RY v 7B ERTIHEEIE, casssmap BI M4 DA X —T7 = A ZHEAIND
FOYVTavw s REFHLET,
WDa<w KR, QS 7/ IFA vy a7 4Fal—iaryET—RTHHATEET,
e exit— QoS TA Ty arJ 4 FXal—varyE—FREKRTLET,
* N— 7V TAYY I ML AT — AV MEHIBRLET,
* match — SBEELRE L £,
KOEEY 7 a~y RbFIATEET,
— access-group {acl_index | name acl_name}
— ip {dscp | precedence} valuel value?2... value8
— any
WDOY 7T a<2 R, CLI (A~ RIA U A H =Tz A RA) ~IVTIZFRRSNET, LAN A
YH=T 2 ATEIR—FShEEA,
* input-interface {interface interface_number | null number | vlan vian_id}
e protocol linktype
* destination-address mac mac_address
* source-address mac mac_address
* qos-group
* mpls
* no
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M class-map

JIGAR T RERELTC. VT ARy T a7 4 Xalb— g B— R&Bth+ % L. match
Ta<w  REANTEET, 2o Ta<wy RO Tk ERBY T,

match {[access-group {acl_index |name acl_name}]|[ip {dscp | precedence} valuel value?... value8]}

match 7 2= RO LHAIZOWTIEER 2-1 2L T X0,

% 241 match 37> FO#CEHEA

FEHTJav R 5 EA

access-group acl_index| |77 B A VANA LTI RAFERIIT 7R U MNERELET,

acl_name BETXHT7T 78R VAN AT w7 ZADfEIE 1 ~ 2,69 TF,

access-group acl_name ZHfSET 72 A VA MERELET,

ip dscp valuel value? ... | —Z4 % IPDSCPEZRE L £, fHETE HMEIE, 0~63 TH, =

value8 NR—ATRYHZ &I2LY 8 D TDSCPfEix A TE T,

ip precedence valuel —3%9 % IP precedence fE% {5 E L E T, FRETXHMEIZ 0~ 7 TY,

value?2 ... value8 ANR—ATCREDH Z LIZ2L Y 8 DF TIPprecedence fEE A I L ET,
51 KIZ, classsmap 2~ RBI O 7 a<w RiZ7Z7&8ALT, ippS EWVWIAFIDY T A~y Tk

FXiE L., IP precedence 5 D—HAT— h A FE AT DB~ LET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# class-map ipp5

Switch(config-cmap)# match ip precedence 5

Switch (config-cmap) #

WIZ, TTICRESNTZT 7 ER VA M T 27 T A~y TaREST DR LET,

Switch(config-cmap)# match access-group IPacll
Switch (config-cmap) #

BAEa< UK policy-map
service-policy
show class-map
show policy-map
show policy-map interface
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clear counters W

clear counters

A HE =T AR E %I YT T BHITIE, clear counters 2~ R&E{HH L FT,

clear counters [ {FastEthernet interface number} | {GigabitEthernet interface_number} |
{null interface_number} | {port-channel number} | {vlan vian_id}]

i
i

BX D]

TI4ILE

FastEthernet interface_number EE) 77 AP A—V Ry P A X —T x4 ABEELE
T FRETE DT ~9 TY,

GigabitEthernet interface_number LB SHEY P A -V Ry P A ¥ —T A RAEEEL
£9. FHETEDMEIT1I~9TY,

null interface_number (EE) XN A H—T oA AREELET, HAEIZ0OTT,

port-channel number TE) Ty AU E—T oA AZBELET, AHEIX
1~ 64 T,

vlan vian_id (f£&) VLAN ({42 LAN) ¥ EL T, AMHEIL 1 ~
4,096 T,

ZDavr RIZTF 74V bREEHV £ A,

oYk E—F A % —7 )V EXEC

av Y FERE )1y—=x EERAR
12.1(8a)EW ZDza= Y KA Catalyst 4500 &V — X A A » FIEAINE LT,
12.1(12c)EW JEIR VLAN 7 R L ADH AR — h3BMEShE Lz,

EREDIEEER
N
()
Bl

=AY

AV E =T 2 A APBEENTOVRWES, Z0a<y NEZT_XTOA v Z—T =2 A ADBLEDA
VER—T 2 A AT BRIV T LET,

Zoa<y Rit, SNMP (fiG >y hU—27FH T 0 ha)l) TRREINT-H T ZiT7 0 787,
show interface counters 2~ R AJJ LT ZICHRRINDI I 2T 27 VT LET,

WIZ, TRTCDOA LV E—T =24 A I Z 7 VT T50%ERLET,

Switch# clear counters
Clear "show interface" counters on all interfaces [confirm] y
Switch#

WIS, FFEDA B =T 2 A ADH Y 2ol VT T HHERLET,
Switch# clear counters vlan 200

Clear "show interface" counters on this interface [confirm]y
Switch#

show interface counters (Cisco I0S D~ == 7 /L& £[R)
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M clear hw-module slot password

clear hw-module slot password

AT IV MafREY 2=V D/RAT — R%& 27 U 7§ %IZ1E, clear hw-module slot password =
~r PR LET,

clear hw-module slot s/ot_num password

BXX DA slot_num ATy 2—L Eo2xn v F T,
T4k NRAT—=RNEZ7 U7 ENTHWEREA,
a3 K E—F A F—7 L EXEC
avy RER )y—=x EERNE
12.2(18)EW Z D<= KA Catalyst 4500 > ) — X A4 » FICHAINE LTz,

FRLOIFEFE ASNRAU—FNRU kY FENRWNED | MERNRAT— FOER L1 EE ) TT,

1 WIZ, FREY 2= VDAY F5DNRNAT—=R&7 V7T 55E2RLET,
Switch# clear hw-module slot 5 password
Switch#

BEa< >k hw-module power
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clear interface gigabitethernet W

clear interface gigabitethernet

FHEy b A —% Ry NEEES023zA v H—T 2 A AP N—KRoux27 avy 7 %7 V7 35HIC
I%. clear interface gigabitethernet =~ > NZ{HH L 7,

clear interface gigabitethernet slot/port

BX DA

slot/port 28y hBLOKR— FDOFFTT,

T4

avrv bk E—F

ZPawr RIZT 740 FREIZH D FH A

A % —7 )L EXEC

avy RERE Jy—= EEHERAS
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
£l WIZ, ¥HE Y b f—%FK> NIEEE8023z A V' X —T = A ADBN—RKy =7 a7 %7 )7
ToHHERLET,
Switch# clear interface gigabitethernet 1/1
Switch#
Ea<T R show interfaces status
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M clear interface vian

clear interface vlan

VLAN ((FAELAN) O N—Ro =7 a7 %7 U773 5I21%, clear interface vlan =~ > R &1
HLUET,

clear interface vlan number

X DEREA number VLAN A > ¥ —7 =4 AHFFTT, HETE DT 1 ~ 4,094 TT,
T4k Zoavwry RIZT 74V EREZH Y EHA,
avY Rk E—F A *—7 L EXEC
avy RERE )1)—Xx EEHERAS
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(12¢)EW JEIE VLAN 7 RLZADH R — MviBinsivE Lz,
151 WIZ, BED VLAN oN—KRo=27 ul vl &7 V7 3T56%2r~LET,
Switch# clear interface vlan 5
Switch#
BEEa<w kR show interfaces status
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clear ip access-template W

clear ip access-template

TIEA VA NOKEHEREZ 7 VT 9 5HI2IE, clear ip access-template =~ > RZEH L £,

clear ip access-template access-list

BX DR

TIEAVRARNESTY, BETEAHEIXIPIEETY 7R URX MIDOWNT
1100 ~ 199 JEBEFIFE IPILAET 7 B 2 U 2 NI TIE. 2,000 ~ 2,699 T,

access-list

TIHILE

avrv bk E—F

ZDavwr RIZT 74V FEREEXH Y THA,

A % —7 )L EXEC

avy FER

1

)1y—2= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,

WIZ, 778X VA MOKEE®REZ 7 VT4 502 LET,

Switch# clear ip access-template 201
Switch#

clear ip arp inspection log

BX D

i
&

TI4ILE

ATV R E—FR

ay Ny Ty DAT—H A% YT T 51X, clear ip arp inspection log =~ > RZEH L £,

clear ip arp inspection log

Zoavy FEF—V—FEE518ITH Y T A,

ZPawr RIZT 740 FREITIH D FH AL

A F*—7 )L EXEC

OV RERE

Ll

BAEa< kR

))—= EERNE
12.1(19)EW Z Do~ RS Catalyst 4500 U — R AL v FICHEASIE LTz,

W2, o7 Ny 77 ORAREI VT T50%2 R~ LET,

Switch# clear ip arp inspection log
Switch#

arp access-list
show ip arp inspection log
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i

M clear ip arp inspection statistics

clear ip arp inspection statistics

Dynamic ARP Inspection (DAL #1327 ARP A AT a3 ) HdHEwE 7 V7351213,
clear ip arp inspection statistics =~ > N2 A L £,

clear ip arp inspection statistics [vlan vian-range]

BX DA vlan vian-range ({E#&) VLAN ({ifH LAN) #PHZFEE L7,
T4 oA~y NIT 74V FRETH Y £H A,
aAvU kR E—F A F—7 L EXEC
av Y FERE J1yy—= EERNE
12.1(19)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
Ll WIZ, VLAN 1 @ DAL #iHE# A 27 UV 7 LT, ZOREBEMERT 20 E2RLET,
Switch# clear ip arp inspection statistics vlan 1
Switch# show ip arp inspection statistics vlan 1
Vlan Forwarded Dropped DHCP Drops ACL Drops
1 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
1 0 0 0
Vlan Dest MAC Failures IP Validation Failures
1 0 0
Switch#
BEITY R arp access-list

clear ip arp inspection log
show ip arp inspection
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clear ip dhcp snooping database W

clear ip dhcp snooping database

BX DA

TIHILE

avUkE—F

DHCP A VT 4 7 T —H_X—R% 7 ) 79 5HIZIZ, clear ip dhcp snooping database =~ > K%
BEHLET,

clear ip dhcp snooping database

Zoa~vy NEF—U— FEZIIEIEIEH D FH A,

ZDaw L RIZT 740 FREITH D FH A,

4 % —7 )L EXEC

avy FER

il

BEa<T R

J)1y—= EEAR
12.1(19)EW D3~ KA Catalyst 4500 & U — X AL v FIZEAINE LT,

WIZ, DHCP A T 4 7 T—HRX—=R %27 VT3 50 ER~RLET,

Switch# clear ip dhcp snooping database
Switch#

ip dhcp snooping

ip dhcp snooping binding interface (Cisco I0S O~ = = 7 /L & &)
ip dhcp snooping information option

ip dhcp snooping trust

ip dhep snooping vlan

show ip dhcp snooping

show ip dhcp snooping binding
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M clear ip dhcp snooping database statistics

clear ip dhcp snooping database statistics

DHCP A VT 4 7 T —H_X—A i EHZ 7 ) 73 5I2I1L, clear ip dhep snooping database
statistics =~ > R&fTH L £9,

clear ip dhcp snooping database statistics

X DERA Zoawy FZiEF—U— REREF5IHIIH D 8 A,
TI+ILE ZDaxy NZT 74V FREZH Y £H A,
AU K E—FK A F%—7 )V EXEC
avy FERE )1)—Xx EEHERAR
12.1(19)EW Z D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
£l WIZ, DHCP A T 4 7 T = X=X %7 VT3 562~ LET,
Switch# clear ip dhcp snooping database statistics
Switch#
BEa<U R ip dhcp snooping

ip dhcp snooping binding

ip dhcp snooping information option
ip dhcp snooping trust

ip dhep snooping vlan

show ip dhcp snooping

show ip dhcp snooping binding
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clear ip igmp group W

clear ip igmp group

Internet Group Management Protocol (IGMP) 7' /L—7" %+ v a2 = kU ZHIERT 51214, clear ip
igmp group =~ FZEHLET,

clear ip igmp group [ {fastethernet slot/port} | {GigabitEthernet slot/port} | {host_name |
group_address} {Loopback interface_ number} | {null interface number} |
{port-channel number} | {vlan vian_id}]

BX DA

TI4ILE

avYkE—F

fastethernet UEE) 77 AN A=Ky b A F—T = A REHELET,

slot/port (T8 2ry NBLUE— FOFLTT,

GigabitEthernet (LE) XAy b A—HFy b AV F—T = ABIELET,

host_name (ff:7) Domain Name System (DNS; KA A o Rx—2A AT L) 7R
AN T—=T)NEILiphost 2 RTEZEINTNDEHFRA N T
B

group_address (EE) 4 58I Ny PRETRBSNIZVFX Y AN 70 —=T7D
7 RLATT,

Loopback interface_number — ({1-E) L—TF R 7 A v Z—T =24 AZWELET, HETE D
1 0 ~ 2,147,483,647 T,

null interface_number EE) XV A2 —T oA AZEELET, AEIZ0 TT,

port-channel number UEE) T RNV A E—T =A AERELET, AEIZ1 ~ 64
<,

vlan vian_id (f£&) VLAN (48 LAN) #¥5¢ LE4, AZNMEIX 1 ~ 4,094 TT,

ZDa<wr RIZT 74NV FREEXH Y A,

A %—7 )L EXEC

vy FERE J1y—=x EERNE
12.1(82)EW Z D3~ B Catalyst 4500 2V — X 2 A » FIZHASILE LT,
FALDOFESTE IGMP ¥ v v = JE EEER SN TOD LANDKRA RBA U A—=THDHYLVFF v A~ JL—
TDOYARNPEENLTNET,
TARTOZ MY & IGMP F v v ¥ a2 bHIBRT 2561, 5172 L T clear ip igmp group =~
FE AT LET,
i WIZ, IGMP % v ¥ adSIED I V—FDx ) 27 VT 502 R LET,
Switch# clear ip igmp group 224.0.255.1
Switch#
WIZEEDA V F—T 2 A ANLIGMP ZVv—7 v v a = NI 27 U TT 50~ LE
‘j‘o
Switch# clear ip igmp group gigabitethernet 2/2
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M clear ip igmp snooping membership

ip host (Cisco I0S D~ ==7 /L %)
show ip igmp groups (Cisco I0S O~ == 7 /L % &)
show ip igmp interface

clear ip igmp snooping membership

BRI 72 AR A MBI T — % X—2% 7 U 73 %IZ1L, clear ip igmp snooping membership =~ >
AL LT,

clear ip igmp snooping membership [vlan vian_id)]

BX DA

vlan vian_id (f£&) VLAN (A8 LAN) ZfEL 4, HEIE 1 ~ 1,001, BI O
1,006 ~ 4,094 T,

TI4ILE

avrkE—F

ZDavy RZTF 74V bREEH Y £H A,

A % —7 )L EXEC

OV FERE

FERLDIEEE

il

J1y—= EENA
12.1(20)EW ZDa~<y KA Catalyst 4500 > U — X A4 v FIZEAINE LT,

BI/REYZR AR A MBEF T — X X—R(ZlE, T 7 ANV P CTHRRK1IKB O M) ZEMCcEET, 20
HIRICET D L, 7= R_R=RTHHE s P ) 2 ERTE R AR £, S62xy MY Z{ERT
51Z1%. clear ip igmp snooping statistics vlan =~ > K& L C, T — ¥ X— A& HIRT 20BN
g}) U i‘j‘o

RIZ, VLAN 25 @ Internet Group Management Protocol (IGMP) A X — ¥’ it H & £r3 541
B LET,

Switch# clear ip igmp snooping membership vlan 25
Switch#

ip igmp snooping vlan explicit-tracking
show ip igmp snooping membership
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clear ip mfib counters W

clear ip mfib counters

Ja—s )V MFIB AUV 2B LT XTOT 77 47 MFIB Vv —bsOH U Z %27 U 7T 5T,
clear ip mfib counters =~ > & H L £ 7,

clear ip mfib counters

X DinBA Zoawy FZiEF—U— REREF5IHIIH D 8 A,

TI+ILE ZOavwy RZT 740 MREEH Y £ A,

AU K E—FK A % —7 )V EXEC

avy FERE J1)—Xx EERE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

il W2, +_XTDOT 27T 47 MFIB/L— hBE NI a—L o B2 VT4 56%57LET,
Switch# clear ip mfib counters
Switch#

BEa< Uk show ip mfib

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M clear ip mfib fastdrop

clear ip mfib fastdrop

BX DR

TIHILE

AU R E—FR

FXTO MFIB miifEgE= Y 227 U 7351214, clear ip mfib fastdrop =~ > 2R L £,

clear ip mfib fastdrop

Zoavy FEF—Y—FELE51%TH Y T A,

ZDavwr RIZTF 74V bREEH Y £H A,

A F*—7 )L EXEC

OV FERE

FRAEDIEEE

1

BAEa< R

—2R EERAR
12.1(8a)EW Z D3 K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

B LWERBEIE T FAEPET o & L mdBEET S U BMER S ET,

WIZ, TR TCOMBREE- N 227 VT 3502 RLET,

Switch# clear ip mfib fastdrop
Switch#

ip mfib fastdrop
show ip mfib fastdrop
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clear lacp counters M

clear lacp counters

BEDF ¥ XN TN—TIRBT DT XTOA U E—T oA ZAOFEHEWRE 7 U 79 5IZ1%, clear
lacp counters =~ > K& H L £9,

clear lacp [channel-group] counters

BX DR channel-group (EE) F¥ RN TN —TDOF ST, AMEIT1~ 64 TT,
TIAILE ZDavy NZT 74V FREZH Y £H A,
AU K E—FK A X —7 )V EXEC &— F
avy RER )1y —= EERNE
12.1(13)EW Z D~ KA Catalyst 4500 > ) — X A4 » FICHAINE LTz,

FRLDFEEFIE Oz~ RiX, Supervisor Engine | I TWNDH AT ATIIYAR— FERERA,
channel group Z57E L2V AT, TXTOF ¥ XV I —TRN7 V7 ENET,

Port Aggregation Protocol (PAgP; R— FEM T B ha)L) E— RO A N—%ETeT v R J—
TN oa<wrs Fe A LT, BlREhET,

£l W, FFED T N—TOftEHEREZ 27 U 7+ 5812 R LET,
Switch# clear lacp 1 counters
Switch#

MEa<vr bk show lacp
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M clear mac-address-table dynamic

clear mac-address-table dynamic

FAFTIv7 TRVAZ UM ELATY2IMAC (AT 47 T 7AW 7 KLVRA T—T/WnG
7 U7 35121, clear mac-address-table dynamic =~ > R& i H L E 7,

clear mac-address-table dynamic [ {address mac_addr} | {interface interface}] [vlan vian_id)

BX D

i
i

address mac_addr UEE) MACT RLZZHEELET,

interface interface EE) A X —7x2A AERELT, ZRUHIGH T o M %
7 U7 LET,f8E T S fEIT, FastEthernet 35 X O} GigabitEthernet T3,

vlan vian_id (fE&) VLAN (fR#8 LAN) ZfE L EJ, BT TX I 1 ~ 4,094 T,

T4

avYkE—F

ZDa<wr RIZT 74NV FEREEXHY A,

4 %—7 )L EXEC

ATy NERE

J)1y—= EEAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(12¢)EW IR VLAN 7 KL 20HR— A BMEhE L,

FERLDIEEE

Ll

BAEa< >R

FTRTOEAFT Iy 2 N ET—T )V HHIRT 521, clear mac-address-table dynamic =
~ Y REFHI R LTATILET,

WIZ, FFEA v Z—T A A (gil/l) DFTRTOEAFIv 7 bAF¥2x20 b7 U7 561%
ALET,

Switch# clear mac-address-table dynamic interface gil/1
Switch#

mac-address-table aging-time
main-cpu
show mac-address-table address
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clear pagp W

clear pagp

A=t F¥YxEHwE 7 U7 9 5I20%, clearpagp 2~ > FEMHEH L ET,

clear pagp {group-number | counters}

WX DS group-number FX AN TN—T BB CT, FECE DL~ 64 T,

counters N4 T4NVE% 7T LET,
TIAILE Zoavwy RZT 74V MREEH Y £H A,
ATV R E—F A —7 /L EXEC
vy FERE J1y—2=x EERNE

12.1(8a)EW Z O3 KA Catalyst 4500 > ) — X 24w FIZEASNE LTz,
£l WIZ, FFETN—TDR— b Fx 2 EwRE 7 V7T 6%~ LET,

Switch# clear pagp 32
Switch#

WIZ, R—NFx XNV NTFT 497 TyNEBETXTIZIVTT A2 R~LET,

Switch# clear pagp counters
Switch#

MEa<vr bk show pagp
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M clear port-security

clear port-security

MAC (AT 47 77BAHH) 7 RLA T—T AL TRCOBEFHAEX2T T RLVA, L
KFAVE—T 2 A A LOHEEDFTATI v I FREFAT A vX—XaT 7T RUAZHIRT D
121X, clear port-security =~ R&HEH L E T,

clear port-security {all | dynamic} [address mac-addr [vlan vian-id]] | [interface interface-id)

BX DA all TRTDOEF=2T7 MAC T FLAEHIBRLET,
dynamic TRTCDEAFI VT ¥xF 2T MACT RLAEHIBRLET,
address mac-addr EE) FBELEEX 27 MACT FLAZHIBRLET,
vlan vian-id (&) #8E L7z VLAN ((H4E LAN) O ELZEFx =27 MAC 7 K
LAZHIBRLET,

interface interface-id EE) BHELIEMHEAR— FEIZFR—F F¥RXLDEXF=2T MAC 7
RLAZHIFRLET,

T4 ZDavr RIZTF 74NV FREEIHY A,
avvkE—FK A %—7 )L EXEC

FERALEDFEEIE  clear portsecurity all 2~ RZANTH L, A v FIITXTDOEF 27 MACT KL 2% MAC
T RUVA T—=TNNBHEIBRLET,

clear port-security dynamic interface interface-id 2~ > N& AT H L AA v FIFA v F—T = A
AEDTRTOFAFT Iy EX2T7 MACT RLAZ MACT RL A T—7AnBHIBRL £,

avy FER )1)—Xx EHEHRNE
12.2(18)EW ZDavy R Catalyst4500 2 V) — X A A v FICHEASLE LTz,
1 I, MAC 7 RL A F—FANnLTRTCOEF 2T 7 RLAZEIBRT 56275 LET,

Switch# clear port-security all

WIZ, MACT LR T—TNUNLHEAFI v ¥FaT 7 RUVAZHIRT HHZRLET,

Switch# clear port-security dynamic address 0008.0070.0007

W, FEDA o Z =T 2 A ZATEEHELEFAT IV ¥FaT 7 PV AZTXTCHIBRT 2614
ALET,

Switch# clear port-security dynamic interface gigabitethernet0/1

BHRNPHIER SN Z & 2RS4 512, show port-security =~ R&Z AN LET,

BEaTY R show port-security
show diagnostic result module test 2

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
OL-6661-01-J |



| 2% Catalyst4500 >')—X X4 vy F® Ciscol0S ATV K

clearqos M

clear qos
Ta—NLBLOA v F—T A AT EOER Quality of Service (QoS; & —E ANWE) hy o ¥ %
7 U T3 DI, clearqos 2~ RaEfiH L E7,
clear qos [aggregate-policer [name] | interface {{fastethernet | GigabitEthernet} {slot/interface}} |
vlan {vian_num} | port-channel {number}]
BXOHH aggregate-policer name  ({£F) RV Yy —2fEL £
interface () A H—7xAf ABfEELET,
fastethernet HEE) 77 AR A=V Ry F 83 AV F—T =2 AEFRELET,
GigabitEthernet EE)F ATy b A =%y h 802321 H—T = A A&EELET,
slot/interface (fF8) 2By NBLUS v X —T = A ADFEZTT,
vlan vian_num ({£E) VLAN (RfHLAN) ZfHEEL £,
port-channel number (ER) Ty AN A =T =2 A A&fFE LES AHEIT 1~ 64 TT,
TI#4IE ZOa~wry T 74V FRETH Y £H A,

avU kK E—F

A % —7 )L EXEC

avy FER

FERAEDIEER

S
GE)

il

BEEa<U R

Jyy—= EERAE
12.1(8a)EW Z D= KB Catalyst 4500 &V — R AA » FITHASILE LT,

clear qos =~ R AT 5L oo 2 OEBETEREELZ T, @ ITHIRIND FT77 1
7 WEMIFERE I NS 2 End 0 £,

clear qos I~ R, /1> X —T7 24 AQoSAKRYVv— v FaE Uty hLET, /¥ —T =
AABREINTWRWIGA | cear qos 2 v RIETRTOA U F—T A AD QoS KRY ¥ — &
v HEU kY bLET,

KIZ T _RTOT 0 FalTra—" VB0, =T =2 AL DEKI QS WY 2 a2 VT
TolERLES,

Switch# clear gos
Switch#

WIZ T RXRTDA v B —T oA ZATHET T FaLOERIQSH T 2 &7 ) 7+ 456 &2 R LET,

Switch# clear gos aggregate-policer
Switch#

show qos
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M clear vian counters

clear vlan counters
FBE 72 VLAN ((RAE LAN) F703T_XTOBEFVLAN D Y 7 vy =T ¥ v v o h v 2l
7 U7 LT, 00 HHBSHE5ITIE, clear vlan counters =~ > RZfHH L £ 9,
clear vlan [vilan-id] counters
XD ERER vian-id (%) VLAN F{E T, HEEICOWTIE, A EoRESE] 288 L
TL7ZE,
TIHILE ZDawr RIZT 74 FREITH Y FH AL

avYkE—F

A %—7 )L EXEC

ATy NERE

FREDIEFRE

1

BEa<TU R

J1y—2=x TEAR
12.1(13)EW D3~ KA Catalyst 4500 & U — X AL v FITEAINLE LT,

vian-id [BEEEE LR WERAIE., T X_XTOBMEVLAN DY 7 "7 =T Xy v o B ZENRT Y
TENET,

WIZ, FFEDVLAN DY 7 U =T XX va Wy 2aE s V73T 50ERLET,
Switch# clear vlan 10 counters

Clear "show vlan" counters on this vlan [confirm]y
Switch#

show vlan counters
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clear vmps statistics W

clear vmps statistics

BXDEREA

TIHILE

avrv bk E—F

VLAN Membership Policy Server (VMPS;VLAN A >/ N—3 w7 AR U v— H—) {EHEHREZ 7 VT
9 5IZ1L, clear vmps statisties =~ > N&HEH L 9,

clear vmps statistics

Zoa~vy NLEF—U— FEZIIEIEIEH D XA,

ZPaw Ly RIZT 740 FREILH D FH AL

4 % —7 )L EXEC

avy FER

1

EEE=dVAN

)1Jy—2 EERNAE
12.1(13)EW D3~ KA Catalyst 4500 U — X AA v FITEAINE LT,

WIZ, VMPS #atiEWma 7V 74 502 R LET,

Switch# clear vmps statistics
Switch#

show vmps
vmps reconfirm (A F—7 /L EXEC)
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M debug adjacency

debug adjacency
BBt/ S L A RO BITIE, debug adjacency =2 KEHH L ET, 750 %2 1]
NEF 4 =T NMIT BT, ZOa< RO no B2/ LET,
debug adjacency [ipc]

no debug adjacency

X DERBA ipc (&) BT — % ~— 2 ® Inter-Processor Communication (IPC; 7' & » 5[]
BE) =) EFRRLET,

TIHILE ZDawr RIZT 74 FREITH Y FH AL

avY R E—F A %—7 )L EXEC

av Y FER -2 EEAR
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,
Ll I, BT — 2 "= 2RO R TR T D0 2R L ET,

Switch# debug adjacency

4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00

( )
( )
( )
( )
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
( )
( )
( )

4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
4d02h: ADJ: add 172.20.52.36 (GigabitEthernetl/1l) via ARP will expire: 04:00:00
(7% A FHAITER)
Switch#

BEa<YY R undebug adjacency (no debug adjacency & [7] L)
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debug backup W

debug backup

BX DA

TI4ILE

avVkE—F

NI T T AR NET Ny 755203, debugbackup 2~ FEFEHALET, T3y F 7

HWhzET 1 e—7 0T 5IE, Zoavwr Fone BREHEHLET,
debug backup
no debug backup

Zoawy NiZiEFdF—U— RERITBIIETH Y FHA,

ZPawr RIZT 740 FREIIH D FH AL

A % —7 )L EXEC

avy FER

1

BAEa< >R

)1y—2 EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

WIZ, Ny I T T AR N aT Ny T3 562 R LET,
Switch# debug backup

Backup events debugging is on
Switch#

undebug backup (no debug backup & [7] L)
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M debug condition interface

debug condition interface

AE =Tz A AHET 7T 4 ©T 4 DTNy X 71 EHIRT 5121, debug condition
interface 7~ > P LET, 7Ny X THNET 4 B—T7/TT 2IT1E, 2O FDno
FERXEHEHLET,

debug condition interface {fastethernet slot/port | GigabitEthernet slot/port | null interface num |
port-channel interface-num | vlan vian_id}

no debug condition interface {fastethernet slot/port | GigabitEthernet slot/port | null interface num |
port-channel interface-num | vlan vian_id}

X D& fastethernet T AR A —HFw h A A —T oA ADT N XL 7 %R L
£,
slot/port 28y FBXOKR— FDOEFSTT,
GigabitEthernet FHEY P A—FFy b A F =T A ZADT Ny X 7 ZHIR
LET,
null interface-num NULL A Y Z—T 2 A ADTF Ny XL T5HIBLET, I5ETX 3B
fil% 0 T9

port-channel interface-num A= F YR A HZ—T A ZADF NN XL 7GR LET, I
ETEDMEIT 1~ 64 TT,

vlan vian_id VLAN ({RAELAN) A v X —T7 = A A FEBELE T, HETE
HAEIE 1 ~ 4,094 T,

TI+ILE ZDav s NZT 74V FREZH Y £H A,
AR E—FK A *—7 )V EXEC
av Y FER )1)—= EFREAR
12.1(8a)EW Z D3~ R Catalyst 4500 2 ) — X A4 » FICHEAINE LTz,

12.1(12¢)EW IE VLAN 7 RL AP R— M BIEnE L,

151 WIZ, VLAN A V' Z—T 2 A A1 DT NNy X THNEHIRT 262 R LET,

Switch# debug condition interface vlan 1
Condition 2 set
Switch#

BEa<v R debug interface
undebug condition interface (no debug condition interface & [F] L)
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debug condition standby W

debug condition standby

AR N AT — NEALDT Ny X 7 )& IR %121, debug condition standby =~ > R %
BHLEY, TR XM NET 4 =7 M HIE, Zoa~<r Ko n EXEZHERALET,

debug condition standby {fastethernet slot/port | GigabitEthernet slot/port |
port-channel interface-num | vlan vian_id group-number}

no debug condition standby {fastethernet slot/port | GigabitEthernet slot/port |
port-channel interface-num | vlan vian_id group-number}

X DEREA fastethernet T7AN A=Y Ry b A F =T =2 ADT RNy X T EFIRL
£7
slot/port 28y RBLUOAR— FDOFEFTT,
GigabitEthernet FHEY M A=V Ry N A X =T =2 ADT Ny X 7 ZHI[R
LET,

port-channel interface_num R FFX¥RZNV A F—T 2 ZADT R XL THIEZEIRL E
T, FHETE2fEIL1 ~64 T,

vlan vian_id VLAN (AR LAN) A > X —7 = A A ETCOEMFET Ry X7
ZHIRLET, FEETE ST 1 ~ 4,094 TH,
group-number VLAN F% ®)V NV —7FKETT, EETEX DT 0~ 255 TT,
T4+ Zoawr RIZTF 74V MREIRXH Y XA,
ok E—F A % —7 )L EXEC
av Y RERE )1y—= EEARE
12.1(8a)EW Z D~ RS Catalyst 4500 U — R AA v FICHEASINE LTz,
12.1(12¢)EW JLE VLAN 7 R L A DHR— MBS E L,

FEAEDEERE | DL220EMAEy F2HIRL LD & LEAITIE. BIBRERELZ Pl 2008 2 haRhnd Ay
Ul eblIcT R IRERRINET, n 2L THIBREZHBIT 252, E213y 2 L CHIBR
EIATTEET, 1 DLW EtEy MEHIBRLICEAE, BRZBEOT Ay F 7 A yte—v
RERENBHERDHY ET,

151 IZ, VLAN 1 ® group 0 ~DT /Ny X 7 H N ZHIRT 262~ LET,

Switch# debug condition standby vlan 1 0
Condition 3 set
Switch#
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M debug condition standby

WIT, EDAZ A TRy TERMEEFTIZLE D & LTeGEORFHZRLET,

Switch# no debug condition standby vlan 1 0

This condition is the last standby condition set.
Removing all conditions may cause a flood of debugging
messages to result, unless specific debugging flags
are first removed.

Proceed with removal? [yes/nol: n

% Operation aborted
Switch#

BEEaT R undebug condition standby (no debug condition standby & [7] U)
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debug condition vian W

debug condition vlan

FEE VLAN (5B LAN) @ VLAN 73> ¥ 7 Z#IRJ 5121, debug condition vlan =~ -
REFERLET, TR THIET 4 E—7NICTAI2E, Z0a~<vy RO ne ERXREMHEHL
i‘é—o

debug condition vlan {vian_id}

no debug condition vlan {vian_id}

BX DA vian_id VLAN OF 5T, AEMEIX 1 ~ 4,096 T,

TIH4ILE ZOawry RIZTF 74V MREITXH Y £H A,

avY R E—F A %—7 )L EXEC

av > FEE Jyy—= EERNE
12.1(82)EW D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
12.1(12¢)EW LR VLAN 7 KL 20V R— A BMEhE L,

FERALEDEFEEE 15UV VLAN &y F&2HIBRL &5 & LESEAITIE, BIRBELZ DI« 208 2 0a23h
HAvE—VELBIIT BT IRERINET, n AL THIBRZ R 270, Eiidy 2L
THIBRZFEITTEET, 1 DLRWELEt Y F2EIRLZSAE. BEIRED A v —URER
SNDHEENRH Y 7,

151 WIZ, VLAN 1 ~DFT Ry X 7 EHIRT 562~ LET,

Switch# debug condition vlan 1
Condition 4 set
Switch#

WIZ RO VLAN Ty &2 T 42— L L9 & LI EXITEHERIND A vE—VH%
RLET,

Switch# no debug condition vlan 1

This condition is the last vlan condition set.
Removing all conditions may cause a flood of debugging
messages to result, unless specific debugging flags
are first removed.

Proceed with removal? [yes/nol: n
% Operation aborted
Switch#

BEEITUR undebug condition vlan (no debug condition vlan & [7] )
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W debug dot1x

debug dotlx

802.1x BERED T Ny VA F—T T HIZIE. debugdotlx =~ REHHLET, Ty F
T ET 48— M2 T 5123, Z0a<wr KOone BN EHHALET,

debug dotlx {all | errors | events | packets | registry | state-machine}

no debug dotlx {all | errors | events | packets | registry | state-machine}

BX Dk

i
i

T4

avy bk E—F

all TRCOEBEDT RNy X T oA X—T M LET,

errors dotlx =7 — 7 F 7N X o TH— RSNFHRAT — R A bDOT R ¥
VI A F—T I LET,

events dotlx f XU K 7T TN L o TH— RENTHMAT— M A FOT Ny
X T x—T N LET,

packets EFE LT RTO dotlx X7y "oy MERBIOA V¥ —T = A
THHAFEIR S E T,

registry dotlx LY ARY 7572k »TH—RENEHRMAT— AV FOF
Ny X ThAFX—T NI LET,

state-machine dotlx LY AKNY 757K TH— NENEZAHMAT— A bOT

Ny X T F—T M LET,

FNRy X TET 4 =T TT,

A %—7 )L EXEC

OV RERE

il

=AY

1) —2 EERE
12.1(12¢)EW Z O3~ R3 Catalyst 4500 2 V) — X 24 v FICHASE LT,

wIZ, TRTOEBD 802.1x T NNy X T oA F—T NCT 205 R L ET,

Switch# debug dotlx all
Switch#

show dotlx
undebug dotlx (no debug dotlx & [Fl )
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debug etherchni W

debug etherchnl

EtherChannel %5 /%> 74 5(21%. debug etherchnl =~ K&ZHHL 4, TAvX T Hh%E
F 4 =TT A, Zoa<vwr Fon BRXEHFALET,

debug etherchnl [all | detail | error | event | idb | linecard]

no debug etherchnl

BX DA

T4 b

all (f£E) §XC? EtherChannel 7 /3Ny 7 X v —T % Fm L ET,

detail (&) ##fl72 EtherChannel 7 /3y 7' A v — V% FR/RLET,

error (f£&) EtherChannel =7 — X vt —U%F R LET,

event (f£#) Z72 EtherChannel 4 X b A v bE—T% T NNy 7 LET,

idb (fE#) Port Aggregation Protocol (PAgP; "— MEKIZ' & h2)L) IDB # v & —
CERTNy T LET,

linecard (ER) EVa—NA~DSCP AyE—VET Ny 7 LET,

T HVFREFRD EBY TY,
s TN T =T NTT,
o TRTOAvE—IUNREREINET,

AR E—FK A % —7 )V EXEC
av Y FER )y—=x EEAR
12.1(8a)EW Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

FRLOIBFEE F—U—FZHEELRVES. TXTOTAAy T Ay —VRERINET,
451 RIZ, 3XTO EtherChannel 7 /3w 7" A v —T % RRT B2~ LET,
Switch# debug etherchnl
PAgP Shim/FEC debugging is on
22:46:30:FEC:returning agport Pol5 for port (Fa2/1)
22:46:31:FEC:returning agport Pol5 for port (Fa4/14)
22:46:33:FEC:comparing GC values of Fa2/25 Fa2/15 flag = 1 1
22:46:33:FEC:port_attrib:Fa2/25 Fa2/15 same
22:46:33:FEC:EC - attrib incompatable for Fa2/25; duplex of Fa2/25 is half, Fa2/15 is
full
22:46:33:FEC:pagp_switch choose unique:Fa2/25, port Fa2/15 in agport Po3 is
incompatable
Switch#
RIZ, EtherChannel IDB 7 /3y 7" A vt — VR Rp-T D6 2R LET,
Switch# debug etherchnl idb
Agport idb related debugging is on
Switch#
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M debug interface

WIS, TR T 2T 4 8—=TNIT DH 2R LET,

Switch# no debug etherchnl
Switch#

undebug etherchnl (no debug etherchnl & [7] U)

debug interface

debug condition interface =~ > RO U ZFMET 5121E, debug interface =~ FEfEH L %
To TR THNET 4 B—TMZTDI0F, Z0a~y RO no A EH L E7,

debug interface {FastEthernet slot/port | GigabitEthernet slot/port | null |
port-channel interface-num | vlan vian_id}

no debug interface {FastEthernet slot/port | GigabitEthernet slot/port | null |
port-channel interface-num | vlan vian_id}

FESCDERER FastEthernet T7ARA =YXy F A B—T 2 A ZADT Ny X T hHIRL
£7,
slovport Zuy hBLOR— FOFESTT,
GigabitEthernet FHEY R A =P Fy b A F =T 2 ZADT Ny X 7 ZHIR
LET,
null NULL A v X =T 2 A ADT Ny X TEFHIRLET, HETE S
fEIX 0 DATT,
port-channel interface-num R FX¥ RN AL BZ—T oA ADT NN X L T HEIRBLET, 5
ETE DML ~64 T,
vlan vian_id VLAN (AR LAN) A v X — T = A AEBFHEEELET, EETE
BB 1 ~ 4,094 T,
TI+ILE Zoavwy RIZT 74V hEEIEH Y FH A

avrkE—F

A % —7 )L EXEC

OV FERE

1

BAEa< R

)= EERE
12.1(82)EW Z D3 RS Catalyst 4500 U — R AL v FIZHAIIE LTz,
12.1(120)EW L3R VLAN 7 R L ADH AR — MBS E L,

Wi, A v F—T7 24 AVLAN1 ~DF Ny X 7 5HIBRT 56 4% 7 LET,

Switch# debug interface vlan 1
Condition 1 set
Switch#

debug condition interface
undebug interface (no debug interface & [7] L)
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debugipc H

debug ipc

Inter-Processor Communication (IPC; 7' a2 v Y REEE) 7277 4 T 4 2T /3y 7§ 5121, debug
ipc A~ FEEHLET, 70X 7 HNET 4 E—T7 0T 52, 203~ RO ne JE
ZREHLET,

debug ipc {all | errors | events | headers | packets | ports | seats}

no debug ipc {all | errors | events | headers | packets | ports | seats}

X DERE all T_RTDIPC TNy ¥ T A F—T M LET,
errors IPCTT— TRy XL T F—TMILET,
events IPCAXR b TRYX L T A X —TMILET,
headers IPC~v X =T R_RyX Tl Xx—TMILET,
packets IPC /X7y b FNRYX L T hA F—T M LET,
ports A= FDERB L OHIBROT Ny ¥ 7 A X —T /W LET,
seats J— ROMEREB L OHIBRDOT Ny ¥ T4 X—T M LET,
T4k Zoavwr RIZT 74V MREIEH Y A,
avU K E—F A F—7 )L EXEC
avy RERE )1)—Xx EEHERAS
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINE LT,
451 WIZ, IPCAXRY NDOT Ry X T oA 3—=TMITHHERLET,

Switch# debug ipc events
Special Events debugging is on
Switch#

BEavY R undebug ipc (no debugipe &7 L)
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M debug ip dhcp snooping event

debug ip dhcp snooping event
DHCP AX—¥ 7 A X2 N&T /3Ny 7§ 5L, debug ip dhep snooping event =~ > K& L
FT, TAYXRU TN ET =T MITHITE, ZOa vy RO ne JEREHALET,
debug ip dhcp snooping event

no debug ip dhcp snooping event

X DEREA ZDavy NZiEF—U— NEITFIEITH Y A,
TIAILE ARX—EU T AR NDOT Ry X T ET 4 =TV TT,
v K E—F A F—7 )L EXEC
av Yy FEE )1y—= EEHNE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
Bl WIZ, DHCP AX—E L7 A X N DTNy X T oA X—TNCT 562 LET,

Switch# debug ip dhcp snooping event
Switch#
KIZ, DHCP AX—E T AR SDT Ny X T a7 4 =T M &R LET,

Switch# no debug ip dhcp snooping event
Switch#

BEaT YR debug ip dhcp snooping packet
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debug ip dhcp snooping packet W

debug ip dhcp snooping packet
DHCP AX—VY 7 A vtE—T%T /Ny 7§ 5IZi%. debug ip dhcp snooping packet =~ > N % i
MLET, TR FXF TN ET 4 E—7 0T 2I2E, Zoa~vr Fone BRAEHEHLET,
debug ip dhcp snooping packet
no debug ip dhcp snooping packet

B DERA Zoawy RIZEF—U— REE515EH 0 A,
TIAILE ARX—=VU T Ry NOT Ry X 73T 4 =TV TT,
v K E—F A *—7 )L EXEC
avy FEE )1y—= EEHNE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
451 WIZ, DHCP AX—E L7 gy NDOT Ny X T oA R2—T VT 562 LET,

Switch# debug ip dhcp snooping packet
Switch#

WIZ, DHCP AX—VE > 7 RXry hDT Ny X T hT 4 2—T W T B0 RLET,

Switch# no debug ip dhcp snooping packet
Switch#

A=AV debug ip dhcp snooping event
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M debug ip verify source packet

debug ip verify source packet
IPEETEH — K A vE—T%5 3y 74 51214, debug ip verify source packet =~ F&f#H L %
Fo TRYFUITHNET 4 =TT DL, ZDa~vy RO ne BEHEHLET,
debug ip verify source packet

no debug ip verify source packet

B DEREA Zoawy RIZEF—U— REHE515EH 0 A,
FI4IE AX—Er T X2 VT 4 Ny NOFANY R T 13T 4 =T L TF,
avU R E—FK A *—7 )V EXEC
av Y FEE )1y—= EEHNE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
£l WIZ, IPEETHT— ROT N X o T A X—TMIT 562 R LET,

Switch# debug ip verify source packet
Switch#

WIZ, IPEETHT— FDT Ny X 72T 42 —7MIT D812~ LET,

Switch# no debug ip verify source packet
Switch#

BEa<YY R ip dhcp snooping
ip dhcp snooping information option
ip dhcp snooping limit rate
ip dhcp snooping trust
ip verify source vlan dhcp-snooping (Cisco IOS O~ == 7 /L % &)
show ip dhcp snooping
show ip dhcp snooping binding
show ip verify source (CiscoIOS D~ == 7 /L %% R)
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debug lacpy W

debug lacp

LACP 77T 4 T 4 T XNy 7325214, debuglacp 2~ FEMEHLET, T 3vX 7 HT)
ETF A4 —TNMIT AR, 2oavr FOno BEREFEHALET,

debug lacp [all | event | fsm | misc | packet]

no debug lacp
XD ERER all EE) §XCOLACP TNy X T %A F—T M LET,
event fEE) LACPA RV FDT Ny X T A X —TNMILET,
fsm (&) LACP ARRIRRE~ L v DT Ny X 7oA 32— M LET,
misc (fE8) B LACP TRy X A X —T M LET,
packet (fEE) LACP RX7r v h TRy XU T oA 3x—T M LET,
T4 LACP 77T A EF 4 DF Ry X 13T 4 B—TF N TT,

avUkE—F

A % —7 )L EXEC

avy FER

FRAEDIEFEE

1

)1)—=R EEAR
12.1(13)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,

ZDawy REYR=FTEDIZA— RN P 2 DT, £, Z0avr REANTE
5 DL, Catalyst4500 > U —X AA v F aV—/LNBLIZRY £,

WIZ, LACP OFFET Ny X T A 2—TMZT B0 %R LET,
Switch# debug lacp

Port Aggregation Protocol Miscellaneous debugging is on
Switch#

undebug pagp (no debug pagp &[] L)
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M debug monitor

debug monitor
FT=H VT T I T 4T 4 BERT HITIT debug monitor =~ KEFEHLET, T v X7
HWHEF 4=zt 51I2%, Z0a~vry RO no BREERALET,
debug monitor {all | errors | idb-update | list | notifications | platform | requests}

no debug monitor {all | errors | idb-update | list | notifications | platform | requests}

X DERBA all 9T Switched Port Analyzer (SPAN; AA v F K K—+~ TF7A4%) 7
Ny X7 Ay —V%Fr LET,
errors SPAN = 7 —iffliZ £~ LE T,
idb-update SPAN IDB BE#riEf 2 &K=~ LE T,
list SPAN U 2 MBI L OV VLAN ({45 LAN) U R MBf&FRL 7,
notifications SPAN @& R R LET,
platform SPAN 7’7 v s 7 +— LB &2 KR L ET,
requests SPAN ZRARKRLET,
FI4IL b+ ZDawy RIZT 740 FREIEH Y FH A,
vV kK E—FK A % —7 )L EXEC
avy FKERE Jyy—= EERNE
12.1(82)EW Z D3~ B Catalyst 4500 2V — X 2 A » FIZHASILE LT,
151 WIZ, F=F VT 25— T XNy 7T 50~ LET,

Switch# debug monitor errors
SPAN error detail debugging is on
Switch#

BEa<v >k undebug monitor (no debug monitor & [F] )
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debug nvram W

debug nvram

BX DA

TIHILE

avUkE—F

NVRAM (RIEFEMERAM) 7277 4 €7 4 T /3y 73 5121%, debugnvram 2~ > RZHH L F
T, TARYX TN ET 42— 2T 2120, Zoa<vr Fono BERNEHEHLET,

debug nvram

no debug nvram

Zoa~vy NEF—U— FEZIIEIEIEH Y A,

ZPaw Ly RIZT 740 FREIZH D FH AL

A % —7 )L EXEC

avy FER

1

BAEa< >R

)1y—2= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 & U — X AL v FIZEAINE LT,

WIT, NVRAM &7 /3y 73 62" LET,
Switch# debug nvram

NVRAM behavior debugging is on
Switch#

undebug nvram (no debug nvram & [7] U)
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M debug pagp

debug pagp

Port Aggregation Protocol (PAgP; " — MEKT'm ha L) 7277 4 €7 « 7%7‘”/7‘?’%’) IZ. debug
pagp =~V REMEHLET, 7y X U ITHNET =7 MZT 212, Z0avr RO ne B
KEHLET,

debug pagp [all | event | fsm | misc | packet]

no debug pagp
BXDiiHA all (EFE) TRTDOPAGP TRy F U Va4 X—TNVIZLET,
event (fEE) PAGQP A XU FDT RNy F U oA X —T W LET,
fsm (TLE) PAgP AMRRIE~ T L DT Ny X T Ek A X —T M LET,
misc (LE) £ PAEP T Ny X v T A F—T M LET,
packet (ER) PAgP X7y b TRy XU T A X—T VI LET,
TI+ILE ZDavwr RZT 74V MREEH Y £H A,

avY Kk E—F A F—7 )L EXEC
av Y FERE )1)—=x EERNE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHEASILE LT,
FRIOIEEE -—0Ooa<vy R2YR— b FTA30I3A2A— AP 2o 0P, £/, 20a<wy REAHTE
B DIE, Catalyst 4500 > V) — X AA o F a2 —)LnBIZRY £9,
il WIZ, PAgP DEFET Ny X2 7 %A F—T WCT DH &R LET,

BAEa< >R

Switch# debug pagp misc

Port Aggregation Protocol Miscellaneous debugging is on

Switch#

*Sep 30 10:13:03: SP: PAgP: pagp h(Fa5/6) expired

*Sep 30 10:13:03: SP: PAgP: 135 bytes out Fa5/6

*Sep 30 10:13:03: SP: PAgP: Fa5/6 Transmitting information packet

*Sep 30 10:13:03: SP: PAgP: timer pagp h(Fa5/6) started with interval 30000
(7% A FHITEN)

Switch#

undebug pagp (no debug pagp & [F )
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debug platform packet protocol lacp W

debug platform packet protocol lacp

LACP 7’1 b X4y b &T /Ny 732121, debug platform packet protocol lacp =~ > N % {i
HALET, 7Ry THNET =7 MCT212F, Z0a~vy RO no BAEEH L ET,
debug platform packet protocol lacp [receive | transmit | vlan]

no debug platform packet protocol lacp [receive | transmit | vlan]

¥ D ERER receive FEE) 77y b 74 —20ry NZET RNy X THRER A x—T7 /L
E3

transmit EE) 7Ty N 74—y MEET Ny X THiER A X —T7LIC L
£,

vlan fEE) 77y b7+ —20347 v F VLAN (R4 LAN) 53w ¥ 7 ke

A R—T M LET,

Tk Zoavy RIZT 74V hEEIEH Y A
avU Rk E—F A F—7 )L EXEC
vy FERE )1)y—= EENA
12.1(8a)EW ZDza= Y KA Catalyst 4500 &V — X A A v FIEAINE LT,
i WIZ, TRTDOPM TNy X T oA 32— MIT D%~ LET,
Switch# debug platform packet protocol lacp
Switch#
BEa< >k undebug platform packet protocol lacp (no debug platform packet protocol lacp & [7] U)
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M debug platform packet protocol pagp

debug platform packet protocol pagp

Port Aggregation Protocol (PAgP; "— MEKZ' 1 han) o7 a bz X7y hETF Ay 73512
I%. debug platform packet protocol pagp =~ > FZHEA L EF, T XX 7 NhET 1 &—T
ZF 2%, Zoa~vy RO ne BRELEH L ET,

debug platform packet protocol pagp [receive | transmit | vlan]

no debug platform packet protocol pagp [receive | transmit | vlan]

BX DA receive TR 7T N7+ —2D 7y MET Ry XU ITHREEZ A X—7IZ L
E N

transmit UEE) 77 v " 74 —207ry MEFT NNy X THERZ A F—T7IZ L
£77,

vlan EE) 77 v b7+ —2D% v » VLAN (48 LAN) T3 & 7 HHE

A R—T N UET,

TI7HIE Zoavwy FZTF 740 FRETH Y FHA,
avU K E—F A %&—7 /L EXEC
av Yy FERE == EEAR
12.1(13)EW Z D3~ R Catalyst 4500 > ) — X A A » FICHEASNE LTz,
1 WIZ, TRTDOPM TRy XU oA X—=T I 5617 LET,
Switch# debug platform packet protocol pagp
Switch#
BEa< >k undebug platform packet protocol pagp (no debug platform packet protocol pagp & [F L)
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debug pm

debugpm W

Port Manager (PM) 727 7 4 ©7 4 27 /Ny 73 5I2I1%, debugpm 2~ REFERLET, 73
XM NhEeT 48— T 2IE, Zoavy Fone BREZMEHLET,

debug pm {all | card | cookies | etherchnl | messages | port | registry | scp | sm | span | split |[vlan | vp}

no debug pm {all | card | cookies | etherchnl | messages | port | registry | scp | sm | span | split |vlan | vp}

BX DA

T4

avrvkE—F

all TRTOPM T Ay F T Ayt —VEFRLET,
card EVa— VEHEAR N ET Ny T LET,

cookies NI PM 7 v ¥ —FER a2 A 2—T7 /W LET,
etherchnl EtherChannel B# A <> & T 3w 7 LET,
messages PM A v =T RNy 7 LET,

port R—FEEHA R 2T Ry 7 LET,

registry PM L YA MU LET Ny 7 LET,

scp SCPEY 2=V Ayt —V 75Ty 7 LET,
sm AT —h 2w UL R N ET Ny S LET,
span AR T ) A R TRy T LET,
split ATy N TawyhET ANy I LET,

vlan VLAN (i LAN) BH#iA ~_> h &7y 7 LET,
vp AR — FBEA R 2T Ry T LET,

ZDawy RIZT 74V MREIEXH D FHA,

A %—7 )L EXEC

av Y FERE

il

)1y—=x EERAR
12.1(8a)EW ZDza= Y KA Catalyst 4500 &V — X A A » FIZEAINE LT,

WIZ, TRTOPM TRy X T oA X —T I T B0 RLET,

Switch# debug pm all
Switch#

undebug pm (no debug pm & [F L)
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M debug psecure

debug psecure

BX DA

TIHILE

avVkE—F

R—=F X2V T 427y 7T 2ITIE, debug psecure 2~ REEHLES, 73y F 7
NWeTF 4 =7 McT5I0E, Zoa~vy RO ne EREZHEALET,

debug psecure

no debug psecure

Zoa~vy RNLEF—U— FEZIIEIEIEH D XA,

ZPawr RIZT 740 FREIZH D FH A,

A % —7 )L EXEC

avy FER

)1y—2 EERNAE
12.1(13)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

1

BEa<T R

WIZ, T_RTCTOPM TRy X T oA X2 —TNMIT HH %2~ LET,

Switch# debug psecure
Switch#

show diagnostic result module test 2
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debug redundancy W

debug redundancy

A—ISNA Y 2 DU TEET Ny 7§ 51213, debug redundancy =~ > FEFEHALET, T/3v
XM N EeT 48— T 2IE, Zoavy Fone BREMEHLET,

debug redundancy {errors | fsm | kpa | msg | progression | status | timer}

no debug redundancy

BX DA

T4

avy bk E—F

errors TT—=TNyX L TONET 7 VT 424 32 —T M LET,

fsm FSM ARV b TRyFXF U TOINET 7 VT 4 A X —T M LET,

kpa F—TTIAT TRy R IDILET 72V T 4 %A F—TMILET,

msg A=V T AR N TRX U TORNET 7 VT 4 %2, F—TIC
LET,

progression Tullyiary ARXVE TRYXUTONET V)T 4 A X—T L
W LET,

status AT —=BAANS N TRyXTORNET 7 VT 4 24 RX—7NMITLE
o

timer A= ARV N TRy ITORLETZ7 7V VT 42 A X—T M LET,

ZDawr RIZT 74V MREIEXH D FH A,

A %—7 )L EXEC

av Y RERE )1)—=z EERNE
12.1(12c)EW Z D a~ R Catalyst4500 U — R A A v FITHEA S E L7- (Catalyst
4507R DH),
£l WIZ, WRZ7 73V VT 4 A= ARV N TRy X T TNy 7T 50E2RLET,
Switch# debug redundancy timer
Redundancy timer debugging is on
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M debug smf updates

debug smf updates

BX DA

TIHILE

Ok E—F

Software MAC Filter (SMF) 7 FL 2D A & HIRE T /N> 79 5121%. debug smf updates =~ >
REFERALET, TRy IHNE2T 48— 02T 5I20E, Z0a~v2y RO ne JEXEMHEH L
i‘ﬁ—o

debug smf updates

no debug smf updates

Zoa<wy ROEF—U— FERE518IIH D EA,

ZDa<wr RIZT 74NV FEREEIHY A,

A %—7 )L EXEC

ATy NERE

il

BEa<T R

)1)—= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

WIZ, SMF BT Ry 735061 RLET,
Switch# debug smf updates

Software MAC filter address insertions and deletions debugging is on
Switch#

undebug smf (no debug smf & [F L)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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debug spanning-tree W

debug spanning-tree
AR TN =TI T 4T 4 %T 3y 73 5HI21L, debug spanning-tree =~ > R&HEH L E
To TR TN ET 4 =7 MZT 512k, Z0avr RO n EXEAHEHLET,

debug spanning-tree {all | bpdu | bpdu-opt | etherchannel | config | events | exceptions |
general | mst | pvst+ | root | snmp}

no debug spanning-tree {all | bpdu | bpdu-opt | etherchannel | config | events | exceptions | general |
mst | pvst+ | root | snmp}

X DEREA all FTRTDOANR=Z TV =T RyX T AyvbE—VERRLET,
bpdu A= J — Bridge Protocol Data Unit (BPDU; 7'V v 7’12 h 2)b 57—
o=y ) BTNy T LET,
bpdu-opt il &7= BPDU L% 5 Ry 7 L E7,
etherchannel A= 7" J — EtherChannel ¥R — h % T /N> 7 LET,
config AR TV ) —REEEET Ny 7 LET,
events Ternary CAM (TCAM) A Xy h&2F v 7 LET,
exceptions ANR= 7 ) =N T Ny T LET,
general —EANR=Z TN =TI T4 T 4 BT Ny T LET,
mst BHDOANR= T ) — AR NeT RNy 7 LET,
pvst+ PVST+ A XV TNy 7 LET,
root AN TV = = AR N ET Ry T LET,
snmp ANR=2 7YY —SNMP (fig, %y hU—2EH T hal) A X &7
Ry 7 LET,
T4+ Zoavwy RIZT 74V MREIEH Y A,
avr kR E—F A *—7 )L EXEC
av Y RERE )1)—= EERNE
12.1(8a)EW Z P a= R Catalyst 4500 &) — X A4 wFIZEASNE LTz,
45 WIZ, A= 7YY —=PVST+ 2T Ny 73562 LET,

Switch# debug spanning-tree pvst+
Spanning Tree PVST+ debugging is on
Switch#

BEaT YR undebug spanning-tree (no debug spanning-tree & [7] L)

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M debug spanning-tree backbonefast

debug spanning-tree backbonefast

A= 7" J — BackboneFast A X bDTFT Ny X T h A R —TWICT DHITIE, debug
spanning-tree backbonefast =~ REZfEH L £, Ty X TN %ET 4 =TT 51T,
Zoavwy RO no BAEEHLET,

debug spanning-tree backbonefast [detail | exceptions]

no debug spanning-tree backbonefast

BX DA

T4

avUkE—F

detail (fEE) #F#M72 BackboneFast 7 /3y ¥ 7 X vt —V 2R R LET,
exceptions (&) A/8= 27" 1 —BackboneFast IS+ DF Ny X J %4 2—T NI L
i ‘ﬁ—o

ZPawr RIZT 740 FREITLH D FH A,

4 % —7 )L EXEC

avy FER

FREDIEEE

1

BAEa< >R

)1y—= EEAR
12.1(8a)EW Z D3~y KA Catalyst 4500 > U — X A A v FIZEAINE LT,

ZDawy REYR=FTEDIZA— ALY 2 DT, £, Z0avr REANTE
5 DL, Catalyst4500 > U —X AA v F a>V—LNBHIZRY £,

WIZ, TR XL T A RF—T NI LT, A= 27V J — BackboneFast 7 /3 v X > 7 {E# % T
T 562" L ET,

Switch# debug spanning-tree backbonefast detail
Spanning Tree backbonefast detail debugging is on
Switch#

undebug spanning-tree backbonefast (no debug spanning-tree backbonefast & [ )

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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debug spanning-tree switch W

debug spanning-tree switch

AL T VAT NX T A FX—TNMIT SHIZIL, debug spanning-tree switch =~ > K% ffi f]
LET, TRy X 7N ET 4 8—7 /T 510F, Zoavy RO ne JEREZEH LET,

debug spanning-tree switch {all | errors | general | pm | rx {decode | errors | interrupt |
process} | state | tx [decode]}

no debug spanning-tree switch {all | errors | general | pm | rx {decode | errors | interrupt |
process} | state | tx [decode]}

BX DA

all TRTCDANRZ TV ) — A, v F VA FRYFU T Avb—V%FRL
7,

errors AZA v F VA T —F IS DT Ny X T A =TT LE T,

general AR DTN X T EAX—T I LET,

pm R—hF =T AR PFDT NNy X T, F—T NV LET,

rx %215 Bridge Protocol Data Unit (BPDU; 7'V v ¥ 7 m ha)L 5 —% 2=y })
WBET Ny X7 Ay —ThFRLET,

decode ANRZ TN — AL v F VADT A= RZERT Y NOT R X Tk
A X =T ML ET,

errors AR=Z TV Y= A v TF VEADZELT—DT NNy X T F—T )L
WZLET,

interrupt ANR=Z IV — AL v F DY LISRZIEBPDUT Ny X2 7 & A X —T )L
WZLET,

process ANR=Z T ) = AL v F DT RAZEBPDUT Ny ¥ V& A X —T )b
WZLET,

state ANR=Z TV Y= R= b EDAT = DT Ry ¥ 7 F—T NI L
£7,

tx ANR=Z TV Y= 2 v F P A EDIREBPDUT Ny F 0 V%A X — 7 )WZ
LET,

decode FEE) A= TV — A, vF VA ETTa— REEFERrY b 5

Ny X T 32 —TMZLET,

TIHILE

avY Rk E—F

ZDavw s RZT 74V MEEIELH Y £ A,

A %—7 )L EXEC

av Y RERE )1)—=x EERNAE
12.1(82)EW D3 KA Catalyst 4500 'V — X AL v FITEAINE LT,
FREDIEEZE —0a~<vy FedR—FrT30FA—SNAF LI 0PFTd, £, 20a<wy REANTE
LHDIE, AA vF ar ) —nbIZRY £3,
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M debug spanning-tree uplinkfast

1

BAEa< R

WIZ, AR= TV ) — 2, vF A ETEEBPDU TR X T oA 32 —T W T DH%5~ L
iﬁ—o

Switch# debug spanning-tree switch tx

Spanning Tree Switch Shim transmit bpdu debugging is on

*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 303
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 304
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 305
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 349
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 350
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 351
*Sep 30 08:47:33: SP: STP SW: TX: bpdu of type ieee-st size 92 on FastEthernet5/9 801
(7% A FHITEN)

Switch#

undebug spanning-tree switch (no debug spanning-tree switch & [7] U)

debug spanning-tree uplinkfast

A= 7 ) —UplinkFast X N DTNy ¥ 2 7 % A 32 —7 WIZF 5121, debug spanning-tree
uplinkfast =~ REZFEHLET, Ty XU T HNET 4= 0T 5HI2E, Z0a~vr Ro
no A L £,

debug spanning-tree uplinkfast [exceptions]

no debug spanning-tree uplinkfast

BX DA

TI4ILE

exceptions (L) A= 27"> ) — UplinkFast IS+ DT /S ¥ T h A X —T NI LE

kD

ZPawy RIZT 740 FREITH D FH AL

AU KE—FK A %—7)v EXEC
av Y FERE ))—= EERAR
12.1(8a)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICEASIE LTz,

FERLDIEFEE

il

Zawy REYR—FTEDIZIRA—INNRA P = D2, 72, 20av L REANTE
HDIX, AA vTF T = AMBIZRY £9,

Wiz, A=y 27" J— UplinkFast S\ 27 Ny 75 56 % R LET,
Switch# debug spanning-tree uplinkfast exceptions

Spanning Tree uplinkfast exceptions debugging is on
Switch#

undebug spanning-tree uplinkfast (no debug spanning-tree uplinkfast & [7] L)

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX

OL-6661-01-J |



| 2% Catalyst4500 >')—X X4 vy F® Ciscol0S ATV K

debug sw-vian W

debug sw-vlan

VLAN ((REELAN) ~F—T % 7277 4 BT 4 %7 "y 73 5I21%, debug sw-vlan =~ > R ffi
FALET, TR X TN ET 42— MZT 22, Z0a~vr FOono BRXEFEHALET,

debug sw-vlan {badpmcookies | events | management | packets | registries}

no debug sw-vlan {badpmcookies | events | management | packets | registries}

BX DA

TIHILE

badpmcookies RER—F 2=V v ZJvF—DVLAN YR — v f T haFomRL
E3aN

events VLAN v X —V % A XU heT N\Ny 7 LET,

management Wi VLAN @O VLAN v~ 32—V ¥ 82T Ny 7 LET,

packets 2y MU L O et et 22T Ry S LE T,

registries VLAN v % —Y % LY RN ET Ry JLET,

ZDa<wr RIZT 74NV FEREEIHY A,

aYY K E—F A F—7 /L EXEC
av Yy FERE )1)y—= EREAR

12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHEASILE LT,
1 WIZ, Y7 R =T VLANA RV b a7 Ny 73 561 %Rr LET,

BAEa< >R

Switch# debug sw-vlan events
vlan manager events debugging is on
Switch#

undebug sw-vlan (no debug sw-vlan &[] L)

| OL-6661-01-J

Catalyst 4500 ') —X X4 v F CiscolOS a¥ K YI7L VX



¥£2EF Catalyst4500 >)—X X4 vy F®D CiscolOS a<w K |

M debug sw-vlan ifs

debug sw-vlan ifs

VLAN ({48 LAN) ~ *%*—3" ¥ Cisco IOS File System (IFS;10S 7 7 AV AT L) =5 — T Ak
A F—TWICT DI, debug sw-vlan ifs 2~ KA LET, T X7 Hh%ET 1 &—
TMZTHITIE, Zoavr RO no BEREFEHALET,

debug sw-vlan ifs {open {read | write} | read {1|2|3 |4} | write}

no debug sw-vlan ifs {open {read | write} | read {1|2|3|4} | write}

X DA open IFS 757 AN A—TF v X —3 3 D5 —0 VLAN % — % IFS 7
Ny X T F—T M LET,
read IFSVLAN 2 7 4 X2 b — 3y 77 A VNG AARDTZ DI LT- &
XIRET DT T RNy T LET,
write IFSVLAN 2t 7 4 X2l — gy T7 A NNDEXALOTZDICE LT &
TWRETHZT—ET NI LET,
112]3]4} 7 7 A NERRIAFBAEE R U E T, BIELLOFERIZ W TR, EA L
DEFEFEE] 22 LTI,
write IFS 7 7 A NVEEIALBIERIIRET D T —%T Ny 7 LET,
TIHILE ZDavwy RIZT 74NV FEREEXH Y THA,
vV kK E—FK A % —7 )L EXEC
avy FKERE Jyy—= EHEAR
12.1(8a)EW Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

FRALDFEETE RICAEEHOY 7 A Wikl B B2 R LET,
o HME1— v X R T FBIRT 7 A NERBZE AL T 7 A~y X — 55 A E
‘j‘o
o BE2 — FAALVEBIOVLANERDIZEALLZEL T 7 ANDAAL Y BT 4 it AP FE
j—o
o #E 3 — Type-Length-Value (TLV) Fli 7% it irH T,
o HE4—TLV F—H ZHAB £ T,

p={l

151 WIZ, 77 A NEAHFIABREEFIZ TLV T — % =5 —%F R\ 7T 56% 7R~ LET,

Switch# debug sw-vlan ifs read 4
vlan manager ifs read # 4 errors debugging is on
Switch#

BEa<YY R undebug sw-vlan ifs (no debug sw-vlan ifs & [7] U)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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debug sw-vlan notification W

debug sw-vlan notification

ISL (A »F[HV 2 2) VLAN (RELLAN) ID DT 77 4 N—2a VBIOHT 77 4 _X—v 3
VEBT AT Ry X T A=V A X =TT DI i debug sw-vlan notification =~ >
REFHLET, TN X7 HNET 42— M2 T 5121, Z0a~>y Ko no BEREHEHL

£7,

debug sw-vlan notification {accfwdchange | allowedvlancfgchange | fwdchange | linkchange |
modechange | pruningcfgchange | statechange}

no debug sw-vlan notification {accfwdchange | allowedvlancfgchange | fwdchange | linkchange |
modechange | pruningcfgchange | statechange}

BX DA

TIHILE

avUkE—F

accfwdchange EHT I8 A A H—7 = A A Spanning-Tree Protocol (STP; A /3=
7Y ) — 7 han) BEEED VLAN v 1 — Y Y @& A L —7 /b
WIZLET,

allowedvlancfgchange HFAVLAN 2> 7 4 F a2l —3 g VEEOVLAN v X — 3 Y@ % A
F—=T M LET,

fwdchange STP #AIEZEH D VLAN v R — Y ¥ il & A R —7 /M LET,

linkchange A B =Tz A V7 A7 —MEED VLAN ~ X — vilfa A
F—=T M LET,

modechange A B =T 2 A AE— RREEDODVLAN Y X — Y% A 12— 7T
LET,

pruningcfgchange TNh—=r 7 ar7 4 Xal—ra VEREOVLAN Y X — ¥ vl
A F—=T M LET,

statechange AV B =T 2 A ARAT— FEEDVLAN Y X —V v @& A X —7 )b

IZLET,

Zpawy RIZTF 7 40 bk

A % —7 )L EXEC

FRETH Y XA,

avy FER

1

BAEa< >R

-2 EERAE
12.1(82)EW Z D3~ B Catalyst 4500 2V — X 2 A » FIZHASILE LT,

WIZ, Y7 R =7 VLANA U Z—T oA A F— REH@EMET Ny 7T 56 %~LET,

Switch# debug sw-vlan notification modechange
vlan manager port mode change notification debugging is on

Switch#

undebug sw-vlan notification (no debug sw-vlan notification & [7] L)
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M debug sw-vlan vtp

debug sw-vlan vtp

VLAN Trunk Protocol (VIP;VLAN 7> 7 7m hajn) Oo7na bz a—RiZkoTERSIND
TNRyX T Ayt —V%kAX—T/VIZT HITIL, debug sw-vlan vtp =~ > RE2HLET, 7
Ny X THAET 4= NCT 210, Z0a~<w2 RO ne EREHEHLET,

debug sw-vlan vtp {events | packets | pruning [packets | xmit] | xmit}

no debug sw-vlan vtp {events | packets | pruning [packets | xmit] | xmit}

BX DA events VTP =1— R T® VIP_LOG RUNTIME =7 {2k » TAEM SN Y >

7 7a—BXOFEMVIP T Ny X7 Ave—U TR LET,

packets TN—= 7 Ry b EBL Cisco I0S VIP 7T v b7 4 — MMEFE LA ¥ i
5 VTP 22— F~ESNLL TR TOERE VIP Xy NONEZRRLET,

pruning VIP 7 hajl a— RO F)—= T v T7 A Mk TAEREND T
NRyFX T Ay —VhA =T NI LET,

packets (f£&) CiscoIOS VTP 7T v h 7+ —AMMEKEL A ¥ 26 VIP a— R~JES N
HFTRTCOERFEVIP IV —= T Ry hONEEZFRRLET,

xmit (fEE) VIP =— R Cisco[OS VIP 77 v b 7 4 — MMEFEL A YICEET D
EIICHERTZTRTOREE VIP X7y hONKFEFRRLET,

Xmit VTP 22— K3 Cisco IOS VIP 7T v F 7 4 —MMEF LA YITEET DL IT

TRT DT XTOKE VIP 7y hONEEFRRLET, T—=27 X
oy MIEENEEA,

T4k Zoavwy RIZTF 74V MREIEH Y R A,
AR E—FK A *%—7 L EXEC
avy FRERE J1y—= ZFHEHRANRA
12.1(8a)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINE LT,

FRLEDFESEIE  pruning Z A1k, IHICRTA—=FEZEBMLARWEGEAIE, VIP PV —=00 TRXUT Ay
E—URERINET,

Ll WIZ, Y7 F U =7 VLAN ({itd LAN) 3818 VIP N7y b a7y 73 562 Rr L ET,

Switch# debug sw-vlan vtp xmit
vtp xmit debugging is on
Switch#

BEa< >k undebug sw-vlan vtp (no debug sw-vlan vtp & [ L)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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debugudid H

debug udld

UniDirectional Link Detection Protocol (UDLD; Ei—J5 Y 7)) 77T 4 T 4 DTN X7
A X7 MTT HITIE, debugudld =~ REEALET, 7Ny X 7iHNET 4 =71
T 5L, Zoavwr Fone BEFHLET,

debug udld {events | packets | registries}

no debug udld {events | packets | registries}

X DEREA events UDLD 70 ® A A R SN EELTZEEDT Ry XU T A F—T M LE
R
packets Ry hFa—D0bR_ry VeZET 5L EDOUDLD 7 READT Ny ¥
ThEAF—TMILT, UDLD 7’1 ha/L a— FOERIZL Y Sy N &k
BLESELET,
registries UDLD 7Bt AEKGFEY 2 — VB IOMMOMEE Y 2 — L0560 LT A N
Ty T a— BT EDOUDLD 708 ADTF NNy X T h A X —T /L
WLEJ,
T4+ Zoa<wry RIZTF 74V bREIERH Y FH A,

avY Rk E—F

A %—7 )L EXEC

AT Y NERE

HREDIEFRE

il

EEE=edVAN

)1)—= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

TDavy REYR—FTBEDIFA—RAA Y = D PFF T, £, Z0avy REASTE
DL, Catalyst 4500 >V — X AA v F a Y —LnBIZRY £9,

WIZ, UDLD A X> b &ET Ry 735687 LET,

Switch# debug udld events
UDLD events debugging is on
Switch#

KIZ, UDLD N7y b &7y 74 5l LET,

Switch# debug udld packets
UDLD packets debugging is on
Switch#

KIZ, UDLD VYA U A X b 2T Ny 74 56l aRmLET,
Switch# debug udld registries

UDLD registries debugging is on
Switch#

undebug udld (no debug udld & [7] U)
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M debug vgpc

debug vqpc
VLAN Query Protocol (VQP) %5 /3w 745121, debugvqpe =2~ > REFEHALET, T3y ¥
TN ET 48— M T B2, Z0a<r KO ne BXE#HALET,
debug vqpc [all | cli | events | learn | packet]

no debug vqpc [all | cli | events | learn | packet]

X DEREA all (EE) 9 _TOVQP A FET Ry 7 LET,
cli ({£&E) VQPCLI (2~ R IA4 v A B —TxAR) 2T v 7 LET,
events EE) VQPA XU ET NNy 7 LET,
learn fEE) VQPT7T RL A == T %FT Ny 7 LET,
packet (fEE) VQP Xy b TRy 7 LET,
T4k Zoavwry RIZT 74V MREEZH Y HA,
a2 K E—F A 3—7 )L EXEC
avy RERE ))—Xx EERANS
12.1(13)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,
51 WIZ, T_XTOVQP TRy XL Tl X —TNMITHBERLET,
Switch# debug vgpc all
Switch#
BEa< YR vmps reconfirm (A %—7 /L EXEC)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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define interface-range W

define interface-range

A H—T x4 AD~ 7 v EERT 5IT1X, define interface-range =~ > R& i H L 7,

define interface-range macro-name interface-range

BX DA

macro-name AV B =T AV <2 TT, 2 XEEFTHEETEXET,

interface-range A H—T oA ABBETDHHEOEDHEDO Y A hTF, MEHLOE
BHEE] 2ZRLTIEaN,

T4

avrkE—F

ZDawr RIZT 74NV MREIEXH D FHA,

Ja— ) ary 7 4 X¥al—igv

Iy FERE )= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 w FIZHASINE LTz,
EALOIERE /iR UFETOLFEAN) I TT,
NI RIARKRSOETOL I VEaER I LN TEET A =T oA A L PTEY2a— %
FBDHZEIETEERA,
interface-range w N33 %5 & ElE, WD T +—~ > MaEHLET,
* interface-type {mod}/{first-interface} - {last-interface}
* interface-type {mod}/{first-interface} - {last-interface}
interface-type DHNEITIRD & BV TT,
¢ FastEthernet
* GigabitEthernet
* Vlan vian_id
!l W, BEA V=T = AD~ 7 a EERT D012~ LET,
Switch(config)# define interface-range macrol gigabitethernet 4/1-6, fastethernet
2/1-5
Switch (config) #
BEa< K interface range
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W deny

deny

DHCP A T 4 v 7 & D—FIZH-S3 T Address Resolution Protocol (ARP) /X% v & IEHRT 5
12X, deny a2~ > REMHLET, 772X U R M GIEESI{L72 Access Control Entry (ACE; 7
JEAFIE T M) BHIERT AL, Zoavr ROone BN EFEHLET,

deny {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host sender-mac |

sender-mac sender-mac-mask} | response ip {any | host sender-ip | sender-ip sender-ip-mask}

[{any | host target-ip | target-ip target-ip-mask}] mac {any | host sender-mac | sender-mac

sender-mac-mask} [{any | host target-mac | target-mac target-mac-mask}]} [log]

no deny {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host sender-mac |

sender-mac sender-mac-mask} | response ip {any | host sender-ip | sender-ip sender-ip-mask}

[{any | host target-ip | target-ip target-ip-mask}] mac {any | host sender-mac | sender-mac

sender-mac-mask} [{any | host target-mac | target-mac target-mac-mask}|} [log]

BXDEREA

TIHILE

avVkE—F

request ({EE) ARP Bk & O —F A ERK L £, request ZHE L2V AT,
T RTD ARP X7 v M LTRAESNE T,

ip EEMIP 7 RLAEEELET,

any EEDIP £72I1IMAC (A5 47 77 RHI#E) 7 KL A& 15

LI ELET,

host sender-ip

sender-ip sender-ip-mask

FEDOKEFEMIP T FLADHRZFHATDHEIITHELE T,
FEOHBMORBRIP 7 RUAZHAITHLIICHEELET,

mac

FEMMACT FLAZIRELET,

host sender-mac

HEDKREM MAC T FLADOKZRETFATH LI ELET,

sender-mac

sender-mac-mask

EEEORPHOLERN MAC T FLAZZHFA[TAEHICEELET,

response ARP & L D—HERELET,
ip ARP JSZEDIP 7 RL AEAIEE L 7,

host target-ip

(TR) BFEDX—5 v M IP 7 RLAOHEFATLLOICHEELE
‘a—o

target-ip target-ip-mask

(ER) FEDOHMED X —7 > b IP 7 RV AZFFAT5 LI EL
i‘a‘o

mac

ARP JEZED MAC 7 R L AEEIEE L E7,

host target-mac

(EE) BEDZ—4 v N MACT RLADHBEZFATHLHITHEL
i‘a‘o

target-mac

target-mac-mask

(EE) FEDFHD X —7 > F MAC 7 LA Z#Fa[4 2 X 5 IHaE
]\/\i—jﬂo

log

({E&.) Access Control Entry (ACE; 7 7 Afillffl=> ~V) &—EHT2
Ny MRk LET,

ARP 77 2 U X hOEKRIZIZ, BFERAY72 deny ip any mac any =~ > R23%H 0 £,

arpnacl 27 4 Fab—g v

avy FER

)1)—= EEAR
12.1(19)EW Z O a~ KA Catalyst 4500 V) — X AA v FIZEAINE LT,
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deny H

FRLEOFEEIE deny 2~ REZBEMTDHE, —HO—BFEMEIZIESNTARP N7y FEIRELZD | FEFELTZY
TEET,

151 wIZ, MAC 7 K L A28 0000.0000.abecd T, IP 7 KL A2 1.1.1.1 THHFRAX Mol R-rLET, &
12, ZOFRASNSLOERB L OWGEDOW FEHEET 50 %2R~ LET,

Switch(config)# arp access-1list static-hosts

Switch(config-arp-nacl)# deny ip host 1.1.1.1 mac host 0000.0000.abcd
Switch(config-arp-nacl)# end

Switch# show arp access-list

ARP access list static-hosts
deny ip host 1.1.1.1 mac host 0000.0000.abcd
Switch#

BEITY R arp access-list
ip arp inspection filter vlan
permit

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W diagnostic monitor action

diagnostic monitor action

Ry b ARVEEEZRELIEEEDRAL v FDOT 7 v a1 51203, diagnostic monitor
action =2~ RZFHLET,

diagnostic monitor action [conservative | normal | aggressive]

BX Dk

i
i

conservative (EE) EEE SRAM W, X ToEELREL, eI 5 v 77
EINTA= Ry =T RIENPLERANT D X0 IRELET, T O SRAM
PN, AN PR LETN, ZOMOT 7 v a VITFETLERA,

normal (fE&) SRAM 2Wrid. MEGRIREEIZL Y A=A 2PNy
FaEnadZ EUAME, RTFE—RELTEET A L2 IZHELET, 2
ko, EEFT 2 NMIEEEZTLATY RIRETEET,

aggressive (&) SRAM ZWiL., EBIIFEENEEOLZFIL, A— 1 =
DUNETA AT DI EEF A LA EUSME, 22—V =— K TEIE
THEOCHEELET, THUCEVITERA— NS F 2o DU FiEx Y b
T— 7 LV DILEEOWT N5 Sk 25 S ET,

T4

avr bk E—F

S B

Ja—r)ar7 4 X¥al— gy EF—F

Oy FERE

)1 —2R EERE
12.2(18)EW ZPa7 2 R5 Catalyst 4500 ) — X A v FITHEASHE LT,

FERLDIEFRE

1

BEa<T R

FHEZEE T 27201 A L v FE2FEE L7 < WIS 1T, conservative ¥— UV — K& H L £9,

TRERA=ISNAF 2 Do Bh 556, F1203%y N —27 LULVOILEER RSN TV 256
L. aggressive ¥—7U— RZfHLET,

WIT, MRERY 72 BE DFEARFIZ RPR AA v FA— =% T D LIRS v F R ET D6 %
~LET,

Switch# configure terminal
Switch (config)# diagnostic monitor action normal

show diagnostic result module test 2
show diagnostic result module test 3

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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dot1x guest-vian W

dotlx guest-vlan

A— MM TS A b VLAN (A2 LAN) %A 3 —7 /LT 5121, dotlx guest-vlan =~ > KA ff
MALET, 774V FOREICRETICIE, Z0a~vy RO no BEHEHL £,

dotlx guest-vlan vian-id

no dotlx guest-vlan vian-id

BX DA

TIHILE

avVkE—F

vian-id 1 ~ 4,094 ® VLAN %##8E L £,

A~ VLAN OF 7 /L ML 0 T3

Ao H—Tx2A A AT 4 F2lb—T gy

avy FER

FERAEDIEER

Ll

BAEa< R

)1y—2= EERNE
12.1(19)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

T AN VLANET 72 A R— b & LTHICRESNIZAL v F R— b ETOHRRESNET,
AN VLAN (21X, hT 27 R— K, A )3 v 7 F— b, EtherChannel "— k. F7=i% Switched
Port Analyzer (SPAN; A4 »F K AR—k 7F T4 W) 5iseA— & FF2720 dotlx AR — b & [A] Uil
FRAEH S AL E T,

WIZ, A X —7 = A A FastEthernet 4/3 L C# A k VLAN & A X — 7 W T 56 % R LET,

Switch# config terminal

Switch(config)# interface fastethernet4/3
Switch(config-if)# dotlx port-control auto
Switch(config-if)# dotlx guest-vlan 26
Switch(config-if)# end

Switch(config)# end

Switch#

dotlx max-reauth-req
show dotlx

| OL-6661-01-J
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W dotix initialize

dotlx initialize

802.1x Z ML T DHNIA v & —7 = A AZMHFFIZT 51T1E, dotlx initialize =~ > & {FH
L/ij—o

dotlx initialize interface

¥R interface AHE—=T 2 ADFEFTT,
T4 Zoavwy RIZT 74V MREIEH Y A,
ok E—F A 3 —7 /L EXEC
avy RER )y—=x EERNE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

FRAEDEEEE AT7—F v U2 EL I LWERGEREZ Yy 7 v 7313, 2oa~r FEEHALET,

151 WIZ, A B —T oA A ET821x AF— h v U2 UHbT 362~ LET,

Switch# dotlx initialize
Switch#

BEa< R dot1x initialize
show dotlx

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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dot1x max-reauth-req W

dotlx max-reauth-req

AL 1m0 A & BEET DR, A v F R EAPER /D 7 L—A% 7 747 MIHFEET
KIEE %R ET 121E. dotlx max-reauth-req =~ > REHEALET, 774/ FOBREIZRETIC
X, Z0a~vr RO no BXEHEHL £,

™

dotlx max-reauth-req count

no dotlx max-reauth-req

BXDEREA

count RS B AZHTHETICAAL v F N EAP R /ID 7 L —AZHEET
LEHCT, fHETE HEIX1 ~ 10 ETT,

T4 b

avrkE—F

A FOFEEBEEO IR KMEIL 2 FITT,

A HE—=—TxaA AT 4 Fal—g

vy FERE )1)y—= EENA
12.1(19)EW D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
1§FﬁJ:0)5I,J§$IE ZDhavxy F0)T7ﬁ‘ﬂ/ 1\1450)/7]4% i 1»:1*@[\%0)721/‘) /7%342}‘/330)7 FAT l\jOJ:U\uL‘nJ‘.E‘H_‘—
ORI EERTE R & ﬁ%ﬁb&/ﬂ%pﬂﬁﬁkﬁ“éi}%é}t JATH Lol LT &N, ZOREF.
dotlx EXHI T T4 T v MERELIZGEIC, 207 747 M7 A N VLAN (4H LAN) 2%
Pk SN D F TORBERERI _?}if‘b?i?”
show dotlx  X*—7 /L EXEC 2~ REZ AT H L, RELMRATEET,
£l WIZ, BAET 0B A E BT 2 ETIZ, AA v F 2 EAP ZR/ID 7 L— A& FEET 2% 5 [
WCRET HH 2R LET,
Switch(config-if)# dotlx max-reauth-req 5
Switch(config-1if)#
fEEa< R show dotlx
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W dotix max-req

dotlx max-req

PRET R R A BT ARNCAA T 03 EAP BR /ID UISAD X A 7D BEAP R T7 L — L% 7 54
T v MIHEET LKA EZRET 5I21L, dotlx max-req =2~ > RZHEHALET, T 741k
OBREICRTIZE, Zoa<wr Fon BRNE2EHLET,

dotlx max-req count

no dotlx max-req

BXDEREA

count ELT O A EEHHTAETICAAL v F N EAP ER /ID 7 L— AL D Z A
T DEAPERT L— A2 BEET AR CTT HETE HEIX 1~ 10T,

T4

avrvkE—F

A FOFEEREO IR KMEIL 2 BT,

A HE—TxA AT 4 Fal—g

IV FERE

FEREDIEFEE

1

BEEa<v R

J1)y—=x EEAR
12.1(12¢)EW Z D= K7 Catalyst 4500 & U — X A4 » FITEASE LT,
12.1(19)EW EAP Z:K /ID FAEHIRZ M 2 Ko IcERShE L,

ZDawr ROT 7 40 MEDOEEIL, (EEMEDRWY VI RBED T FA4 T v b B X OEREHEY —
INORFREERIE R E. BRE RN EFRAESTD5E67Z01T79 Lol LT a0,

show dotlx f *—7 /L EXEC 2~ REANTH L, REEMRTEET,

Wiz, AT A EZ BT A5 LTI, AA v F N EAP R 7 L — A EHIXET D EEE 5 HIZ
BETLHHERLUET,

Switch(config-if)# dotlx max-req 5
Switch(config-if)#

dotlx initialize
dotlx max-reauth-req
show dotlx

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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dot1x multiple-hosts W

dotlx multiple-hosts

BX DA

TIHILE

Ok E—F

dotlx port-control f > #Z—7 A A AT 4F¥al—a 3= R aute ICRESNTVD
802.1x #FA[FE AR — b ECHEHEDFA N (7 T4 7 ) ZFFAT 5121, dotlx multiple-hosts =
~ U FEFEHLET, 7740V POREICETICIE, Z0avy FOono BRAEHEH L ET,

dotlx multiple-hosts

no dotlx multiple-hosts

Zoa<wy ROEF—U— FERE51ITH D ¥A,

ZDa<wr RIZT 74NV FREEXH Y A,

Ao H—=T A AT 4 Fal—g

AT Y NERE

HREDIEFRE

1

1) —2 EERE
12.1(12¢)EW Z O3~ R3 Catalyst 4500 2 V) — 2 24 v FICHASE LT,

Zoawry REMEHTZE HEOFRZ FE2 1 OD 802.1x iR — MIBm T £, Z0E—F
T, TRTORA MKy NI =7 T 7 RARFHA SN DT, D7 < & bHEFIAA FOWTFhn
1 DHRIEFICFHF A SNDMNERH Y 3, N— MDEFFANCR D & (FFEFEN KBS 5 2>, Extensible
Authentication Protocol over LAN [EAPOL]| B /47 A v —U%ZET 5 L), #EIN-dXToO
IIA T RDORYy NT—7 T 7 RBABESRENET,

WIZ, GigabitEthernet 1/1 1T 802.1x A X —7 /WML, HEOR— F i+ 56%257 LET,

Switch(config)# interface gigabitethernetl/1
Switch(config-if)# dotlx port-control auto
Switch(config-if)# dotlx multiple-hosts

show dotlx [interface interface-id] £ *+—7 /VEXEC 2~ FEANTH L, REEMRTEET,

show dotlx

| OL-6661-01-J
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M dot1x port-control

dotlx port-control
— F L TOFRIEAT — b @%@jﬁ?ﬂﬁﬂ’i’% F— 72T 5 IZ1E, dotlx port-control =~ 2 N % f#
Lifh, T 74N FOBREICETICE, Zoa~vr Fone BXEHHLET,
dotlx port-control {auto | force-authorized | force-unauthorized}

no dotlx port-control {auto | force-authorized | force-unauthorized}

XD ERER auto A H =T 2 A A ETRIXBIEEA X—T M LT AL v FBIOY
FA T FMEO802 IXFEAAHUIIE S E R — N B FF Al F o IT T AT —
MA~BATSEE T,
force-authorized A H =T x4 ALET8RIXFBAEE T 4 B—T M LT RFERHa T
WA — FEFFA[ AT — MIBITSEET . R—MI.Z T4 7> FD802.1x
NR—2ZDWFR L THEFEDNT 7 4 v 7 BEZELET,
force-unauthorized AN— N ZIREIIC T A 2T — MIBITSYE., 794 7 v FREFDORITE
TRCERST L LICEY BEENZA VX —T 2 A LEOTRATOT
TR AEHELELET, AL v FIE. A F—T A ZAEN LTI TAT
]\ k—uunﬁﬂ_*‘t X%—f?afﬂ:wc%i‘@_‘/u
T4 AR— b 802.1x FFA[IXT 4 E—T L TT,
avYkE—FK A H—TxAfA A AT 4 X2l —T g
av Y FBE yy—= EERNA

12.1(12c)EW Z D= K78 Catalyst 4500 2V — X AL v FICHASHE LT,

FHEDEEEE sIx7abha/id, LA VY2AET 4 TIVEVAR—-IBIOLA¥Y3L—T vy K K—FD
5 CYR—FZINTWET,

R—= FBRDO LI ITHES N TORWEEIZZT aute F—U — R TE £,

e FIUIAKR—=F—=F T R=FT8RIXEAFT—TNMILLEIETDHE . ZT— Avk—
UNRFEREI, 802.1x IFA F—T /TR TR A, 802.1x SHGR— FDE— F& b T 7%
FLELO2ELTH, A—b = RIZEFINEFA,

o XAFIvI KR—b—FAF I T—FROKR— ML, IER— LRI —2 32 LT
Ny 7 R—MNZRBAREMEROLY T, XA T I v 7 R—HFT80R.1x A F—7 /ML &
H5LTBE, T — Ayb—IUNFEREI, 802.1x 1IA X —T TR TR A, 802.1x XIS
AR—bFDE—REXAFTI Vv ZIZEFLLS>ELTH, A— M E—RNIELEINERA,

e EtherChannel ;" — kb — R— b £ T 802.1x & A F*—7 /M T 5H[IZ, £ EtherChannel 75 H|
B2 0E N H Y £9, EtherChannel ¥ 7213 EtherChannel O 7 7 7 4 7 R"— F T 802.1x &1
X—=TNMCL LD ET DL, 2T — Ay B—URKRIN, 802.1x T4 X —T/WTRY £
Ao EtherChannel ®FET 77 7 AR— FT 802.1x A X —T7 ML LI LTHL, F—FiZ
EtherChannel (Z/0A L £ A,

* Switched Port Analyzer (SPAN; A A v F K AR — ~ 7F 7 4 %) 50— b — SPAN s8R — K
T802.1x A F—7 /I TE ET 2, SPAN st & L THIBRT 5 F£ T 802.1x 137 + B—7MiZ
REESNFET, SPAN HETAR— FTl, 802.1x A F—7 NI TE £,

AA v FT8IX Z /0 — LT 4B =T I T DI ER— FTT 4 =TT HHEEN
HOVET, ZOXFAZ T e— L ar T 4 X alb—ary avy NEdh FHA,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

dot1x re-authenticate W

WIZ. GigabitEthernet 1/1 =T 802.1x & A F—7 M T 2H1 %R L ET,

Switch(config)# interface gigabitethernetl/1
Switch(config-if)# dotlx port-control auto
Switch#

show dotlx all = 7= show dotlx interface int =~ > K& ASJ L THR— MR T — X 2 &£ R+ 2D

L RELEMHERCTCEET, A X—TMbENTAT—X AL E, A— MHIEE2 auto F 721X
force-unauthorized (ZEX TIN5 Z & T,

show dotlx

dotlx re-authenticate

FHE)TTRTOD 802.1x XfIEA— N E/ITEE S 72 802 1x xR — b OFFRFEZ ML T 51
dotlx re-authenticate =1~ > RZ&{HH L £,

dotlx re-authenticate [interface interface-id)

BX DA

T4

avykE—F

interface interface-id UEE) A v B2 —T x4 ADAE Y hBIUOR— FNEETT,

ZDawy RIZT 74V MREIEXH D FHA,

4 % —7 )L EXEC

avY RERE )1)—=z EERNE
12.1(12c)EW Z D3~y N3 Catalyst 4500 > U — X A4 v FIZEAINE LT,
FEREDIEERE  HRFERATT (re-authperiod) 36 X OVAEFFGEL O CRE SN BEEFLZTICI IA4 T b &
HRGET 2% aic, Zoa~vy FEATE £,
£l RIZ, A Z—7 = A A GigabitEthernet 1/1 {Z45f¢ S 72 258 2 FE) CHFEAET 502 R LE T,
Switch# dotlx re-authenticate interface gigabitethernetl/1
Starting reauthentication on gigabitethernetl/1
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W dot1x re-authentication

dotlx re-authentication

BX DA

TI4ILE

avVUkE—F

7547 FOEBERIEE A X — 7 /T 521X, dotlx re-authentication =~ > N&HEH L F
T, TN POREICETICIE. Z0a<wr RO ne BREMHHLET,

dotlx re-authentication

no dotlx re-authentication

Zoa~vy FEF—U— FEZIIEIEIEH Y A,

EMERILT 4 £ — 7 LT,

Ao H—TxzA A AT 4 F2lb—T gy

avy FER

HEREDIEEE

1

BEa<T R

)1)—= EEAR
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

dotlx timeout re-authperiod 7 02—/ N/l 2> 7 4 Xab—ay avwy REHEHTH &, EHHHE
ARERRAT I DR Z i E TE £ 7

WIZ, 7747 hOEBNERELZ T 4 £ —7 M T 282" L £,

Switch(config-if)# no dotlx re-authentication
Switch(config-if)#

I, EWHIRRAEZ A 2 —7 VI L, FRit 23179 5 HbREE 4,000 IR ET 260125~ LET,
Switch(config-if)# dotlx re-authentication

Switch(config-if)# dotlx timeout re-authperiod 4000
Switch#

show dotlx £ x*—7 /L EXEC <~ RZAST5 L, REZHR T ET,

dotlx timeout
show dotlx

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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dot1x system-auth-control W

dotlx system-auth-control

BX DA

TI4ILE

avrvhkE—F

AA T T 802.1x FBFEE A R — 7 /I T HIZ1X, dotlx system-auth-control =~ > R&fEH L F9,
VAT LD 021X FBIEET 4 =TT A, Zoavr RO no A FEHLET,

dotlx system-auth-control

no dotlx system-auth-control

Zoa~vy FEF—U— FEZIIEIEIEH Y A,

802.1x WFEILT 4 BE—T LTI,

Jua—)L a7 4 ¥alb—g

avy FERE )1)—Xx EEAR
12.1(12c)EW Z D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
FREDIFEFIE AA v TFOEEDOR—FT802.1x 77 B AHlEHZMFE AT 5I2i%, dotlx system-auth-control =~ >~
REAR—=TMZTHRERHY T, ZOLITTDHE, 802.1x 7 7 & AHIH A H T 5K K —
I _EC. dotlx port-control auto =~ > F&fEH & £,
il WIZ, 802.1x FBAEZ A X —T W D% R LET,
Switch(config)# dotlx system-auth-control
Switch(config) #
BEITYR dotlx initialize
show dotlx
Catalyst 4500 ~!1)—X X4 v F CiscolOS ATV K YI7L VR
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Ml dotix timeout

dotlx timeout

FERFE X A ~—ZHET HIT1E. dotlx timeout =~ > REFERALET, T 7 +/L FOREIZETIZ
. Zoa<wr Rone BEREAFHALET,

dotlx timeout {reauth-period seconds | quiet-period seconds | tx-period seconds |
supp-timeout seconds | server-timeout seconds}

no dotlx timeout {reauth-period | quiet-period | tx-period | supp-timeout | server-timeout}

EXDEREA reauth-period seconds HRGERITHR OB T, fHETE DI, 1 ~ 65535 BTd, &
oW MEA LoEEFE] 22B LTSN,
quiet-period seconds 7 FAT b EDOFBFERN KM LT=H L. AA T BFEAT— B
WHLWEARELET, HETE HMHEIX0~ 65535 T,
tx-period seconds FOREFHEETDETIT AL v T BT T4 T2 "0>H D EAP E3R /ID
T LU —AICKT HINE RS T O BARE L ET, HETE 2EI
1 ~ 65,535 T,
supp-timeout seconds EAP PRy NOBIEEEET OB ERELET, HETED
AT 30 ~ 65,535 BT,
server-timeout seconds ZA F NNy J oy REEEE I L A — S ~D 37 N D%
FEafEd 2B BEHRELE T, ETE DML 30 ~ 65535 T,
T4+ T 7 REEITRO LB TT,

AU R E—FR

e reauth-period I% 3,600 7 T3,
* quiet-period (X 60 FTJ,

e tx-period 1% 30 T,

* supp-timeout /% 30 BT,

* server-timeout (¥ 30 F T,

AH =Tz A AT fFal—var

OV FERE

FERLDEIEEE

—2R EEARAR
12.1(12)EW Z D3~ RS Catalyst 4500 U — R AA v FITEASIE LT,

dotlx timeout re-authperiod =~ > RZ& AJ) 3 2 AN EHBIFHRFEL A R —7 /M L TEB L LEN
HYFET, THFRIEE A 32— 7 VI BIT1E, dotlx re-authentication =~ > K& A L £,

WIZ, BREFBEETDHETIZ, AL TFNBITTAT 2 M ED EAP ER /ID 7 L — A% T D06
BafiET A080% 60 IR ET A2~ LET,

Switch(config-if)# dotlx timeout tx-period 60
Switch(config-if)#

show dotlx £ *—7 /LW EXEC 2~ REZANT5L, REZHERTEET,

dotlx initialize
show dotlx
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duplex W

duplex

A B — 7m4xkf7z7v/72ﬁ¢% RET DI, duplex =~ RE2HHLET, T 7+
N EOBEIZETIZE., 20a<wr RO no BREFHEHLET,

duplex {auto | full | half}

no duplex

BX DA auto F—hrITvE—va VEEERELET,

full ETEREEETE LET,

half ETEBEARELET,
TI#4ILE T EEE
avU K E—F AP =T xR AT 4 Fal—Yay
av Y FER == EEHNE

12.1(8a)EW Z D v KB Catalyst 4500 &V — R AA » FITHASILE LT,

FREDEESEE K221, FR—FENTWSa~vw L RAF v avaf o —7 oA APNTRLET,

£22 HR—bFEhTWSduplexavw>rFxFoay

HYR—bERT | TIHILE
AVA—TA4A R F347T |LVBHEX ®’E IREIA

10/100 Mbps €3 = —/1 | duplex [half| full] | half WA auto TR ESHTWVAEASIT
duplex E— REZRETEEH A,

HEN 10 /20T 100 ([ZRES LT
T, Ta7by s A& mﬁ RESINT
WARWEEAS, Ta Ly 7 A E—RZ
half 7 =7 L v 7 AZRESINET,

100 Mbps 7 7 A /3 duplex [half | full] |half

Y a—)b

EHEY A —H %y b |[FFE—PENRE HPE-FS |[EHTEY P A —HF Xy b A 57—

A F=T AR A, NEFA, |7z ATfull T27 Ly 7 ATHRTE
SNET,

10/100/1000 duplex [half | full] FEREDS auto £ 77 1% 1000 123 ST

WAEETT, duplex 7% ETE £ A,

AN 10 F7213 100 [CRES LTV
T, Ta7 byl ABRENHKEINT
WRWEE, T a7 by A E— RNk
half 7= 7' L w7 AR ESNE T,
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MW duplex

16 "R— bk RI-45 £HE Y b £ —P Ry b R— b ETOBEREDN 1000 ([ZHRE SN TWDEA,
TaZlbyZAET— Il IZRESNET, HEHEEN 10 £7203 100 I2ZEL LIS, Ta7
Ly 7 A F— R full DFE £ T, EEHEED 1000 Mbps 705 10 £721% 100 ([B{L L7ZHE, A
AVFIELWT 27 by 7 A E—RERETLILENDH Y £7°,

Catalyst 4006 A1~ FIE, WFNNDOEERIEA X —7 = A A auto USNDEICHE STV S
B AVE—T oA AREBIL T 27 Ly 7 A E— 2RI - a3 v TEEHA,

1

BAEa< >R

A B —T o2 AFEEBLIOTFT a1y 7 A ET— ROBEFEFTHE, A F—T A AR
Ty MU UEINTORLER X =T N DEERH Y £7,

F23W, TaT by 7 ABLIOHEEE— N S EIFIHAGDORIGAED VAT A RT3 —~
VAERLET duplexT< > Respeeda~ 2 ROBREIZL Y RITRTT 7 arMrbhEd,

#2-3  duplex T2 K& speed a7 FORER

duplexav > K speed O7 K VRTLTOYAY
duplex half = 7213 duplex full |speed auto HWELTa7 Ly 7 X E— NOW G % HE)
FxAvxz—varLET,
duplex half speed 10 FRAIIIIC 10 Mbps 38 KOV ZEHIZAR D £,
duplex full speed 10 FRAIEIIC 10 Mbps 38 K VMR HIZR D 3,
duplex half speed 100 FEAIIIIZ 100 Mbps 38 LUV EIZ/AR Y £97,

Il

¢

duplex full speed 100 SRHIADIZ 100 Mbps 35 L OV “HIC2 0 3,
duplex full speed 1000 FRAHIIZ 1000 Mbps 36 L M T HIZA2 D 7,

WIZ, EZHIMEOA V=T =2 A RERET DB 2R LET,

Switch(config-if)# duplex full
Switch(config-if)#

speed

interface (Cisco I0S D~ == 7 L% &)

show controllers (Cisco I0S O~ == 7 /L% &)
show interfaces (Ciscol0S D~ == 7 /L& &)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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errdisable detect M

errdisable detect

TT— T =T NN E A R — T I BHITIE, errdisable detect =~ > R&2FERALET, =7 —
T 4T VRS T =TT BT, Zoavr Fone ERNEFHLET,
errdisable detect cause {all | arp-inspection | dhcp-rate-limit | dtp-flap | gbic-invalid | 12ptguard |
link-flap | pagp-flap}
no errdisable detect cause {all | arp-inspection | dhcp-rate-limit | dtp-flap | gbic-invalid | 12ptguard |
link-flap | pagp-flap}

BX DA

TIHILE

Ok E—F

cause TT— T4 —TNVBRHEREL T, FEDORER»L OB EITWNET,

all TRCOET— T 42— NVEROTT — F 4 v—7 it EET L
R

arp-inspection Address Resolution Protocol (ARP) A > AT v g =5 —F 4&—7 )L
FEROBEHAFRELET,

dhcp-rate-limit DHCP L — MR T — 7 4 =7 VREKR OB A E L £7,

dtp-flap Dynamic Trunking Protocol (DTP) 75 v 7 =7 — 5 4 &—7 VRO H
ERELET,

gbic-invalid GBIC (XA by b A H—T xR A "—¥) BHhT7— T 1 &—7
NEROBHZHE L E T,

12ptguard LAY 2 7uabat b 27— F 4 —TNEROBHZETELE
R

link-flap Vor 79y 7 27— T4 =7 NVREKROBRHEZRE L ET,

pagp-flap Port Aggregation Protocol (PAgP; A" — MEKN ' a har) 75 v =5 —

T4 =7 NVRROBE A EELET,

FTATOLT— T =7 VERBBRE S ET,

Jua—)L a7 4 ¥alb—g

avy FERE J1)y—=x EERNAE
12.1(82)EW Z D= R Catalyst 4500 2 U — X A4 v FITHEAShE LI,
FRLDOFESEIE  JRE (dtp-flap, link-flap, pagp-flap) I£, =T — T 4 E—T7 IV A7 — " BHATHEHB E LTER
SINFET, REBRE SN, v F—T oA RE, =2F7— T 48—TNVRAT—F (V7 Xy
AT — MU ERAT— ) L0 F5,
shutdown =~ > F%& AJJL. KRIZ no shutdown =~ > RZANL T, AV F—T =2 AT T—
TAE—T NN LTETCHEETOILERDHY £,
i W, V7 7997 257—=F 48— NVEROTT — F =T V& A 2 —7 iz %4
ERLET,
Switch(config)# errdisable detect cause link-flap
Switch(config) #
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W errdisable detect

BEa<TU R

RIZ, Dynamic ARP Inspection (DAI; #4737 ARP A VA7 ay) OD=F—F 4&—T )
AT —F AR T D% RLET,

Switch(config)# no errdisable detect cause arp-inspection
Switch(config)# end

Switch# show errdisable detect

ErrDisable Reason
udld

bpduguard
security-violatio
channel-misconfig
psecure-violation
vmps

pagp-flap
dtp-flap
link-flap
12ptguard
gbic-invalid
dhcp-rate-limit
unicast-flood
storm-control
ilpower
arp-inspection
Switch#

show errdisable detect
show interfaces status

Detection status

Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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errdisable recovery

errdisable recovery W

[B#E A B = X LK HFRE T 51T, errdisable recovery =~ REHHALET, T 74/ D&
FICRTIZE., 20oa<vr FRon BEREFEHLET,

errdisable recovery [cause {all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit |

dtp-flap | gbic-invalid | 12ptguard | link-flap | pagp-flap | pesecure-violation | security-violation
| storm-control | udld | unicastflood | vmps} [arp-inspection] [interval {interval}]]

no errdisable recovery [cause {all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit
| dtp-flap | gbic-invalid | 12ptguard | link-flap | pagp-flap | pesecure-violation | security-violation

| storm-control | udld | unicastflood | vmps} [arp-inspection] [interval {interval}]]

X DEREA cause EE) BEQOFRRNSEET 7DD — T 4 —TVEEZ A *—

M LET,

all (ER) T TOTT— F 4t =7 NVREROBEIE S A ~—% A 2—T7 /LT L
£95

arp-inspection (fE7) Address Resolution Protocol (ARP) A > AX7 v 3 VIFRIK D EIE ¥
A ~—%AF—TMILET,

bpduguard (ff-&) Bridge Protocol Data Unit (BPDU; 7'V v ¥ ’rm b 2L 5 —% 2=
N =R zF— T 4= NVEROREEZ A ~v—% A X —T ML E
o

channel-misconfig EE) FYy RV BEIA T — T4 —T N EROEELA~—% A
F—=7 Mz LT,

dhcp-rate-limit (f£&) DHCP L — MHIIR™F — 7 =T VR OEIE 7 A ~—% A F—
T LET,

dtp-flap (f£:&) Dynamic Trunking Protocol (DTP) 77 v 7 =5 — 75 4 &E—7 /LJi
RoEEY A ~—%A RX—T WM LET,

gbic-invalid (f£&) GBIC (XA Yy b A F—T xR AL "—%) BT — F 4
=T NVREROEE Y A ~—%& A X—=T M LET,

12ptguard (EE) VMY 27 bhalbhrpil 27— F 4 —7)VERKNOREIEY A
V= A X—TNMILET,

link-flap EE) Voo 79y 7 25— F 48— NV RROEE S f ~—% 1 X —
T LET,

pagp-flap (ff&) Port Aggregation Protocol (PAgP; "— MEK 7 m haL) 75 v
TI—= T4 =T NFEROEE S A v~ —Z A X =T M LET,

pesecure-violation (PL',_) pesecure N T T — T 4 B—T NVRNDREIE S f ~—% A Fx—T )L
WLET,

security-violation ER) 802.1x EX 2 U T 4 ERICEV T 48— T NV EleoloAR— O AE
B % A F—7 M LET,

storm-control (EE)AP—LEHZT—FT 4 E—T N AT — " DO RIEXY A ~—% A
F—=7 M LT,

udld (f£&) UniDirectional Link Detection Protocol (UDLD; ¥— a1V > 7 HiH)
TI—= T 4= TNVEROEEY A ~v—& A X —T M LET,

unicastflood ER) 2=F% ¥ AN T T7vT 407 27— T =7 NWEROREES A
~—%A =TI LET,

vmps (fEE) VLAN Membership Policy Server (VMPS;VLAN A >/ N—1 w7 K Y
== N) 2T =T 4T NVREROEE Y A v —% A X —T VI LE
o

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M errdisable recovery

arp-inspection ({EE) ARP A VAT v a VIRIRB X QREESY A L7 7 A 2—7 2
L/i—gﬁo
interval interval EE) BEESnl-oo— T4 —7 NV ERMSEET A2 E L E

4, FBETE A1 30 ~ 86,400 FH T,

FIAILE T — T 4 =T NEEIERT =TT,
FEA > Z—73001F 300 RIS E SN TWET,

avYkE—F FRIE

av Y FER Jy—= EERAE
12.1(8a)EW Z D= KB Catalyst 4500 &V — R A A » FITHASILE LT,
12.1(19)EW A b — LHIEBERE OV AR — R B E v E Lz,

FERALDFESEE  JHK (bpduguard, dtp-flap, link-flap, pagp-flap, udld) X, =7 — F 41 &—T7 /1 AT — FNB3FRAET
LZEHELTERINET, HRBRHSNA v F—T oA RF, =T — T 4&8—T )V X7 —
(Do r By AT —MIPTBREAT— ) L ET, ZOREKOTT— F ¢ &—7 /1A
BWaEA F—T I L7724 shutdown 35 K O no shutdown 23%4EFT 5 ETA V¥ — T = A A3~
T—=T4k—TN AT —FDOFETY, FRORIELZ A R—T VLSS, A v F—T A A
F=7— T 48—TNV 27— B HEITFHL, TXRTORRNEY A LT U Moo & EIZEIE
FHBATEL LR ET,

shutdown =~ FZ A S L. &KIZ no shutdown =~ > FZ AN LT, A v F—T =2 AT T—
T4 —T NS FETRETILERH Y £9°,

151 WIZ, BPDU T — R =5 — 5T 4 =T NVERNOREY A ~—% A F—TWZT B2~ LET,

Switch(config)# errdisable recovery cause bpduguard
Switch(config) #

Wiz, ZA~—% 300 VICRET HHIZRLET,

Switch(config)# errdisable recovery interval 300
Switch (config)#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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errdisable recovery l

WIZ, ARP A VAT v a DT —FT 4 —TNAEEZ A 2 —T VI T B2 RLET,

Switch(config)# errdisable recovery cause arp-inspection

Switch(config)# end

Switch# show errdisable recovery

ErrDisable Reason
udld

bpduguard
security-violatio
channel-misconfig
vmps

pagp-flap
dtp-flap
link-flap
12ptguard
psecure-violation
gbic-invalid
dhcp-rate-limit
unicast-flood
storm-control
arp-inspection

Timer Status
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled

Timer interval: 300 seconds

Interfaces that will be enabled at the next timeout:

Switch#

show errdisable recovery

show interfaces status

| OL-6661-01-J
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Wl flowcontrol

flowcontrol

FHEY P A—P Ry b A B —T A ANRKR—R T —LEZEEERITZETILORET D
121X, floweontrol =~ > RZMHLET, 7o —HREEZT 4 B—7MIT DL, Zoavy
KO no EXZHEHALET,

flowcontrol {receive | send} {off | on | desired}

no flowcontrol {receive | send} {off | on | desired}

BX DA receive AVE—T 2 A ANRKR—K T L —LZ0MHT D EIEELET,
send AV B =T 2 A ARKR—X 71— L5 EETHLIEELET,
off 2—hO/ R —=F RV E—F R—=FDPEDR—X 7 —AL%EZE L TUELT
D, VE—FFR—=F~KR—X 7L —2E2EELEVTHZ 2L 7,
on 2—H)L AR —=FBRYVE—KF R—=—FNEDR—X 7L —AL%EZE L TULUHELE
D, JE—F R—F "R =X 7L —2%EEFELEZVTH L2 X —T ML
£,
desired UE— |k R— F2%on, off, F£7-1% desired DWTFTHIZHRTESNLTWTH, THIT
XDOMREATLET,
T4 FHEY P A=V Ry b A F =T =2 ZADT 7 5 )V MREITRD LBV TT,

o R—X TL—ALDKEE —desited (FHEY M A —Y Ry b A F—TxAR)
o R—ATVL—LbDZE —off (FHEY NA—F Xy A HF—TxzARA)

o R=XTVL—LDFEE—n(A—"—YTRI 747 Xy b A =Xy b A F—T =
A A)

o HF—X TV —LD%F —desited (A— "=V TR T4 T XHEY b A=Y Ry b A X—
7 A R)

#2412, EV2—NOT 74V NEEERLET,

#:24 EL1-ILTFIAILIEE

EPa—)L R—+b EE
WS-X4418-GB, WS-X4412-2GB-TX, |4 —/N—% TR 7 Z 47 F— AN DT |72 L
WS-X4416-2GB-TX LSO TR TH | _RTOFR— K (1~ 18)
Y a2—)b
WS-X4418-GB TyFVrr Rm—1F (1~2) 7L
WS-X4418-GB F—R—HBT 27T 47 K —F B~18) |HY
WS-X4412-2GB-TX TV R—F (13~ 14) oL
WS-X4412-2GB-TX F—R—=B TR T4 7T K—F 1~12) |HY
WS-X4416-2GB-TX TyFY s R—K~ (17 ~18) L
oYk E—F A B =T A AT 4 Fal—3gy
av Yy FERE J1)y—= EENA
12.1(82)EW D3~ KA Catalyst 4500 'V — X AL v FIZEAINE LT,
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flowcontrol W

FAEDIEEE KX T7L—2F. Ny 770802 0 THILIEDIHEDOH 7 L —2DREEELTEESS
BB ICIZIE B RFER T/ > R T,
2% 2-51Z, flowcontrol =~ > K& send ¥— VU — KB LW receive ¥—V — F& S EIFRMAED
’d‘fﬁ)ﬂﬁ‘é%ﬁ@ﬂi CHREAERLET,
£25 send ¥—TJ—FEHE XU receive ¥—7— FDERE
5% E Bz
send on ~717/I/‘J'9 E5H U E— bk R— ]\f\@‘]‘f~f7l/~A0)iif‘T§%/l’*_
ZLET, PRHITESELZEDI21E, sendon 1%, VE—F R— R
receive on F 7~ 11 receive desired | Laﬁfﬁﬂéhfl/\éﬁé\él A LET,
send off o—h/ R— kb U E— }\ ﬂi— F~DOR—X 7L —LOEEEEEILLE
T, THITX2EREEDIZIE, send off L;’C JE— k R"— K73 receive off
¥ 7213 receive desired | Lmﬁ?éﬁ’b“('b‘ TR LET,
send desired U &— b 7R— L2 receive on. receive off. £ 721X receive desired DV 3 3L
BESINTHWEY &, THICTEEREEET,
receive on g—HN A —=FT, VE—F A= ;2O EEFEEINTZFR—X 7 L —LONE
EAX—TMILET, TRITE 2R L2512, receiveon (£, VE—k
AN— k73send on F 7= IEsend desired |ZFRE SN TV 5 WZRETEHALET,
receive off JE—F R— 25 x:z~7U/l/ A= ~DR—X 7 I/~L\0)J£{a IR LE
T, PHITE AR EE D121, send off (., U E— F "— k72 receive off
% 7213 receive desired Luxﬁéﬂfb\éfaé\&ifiﬁﬁiﬁ LE9,
receive desired J£— k AR— b7 send on. send off, F7-1% send desired DV IR T &
nNTnThH, PHITELIR/REHEET,
#2-6 TIXVHEREIZESNTEF I EY hA =Y Ry M A X —T A A ETT7r—HlHRED
T ER TR I =y a v ENDLZDONE TR LET,
~
GE) FHEy AU Z—T7x4REZHDHEGEIZIRY | Catalyst 4006 A A » F X7 7 —Hilffl 2 ¥R — k
Li‘a’-‘o
%226 RAYFARAT, ELa—, BLXUKR—FZEDEEREN
AVB—TIARBAT |BREEE T RNNE 4 XEnt=-7 00—l
10/100/1000BASE-TX JEE 1000 WIZ T 1 — IR E
1000BASE-T XI =g UNEICA | TR RT o — g &
F—T ) N5 X ITRIE
1000BASE-X WEHERIT o —v a0l | Ze—flnrdyo— a0 80%
Ko E
1000BASE-X WEHERr I — g 7 v — AR S AL D £ O ICERE
151 Wiz, FE7e—klilEs A 2—7 VI T D02 RLET,
Switch(config-if)# flowcontrol receive on
Switch(config-if)#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W hw-module power

wIZ, FE7r—Hfl#lET =7 T 0l aRmLET,

Switch(config-if)# flowcontrol send off
Switch(config-if)#

WIZ. g7 o —Hl#l % desired IZRET DB E T~ LET,

Switch(config-if)# flowcontrol receive desired
Switch(config-if)#

BEa<v KR interface port-channel
interface range
interface vlan

flowcontrol
show running-config (Cisco I0S O~ == 7 /L % &)
speed

hw-module power
21y NEIXEREE Y 2 — /L OERAE A 71279 5121E, no hw-module power =~ > RZfEH L £
9, BREZBFHOA 29 5H121E, hw-module power =~ > R&fHH L £9,
hw-module [slot | module] number power

no hw-module [slot | module] number power

EX DEREA slot (EE) vvy—yvoAny hEEELET,
module ULE) FBE S 2—NEHEELET,
number (EFE) Aoy FFERIFEY 22— VEFE2HEELET,
TIAILE EEk Iz, BEAA TR T,
A< K E—F Jua—)L a7 4 ¥alb—g
avy FERE )1)—Xx EERE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
12.2(18)EW slot 8 X W module F¥—V— R&BIMLE L7,
£l WIZ, 20y h5ICHDHEY 2—VDOEREF 72T 5 HiEERLET,
Switch# no hw-module slot 5 power
Switch#
BEaT YR clear hw-module slot password

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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hw-module uplink select W

hw-module uplink select

Supervisor Engine V-10GEA - T 10 ¥ &y b f —Hh Ry FELIEIFATEY b A —¥ Xy b T v
U7 %R H121E, hw-module uplink select =~ > RZ&fH L £,

hw-module uplink select {tengigabitethernet | gigabitethernet}

BX Dk

i
i

T4

avykE—F

tengigabitethernet (EE) 10Xy b A=Yy b T o7V I H2BELET,
gigabitethernet (EE) ¥HEY P A—F Xy N Ty 7T V7 ERELET,

tengigabitethernet

Ja— ) ary7 4 X¥al—igv

av Y FERE

FERLDIEFRE

il

V4

G¥)

)1 —2R EERE
12.2(25)EW ZPa7 2 R5 Catalyst 4500 ) — X A v FITHEASHE LT,

T T BRI RN R =TI T ST AENDED T, TIT A TR T TV 0%
EEFTDHIEREERTFEL, A T2V —RTHUERHYET, Ty 7 VI ~OELEH
ETHHAE, VAT AIAAL v T2V a— RTHX0ERHDH I LE2BHNTHA Yy E—UTIEEL,
AA v FuEYa— RRT50ERa~vy Re GLEE—RILLTC) FHTLIEI> R LET,

Zoa<wy RO ne BREHY FHA, REZRVHETICE, Ty TV 7 2RETLLERDHY
i‘é—o

WIS, FAHEY b A—=FRy b Ty 7V 728 RT 502" LET,

Switch(config)# hw-module uplink select gigabitethernet
A reload of the active supervisor is required to apply the new configuration.
Switch(config) #

XFHEY b A=Yy b Ty TV 73 RV e—RL7ebeTT 77 471280 E7,

KIZ, SSO E— RDILEV AT LADOXHE Yy b A =YXy b T o7V 7 BB RTIHP 2R F
j—o

Switch(config)# hw-module uplink select gigabitethernet

A 'redundancy reload shelf' or power-cycle of chassis is required to apply the new
configuration

Switch(config) #

FAEY A=Y Ry T o7V 7 vy —v /v T7E2RICVe—RLEbETT 77 4
T ET, Yy — /=7 %Y r— FT%I21X, redundancy reload shelf =~ > K& L
\i‘ﬁ—o

A2005 4F 1 HBIE, HARTOIREETERL
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Wl instance

G¥)

instance

WIZ, RPR = ROILREV AT LADOX T E Yy b A=V Fv b Ty 7V o7 @RS 0% R LE
ﬁ—o

Switch(config)# hw-module uplink select gigabitethernet
A reload of the active supervisor is required to apply the new configuration.
Switch(config) #

EHEY F A=V Xy ME, TITAT A=A P 2P DAA, v FF—_"—F 713 o —
RMBEELTCHLT 7T 47 DEETT,

show hw-module uplink

1 DF 71T —#D VLAN (48 LAN) % MST A ' A ¥ L RAZ~ vy B 7351213, instance =<
VREHEALET, VLAN 23l A VA F U ADT 7 40 MCETIZIE, 203~ KO no R
ZHERALET,

instance instance-id {vlans vian-range}

no instance instance-id

BX DA

T4

avUkE—F

instance-id BESNIZVLAN By BV EN TS MST A Y AZ A TE, FBE
TEHEIZ0~15TT,

vlans vian-range BESNIEA VAR LA~y B 785 VLAN OFR S 2 E L £1,
FFlE, 1 DOEFELFFHEE L TCANTEET, RETXHHEIT 1 ~
4,094 T9,

~ v B NET =TT,

MST2> 7 X2l — gy

avy FER

FEREDIEEE

)1)—= EEAR
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,

<y BT THY ., HHMETIEH Y FH A, VLAN O#FiHZ AN LIZSE101E,. & ofFEIx
BEfF® VLAN IZBIIE L5 5, BEFF D VLAN 2 HHIBR SV E T,

< v BT ENTWRWVLAN IZTRXT, CISTA vV AX LRI~y BT ENET,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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instance W

151 wIZ, VLAN O#i[ff| % instance 2 12~ v B2 7T 562 R L £,

Switch(config-mst)# instance 2 vlans 1-100
Switch(config-mst)#

WIZ. VLAN % instance 5 (12 v B 74T A2 R LET,

Switch(config-mst)# instance 5 vlans 1100
Switch(config-mst)#

IZ., VLAN O#iJH % instance 2 725 CIST A VA X L AZBEIT 5602 R LET,

Switch(config-mst)# no instance 2 vlans 40-60
Switch(config-mst) #

KIZ, instance 2 I~ v B 7 XN TV A TXTD VLAN ZFH O CIST A v A X » AZBENIT 24 %
RLET,

Switch(config-mst)# no instance 2
Switch(config-mst) #

BEIT VR name
revision
show spanning-tree mst
spanning-tree mst configuration

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M interface
interface
RETHA L E—T A AEBIRL, f v F—Tx2Af A 3T 4 Fal—ar T— RR20ET
HIZVE, interface =~ R&EfEH L £9°,
interface fype number
BX DA type HET DAL X —T 2 ADXATERELE T, HIMEZONTIE, £ 2-7
EZMLTLIEEN,
number EFVa—NVEBLOFR— b EFERELET,
T4 AVE—T 2 AR BATETREINTEA,
a<v> K E—FK Fa—s\ )y ar7 4 FXalb—a
avy FERE Jy—x EHRNE
12.2(25)EW I0FHEYy A=V Xy b A X —T = ANBMEINE LT,

ERLOEEFRE K27, ppe DAWEO K2R RLET,

#2717 B type &

F—7—F EE

ethernet A —% %> NIEEE 8023 A > #—7 = A A

fastethernet 100-Mbps £ —H% K> b f L Z—T = A

gigabitethernet FHEY b A —WFv FNIEEE8023z A F—7 = A &

tengigabitethernet 10X 5> k4 —H%%> K IEEE802.3ae f v ¥ —7 = A A

ge-wan XAy b A —H>*> b WANIEEE 802.3z > ¥ —7 = A A, Supervisor
Engine 2 ##5#{ L 7= Catalyst 4500 >V — X A A v FTOH, HHR— &
nET,

pos Packet OC-3 interface on the Packet over SONET (POS) A > ¥ —7 = A A

7'v& v, Supervisor Engine 2 % #4# L 7= Catalyst 4500 > U — X A A
FTOH, PR—FINFET,

atm Asynchronous Transfer Mode (ATM; FERIHZIEE—R) Ao ¥ —T = A
A, Supervisor Engine 2 Z#5#{ L 7= Catalyst 4500 > U — X AA v FTD
I, BAR—RFSHET,

vlan VLAN ({42 LAN) A % —7 = A A, interface vlan =~ FZZM L
TLIEEWN,

port-channel R— bk F¥x) A ¥ —7 A A, interface port-channel =~ > K% %
LT ESVY,

null XN A B —T A R, HEIT 0 TT,

tunnel MoV A B —Tx AR
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interface W

151 WIZ A v H—7 x4 AFastEthernet2/4 FTA v X —T = A ARET— FZPBT 202~ LET,

Switch(config)# interface fastethernet2/4
Switch (config)#

BEa~< KR show interfaces
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M interface port-channel

interface port-channel

A= F xRNV A H—T 2 ADT 7 ¥ AETIFVEHKE1T 9 IZ1L, interface port-channel =~ >
NEEHLET,

interface port-channel channel-group

i
i

BX Dk

channel-group A=K FX¥ N ITN—TFSTT, HRETEHMEIT1~64 TI,

TIHILE

avYkE—F

ZDa<wy RIZT 74NV FEREEXH Y THA,

Jua—)L a7 4 ¥alb—rg

avy FER

)1y—2= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

FERAEDIEER

WMBA VX —T oA AT ¥ R T—FIZED B THRICHAR— N Fy RNV A X —T oA A%
TERT 20T H Y E/- A, R— N Fr RN A 02 —T7 2 A4 APNETAER S IV TORWEGEITIE,
F v FN TN—T ORI OPERA V F—T = ADBMER SN E X, F—hF Fy L A F—
7oA AP BEIT/ER S IVE T,

interface port-channel =~ > FZ AN L CHR— K F¥ 1 VEERTHZ EHTEXET, ZOLAIC
X, LAV 3IAR— N FrxAMERENET, LAVY3IR—F FrxrzlAv2HR—F Frx
JNCEET DITNE WERA 2 —T = A A% TF v ) Z—FI2H D 4 TLHHIIT switchport =~
FEEH LTSN, R—hk Fr XM A L N— R— BB LEAITIE, F—F Fy izl
AXINHLATY2 FFLAV2LNOLAYIIZEET DI LITTEEFA,

1 ODOF ¥ )V T N—712i, A"— b Fv 32ud 1 27200 T,

1

LAY3IR—F FrRN A F—T oA RE, V=T vy RA L E =Tz ATY, YT 7 2 K
A=YV X b AV H =T 2 ATLAY3IT RLAZAX—T I LN TL &,

Cisco Discovery Protocol (CDP) ZfEM L72WEEIL, MELZ7 7 A N A =Ry b A F—T = A
A LETREIRET DLERHY ET, R—F F¥ IV A F—T A ALTRET HILITTE
FHA,

WIZ, FXRNVTN—TEKT 64 TR—F TN A F—T = ZEERT L0 2R L ET,

Switch(config)# interface port-channel 64
Switch(config) #

channel-group
show etherchannel

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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interface range M

interface range

aw v REHEBEOR— F TRFHIFEITT 5I21E, interface range 2~ RZHHL £,

interface range {vlan vian_id - vlan_id} {port-range | macro name}

BX DA

TIHILE

avVkE—F

vlan vian_id - vian_id VLAN ({548 LAN) #PHZ4RE L £9, IETX HMHEIT 1 ~ 4,094 TT,

port-range A— NHPH T, port-range DIFETE HED U A MZOWTIL, I
FOEEEE] AL T EEN,
macro name ~r7aERELET,

ZDavwy RIZT 74V FEREEXH Y THA,

Ja—)ary7Z 4 FXal—vg

Ao H—T A AT 4 Fal—3g

avy FER

FREDIEFRE

J)1y—= EERNE
12.1(8a)EW Z D v KB Catalyst 4500 &V — R AA » FITHASILE LT,
12.1(12c)EW IR VLAN 7 L ADPR— b BIENnE Lz,

interface range =~ > R{, BE{F® VLAN SVI LG H T& 9, VLAN SVI 2 E 1 5213,
show running config =~ > R&Z A LET, RARI4L72) VLAN L, interface range =~ > R Cfifi
HATsZixTcEEdi,

interface range =~ > N & & HIZ AT SN AMHEIL, TXCTOREFD VLAN SVI ICHEA SV ET,
~ 7 a %A HAIC, define interface-range =~ > N CHiH % ERT HMLENH VD F7°,

A= MREFIT R L TITON 2 TR TORELHIT NVRAM  (HEREME RAM) IZR(FSLET DY,
interface range =~ > N CIERL S 7o AR — MHIFHIL NVRAM IZIFRIES N E R A,

AN— NHPHIZIRD 2 DD FIETAITEET,
o K5 OOR— M & fRE
o DIETER LI~ m 2 iiE

R— hELEFFR =M~ 7 v OWThprafEETE £9, A— MEHIZ, MR-k 24 7T
W SNDBERDH Y | FHNOR— MIETEY 22— N2 XN 2 LIXTEEEA,

1 ODa~y FTRKS DORN— MIZERTEET, TNLLENOHPAITY >~ TRE)> TS 72
él/\o

A ERTIEBIL. BROR— A7y (-) OEICAR—2AZFFALET,

interface range gigabitethernet 5/1 -20, gigabitethernet4/5 -20.

port-range ® N1 H L ElX, ROT7+—~ v bEBHLET,
* interface-type {mod}/{first-port} - {last-port}
* interface-type {mod}/{first-port} - {last-port}

| OL-6661-01-J

Catalyst 4500 ') —X X4 v F CiscolOS a¥ K YI7L VX



¥£2EF Catalyst4500 >)—X X4 vy F®D CiscolOS a<w K |

M interface range

interface-type DHNEITIRD & BV TT,
¢ FastEthernet
* GigabitEthernet
* Vlan vian_id
RILa~wy FCvrubf =T = ZHAOW G ZHEET 2 LT TEEEA, v 7 u 2Bl

L= e T, EBIHHEAATEET, TTIIA v Z—T =1 AFHE AT L TV D AT, CLI
(a~r I A B —T A R) T ANNTHILEIZTEERA,

port-range TEICH—DA 2 —T7 2 A ZAEBPETEET, ZOHAH. TD 2~ i interface
interface-number 2~ > N L [RIERICHERE L £97,

£ RIZ, interface range =~ K% FE5/18 ~20 ~DA 4 —7 = A ZZHHT B2 R LET,
Switch(config)# interface range fastethernet 5/18 - 20
Switch(config-if)#
WIZ, R—Fif~ 7 m2F T3~y FOBZRLET,

Switch(config)# interface range macro macrol
Switch(config-if)#

BEEITUR define interface-range
show running config (Cisco I0S D~ == 7 /L& &)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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interface vian W

interface vlan

L A ¥ 3 Switch Virtual Interface (SVI; A A v FEIEA X —T = A ) OEREIZT 78R E4T
121X, interface vian 2~ RZFEH L E T, SVI ZHIRT 2I1ZiE. 2D a<> RO no B 4& 1
HLET,

interface vlan vian_id

no interface vlan vian_id

BXDEREA

TIH4ILE

Ok E—F

vian_id VLAN OF =5 TH, HMEIZ 1~ 4,094 T,

Fast EtherChannel I35 E S 1L E ¥ A,

Jua—)L a7 4 ¥alb—g

ATy NERE

FREDIEFEE

il

)1)—= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,
12.1(12¢)EW JEIET R L A4BEDOH AR — hSBME N E Liz,

SVI X, $ED VLAN I[ZH AT interface vlan vian_id 2~ > K& A LTz & ZITER SN E T,
vian_id X, ISL (A4 v FWV > 2) £7215802.1Q h 7w/ T v 7 LT —4% 7 L—A|Z
BIEAHT HALD VLAN % 7 £ 72137 7 B A R — MIEEE S 72 VLANID (Z5FIG L E 9, VLAN
VA =T 2 A APFTANER S NI & ST A v B —UNRERENDHD T, IELV VLAN F 5
MAN ST E I D EHERTEET,

no interface vlan vian_id 2~ > R& A LT SVI ZHIR L7=54. BEMTONZA v X —T = A

ANLIERAINCE I EO X T U RBBIZERE S, HIfRE~—7 ShET, HIfRESNIzA v F—T = A
A%, show interface 2~ R TIXR A Z LT TEFEHA,

HIBR &= A % —7 = A AT interface vlan vian_id 2~ K& AT 5 &, HIBRS L7z SVI 25t
WRTZENTEET, A F =T XFRD T2, UHOREDE  ITHEL LT,

WIZ, H LU VLAN F 52 interface vlan vian id 2~ RE AN LIz EOH NP EZRL E T,

Switch(config)# interface vlan 23
% Creating new VLAN interface.
Switch (config)#
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W ip arp inspection filter vian

ip arp inspection filter vlan

Dynamic ARP Inspection (DAL, # A7 X v 27 ARP A VAT T3 Y) BA F—TIVDOFHRITAHK
T 1 v 27 IP IR E E 4728 A 525 @ Address Resolution Protocol (ARP) Z#FFR[L72V , ARP 7
78 A2 U A MZEFRLTVLAN (A LAN) (Z5@E M L72 Y 95121, ip arp inspection filter vlan =
U REEHLES, COBEMET =7 2T 21IE, Z0avy RO no BREEHLET,

ip arp inspection filter arp-acl-name vlan vian-range [static)

no ip arp inspection filter arp-acl-name vlan vian-range [static]

BX DA

TI4ILE

avrkE—F

arp-acl-name Access Control List (ACL; 727 Z A#l#E# U A k) OA4RITT,
vlan-range VLAN O 5 & = 141 T, AAMEIE | ~ 4,094 TF
static (fEE) ACLZAZT 4 v 7T 5L IICHEL £,

EFRENT- ARPACLIZE D VLAN IChBEH SN ER A,

a7 4FXalb— g

avy FER

FRAEDIEFEE

1

)1y—2= EERNE
12.1(19)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINLE LT,

ARP ACL % VLAN (2 LT DAL #1752 3H&1E. IP/ A —V %> s MAC (A5 47 7 7% 2l
) NA T 4T OB EET ARP 237y RS ACL &SN E T, LSO TXTo Ry
N ZA AL, BEEShTIC, BEVLANKR T U w7 EnET,

Zoawy R, BEARP Y7 v % ARPACL & H#i L, ACL THA SN TWAEADHI T
FEHFAT5EICHEELET,

ACL OBRRIETRIC L - TRy PR EGRESND & Oy MIEZEINET, ACL A
AT 4w ZICHEA SN TORWES, BERMAESICL Ty MREGREND &, FO/8 7y
MIDHCP NA T 4T DU A NERESNET,

&Iz, DAI FIIZ ARP ACL[static-hosts] % VLAN 1 (24 2612 ~R L £ 9,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip arp inspection filter static-hosts vlan 1
Switch(config)# end

Switch#

Switch# show ip arp inspection vlan 1

Source Mac Validation : Enabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation  ACL Match Static ACL
1 Enabled Active static-hosts No

Vlan ACL Logging DHCP Logging
1 Acl-Match Deny

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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ip arp inspection limit (f >2—7z(4z) B

arp access-list
show ip arp inspection

ip arp inspection limit (/> % —7 = A X)

A ¥ —T7 =4 AD (G Address Resolution Protocol (ARP) ERB L WEED L — M EHIRLTZD |
DoS W& A% 4 L 7233412 Dynamic ARP Inspection (DAL # A X v 7 ARP A VA7 v 3 ) |
LoTURAT A U YV —=ARNFTXTHE INZRWE HI2F 5I2IE, ip arp inspection limit =~ > N %
FHLET, ZOFIRZHERTICE. Zoa<wr RO ne BRE2HEHLET,

ip arp inspection limit {rate pps | none} [burst interval seconds]

no ip arp inspection limit

BX DA

TI4ILE

rate pps | BRI INDEE ATy MO EIREFRELET, 8 ETED
L— hE 1~ 10,000 pps T9,

none WBRATREZR B (S ARP /37w O L— NMZ EIRERE L £ A,

burst interval seconds UEEB) A v HZ—T A ATEEARP X7y NEeE=FTHA L H—

NNV ERHBEMNTHRELET RETE DA X =L~ 15T,

1 BENZ 15 BOFHA A MCERHRT 2R A PBRBREINZAL v F K X2y NU—7 054, 5
TERWA A =T 2 ADL—MI ISy b BICRESNET,

FBETEZA3TRTOA X —T A4 ATiE., L— MIEFIRTT,
FI N TIE, N—=A R A Z =L I BICERESNTOWET,

avy Rk E—F Interface

avy FERE ))—Xx EERANS
12.1(19)EW Z O a= KA Catalyst 4500 &V — X AA v FIZEAINE LT,
12.1(20)EW A B =T AF=F Y TOYR—BMENE LT,

FHLEDEESEE hZ o7 BF—RME, BB END LI, TV KREZ2L— MNIRETIHIVLENRDHY £7, FHE
NRry hOL— " R2—PFREFZLIZL— 2B E . AV FX—T 2 RAITT—T 4 =T
AT —NMIRVET, TT—TFT 4 E—TN FA LT U MERREHERATIE, K—bDZTF—F ¢
=T N AT = NEMRERTEE T, L— MIMEETELA VI —T oA ALEHTE WA ¥ —
Tz A AOWFIZEA SN ET, EEO DAL fHii VLAN ({42 LAN) T/37 v N 204 354
L. FZ 7Y e L — FERELET, L— M EEHIRICERET 55 A 1L, none ¥— 7 — K%
HLET,
F X RN A= RDFHERE ARP X7y hOL— ME, TRTOF ¥ RV A UN—DFFE v b L—
FOEFHERLTT, Fr 2 FA—bDL— MlERIZ, F¥ 3V A R—DZFE(E ARP T v M &
T LIZDOBEL T TEEIN,
N—2 MAFIZ, BESNTEL—FE2BAXDHL— N TCRAAL TRy NaZfE LIS E, 42
B—T 2 AITT—F 4 =TI AT — MRV ET,

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W ip arp inspection limit (£ >4 —7 A &)

151 WIZ, BIE ARP RO L — b % 25 %7 v b/ BICHIRT 2602~ L £,

Switch# config terminal

Switch(config)# interface fa6/3

Switch(config-if)# ip arp inspection limit rate 25
Switch(config-if)# end

Switch# show ip arp inspection interfaces fastEthernet 6/3

Interface Trust State Rate (pps)
Fa6/3 Trusted 25
Switch#

WIZ, B8 ARP ZRDOL— b & 20 7w b/ BICHIRL, A v F =T =2 A T=F VT
Z—r % S HICRET Dl 2R LET,

Switch# config terminal

Switch(config)# interface fa6/1

Switch(config-if)# ip arp inspection limit rate 20 burst interval 5
Switch(config-if)# end

BEa<YY R show ip arp inspection

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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ip arp inspection log-buffer ||

ip arp inspection log-buffer

BX T Ny T ICHIET D /8T A—F 2 ET HIZIX, ip arp inspection log-buffer =~ R % i
MLET, CONRTA=Z2 T 4 =T MICT DT, ZDa~vy RO ne BAE[HEH L £,

ip arp inspection log-buffer {entries number | logs number interval seconds}

no ip arp inspection log-buffer {entries | logs}

i
i

BX D]

TI4ILE

entries number aX 7 Ny 7Oy NUETY, AT, 0~ 1,024 TT,

logs number A B — VR E LD = N YT, AR, 0 ~ 1,024 T
T, R0 DEAEIE, = FUBZONRYy 7 7 TREESI RN L2 E
wLET,

interval seconds oX > L— b T, ARIEHIL 0~ 86,400 (1 H) TY, a2 0 DEE

. BUEICREER S ET,

Dynamic ARP Inspection (DAI; %A X v 7 ARP A > A7 v av) nAx—7 4k, HEK, £
IXHIBR 45 & Address Resolution Protocol (ARP) /347w R FREk SV E T,

T MUEII R ICERESNTWET,
oX 7 2 MU 1IBSHZY SRR TWET,
A B =T NITHRESNTVET,

aRUFE—F  #&E
av Y FERE )1)—2 EERNE
12.1(19)EW Z D3~y N3 Catalyst 4500 > U — X A4 v FIZEAINE LT,
FRALDFEFE FESNT7o—NTROICEFEINI/ Yy NI, BIEBICRESE T, FL7 e —00%k S
Ty MIRESNETA, QBRI NETAL, TNHDO )y M, 7XTO VLAN (48
LAN) THAINLZ 07 Ny T 7IC8ESNET, 20Ny 7 7Oxr UL b— M#ENZHES
WD S L E T,
!l WIZ, KRASOZ L NI ZRFTHEEnF o I Ny 77 2 RETLHHETRLET,
Switch# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip arp inspection log-buffer entries 45
Switch(config)# end
Switch# show ip arp inspection log
Total Log Buffer Size : 45
Syslog rate : 5 entries per 1 seconds.
No entries in log buffer.
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M ip arp inspection trust

Wz, 3Rz 10 e 72T 5L 0icnX o J L— hERETHHERLET,

Switch(config)# ip arp inspection log-buffer logs 10 interval 3
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size : 45

Syslog rate : 10 entries per 3 seconds.
No entries in log buffer.
Switch#

BEITY R arp access-list

show ip arp inspection

ip arp inspection trust

#18 Address Resolution Protocol (ARP) /X7 v M &M &ET 5 —HDA o F—T = A ZA&HRIT 5,
AR— b BN TERE I RE7REHEIRAE 2 B E T 5 121X, ip arp inspection trust =~ > R&fEfH L 9,
AU B =T 2 A ZAEEETERVREIZT 212F, Z0oa~xy Fono BREHEH L ET,

ip arp inspection trust

no ip arp inspection trust

BX DA Zoawy RIZEF—U— N5 5iEbH 0 84,
T4 3L
avYkE—F Interface
av Y FEE )1y—= EEHNE
12.1(19)EW Z O a= KA Catalyst 4500 &V — X AA v FIZEASINE LT,
£l WIT, A F—T = A ZZGHIRBICRET 2B 2R LET,

Switch# config terminal
Switch(config)# interface fastEthernet 6/3
Switch(config-if)# ip arp inspection trust
Switch(config-if)# end

BEFFERT AT, Z0a~<w> RO show B EFEHLET,

Switch# show ip arp inspection interfaces fastEthernet 6/3

Interface Trust State Rate (pps)
Fa6/3 Trusted None
Switch#
BEaT YR show ip arp inspection
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ip arp inspection validate W

ip arp inspection validate

Address Resolution Protocol (ARP) A A~ v a VIETHHEDT = v 7 & RITT 5L, ip
arp inspection validate =~ > AR LET, T/ %27 4 8—7 T 5ITF, ZOav K
D mo BARZMH L LT,

ip arp inspection validate [src-mac] [dst-mac] [ip]

no ip arp inspection validate [src-mac] [dst-mac] [ip]

BX DA

TIAIE

avrkE—F

src-mac UEE) A=Yy b~y X —HNOKEEITL MAC (A7 47 77 & ZHfil#l) &,
ARP RENDOEEFEM MAC 7 RLAZ B LET, ZOF = v 71, ARP EXR L
JSE DO ITICH LTI E T,

S

GE) ZOF=vIRnAX—TNVOHE, /D MAC 7 RLRAEEFO/Nr v
MIESE LChfESh., BEINET,

dst-mac (FEB) A —HHy b~y X —ND5% MAC 7 F LA L ARP KIEND X — 5
FMACT FLAZHE L ET, ZOF = v 73, ARPIEEICH L TITbhET,
N

GE) ZOFz=vIBAF—TNDLEE, £2D MAC 7 RLRAER O/ y
M3 & LCTHES L, BEESINET,

ip (fE7#E) ARP RENT, R T LAZWIP T L A% F =7 LET, ZDOXK
5727 RL AT, 0.0.0.0, 255.255.255.255. T R_RTDOIP vLFF¥ 2~ 7 KL
AR ERH Y £9,

PAEMIP 7 R LA TT_TD ARP ERB L IGENTF = v 7 S, 4—4'v
FIPT FLAILARPIGENTORT = v 7 ShET,

F 71T 4 E—T VT,

a7 4FXalb—v gy

OV FERE

FERLDIEEE

))—= EERNE
12.1(19)EW Z D~ RS Catalyst 4500 ¥ U — R AA v FICEASINE LTz,

Fzv I A F—TNVCTIHERIE, a~vr R I40b7EH 1 20F%—T— R (sre-mac,
dst-mac, BLV ip) ZEELET, avr F2ETTHITLIC, 20RO~ FOREIL EE
TINFET, sre BELWdst mac DIRGFEE A F—TMZT D3~ RO LI, P RAED B % A 1 —
TMITBHavwry REFITTHE2FODODa~< L N2> T sre BL O dst mac DIRFENT « &—
TIAZIRY 7,

Zoa<wr RO no BREHEATAE, BESNEZTF = I OBRT 4= NI 0DET, 0
Fxov I FTalbAX—TMMELEWEGERIE, TXTOF v I BT 48— TR0 £7,
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M ip arp inspection validate

151 WIZ, BBETC MAC ORREFEE A X — T VI T 501 RLET,

Switch(config)# ip arp inspection validate src-mac
Switch(config)# end
Switch# show ip arp inspection vlan 1

Source Mac Validation : Enabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation  ACL Match
1 Enabled Active

Vlan ACL Logging DHCP Logging
1 Deny Deny

Switch#

BEa<v R arp access-list

show arp access-list

Static ACL

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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ip arp inspection vian ||

ip arp inspection vlan

VLAN ({548 LAN) H{7C Dynamic ARP Inspection (DAI; # 4} I v 27 ARP A > AT v ayv) %
A F—T I T BIZIE, ip arp inspection vlan =~ > REHEHA LEJ, DAl 27 4 E—7MIZT 5
ZiE, Zoa~vr Rono BXE#EHLET,

ip arp inspection vlan vian-range

no ip arp inspection vlan vian-range

BX DA

TIH4ILE

Ok E—F

vian-range VLAN OFZ F 72135 T, AZMEIL 1 ~ 4,094 CT7,

4 ~_T?D VLAN T, Address Resolution Protocol (ARP) A > A7 g U ETF 4B —7 /L TT,

a7 4F¥alb— g

ATy NERE

FREDIEFRE

1

)1)—= EERNE
12.1(19)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

DAI %A F—7WIZ$ 5 VLAN 2IEETH2LERH Y 3, REFHD VLAN BERE TV
WIGA, FRREREEHD VLAN BT T4 X— DA, DAL ITEE LW ERZH D 7,

WIZ. VLAN1 TDAI A 32— WZT 502 RLET,

Switch(config)# ip arp inspection vlan 1
Switch(config)# end
Switch# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan Configuration Operation ACL Match Static ACL

1 Enabled Active
Vlan ACL Logging DHCP Logging

Switch#

arp access-list
show ip arp inspection
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M ip arp inspection vian logging

ip arp inspection vlan logging

FLERT D% v b XA T EHIET SIZ1E, ip arp inspection vlan logging =~ > KAEH LE4, =
DaXrTHEET 4 E—T T HIZE, Z0avy RO ne BREMLEH L ET,

ip arp inspection vlan vian-range logging {acl-match {matchlog | none} | dhcp-bindings
{permit | all | none}}

no ip arp inspection vlan vian-range logging {acl-match | dhcp-bindings}

BXDEREA

vlan-range RESNTA VAL L AZ= v B 7S5 VLAN (A8 LAN) O%F 5 T7,
FGld, | DOMEEIFFHE LTANTEET, HETE HMHEIT 1 ~ 4,094
Qe

acl-match Access Control List (ACL; 77 & AU 2 k) & O—FKITHSWTHEREE
T EnNAa Ry hoaxX o FIRERZRRELET,

matchlog ACL & —E L7z y v X 7% ACL OFF AR L UYER Access Control

Entry (ACE; 7 7 £ A= N V) WO F—T— K matchlog THillf3 2 X
INTHELET,

~

(GE) T 74/ FTIE, ACE @ matchlog ¥ — 7 — NI T A, =
DX —U—FEMEHALIZEGEG, iGNy MIRgksnEE
Ao 237y MDVFRERE AL D DX, matchlog ¥— VU — K& &ie ACE &
AT e Ve L SaR

none ACL & —HE LTy MEGRELZVWESIZHEELET,

dhcp-bindings DHCP A v F 4 v e D—FICESWTREEEIIFTENDEI ATy b
a0 X T RMEREEL £,

permit DHCP A T 4 V7L o THASNTHAIT, e X7 %75 L9
ELET,

all DHCP A T 4 Y 7L o TH A EITHER SN A1, vX v 7 %17
D EIITHEELET,

none DHCP A T 4 VI X o TR ERIES S ry houa X 7%
FTARTEI L ET,

TI4ILE

S EFBEESN ATy NI, R TREShET,

avYkE—F FRTE
av Y FERE )y—= EEAR
12.1(19)EW D3~ KA Catalyst 4500 'V — X AL v FIZEAINLE LT,
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FREDIEFRE

1

BAEa< >R

ip arp inspection vian logging W

acl-match 35 J U" dhep-bindings ¥ — 7 — R, ##E L T\ EJ, ACL —BEREA R ET 5 & . DHCP
WA T 4V TBEFA F—T MR ET, ZOa~<2 RO no EREFHTSEE, nx 7k
WD—FHNT 7HN MYy FERET, WTROFT v a U BIRE L2RWEAIE, ARP /T
FRERIND &, TRTOuX U7 A TR sns LoicV ey hanEd, T4
Fa i, ko 2HoTY,

e acl-match — HEEINZ 7y PRREIND LI, ACL LO—FKIBETL2uX 70N
Ty hanEd,

¢ dhep-bindings — fEG I 72/ MAFRERSALD L 912, DHCP /A VT 4 v 7 L DIIRIC
BdsnxXrrnlty hSvET,

WIZ logging ¥ — 7 — R%& & ACL & —E LAy M&BINT 5 XK 9IZ.VLAN 1 @ ARP
A VAR Vv arEHRET L ERLET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip arp inspection vlan 1 logging acl-match matchlog
Switch(config)# end

Switch# show ip arp inspection vlan 1

Source Mac Validation : Enabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active

Vlan ACL Logging DHCP Logging
1 Acl-Match Deny

Switch#

arp access-list
show ip arp inspection
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M ip cef load-sharing algorithm

ip cef load-sharing algorithm

PAE L L O%ESE IP 7 R L A2 2 TE{E 6 TCP/UDP AR — b %658 TCP/UDP A — K, ¥£7213%
DWFDR—= 2Ny L allEDDLIENTEDLLIAMSE N Y ¥ 2 REZ R ET HITIX. ip cef
load-sharing algorithm =~ > RZH L ET, A= FE2EERVT 74/ MIRDIZIE, Z0a~
Y RO no AT L £,

ip cef load-sharing algorithm {include-ports {source source | destination dest} | original | tunnel |
universal}

no ip cef load-sharing algorithm {include-ports {source source | destination dest} | original | tunnel |

universal}

X DEREA
T4
~
GE)

ATV E—FR

LAY AR— b 2ELT LT ALERELET,

BNy v 2 RE TORE TR — hEIEEL£7,

AR ANy v 2 TOFER— NEEELET, Ny v a2 R TOREE I
BROseEEHERLET,

include-ports

source source

destination dest

original FVOFNTAITY XLERELET, JIUTHERINERA,
tunnel Mo RN OERETCHEHINDI T LI AL ERELET,
universal T 74V b D Cisco I0S A7 VT XLEHELET,

F7H NOBRRSHMT AT ZNITF 4 B—T AT,

ZOF T a I, BRSNSy Y a2 DOFETLFELIIAER— MIEERERE AL

Ja—nN) a7 4¥alb—g v

OV FERE

FRAEDIEEE

il

EEAR
Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

)=
12.1(12¢c)EW

original 7 /L= U XA tunnel 7 /L3 Y XA 3L Wuniversal 7 /LT Y A LT, ~— Ry =7 %@L
TN—=T 4T ENET, YT NV =TI Lo TRTy bab—T 4 7T 556, 7T/a) XL
ZY 7 b =7 T EINE T, include-ports 7 aid, V7 RV =TILLoTAL vF T
SN T T4y ZITITEH SN EE A,

WIZ, VA ¥ 4" — k%&ETe IP Cisco Express Forwarding (CEF) AN HT LIV X LEFHET D
BlzERLET,

Switch(config)# ip cef load-sharing algorithm include-ports
Switch (config)#

show ip cef vlan

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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ip dhcp snooping M

ip dhcp snooping

BX DA

TI4ILE

avVUkE—F

DHCP AX—Y v 7% 7 a— )L X—7 VI 5I21E, ip dhep snooping =~ FEEMA L £
o DHCP AX—VE' 27 %7 4 £—7 /I T2IE, Z0avy Fone JEREEH LET,

ip dhcp snooping
no ip dhcp snooping
Zoa=wy NiZiEF—U— RERITBIRIETH Y FHA,

DHCP AX—VY 7 %T 4 =T NI LET,

Jua—)L a7 4 ¥al—rg

avy FER

FERAEDIEEE

1

BEEa<v R

)1)—= EEAR
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINLE LT,

VLAN ({48 LAN) <C DHCP 2 X —E> 7 %3 5 1lc, DHCP A X — > 7% 7 o—/ Lz A
XTI THHENRDH D 7,

WIZ, DHCP AX—¥ v T h A 32— WITBHERLET,

Switch(config)# ip dhcp snooping
Switch(config) #

KIZ, DHCP AX—VY' > 7% T 4 B—TWZT 50 RLET,

Switch(config)# no ip dhcp snooping
Switch(config) #

ip dhcp snooping information option
ip dhcp snooping limit rate

ip dhcp snooping trust

ip dhcp snooping vlan

show ip dhcp snooping

show ip dhcp snooping binding
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H ip dhcp snooping binding

ip dhcp snooping binding

FRRENRFIZ DHCP NA > T 4 V7 HE LT DHEIIWCDHCP XA VT 47 a7 4 Falb—3
U ERRER I OVERT 51Z1E, ip dhep snooping binding =~ FEHEHLEd, Sf T 47 2
V74X al—=varET =TI TAIE, Zoavr Ko ne A EHA L £,

ip dhcp snooping binding mac-address vlan vian-# ip-address interface interface expiry seconds

no ip dhep snooping binding mac-address vlan vian-# ip-address interface interface

¥XnEHBA mac-address MAC (A7 47 772 AHI#H) 7 RV A& ELET,
vlan vian-# A#h72 VLAN (RAE LAN) F S Z2HEELET,
ip-address IP7 RLRAEHRELET,
interface interface AHE—T 2 A AFATBIOEEEHELET,
expiry seconds NRA T 4 TREHEI2DETOA L F—r3L (B) #RELET,
TIAILE Zoawr KT 74V hREEH Y XA,
ATV R E—F A F—7 L EXEC
avy FERE J1)—= EEAR
12.1(19)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINLE LT,
12.2(25)EW 10Xy hA—Y Ry b A2 F—7 A RN Catalyst4500 > U — X &

Ay FITEAINE LT,

FRAEDIEEE Ioavwy REHERAL AL T 4 v T2 BMERITHRT A E AN T 4 v T —H_R—= 2%
EREHrE~—0 S, Z2XALDFBEINET,

£l WIZ, VLAN 1 DA o Z—7 =4 A gil/1 12, AR 1,000 D DHCP A T 4 7 a7 4
Xal—Ta w26z r0ET,

Switch# ip dhecp snooping binding 0001.1234.1234 vlan 1 172.20.50.5 interface gil/l expiry 1000
Switch#

BEEavT YR ip dhep snooping
ip dhcp snooping information option
ip dhcp snooping trust
ip dhcp snooping vlan
show ip dhcp snooping
show ip dhcp snooping binding

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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ip dhcp snooping database W

ip dhcp snooping database

DHCP AX—VE > 72X o TERI NI AL T 4 V7 %R-1FT 5 1Z1X, ip dhep snooping database
avy REERLET, &4A77%@)%/%\E%@Aﬁ@®)%/%\itium; i
THESNIZ—Y 2 FOHIBREITOIZIE, Z0a~y RO ne BXEMH L £,

ip dhcp snooping database {ur/ | timeout seconds | write-delay seconds}

no ip dhcp snooping database {timeout | write-delay}

BXDEREA

TI4ILE

avrvkE—F

url URL ZIRONT PO TIHRELET,
* tftp://<host>/<filename>
* ftp://<user>:<password>@<host>/<filename>
* rcp://<user>@<host>/<filename>
* nvram:/<filename>
* bootflash:/<filename>
timeout seconds NAVT AT T—=ER=ANREREINTHET —F_X—RfEk 7 ot
2EABYLETCOMMAEIFE L £,
BIED i/ MEIE 15 TY, 043, MRKROEILEL LTERSNET,

write-delay seconds NA VT 4T T—=ER=2ZANEEINTZH LT, kLB 5 HH
BHRELET,

ZA LT U MEL 300 BT (547),
write-delay fEIE 300 FPICERE S AV TWET,

Ao H—TzA A AT 4 F2lb—T gy

avy FER

FEREDIEEE

=2 EERNE
12.1(19)EW Z DA R8 Catalyst 4500 2 V) — X AA v FITEASE LT,

NVRAM (FRHEFEMERAM) ¢ 7 — 7T vV a®DA R L—UREBILIBO RS L7720, 77 A4 V%
Trivial File Transfer Protocol (TFTP; ffi%h 7 7 A NMBEE T 1 h ) H— N EIRET D Z & 2L
LEF. 77 A4 0%& TFTP I K> T7 7 B X W[HEAR U B — FOMLEICRE L TR L AL v F A —
IN—=NFRE LB A, RRR ILEA— NSNS 2 DU RS T 0T VA RN EF I EHS T &
NTEET,

Fw hT—27~_X—2Z2 URL (TFTPRRFTP [ 7 7 A NMIEET v faL] 72 L) OF/EF A URL |—i
DN T 4 TREZAENAFNC, ZOURLIZZED 7 7 A VEERT HAMNERH Y £,
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W ip dhcp snooping database

£l WITIP 7 R L2 10.1.1.1 @ directory & WO AHFTDOT 4 L7 FURNIZT —F =R 7 7 A L ERAF
T LB &R LUET, TFTP — N file WD ARID T 7 A VDBMFE LR IT UL £8 A,

Switch# config terminal

Switch(config)# ip dhcp snooping database tftp://10.1.1.1/directory/file

Switch(config)# end

Switch# show ip dhcp snooping database
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : Yes
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts
Successful Transfers
Successful Reads
Successful Writes
Media Failures

O O O O r

Switch#

BEav2 R ip dhcp snooping
ip dhcp snooping binding
ip dhcp snooping information option
ip dhep snooping trust
ip dhcp snooping vlan
show ip dhcp snooping
show ip dhcp snooping binding

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

o O O O©o
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ip dhcp snooping information option ||

ip dhcp snooping information option

DHCP #4723 > 82 T — ¥ i AN % A F—7 /W F 51T, ip dhep snooping information option =~
Y REMMLET, DHCP A7 g 82 7—H AT 4 E—7WMZT HITiE, Z0a<ws Ko
no JEAZEM L ET,

ip dhcp snooping information option

no ip dhep snooping information option

X DEREA Zoawy RS —U— RERE51 550 8 A,
TIAILE DHCP A 7'+ 2 v 82 7 —Zffi NldA X —7 /L TT,
ok E—F Ja—)ar7 4 Xal—vay
AV FEE Y Uy—=2 ZERE
12.1(12¢)EW Z D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
i KIZ, DHCP A7 a2 82 7 — 2N EA X —T W T LBl R LET,

Switch(config)# ip dhcp snooping information option
Switch(config) #

WIZ, DHCP A7 a v T —HFAET 4 =T NMIT 5B &2RLET,

Switch(config)# no ip dhcp snooping information option
Switch(config) #

BEavY R ip dhep snooping
ip dhcp snooping limit rate
ip dhep snooping trust
ip dhcp snooping vlan
show ip dhcp snooping
show ip dhcp snooping binding

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M ip dhcp snooping limit rate

ip dhcp snooping limit rate

AV B=T 2 A AN NI BHTEVICZETHZEDTE D DHCP A v —YDBERET DI, ip
dhcp snooping limit rate =~ > K& fH L £7, DHCP AX—t"> 7 L— h’HlIR%ET 4 £—71IC
TH0E, Zoavwr Fone BXEFHLET,

ip dhcp snooping limit rate rate

no ip dhep snooping limit rate

BX DA

TIH4ILE

avY Rk E—F

rate ZA v TFN NI BHT-VICZETHZLDOTEXSDHCP A v —2 08 TY,

DHCP A X—t > 7 L— MEIRIZT 4 BE—7 VT,

Ao H—T A AT 4 Fal—g

ATy NERE

HREDIEFRE

Ll

BEa<TU R

1) —2 EERE
12.1(12¢)EW Z O3~ F5 Catalyst 4500 2 V) — 2 24 v FICHASLE LT,

BHZOL— MIBRIZEE TE RS v X —T o AZHEASNE T, BEHTELZ AN X —T A
ADL— MR ZRETHHE, BEHTZX ANV F—T oA ALIAA v FOF_TD DHCP +7
T4 I EENTADT, A X —Tx2A A L— MNEFEZ KX VMEIZTHE T ALTERH Y 97,

&IZ, DHCP A vtE— L— hilRE A 2 —T N T DB R LET,

Switch(config-if)# ip dhcp snooping limit rate 150
Switch (config)#

WIZ, DHCP # vt — L— FilR%ET 4 =7 NI T 562 RLET,

Switch(config-if)# no ip dhcp snooping limit rate
Switch(config) #

ip dhcp snooping

ip dhcp snooping information option
ip dhep snooping trust

ip dhcp snooping vlan

show ip dhcp snooping

show ip dhcp snooping binding

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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ip dhcp snooping trust Il

ip dhcp snooping trust

BX DA

TIH4ILE

Ok E—F

DHCP AX—V I TA LV E—T oA RAEAFTE 5 LRET HITIL, ip dhep snooping trust =~
VREHBEALET, A F =T 2 AREETERVEIICHETDICE, Z0a~2 RO no ¥
XEEHLET,

ip dhcp snooping trust
no ip dhep snooping trust
ZoAavy FEF—U—FE3518IdH 0 £EA,

DHCP A X — V¥ > JEHIZT 4 BE—T NV TT,

Ao H—T A AT 4 Fal—g

ATy NERE

il

BAEa< >R

)1y—= EEANE
12.1(12¢)EW Z O3 K78 Catalyst 4500 &V — X AA » FITEASHE LT,

Wi, A F—7xAAFETDHCP A X—¥ U JEfHE A R— T NWMZT AEZ R LET,

Switch(config-if)# ip dhcp snooping trust
Switch(config) #

W2, A2 B —TxA A FTDHCP AX—VY' U FEHHE2T 4 E—7 W+ B0 R LET,

Switch(config-if)# no ip dhcp snooping trust
Switch(config) #

ip dhcp snooping

ip dhcp snooping information option
ip dhcp snooping limit rate

ip dhcp snooping vlan

show ip dhcp snooping

show ip dhcp snooping binding
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l ip dhcp snooping vian

ip dhcp snooping vian

VLAN ({48 LAN) ETDHCP AX—¥' > 7 % A F—7 /LT %12, ip dhep snooping vlan =<
Y REHEMLET, VLAN ECTDHCP AX—E 7% T 4 =7/ THIIE, 2D~ KD no
R ZER UL,

ip dhcp snooping [vlan number|

no ip dhcep snooping [vlan number)

BX DA

T4 b

avrvkE—F

vlan number (EE) H—0 VLAN HHF 7213 VLAN & A5 E LE T, IEETX A1
11 ~4,094 CT9,

DHCP AX—Y 7 %T 4 =TI LET,

Ja— ) ary7 4 Xal—igv

av Y FERE

FERLDIEEE

Ll

BAEa< R

J1)y—=x EEAR
12.1(12¢)EW Z D= K7 Catalyst 4500 & U — X A4 » FITEASE LT,

DHCP 2 X—t' > 7%, 7 u—3)L AX—E L VLAN ZAX—E U IRl HFEH A R—T /LD
WE DI, VLAN ETA X—T N2 9,

&Iz, DHCP A X —t 7% VLAN ETCA 3—7 W B0%2 R L E£7,

Switch(config)# ip dhcp snooping vlan 10
Switch (config)#

Wiz, DHCP A X—t' /% VLAN ETCF 4 —7 W+ 502 R LET,

Switch(config)# no ip dhcp snooping vlan 10
Switch(config) #

&2, DHCP A X —t° 7% VLAN Z )V —7 - CA X —F Wz T 502~ LET,

Switch(config)# ip dhcp snooping vlan 10 55
Switch(config) #

WIZ. DHCP A X —t 7% VLAN ZVv—7 FCF 4 B —7 T A0 %R~ LET,

Switch(config)# no ip dhcp snooping vlan 10 55
Switch (config)#

ip dhcp snooping

ip dhcp snooping information option
ip dhcp snooping limit rate

ip dhep snooping trust

show ip dhcp snooping

show ip dhcp snooping binding
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ip igmp filter ||

ip igmp filter

Internet Group Management Protocol (IGMP) 7R 7 7 A V& A X —T = A4 AZEHTHZ LIT L
D, bAXY2A4 2 —=T oA XA LDFTXTORAIB 1 DELITEBO P vV FFH ¥ R 7—
TIZIMATE D08 5 EHIET 511X, ipigmp filter 2~ > R2HLET, ¥ —T A R
mouTa 7y ANERIRT 2I2E, Z0oavy RO ne JEREHEH LET,

ip igmp filter profile number

no ip igmp filter

BX DA

TI4ILE

AU R E—FR

profile number HWHT 2 IGMP 70 7 7 A LFEETY, FEETE HEIL 1 ~ 429,496,795
“Gﬁ—o
a7y A VTS ER A,

AH—T oA A AT fFal—vay

vy FERE J1J—2x ETERABE
12.1(11b)EW ZDa~< KA Catalyst 4500 > U — X A A v FIZEAINE LT,
FERAEDIEEE IGMP 7 VXL ATV 2 WA ¥ —T oA AZEFHMATEET, IGMP 7 4 V23— T >
K 7"— . Switch Virtual Interface (SVI; A4 v F{REA ¥ —7 = A R), F72i% EtherChannel 7
N—TIBT DR — MIEHTHZ EIETEEEA,
IGMP 70 7 7 A Vi, 1 DELBBEBOAAL vF H—b A F =T A AW TTETHR, 1
DOR— ML, 1 20777 A VUL EHTEEEA,
51 WIZ, IGMP 70 7 7 AN A X —T oA ATEAT 0277 LET,
Switch(config)# interface gigabitethernetl/1
Switch(config-if)# ip igmp filter 22
Switch(config-if)#
BEaT R ip igmp profile
show ip igmp profile
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M ip igmp max-groups

ip igmp max-groups

LAY 2 A4 H—7 A AN TEX % Internet Group Management Protocol (IGMP) 7' /V— 7 Mg
KE&FHET 521X, ip igmp max-groups 2~ > N&MH L E T, iK% T 7 40 MTETITE,
Zoavy RO no BREHEHLET,

ip igmp max-groups number

no ip igmp max-groups

BX DA

T4

avrvkE—F

number AR —T oA ARNMATH L DTEXS IGMP VL —F DRI T, 5ET
& DEIE, 0~ 4,294,967,294 T,

RKHIIRZ L

A B =T xA AT 4 Fal—g

IV FERE

FERLDIEFRE

il

)1 —2R EERE
12.1(11b)EW Z DA R5 Catalyst 4500 & U — X A v FITHEASHE LT,

ip igmp max-groups =~ NiX, LAV 2WHA L F—T 2 A A LETEFHEHATEE T, IGMP &%
KIN—TF1X, —7 v F ="— b, Switch Virtual Interface (SVI; AA v FRABA o H—T = A1 RA),
F 721% EtherChannel 7 /v — 2T AR — MIEHETH I LIETEERA,

WIZ, A B —T A ABMATED IGMP 7V —7FDOH % 25 [ZHIRT 56 2R LET,

Switch(config)# interface gigabitethernetl/1
Switch(config-if)# ip igmp max-groups 25
Switch(config-if)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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ip igmp profile W

ip igmp profile

Internet Group Management Protocol (IGMP) 7' 7 7 A /L& {ERK T 51214, ip igmp profile =~ > K
ZEMLET, IGMP 70 7 7 A LV ZHIRT 2I121E, Z0a<y RO ne BAZMEHLET,

ip igmp profile profile number

no ip igmp profile profile number

BX DA

T4

avYkE—F

profile number HEHFDIGMP a7 7 A VEFTT, FEETE HEIZ 1 ~ 4,294,967,295
—C‘\—a—‘o
Ta 77 A MIMER S EE A,

Ja—)L a7 4 F¥alb—g

IGMP 7r 77 AV a7 4 FX=2lb—T gy

ATy NERE

FREDIEFRE

1

BEa<T R

1) —2 EERE
12.1(11b)EW Z O3~ F5 Catalyst 4500 2 V) — 2 24 v FICHASLE LT,

A AT BHE,. NEWHDOIP L FFry AR 7T RLRAEATLTHNDAR—ZA% AN, K
EWHFDOIPVALTFXFY AT RLAEASILET,

IGMP 72 7 7 A T 1 DFFHITEBDO LAV 2 A v Z—T oA ATWHATEXETN, LD
AHE =T oA AZF T 77 AV E 1 DL EHTEEEA,

WIZ, IPw AT HFXY AN T RLRAOIRESIN&HEZFTF T 5 IGMP 717 7 A )L 40 ZRET 5
BlaER L ET,

Switch # config terminal

Switch(config)# ip igmp profile 40
Switch(config-igmp-profile)# permit
Switch(config-igmp-profile)# range 233.1.1.1 233.255.255.255
Switch(config-igmp-profile)#

ip igmp filter
show ip igmp profile
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W ip igmp query-interval

ip igmp query-interval

A A »F) Internet Group Management Protocol (IGMP) "RA 72U X wb—U A KETHHES
RIET HIZIL, ip igmp query-interval =~ > RAMH L ET, 7 740 FOBEIZRERTIZIE, 20
axy RO no BAZMHLES,

ip igmp query-interval seconds

no ip igmp query-interval

BX DA

TI4ILE

ATV R E—FR

seconds IGMP R A N 72U X o=V EFETHHE () T, FEE T AT,
IGMP AX — b7 F— RIZL o TRV 9, iz >\ TiE, MfEH ED
HEEFH] 22 LTEE0,

I =T 60 IICERE SN TVWET,

AH =Tz A AT fFal—vay

OV FERE

FERAEDIEFEE

1

BEa<TU R

)= EERNE
12.1(8a)EW Z D z= Y KA Catalyst 4500 'V — X A A » FIEAINE LT,

T 74/ FDIGMPAX — YV IR ELEHEHATIHAFBETE D7) A ¥ —rVLH1~65,535
WTt, T7HNVIREZLEEL T, CGMP % IGMP A X —t L 738 e LTHR— 5548
A H/ETEDZ Y A F—=r0E 1 ~ 300 BT,

LAN DRTEAA v F TN IGMP R A N 721 A v b=V % KELET, IGMP X—T a2 1 D
BE. HBEAA v FIL, LAN L CFEITTEAFFY AN A—FT 47 Fa balic k@R &
NET, IGMP X—=Ta v 2 DA, FBEZ7 Y TV 7 Xy S ED IP 7 KLU ARKR/ND</LF
¥y A b ALY F T,

(ip igmp query-timeout =~ > RIZ X > THIEAIEND) A L7 U MR 7 = U BREE SN2 o T
WA AL wFNIT YT LR £,

ZA LT MIBZEET D L v AT F v A MRRITRA R B EZ T £,

WIZ, BEAAL YFNIGMP R A R 72 A v —VaRET rMELEFTH0ERLET,

Switch(config-if)# ip igmp query-interval 120
Switch(config-if)#

ip igmp query-timeout (Cisco IOS D~ == 7 /L% 5 R)
ip pim query-interval (Cisco I0S O~ == 7 /L % %Mf)
show ip igmp groups (Cisco I0S O~ == 7 /L % &)
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ip igmp snooping ||

ip igmp snooping

Internet Group Management Protocol (IGMP) A X — ¥ 7 & A 31— 7 V{29 521, ip igmp snooping
avy FEEHLET, IGMP AX—E U 7 %7 4 B—7 /I T 5121F, 2O~y RO ne B%
EHLET,

ip igmp snooping [ten {flood query count count | query solicit} ]|

no ip igmp snooping [ten {flood query count count | query solicit} |

X DERE ten (EE) "R v —ATRELRELET,
flood (TE) MR Y—EENRE LG RICARN= Y ) — T—=T DXy
ND =D ~DT7 T T 4T HBELET,
query (&) Topology Change Notification (TCN; bR r v —ARH@H) 7 =V RE
ERELET,
count count FEE) A= TN =T —TNeT7 T T 4 I T HHEERELET,
BETE5MHIZ1~10 TY,
solicit (fEE) IGMP —f7 =V ZfEL 7,
TIAILE IGMP A X —t v 73 A F—T NV TT,
a<v> K E—FK Ja—s\)y ar7 4 FXalb—a
AV B =Tz AT 4 Fal—T3g
avy FRERE ))—Xx EERANS
12.1(8a)EW Z D= KB Catalyst 4500 &V — R A A » FITHASILE LT,
12.1(11DEW ARZ TN =T —=TNDT T T 4T OFR— PR BEMESEL
7
FHEDFEEEE  tenflood 77 aid, LA ¥ 2 AA vTF F— B LW EtherChannel 721 1@ H S ET, L—
7 v R R— M VLANURIB LAN) f > F —T = A A F1E LAV 3 F ¥ RCITEHSNEE A,
~ /L F Xy A b JL—H TlL, ip igmp snooping =~ > KIXT 7 4 /L h TT 4 E—T7 NV TT,
~
GE) AvHF—TxzAAaAr74Xal—varET—FRTtenflood Z 73 aHTEET,
£l WIZ, IGMP AX —¥ v T h A X —T NZT D02~ LET,
Switch(config)# ip igmp snooping
Switch(config) #
WIZ, IGMP AX—V > 7 % T 48 —T MZTHH %R LET,
Switch(config)# no ip igmp snooping
Switch (config)#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M ip igmp snooping

BEa<T R

WIZ. 9 DD M FRaP—BERNRELEHETARZ VTV — F—T DXy NT—T ~DT
ST AT A =TT B E R LET,

Switch(config)# ip igmp snooping tcn flood query count 9
Switch (config)#

WIC AR=Z T Y—FT—TINDRy NI —T~DT T 9T 4T aT 4 =TT D6 %R
L/i—gﬁo

Switch(config)# no ip igmp snooping tcn flood
Switch(config) #

WIZ, IGMP —#% 7 =V A 2 —T T BHl 2R LET,

Switch(config)# ip igmp snooping tcn query solicit
Switch (config)#

WIZ, IGMP —ft 7 =V %7 4 B—7 /W T B2 R LET,

Switch(config)# no ip igmp snooping tcn query solicit
Switch(config) #

ip igmp snooping vlan immediate-leave
ip igmp snooping vlan mrouter
ip igmp snooping vlan static
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ip igmp snooping report-suppression ||

ip igmp snooping report-suppression

BX DR

i
i

TIHILE

Ok E—F

LR — M & A % —7 123 5 121, ip igmp snooping report-suppression =~ > K& L F9°,
LAR— M ZT =7 M LT, LAR— R 2L FF 4 X b TS ZA~NEEETHITIE, 2o
<~ ROno A EFEHLET,

ip igmp snooping report-suppression
no igmp snooping report-suppression
Zoavy FEF—U— FERIFFIEETH Y FH A,

Internet Group Management Protocol (IGMP) A X—t' > 7 LR — MIflIZA X —7VTT,

Ja—)aryZ7 4 FXal—vgy

AU NERE

FREDIERE

Ll

BEa<T R

1) —2 EERE
12.1(12¢)EW Z O3~ R5 Catalyst 4500 2 V) — X 24 v FICHASE LT,

ip igmp snooping report-suppression =~ > K37 B—T7 L DFE | TTOD IGMP LAR— MI~
LFXy AN TS ANEELEINET,

ZDawy RBRA R2—T7 VDAL, LAR— MMIflE IGMP A X—E > 72 L »> TfThblE T,

HIZ, VAR—= MIflZA X =T VT D E R LET,

Switch(config)# ip igmp snooping report-suppression
Switch (config)#

Wiz, VAR— MIflZT 4 2—T7 T 262~ LET,

Switch(config)# no ip igmp snooping report-suppression
Switch(config) #

I, VAR—= MO AT I AT —=F AR RT 562 RLET,

Switch# show ip igmp snoop
vlan 1
IGMP snooping is globally enabled
IGMP snooping TCN solicit query is globally disabled
IGMP snooping global TCN flood query count is 2
IGMP snooping is enabled on this Vlan
IGMP snooping immediate-leave is disabled on this Vlan
IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan
IGMP snooping is running in IGMP_ONLY mode on this Vlan
IGMP snooping report suppression is enabled on this Vlan
Switch#

ip igmp snooping vlan immediate-leave
ip igmp snooping vlan mrouter
ip igmp snooping vlan static
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l ip igmp snooping vlan

ip igmp snooping vlan

VLAN ({548 LAN) O Internet Group Management Protocol (IGMP) A X —t > 7 % A 32— /LT
%IZI%, ip igmp snooping vlan 2~ > RZEH L ET, IGMP AX—E 7 %27 =7 /ZT 5
i, Zoa~vr RO ne BAEMEHLET,

ip igmp snooping vlan vian-id

no ip igmp snooping vlan vian-id

BX DA

T4

avY Rk E—F

vian-id VLAN OF S TT, HEMEIZ 1 ~ 1,001, BL1,006 ~ 4,094 TT,

IGMP AX—¥ v 73T 4 =7V TT,

Ja—) a7 4 Xal—g

ATy NERE

FRAEDIEFEE

Ll

BEa<T R

)1)—= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,
12.1(12¢)EW JEIET R L A4BEDOH AR — hSBME N E Liz,

Catalyst 4006 A A v F D IGMP AX—¥E V& A X —7 T DI, ETvATFFr A L—
TAYTDVLANA V F—T 2 A AR ETHHERD Y £7,

ZDavw U REANTEDLDIE, VLAN f v H—T x4 A a7 4FXalb—T a2 T—RIIRY
iﬁ—o

</ F X ¥ A b L—F TlL, ip igmp snooping vlan =~ > NiITFT 7 4 /L N CT 4 =T LT,

WIZ, IGMP AX—t' > 7% VLAN L TA R—7 Mz d 50 %2 R~ LET,

Switch(config)# ip igmp snooping vlan 200
Switch (config)#

Wiz, IGMP A X—t" > 7% VLAN FCF 4 v —7 e T 50z~ L £ T,

Switch(config)# no ip igmp snooping vlan 200
Switch(config) #

ip igmp snooping vlan immediate-leave
ip igmp snooping vlan mrouter
ip igmp snooping vlan static
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ip igmp snooping vlan explicit-tracking ||

ip igmp snooping vlan explicit-tracking

VLAN ({42 LAN) BN THI/RMZRA R NBEZ A 2 — 7 VI 5I21%, ip igmp snooping vlan
explicit-tracking =~ > REZfEH L7, BRI AR MBI AT 4 E—7 W2 510, Zoa~
Y RO no BAAMH L £,

ip igmp snooping vlan vian-id explicit-tracking

no ip igmp snooping vlan vian-id explicit-tracking

BX DA vian_id (f:) VLAN (A8 LAN) ZfREL 9, ARMEIL 1~ 1,001, F£T 1,006 ~
4,094 T,
T4 BRI R 2 MIBBNEA R —7 LT,
aXUFE—F B
OV FERE )1)—2 EERNE
12.1(20)EW D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
£l Wiz, 4> % —7xA A VLAN 200 T Internet Group Management Protocol (IGMP) D H/REY72 AR R
MBBiET 4 E—T ML, REZMERT 202 R LET,
Switch(config)# no ip igmp snooping vlan 200 explicit-tracking
Switch(config)# end
Switch# show ip igmp snooping vlan 200 | include explicit tracking
Global IGMP Snooping configuration:
IGMP snooping : Enabled
IGMPv3 snooping : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count : 2
Vlan 2
IGMP snooping : Enabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Disabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Explicit host tracking : Disabled
Switch#
BEEav R show ip igmp snooping membership

clear ip igmp snooping statistics vlan (Cisco I0S O~ == 7 /L% &)
show ip igmp snooping statistics vlan (Cisco I0S D~ == 7 /L &%)
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W ip igmp snooping vlan immediate-leave

ip igmp snooping vlan immediate-leave

Internet Group Management Protocol (IGMP) BRIl IRALER % A r— 7 /L2 5214, ip igmp snooping
vlan immediate-leave =~ > FAEH L £ 3, AIRBURLIRZ 7 ¢ £ —7 MCT 2121k, Zoavy
KD no JEXZHEHL £,

ip igmp snooping vlan vian_num immediate-leave

no ip igmp snooping vlan vian_num immediate-leave

ST DERER vian_num VLAN ({42 LAN) OFS T, AEEIT 1 ~ 4,094 T,
immediate-leave BN BB 2 f 2 — T I LET,

TIA4ILE BB ALEE 27 ¢ B — T M L E T,

a<v> K E—FK Ja—s\) ar7 4 FXalb—a

avy RERE )1)—= EENAE
12.1(8a)EW Z D z= Y KA Catalyst 4500 'V — R A A » FIEAINE LT,
12.1(12¢)EW IIRET RURAREDYR— b BNBMENE L,

FRLDEESEIE TOawy REANTEXAEDIE., Fu—n_)Lary 74Xzl — gy T— RICRY £9,

BN BLBAERE DFEIE, FFE VLAN O MAC (A7 4 7 77 2 2Hlf#ll) 7/ —7OH—L v —/3—
D& HYEICIREL T EEW,

BIEBHERE 1T, IGMP N—2 5 2 DR A MTOWTOHRYR— NEnET,

151 WIZ, VLAN 4 £ To IGMP HIBSBLBAFRZ A4 2 —T W T A0l Z2 R L £,

Switch(config)# ip igmp snooping vlan 4 immediate-leave
Switch(config) #

KIZ. VLAN 4 ETo IGMP HIEEBLEBERZ T ¢ 2 —T7 2T 2612 R L E 5,

Switch(config)# no ip igmp snooping vlan 4 immediate-leave
Switch (config)#

BEEITUR ip igmp snooping
ip igmp snooping vlan mrouter
ip igmp snooping vlan static
show ip igmp interface (Cisco IOS D~ = =7 /L% &)
show mac-address-table multicast
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ip igmp snooping vian mrouter W

ip igmp snooping vlan mrouter

VLAN ({48 LAN) O~V FF XY AN —F f LV F—Tx2f AL LTLAV 24X —T xR
B ALT 4 v JIZERTET HITIL, ip igmp snooping vlan mrouter =~ > N & L £ 3, i%E & HIBR
TH0E, Zoa<wr Fone BXEFEHL £,

ip igmp snooping vlan vian-id mrouter {interface {{fastethernet slot/port} | {gigabitethernet
slot/port} | {tengigabitethernet slot/port} | {port-channel number}} |
{learn {cgmp | pim-dvmrp}}

noip igmp snooping vlan vian-id mrouter {interface {{fastethernet slot/port} | {gigabitethernet
slot/port} | {tengigabitethernet slot/port} | {port-channel number}} |
{learn {cgmp | pim-dvmrp}}

BX DA

TIHILE

avVkE—F

vlan vian-id A~y N THEMT D VLANID H o2 fE LET, ffETE DT 1 ~
4,094 T,

interface TNLNFXFYAN AL VTF DRI AN Ry A B —T A A5G
ELET,

fastethernet slot/port T7 AR A=YV Fy b A X =Tz A BLIOATY FhER—FD
FHEHELET,

gigabitethernet slot/port Xty h A —V Ry b AL FZ—T A A . BLORAay hER—F
DFFEHRELET,

tengigabitethernet WXFTEY b A=Y Ry P AU F—T A A BIORAB Y hEFR—

slot/port FOFEFERELET,

port-channel number A= F¥ 2 VOFZTT, FHEETEHMEIL1 ~64 T,

learn TNTFXXY AR AL v FFEGFREBELET,

cgmp “IAFFXY AR AL v F AX—E 7 CGMP X7 v hEIRELET,

pim-dvmrp <“NLVFF ¥ AN AL vF AX—E L PIM-DVMRP /37~ b &457E L
ES N

VIV FFx¥ AN AL vF AX—E 7 PIM-DVMRP %7 v "B fEESNE T,

A H—TxzA A AT 4 F2lb—T gy

av Y FERE J1J—2x EERANR
12.1(8a)EW Z D= KB Catalyst 4500 &V — R A A » FITHASILE LT,
12.1(12¢)EW JEIET R L AREDOH A — hSBME N E Liz,
12.2(25)EW 10 FHE Y b A —=HF v b A2 ¥ —TxA AN Catalyst4500 > U — & A
Ay FICEAINE LT,
FRLEODIEFE Z0Oavr FEANTELDE, Ze— UL a7 Fab—ay T RNIRY 5,
AL FEDA T =T 2 A AL, ¥ FEATTT D VLAN NIZRTIUER ) E A, AL v T
TEHLEOT v FREIZHY . T4 Ta harbT v TR TOWDRERH Y £F,
CGMP #HGFAXIZLY, HIE b T 7 4 v 7 ZWDESHEDLZENTEET,
BRE SN2 AL, NVRAM (RERME RAM) IZIRIFEILET,
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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l ip igmp snooping vlan mrouter

TNTFXX AN A H =T oA ANDAET 4 v TEERIE, AAvTF A F—T oA A LTET
PR—hEnET,

Ll KIZ, NVTFHXFXAR AL TFADRI ARy T A =T A AR ET D0 R LET,

Switch(config-if)# ip igmp snooping 400 mrouter interface fastethernet 5/6
Switch(config-if)#

WIS, wVTFxy A AL v FEEGAZHET 202" LET,

Switch(config-if)# ip igmp snooping 400 mrouter learn cgmp
Switch(config-if)#

BEa<v >R ip igmp snooping
ip igmp snooping vlan immediate-leave
ip igmp snooping vlan static
show ip igmp snooping
show ip igmp snooping mrouter
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ip igmp snooping vlan static W

ip igmp snooping vlan static
LAXY2A4 B —T A AT N—T DAL N—L LTERET HITIL, ip igmp snooping vlan static
awy REERLET, REZHIBRT 212X, Z0a~y Ko no BXAEHL £,

ip igmp snooping vlan vian_num static mac-address {interface {fastethernet slot/port} |
{gigabitethernet slot/port} | {tengigabitethernet slot/port} | {port-channel number}}

no ip igmp snooping vlan vian num static mac-address {interface {fastethernet slot/port} |
{gigabitethernet slot/port} | {tengigabitethernet mod/interface-number} | {port-channel

number} }
B D3R vlan vian_num VLAN (48 LAN) OF &G,

static mac-address TN—TMAC (AT 47 77 2AHH) 7 KLATT,

interface YNTFEXXYAL AL 9 TF DRI A Ry T A =T A A
ZfRELET,

fastethernet slot/port T AN A=Y Fy h Ao H—Txf A _BEIORAT Y FEFE—
FOFEGERELET,

gigabitethernet slot/port XHTEY A —PRy A F—Tx2Af A, BLORArY M

N—rDOFESEHRELET,
tengigabitethernet slot/port WX HTEy b A=Y Ry b A F =Tz A BLURRAE Y &
N—rOFESEHRELET,

port-channel number A=k FX¥rxVOFZTT, HETELMHEIZ1 ~64TT,
Tk ZOawry RIZT 74V FREEH D £HE A,
avvkE—F Ja— )L ary7 4 Xal—i g
av Yy FERE J1y—= EERNE
12.1(82)EW Z DA~ B Catalyst 4500 &V — X ZA » FIZHASILE LT,
12.2(25)EW 10Xy hA—V Ry b A2 F—7 A AN Catalyst4500 > U — KX A

Ay FITEAINE LT,

Ll WIZ, A B =T 2 A ATHRA M RZT 4 v ZITRET DB R LET,

Switch(config)# ip igmp snooping vlan 4 static 0100.5e02.0203 interface fastethernet
5/11

Configuring port FastEthernet5/11 on group 0100.5e02.0203 vlan 4

Switch(config) #

BEa<YY R ip igmp snooping
ip igmp snooping vlan immediate-leave
ip igmp snooping vlan mrouter
show mac-address-table multicast
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[ | ip local-proxy-arp

ip local-proxy-arp

1 —77 /L 7 1 %+ Address Resolution Protocol (ARP) #HE % 1 & — 7 /L IZF % 121, ip local-proxy-arp
avy REEHLES, m—hL 7k ARP#RELZ T 4 E—7 T T DI0iE, ZDa~vr Fo
no JEAZMEM L ET,

ip local-proxy-arp

no ip local-proxy-arp

X DEREA Zoawy RS —U— RERE515EH 0 8 A,
TIAILE o—JL 7 a¥% Yy ARP T 4 E—T L TT,
avY Rk E—F A H =Tz A AT 4 FX2lb—Tay
AV FEE =2 ZERE
12.1(82)EW Z D a< KA Catalyst 4500 > U — X A A v FIZEAINE LT,

HREDIEFRE  ZOWEIEL RAMPERSNTOVD AL v FICESEBERE T Z EAERMICELSATHWD T
Xy b ETREIHEHSNET,

Internet Control Message Protocol (ICMP) U #A L2 ME, @ —A/ 7k ARP #REN A X —7
NDA B =T 2 A4 A ETT 4 =T VT,

Ll WIZ, m—=A)v T ¥k ARPHEREZ A X —7 /W2 T DB Z2RLET,

Switch(config-if)# ip local-proxy-arp
Switch(config-if)#
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ip mfib fastdrop

BXDEREA

TIHILE

ip mfib fastdrop W

MFIB i BE#E 4 A % — 7 /W 521X, ip mfib fastdrop =2~ > FZ2 ] L £, MFIB & ez
ETF A4 —TMMIT AR, Z2oavr FOno BEREFHALET,

ip mfib fastdrop

no ip mfib fastdrop

Zoa~vy NEF—U— FEZIIEIEIEH D A,

MFIB B e s A 21— 7 ML ET,

avYkE—F EXEC
av Yy FERE )= EREAR

12.1(82)EW Z D= B Catalyst 4500 2V — X 2 A » FIZHEASILE LT,
£l WIZ, MFIB msBE#EEA A 2 — 7 T 502~ L ET,

BEa<T R

Switch# ip mfib fastdrop
Switch#

clear ip mfib fastdrop
show ip mfib fastdrop
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M ip route-cache flow

ip route-cache flow

IP /L —F ¢ > /"D NetFlow #EHEHRE A 2 —7/LIZT HITiE. ip route-cache flow =~ > K % fifi F
LE7, NetFlow #titE@ad 7T 4 E—7 2T 510k, Zoa<wr RO ne BRXAEHLET,

ip route-cache flow [infer-fields]

no ip route-cache flow [infer-fields]

BX D]

i
i

TI4ILE

avY Rk E—F

infer-fields FEE) V7 ru=TIilk o THEl SN =385812, AN ID, 11D, v—TF «
v J I Lo 72 NetFlow 7 4 —/V K& & ET,

NetFlow #tettE#IZT 4 £—7 1T,
HER S A TEHRIEFRS S E T,

a7 4F¥alb— g

av Y NERE

FRAEDIEEE

1

JU—2 ZENE
12.1(13)EW Z D3~ R Catalyst 4500 &) — X AL » FIZHEASNE LI,
12.1(19)EW HEMIZ ¢ — 0 REYH— F T8 L5 ca~ s FARIEENE LT,

Inboa~y REEHAT 512X, Supervisor Engine IV 3 X (Y NetFlow Service Card % f5#7 % 4
ERH D FT,

NetFlow #aHREIZ, —ED N7 7 ¢ v 7 HEHEREZBGLE T, ZNHD T 7 1 v 7 HGHEH
Wi, EEILIP T RV A, S8 IP 7 RV A, LAY 4R —MER, v bz, AHAID &,
Ty MU= OO, GHlE TAT T 4 7 e B KU DoS B ORI AL I EE 2
HENET,

NetFlow A1 v F L 7%, §_XCDA L H—T =24 A XATDIP T 7 4 v I7RBIOIP 7 &L
I 7497 THR—=FENZET,

ip route-cache flow =~ > K™% & T ip route-cache flow infer-fields =~ > K& A /1325 & BEfFD
FyvraMNBEINET, ZOFLEKTT, Zd, Fv v raNICHERN7  — L P> 7
0= RN T e —NRE LR WK ST 5720 TT,

NetFlow A A v F > 7 OFEAIZ O CTIL. [ Catalyst 4500 Series Switch Cisco 10S Sofiware Configuration
Guide] ZZML TS 7ZE 0,

NetFlowlZhD A A v F o 7 EFF AL LY %L DAFY B LOCPUY YV — A %1% L E 3, NetFlow
A X—T T DENS, AA v F ISR VY —2A 2T LILERHD 7,

WIZ, AA v F T NetFlow A1 v F o T oA F—T N TBHZ2RLET,

Switch# config terminal
Switch(config)# ip route-cache flow
Switch(config)# exit

Switch#
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S
GE)

ip source binding W

Toa<wy KL, A X —T A AHENMNTITHEREL 8 A,

ip source binding

ABT 4T IPFEEILNA T 47 = b ZBINE 2 1ZHIBRT % 121E, ip source binding =~
YREEHLET, ST IPEELNS T 47 2 MY EHIRT 5123, Zoav s RO
no JEAZLEH LET,

ip source binding ip-address mac-address vlan vian-id interface interface-name

no ip source binding ip-address mac-address vlan vian-id interface interface-name

BX DA

TI4ILE

AU E—FR

ip-address NA VT 4V THRBIPT RLATY,
mac-address NA VT 4 TREBEMAC (AT 47 778 AHI#) 7 KL A2ATY,
vlan vian-id VLAN ({48 LAN) &%=

interface interface-name NA VT 4V TRBA L H—T 2 ATT,

ZPawy RIZT 740 FREIIH D FH AL

Ja—) a7 4 Falb—T g

OV FERE

FEREDIEEIE

1

BEEa<w kR

)1)—=R EEAR
12.1(19)EW Zoavy FREAINE L,

ip source binding =2~ > N, A¥ T 4 v 7 IPEEILAA T 47 =20 M OBMOHEITNE
j—o

Zoa<wy KD no FBRUE, IGTHIPEEILAA T 47 = b ZHIBRLET, HIRE ER
AT D, TRTOMEART A—F % —BEEDLLEND Y ET,

BABT AT IPA T 47 = UIE. MACT RLAB XN VLAN B THRESINET,
CLI (<=2 RIAL v A H—T 24 R) IZHED MACBL O VLAN 2405 & . MEDSA
TAT NIRRT LRI A= THEFINET, BIONNA T 407 =2 b UVIIERE N
FH A,

WIS, ABZT 4y 7 IPEETNA T 4 v TR ET L2 LUET,

Switch# config terminal

Switch(config)# ip source binding 11.0.0.1 0000.000A.000B vlan 10 interface
fastethernet6/10

Switch(config) #

show ip source binding
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W ip verify header vlan all

ip verify header vlan all

BXDEREA

TIHILE

Ok E—F

LAY 2 TAL v TF U T EINTZIPv4 237 > RO IP ~v ¥ —RGE%E A F— 7 W T 5121, ip verify
header vlan all =~ > R&fHLET, P~y ¥ —HGtE2 7T + E—7 /T 5L, ZOavw K
D no JERZHEHLET,

ip verify header vlan all
no ip verify header vlan all
ZOATY RICT 74V MRETH Y A,

TV T BXONN—F 4 T ENTZIPvE 7y RO P~y X —BHEE SN £,

a7 4F¥alb— g

AT Y NERE

HREDIERE

1

)1)—= EERNE
12.1(20)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

ZDawry RiEbA Y3 TAA v TF T (b—F 40 7) N7y MIIBEHAENEEA,

Catalyst 4500 > U — X AA v FIE, AL v F U7 ST RXTD IPV4A 37y RO IPvd ~ 4 —|C

DT, RDOT 4 —)V ROFHEET~ET,

o N—=TgrN4ATHhHHI L

o AU HX—EN204 FUETHBZ L

o BERENNY T —EDOAFEUETHY DO AY 237y h A XL AY 20T Y
A RXEF|NWNELY B REWVW L

IPvd /X7y b D IP ~y X —RRREC KRR L7256, Ny MIBEESNE T, ~y ¥ —RiEET «

BTN T B L P~ =Py MET Y v O T ENFETN, V=T 4 TR

BRGATHoThbL—T 47 E8NETA, T2, IPVAT 78R VA B IP A~y X —IZHASH

FH A,

WIZ, LAY 2 TAAL v F U7 EINTZIPvA Ry hD TP~y X —WGE%E T 4 B —7 W T 5461 %
ALET,

Switch# config terminal

Switch(config)# no ip verify header vlan all
Switch(config)# end

Switch#
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ip verify source vlian dhcp-snooping W

ip verify source vlan dhcp-snooping

FHETERNVLAY2 A H—T 2 A LD DHCP AX—E U 72X o>T, IP EHELH— FEA
F—T T BITIE, ip verify source vlan dhep-snooping =~ > R&fiAH L £9, FETE WL
AXY2A4 2 H =Tz ALEDDHCP AX—E U ZICL > CIPERFTEA— RET 4 =7 McT 5
Wik, Zoa<r Kone BN EFHLET,

ip verify source vlan dhcp-snooping [port-security]

no ip verify source vlan dhcp-snooping [port-security]

BX DA

TI4ILE

AU E—FR

port-security (EE) A—hF X2V 7 o HEZEHA LT, #ELIP 7 RLABLUMAC
(AT 4T TR T RVREHFEL T 4 LZ ) T LET,

IPEETH— RIZT 4 B—7 L TT,

Ja—)L a7 4 Falb—T g

OV FERE

FREDIEFEE

Ll

-2 EERNE
12.1(19)EW Z DA R78 Catalyst 4500 2 ) — X A4 v FICHEASE LT,

Ao H—T A AT 4 Fal—3g

WIZVLAN10 ~20 ® DHCP A X —E L7 X2 VT 4 A FX—T NV T 50 E R LET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vlan 10 20

Switch(config)# configure interface fastethernet6/1

Switch(config-if)# switchport trunk encapsulation dotlg

Switch(config-if)# switchport mode trunk

Switch(config-if)# switchport access vlan 10

Switch(config-if)# no ip dhcp snooping trust

Switch(config-if)# ip verify source vlan dhcp-snooping

Switch(config)# end

Switch# show ip dhcp snooping security interface fastethernet6/1

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/1 ip active 10.0.0.2 10
fa6/1 ip active deny-all 11-20
Switch#

H 1. VLAN 10 1S9 283072 DHCP XA ' F 4 VN 1 DIFET 52 L 2R LET,
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M ip verify source vlan dhcp-snooping

BEaITUR debug ip verify source packet (Cisco I0S D~ == 7 /L& &)
ip dhcp snooping
ip dhep snooping limit rate
ip dhcp snooping information option
ip dhcp snooping trust
ip source binding (Cisco I0S D~ == 7 L& &)
show ip dhcp snooping
show ip dhcp snooping binding
show ip verify source (Cisco I0S D~ == 7 /L &%)
show ip source binding (Cisco I0S D~ == 7 /L % &)
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12protocol-tunnel

12protocol-tunnel

AVE =Tz ADT B ha) NoRY T AR =TT HITIE, 12protocol-tunnel =~ > N
ZfEH LE 9, Cisco Discovery Protocol (CDP). Spanning-Tree Protocol (STP; A/ X=> 27 > — 7
o k=)L), F720F VLAN Trunking Protocol (VTP;VLAN R Z > > 7 7a haj) o7y RO
Mo RV T F—=T NN TEET AV F—T 2 A AD I RY T BT =T NITT DI

X, Zoa~vr FOno B EEHALET,
12protocol-tunnel [cdp | stp | vtp]
no 12protocol-tunnel [cdp | stp | vtp]

BX DA

cdp ({E&E) CDP DO bR Y v 7oA F—7 M LET,
stp EE) STPDO bRV v T %A X—TNIZLET,
vtp {EE) VIPO bRV v T %A F—T VI LET,

TIHILE

ATV R E—FR

TI7ANVITHEH, A2 e bar ry MNIh R T ENERA,

AH =Tz A AT fFal—vay

OV FERE

FERLDIEEE

Ll

BAEa< >R

))—= EERNE
12.2(18)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICEASIE LTz,

LAY2ry NE R RY U TTAIZE. 7r har 24752 EE LT, $-3EEETIC,

Davy REANTLHUHERH D £3,

y

P—bER TS — Ry NT—IBRIZEDL LAV 27 a har b U U 7E, LAY 20
W Fy NU—ZRRIATTRTOHNAL =D~ IND L) IRFELET, 7'r hanv b
VXV ITNARZ=TNDEE, Ta hal Ry MIBEMOY A a v L F XYy AN T KL AE
o TH TSN, Xy N =7 BE~EEINET, 7y MBRENENOSELIZEET S
ELBEHO MAC (AT 47 77RAHIE) 7 RLAIXLA Y272 ha/L MACT7 RLAIZk-

THEIMAONET,

LA¥27a ha)b bl 7%, CDP, STP. BXONVTP 25 L CEBNCA xR—F T 5

EHTENT, 32T R_RTCOT B Fa/UIH L TA X =TI TLHIEHTEET,

WiIZ, CDP Y7y b7 a ha)y bRV T hARX—TNMIT D0 ERLET,

Switch(config-if)# l2protocol-tunnel cdp
Switch(config-if)#

12protocol-tunnel cos
I2protocol-tunnel drop-threshold
12protocol-tunnel shutdown-threshold
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W 12protocol-tunnel cos

12protocol-tunnel cos

co XV T7E3NDLAF 27w bany ry hF_TIZx LT Class of Service (CoS; ¥—E X
7 T A) EERET HIZIE, Rprotocol-tunnel cos =~ > REMHHLET, 74/ MEOERITR
FIE, Zoa<wr RO ne FEREMHAL T,

12protocol-tunnel cos value

no I2protocol-tunnel cos

BXDEREA

value oV rEhbdlbAY27a bhan Nry D CoS FI7A44 VT 4 fixts
EFLET, AEHAIZO~T7 T, THRERETTIALT VT 412720 F7,

T4 b

ATV R E—FR

TI7FNEITIE AV F—T 2 A LTT—FITREEINTZ CoS EEFH LFE T, CoSEMNHE S
NTWR2WEE TRTO RV TE3nbdbAv27 e hanv ry hOFT 740 MEIL5 T
‘j—o

Ja—nN) a7 4 ¥alb—g

OV FERE

))—= EERNE
12.2(18)EW Z D~ RIS Catalyst 4500 U — R AA v FICEASINE LTz,

FERLDIEEE

Ll

BAEa< R

AX—TNVDOEE Fo RV TENH LA 27 haL 7y M, 2O CoSEERFEHLET,
fliiZ NVRAM (R#EZEME RAM) ICRES L E T,

W2, bA4¥27a bzl hoRAd CoSEE TIZHRETHHERLET,

Switch(config)# l2protocol-tunnel cos 7
Switch(config) #

12protocol-tunnel
12protocol-tunnel drop-threshold
12protocol-tunnel shutdown-threshold
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I2protocol-tunnel drop-threshold W

12protocol-tunnel drop-threshold

AE =T 2 ANy bEBEETLORNCZESLSERLV—F U BHTZYOLA V2T b
I Ty NI WKL THEEA Ly Va kR —/L REFRET S 121, 12protocol-tunnel
drop-threshold =~ > K% f#fl L &9, Cisco Discovery Protocol (CDP) . Spanning-Tree Protocol (STP;
A= Y — 7 hajL), F£70E VLAN Trunking Protocol (VIP;VLAN k7 > F% 7 7o K
a) Oy ML TEREAL Y Vadh— /L RERETCEET, A X —T oA ALTHEERA
Ly val—NV RaeT 4 t—=7 Ml d5123F, Z0a~vy Fone JBREEH LET,

12protocol-tunnel drop-threshold [cdp | stp | vtp] value

no 12protocol-tunnel drop-threshold [cdp | stp | vtp] value

BX DA

TIHILE

avYkE—F

cdp ({LE) CDP OFEHEAL v v ah—/V RERELET,
stp (fER) STP OFEFEAL v v adh—/L RERELET,
vtp (LE) VIP DFEEAL v v a2k —/V RERELET,
value AVE =Tz A AN Y v AU UT LRI T EALDT=DIZZEIND 1R

BV MDAV vV ak—)V RERET DL, £, A v ¥4 —T =
AR NEFEFET DHAIOA L v v ak—/L RERELET, A2 1
~4,096 T, 774/ FTiX, Al yvadr—/LRNIHY EHA,

T74HNV T, VA2 7 m han sy MIICKHT 2BEAL Yy v ah— L Ridd ) FH A,

Ao H—TxzA A AT 4 F2lb—T gy

av Y FERE Jy—2x EERE
12.2(18)EW ZDa< KA Catalyst 4500 > U — X A4 v FIZEAINE LT,
FREDIEEIE  Rprotocol-tunnel drop-threshold =~ > NiL, A V¥ —7 = A ANy NERETDHHIIC, 1V
=T 2 A ATZEEIND 1 BblvoTa har oy MEEHELET. 7r bar 7 v s
YZF U= RPRRRESNTORWES, ALy vakR— L NI 73hdbA 27
FaroF{ A4 ACHASNET, ¥/ A v Z—T oA ATy hE T ALy aRk—IL R
LRESNTVWDIEA, FEEAL y Vadfh— LV NMEZ Yy v N TV ALy v akh—/L ROELLT
TRITEIRY £ A,
BEFEAL v ah— )V RIZETDHE, A F—T oA AL, ZEV— MBEEAL v v ak—L R
ZFREIZET, bA4Y¥27m bhait sy NEBEELET,
£l Wi, BEEAL v a2k —/V R Lb— hERETHHERLET,
Switch(config-if)# l2protocol-tunnel drop-threshold cdp 50
Switch(config-if)#
BEa<v >Rk 12protocol-tunnel
12protocol-tunnel cos
12protocol-tunnel shutdown-threshold
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M 12protocol-tunnel shutdown-threshold

12protocol-tunnel shutdown-threshold

Za han bR Y T DR TEMMEL— N ERET DL, 12protocol-tunnel shutdown-threshold
o< R&f L¥ 9, Cisco Discovery Protocol (CDP), Spanning-Tree Protocol (STP; A/X=>7
YU — 71 hajn), F721X VLAN Trunking Protocol (VTP;VLAN kJ %2 7o h=ajL) o
Ty MIHLTATEMEL— FaRETEET, 7Mbb — e 2 =T 24 A ETT 4
Y= T BICIE, 0wy RO ne BREEH L ET,

12protocol-tunnel shutdown-threshold [cdp | stp | vtp] value

no 12protocol-tunnel shutdown-threshold [cdp | stp | vtp] value

WX DA

T4

avrkE—F

cdp (fE&) CDPD Y% v FE UV ALy v ak—/L RERELET,
stp (EE) STPDOY ¥ v b ALy ak—/L REHEELET,
vtp (EB) VIPOY Y v hE DUV ALy adk— RERELET,
value AVE =Tz ARART Yy N T UTHRNZ, BB EDTZHIZZEFEIND |

a7z Oy MDA L v & adh— b RERE L E 3, ARHEIHIE 1 ~ 4,096
TY, 774N ETHE, Abyvars— RIdbY A,

TIZANETIE, LA 27abalr ry MIICHT DYy >y RE DY ALy vadh—/L RiE
HYFEHA,

Ao B =T xaA AT 4 Fal—g

av Y FERE

FERLDIEFEE

1

)1 —2R EERE
12.2(18)EW ZPa7 2 R5 Catalyst 4500 2 ) — X A v FITHEASHE LT,

12-protocol-tunnel shutdown-threshold =~ > R|X, f > ¥ —7 A AT v v b XU T HHEIIC,
AV B—T A ATZEEND | Bhl-vora hal ry NEEHIELET, 7o har +
TrailF U= FPMEESRTOARVWGS ALy Yadf— IV NI hrrIr7ansvA4Y
270 hANDEIAFITHASNET, £, A F =T 2 A RTFEFEAL v vV ah—b FHK
ESNTWOIHE. Yy MUY Ay Vaf—)L FMERREEA L v v aR—/V FOEL ETR
THiEe ) £ A,

XY MU ALy VaR— )L NZETDLE, A U F =T A RFITT— T =T IIRDY
F 9, errdisable recovery cause R2ptguard =~ K& AN L T 7 —[mE%E A x—7 VI LTEHA
T A E =T A AFET =T 4 =T IVREEZEKT, TRTORRERNZ A LT T Mo 7ok
RCEEEZHFITTE 2 L9120 £7, =7 —[BIEHREAER) R2ptguard (25 L TA Rx—7 /LT
72OEAIL, shutdown 2~ REB L no shutdown 2~ > KEZANTHET, /1 ¥ —T A A
X7 —7 4 =7 VIREDO T ETT,

WIZ, BRV— b aRET L0 E2RLET,

Switch(config-if)# 1l2protocol-tunnel shutdown-threshold cdp 50
Switch(config-if)#
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lacp port-priority W

12protocol-tunnel
12protocol-tunnel cos
12protocol-tunnel shutdown-threshold

lacp port-priority

MBBA 2 —T 2 A AD LACP 774 4V 7 4 ZF&KET HITIX, lacp port-priority =~ > N & ff H
L/gz‘j‘o

lacp port-priority priority

BX DA

TI4ILE

ATV R E—FR

priority MBS LA —T 2 A ADTTAF VT A ETT, HMEIT 1~ 65,535 T,

TIAFV T 415 32,768 IR EINTWET,

AH—T oA A AT fFal—Tay

OV RERE

FERLDIEERE

1

BAEa< >R

))—= EERNE
12.1(13)EW Z Do~ RS Catalyst 4500 ¥ U — R AA v FIZEAINE LT,

Z o3~ RiX, Supervisor Engine | RHEHENTWDH T AT ATIEHEYR— ML EEA,

AL v TFOER—NIFR—F FI3A4FVT 4 2F0 L THITIE, BEFET L0, E£721E lacp
port-priority =~ >~ }\7&7\77 LTHRETAVLERHVET, F— b TI7A4 4V T 1 AR — " EE%E
MAGHET, A=K~ ID BERENET, N— Ry =7 OFIRIC LY BHMEDOH 53X TOR—
MR TERWERIZ, R—F 7743V T4 Z2EHL T, ZZ U = RIZTDHMERD
LHHR— MERELET,

Zoawry REsa—sb ar 74X ab—ay avy RTTR, priority fEIEX LACP 0¥
A B —T o ZAHEOR—F FH R TOEYR—FENET, 2D a<2 FiZ LACP 5t A
VHE =T 2 ATHR—FINET,

TIAFTV T 4 BZRETDHDHEIE. ERRKREIWEE, 7743V T 4 13ELS 20 £7,

WIZ, AV HF =T 2 A ADTTAF VT 4 ZRETIHHERLET,

Switch(config-if)# lacp port-priority 23748
Switch(config-if)#

channel-group
channel-protocol
lacp system-priority
show lacp
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M Iacp system-priority

lacp system-priority

LACP DY AT N FI73AF YT 4 HBRET HITIL, lacp system-priority =2~ > FEZHHL £,

lacp system-priority priority

XD priority VAT DT TAFY T AETT, FEETE HMHIE 1 ~ 65,535 TT,
TI+IE TIAF VT 4 1% 32,768 [T ESILTVET,
AT K E—F Ja— ) ary7Z7 4 Fal—varyET—K
avy FERE Jyy—x FERNE
12.1(13)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEAINE LT,

FRLEDFEEIE Oz~ KX, Supervisor Engine | N I N TWDH T AT ATIEYAR— SN EHA,

LACP BWEBEITOHAAL v FIZV AT A TITAFT VT 4 2E DY THITE, HEFRET S, £/
I% lacp system-priority 2~ RZ AL THRET OMLERHV ET, VAT L TITA4F VT4 L
MAC (A7 47 727 EAH#) 7 FLAZMAGDOET, VAT LAIDBBERESNES, AT L
TIAFVT 41F, DV AT L EDFRIT = arTHERAESNET,

Zoavwr NErZr— UL ar 7 4 Xalb—al avwy RTTMR, priority fEIE LACP XI5 DY)
ALV —T 2 AEFFOR—F Fyr 3L THR—FENET,

TIAFTVT 4 ZRETDHHEIE. ERREIWEE, 7I7A4 3V T 4 13EL< 20 £7,

lacp system-priority =~ RiX. AV F—T =2 A X a0 T 4 F 21— a3 E—RTANTLHZ L
HTEET, ZOavr FOANk, VAT AIT 740 Tl e—bary 7 4 Xalb—vg v
E—RIZRY 7,

1 WIZ, VAT L TITAF VT 4 ZRET DR LET,

Switch(config)# lacp system-priority 23748
Switch(config) #

BEa<YY R channel-group
channel-protocol
lacp port-priority
show lacp
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mac access-list extended W

mac access-list extended

R MAC (AT 47 77 2AHI#E) 7272 VAR NEEET HITIE. mac access-list extended =
U REFHLET MACT Z7EA URXRZHIBRTDIIX.Z20a~vr RO no BRXEZHEHLET,

mac access-list extended name

no mac access-list extended name

BX Dk

i
i

TI4ILE

avVkE—F

name T MU D ET B Access Control List (ACL; 77 & ZXHIfH U A b)) TI,

MACT7 /7 ®A UAMIEEINEEA,

Jua—)L a7 4 ¥al—rg

avy FER )1)—Xx EHEHRNE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
FERALDFESEE ACLAZANTIHE. ROMGAHANIIENET,
o RR3IXFT.a~z, A~Z, 0~9, XyvaXF (), Tv¥—2a7 (), VAL
T () EEDLIENTEET,
o WMYFTHED, TRTOXATDTXTOACL T—ETHLILENRDY F7°,
o RXFE/NXFHEKBILET,
s F‘HIIMHTEEEA,
o ¥—U—FNIFEHTEEYA, #ETDHNEF—T— Ni&, all. default-action, map, help, 35L&
O editbuffer T9,
mac access-list extended name =~ N2 AN LGB MAC LAY 7278 A VR D= MY
ZAVERR E 72 13HIBR 9 5 121E, [no] {permit | deny} {{src-mac mask | any} [dest-mac mask]}
[protocol-family {appletalk | arp-non-ipv4 | decnet | ipx | ipv6 | rarp-ipv4 | rarp-non-ipv4 | vines | xns}]
Ty VEERALET,
% 2-8 12, mac access-list extended V7 2~ FOELZ R LE T,
* 2-8 mac access-list extended 4+7a<w v F
HJavo K i B
deny SN —BLTBAICT VA E L LET,
no EE) 7T78A VA MPBAT— A MEHIBRL ET,
permit FUR—B LG /ICT 7B A EF A LET,
sre-mac mask WRDOIERDOEEITLMAC T KL AT,
source-mac-address source-mac-address-mask
any FEEOTa hal 2 TEEELET,
dest-mac mask (EE) koA Dsdt MAC 7 KL AT,
dest-mac-address dest-mac-address-mask
protocolfumily | (fEF) 7w kAt 77 U —4TF, £29 T, BEDTE 2L 773
V=l B 73id /37y MIOWTHHALET,
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M mac access-list extended

F2912, A=Y Xy b Xy bOTabal Ty I —~Dv T ERLET,

& 2-9 A=Yy bRy bDFA RN T7IY—~ADIYELSY

Jatrta) 77— 17y k ANy S —AOD Ethertype

Appletalk 0x809B. 0x80F3

Arp-Non-Ipv4 0x0806,Arp D7’ f 2L~y X —X JEIP 7 v hagL 7y I —T7,

Decnet 0x6000-0x6009, 0x8038-0x8042

Ipx 0x8137-0x8138

Ipv6 0x86DD

Rarp-Ipv4 0x8035, Rarp D71 | =)L~ Z—|%, Ipvd TT,

Rarp-Non-Ipv4 0x8035, Rarp D71 @b~y & —i%, FFlpvd 7r haL 7y I —
<.

Vines 0x0BAD., 0xOBAE., 0xOBAF

Xns 0x0600, 0x0807

sre-mac mask F£721% dest-mac mask {E% ANJ) L7235615, WOFEEFHAIIKENET,

* MAC 7 FL Z{E, 0030.9629.9f84 72 XD R v MIE 16 HERFL T3 DD 4 /31 MEL LTAT
l./\i—a’-‘o

e MACT7 RLRA<RZZ71X, Ry MIZ 16 ERTETI DD 434 MELELTALET, 1 EY
NeTOA NV RI—RELTHERALET, &2, 7T FVAZERII—HIFDHITE,
0000.0000.0000 ZfEH L £7 (000 & LTANTEET),

o AHMEF[HEZR protocol /3T A —H|ZOWTIX, ethertype £721XF— T — FOWT & AT
iﬁ‘o

o protocol /XT A =L O N ZEOTr havtb—FHLET,

e T77E8A VAL 2PV EANBICAF Y SNET, ROIC—BE L PURMEASH
FT, NT =~ REEDDHIZNE, TIZ7EA VR NORAOSHZ0IZ, b —MKIZEHI
L b EEZET,

e UX MOKRBIZHRHZ permitany any =2 b U & DR THGE, T 7 A U A NDRHE
(XS RA72 deny any any = ~ U BFEAE L E 1,

o TRTOHLWT Y FVIFBEFED Y A FOREZRICENMVET, VA MOFREIZT R ZBN
THZELIITEEREA,

151 &Iz, 0000.4700.0001 2>5 0000.4700.0009 ~D ~T 7 4 v 7 BES L, TNLUANDTXTD T
T4 v 7 AT 5 mac layer& W IO LRTIOMACL A ¥ 778 A U A B EERT D02 R LET,

Switch(config)# mac access-list extended mac_layer
Switch(config-ext-macl)# deny 0000.4700.0001 0.0.0 0000.4700.0009 0.0.0
protocol-family appletalk

Switch(config-ext-macl)# permit any any

BEIT VR show vlan access-map
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mac-address-table aging-time W

mac-address-table aging-time

LAY2T—TNT2y NV D=V 7 ¥ A LEFRET 5I21E., mac-address-table aging-time =
<~ REFERLET, seconds 8% T 7 4V M EIZY Y T 2I21E, ZOa~> RO ne B %
ERLET,

mac-address-table aging-time seconds [vlan vian_id)|

no mac-address-table aging-time seconds [vlan vian_id|

BXDEREA

TI4ILE

avVkE—F

seconds TV EALR) TTHRETE BMEIT 0B EL 10 ~ 1,000,000 > T9,
vlan vian_id (L&) BH—0 VLAN F 5 E£7212 VLAN #2435 E L £4, BETE M
1 ~ 4,094 T,

=7 Z A AT 300 ICERESNTWET,

Jua—)LaryZ 4 ¥alb—rg

avy FER

FREDIEFRE

£

BAEa< >R

=2 EERAE
12.1(82)EW Z D3~ RS Catalyst 4500 U — X A1 v FIZEASIIE LTz,
12.1(12c)EW TR RV AFREDOY R — A BMEE L,

VLAN Z AN LARWEES, Z2EITTXTONL—TFT v K AR— k VLAN ICEHA S ET,
TV T T 4 =TT B, OB EATILET,

Wi, == 7 B A LE 400 BICRRET HHZRLET,

Switch(config)# mac-address-table aging-time 400
Switch (config)#

W2, == 0T 4 —T Nt 552~ LET,

Switch(config)# mac-address-table aging-time 0
Switch(config)

show mac-address-table aging-time
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M mac-address-table static

mac-address-table static

vum(ﬁ LLAN) A > Z—T 2 A ZADAZT 47 MAC (AT 47 77 ®AHI#H) 7 FL2D
HERL, VLAN A L EZ—T 2 A ZADMACT FLARIZKTHZ=F Y AN NF T 4 v 7 DEELIT
9 1Z1%. mac-address-table static =~ > FZHLEd, AX7T 1 v 7 MAC 7 KL AREZHIR
T2, Zoavr Fon BN EHHLET,

mac-address-table static mac-addr {vlan vian-id} {interface type | drop}

no mac-address-table static mac-addr {vlan vian-id} {interface type} {drop}

BX DA

TIHILE

avYkE—F

mac-addr MAC7 RLATY, ZDa<wr KD ne JBXAEHT28E51%. (FETY,

vlan vian-id VLAN B XU %h72 VLAN 5 T4, AZMEIL 1~ 4,094 TT,

interface ype A BE =T ADEA TBLOESTT, A7 47 a > 1% FastEthernet
F &L O GigabitEthernet T9,

drop fRE ST VLAN OB EFH MAC 7 RLRAIZEZFEINDHTXTO MT

T4y BREELET,

ZDa<wr RIZT 74NV FEREEXHY A,

Jua—x)L a7 4 ¥alb—g

AT Y NERE

FREDIEFRE

1

)1)—= EERNE
12.1(13)EW Z D= KA Catalyst 4500 > ) — X A4 v FIZHEASNE Lz,

BAINT-AZT 47 MACT RURL, A— MIBEEMTONE T,

WBETH HIA % —7 = A R, Switch Virtual Interface (SVI; A A v F A o H—T = A R)
TR, VAV 2A 2 H—T 2 A A THILERDHY T,

T bhal AL T A LEWES 4007 g hal 24T, = U R 1 OEEER S
nEI,

ZoavrRFoOnEREAN LT, VAT AMAC T RLAIZHIBRENER A,

MAC 7 R L 2 & YR % & {214, interface int D ANITAK TEFET, 2=F v A= U D
e, = b VXA @éﬂi? 7»?%¥XFI/F)®ﬁu\4V5 7z A A%tE
ELzNWE = P RERPHIRENE T, f v F—T A ZAERETDHZ LI . HIBRT 28R
R—brEHETEET,

WIZ, MACT VA T—=TN~DAZT v =2 b 2B 2562~ 0ET,

Switch(config)# mac-address-table static 0050.3e8d.6400 vlan 100 interface
fastethernet5/7
Switch(config) #

WIZABZT 4 v 7 MACT RLAZRE L FGEINTZT N R{Z% L T Internet Group Management
Protocol (IGMP) AX—¥Y 7% T 4 B—TWICT HH% R LET,
Switch(config)# mac-address-table static 0050.3e8d.6400 vlan 100 interface

fastethernet5/7 disable-snooping
Switch(config) #
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macro apply cisco-desktop W

show mac-address-table static

macro apply cisco-desktop

A2A v F W= FNEFHET R 7 by T~ Hi T 2 O Lz o 2 afEiEaes K OREm L A 1 —
T 512X, macro apply cisco-desktop =~ > K& L £,

macro apply cisco-desktop SAVID access vianid

BX DA

SAVID access_vianid 77 A VLAN ({48 LAN) ID #fEEL 7,

TIH4ILE

Ok E—F

ZOavwy RZT 74V MEEEXH Y £ A,

Ao H—T A AT 4 Fal—3g

AT Y NERE

)1)—=x EERNE
12.2(18)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINLE LT,

HEREDIEEE

Ll

Zoawr RE, HERBIVEHAOLNARET, ZEIITEENYA,

AVHE—T oA ADIFOFRENBMETH 7 oRELHALRVEIITHERL T EE N, =
JuZiAT HEZ, default interface =2~ REFHLTA VX —T 2 ZAOFREE 7 VT LE
—a’-‘e

RIZ, A— b FastBthernet2/1 T A a3 RER L O EMEZ A F—7 W T 5027 L £,

Switch(config)# interface FastEthernet2/1
Switch(config-if)# macro apply cisco-desktop $AVID 50
Switch(config-if)#

O aONFT. RO EBY TT,

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID [access_vlanid]

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

# Ensure port-security age is greater than one minute

# and use inactivity timer

# “Port-security maximum 1” is the default and will not
# Show up in the config

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable
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i

M  macro apply cisco-phone

macro apply cisco-phone
macro apply cisco-router
macro apply cisco-switch

macro apply cisco-phone

AA o F R— N EBAEHET X7 b v 78 L Cisco IP Phone ~$5#5¢ 45 DT L 7= 2 A a fEI3HERE R
JOREME A F—7 WM F HIZIL. macro apply cisco-phone =2~ > K& H L E 7,

macro apply cisco-phone $SAVID access vianid SVVID voice_vlanid

BX DA

T4

avYkE—F

SAVID access vianid 77 A VLAN (R4E LAN) ID Z#HE L E£7,
$VVID voice_vianid FF VLANID 2468 € L £,

ZDa<wr RIZT 74NV FEREEXH Y A,

Ao H—T A AT 4 Fal— g

ATy NERE

)1y—2= EERNE
12.2(18)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,

HEREDIEEE

Ll

Zoawr R, FREBLWHEAOANAGET, BRI TEEEA,

AVHE—T oA ADIFOFRENBMETH 7 oRELHALRVEIITHER LT EE N, =
7 v z#EHAT DRI, default interface =~ FEFEH L CA o 4 —T A ADOFREZ7 VT LE
j‘o

IZ, AR— b FastBthernet2/1 T A a3 L O EMEZ A F—7 W T 5027 L ET,

Switch(config)# interface FastEthernet2/1
Switch(config-if)# macro apply cisco-phone $AVID 10 $VVID 50
Switch(config-if)#
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macro apply cisco-router W

IO~ aONFIL. RO EBY TY,

# VoIP enabled interface - Enable data VLAN

# and voice VLAN (VVID)

# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan $AVID [access_vlan_ id]

switchport mode access

# Update the Voice VLAN (VVID) value which should be

# different from data VLAN

# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan $VVID [voice vlan id]

# Enable port security limiting port to a 3 MAC

# addressees -- One for desktop and two for phone
switchport port-security

switchport port-security maximum 3

# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable@

BEEav R macro apply cisco-desktop
macro apply cisco-router
macro apply cisco-switch

macro apply cisco-router

AA v F R— NE—F ~BERET 5 DI Lz v A afESHERERS LORREMmEZ A 2 — 7 V2T 5
{21, macro apply cisco-router =~ > K&fEH L £,

macro apply cisco-router $SNVID native_vianid

X DR SNVID native_vlanid 247 147 VLAN ({48 LAN) ID #45E L £7,
TI+IE ZOav s RIZT 74V hEEIEH Y FH A
avYkE—F AV B—=Tz2f A ALy T 4 Fal—a
av Y RERE )1y —= EERNE
12.2(18)EW Z D z= Y KA Catalyst 4500 'V — R A A » FIEAINE LT,

FREDIEFE Zo0avr L, RBIOEHOZBAET, ZEITITEEE A,

AVE—T oA ADBFEOHRENENET A/ BBRELHFEE LRV E I ICHRE L T E I,
macro apply cisco-router =~ > K% i3 5 AilZ, default interface =~ FEFEHALTA ¥ —
TxA ADREE7 VT LET,
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M macro apply cisco-router

451 WIZ, W— b FastEthernet2/1 T3 A affES3EER LU EEE A X — 7 VT 5012 R LET,

Switch(config)# interface FastEthernet2/1
Switch(config-if)# macro apply cisco-router $NVID 80
Switch(config-if)#

IO aORNEIL, ROLERBY TY,

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID [native vlan id]
Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan $VRANGE [vlan_ range]
Hardcode trunk and disable negotiation to

speed up convergence

Hardcode speed and duplex to router

switchport mode trunk

H H HF H H H

switchport nonegotiate

speed 100

duplex full

# Configure gos to trust this interface

auto gos voip trust

gos trust dscp

# Ensure fast access to the network when enabling the interface.

# Ensure that switch devices cannot become active on the interface.
spanning-tree portfast

spanning-tree bpduguard enable

BEEaT R macro apply cisco-desktop
macro apply cisco-phone
macro apply cisco-switch
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macro apply cisco-switch W

macro apply cisco-switch

7\4’ v T R—=LEHDAL v F~Efi T 5O Lo v A afEiEees L OREMZ A x—7 L
129 51Z1%, macro apply cisco-switch =2~ > R&fH L F7,

macro apply cisco-switch SNVID rnative vianid

BX DA

TIHILE

avYkE—F

$NVID native_vianid FA T 47 VLAN ({RFHLAN) ID ##5E L£7

ZDa<wy RIZT 74NV FEREEXH Y THA,

A H—TzA A AT 4 F2lb—Tar

avy FER

FEREDIEEE

Ll

BEa<T R

)1y—2= EERNE
12.2(18)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

Zoawr NI, HERBIVEHAOLNARET, ZEIITEENYA,

AVH—T 2 A AOPFOHRENHNET LI/ BB ELHA LRI I IR LTI EEWn, Z
D~ v i@ H T DA, default interface =T~ REZMFH L CTA o X —T = ADOFREE7 VT L
S

RIZ, AR— b FastBthernet2/1 T A a3 EERB L O EMEZ A F— 7 W T 502~ L E£T,

Switch(config)# interface FastEthernet2/1
Switch(config-if)# macro apply cisco-switch $NVID 45
Switch(config-if)#

O aONFIL. RO EBY TT,

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID [native vlan id]

# Update the allowed VLAN range (VRANGE) such that it

# includes data, voice and native VLANs

# switchport trunk allowed vlan S$VRANGE

# Hardcode trunk and disable negotiation to

# speed up convergence

switchport mode trunk

switchport nonegotiate

# Configure gos to trust this interface

auto gos voip trust

# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

macro apply cisco-desktop
macro apply cisco-phone
macro apply cisco-router
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M main-cpu

main-cpu

BX Dk

i
i

TIHILE

AUk E—F

ALY CPUHTE— REBIE L, 2 0D R — "L ¥ =P FOBRE T CREET 51203,
main-cpu =~ > R&EMHH L £9,

main-cpu

o=y FOEF—U— FEE51 8L 0 ¥ A,

ZDa<wy RIZT 74NV FEREEXHY THA,

JLR

avy FER

FREDIEFRE

Ll

BEEa<U R

-z EERNE

12.1(12c)EW ZOa=wy RN Catalyst 4500 ¥ U — X A A v FIZEHEASINE LT,
(Catalyst 4507R D %)

AA Y CPU BT E— KR, 2 DDA—I"NAH = Vv EOFREETFHCTRET2DICHN LN
iﬁ—o

auto-sync 2~ KX, A4 CPU ¥ 7E— K/nH NVRAM (REREME RAM) NO=a 7 4 F =
L—yary 77 A VOBEEME A XF—T ML ET,

AA Y CPU 7E— FEMELEHE T, auto-syne 2~ > REFHALT, 774~ Y a7«
Fal—yailE3E 774~ BICED XV or—F Y at S OREE BB E
fbc&xFEd, IHIZ, AL CPUIZHEHAMRERTLEa~> FOTRTEFHTEET,

RIZ, auto-sync standard =~ > R&fEHA L TT 7 4 /v b O BEIFREHHLEEREES 1 2 — 7 MIZE L T,
TIT 4T A=A Y 22T D startup-config 33 & N config-register 227 4 ¥ o L — 3 V&
AL, A=A 2D EREE LR LET, T — MEROERIIEBNICATD
DD, T4—T NI TEERA,

Switch(config)# redundancy
Switch(config-red) # main-cpu
Switch(config-r-mc)# auto-sync standard
Switch(config-r-mc)# end

Switch# copy running-config startup-config
Switch#

auto-sync
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match

match W

VLAN ({RAE LAN) 727 ER = v 3 —4 2 ZAD 1 DF 72135 Access Control List (ACL; 7 2
T AHE Y 2 B) ZBINTSHZ 212KV, match §iAIEET 5121, matech V7 a2~ FEEHAL
F9, match HiZHIBRT 5121, Z0a~2 RO no BREHHLET,

match {ip address {acl-number | acl-name}} | {mac address acl-name}

no match {ip address {acl-number | acl-name}} | {mac address acl-name}

match EiNFEEINTWARWESIZ, VLAN 77 B8R w7 —F U ZADT 7 a URTRTO
Ny MBEHAENET, TXTORT Y "B, TIRA S TDY—Fr At~ F o rEn
ij‘o

BX DA

T4

avy bk E—F

ip address acl-number VIANT7 7 v A~y =7 ADIPACL % 1 DF 7213 H0EIR L
£9, FETEHMIT. 1~ 199 HLT1,300 ~ 2,699 TT,

ip address acl-name AT &I TP ACL 2 3INL £ 7,

mac address acl-name VLAN 7 7 & 2 =7 =42 2D MAC (AT 47 7 7 & AHli#)
ACL % 1 DEZITHEEBRNL £,

ZDawy RIZT 74V MREIEXH D FHA,

VLANT7 7 &EA </

avY RERE

FREDIEFRE

Ll

1) —2 EERNE
12.1(12¢)EW Z O3~ F5 Catalyst 4500 2 ) — X 24 v FICHASE LT,

match filX, F7 74 v 27 T4 Z VT DIP £721F MACACL ZH5E L £,

IP 37y FOEE, MAC ¥ —7 » R3AZTIEH Y £/ A, P37 v MEIP match #il2 L - TT
7 & A TOIVE T,

RENCT D EEFEB L OHIRIC DWW TIX, [Catalyst 4500 Series Switch Cisco I0S Software
Configuration Guide] Z#ZM 1L T 7Z2&W,

match FiFHOFEMIC OV T, [Cisco I0S Command Reference] D~ =27 NV ESM L TS0,

WIZ, VLAN 7 7 &2 = 7O match fix EZT A0 A2 R LET,

Switch(config)# vlan access-map ganymede 10
Switch(config-access-map)# match ip address 13
Switch(config-access-map)#

show vlan access-map
vlan access-map
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MW  match flow ip

match flow ip

—BEOREREIIHET FLADHLI7u—% 7o —L L TRUET 5 K5I B HEL 1R
ET HI2IE, match flowip =~ > REFEHLET, ZOMELZT +E—7 T 5I21%, 2=
Y RO no A AEMHL £,

match flow ip {source-address | destination-address}

no match flow ip {source-address | destination-address}

BXDEREA

TI4ILE

ATV R E—FR

source-address —HODIPEETLT FLAOHL7a—nbiHiLlnryo—a4k L £9,
destination-address —BOIPHET RLAOHL7a—nbHiLnrya—%24R L F9,
L

classsmap 27 4 X2 b— g B T7E—FK

OV FERE

FREDIEEE

)1)—=R EEAR
12.2(25)EW Z O3~ KA Catalyst 4500 V) — X AL v FIZEAINE LT,

source-address ¥ — U — RZIEETH &, —BOERFILT NLRAOHAKE 7 —dHiH7a—L LT
WEE X FUE T, destination-address ¥ — U — REEETH L, —BOWEET RLADHHK 7 r—IT
e —L L TREENE T,

RIS 7 72~y 7 EDflow®F—V—RFERETLHHE, N v— <y AL 77 —~N—IDR
Jo— vy ZlnnEd, 7a—R=20R) v— vy T E 1L LTENRY >— v v 7K
£1F 5121, service-policy 2~ > F&EMHLET,

match flow =~ > FiJ, Supervisor Engine VI (WS-X4516-10GE) A N fF/ET A2 DA, Catalyst
4500 v U =KX AL v F TR TEET,

il

WIZ. BETT RLR LT O T —_— A DI TR <~y T EERT HHERLET,

Switch(config)# class-map match-all cl
Switch(config-cmap)# match flow ip source-address
Switch(config-cmap)# end
Switch#
Switch# show class-map cl
Class Map match-all cl (id 2)
Match flow 1ip source-address
Switch#

A2005 4F 1 HBIE, HARTOIREETERL
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match flowip W

WIZ. 5557 RLRAEBHEMIT LN 70 —_R—2D 7 TR < TEERT 027 LET,

Switch(config)# class-map match-all cl
Switch(config-cmap)# match flow ip destination-address
Switch(config-cmap)# end

Switch#

Switch# show class-map cl
Class Map match-all cl (id 2)

Match flow ip destination-address
Switch#

A B —7 = A A fastethernet6/1 LT, BETTT F 1A 192.168.10.20 3 L T 192.168.10.21 %> 7
TT 4 TRT7a—N 2 OFETDHERELET, ROFITIE, 9,000 N1 hOFFA[/N—RA MER H
D570 —%ZNEI 1 Mbps IZHERF B HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# class-map cl

Switch(config-cmap)# match flow ip source-address
Switch(config-cmap)# exit

Switch(config)# policy-map pl
Switch(config-pmap)# class cl
Switch(config-pmap-c)# police 1000000 9000
Switch(config-pmap-c)# exit

Switch(config-pmap) # exit

Switch(config)# interface fastetherneté6/1
Switch(config-if)# service-policy input pl
Switch(config-if)# end

Switch# write memory

Switch# show policy-map interface
FastEthernet6/1

Service-policy input: pl

Class-map: cl (match-all)
15432182 packets
Match: flow ip source-address
police: Per-interface
Conform: 64995654 bytes Exceed: 2376965424 bytes

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
Switch#
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MW  match flow ip

A v #—7 = A X fastethernet6/1 T, $E5E7 R L% 192.168.20.20 35 L 11 192.168.2021 o7 2~
T AT 7T a—N 2 OIFETDHEMELET, ROFITIE, 9,000 N4 hOFFA[N—A MERH 5
T a—%FEI 1 Mbps IZHERFT A HIEE R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# class-map cl

Switch(config-cmap)# match flow ip destination-address
Switch(config-cmap)# exit

Switch(config)# policy-map pl

Switch(config-pmap)# class cl

Switch(config-pmap-c)# police 1000000 9000
Switch(config-pmap-c)# exit

Switch(config-pmap)# exit

Switch(config)# interface fastetherneté6/1
Switch(config-if)# service-policy input pl
Switch(config-if)# end

Switch# write memory

Switch# show policy-map interface
FastEtherneté6/1

Service-policy input: pl

Class-map: cl (match-all)
2965072 packets
Match: flow ip destination-address
police: Per-interface
Conform: 6105636 bytes Exceed: 476652528 bytes

Class-map: class-default (match-any)

0 packets
Match: any
0 packets
Switch#
BEa<v R service-policy

show class-map
show policy-map
show policy-map interfaces (Cisco I0S D~ == 7 /L& &)
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media-type M

media-type

T 2T VE— RISOR— MNHO 337 2 %8R 5121%, media-type 2~ > RE2MHH L ET,

media-type {rj45 | sfp}

BX DA

TIA4ILE

Ok E—F

rj45s RI45 ax 7 X &R LET,
sfp SFP 27 # AL ET,
sfp

Ao H—T A AT 4 Fal—3gy

avy FERE J1y—= EEAE

12.2(20)EWA ZDavwy ROV AR— D WS-X4306-GB-T £ ¥ = —/LF LT WS-X4948
vy—ITCEHAINELL,

FRAEDIEEFE o< NI, WS-X4306-GB-T £ 2—/L EDTXTOR— FB I WS-X4948 & v —3 D
1/45 ~ 48 R— F THR— FINFET,
show interface capabilities =~ > K% AJj9° % &, Multiple Media Type 7 1 —/L Rt v E T,
I T, A= IBT 2T E— RFISTROESIE no DENRFRIN, A— MR T 27 VE—
RIIGDGEIE, AT 4T X247 (sfp BE P rjds) B"FRINET,

£l I WS-X4948 o v —3 DR — |k 5/45 3 RI-45 a3 7 X AT K9 RET D02 R LET,
Switch(config)# interface gigabitethernet 5/45
Switch(config-if)# media-type rj45
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H mode
mode
TMEE—RERET DL, mode 2~ REMHEHALET,
mode {rpr | sso}
BX DA rpr RPR E— FZfiE L £7,
$50 SSOE— RZHEELET,
T4+ Supervisor Engine IT+, Supervisor Engine IV, 33 X U Supervisor Engine VA 235# S 7172 Catalyst 4500

ATV E—FR

V=X AL v FOF 7 FV FREIL. ROLEBY TT,

o A= NAH PR Cisco 10S Release 12.2(20)EWA Z i H L TV 554 1%, SSO T,

o A—/,UNAH Y0 Cisco 10S Release 12.2(12¢)EW ~ Release 12.2(18)EW. 33 & U Release
12.1(x)E ZfFH L TW A 541, RPR T,

S

GE) BUEDOR— 1A Y =P T Release 12.2(18)EW L 713 LURTDO Y U —2ZA0n 5
Release 12.2(20)EWA (7 v 727 L— KL, RPRE— RN RAX— R T v/ a7 4 F a2 l—
Va VRFEENTGE, WAFDOARA—RSASLF 2 D3 T N 2T OT ST L— R
#% bk LT RPR E— FTEMEL £3, SSO F— RAMHT5121E, FEITILEE— %
SSO E— NIZERTLZMLENRH Y £7,

nNEary74F¥alb—vav

av Y FER J)—=x ETEAR
12.2(20)EWA ZDza= Y KA Catalyst 4500 &V — X A A » FIZEAINE LT,
FRLOFESEIE RPRE— FEB XUV SSO E— KL, Supervisor Engine 2 Z##3# L 7= Catalyst 4500 >V — X A A »F T

AR —hrEhFEHEA,
MEaV 74 X2l —2 3y F—RTOHR, mode 2~ RE A TEET,
VAT L% RPR E— REZIESSO E— FIZHRET HHAIE. ROFEFEHIZES T LI,

e RPRE—RFRBXLWSSO E— F&HR— T 221, T2 CiscolOS 1 A—TBLRA—
NP 2DV RFECTHLMENRHY £, CiscolOS U U—AL A=A 2V D
KEREMM B2 B35E . TLEMMER L WEEnH Y £9°,

o AA vFF—NR—WHAH L TA URETRVEY 2 — LT TR Uy FEN, AL v F
F—N—FRZY B — REET,

o AT — KTV AL vFA—"—FTD 60 BRI, £ =—/LD Online Insertion and Removal
OIR; Ry NAT v 7)) BNIETINTEGA, BV a2 —VETAT— h 7V AL v F A —"—H|C
Uty hL, R—h 2AT7T— b2 HERINET,

o AA v F A== HAT 5 &, Forwarding Information Base (FIB; fRisfFH-<—R) 7 —7 /L
7V 7&ENET, V=T v R T 749 701F = T—TARFa LNV AT 5
FCHEIENET,

TLEA—RIANL P 2 D NIE— RBREFEIND LTV a— RETW, BEOET— R THELZE
HBLET,

A2005 4F 1 HBIE, HARTOIREETERL
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1

monitor session M

WIZ, MEE— R4 SSOICRET AW E R LET,

Switch(config)# redundancy
Switch(config-red)# mode sso
Switch(config-red)#

redundancy

redundancy force-switchover
show redundancy

show running-config

monitor session

A B =Tz AE]IT VLAN (48 LAN) |C Switched Port Analyzer (SPAN; A1 »F K AR—
NTFIAY) By a kA x—T7 I T HIZIE, monitor session 7~ > K&l L7, SPAN
Ty a b I OERITEROFECE LIS A X —T = A ZAEHIBRLTZY SPANE v v 3
UINBIEEIL VLAN ZHIBR L7203 5121E, Zoavwr RO ne BAEZHEH L £7,

monitor session session {destination interface {FastEthernet interface-number | GigabitEthernet
interface-number} [encapsulation {isl | dotlq}] [ingress [vlan vian_id] [learning]]} | {remote vlan
vian_id} | {source {interface {FastEthernet interface-number | GigabitEthernet interface-number
| Port-channel interface-number}} | [vlan vian_id] |{remote vlan vian_id} | {cpu [queue
queue_id]} [ ,]-]|rx|tx | both]} | {filter {ip access-group [name |id]}{vlan vian id[,|-]} |
{packet-type {good | bad}} | {address-type {unicast | multicast | broadcast} [rx | tx | both]}

no monitor session session {destination interface {FastEthernet interface-number | GigabitEthernet
interface-number} [encapsulation {isl | dotlq}] [ingress [vlan vian_id] [learning]]} | {remote vlan
vian_id} | {source {interface {FastEthernet interface-number | GigabitEthernet interface-number
| Port-channel interface-number}} | [vlan vian_id] |{remote vlan vian_id} | {cpu [queue
queue_id]} [ ,]-]|rx|tx|both]} | {filter {ip access-group [name |id]}{vlan vian id[,|-]} |
{packet-type {good | bad}} | {address-type {unicast | multicast | broadcast} [rx | tx | both]}

BT DERER session SPAN Ey v g vV DFESTY, RETEDHEILZLI~6TT,
destination SPAN SE5E 4 F8E L E 7,
interface A H—T A AEEBELET,
FastEthernet T7AP A=Yy hODEY 2—LBLIOR—- ESEHELEY, A
interface-number MEIX 1 ~6 TY,
GigabitEthernet XHEY M A =B Ry NOEV 2 —LBIOKR— FNEEE2EELET,
interface-number BHEMEIX 1~ 6 TY,
encapsulation EE) hER— PO b Z A FEEELET,
isl ({LE) ISL (AA v FMY 7)) hT7eMbzafBELET,
dotlq (LE) dotlq 7 E/MbLEIEELET,
ingress UEB) AT arBARX—TNTHHENEIDERLET,
vlan vian_id (fEE) VLAN 245 E LEd, A%0MEIE 1~ 4,094 TT,
learning (BB ATtiesie R —h ETHRRA S F—=0 724 x—7 ML E
R
remote vlan vian_id A A F @ Remote SPAN (RSPAN) AE k721356t v va W EIRE
L%,
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Ml monitor session

T4

avY Rk E—F

source

SPAN iXE LA fEE L E T,

Port-channel

interface-number

A—=hF¥rprNV A F—T oA ZAZBELET, ANEIZ 1 ~64 TT,

cpu

CPUNLEZIEENTZ T 74 vl by ardsmficar—1LEd,

queue queue_id

(EE)RED CPUY T a—TREENIZ T T4 v 7 DhEE Y2
YOFRIZAE =T DR OITHELET, ARRMEIT 1 ~32 T, 2,
all, control-packet, rpf-failure, adj-same-if, nfl, mtu-exceeded, unknown-sa.
span, acl input, acl input log. acl input error, acl input forward, acl input punt,
acl output, acl output log. acl output error, acl output forward, acl output punt,
bridged, bridged 1., bridged 2, bridged 3. bridged 4. routed received, routed
received 1, routed received 2, routed received 3, routed received 4, routed
forward, routed forward 1. routed forward 2. routed forward 3. ¥ J O routed

forward 4 D4R EHEH L CHRET 22 b TEET,

(fEE) SPAN VLAN ORBIO#FHEZRET 575 TT, HETE HMHEIT 1
~ 4,094 TJ,

(fEE) SPAN VLAN O#ipHA fFET 5585 T,

both EE) ZEBIVCEE N 74 v 7 a2F= BI04 F ) 7 LT
—gﬁo

rx UEE) ZIEN T 74 w7020 T4V EZ U T LET,

tx EE) FEN T 74 w70 aF=2BL0T7 4V E2 VT LET,

filter SPAN ISETC b T 7 4 v 7 ZHFED VLAN IZ[RE L 77,

ip access-group

FBIPT VBRI N—TDT7 4 VEZ ) T ELFIEFITERETEEL
i‘a"@

name

EB) IPT7 78R VUAMGERELET,

id

UEE) IPT7E8RA VA NESEHRELET, IPT 718X UXMNDOER
RfEIE 1~ 199 T, IPHEIRT 7 A U A OFZZME 1,300 ~ 2,699
‘/C:‘ﬁ—o

vlan vian_id

(EE) 74NV Z2 V735 VLAN ZHELET, BRI, 1 DOMEE-
WIEIFHE LTANTEET, RETEZ HMEIT 1 ~ 4,094 T,

packet-type

SPANEZICL T 7 4 v 7 ZRFED /7 v b XA TIZREL £,

good

BN ry b 24 TERBELET,

bad

REpR Ty N XA THBELET,

address-type unicast |
multicast | broadcast

SPAN EETL N T 7 4 v IV EEEFEDT RL A ZA4TFD/ 7y MIBEL
9, Bohex A SlFa=%F¥ A, vALFF¥ A, BLORT2—F
¥y A hTY,

oo F T A =T oA ATIE, EZEEINTZ T T4 v 7, BIOTRTO VLAN, X7 v
NEAT . BEIOT RLRA AL TNRE=F SNET,

Ny MIFEER— I b2 7R L TRESNET, ANBLORT—=027137 4 8—7 1 TT,
SLER— FTIE, TXTORTy S TZ2OEE] §Fr], ImESLET,

Ja—N)L a7 4 FXal— gy
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monitor session M

OV FERE

JU—2R EERE

12.1(8a)EW Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

12.1(11b)EW HB—oa—H £y a NTOIFEIERFMA~OY KR — MBS X OIEIE
VLAN 7 R Ly > ZBImEinE Lz,

12.1(19)EW ANy b, BTEMEDIRE, Nry RET RLR ZALTDT 40
Z Y7 BIOCPU EEiimiboV R — FBRBMEhE L,

12.1(20)EW ANRIGFHEAR— R TOUE—F SPAN BLOHERA N F—=v7 0DV
A— BB E L,

FREDIEFRE

12.2(20)EW IPT7RATN—T 74N TOHR—MPRBNESNE LT,

1 DD SPAN & v a > Tk, 1 DD SPAN 5721 NV 3R— h & E 9, I Cicsdke A v 4 —7 =
A AMBEENTWDEE Y g AAIHDFEEA v F—T oA RAZBML LY ETHET—E7R
D E7, SPAN 5 &2 BIDA X —7 = A ZAZEET DHHIT, SPAN 5655061 & —7 = A A& HIR
LTLEEN,

Cisco 108 Release 12.1(12¢0)EW 725, H—Da—W v a VNICH D 72 5 MO EE I EHE
TEET,

A

(3¥)  Cisco IOS Release 12.1(12¢c)EW Ti&, SPAN (FANHEFELEEL 2 2Ok v 3 VBLOH
NEETEGET 4 DOty v a JCHIBRESNET, RHMEETIZ. ANB IO oM
FOFEETEFR—FLET,

HeE D SPAN v g 0%, VLAN £7213 42 DA v Z—T oA ZAEE=F TEXET, BEDAL v
H—T A ALFEED VLAN Ofi i E=4F25SPANE v a3 iEZHV FHA, SPANE Y 3
VEERGETA VH —T = ATRE L, %E7C VLAN 2[R U SPAN B v v a SBMLE S 95
L. T —L R0 ET, BETLVLAN TSPAN By g VAREL, BETA v E—T oA A %F
DBy aATBNLES ELEEEL, AT — A v —URERENET, BlOZATO
EETTICUIV B X DHIC SPAN By v a v OhH b5 EELE7 VT LTLEEY, CPU #EEL
E, FETLA X —T = A ABLUEETC VLAN EHAGDOED Z N TEET,

RESNT=H T vNMMEE A TRE T 2L (F7 40 0) £720F 802.1Q DAL, st — T
ingress 772 3 VEABRET D L XIT, AN VLAN ZIRETHILERNH Y £, A7 by A7
MNISL (RA v FRIY 7)) O%AIL, AJ) VLAN 2 ET 24 EIH Y A,

T 7 AN NTE, ATIRA R =T NOYE, 5iEHh— N TIEARA N T—=V 7 RFATEINER A,
learning ¥ — U — K2 AN+ DL, 5EEAR— N THRAN T—= 0 IREFTEN, VT 74 v 7 H3%8
HR—= DD T == T ENTAA MIEEINET,

T=H SN TR T A A =T oA A LT filter ¥—U— R AN L7EHA, BESKE
VLAN £y b EDO T 74 o 720 RE=F2ENET, K=K Fr RV A V¥ —T = AERE
TH5E. ZiLHiE, interface 77> 3 DY A b FIZERRENET, VLAN A X —7 = A A%
PAR— b ENFH A, 7277 L. monitor session session source vlan vian-id 2~ > R& AN1135 Z L
EV. FFED VLAN ICER D Z LR TEET,

Ry NEALT T4 VT, ZEFOTOLYIR—FEINET, ZELEELFATOT 4 VE B
FOEE Y AT 74V F EZRIFIZIEECTCEET (& 2L, good 3L unicast ZEA LT, =
TN =%y A~ 7L —LADHLE#HINTEET), VLAN 7 4 VZIZH A THBE LRV
BlX, T_XTONNT Y b A TREIENET,
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Ml monitor session

queue BT EEHATHE HMESINIZCPU X 2 —CEZBINL N T 7 4 v 7 ORHEZHFITE E
o Fa—lIFEFELFAMTHITE £, FHRLIIC, Fa2a—DARNICEEFEGHEXF2—%
BHEEDD LN TEET,

51 WIZ, SPAN Y a v DIPT 7 EA ZL—7100 2B ET A6 2R LUET,

Switch(config)# monitor session 1 filter ip access-group 100
Switch (config)#

Wiz, EFETXA LV F—T oA A% SPAN v v 3 BT A2 R LET,

Switch(config)# monitor session 1 source interface fa2/3
Switch(config) #

WIZ, SPAN Y v a VINTEEXERFROEETERET D02 R LET,

Switch(config)# monitor session 1 source interface fa2/3 rx
Switch(config)# monitor session 1 source interface fa2/2 tx
Switch(config) #

WIT, BETA L E—T oA A% SPAN Y a vyt a6z RmLET,

Switch(config)# no monitor session 1 source interface fa2/3
Switch(config) #

WwIZ. SPAN ~F 7 (v 7 % VLAN 100 ~ 304 |ZHIRT B 52~ LEd,

Switch(config)# monitor session 1 filter vlan 100 - 304
Switch(config) #

KIZ, RSPAN VLAN 20 %65t L CRET HHl 2R LET,

Switch(config)# monitor session 2 destination remote vlan 20
Switch (config)#

BEa~v R show monitor
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mtu W

mtu
2Ry FOBRRYA X, OF Y Maximum Transmission Unit MTU; g Kfnikx = ) 2L T,
AV B =T 2 A ALTYVv R T —0%FAF—T VT 5T, mtu 2~ REFERLET, 7
TN NOBREICETIZE. Z0a<wry FOon BERAEFEHLET,
mtu bytes
no mtu
X DEREA bytes NA N A XTY, AEMEIX 1,500 ~ 9,198 T,
TIH4ILE F 7NV EREITRDOEBY T,

ATV E—FR

o V¥ L AR IL—AFTF 4 E—TNVTT,
o T RTOAR— T 1,500 34 hTI,

f =Tz Af A AT 4 Fal—rarE—K

OV FERE

FERLDIEEE

Ll

BEEa<v R

JU—2R EENE
12.1(13)EW DA R Catalyst 4500 &V — X ZA » FIZHASHLE LT,

xR ZL—AF, #FET X XHE Y b A —PF > b FA— b, Switch Virtual Interface
(SVL, AA o FAEA X —T =4 &), BLO EtherChannel THHR—FENFT, AF¥TX—2R
R—=FTlE, Vv R 7L—aZEHTEEEA,

N — Uy AT MEREIX S B — L7z system mtu size 2~ 2 REEHA LT, /o — L7 —
V¥ AT PMIUZRELET, £/o, ZOEEIZED TRTORAF T X=X R—|F A F—
Tz AART, 1,552 FETDA—HFFy h XM a2 — KP4 X2 KR—-FT&ET,

V¥R =L EVR—=FTEDBA X —T oA ATIE, systemmtu I~ RELOA & —
T A ABALO mtu A RRWE G EBIELETR, A ¥ —T oA ZAHMLO mtu 2v 2 KR
BhRINET,

WIZ, 1800 /31 F D MTU Z$8ET 5B %2R~ LET,

Switch(config)# interface GigabitEthernet 1/1
Switch(config-if)# mtu 1800

system mtu
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H name
name
MST UV —" a3 VA2 RETHIZIE, name 2~ REEHLET, T 740 MAICETIZIZ. 20
a< FOno BN EHHLET,
name name
no name name
BX DA name MST V=2 g v OARIEZEELET, K32 LFOEEDOA N 7 TF,
FIAILE MST YV — 3 VAITRESNTWER A,

avUkE—F

MST=2> 7 X2l — gy

avy FER

FERAEDIEER

1

yy—=
12.1(12¢)EW

EERNE
D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

FU VLAN v~ v B 7 RBIRar 74 FXalb—vary X—=Ua U &Fe5e2fFo 2 >oF-3+nl b
@ Catalyst 4500 > ) — X AA v Fix, V=3 VABRER S TOLEAITRR>T-MST U —V 1
Vb DHEBEZLNET,

W, V=V a izt 5627R L ET,

Switch(config-mst)# name Cisco
Switch(config-mst) #

instance

revision

show spanning-tree mst
spanning-tree mst configuration
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pagp learn-method M

pagp learn-method
EENRT Y NOAIIA v F—T oA A%5ET AL, pagp learn-method =~ > REfEH L ET,
T 74N MEIZETICIE, 20~y Ko ne BREMAH L ET,
pagp learn-method {aggregation-port | physical-port}

no pagp learn-method

BX DA aggregation-port R—=F FX¥RXNVTOT RLADFEEZHRELET,

physical-port Ny RAVNOYERR— b EOT RLAOFEBEZRELET,
TIAILE AR — MIAR—T LTI,
avU kR E—F AR =Tz A AL T 4 Fal— g
av Y FERE )1)—=R EERNE

12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 w FIZHASNE LTz,
il I, R—=F FrxN 7 FLREREAL X—T VT D08 R L ET,

Switch(config-if)# pagp learn-method
Switch(config-if)#

WIZ, N FVHOYHAR—F 7 RV RAZEEA X =T T D0 2R LET,

Switch(config-if)# pagp learn-method physical-port
Switch(config-if)#

WIZ, N FANOERR—F 7 FLRAEREA X —T W T D02 R L ET,

Switch(config-if)# pagp learn-method aggregation-port
Switch(config-if)#

BEITUR pagp learn-method
show pagp
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M pagp port-priority

pagp port-priority

Ry b A AL F— R THR— NEEIRNT I, pagp port-priority =~ FEFEHLET, 7

74 MEIZETIE, 20oa<ry Fone B Na R LET,

pagp port-priority priority
no pagp port-priority

BX DR priority R—=F TI7AF VT4 FEFTT, FHETEDHMEIT1~255TT,
TIAILE R—=h TI7AFVT 41T 128 ITRESNLTVET,
av KR E—F A B =Tz A AT 4 ¥al—ay
avy FEE )1y—= EEHNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

FRLODIEFE TIAFVTaBREWIEE R—FIPRARY b AZ S E— FTRIRSND TRt ni@m< 20 £

‘j‘o
Ll WIZ, R=F TTAF VT4 ZRET DB ZRLET,

Switch(config-if)# pagp port-priority 45
Switch(config-if)#

BEEIT R pagp learn-method
show pagp
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permit W

permit
DHCP "1 T 4 > 7 & D—FIZE- T Address Resolution Protocol (ARP) /37 v k& R[4 %
i, permit =2~ REMHEHLET, 727 &8A URX MMOIEE ST Access Control Entry (ACE;
77 AMEE YY) ZHIBRTSICE, Zoavy Fone BRAEEH L ET,
permit {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host sender-mac |
sender-mac sender-mac-mask} | response ip {any | host sender-ip | sender-ip sender-ip-mask}
[{any | host target-ip | target-ip target-ip-mask}] mac {any | host sender-mac | sender-mac
sender-mac-mask} [{any | host target-mac | target-mac target-mac-mask}]} [log]
no permit {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host sender-mac
| sender-mac sender-mac-mask} | response ip {any | host sender-ip | sender-ip sender-ip-mask}
[{any | host target-ip | target-ip target-ip-mask}] mac {any | host sender-mac | sender-mac
sender-mac-mask} [{any | host target-mac | target-mac target-mac-mask}|} [log]
BXDEREA request (fEE) ARP ZR L DO—E A ZR L ET, request ZiE LARWGEIE, T
~NTO ARP A7y MR LTIRESHET,
ip BEMIP 7 FLAZEELET,
any EEOIP £72EMAC (AT 47 772 AHIH) 7 RLAEFATLHL5
WHRELET,
host sender-ip FREEDEFMIP 7 RLADHZEZFHAITLHLIICHEELET,
sender-ip FeEDRPHDOFEMIP 7 FLAZFFA 45 L9 ITHE L £,
sender-ip-mask
mac EEMMAC 7 RLAZIBELET,
host sender-mac FREDEEMMAC 7 RLUADOHZEFFAT 5 L5 ITHEL £,
sender-mac BrE O#PADOEEM MAC 7 FL AR T 5 X o ICHELET,
sender-mac-mask
response ARP JEE L D—EAEBELET,
ip ARP IGEDIP 7 RL A AfEE L ET,
host target-ip EE) BEDZ—7 Y NPT RLADREFATHEIIIHEELET,
target-ip (LR HEOHFAD LY —47 > NPT RLAZFAITH LI ITHREL T,
target-ip-mask
mac ARP JSEZD MAC 7 R L AEZFEE L £ 7,
host target-mac ER) HEDL —7 v EMACT RLADLZEFHATHLIICHEELET,
target-mac (EE) HEOHPADOHY —7 >~ N MACT RLAZFHAIT5 XL IICHEELE
target-mac-mask 7,
log (%) Access Control Entry (ACE; 77 E A= NU) &—FF 58
Ty NeFELET,
T7HILE Zoavwy FZTF 740 FRETH Y FHA,

ATV E—FR

arp-nacl 27 4 F a2 bL—T g v

OV RERE

)1)—=R EEAR
12.1(19)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,
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H permit

BEREQEBEER  permit =~ > FZBIMT 5 &, —HOBEIHIENTIESNT ARP /7 b &R LE D | Bl LY
TEET,

151 wIZ, MAC 7 K L A28 0000.0000.abecd T, IP 7 KL A2 1.1.1.1 THHFRAX Mol R-rLET, &
W2, ZOFRASNSLOERB L OSEDOW F &2+ 50 %R~ LET,

Switch(config)# arp access-1list static-hosts

Switch(config-arp-nacl)# permit ip host 1.1.1.1 mac host 0000.0000.abcd
Switch(config-arp-nacl)# end

Switch# show arp access-list

ARP access list static-hosts
permit ip host 1.1.1.1 mac host 0000.0000.abcd

Switch#
BEITY R arp access-list
deny

ip arp inspection filter vlan

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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policy-map W

policy-map

Quality of Service (QoS; y—EAWHE) RV v— vy ar74¥alb—rar E—RNIT7 7k
ALTQoS KY v— =y 7FZFHETHITIX, policy-map 2~ > REfFHLET, FV— <>
ZHIERT 512X, Zoa<r Ko ne JEXEZHEHLET,

policy-map policy-map-name

no policy-map policy-map-name

BX DA

TIHILE

avY Rk E—F

policy-map-name R v— <y TOL4RIERELET,

ZOavy RZT 740 MEEEH Y FH A,

Ja—) a7 4 X al—g v

av Y FERE )1)—=z EERNE
12.1(82)EW Z D= R Catalyst 4500 2 U — X A4 v FITHEAShE LI,
FRALEDFEEE QSAYY— w7 ar74Xal—ralrET—FRTEH, KOy 7 4 X¥al—raravr R
DR TEET,
e exit—QoS/ T ATy T Ay 4Xal—arE—REKRTLET,
e nold, MFOEHREFAR) v — <o 7 EHIBRLET,
* class class-map-name 1L, QoS 7 7 A vy a7 4 FXal—vary T—FNITI7EALT,
DIRNCHERR LT TR = T RRV — v TIZEENDLOBELLEY . VT A v 7%
ERR L7200 LET GEMMIZOWTIE, cass-map 2~ REZ LTI 7ZEW),
* police [aggregate name] rate burst [conform-action {drop | transmit}] [{exceed-action {drop |
policed-dscp-transmit | transmit}}] (%, ~ 4/ 7 07 o — 72 3ENR ) V-2 EHEL £,
o trust {cos |dsep} 1L FREINTZT T AD trust [HEFRTE L T, TD a3~ N TERE I L7z trust
EIX, FFEDA L H—T = A LTHRESNT trustm ICEEHDY £7,
£l WIZ, RN — <7 ipps-policy Z1ERKT DB 2R LET, ZORI— v L 7 ITA vy
Zipp5 ZfFEH LT, /37 v h® IP precedence fE% 6 (ZE X i X, IP precedence i 5 12 —3%9 5 b
74w 7 BEERIR) VTR ICRESNET,
Switch# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# policy-map ipp5-policy
Switch(config-pmap)# class ipp5
Switch(config-pmap-c)# set ip precedence 6
Switch (config-pmap-c)# police 2000000000 2000000 conform-action transmit exceed-action
policed-dscp-transmit
Switch (config-pmap-c)# end
BEa<T YR class-map
service-policy
show class-map
show policy-map
show policy-map interface
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M port-channel load-balance

port-channel load-balance
N RAVHNDOR— MMECTRAHERT AR HETE) %, port-channel load-balance =~ > R % {#
LET, AMaMET 740 MEIZRETIZIE, Z0a~vy RO ne BREHEHLET,
port-channel load-balance method

no port-channel load-balance

XD ERER method *ﬁﬁa*ﬁﬁzjﬁt%ﬁ ELET, iz o TIiX, EAEOEESFH] 25K L T
< 77XV
FIAILE BEETERIISEEONTNN—FDIP 7 R A L TOARSENA X —T L TT,
avY K E—F Ja—N)L a7 4 FXal—gy
avwy KB J1y—= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — R 2 A » FIZEASNE LTz,

FALOIBEE  AWHBIATH. KOMAHEDTT,

o dst-ip — 585G IP 7 R LA L CTOAMRIEK

e dst-mac — %85 MAC (A7 47 727w Alf#H) 7 KL A ETOAR

e dst-port — %55 TCP/UDP /R — k ECTOAM

o sre-dst-ip — EXELEZITFEEDONTNNA—FHDIP 7 R LA L TOAMSH

o sre-dst-mac — XEILE 2 IISEONT N~ D MAC 7 R LR ECTOHAMIE

* sre-dst-port — X[F L £ 72ITSEDO VT AT D TCP/UDP AR — b TOH/HL
o sre-ip — E{ELIP 7 KL A ECOAMIIHEK

e sre-mac — £{F5C MAC 7 R LA L CTOEMLHEL

e sre-port — XfF LA — b L TOE ML

i Wiz, BROHBFRESELIP 7 RURAIZERET HH 2R LET,
Switch(config)# port-channel load-balance dst-ip
Switch(config) #
W, AT A RE £ 35EOWTN T DIP T FLRICRET H6 2R L ET,

Switch(config)# port-channel load-balance src-dst-port
Switch (config)#

BEaIT R interface port-channel
show etherchannel

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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power dc input Il

power dc input

AL FIZEIIDC ASIRT A—Z HBRET HIZIL, power deinput 2~ > REFHLET, T 7 4+
U R OBEFHEEICETICIE, Z0a<wry Rone BREZHEH LET,

power dc input watts

no power dc input

XD EREA dc input W OBEFEEE AT » M DC BREZHEELE T,
watts SN DC BROGFAREAZTY v F (W) THRELET, AEMEIL 300 ~ 7,500
W T1,
FI4IL b+ BIRATIE 2,500 W T,

ATV E—FR

Ja—n) a7 4 ¥alb—g

OV FERE

)1)—= EEAR
12.1(1DEW Z D3~ R Catalyst 4500 &) — X AL » FICHEASNE LT,
12.1(13)EW de input OV AR — R BIINE L,

HEREDIEEE

1

BEa<TU R

THEHDOA B —T = A A Power over Ethernet (PoE) 1251t L TWARWEAIZIEZ, RO R v —
UnFREINET,

Power over Ethernet not supported on interface Admin

WIZ, A8 DC EBIROAHEEE 5,000 WICRET AH12 R L £,

Switch(config)# power dc input 5000
Switch(config) #

show power

| OL-6661-01-J
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[ | power inline

power inline
A TA 2 RT—HIGA VH— 7:1:4'7\0)4' VIA Y N — AT — NERET HITIX. power
inline 2~ > FEMFHLEST, T 740 MEZRERTICHE, Z20oa~> FOono JEXEZHEHALET,
power inline {auto [max milliwatt] | never | static [max milliwatt] | consumption default} milliwatt}

no power inline

X DEREA auto A2 TA XTI =% A v H—T = A AD Power over Ethernet (PoE) A
TR AHE— RIZRELET,
max milliwatt (TLE) 2@ 0 M FTRE 72 i KB ) C¥, A AT 2,000 ~ 15,400 X U U
F (mW) T7,
never AT NI A Vv E—T 2 A ATHRIHEENOT 2T 4 &—
T LET,
static BHEAZT 4y 7IZHETET,
consumption AV E—T A ATLICT 74V FNENEIO Y TEZRELET,
default TI7ANMNEDLETEHERTDEEIICAL v T E2HELET,
milliwatt RV Uy hTT, AL, 4,000 ~ 15400 mW T,
T4k T 7 4V MERETRD LB TT,
e PoEICHENE— RBEEINTNET,
o RAKIVUU Y b E—FIXI15400 ICHEESHTWVET,
o T 74V FDOENY B TIL 15400 IZHRESNTHET,
av Rk E—F AH—=Tz2A A AT 4 FXal—Tg
av Y RERE J1y—= EENA
12.1(1HEW Z D= K28 Catalyst 4500 &V — X AL v FICHASHE LT,
12.1(19)EW FDZRENEI D S CoOYR—- MR BIESNE L,
12.1(20)EW PoE O AR — F2BINSIVE LTz,

FRLDEESIAE THEROA v HF—T 2 A AN PoE Ik L TWARWEEAIZIE, ROXA v E—URERENET,

Power over Ethernet not supported on interface Admin

151 WIZ, A TAy NT—HIGA v H =T oA ADA T4 NRU—BHBXOENERET 56
R LET,

Switch(config-if)# power inline auto
Switch(config-if)#

ku\4/74/nv—ﬁm4/& T2 AADA L TA Y RU—BHBLOENEZT 4 &—7
e ALY T 27N = e

Switch(config-if)# power inline never
Switch(config-if)#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
OL-6661-01-J |



| 2% Catalyst4500 >')—X X4 vy F® Ciscol0S ATV K

power inline ||

WIZ, FEF DD S Cisco Discovery Protocol (CDP) /37w ~ (FEFAIXRI D722\ BEET D
F T, A ¥ —7 = A X FastEthernet 4/1 D7K/AR72 PoE 0 24T % 8,000 mW IZ5XET DB %4~ L
i‘ﬁ—o

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface fastethernet 4/1
Switch(config-if)# power inline consumption default 8000
Switch(config-if)# end

Switch#
FEEE=dVAS power inline consumption
show power

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M power inline consumption

power inline consumption

AL Y TFDTRTDA L TA NI —=HIEA 2 —T 2 A AD 1 DZHY KT Eﬂé’)7‘771‘/1/ V?E
1% ET DL, power inline consumption =2~ > FZHEH L ET, 774/ MEICETIZIE, 2
Da<vy RO no BREMHL ET,

power inline consumption default milliwatts

no power inline consumption default

X DEREA default TN NE DB TEEHAT LIRS v TFEEELET,
milliwatts TIT7ANEDOBNENVLETCEIVT v b (mW) TRELET, H2h&HEIX
4,000 ~ 15,400 mW T,

TI+ILE SUTy b= RIE 15400 ICRESNTNET,

A< K E—F Jua—)L a7 4 ¥ alb—g

2X T FRE JU—R ZERE
12.1(11EW ZDa~<y KA Catalyst 4500 > U — X A A v FIZEAINE LT,
12.1(20)EW Power over Ethernet (PoE) DA — MBIV E L7z,

FRLDXEESIAE THERDOA v HF—T 2 A AW PoE Ik L TWARWEAIZIE, ROA v E—UNRERENET,

Power over Ethernet not supported on interface Admin

£ WIZ, B OMENH52{E S iz Cisco Discovery Protocol (CDP) /347 v s OFEFHIZEAfR /2 < |
8,000 mW ZfEHF 2 K 9 IZ PoEFIV Y CTARET DBl 2R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# power inline consumption default 8000
Switch(config)# end

Switch#
BEa<v UK power inline
show power

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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power redundancy-mode W

power redundancy-mode

T — TV DEIRREE
_nu—'—‘

R EIZRTIZI

ET 5121, power redundancy-mode =~ &AL ES, T 74/ k
\_@:V/b@ammﬂﬁ%ﬁﬁbiﬁo

power redundancy-mode {redundant | combined}

default power redundancy-mode

X DA redundant 2ZA v FETEEBRV AT LAEHEE— NCRELET,
combined AL v FEBEER AT LEHE— FIZBRELET,
T4+ TEEREHE—F

avrkE—FK Ju—\)Lar7 4 FXal—i g

avy FERE J1)y—=x
12.1(12¢)EW

EERAR
D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
(Catalyst 4500 > U — X A A » FHH : 4503, 4506, I3 K 114507)

FRALOIEFE 25o0&EKIE. ALFATTRLEY Yy MTHLILENRH Y 7,

A

FE AL  FICHEHE SN TV D BRI E @&47%7/%ﬁ#ﬁ&éﬁn\X4/%i%ﬁ& D—J
PRBLER A, MEET—FRICRESNDAA vFIT BIRILENH Y A, BHET— IR
ESNDHAAL vFIT, 1 OOBRZTE2HEHLES,

TLEE— FTiL, B—0OERER
NHY FET,

MO ALy FRIEZYR— MDD B e ifad 205

2 2-10 12, ¥ ¥ — 38 L Power over Ethernet (PoE) TFI|H
LET,

AR NFE ) 2 BIRIEE Z L IR

®2-10 FIARREGEIR

TEES TEE—FK (W) BEE—F (W)

1000 W AC 25 51=1000 VAT A =1667
A4 =0 A4 =0

2800 W AC VAT I =1360 AT I =2473
A T4 2 =1400 A T4 =2333

. YATLE NI, A=A P 2Py TRCOEV2—b, BEOR 772 P ADBBHTHR SN ET,

51 Wiz, BREHE— F2EHAE— NCERET U ERLET,
Switch(config)# power redundancy-mode combined
Switch(config) #
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M power supplies required

BEaITUR show power

power supplies required

Catalyst 4006 DA TEIFRTTEET— REFET D121, power supplies required =~ > FZHEH L F
T, T 74N NOBFILEET— F~RETICE, 20 a~<> RO default JERXEZMH AT 50, £720F
power supplies required 2 =~ > K&fFH L £,

power supplies required {1 |2}

default power supplies required

BX DA 1 Yy —VE I LRE— RICERELET,
2 A T &2+l EE— NITHRELET,
T4k 241 LEE—FR
A< K E—F Ja—)L a7 4 Falb—T g
avy FER Jy—x EERNE
12.1(11EW Z O3 R Catalyst 4500 Y — X A A » F|TEA S F L7z (Catalyst
4006 DH)

FEARAEDIEEE Zoa<r NiE, Catalyst4500 ) —X A4 v F TlEPR— b ENFEHA,

151 WOFITIE, vy — VI ERERLY 1IRELET,

Switch(config)# power supplies required 1
Switch(config) #

BEIT VR show power

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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private-vian ||

private-vlan

Private VLAN (PVLAN; 7’7 A ~X— k VLAN) %% /&L, PVLAN & &5 4% U VLAN ({48 LAN)
MOEEMEAFRET HI2IL, private-vlan 2~ > REFALET, 774/ MEICETIZIE, 20
a< FOno BN EHHLET,

private-vlan {isolated | community | primary}
private-vlan association secondary-vlan-list [ {add secondary-vian-list} | {remove secondary-vian-list}]
no private-vlan {isolated | community | primary}

no private-vlan association

XX DR isolated VLAN % [@#f PVLAN & L CHEEL £,
community VLAN #23 =2=7 ¢ PVLAN ¢ L CHEEL £,
primary VLAN %77 A< 1U PVLAN & L CHREL £,
association v %Y VLAN & 7 F 4~ VU VLAN & OEZ1ER L £,
secondary-vlan-list XY VLAN OFFEHELET,
add ({EE) BH >4 U VLAN 277 A~ U VLAN IZ&fE S ¥ E 5,
remove {EE) ®W %V VLAN &£ 7T 4~ VU VLAN EO#EA 7 V7 LET,
T4k 7T A ~— |k VLAN 3@ E SN EE A,
vV Rk E—F VLAN 207 4 X2 lb—v g v
av Yy FERE )1)—= EEAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(12c)EW TR RV AFREOY R — A BMENE L,
12.2(20)EW a3 a2=7 4 VLAN DV FR— R BIEhE L=,

BHRALDOIFEEIE  VLAN1 F7213 VLAN 1001 ~ 1005 % PVLAN & L CRETHZ LIZTTEERA,

VLAN Trunk Protocol (VTP;VLAN 7> 2 7ua han) (774 X— kK VLAN ZVHR—FLEE
ho 7T7A4_X—hK VLAN R— F2fEHTET AL AT LIZ, 774 —F VLAN 2RETHHLE
NHY FT,

secondary vian_list /X7 A —Z|Z1E, A= EEFDHRNVTL I, BHOH o~ XU VIEE 5
WAZLENTEET, FHEA L L TANTELDZ, B—® PVLANID £7213 1 7 THifE L7
PVLAN ID O#ip# <1,

secondary vian_list /37 A —Z 3B DAI2=7 4 VLANID ZEDH T N TEET,

secondary vian_list 737 A —Z121%E, 1 DO[REE VLANID 720 255 Z L BN TX 9, PVLAN (&,
VLAN &5 X7 D@D v bEFMET L2774 = b A—tOty FELTERSNLET, &
NTNE, D7 &b 2 ODOFRERIZR BT VLAN 22O S, A4 v F L@BET 57 DIZ[@BER—
FMEZEAR—rDaIa=T itk THEHSET,

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M private-vlan

FREE VLAN (X, 72 I A% v R R— b EBETH7-DIBHER— ML > TEHA SIS VLAN T
9, W@EE VLAN F 7 7 4 v 7 1XF U VLAN EOTR_RTOMD T T A _X— ks R—FTT 1 v 7 S,
e T DT TA<Y VLANIZE DL CONTEERN T X7 A= b BT eI A% ¥ X R—
MZE-oTOARZETEET,

23 2=7 (VLAN (T, %1257 T4~V VLAN LiZdh b, a3a2=F 4 R—F DO T 7 4 v
IBLPala=F 4 F— o7 BIAXFY A KR—F~D T T 4 v 7 %ESVLAN TF, 2
R a2=7 4 VLAN # PVLAN + 77 ETHERTAZ LITTEEEA,

TR IAFY AR—MI, 774~V VLANIZEI D B ToNZT T A _X—k R— FTT,
774~V VLAN (X, FTFT74 v 7% AL v TFNHTTA_X—b K— b LOBEKHRKAT— 3
v~ MBi%T %5 VLAN T,

MREE vian-id fEIX 1 D ULAMEE T EH A, —FH, 2 2=7 ¢ VLAN (3L FRETT, FREE VLAN
BXOaI2=5 ¢ VLAN iZ. 1 20 VLAN IZZT ST 5 2 N TEE4, HsfHT snr-
VLAN U R MMZiX, 774~V VLAN "EENTWTEIRY A, R, §TIZ7I74~<Y
VLAN ([Zxf AT H372 VLAN 1, 774~V VLAN & L TRETE £H¥A,

config-VLAN ¥ 7 & — RZ&#& T L72 & private-vlan 2~ > RIZED/ D THA,

T4 =V EidE I Z Y VLAN ZHIBRT 555, VLAN EXFSfHT DA R — MIFET 77 «
TLRnFET,

REICE T 2 EEFHIZ DWW TIL, [Catalyst 4500 Series Switch Cisco 10S Software Configuration
Guidel] ZZM L TITZE W,

151 Wiz, 74~ VLAN 14, [BH VLAN 19, 8L U2 I =2 =5 4 VLAN 20 ~ 21 [fi®> PVLAN
tREVERT DB &R LET,

Switch(config)# vlan 19

Switch(config-vlan) # private-vlan isolated
Switch(config)# vlan 14

Switch(config-vlan)# private-vlan primary
Switch(config-vlan)# private-vlan association 19

wIZ. FRBfE VLAN 2 PVLAN 7 Vi =—3 a3 U b+ 5657 LET,

Switch(config)# vlan 14
Switch(config-vlan)# private-vlan association remove 18
Switch(config-vlan)#

&Iz, PVLAN BAf&ZHIBR L. 774 <~V VLAN ZHIB&9 2642 R~ LET, ooz h v
Y VLAN IZHIBR SN EH¥ A,

Switch(config-vlan)# no private-vlan 14
Switch(config-vlan)#

BEa<v >k show vlan
show vlan private-vlan

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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private-vlan mapping W

private-vlan mapping

774~V VLAN ({RA8 LAN) & &> % U VLAN 237 U7 7 A ~ U VLAN Switch Virtual Interface
(SVL, AA v FRIBA v H =T =A R) ZEETLHLO INEORO~ » B 7 EERT D121,
private-vlan mapping =~ > K% L £ 9, 3T Private VLAN (PVLAN; 7’7 A ~X— k VLAN)
~ v B 7% SVINLHIBRT AIZIE, Zoa~vr Fon BXE#HLET,

private-vlan mapping primary-vian-id {[secondary-vian-list | {add secondary-vian-list} | {remove
secondary-vian-list} ]}

no private-vlan mapping

BX DA

T4

avykE—F

primary-vlan-id PVLAN B2 7 A < U VLAN ® VLANID T,

secondary-vlan-list EE) 774~V VLAN 2~ v B2 7558 H %Y VLAN @ VLAN ID
T,

add (FE) B XV VLANE 7T A4~V VLANIZ<w v B LET,

remove (EE) W %Y VLAN &7 J 14~ Y VLAN & DD~ v B2 7 & HIkR
LET,

T _TPOPVLAN = v B> ZHIRENE T,

Ao B =T xA AT 4 Fal—g

av Y FERE

FERLDOIEFRE

)1)y—=x EERAR
12.1(82)EW D3~ KA Catalyst 4500 V) — X AL v FIZEAINE LT,

secondary vian_list /737 A —Z|ZIIANR—AEZORNTLESW EEOL KUV IEHZE D
HILNTExET, FHEHELTANTESLDIE, H—0 PVLANID 723 A 7 CHEM LT
PVLAN ID D& T3,

Zoawy NE, 794U VLANDA v Z—T xR AT 4 Xal— gy T— RTHHT
‘j—o

74 ~<Y VLAN @ SVIIZL A ¥ 3 TERSNET,

®H L HY VLAN TRIEENTEZ T 74 v 713, 774~V VLANOD SVIIZK>Th—F 4 7
hEI,

BEfEDO® & U VLAN @ SVI IIHRERT, Zoa~r RRAhENEb L iIFv L Tnb e
EzHNET,

BHFEY SVIE, 1 ODOF T4~ SVIKE T~y B 7 Tc&Ed, REINTZPVLAN 7V &
T—varyRNIoavy RTHRESNTE LD LR D5E (F8E I primary-vian-id 73& 71 o %
UVLAN & LTCREESNTWAEE), Z0a~vwr FTHRESNZTRTOSVIIFE Y LET,
Bl A¥ 2T V2 —arDR0N2OO VLAN O~y B P 52BET LIRS v~ v LS
REITAEDTIEIH Y ¥ A,

| OL-6661-01-J
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M private-vian mapping

151 WIZ, VLAN20 DA > Z—T7 = A A% VLAN 18 D SVIIZ~ v B 7T 0% R LET,

Switch(config)# interface vlan 18
Switch(config-if)# private-vlan mapping 18 20
Switch(config-if)#

wIZ. PVLAN 303 ~ 307, 309, BLR440 06D XU VLAN AN T T4 v 7 DV—T 4
VI ERHFFAL, REEHERTABERLET,

Switch# config terminal

Switch(config)# interface vlan 202

Switch(config-if)# private-vlan mapping add 303-307,309,440
Switch(config-if)# end

Switch# show interfaces private-vlan mapping

Interface Secondary VLAN Type

vlan202 303 isolated
vlan202 304 isolated
vlan202 305 isolated
vlan202 306 isolated
vlan202 307 isolated
vlan202 309 isolated
vlan202 440 isolated
Switch#

Wiz, BT % VLAN 239 TIZ VLAN 18 @ SVI I v B VT ENTWVWEAEARICE RSN D A v
VoA R LET, 9. VLANIS D SVINS~ v B VT Z2HIRT A2 LERH D 97,

Switch(config)# interface vlan 19
Switch(config-if)# private-vlan mapping 19 add 21

Command rejected: The interface for VLAN 21 is already mapped as s secondary.
Switch(config-if)#

WIZ, VLAN 19 @ SVI 7263 _T?D PVLAN ¥ » B2 7 2l 562~ L £,

Switch(config)# interface vlan 19
Switch(config-if)# no private-vlan mapping

Switch(config-if)#

BEIT VR show interfaces private-vlan mapping
show vlan
show vlan private-vlan

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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private-vlan synchronize W

private-vlan synchronize

BX DA

TIHILE

avUkE—F

v h &Y VLAN (RAB LAN) %7 F A4 ~1U VLAN & LCRILA vV AZ L AIZ~ v B 751
L. private-vlan synchronize =~ > F&fEH L £,

private-vlan synchronize

o=y FOEF—U— FNEE51 58I ¥ A,

ZDa<wy RIZT 74NV FEREEXH Y THA,

MST=2> 7 X2l — gy

avy FER

HEREDIEEE

Ll

)1y—2 EERNAE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

MST 27 4 Fal—valy ¥7E—FE2KTTHEEIZ VLAN ZxtffiFonir7 14~
VLAN & LCRICA Y AZ VR y BT LpnE | BEAye—UIc LY stnffi oz
F4<Y VLAN & LTRIUA v ZAZ v ATy B TSR TWinke &Y VLAN ® U X kA
TR SIAVE T, private-vlan synchronize =~ > i, XS 6727 F A4~V VLAN & LT
TOE'AZ ) VLAN ZHBNIZFE A v AX LV RZw v B 7 LET,

Iz, Private VLAN (PVLAN; 77 A X— k VLAN) [R#% #3562 R 1L £,

Switch(config-mst)# private-vlan synchronize
Switch(config-mst)#

WOFITIX, 7T A4~V VLAN2 B XU H - # Y VLAN 3 23 VLAN 2 [IZxafHT S, X To
VLAN R CISTA VAZ LA LI BT ENTWEERELET, ROBITIETER, 794~
U VLAN2 D~y B 7 5EF LELY E LEEEAOH DR LET,

Switch(config)# spanning-tree mst configuration

Switch(config-mst)# instance 1 vlan 2

Switch(config-mst)# exit

These secondary vlans are not mapped to the same instance as their primary:
->3

Switch(config) #

show spanning-tree mst
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W qgos VO—NLavTsFal—ar E—K)

qos (Fu— ) ar 74 ¥al—vgy E—F)

BX DA

TIHILE

avY Rk E—F

A A » F T Quality of Service (QoS; —E AME) HEELZ 7' 1 — LA X —T/UIZT HITIE, qos
a<w REHEHALET, QS HiEsr /m— LI T =702 T 252X, Z0a~> KO no B
XEEHLET,

qos
no qos
Zoa<wy ROEF—U— FERE51ITH D EA,

QoS H¥HEILT 4 Bt —T7 LT,

Jua—x)L a7 4 ¥alb—g

ATy NERE

HREDIEFRE

il

=AY

J1y—=x ETEAR
12.1(8a)EW D3~ KA Catalyst 4500 & U — X AL v FIZEAINE LT,

T a— S F—T ML E N7 QoS MEFEIZ. QoS T 4 B —T Mo TND A v H—T oA A
ZRSTRTCOAL v F—T 2 ATA X =T N80 F£T, QoSHEREN 7/ 0 — N )LiZT 4 B—T L
OEa. TRTO T 7 4 v 71F QoS /NAAL— F— RTCEINET,

WIZ, QoS H§EER A A v T T/ R — UL F—TNMIT B HEERLET,

Switch(config)# gos
Switch (config)#

qos (M HF—TxAf R AT 4 Fal—¥ gy ET—NK)
show qos

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
OL-6661-01-J |



| 2% Catalyst4500 >')—X X4 vy F® Ciscol0S ATV K

gos ({v8—7x4ZXav74¥aL—vare—Fr M

qos (v F—T xR ar T4 Fal—ay E—FR)

BXDEREA

T4

avY Rk E—F

A VB —7 xA A LT Quality of Service (QoS; ¥—E AME) HAEEZ A F+— 7 /WIZT HITIX. qos
a<w s REERALET, QSHEEZ A L ¥ —T7 2 A LETT 4 =TT BI0F, ZDav R
D no EAEHEHLET,

qos
no qos
Zoawy ROEF—U— RFERE51IH D EA,

QoS iFA X —T LTI,

Ao H—=T A AT 4 Fal—g

vy FERE J1)y—=x EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
FERALEDFEEE QoSHEENZ a— I T 1 B—T7 VDA, QoS HREIZTXTOA L F—T A ATT 4 E—7
LT,
il WL, A2 —7 x4 AT QoS HEREZR A R—T NI T HHlZ TR LET,
Switch(config-if)# qos
Switch(config-if)#
BEa< R show qos
qos (Fa— L arz4Xal—v gy E—FK)
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M qos account layer2 encapsulation

qos account layer2 encapsulation

Quality of Service (QoS; ¥—E A fE) HETEREINLBM AL M EHEET HIZIEL, qos account
layer2 encapsulation =~ > REZfEH L ET, BINAA FOFEREZT =7 M2 512F, 2=
~ RDno B ZEHLET,

qos account layer2 encapsulation {arpa | dotlq | isl | length len}

no qos account layer2 encapsulation {arpa | dotlq | isl | length len}

BX DA

TI4ILE

avrkE—F

arpa A —H% %y b ARPA 7 E /by FEAIEELET (1831 1),
dotlq 802.1Q 1 7 b y NEERIEELET (2234 1),

isl ISL (AA v FMY 7)) h7Teme iy hEEBELET @8 /31 h),
length [en LET BNy REEEELET, AL 0~ 64 51 F T,

TI7ANVETEH, Py hOIP A~y X —HNOEBECDEX, BLWIEIP N7y hOA—H v b
Ny H—NOREDESOABREFEINET,

Ja—)ary7 4 X¥al—ig v

IV NERE

FERLDEEEE

G¥)

Ll

== EERE
12.1(19)EW Zoavxry FpRHEASRE LR,

Catalyst 4500 3 U — X A A T qos account layer2 encapsulation =~ > F&EHT 25 & [IP N7 v
FERY 7T 58I P ATy PREJTRUEESNIZRSOBET DL IR v
BEREDNERE SIVE T

HEBLPY = —E U 72, #iZA—% %y b ARPA EQMERH SN ET,

fRESNER I, REKROD TS A FIBRR, TXTDIP ANy b aRY v 74
HLAICER SN E T, qos account layer2 encapsulation isl 2352 € SN TV A EAE, ISL b 7+
MEZE S TRESNIZIP N7y FPEZF TR, $XTOIP Ty bR 745 L ST,
48 A NOBEERENEEINET,

ALY == 7T, LAV 2~y F—THREINLRSIHEHINET,

Wi, IP X7y bERY Vo 7T 55412, BNMO 18 A NE2EBETHHERLET,

Switch# config terminal
Switch(conf)# qgos account layer2 encapsulation length 18
Switch (conf)#

WIZ, QoSHERETL A Y2 B 7B WLDEBEEZT 4 =T NMZTHHERLET,

Switch# config terminal
Switch(conf)# no gos account layer2 encapsulation
Switch (conf)#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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qos aggregate-policer W

show interfaces
switchport
switchport block

qos aggregate-policer

L EEHRY S —%2 EFT DL, qos aggregate-policer 2~ & H L E3, Aniflt&E
FIRYHF—2HIERT 2121, Zoa<xr Fono BREMHLET,

qos aggregate-policer name rate burst [conform-action {transmit | drop} |
exceed-action {transmit | drop | policed-dscp-transmit} ]

no qos aggregate-policer name

BX DA

TIHILE

AU R E—FR

name IR —4TT,

rate K bps TH, FRETX DI, 32,000 ~ 32,000,000,000 T,

burst N—=Z ~ A N TY, $5ETE DHMEIE 1,000 ~ 512,000,000 TJ,
conform-action (EE) VL—FRB2BWERICEET 7 v a v 2RELET,
transmit EE) N r—vZEELET,

drop EE) 7y FEBEELET,

exceed-action (f£#) Quality of Service (QoS; —E A WHE) HEBI=HEDT 7

varEBELET,
policed-dscp-transmit (EE) RV 7§ DSCP ~ v FHAL T DSCP Zi%E L £,

F T F I FREFTRO LB TT,
o conform-action — %18

e exceed-action — FEIE

Ja—nN) a7 4¥alb—g

OV FERE

FEREDIEEE

)1)—=R EEAR
12.1(8a)EW ZDa~< KA Catalyst 4500 > U — X A A v FIZEAINE LT,

ZORY) Y=L, BipotmRK)v—~v 7 I IABL R oA v X —T o ATHETE F
TO

Catalyst 4006 A A F1XH K 1,000 HOEK A TR U Y —B X 1L,000 HOH TR Y r—% R — b
L/jzﬁ—o

qos aggregate-policer =~ FZMEMT 5L, K7 v —BXOZOENORY o VB Z R E
TEET, L= FEN=A N RTA=FEANT D&, FEL— FO#HilHIT 32 Kbps ~ 32 Gbps &
720 N—A K YA XOFPHIZ 1T KB ~S512MB £ 720 75,

L— M, R CFEEEE I bps L TANTEET, E72, K211 IR SN TV D HE L
FEMEHAT LB TEET,
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M qos aggregate-policer

#2111 L—HMERBXF

BEXT |9

k 1,000 bps

m 1,000,000 bps

g 1,000,000,000 bps

N—=2 NI, R LTZLBE TS PELTADNTEET, £/, K 2-12 (TS LD HER L
FrERHEHT LI L L TEET,

#212 N—R I ERXF

BEXF |5H

k 1,000 /31 R

m 1,000,000 /34 k

g 1,000,000,000 /31

(GE) "= FU=7OREICL->T, b— MEBHIRENET, ZOD, BIE L7/ A=A MIEBRIHE
MT2MEERRDGERHY £,

BFEOEML — MHIRZEE S5 &, FHATOEHAICIE NVRAM  (REREME RAM) BIORAA v
FOT FIREEINET,

R =22 AT D56, ROMABRANCHENET,

o WR3IXFET,a~z, A~Z, 0~9, FyiaXF (), 7y¥—A27 (), ©UVF KX
T () BEDDHIENTEET,

o MVTFTIHEY., TR_RTHOXATFDTTD Access Control List (ACL; 77 & AHIE Y A k)
T—BThHILENRHY 7,

o MRV I —LIT, KLFTLNXTFEXNLET,

e FJBEIIMHTEEEA,

e F—U—RIFATEERA, FHTE VX —7— NiL, all, default-action, map. help.
B &L O editbuffer T3,

LR —iF, 1 ODERIETBERDOA v F—T oA ATWEHATEET, 2L, bHA X —T =
AADANTIFIE, DA 2 —T 2 A AOHAFAICFR LR b—2@HT L, A v F 7
TV ET2ODRBLFEEOENR Y P —EER L2 L2 ET, HER VP —IZXR TR
VT NG AR EHR L, 1 OONRTGA—=F T OO L H =T 2 ADAN T T 4 v 7 DR
Vv b9 12ODORTA=HIBDA =T 2 ADHNI T 7 4 v 7 DRI 22 T E2LT0
F1, BNV —2EEOA V¥ —T = A AR CFATHEHA LSS, AL vF T mrvr
FIERENDZZORY =D A LV AZ AT 1 DT T,

LR —3WE A X —7 = A ZF 721 VLAN (RA8 LAN) ([S@EH & £9, RUERRY
P—WBA X —T oA ABL P VLAN [ZHEA LG E, Ay F oy =P T2 o058
RHREOEMRY P —%ER LIz L 1ce D £ KRV Y —IZRUKRY o7 RT XA —H %fl
L, 1 DORTA—FIIRESNTHEA L X —T oA A LD NT 747 DOR)V U7 B )
1 ODNRTA—=ZITRESHIZVLAN LD T 7 4 v 7 ORY Lo V2TV ET, ERRY —%
BEDR— SO, FTTEHD VLAN OFRIZHEH LTZGE, A vy F o7 =0y RICERS
NDZDORY P —DA L AH AL 2T,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

BEa<TU R

qoscos M

1 SOERHR Y —Z2 DR — F B L VLAN ([ZR 2 5 H T L-5BE. F%ED 4 085K
RAUH— (ADNFRTHRY Y —%2EGT5TXTOR— M, HWAOFRTHRY —2EGT 59~
ToOR— M, ADWFRTHRY b —%2HLEHT53TO VLAN H, BEXOH I FRTRY —% 3
HT 59T TH VLAN HOERNRY P —) Z/ERLZZ LR £9,

WIZ, QoS BRI U ¥ —723 5K 100,000 bps DR IS J T 10,000 234k DIEH /N—A & YA XZ&7F
AL, 26D L— FEEE LARWGEIZEI ATy ekl Znbo b — Ml LIZGEIC
Ty NeBEETLLORET D ERLET,

Switch(config)# gos aggregate-policer micro-one 100000 10000 conform-action transmit

exceed action drop
Switch(config) #

show qos aggregate policer

qos cos
A B —T A ADT 7 4Lk Class of Service (CoS; V—E R 7T R) A% EFKT HIZIX. qos cos
avy FEERLES, RO FY ZHIRT21CE, Zoaxr Fono BXEHHLET,
qos cos cos_value
no qos cos cos_value
WX D% cos_value {25 —7 = A ADF 74 /v | CoS fACT. FEECE HIME0~7 T,
T4 7 7 4V CoS fHIX 0 TT,
N~
GE)  CoS ELITRE SN EE A,

avY Rk E—F

Ao H—T A AT 4 Fal—3g

vV FERE )1y—2= EEAR
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,
HEALOEESRE  CoSfilt, W LAN KR — h TOLRETEET,
451 WIZ, T 7 # /v b Quality of Service (QoS; ¥ —E AME) CoS % 6 IR ETDHHEZ R LET,
Switch(config-if)# qos cos 6
Switch(config-if)#
BEa< R show qos
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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H qos dbl

qos dbl

A A FC Dynamic Buffer Limiting (DBL) % 7' v —/VL{ZA F2—7 /W T 51X, qosdbl =~
RKEFEALET, DBLEZT 4 E—7 2T 510, Z0a~<wr RO ne IBXEERLET,

qos dbl [buffers {aggressive-flow buffers} | credits {aggressive-flow credits | maximum max} |
exceed-action {ecn | probability percent} | flow {include [layer4-ports] [vlan]}]

no qos dbl [buffers {aggressive-flow buffers} | credits {aggressive-flow credits | maximum max} |
exceed-action {ecn | probability percent} | flow {include [layer4-ports] [vlan]}]

BX DA buffers EE) 77—y 7 7HIREZRELET,
aggressive-flow (TE) B 7n—2EELET,
buffers (EE) BT a—0y 7 78TT, AMEIL 0 ~ 255 TT,
credits TE) £ 7 —B LT RTo7a—07 LYy MIBZEELE T,
credits (EE) £KH7a—07 LYy MITT, ARMEIX 0~ 15 T,
maximum (LE) 3 _XTo7ue—DRKR7 vy y MaEELET,
max (EE) I CTo7u—07 vy METT, A9MEIE 0~ 15 T7,
exceed-action (TE) HIREBX 2G50y b ~—% 0 7 ZEELET,
ecn (LE) BIrieiRisimma s E LE7,
probability EE) "y b ~—% 7 OMEREHRELET,
percent (FEE) mEsRME, AZhEIX 0~ 100 TT,
flow (EE) HIRT 25 7o —24EELET,
include (fEE) V1Y 4R —PFBIOVLAN (KFELAN) 270 —|(ZBINTE %
oL g,
layer4-ports EE) 77—/ Y4 R—Fr2EDFET,
vlan (f£E&) 7u—IZ VLAN &b F9,
TI+ILE F 7 4V FEREIIRD EB Y T,

*  Quality of Service (QoS; »— ¥t Z&'H) DBL 17 4 E—7 LT,
* aggressive-flow buffers 1% 2 IZFXE SN TWET,

o aggressive-flow credits X 2 IZEREINTWET,

o LAY AR—NMTBMINET,

e VLAN [TBMEnE T,

s ISEETOIZ LYy MRFFRSNET,

o 15% DBERERPRESNET,

a<v> K E—FK Jsa—sr\arZ4Falb—g

QS KV v—vv 7 /IR ar74Falb—ay

av >y FER J1y—= FEAR
12.1(13)EW Z O3~ KA Catalyst 4500 V) — X AL v FIZEAINE LT,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

BAEa< >R

qos dscp

qosdscp M

WIZ, AA v FTDBL %27 rn—r WA R2—T MbT D0 %R LET,

Switch(config)# gos dbl
Global DBL enabled
Switch (config) #

WIZ. QoS RV —~vF /T2 a7 4FXal—va F—RTDBL &4 X—7 /Wt 506 %
RLET,

Switch(config)# class-map cl
Switch(config-cmap)# policy pl
Switch(config-pmap)# class cl
Switch(config-pmap-c)# dbl
Switch(config-pmap-c)#

show qos dbl

A B —T A ADT 7 4V b Class of Service (CoS; —E R 7 T R) {H% EFRT HITIL. qos dscp
axy REEALES, DETo=> MY ZHIBRT 212F, Zoa~xy Fono BREEH L ET,

qos dscp dscp_value

no qos dscp dscp_value

BX DA

TI4ILE

ATV R E—FR

dscp_value A HE—T 2 A ADT 74/ DSCPETT, FRETE HMHEIZ0~ 63 TY,

7 /)L DSCP {HI% 0 T4,

AH—T AR AT fFal—vay

IV FERE

Ll

BAEa< kR

))—= EERNE
12.1(8a)EW Z D~ RS Catalyst 4500 ¥ U — R AL v FICHEASINE LTz,

WIZ, 77 4/ b Quality of Service (QoS; ¥ —t 2 fE) DSCP E% 6 (R ET D%~ LET,

Switch(config-if)# qos dscp 6
Switch(config-1if)#

show qos interface
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M qos map cos

qOSs map cos

fEEEINDA ¥ —7 A AD AT Class of Service (CoS; —¥E R 7 F R) /DSCP ~ v B 7 & 7E
FT DL, qosmap cos =2~ REMFHLET, Bt MY ZHIRT 512X, Z0avwr R
DO no EXEHEHLET,

qos map cos cos_values to dscp dscpl

no ¢os map cos to dscp

BX DA

TI4ILE

avYkE—F

cos_values CoSETY, N8 DETD CoS iz AX—ATRY)> THERLET,
to dscp v BT EEFR L, DSCPEEZEELET,
dscpl CoSfHIZ~ v B> /3% DSCPETY, fEETE SMHIX0~ 63 TI,

WDOFRICT 74/ K CoS/DSCP 227 4 Xal—a VRELRLET,

CoS 0 1 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56

Jau—)L a7 4 ¥ alb—g

avy FER

FEREDIEEE

il

BAEa< >R

-2 EERAE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHEASILE LT,

CoS/DSCP ~ » 71Z, (CoS ZEHHT A T-DICRESNTZA L F—T =2 A A ET) X7 > K CoS %
WNES DSCP fEIC~ vy BV 7 LEd, 2D~y 7id, 8 2D CoSTE (0 ~7) BLORZNIZHIET D
DSCPEDT —T N TF, AL v FIZIX 1 2D~y FRH Y 97,

Iz, CoS0 DAT] CoS/DSCP = v ¥’ V' HRET AP E R LET,

Switch(config)# gos map cos 0 to dscp 20
Switch(config) #

WIZ. CoS0 MDAJ) CoS/DSCP <~ v ¥V 5F 4 —7 N T 36 %2 RLET,

Switch(config)# no gos map cos 0 to dscp 20
Switch (config) #

qos map dscp
qos map dscp policed
show qos

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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qos mapdscp M

gos map dscp

DSCP fH%Z BN SN2 EFF = —IZ~v v B> 7 L7 Y, DSCP/Class of Service (CoS; y—E & 7 Z
R) lE~y B L0 T5IE, qosmapdsep 2~ FEMEALET, 7740 MEIZRETIC
X, Zoa~vr RO no BXEHEHLET,

qos map dscp dscp-values to tx-queue queue-id

no qos map dscp dscp-values to cos cos-value

BX DA

T4

avrkE—F

dscp-values Fa—IDIZ~ Y B 79 5DSCPED Y A hTT HHETE HEIZ0~63TT,
to ~ v RERLET,

tx-queue EEX2—ZEELET,

queue-id BEF2—TF, HETELMEE1~4TT,

cos CoSfEAFEE L £,

cos-value =R 7 FATE, FHETELMEIT1I~T7TT,

WDFEIZFT 74/ F DSCP/CoS 2> 7 4 X a2l —arvBEELTRLET,

DSCP 0~7 8§~15 |16 ~23 |24 ~31 |32 ~39 |40 ~47 |48~ 55 |56 ~ 63
CoS 0 1 2 3 4 5 6 7

Ja—)ary7 4 X¥al—ig v

avy FERE Jiy—=x EEAR
12.1(82)EW D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
FREDEEEIE DSCP/CoS v v 7FZ2MHAL T, K& DSCP % & CoS I~y B 7 LET, CoS~ v i, b
T A B =T oA A LOFEEFEHT Y RO ISL (AA v FMU 7)) ~v X —F715802.1Q
A EEAENET, CoS < v 7IZi. 64 o DSCP fEER L N2 ATk 5 CoS fEDT —7
NWEENET, AL v FITF 12O~y 7R H Y 3, CoSHEIZOWTITAK 8 2D DSCP fH%
AR—=ZATKY > TANTEET,
DSCP/ %5 ¥ = — = v 713, & DSCP Az LEF 2 —IZ~v v BV 7 THDIcH o ivE T, &
fEF 2 —I1Z 2V TIIHKK 8 DD DSCP fEE AX—ATRY> TANTEET,
1 WIZ, HJ1DSCP/CoS = v B P HRET HHZ R LET,
Switch(config)# gos map dscp 20 25 to cos 3
Switch (config)#
Iz, 71 DSCP/ #fEF = — 2R ET HHE R LET,
Switch(config)# gos map dscp 20 25 to tx-queue 1
Switch(config) #
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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i

M qos map dscp policed

qos map cos
show qos interface
show qos
tx-queue

gqos map dscp policed

ARV 7 ENTDSCPED, ~—F 7 &7 DSCPE~D~ v ¥ VAR ET 5 I21E, qos map
dscp policed =~ > FAMFHALET, DIETO= > Y ZHIBT 51203, 2022 RO ne B &1f
HLET,

qos map dscp policed dscp_list to dscp policed dscp

no qos map dscp policed

BX DA

T4

avVUkE—F

dscp_list DSCP i Cd, FHETE HMEIZ0~ 63 TT,
to dscp ~ v EERLET,
policed_dscp ~—F% 7 X 7= DSCPETT, FEETE HMHEIZ0~63 TT,

DSCPED~ v B 73T 4 B—T L T9,

Jua—)L a7 4 ¥alb—g

avy FER

FERAEDIEEE

il

)= EERAE
12.1(82)EW Z D= B Catalyst 4500 &V — X 2 A » FIZHASILE LT,

DSCP/ RV 27 Ei7- DSCP = v 7id, AAR 7o —|l@EHIND~—F 7 I 7z DSCP &
ZHBILEST, AA v FIZiX 1 2O~y 700 9,

AN—ZATRGILZ LIZLVEK 8- DD DSCPEAZ AN TE ET,
ARY 7 ENTDSCP X, 1 DA TEET,

V= Ilr AN D Ry N ERET BT, DSCP/ AR Y Vo S ENTZDSCP v v FEREL T, v—F
VITENTEARTy MREE N T T4 v I DORILF 2a—ITEEDLLHIITLET,

WIZ, DO DSCP ZHE—DRY v 7 SN/ DSCPEIC~ vy B 7+ 552 RLET,

Switch(config)# gos map dscp policed 20 25 43 to dscp 4
Switch(config) #

qos map cos
qos map dscp
show qos
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qos rewrite ip dscp M

qos rewrite ip dscp

BX Dk

i
i

TI4ILE

avVkE—F

IP /X% N DSCP EXHZ %A 33— 7 /WIZT HIZIE, qos rewriteipdsep =~ REHEH LET,
IPDSCP HEEHZ 52T 4 E—7MIZTHITE, ZOa~vr FOne FERAEMEH L £,

qos rewrite ip dscp
no qos rewrite ip dscp
Zoa=wy NiZiEFdF—U— RERITBIRIETH Y FHA,

IPDSCP EX 2 13A F—7 NV TT,

Jua—)L a7 4 ¥alb—g

avy FER

FERAEDIEEE

1

EEE=dVAN

)1y—= EERNE
12.2(18)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

IP DSCP #&#a % %5 1 & —7 /1T LT Quality of Service (QoS; ¥—E A WWE) & 7 10— 3 1lA

F—=T VT DL, ROFEPEALET,

e IP /X7 h® Type of Service (ToS; h—E R Z A7) N4 MPEESNEREA,

o Fa—ALTIE~—F T ENH LIET TIZE A &7z DSCP EA T H & vE 9,

o EEF2—B LUV A ¥ 2Class of Service (CoS; V—E R 7 T R) OPWEIZIL., NEHIZHE
ENZDSCP (M v F—T =2 A AEITIVLAN R Y 3 — FOREEMEOH HRE T L12) MEM
ENET, IPXT Yy b A~y —IZHD DSCPIENEXHZ SN EFA,

QoS &5 4 &—T M LA, FE/X7 Y FO CoS BL U DSCP HIFMEFES I, EXHZITES

D EHA,

Wiz, IPDSCP £&x#az #F 4 B—7NWIZT 5 HEEZ R LET,

Switch(config)# no gos rewrite ip dscp
Switch(config) #

qos (Zuo— a7 4 ¥al—varyE—F)
show qos
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M qos trust
gos trust
DA E—T oA AZEFE LTZNT » EHIE L Class of Service (CoS; H—E R 7 F Z) | Type
of Service (ToS; ¥ —E R X A7), BLODSCP NHHEZEEFE L TWD EEFHTEINE Il e
Wolof v E—T oA ADEEREZRET DI, qostrust =~ REfEHLET, A F—
T oA AEBETERWVIREBICHET 212E, Z0a~vr Fon BREHEHLET,
qos trust {cos | device cisco-phone | dscp | extend [cos priority]}
no qos trust {cos | device cisco-phone | dscp | extend [cos priority]}
BXOEHH cos HIE7 L =40 CoS By FAIEFE L, CoS &y b6 N DSCP 4 ittt
T5E5 HRELET
device cisco-phone Cisco IP Phone AR — b~ EOEFTE 245@E L L THRE L £7,
dscp FE/37 » PO ToS By MIDSCPEAEEND Z L AHELET,
extend PC 75718 L 72 Port VLAN ID (PVID) /377 Mk % (5 #HRR 2 15
L/i—aﬂo
cos priority (fEE) PVID /N7y MIRESND CoS F'ITA AV T 4 DfEZEE L £
T, HEETE HHIE0~T T,
TIHILE T 7 ANV NREIXRO LB TH,
e Z'u—/3L Quality of Service (QoS; ¥—E A E) BNA F—T VDA, FHEIFA— N LETT 4
=T TR £7,
e 7 — L QoS NT 4 B—TNDEE ., trust DSCP (IR — h ETA R2—7 02720 £,
e CSTTIAFTUT 4 L ULFT 0T,
AUk E—F AV B—Tzf A AT 4 Fal— gy
vy FERE J1y—2x EZHEAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINE LT,
12.1(1DEW B AEASOEEIEY A — FBSBME I E Lz,
12.1(19)EW 7 734 Z Cisco IP Phone DfEfH A — MBS E Lz,

FHLEDOEESTE EFEREZHRETEI0IE, WELANA VX —T =2 ZADHTT,

T 7 4V FTiE, QoS A F—TINDFE, A v HF—T = A ADFFEIRAEIT untrusted T3, QoS 3
AV HE—T 2 A AETT 4 B—T VIR D L, [FHEREIL trust DSCP IZY &y I ET,

A B —7 = A ZEHIRAED qos trust cos Th H3E | B8 CoS ILFIZHEIF N7 > b CoS (F72i%.
Ry MZE TR WGRIZIEIA v X —T = A ADT 7 4V k CoS) T,

A B —T A ADFHIREEMN qos trustdsep T2V EAE . X 2 U 7 ¢ 5 KL TUQoS Access Control
List (ACL; 77 £ A1 U 2 8) S TIE, WISA X —7 =A ZDSCP WMl S, HE 7 v
@ DSCP (I S v E A,

EtherChannel {IZ& FN DR —F (R—hF Fv /) IZiF, BHEHEMAEZRTELRNTEEN,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

BAEa< kR

Wi, A2 —T A ADEHAIRIER CoS ICRET DM 2R LET,

Switch(config-if)# gos trust cos
Switch(config-if)#

WIZ, A F =7 2 A ZADOFHIRELZ DSCP IZHRET HHl 2R LET,

Switch(config-if)# gos trust dscp
Switch(config-if)#

KIZ, PVID CoS L~V % 6 ICRET DH 4R LET,
Switch(config-if)# qgos trust extend cos 6
Switch(config-if)#

RIZ, CiscoIP Phone Z{EfE CX BT NA AL LTHRET DB RLET,

Switch(config-if)# gos trust device cisco-phone
Switch(config-if)#

qos cos
qos vlan-based
show qos interface

qos trust
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M qos vian-based

gos vlan-based

BX DA

TIHILE

OV Rk E—F

LA¥Y 24 F—7xAAD VLAN (K4 LAN) HA7ZD Quality of Service (QoS; —E X iWEH) %
A X =TT T HITIE, qos vlan-based =~ > RZfEHLET, LAV 2 A% —7=A AD VLAN
HBALDO QoS 2T 4 =7 MZTBI2iE, Zoa~wr RO no BERXEFEHALET,

qos vlan-based

no qos vlan-based

Zoa<wy ROEF—U— RFERE51IIH D EA,

VLAN HA7Z0D QoS 17 4 E—7 /L T7,

Ao H—=T A AT 4 Fal—3g

ATy NERE

HREDIEFRE

1

BAEa< >R

)1)—= ETEAR
12.1(82)EW Z O3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,

VLAN R—ZDFE— R TIE, LA V2 A F—T = A RTKHSAHT HNZR Y o— < o FIRER S
AU QoSIZRET AVLANA & — 7 = A AT bR o — <o A2 L > THEEL £9°,

VLAN Hfi7D QoS X, LA Y2 A X —T =A A LTREIFRETEET,

LAY 240 H—T x4 AZATI QoS AR Y =035t HILTWRWEEA AR — hAS VLAN ~<—
ATREINTWRLTYH, (X7 y FRFEET D) VLAN IZHHUGHTHT 5372 AJ) QoS AR U v —8
biuEnsEHR I ET,

DT 7 FNVEIBRLEELLZWEAITE, LAV 2 A2 —T 2 AT VL—RAKALE—DAS]
QoS RV ¥ —& AT £,

FIFRIZ, LAY 2 A Z—T A ZTH T QoS R Y =G bR TWARWES, R— k2
VLAN R—ATHREIN T2 ThH, X7y b&EEET D) VLAN IZHISHT H=H ) QoS
RY—NbIENMEH SN ET,
IOTT7ANIREELLRVERITE, VAY 2 A0 =T = AT L—ARNF =D
QoS RV v—&RHUSATT £,

LAX3IA L EZ—T oA RAIFIA v H—T oA A RX—R EF—FTJ, LA¥3VLAN A ¥ —
7 = A ALHE 2 VLAN _X— 2 F— R T,

WIZ, LAY 2A 2 H—TxAAD VLAN HNLD QoS %A F—T MIT D ERLET,

Switch(config-if)# gos vlan-based
Switch(config-if)#

qos cos
show qos interface
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redundancy M

redundancy

BX Dk

i
i

TIHILE

avUkE—F

Rz 74 Xalb—Yay = REBTHI00F. Je—Lary 74 Fal—vgy £—F
TO redundancy 1~ > R&EH L £7,

redundancy

Zoa=wy FOEF—U— FEE51 58I 0 ¥ A,

Zoa<wr RIITF 74V MERTEIXHY EHA,

Jua—)L a7 4 ¥alb—g

avy FERE )1)—Xx EERE
12.1(12c)EW Z D a~ s RS Catalyst 4500 2 ) — X A A v F I A S L7 (Catalyst
4507R D H),
FARLOFEFEE LRIV 74Fal—rary E—RE, ALY CPUVTE— RERIBETLOICHVWONET,
AA 2 CPU BT E— REBLBET DL LRy 7 4 ¥ ab—r 3 £ — FT main-cpu 2 v F
ZREHLET,
AA L CPU B TE— R, 2 0DZ—NRA Y 2o Vr FORERZFH CTRBTL20ICHNON
g‘tj‘o
auto-sync 2~ RiX, A4 CPU %7 %E— Kb NVRAM (RHEHME RAM) N7 4 X
L—yary Z7ANVORBRIEZ A X—T I LET,
WREET 4 B—7 T HICE no 2~y FEFEHLET, ILREZ7T =7 ML Thb, BY
TRAEAX—TNMITDE, A vy FIET 74V FOTLEREICREY £7°,
MEary74F¥a2l—vary T—REKTTHI03, exita~v> FEFEHLET,
£l WIZ, WRE— FZBT 02 R LET,
Switch(config)# redundancy
Switch (config-r)#
WIZ, A4 CPUYTE— RERMBT 262 RLET,
Switch(config)# redundancy
Switch(config-red)# main-cpu
Switch(config-r-mc)#
A=AV auto-sync
main-cpu
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M redundancy force-switchover

redundancy force-switchover

BX DA

TIH4ILE

avrvkE—F

A=A YW 2 D BT IT 4 TN AY A ZEERIIZYI Y B % 5121%, redundancy
force-switchover =~ > RZ&fFfH L £,

redundancy force-switchover

Zoa~vy FLEF—U— FEZIIBIEIEH D XA,

ZDavwr RIZT 74NV FEREEXHY THA,

EXEC

avy FER

FREDIEFRE

Ll

BAEa< >R

)y—=x EEAR
12.1(12c)EW Z D m~ R Catalyst45003 U — X A A » FITEA S HUE L7z (Catalyst
4507R D),

ZDa~wy REMHT 2HEIZ, [Catalyst 4500 Series Switch Cisco 10S Software Configuration Guide]
[Performing a Software Upgrade] # &ML T, I HIZFELWEFREZAFL T ZE W,

redundancy force-switchover =1~ > RiE, TTRA—/ A HF 2o DL OFEY Y B2 21TV ET,
TLRA=NSNA P P 0E, CiscolOS A A=V ZFATTHH LT 77T 47 A=, =
VARV ET, EVa—MEV kY FENET,

URIOT 7T 4 7 A=A P 2o D URH LA A=V THEE S, AFX 3, Z—331
ARV fa A = S S

WIZ, TIT AT A=A P D UDH AL N, A=A Y o D NI FETY Y B2
LHHlERLET,

Switch# redundancy force-switchover
Switch#

redundancy
show redundancy
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redundancy reload W

redundancy reload

A=A Y 2P d 1 DEFH S Z5E$IIC U 2 — K9 5121, redundancy reload =~ >
NEEHLET,

redundancy reload {peer | shelf}

¥ DERBA peer V7 2=y b a—RFLET,
shelf T DAR—=INA Y 2D HREH L ET,
T4 Zoavwr RZT 74V MREEH D FH A,
avYkE—FK EXEC
av Y FBE yy—= EERNA
12.1(12c)EW ZDa~ 2 R Catalyst 45003 U — X A A » FITEA S FUE L 7= (Catalyst
4507R DH),

FRALEDIEEIE Zoawy REFERT 2E1Z. [ Catalyst 4500 Series Switch Cisco 10S Software Configuration Guide] @
[Performing a Software Upgrade] #ZM 1L T, I HIZFELWEREZAFL T ZE N,

redundancy reload shelf =T~ > R, Wi HDA— AL P 2o DU aHEBLET, £22—00F
Uty hahET,

1 WIZ, —HEREFBMFOA—=RAA Y 2o P2 FH T rn— R 562 R~ LET,

Switch# redundancy reload shelf
Switch#

BEa< >k redundancy
show redundancy

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M remote login module

remote login module

BFEDEY 22—/ U E— b LT 51213, remote login module =27 ( ¥ = L —33 2 2=
VREERLET,

remote login module mod

BX DA

TIHILE

mod a<w ROX—4Fy N BV a—)b

Zoa<wr RIITF 74V MERTEIXHY EH A,

avY R E—F A F—T

vy FERE Jy—=x EEAR
12.1(19)EW Zoawy FREASHELE,

FERALEDIEEE Zoa<r RAEAINS DX, Catalystd4500 >V —X A v F DT IV HAF—FTxdf TV a—
NDHTT,
mod DHIMAEIX, FEATH vy —IZ X o TRV 7, =& 2IE, Catalyst 4006 > ¥ — 2 % fE
LTWAHE, BV 2— A OFMEIE2~6 TY, 4507R ¥ — T A LTV 254, AAEE
3~77TY,
remote login module mod =~ > K& FEITTH L. 7v 7 S Gateway# ICZED Y £,
remote login module =~ > R, session module mod =~ > N33 L. () attach module mod =2~ > K &
IEJEVC\‘@—O

£l WIZ, T7FBAF—=bUxf TV a— W VE—"Nnbual A 3502 R"LET,

EEa~< R

Switch# remote login module 5
Attaching console to module 5
Type 'exit' at the remote prompt to end the session

Gateway>

attach module
session module
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remote-span M

remote-span

BX DA

TI4ILE

AUk E—F

VLAN ({if8 LAN) % Remote SPAN (RSPAN) VLAN (ZZE#i3" 5 |Z1E, remote-span =1~ > R % fif
ML %7, RSPAN VLAN % VLAN IZZEHT 521X, ZDa<vr RO no JERAMHH L ET,

remote-span

no remote-span

Zoa~vy FiLEF—U— FEZIIEIEIEH D A,

RSPAN |35 4 £ —7 /LT,

VLAN 27 4 ¥ ab— 3

avy FER

1

BEa<T R

)1y—2= EERNE
12.1(20)EW D3~ KA Catalyst 4500 & U — X AL v FIZEAINE LT,

IZ. VLAN % RSPAN VLAN [ZZEH & A 2R L £,

Switch# config terminal
Switch(config)# vlan 20
Switch(config-vlan)# remote-span
Switch(config-vlan)# end

Switch#

monitor session
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M renew ip dhcp snooping database

renew ip dhcp snooping database

DHCP A VT 4 7 T —H_X—X%EHHT 5HIZIL. renew ip dhep snooping database =~ > K%
AL ET,

renew ip dhcp snooping database [validation none] [url]

X DERBEA validation none (&) URL CHEESINT7 7 A VORNRIZKISAT T N F =y 7o %k
MAEL7Z2WE S IZfREL £,
url EE) StrABDEIT T T 7 ANV ERELET,
FI4IL b+ ZPawy RIZT 740 FREIIH D FH AL
avY R E—F A % —7 )L EXEC
avy FERE Jy—x EHRNE
12.1(19)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICEASNE LTz,

FRALOEEEIE URL ZHEELARWVWEGEEIL. RESNTZ URL LD T 7 A VHtHRAFHNTITEINE T,

151 KIZ, Cyclic Redundancy Check (CRC; K[EITTEMRE) T = v 7 #4HME L C, DHCP XA VT 4 > 7
TR R—AEBHTHHE2RLET,

Switch# renew ip dhcp snooping database validation none
Switch#

BEavTY R ip dhep snooping
ip dhcp snooping binding
ip dhcp snooping information option
ip dhcp snooping trust
ip dhcp snooping vlan
show ip dhcp snooping
show ip dhcp snooping binding
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reset

BX DA

T4

avykE—F

reset W

FLLSEHEL LD & L7 VLAN (AR LAN) T—F _R—2 & {# L, VLAN 27 4 X2 b — 3
v E— REET D, F-. BAEBEH L TS VLAN T —2 X=X LEUCIZRD X )T, FHizic
BELELIEL WD T—FR_R—=2%2 Ty b TDHEIIEHRET DI reset 2~ FEEHLF
—gﬂo

reset

Zoa<y REF—U— FEZITEI8EH 0 XA,

ZDawy RIZT 74V MREIEXH D FH A,

VLAN 227 4 Fal—Ta v

av Y FERE )1)—2 EERAR
12.1(82)EW DA~ R Catalyst 4500 U — X AA v FIZHASHE L,
i WIZ, FITIZREL LD & LTWD VLAN 7 — X X=X ZBHED VLAN 7 —F X—Z |2V & v b
T oA R LET,
Switch(vlan-config)# reset
RESET completed.
Switch(vlan-config)#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Wl revision

revision
MST a7 4 FXalb—vay JEVa U BFEEERET HITIL, revision 2~ REMFHLET,
T4 NOBREICETICE. 20a~<2y RO no JBERXAHFHLET,
revision version
no revision
XX DEREA version AT 4 FXalb—var eV sFGTTTHEAETE HHIZ0~65,535T7,
T4+ VEYary R=Ua I 0ICHESNTWVWET,

avVUkE—F

MST=2> 7 X2l —T gy

avy FER

FERAEDIEEE

A

)1)—Xx
12.1(12c)EW

EERNE
D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

AT 44X alb—a IR THEN. Y Y a3 VBRESNRERD 2 OO Catalyst 4500 U — X
Ay FiX, TNTN2O0RRDV—Va B ToEExbNET,

IE

1

MST 2> 7 4 Falb—vay VEVa VEEERET DHDIT revision 2~ REEHTIHEIC
TEENMNETT, REZMEZDE, A v FIF o2 —Va VIZEPMILTLENET,

WIZ, arv74FXal—vary IevarBereRETH0E2RLET,

Switch(config-mst)# revision 5
Switch(config-mst) #

instance

name

show spanning-tree mst
spanning-tree mst configuration
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service-policy W

service-policy

RV v— =T oA ¥ —T A AIKHEAT 5 X D IZERET 5 I2I1, service-policy =~ > R&{H
HALET, RV — v 7oA =T =2 ZADLHIRT221E, Z0a<> RO no B &M
LET,

service-policy {input | output} policy-map name

no service-policy {input | output} policy-map name

BX DA

TI4ILE

Ok E—F

input AR = <o T HfRELET,
output HORY — = FHIEELET,
policy-map name DIRNCHRESNTZRY — <~ v TOLEITT,

R v—=o 13 A v F—T7 oA AZHIMHT I ERE A,

Ao H—T A AT 4 Fal— g

ATy NERE

1

BEa<TU R

-2 EERAE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,

Wi, RV =~y T %77 AN A =Ry b A F =T = A AT 2B 2R LET,

Switch(config)# interface fastethernet 5/20
Switch(config-if)# service-policy input pmapl
Switch(config-if)#

class-map
policy-map
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Wl session module

session module

BEDEY 2— /LY ET— F O 521X, sessionmodule =7 4 ¥ b —3 g a<w K
EHEAHLET,

session module mod

BX DA

TIHILE

mod a<w ROX—4Fy N BV a—)b

ZDavwr RIZT 74V FEREEXH Y THA,

avY K E—F A F—T
avy FERE J1y—=x EERNE
12.1(19)EW Zoavy FPREASRELL,
FERALEDIEEE Zoa<r RNEAINSOE, Catalystd4500 >V —X A v F DT IV HEAF—FTxf TV a—
NDIHRTT,
mod DAZMEIL, AT DL v —UIZ K-> TRRY £9, 72& 2T, Catalyst 4006 > v — 2 Z i ]
LTWoGE, BV 2 —/LORMEIZ2~6 TT, 4507R ¥ ¥ — LV EEH L TV HI5EG. ARIEIT
3~77T9,
session module mod 2~ > R&EITT5H &, 717 M Gateway# (B DY 7,
session ¥ > R, attach module mod =~ > N3 X (Fremote login module mod =~ > R & [6] U T9,
51 WIZ, T7FA = oz TV 2NV E— Db T A T 560%E2RLET,

Switch# session module 5
Attaching console to module 5
Type 'exit' at the remote prompt to end the session

Gateway>

attach module
remote login module
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shape

shape W

AVE—T2ARAED NI T 47 x— T EBET HITIL, shape =2~ REFERALET,
N7 47 ve—Yr T EHIRTAIZIE. 2Oavr RO ne BREEMALET,

shape [rate] [percent]

no shape [rate] [percent]

BX Dk

i
i

TIHILE

avVkE—F

rate EE) b7 74 v 7 ==V IO L— NERELET, ARhe#bH
1% 16,000 ~ 1,000,000,000 T3, RA 7 4 v 7 ZAKEE k. m, g IHEE
T, IMEREHEHTEET,

percent HEE) b o7 4w v x—E U OMECEEZELET,

FIFNITRT T4y P o— L TIEREINTHWERA,

A B —T oA AEEF2—ar 74 X2l —2 a2y F—F

avy FKERE J1y—=x FHEHAR
12.2(18)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEAINE LT,
FRAEDIEEE FNT7T7 47 2= IE T _RTCOR— b ETHERRET, HEo LREZFHE L ET,
vx—E 7O LER% Catalyst 4500 Supervisor Engine V. (WS-X4516) A IZ5% € L1286, BiAMN%
HELEVHEEND Ny b A ANREEENTZVTDE, PEDY=2—VE T v I T7 497 L—
FREHRENBNZERBHYET, AZ T ASICOLER— MBIy 7 FL—r FHR—BZ
Bifi L CWAR—K ET, 8 AHEY b (B) Uk =z—t 2 L— ERETHE, N7 4 —
VU ADBRBL WEREBIZE S TIEEREIN2NZ DR H D FT, Ny I T L —2DOFHR— MIE
VG L TCWAR— FERIFA—NNASSA T = P DFHR— K LT, 51 AHy b (B) Lk
DY —Y T L— NeBRETHE N T —v L ZADRL VB> TITER I NN L
NHOET,
WIZ, Ny 7 T —ICEEER L TWAER— FofilzrLET,
 Supervisor Engine II+, 1II, IV, BXOV LO7 » 7V 7 FH—F
e WS-X4306-GB £ = —/L LD R— |
e WS-X4232-GB-RJ £V 2 —/L D 2 5D 1000BASE-X R— |k
e WS-X4418-GB £ = — /L FORHID 2 SO FE— k
e WS-X4412-2GB-TX EY =—/L LD 2 5@ 1000BASE-X 7" — |k
WIZ 24 R—F EVa2a—ABLOLR—F EV2a—LDTXTOR— MIAZ 7 ASIC TLE(L
INTVWET, AF¥ T ASIC TEZEALINTNER— FOFZRLET,
e WS-X4148-RJ45 ¥ =2 —/L D 10/100 R— b
e WS-X4124-GB-RJ45 =¥ = —/L ™ 10/100/1000 FR—
e WS-X4448-GB-RJ45 & = — /L _FE® 10/100/1000 F—
A2005 4F 1 HBIE, HARTOIREETERL
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show access-group mode interface

151 WIZ, A ¥ —7 xA R fastethernet3/1 [T KRR (70%) Z2RETHHIZRLET,

Switch
Switch
Switch
Switch

config)# interface fastethernet3/1
config-if)# tx-queue 3
config-if-tx-queue)# shape 70m
config-if-tx-queue)#

show access-group mode interface

LAY2 AL H—7xAAD Access Control List (ACL; 7 7 & A V) A b)) REZFRT DI,
show access-group mode interface =~ > & H L F7,

show access-group mode interface [interface interface-number]

XX DEREA interface (FEE) A v ¥ —7=A R XA 7 TT, AEMEIT ethernet, fastethernet,
gigabitethernet, tengigabitethernet, port-channel T3,

interface-number () A v X —T 2 A AFKETT.

TI#AIE ZDavwy NZTF 740 bRETH Y EHA,

aAvU kR E—F A F—7 L EXEC

av Y FERE Jy—2= EERNE
12.1(19)EW Z Dz~ KA Catalyst 4500 & U — X AA v FIZEAINLE LT,
12.2(25)EW WFTEYy A —=FF vy b A F—T A A Catalyst4500 >V — X

A Y TFITEAINE LT,

FERLEDEEFRE A FESOAMEE, EHT0 v —2ick o TERRY £,

151 WIZ, £ F—T A % fa6/l D ACLHTEXFHRTHHEZ T LET,

Switch# show access-group mode interface fa6/1
Interface FastEtherneté6/1:

Access group mode is: merge
Switch#

BEIT R access-group mode

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show adjacency W

show adjacency

VAY3IAL v F U THET — T N T D15 Z R RT 5113, show adjacency =~ K& f#
L/ij—o

show adjacency [{interface interface-number} | {null interface-number} | {port-channel number} |
{vlan vian-id} | detail | internal | summary]

BX DA

interface UEE) A v ¥ —TxA R XA, BHEIX ethernet, fastethernet,
gigabitethernet, tengigabitethernet, pos, ge-wan, atm T,
interface-number EB) Va2 VBIOWR—r0FEET, AEICONTE, [FEHED

EESH] 22RLTZE0,

null interface-number EE) VA Z—TxoA AFRELET, A%NMEIZO0 TT,

port-channel number EE) Fy VA v X —T oA AZHEELET, AEIL 1 ~ 256 T,
RETEXDHA VX —T =— ADKKREIT 64 TT,

TIHILE

vlan vian-id (&) VLAN ({48 LAN) ZHEE L7, AZMHEIE 1 ~ 4,094 T,
detail UEE) e barOFEMB IO A ~—ICBT I HEHREERLET,
internal (EE) W7 — 2 s c T oW E R R LET,

summary (&) CEF BEiE@RoMEL2F R LET,

ZDavwy RIZT 74NV FEREEXH Y THA,

AT K E—FK EXEC
av Y FERE J1y—=x EERNE
12.2(25)EW 0XHTEy b A=Y Ry A F—T oA A BIMINE L,
FRALOFESIE  interface-number BFIFT Y 2 — VB X OFR— FNEFERE LE T, interface-number DA ZNMEIT, 5
EENTA I =T 2 A X IAT BIOHHT Ly =V a— Mo TRARD ET, 12
L2 XA EY P A=V Ry b A F—T A AZBEL, 13 Ay b vy —12 48 K— b
10/100 BASE-T A —# X v b FEVa—ARNEHIN TV L8, TV a— B SOAMEL 1 ~
13, N— FESOHENMEIL1 ~48 TT,
N=RT =T LAY 3 AL v F UV BEEREHERIL. 60 IR CHEI T SLET,
WDIE#RIT. show adjacency =~ > NIZEHENET,
e FubhaAf L H—Tx AR
s AU —T A RALETRESNIN—T 47 T bhay 247
o A UH—TxARXAT KLR
o FEHINTBEE~DOER T E
o BEEL—ZDMAC (AT 47 77 EAH#E) 7L
o BEEEEEGSBEET — T VDD £ TORFM, BEET T A D L Xy IS
LTCRILARZ AN Ry T2FEHTLILERSH Y £7°,
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show adjacency

£l WIZ, WEEEHREETT 0 2R LET,
Switch# show adjacency
Protocol Interface Address
IP FastEthernet2/3 172.20.52.1(3045)
P FastEthernet2/3 172.20.52.22(11)
Switch#

WRIZ, BREEHROMELFRTT 02 L ET,

Switch# show adjacency summary
Adjacency Table has 2 adjacencies

Interface Adjacency Count
FastEthernet2/3 2
Switch#

w2, 7 b ANVOFEMBLOS A ~—ICHT 2 EREF ST D02 R L ET,

Switch# show adjacency detail

Protocol Interface Address

IP FastEthernet2/3 172.20.52.1(3045)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00605C865B2800D0OBBOF980B0800
ARP 03:58:12

IP FastEthernet2/3 172.20.52.22(11)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00801C93804000D0OBBOF980B0800
ARP 03:58:06

Switch#

WIZ, BFEDA » F—T = A ADOBEERE TR T D0 E2RLET,

Switch# show adjacency fastethernet2/3

Protocol Interface Address
IP FastEthernet2/3 172.20.52.1(3045)
Ip FastEthernet2/3 172.20.52.22(11)
Switch#

BEav UK debug adjacency

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show arp access-list Il

show arp access-list

Address Resolution Protocol (ARP) 77 & A U R F DA R RT 5121, showarp =2~ Rl
HLET,

show arp access-list

BX DA ZOavwy RIZEF—v— REZEEEH Y A,
TI#4IE ZDawy RZT 740 hEEERH Y FH A,
avVkE—F EXEC
av Yy FEE )1y—= EEHNE
12.1(19)EW Z D~ KA Catalyst 4500 > ) — X A4 » FICHAINE LTz,
1 WIZ, A A~ F D ARP Access Control List(ACL; 7 27 & A Kl U 2 M) IEH 2 Fr+ 50127 LET,

Switch# show arp access-list

ARP access list rose
permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

BEa<v KR access-group mode
arp access-list
ip arp inspection filter vlan

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Wl show auto install status

show auto install status

HEl A L A ML —32 9V DRAT—HF A% KT 51214, show auto install status =~ > RZfEH L %
j‘o

show auto install status

X DEREA ZDawy NZEF—U— NEITFIEITH D A,
T4 oA~y NIT 74V FRETH Y £H A,
aAvU kR E—F A F—7 L EXEC
av Y FERE J1yy—= EZHERAR
12.2(20)EW D3~ KA Catalyst 4500 'V — X AL v FIZEAINE LT,
1 YRIZ. Trivial File Transfer Protocol (TFTP; fi5 7 7 A NMiink7' e ha) O IP 7 KL A& FKR LT,
HHEAAL T WNTFIP Y — "5 a7 4 Xal—valr 77 A NEREBELTWAENE I NEER
ToHERLET,
Switch# show auto install status
Status : Downloading config file
DHCP Server : 20.0.0.1
TFTP Server : 30.0.0.3

Config File Fetched : Undetermined

FTROBEHIOIP 7 RLRAFHABIA VA M — 3 VERT A —ATE, 2FBDHOIP 7 KL &
X, 274X a2l —vary 7y A NERET D TFTP —/3T9,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show auto qos

BWH STV D Auto-Quality of Service (BE) [QoS; —E RWE] ) REEZRRT AITIL, show
auto qos =—V EXEC 2~ > R&fHL £,

show auto qos M

show auto qos [interface [interface-id]] [ {begin | exclude | include} expression]

BX Dk

i
i

Ok E—F

interface interface-id

LE) BESNTEA v E—T oA AFFIFTR_RTDOAL X —T A AD
Auto-QoS 1HHREERLET, BRA LV F—T oA ATYHEFR— N &
‘/C:“a‘o

begin (f£E) expression & —ET 2T DR R-ZHMBLET,
exclude (fI:E) expression & — T HIT& I L ET,

include ({EE) $8E Sz expression & — T 51725 HFET,
expression (EE) 2RAA > e LTHEHATIHAIRNOKX T,

A %—7 )L EXEC

ATy NERE

FREDIEFRE

)=

ZENE

12.1(19)EW

D3~ K Catalyst 4500 V) — X AL v FIZEAINE LT,

show auto qos interface interface-id =~ > RiX Auto-QoS DEREZF /R LETH, 2 —HFNITo 723
EOEHLIL, AAREETH> THRRENET A,

Auto-QoS DFEEZ T 5 A[REME D H 2 QoS R EDHEHREZ X IRT DT, ROVWTIrDa~r R

ZHHLET,

¢ show qos

¢ show qos map

* show qos interface interface-id

¢ show running-config

LFHNTIHRLTF /TR BIENE T, 72 & 2 iE, exclude output & AJJ L7255 output % &
TATIXFOR SN EFAD, Output ZETITIIERSNET,

| OL-6661-01-J
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M show auto qos

£l RIZ, Auto-QoS 234 R — 7 VIR E STV D45 D show auto qos 2~ > ROl Z7R L E T,

Switch# show auto gos

00:00:55:gos

00:00:56:gos map cos 3 to dscp 26
00:00:57:gos map cos 5 to dscp 46
00:00:58:gos map dscp 16 to tx-queue 1
00:00:58:gos map dscp 32 to tx-queue 1
00:00:58:gos dbl

00:00:59:policy-map autogos-voip-policy
00:00:59: class class-default
00:00:59: dbl

00:00:59:interface GigabitEthernetl/1
00:00:59: gos trust device cisco-phone
00:00:59: gos trust cos

00:00:59: tx-queue 3

00:00:59: priority high

00:00:59: shape percent 70

00:00:59: service-policy output autogos-voip-policyend

XIZ., auto qos voip cisco-phone 1 > ¥ —T = A X 2T fFal—Yary avr NxASLEY
£ @ show auto qos interface =~ > KO HFlZ R L ET,

Switch# show auto gos interface

Initial configuration applied by AutoQoS:
|

interface GigabitEthernetl/1

gos trust device cisco-phone

gos trust cos

tx-queue 3

priority high

shape percent 70

service-policy output autogos-voip-policy
!

interface GigabitEthernetl/2

gos trust device cisco-phone

gos trust cos

tx-queue 3

priority high

shape percent 70

service-policy output autogos-voip-policy

KIZ. auto qos voip cisco-phone 1 > —7 = A X AT 4 Fal— gy avwry Fe ALY
£ @ show auto qos interface gigabitethernetl/1 =~ > FOH Il %R~ L E 7,

Switch# show auto gos interface gigabitethernetl/1l
Initial configuration applied by AutoQoS:

!

interface GigabitEthernetl/1

gos trust device cisco-phone

gos trust cos

tx-queue 3

priority high

shape percent 70

service-policy output autogos-voip-policy

WIZ, Auto-QoS VT 4 BE—TVICERE S LTV D5 D show auto qos 2~ > RO #l %R L E
‘j‘o

Switch# show auto gos
AutoQoS is disabled

BEav YR auto qos voip

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show bootflash: W

show bootflash:

bootflash: 7 7 A /L ¥ AT AZBT B 1F M A2 £ ~T HI21%, show bootflash: =~ R&fEH L F 3,

show bootflash: [all | chips | filesys]

BX DA

TI4ILE

all (TR R TRTO7 Iy v alEREERLET,
chips (B 79 via FurBReFrLET,
filesys (TR 774N VAT AERERFZLET,

ZDavy RIZTF 74V bREEH Y £H A,

avU Rk E—F EXEC
OV FERE )1)—=2 EERAE
12.1(8a)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICEASINE LTz,
!l WIZ, Z7 AN VAT b AT =2 AMERERRZT 2062~ LET,
Switch> show bootflash: filesys
———————— FILE SYSTEM STATUS --------
Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0
Switch>
WIZ, VAT b A A=VIEREFRT DB 2R L ET,
Switch> show bootflash:
-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name
1 image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 c4-boot-mz
2 image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49 rp.halley
Switch>
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Wl show bootflash:

WIZ, TXTOT =7 T v v atffieRrnd dhlarLET,

Switch> show bootflash: all

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 c4-boot-
mz

2 .. image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49 rp.halley

6456088 bytes available (9534696 bytes used)

77777777 FILE SYSTEM STATUS --------

Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switchs>

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show bootvar W

show bootvar

BOOT BRIBEZAHIE R A2 3273 511X, show bootvar =~ > RZ&ZfHEH L £,

show bootvar

X DA Zoawy RZEF—U— REEE51KEH Y A,
TI+ILE ZDa~wry RIZT 74V bREIEH D FH AL
avY Rk E—F A % —7 )L EXEC
avy FERE Jyy—x FERNE
12.1(8a)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,
i I, BOOT BREEZAMIG M A FrnT 202" L £,

Switch# show bootvar

BOOT variable = sup:1;

CONFIG_FILE variable does not exist
BOOTLDR variable does not exist
Configuration register is 0x0
Switch#

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show cdp neighbors

show cdp neighbors

CDP IZ & » TIRER ST BEE 1T BT MG @ 2 K9 2 121X, show cdp neighbors =~ > F
AEHALET,

show cdp neighbors [type number] [detail]

BX DA

TI4ILE

ATV E—FR

type (ER) BERFRE oA N SN v =T = A A I T A
ZhME 1L ethernet, fastethernet, gigabitethernet, tengigabitethernet, port-channel,
vlan T,

number (EE) BEREREFR ST A NTHR S NToA V2 —T = AEKH

detail EE) x> hT—2 T RUVA A X —TbEni=7a kan, REFRERH,

T U =T N=Vara@dhlo A NCHET DREMEREF R LET

ZPawy RIZT 740 FREITH D FH AL

A F*—7 )L EXEC

av Y FERE

FERLDIEEE

1

)—=x EERR
12.2(25)EW WWXTEy b A=Yy b AU F—T A ZABIMSNE LT,

vlan &% — U — RJX, Supervisor Engine 2 Z 58 L 7= Catalyst 4500 'V —X 2 A v FTHKR— =
7,

port-channel fE13 0 ~ 282 T, 257 ~ 282 OfEIL CSM B LN FWSM TDOH, hR—rInFE T,

WIZ, CDP A NPT L ME R T D02  LET,

Switch# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
lab-7206 Eth 0 157 R 7206 VXR Fas 0/0/0
lab-as5300-1 Eth 0 163 R AS5300 Fas 0
lab-as5300-2 Eth 0 159 R AS5300 Eth 0
lab-as5300-3 Eth 0 122 R AS5300 Eth 0
lab-as5300-4 Eth 0 132 R AS5300 Fas 0/0
lab-3621 Eth 0 140 R S 3631-telcoFas 0/0
008024 2758E0 Eth 0 132 T CAT3000 1/2

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show cdp neighbors W

F2-1312, ZOPITRREIND T 4 —/V FOFHAZRLET,

%2 2-13  show cdp neighbors ® 7 4 —)L KDERHA

T4—ILF E&

Device ID BRESNTID FAD . MAC (AT 47 727 v A#l#) 7 RLA, £7213x
A NEBEOVY TAE S

Local Intrfce (B—=AN A Z =T A A) HEFERICEVERISND T e han

Holdtme (PRFFRER]) BIAEDEEE NS CDP 7 KX A REBEFT HANCEGE L —F DD
CDP 7 R/Z A X% rFi$ DR BALORFH D5 &,

Capability EE T SN HBAED — R, 2 O3B X A 713 CDP R A /N T — 7 LT FoR
SNET, AREREITKRDOLEIBY TT,
R—/L—%

T— U AXTL N T oY
B—#EmL—T 7 7V v
S—AA vF
H—&AFb

I — Internet Group Management Protocol (IGMP) i

r— JE—%—
P — 7ERG
Platform HEE O R
Port ID EEOTT FaLBLOR— FDEFS

WIZ, CDP 1A BT 2afilE e 24 o012 R L £,

Switch# show cdp neighbors detail
Device ID: lab-7206
Entry address (es) :
IP address: 172.19.169.83
Platform: cisco 7206VXR, Capabilities: Router
Interface: Ethernet0, Port ID (outgoing port): FastEthernet0/0/0
Holdtime : 123 sec

Version :

Cisco Internetwork Operating System Software

IOS (tm) 5800 Software (C5800-P4-M), Version 12.1(2)
Copyright (c) 1986-2002 by Cisco Systems, Inc.

advertisement version: 2
Duplex: half

Device ID: lab-as5300-1
Entry address (es) :
IP address: 172.19.169.87

Switch#

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show cdp neighbors

F£2-1412, ZOPITRREIND T 4 — /L FOFAZRLET,

52 214 show cdp neighbors ® 7 ¢ —JL KD EE#A% 5% ER

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX

J4—ILF &

Device ID FANEEOLRH, BLXORZOHEED MAC 7 KL AEE YT
WS

Entry address(es) RANEFEOR Yy hU—2 T RLZADY X b

[network protocol] address

A NEEOX Y NT—2 7 KL A, 7 KL AZIP, IPX, AppleTalk,
DECnet, F721X CLNS 7' h a2 /L DA CRILTEET,

Platform A NEFOR AL B L OEE

Capabilities FIANRDIEFLE AT, ZOEFIINV—2, T oY KT AT
Ly s 7Y oV RETRN—T AT TV P, AL vF, KA
b, IGMP ¥, F-13) =X —ICRH LN TEET,

Interface HEOEE o7 a harBIOEKR— boF e

Holdtime BUEDIEED CDP 7 RANF A X & FERET DHHIIEE NV —F O CDP
T RANE A REARFET 2R ORI O 7% &,

Version FIANNIEECHEET AT by 2T R—=T g

advertisement version

CDP 7 R34 A R STV D CDP D/3—V 3 &

Duplex

BUEDIEE & 2 A NEEMOEROT 27 Ly 7 A A7 — |

show cdp (Cisco I0S D~ == 7 L% Z M)

show cdp entry (Cisco I0S D~ == 7 /L&)
show cdp interface (Cisco [0S D~ == 7 /L %% [H)
show cdp traffic (Cisco I0S D~ == 7 /L& &)
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show class-map W

show class-map

7T A <y INEREFRT HITIL, show class-map 2~ > REFHLET,

show class-map class_name

X DA class_name V5 2~ TH T
TI+IE ZDa~wy RIZT 74V bREIEXH D FH AL
AU K E—F A % —7 )V EXEC
avy FERE Jyy—x FERNE

12.1(8a)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,
i WIZ, TRTDITASyTIZElT D7 TR~y TERER T DR LET,

Switch# show class-map
Class Map match-any class-default (id 0)
Match any
Class Map match-any class-simple (id 2)
Match any
Class Map match-all ipp5 (id 1)
Match ip precedence 5
Class Map match-all agg-2 (id 3)
Switch#

WIZ, FEDI FA =y Tl T L7 7 A~y TEREFRRT LB 2 RLET,

Switch# show class-map ipp5
Class Map match-all ipp5 (id 1)

Match ip precedence 5
Switch#

BEa<YY R class-map
show policy-map
show policy-map interface

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show diagnostic content

show diagnostic content

BT APMBIOTRTOEY 2= DT A ID, 7 A Mtk XLOV R — bRHEHOT 2 b L
~UUIZEET D7 A MES A FRT HI2IL, show diagnostic content 2~ > REHH L E 7,

show diagnostic content module {all | num}

BX DA

T4

all VX =Y EOTRTCOEY 2V EFRRLET,
num EV2—NLEFEETT,

ZDawy RIZT 74V MREIEXH D FHA,

av Rk E—F EXEC
av Yy FERE )1)y—=x EENA
12.2(20)EWA Z D3 K Catalyst 4500 'V — X AL v FITEAINE LT,
451 WIZ, V% —YDFTRTDEYV2— DT A AL —F, FE=Z VLT L Z—LEBLOT X

MEMEE TR D62 L ET

Switch# show diagnostic content module all
module 1:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA

P/V/* - Per port test / Per device test / NA

D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
m/* - Mandatory bootup test, can't be bypassed / NA
o/* - Ongoing test, always active / NA

Testing Interval

ID Test Name Attributes (day hh:mm:ss.ms)
1) supervisor-bootup ----------------------- > **¥DkkkkT** not configured
2) packet-memory-bootup -------------------- > **¥DE*kkET % not configured
3) packet-memory-ongoing ------------------- > k*N****T*0 not configured
module 6:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA

P/V/* - Per port test / Per device test / NA

D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
m/* - Mandatory bootup test, can't be bypassed / NA
o/* - Ongoing test, always active / NA
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show diagnostic result module W

Testing Interval

ID Test Name Attributes (day hh:mm:ss.ms)
1) linecard-online-diag -------------------- > **¥DkkkkT** not configured
Switch#
BEEaT R show diagnostic result module

show diagnostic result module test 2
show diagnostic result module test 3

show diagnostic result module

PZWrT A FOFREREE Y 2 — N _"— A THRRT HITIX, show diagnostic result module =~ > K% i
)ﬂ l/ i @‘O

show diagnostic result module [slot-num | all] [test [fest-id | test-id-range | all]] [detail]

X DA slot-num EE) BWiRE2FRRTHA Yy NERELET,
all (EE) X ToAray hOBWIREREERLET,
test EE) BELIEEY2a— LV TERLETAMNEERRLET,
test-id (EE) 7ARNID % 1 2fELET,
test-id-range ({E&) 7 A b ID O#iPAZIEE L £7,
all EE) T _XTOTAMOBWHEREZFRRLET,
detail EE) ETLET A MEFERLET,
T4k T —INICHBTRTDEY 2—LDT A MERDHERRRENET,

avY Rk E—FK A %—7" )L EXEC

avy FERE J1)y—=x EEAR
12.2(18)EW Z D= K7 Catalyst 4500 &V — X A4 » FITEASE LT,
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B show diagnostic result module

1

WIZ, ¥ =Y RCHDTRTOEY 2= LOBWIHTEROMEL R RT D6 2R LET,
Switch# show diagnostic result module

Current bootup diagnostic level: minimal

module 1:

Overall diagnostic result: PASS
Diagnostic level at card bootup: bypass

Test results: (. = Pass, F = Fail, U = Untested)
1) supervisor-bootup ----------------------- > U
2) packet-memory-bootup -------------------- > U
3) packet-memory-ongoing ------------------- > U
module 4:
Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal
Test results: (. = Pass, F = Fail, U = Untested)
1) linecard-online-diag -------------------- >
module 5:
Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal
Test results: (. = Pass, F = Fail, U = Untested)
1) linecard-online-diag -------------------- >
module 6:
Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal
Test results: (. = Pass, F = Fail, U = Untested)
1) linecard-online-diag -------------------- >

WIZ, BV 2=V 1OF T4 2fliERae R T 202 RrLET,
Switch# show diagnostic result module 1 detail

Current bootup diagnostic level: minimal

module 1:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show diagnostic result module W

1) supervisor-bootup ----------------------- >
Error code ----------------—-—-———-~-~—-~ > 0 (DIAG_SUCCESS)
Total run count -----------------—---- > 0
Last test execution time ------------ > n/a
First test failure time ------------- > n/a
Last test failure time -------------- > n/a
Last test pass time ----------------- > n/a
Total failure count ----------------- > 0
Consecutive failure count ----------- > 0

Power-On-Self-Test Results for ACTIVE Supervisor

Power-on-self-test for Module 1: WS-X4014
Port/Test Status: (. = Pass, F = Fail)
Reset Reason: PowerUp Software/User

Port Traffic: L2 Serdes Loopback

o: . 1: . 2: . 3: . 4: . 5: . 6: . 7: . 8: . 9: . 10: . 11:
12: . 13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23:
24: . 25: . 26: . 27: . 28: . 29: . 30: . 31:

Port Traffic: L2 Asic Loopback .
o: . 1: . 2: . 3: . 4: . 5: . 6: . 7: . 8: . 9: . 10: . 11:

12: . 13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23:
24: . 25: . 26: . 27: . 28: . 29: . 30: . 31:

Port Traffic: L3 Asic Loopback .
o: . 1: . 2: . 3: . 4: . 5: . 6: . 7: . 8: . 9: . 10: . 11:

12: . 13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22: . 23:
24: . 25: . 26: . 27: . 28: . 29: . 30: . 31: . au:

Switch Subsystem Memory ...
1: . 2: . 3: . 4 . 5: . 6: . 7. 8: . 9: . 10: . 11: . 12:

13: . 14: . 15: . 1l6: . 17: . 18: . 19: . 20: . 21: . 22: . 23: . 24:
25: . 26: . 27: . 28: . 29: . 30: . 31: . 32: . 33: . 34: . 35: . 36:
37: . 38: . 39: . 40: . 41: . 42: . 43: . 44: . 45: . 46: . 47: . 48:
49: . 50: . 51: . 52: . 53: . 54:

Module 1 Passed

2) packet-memory-bootup -------------------- >
Error code -----------------—-—-—-~--~—~-- > 0 (DIAG_SUCCESS)
Total run count --------------------- > 0
Last test execution time ------------ > n/a
First test failure time ------------- > n/a
Last test failure time -------------- > n/a
Last test pass time ----------------- > n/a
Total failure count ----------------- > 0
Consecutive failure count ----------- > 0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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B show diagnostic result module

0
(failed two
(failed one

Number of errors found:
Cells with hard errors
Cells with soft errors
Suspect bad cells

total buffers: 65536
bad buffers: 0 (0.0%)
good buffers: 65536 (100.0%)

Bootup test results:1

or more tests):
test,
(uses a block that tested bad) :

0
includes hard) :
0

No errors.

3) packet-memory-ongoing ------------------- > U
Error code --------------——-—-———-—-—---—-- > 0 (DIAG_SUCCESS)
Total run count -----------------—---- > 0
Last test execution time ------------ > n/a
First test failure time ------------- > n/a
Last test failure time -------------- > n/a
Last test pass time ----------------- > n/a
Total failure count ----------------- > 0
Consecutive failure count ----------- > 0

packet buffers on free list:

00
green
Per 5 seconds in the last minute:
000O0O0OO0OOO0OOTO

Packet memory errors:
Current alert level:

00

Per minute in the last hour:
0000O0O0OOODOO
0000O0O0O0O0OO0ODO0
0000O0OOODOO
0000O0O0OOODOO
0000O0O0O0OO0OO0ODO0
0000O0OOODOO

Per hour in the last day:
0000O0O0O0O0OO0ODO0
0000O0OOODOO
0000

Per day in the last 30 days:
0000O0OOODOO
0000O0O0OOODOO
0000O0O0OOOOO

Direct memory test failures per minute
0 00 0 0

o O O o
o O O O o
o O O o o
O O O O o
o O O o
o O O o o
O O O O o
o O O o o
o O O o o
o O O o

000 00 000

Potential false positives: 0 0

Ignored because of rx errors: 0 0
Ignored because of cdm fifo overrun:
Ignored because of oir: 0 0

Ignored because isl frames received:
Ignored during boot: 0 0

Ignored after writing hw stats: 0 0
Ignored on high gigaport: 0

Ongoing diag action mode: Normal
Last 1000 Memory Test Failures:
Last 1000 Packet Memory errors:
First 1000 Packet Memory errors:

64557 bad:

0 used for ongoing tests: 979

in the last hour:

00

00

Switch#
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show diagnostic result module test2 W

show diagnostic result module test 2

LBy b AE Y T A NOFEREZFRRT 5I21X, show diagnostic result module test 2 =~ > K
EERALET, MAOE, 72 MIAEK., KK EEFE TSI ThonT ez R LET,

show diagnostic result module N test 2 [detail]

BX DA N TV a— VBT EREELET,
detail EE) modTicEAT 2iEMEROEFTREZHELET,
T4 RS RE TR L ET,
avykE—FK EXEC ®— K
avy FERE Jjy—= EERNA
12.2(18)EW Z D3 K Catalyst 4500 'V — X AL v FITEAINE LT,

FEREDEEFRE  detail F—U— Ni&, EEOSFTFFCS A3 R— MAYEMERT 57200 LD TT,

Ll Wiz, BERE STy b AFY TR MOFRER ST HHEZRLET,

Switch# show diagnostic result module 1 test 2
Test results: (. = Pass, F = Fail, U = Untested)

2) packet-memory-bootup ------------ > .

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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l  show diagnostic result module test 2

WIT, EEWE Ty b AEY TR FOFEMRERE R RT 01257 L ET,

Switch# show diagnostic result module 2 test 2 detail

Test results: (. = Pass, F = Fail, U = Untested)

2) packet-memory-bootup ------------ >
Error code ------------------ > 0 (DIAG_SUCCESS)
Total run count ------------- > 0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > n/a
Total failure count --------- > 0
Consecutive failure count ---> 0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

Number of errors found: 0
Cells with hard errors (failed two or more

tests): 0

Cells with soft errors (failed one test, includes hard): 0
Suspect bad cells (uses a block that tested bad): 0

total buffers: 65536

bad buffers: 0 (0.0%)

good buffers: 65536 (100.0%)
Bootup test results:

No errors.

BEa~v KR diagnostic monitor action
show diagnostic result module test 3
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show diagnostic result module test3

show diagnostic result module test 3

FITHDNry b AEY T A FORERER TS HITIE, show diagnostic result module test 3 =~ >/
REFEALET, HAE, 7 A MZEK, KR, EEETSRhoehonTiunge R LET,

show diagnostic result module N test 3 [detail]

BX Dk

i
i

T4

N EV 2 —VEFTT,
detail (R OB 2RFMEMOF R EREL £,

R RAEREFT L ET,

AU R E—FR EXEC E— K
av Y FERE )1)—2 EERNE

12.2(18)EW Z D3 K Catalyst 4500 'V — X AL v FITEAINE LT,
FERALEDIEERIE  detail ¥— 7 — NE, BEEOGIKHC S A aR— MIYENMEMNT 57200 6D TT,
£l WIZ, FATHDONRry b AEY T A NORRERTT D02 RLET,

Switch# show diagnostic result module 1 test 3

Test results: (. = Pass, F = Fail, U = Untested)

3) packet-memory-ongoing ----------- > .
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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foi

M show diagnostic result module test 3

WIZ, BITHROARr Y b AFY T2 NOFEMRERLFRTLHEZ R LET,

Switch# show diagnostic result module 1

test 3 detail

Test results: (. = Pass, F = Fail, U = Untested)

3) packet-memory-ongoing ----------- >
Error code ------------------ > 0 (DIAG_SUCCESS)
Total run count ------------- > 0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > n/a
Total failure count --------- > 0
Consecutive failure count ---> 0

packet buffers on free list: 64557 bad:

Packet memory errors: 0 O
Current alert level: green
Per 5 seconds in the last minute:
0000O0OOODOO
00
Per minute in the last hour:
0000O0OOODOO
0000O0O0OOODOO
0 00O0O0OO0OOO0OOO
0000O0OOODOO
0000O0OOODOO
0 00O0O0OO0OOOOO
Per hour in the last day:

0000O0OOODOO
000O0O0OO0OOO0OOO
0000

Per day in the last 30 days:
0 00O0O0OO0OOOOO
0000O0OOODOO
0000O0OOODOO

Direct memory test failures per minute
0 00 0 00

o O O o
o O O O o
O O O O o
O O O O o
o O O O o
O O O O O o
O O O O O
o O O O o
o O O o
o O O o

00
Potential
Ignored
Ignored
Ignored
Ignored
Ignored

0
false
because
because

00O

positives: 0 0

of rx errors: 0 O

of cdm fifo overrun:

00

because isl frames received:

during boot: 0 0
Ignored after writing hw stats:
Ignored on high gigaport: 0

Ongoing diag action mode: Normal

Last 1000 Memory Test Failures: v

Last 1000 Packet Memory errors:

First 1000 Packet Memory errors:

because of oir:

00

diagnostic monitor action
show diagnostic result module test 2

0 used for ongoing tests: 979

in the last hour:

00

00

VAR
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show dot1ix H

show dotlx

AL O FLEEFITBESNTIA v Z—T 24 ZAD2IxFEHMERB L OEERT — & A 2 HKRT
511X, showdotlx =~ RZfEH L £,

show dotlx [interface interface-id] | [statistics [interface interface-id]] | [all]

BX Dk

i
i

TI4ILE

ATV R E—FR

interface interface-id (ER) HESNIZAR—FD 802.1x AT —H A%FRLET,

statistics UEE) AA v FERITIEESNIZA VX —T =4 2D 802.1x HEtHE#R
EFRRLET,
all (BB F7 4/ hUAD 802.1x 2> 7 4 Xal— 3 L EEO>TRT

DA HE—=T A ZTHONT, 802.1x 2> T f Fal— g UIFEREA
VHE—T o ABNTERLET,

ZPawy RIZT 740 FREITIH D FH AL

A % —7 )L EXEC

av Y FERE )1)y—= EERAR
12.1(12c)EW ZDa~< KA Catalyst 4500 > U — X A A v FIZEAINE LT,
12.1(19)EW 7 A b VLAN (i LAN) 2R $ 25 X ) IiikshE Lz,
12.2(25)EW 10Xy hA—Y Ry b A2 F—7 A A Catalyst 4500 > U — X A

Ay FICHEAINE LT,

FREDFEFTE A X —ToARZEELRVERIT, 78— RXIA—FZBI0Y~ ) —RERINET, A
VBT A RAERELTGAIE, AT —T oA ADFFMNERRSNET,
statistics & — U — K& ¥$57E L C, interface interface-id 77> a » HEM LIZHAIE, T3THA >
H—7 A4 ADFFHERDE R SVE T, interface interface-id 473 a > & —H#IT statisties F—
T—RERETDE, MESNTA VX —T oA ADMFHERNT RS NET,
FHNTIERICTF- E/NLFNEBNENET, 72 & 213, exclude output, & A7) L7264 output %5
TATIIFR R EINERAD, Output % ETATIIFR TR INET,

451 Wiz, show dotlx -/ *— 7 /L EXEC =i~ ROHFflZ R~ L ET,
Switch# show dotlx
Sysauthcontrol = Disabled
Dotlx Protocol Version = 1
Dotlx Oper Controlled Directions = Both
Dotlx Admin Controlled Directions = Both
Switch#
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H show dot1x

WIZ, BEEDOR— D 802.1x MEHEHE £ T 202 RLET,

Switch# show dotlx interface fa3/2

AuthSM State
BendSM State
PortStatus
MaxReq
MultiHosts
Port Control
QuietPeriod
Re-authentication
ReAuthPeriod
ServerTimeout
SuppTimeout
TxPeriod
Guest-Vlan
Switch#

= AUTHENTICATED(GUEST_VLAN)
= IDLE

= AUTHORIZED
=2

= Disabled

= Auto

= 60 Seconds

= Disabled

= 3600 Seconds
= 30 Seconds

= 30 Seconds

= 30 Seconds

= 91

GE) F2-151, 74—V FO—FEZ2RLET, HIOEY DT 4 —/L RiZiE, NEIRREIZEST 2
HRBPFREINET, TNHEDAT—F vV U BIXUOREDFHMIIOWVWTIL, 802.1x DflLkzES

LT &N,

%% 2-15 show dot1x interface 7 1+ —)L KD &i8H

J4—ILF

A

PortStatus

RN—hDAFT—H A (AUTHORIZED % 7-(% UNAUTHORIZED) T, dotlx
port-control f > X —7 A A AT 4 Fal— g a7 KN aute ITF%
EINTWT, BiEREFICRETLESGA F—FDORXAT— % A%
AUTHORIZED & L CHRENET,

Port Control

dotlx port-control f > # —7 2 A X AT 4 Fal— g a7y NOR
ETT,

MultiHosts

dotlx multiple-hosts - > F —7 2 A X AT 4 Fal— g avw KD
& (allowed ¥ 721 disallowed) T,

KRIZ. show dotlx statistics interface gigabitethernetl/l =~ > KOHAFlIZ R L E T, F2-16 12, =
OB TR REND 7 4 —V ROFHERLET,

Switch# show dotlx statistics interface gigabitethernetl/1

PortStatistics Parameters for Dotlx

TxReqgId = 0 TxReq = 0 TxTotal = 0
RxStart = 0 RxLogoff = 0 RxRespId = 0 RxResp = 0
RxInvalid = 0 RxLenErr = 0 RxTotal= 0

RxVersion = 0 LastRxSrcMac 0000.0000.0000

Switch#
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show dot1ix H

% 2-16 show dot1x statistics D7 4 —JL KD

J4—ILF 5 EA

TxReq/TxReqld EIF &N 72 EAP B3R /ID 7 L — A OfE¥KL

TxTotal REEENTTXTOZ A 7D EAPOL 7 L — L DOfE%k

RxStart G SN T-A%0 7 EAPOL BSE 7 L — L D%k

RxLogoff 25 &4L7- EAPOL 1 7 4 7 7 L— A D%

RxRespld ZAE &N 72 EAP G /ID 7 L— A Ok

RxResp ZAE ENTARR EAP JNE 7 L— 2L (W& /ID 7 L— AL OfE#k

RxInvalid ZAFENTZ EAPOL 7L —2DHh, T —h XA TEBEHTERVHOD
%%

RxLenError ZAESNTZEAPOL 7 L—AbD 5 b N7y MRKORE I ERT 7 4 —/L R)R
|2 CTh D HODOEK

RxTotal ZAE SNTAERE DX A T DAL/ EAPOL 7 L — L DL

RxVersion W% 5 L2 EAPOL 7 L— A TEEINE e ha R—Y 3 V&5

LastRxSrcMac PIZ3%(5 L7 EAPOL 7 L — A TIRESNIZIEE T MAC (AT 47 77k
A TRV A

BEa<YY R dot1x guest-vlan

dotlx max-reauth-req
dotlx port-control
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Wl show environment

show environment

BRET 7—A5, 8EAT—X A, BLOV v —VOBEDREZF/RT 511X, show environment
avr REFEALET,

show environment [alarm] | [status [chassis | fantray | powersupply | supervisor]] | [temperature]

¥ DERBA alarm LB v % —3DT FT— A AT —HAREELET,
status ULE) BfEx T —Z AEREIEELET,
chassis (FE) v —YOEERAT —Z AZIEELET,
fantray EE) 772 MUV ADAT—HAERTEL, 77> LA DHBEEBEIE
ERRLET,
powersupply (LR) BFREEOAT —X AEETELET,
supervisor ER) A=A P 2PV DAT—H AERELET,
temperature (EE) BEOY Yy — Y DIRELZIET L £,
TI+ILE ZDav s NZT 74V FREZH Y £H A,
aAvU kR E—F A F—7 L EXEC
av Y FER J)1y—= EERNE
12.1(8a)EW Z D~ KA Catalyst 4500 > ) — X A4 » FICHAINE LTz,
12.1(12¢)EW show environment =~ > NA4fliH L7 — AR REF R A KT HH%6E
WBMEE L,
1 WIZ, BT 7—Lh, BIEAT—H A, BELORU Yy —VOBREDREEZERTHHEZRLET,

Switch# show environment
no alarm

Chassis Temperature 32 degrees Celsius
Chassis Over Temperature Threshold = 75 degrees Celsius
Chassis Critical Temperature Threshold = 95 degrees Celsius

Power Fan

Supply Model No Type Status Sensor
PS1 PWR-C45-1400AC AC 1400W good good
PS2 none -- -- --
Power Supply Max Min Max Min Absolute
(Nos in Watts) Inline Inline System System Maximum
PS1 0 0 1360 1360 1400

PS2 -- -- -- -- --

Power supplies needed by system : 1
Chassis Type : WS-C4507R
Supervisor Led Color : Green
Fantray : good

Power consumed by Fantray : 50 Watts

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show environment

WIT, BREET 7 — LT DGR AR TT D0 %2R LET,
Switch# show environment alarm

no alarm
Switch#

WIT, EFEE, Y= A7 BROT 72 PUAICETOEREERT D0 E2RLET,

Switch# show environment status

Power Fan
Supply Model No Type Status Sensor
PS1 PWR-C45-1400AC AC 1400W good good
PS2 none -- -- --
Power Supply Max Min Max Min Absolute
(Nos in Watts) Inline 1Inline System System Maximum
PS1 0 0 1360 1360 1400

PS2 -- -- -- -- --

Power supplies needed by system : 1
Chassis Type : WS-C4507R

Supervisor Led Color : Green
Fantray : good

Power consumed by Fantray : 50 Watts

Switch#

WIZ, Y —VICET LI MERRT L2 L ET,

Switch# show environment status chassis
Chassis Type :WS-C4006
Switch#

WIS, 772 PUAICETOEMERTT D02 L ET,

Switch# show environment status fantray
Fantray : good

Power consumed by Fantray : 50 Watts
Switch#

WIZ, BIFEEICET 5 MERRT 5012 L ET,

Switch# show environment status powersupply

Power Fan
Supply Model No Type Status Sensor
PS1 WS-X4008 AC 400W good good
PS2 WS-X4008 AC 400W good good
PS3 none -- -- --
Switch#

WIZ, A=A P 2 VAT D F AR T o0 L ET,

Switch# show environment status supervisor
Supervisor Led Color :Green
Switch#
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Wl show errdisable detect

WIZ, v —VOREICHET D FHRERRT 02 R LET,

Switch# show environment temperature
Chassis Temperature
Chassis Over Temperature Threshold

32 degrees Celsius
75 degrees Celsius
95 degrees Celsius

Chassis Critical Temperature Threshold
Switch#

show errdisable detect

TT— T4 =T NV AT —HF A& FRT 521X, show errdisable detect =~ > NAH L £,

show errdisable detect

BX DA Ioavy NZEF—U— FERE5EH Y 8 A,
TI+ILE ZOavwy RZT 740 MREEH Y £ A,
aAvU kR E—F A F—7 /L EXEC
av Y FERE J1yy—= EERNE
12.1(82)EW Z DA R Catalyst 4500 2 Y — X AL v FITEASE LT,
12.1(19)EW A h—LEIEO AT —Z ZARENTBINENE L,
£l I, =T — T 4 =T NWRHAT —Z 22K R-T 20 %2R LET,
Switch# show errdisable detect
ErrDisable Reason Detection status
udld Enabled
bpduguard Enabled
security-violatio Enabled
channel-misconfig Disabled
psecure-violation Enabled
vmps Enabled
pagp-flap Enabled
dtp-flap Enabled
link-flap Enabled
12ptguard Enabled
gbic-invalid Enabled
dhcp-rate-limit Enabled
unicast-£flood Enabled
storm-control Enabled
ilpower Enabled
arp-inspection Enabled
Switch#
A=AV errdisable detect

errdisable recovery
show interfaces status
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show errdisable recovery W

show errdisable recovery

TT— T =T NVEE S A v — R EFKRT HIZIL, show errdisable recovery =~ NZfEH L

BX DA

TIHILE

i‘é—o

show errdisable recovery

o=y FOEF—U— N385 58EH 0 ¥ A,

Zoavwy RIZT 74V FEREEXH Y THA,

AR E—FK A *—7 )V EXEC

av Y FERE ))—= FEAR
12.1(82)EW Z D3~ KRB Catalyst 4500 &V — X 2 A » FIZHEASILE LT,
12.1(19)EW A~ —LHEIE D AT — & AR INGEINENE LT,

Ll

BEEa< kR

KIZ, 27— T 4 —TNVEEI A~ —IEREFRT D0 2R L ET,

Switch# show errdisable recovery

ErrDisable Reason
udld

bpduguard
security-violatio
channel-misconfig
vmps

pagp-flap
dtp-flap
link-flap
12ptguard
psecure-violation
gbic-invalid
dhcp-rate-limit
unicast-flood
storm-control
arp-inspection

Timer Status
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Timer interval:30 seconds

Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

Fa7/32

errdisable detect
errdisable recovery

show interfaces status

arp-inspect 13
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Ml show etherchannel

show etherchannel

F ¥ %L ® EtherChannel & % /153 5 21%. show etherchannel =~ > FAHEH L £9,

show etherchannel [channel-group] {port-channel | brief | detail | summary | port | load-balance |

protocol}
X DERBA channel-group UEE) T XNV I N—TDFEZTT, ARMEIZT 1 ~64 TT,
port-channel A= F Fr 2R ERRLET,
brief EtherChannel f§OME L R L E7,
detail EtherChannel Dl £R L E ¥,
summary BT ¥ XN TN—TOEE 1 {TTERLET,
port EtherChannel R — NMEHEZFR R L ET,
load-balance 0= RNT AR EF R LE T,
protocol A F =7 M7 m bavERRLET,
TI+ILE Zoawry RIZTF 740 bREIERH Y TH A,
ATV R E—F A F—7 L EXEC
vy FERE )1y—= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
12.1(13)EW LACP D% AR — FBBMEE LT,

FEREDEEFRE Ty IA—TZ2EELRVERIE, TXTOF v 3 =T RRRENET,

DD [Passive port list] 7 4 —/L RIZiZ, LA ¥ 3K — bk F¥ 3BT HEROLENDE RSN
FP, ZOT7 4= RiE, FEEBLTORVYILS L F—T oA AR, Fr R TA—TICEE
NdEH (BEOF v 3 FNA—THNOME—DR— b Frv 2 VICRIBHIZEEND L H10) 3%
EFEENTVWAEILAERLET,

il WIZ, FFED 7 N—TDR— bk Fy¥ xR RRT D0 2R LET,

Switch# show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol

Age of the Port-channel = 02h:35m:26s
Logical slot/port 10/1 Number of ports in agport = 0
GC 0x00000000 HotStandBy port = null

Fa5/4 Fa5/5
Port-channel L3-Ag Ag-Not-Inuse

Passive port list

Port state

Ports in the Port-channel:
Index Load Port

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show etherchannel Wl

WIZ, B— RN T 2R EFRT D0 2R LET,

Switch# show etherchannel load-balance
Source XOR Destination mac address
Switch#

KIS, BEOIZN—TIET D RO E L2 K- T o082~ LET,

Switch# show etherchannel 1 brief
Group state = L3

Ports: 2 Maxports = 8

port-channels: 1 Max port-channels = 1
Switch#

RIZ, FFED 7 N—T T LFMERZ T T 00 2R LET,

Switch# show etherchannel 1 detail

Group state = L3

Ports: 2 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Ports in the group:

Port: Fa5/4

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gcchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.

Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.

Local information:

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/4 d Ul/s1 1s 0 128 Any 0

Age of the port in the current state: 02h:33m:14s
Port: Fa5/5

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gecchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: - Device is sending Slow hello. - Device is in Consistent state.

S

A - Device is in Auto mode. - Device learns on physical port.
Timers: H
S

C
P
- Hello timer is running. Q - Quit timer is running.
- Switching timer is running. I - Interface timer is running.

Local information:

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/5 d Ul/s1 1s 0 128 Any 0

Age of the port in the current state: 02h:33m:17s
Port-channels in the group:

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Ml show etherchannel

Port-channel: Pol

Age of the Port-channel = 02h:33m:52s

Logical slot/port = 10/1 Number of ports in agport = 0
GC = 0x00000000 HotStandBy port = null
Passive port list = Fa5/4 Fa5/5

Port state = Port-channel L3-Ag Ag-Not-Inuse

Ports in the Port-channel:

Index Load Port

Switch#

WIZ, BF Y 1N TN—TOMEL 1T TRRT L0 2R LET,

Switch# show etherchannel summary
U-in use 1I-in port-channel S-suspended D-down i-stand-alone d-default

Group Port-channel Ports

1 Pol (U) Fa5/4(I) Fa5/5(I)
2 Po2 (U) Fa5/6 (I) Fa5/7(I)
Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show etherchannel

KIZ, TRTOR— FBLPTRTO I —TIZ2BF 5 EtherChannel 78— ME# % £/RT 54l R~

Ljiﬁ}

Switch# show etherchannel port
Channel-group listing:

Port: Fa5/4

Port state

Channel group = 1 Mode = Desirable

Port-channel = null GC = 0x00000000

Port indx =0 Load = 0x00

Flags: S - Device is sending Slow hello. C -
A - Device is in Auto mode. P -

Timers: H - Hello timer is running. Q -
S - Switching timer is running. I -

Local information:

EC-Enbld Down Not-in-Bndl Usr-Config

Gcchange = 0
Psudo-agport = Pol

Device is in Consistent state.
Device learns on physical port.
Quit timer is running.
Interface timer is running.

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/4 d Ul/S1 1s 0 128 Any 0
Age of the port in the current state: 02h:40m:35s
Port: Fa5/5
Port state = EC-Enbld Down Not-in-Bndl Usr-Config
Channel group = 1 Mode = Desirable Gcchange = 0
Port-channel = null GC = 0x00000000 Psudo-agport = Pol
Port indx =0 Load = 0x00
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.

(7 F 2 b HATENE)

Switch#

WIZ, A F—Tfbanicr'm harv ez RRT 562/ LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: PAgP

Protocol: - (Mode ON)

Switch#

channel-group
interface port-channel
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Ml show flowcontrol

show flowcontrol

BA LV H =T 2 ADAT —HF AR L7 o —HIINC B+ 2 i E#RE £79 5121%. show
flowcontrol =~ > RZ{HMA L £,

show flowcontrol [module s/ot | interface interface]

X DEREA module s/ot (LE) BrRABEFEDEY 2—NVDA X —T A AZRELET,
interface interface EE) BEDA v 2 —T oA ADAT—F A< LET,

T4k ZDa~wy RIZT 74V hREIEH Y FH A

av Rk E—F A % —7 )V EXEC

av Y RERE )1)—= EENA
12.1(82)EW Z D3 K Catalyst 4500 'V — X AL v FITEAINE LT,
12.2(25)EW 10 FHE Y b A —HF v b A2 ¥ —TxA AN Catalyst4500 2 U — X A

Ay FITHASNE L,

FRLDEESEIE Table 2-5 |Z. show flowcontrol =~ > N IZEENE T 4 — /L ROFHAZ R L ET,

#& 2-17 show flowcontrol A< > FOH A

T4—IL K B7LL]

Port EV 2= VBRI OR— NS

Send-Flowcontrol-Admin 7 v —filHAE R, FTRERRREITIRD & B Y T, on OYH, v —7
NV AR— NI 7 v — A SO IAME LE T, off DEE, m—AL
AN— NI 7 v —Hl#Z M IEE LEE A, desired DGE. Kt
AR =B AN ED 7 v —FHIEREELE THLTWD & EICRY
72— VAL 7 v — il & RN A E L E T,
Send-Flowcontrol-Oper 7 v —#lEOEE, FRERREITRDO LBV TT, disagree DS,
2ODFR—RMIV 7 Ta haliZonTHETEEYA,
Receive-Flowcontrol-Admin | 7 & —H|{#HEH, AIEERFRTIIRO L FBY T, on OFPEH, u—h
Jb A= MERHANZ 3 LT 7 m—HilHOEEZER L ET, off DI
B = A= MIEHNCR LT a —Hfil#0oEE 228 E L E
T, desired O, 17— URNISHANZ XE LT 7 v —HlH 0 %(F
IR LET,

Receive-Flowcontrol-Oper | 7 o — IO #E1E, FIREREREITIKD LI TH, disagree DIGH
2ODR— NIV 7 Ta harilonTHETEEEA,

RxPause ZAE LTARIE 7 L— A D%k

TxPause BAE LIRkIE 7 L— A%k

i

I

il

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

BAEa< R

show flowcontrol W

Wiz, TRTCOXHEY b A=V Ry b A F—T 2 A ZADT7a— AT —& 2 &K1 54
ERLET,

Switch# show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Tel/1 off off on off 0 0
Tel/2 off off on off 0 0
Gi1l/3 off off desired on 0 0
Gil/4 off off desired on 0 0
Gil/s off off desired on 0 0
Gil/e off off desired on 0 0
Gi3/1 off off desired off 0 0
Gi3/2 off off desired off 0 0
Gi3/3 off off desired off 0 0
Gi3/4 off off desired off 0 0
Gi3/5 off off desired off 0 0
Gi3/6 off off desired off 0 0
Switch#

WIZ, BV a— 1070 —HEAT—Z A5 E£RT I LET,

Switch# show flowcontrol module 1

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi1l/1 desired off off off 0 0

Gil/2 on disagree on on 0 0

Switch#

WIZ, A ¥ —7 = A A gigabitethernet3/4 O 7 v —HlHIA T — X A% KR T 202" LET,

Switch# show flowcontrol interface gigabitethernet3/4

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi3/4 off off on on 0 0

Switch#

Iz, A > #—7 A R tengigabitethernetl/1 O 7 7 —HfHI R T — &% R & RKRT Al =R LET,

Switch# show flowcontrol interface tengigabitethernetl/1

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Tel/1 off off on off 0 0

Switch#

flowcontrol

show interfaces status

| OL-6661-01-J
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M show hw-module uplink

show hw-module uplink

BIEDT v 7Y 7 F— R&EFFT 5HIZI1E. show hw-module uplink =~ > FZH L £,

show hw-module uplink

TI+ILE L
avU Rk E—F A X% —7 )V EXEC
av Y FERE )= EEAR
12.2(25)EW Z O3~ K78 Catalyst 4500 ~ U — R AL v FIZHEAIIE LTz,

FRAEDIEFEE

1

BAEa< >R

TITA4TRT 7T T— FRRRESNTZET—FERRDGE HNCEFOEEREREINE
To

T4 NTIE, BED @ME) 7Ty 7Y v BEBRAERRINET,

W, BHED (T2 T 477) Toy7 Vs afond D NHlERrLET,

Switch# show hw-module uplink
Active uplink configuration is TenGigabitEthernet

K, I0OXHTEY b A =YX b TPV INTIT 47T, XA EY A=V Ry F T v
V27 BRER S NTZHAIT SSO E— ROTLE VAT A CTFRREIN L H Il ZRLET,

Switch# show hw-module uplink

Active uplink configuration is TenGigabitEthernet

(will be GigabitEthernet after next reload)

A 'redundancy reload shelf' or power-cycle of chassis is required to
apply the new configuration

KIZWOFHE Y b A —H %Ky F T o TV I BT ITF 4T T XAy b A —FFy kT o7
U7 NERSNTZHEICRPRE— ROTLR Y AT A TR RINDH DB Z R LET,

Switch# show hw-module uplink

Active uplink configuration is TenGigabitEthernet

(will be GigabitEthernet after next reload)
A reload of active supervisor is required to apply the new configuration.

hw-module uplink select

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show idprom W

show idprom

Yy —U, AN P 2V BV, BREE, 77 buAg L Iry T BV 2L
BLOAF 7L 7Y (mux) /3y 7 7 @ IDPROM % F/RT 5121, show idprom =~ > K% {
LET,

show idprom {all | chassis | module [m0d] | interface int_name | supervisor | power-supply number |

fan-tray}

BX D&)A all F_T P IDPROM DIFHE £ R LET,

chassis ¥ —3 @ IDPROM DOfF# A2 F~r L E7,

module £ 2 —/L 0 IDPROM DfE#R%EF R LET,

mod EE) TV a— N AEEELET,

interface int_name GBIC (¥ by h f v Z—T = A A a2 /3—%) %721 SFP IDPROM

DIFHAERRFLET,

supervisor A=A Y =@ IDPROM F#HEZFoR LET,

power-supply number EIREEE O IDPROM 1§ AR R L ET,

fan-tray 77 kLA ®IDPROM 1E#H & LET,
TIAILbE Zoavwr RIZTF 74V MREIEH Y A,

AUk E—F

A % —7 )L EXEC

EEPAN JU—2 ZENE
12.1(8a)EW Z D= KB Catalyst 4500 &V — R A A » FITHASILE LT,
12.1(12¢)EW power-supply. fan-tray. clock-module, mux-buffer % —17 — KD 7K — |k
MBI E L,
12.1(13)EW interface ¥ — U — FOYR— b nBEMENE LT,
12.2(18)EW show idprom interface /) 235k S 41, GBIC/SFP SEEPROM ONAE D 16
ERRFIDEENE LT,
12.2(25)EW 10 FHE Y b A —HF v b A2 ¥ —T A AN Catalyst4500 2 U — & A
A FITEASINE LT,
FRLEDFEEE show idprom interface =~ > N& AT L7412, —#0 GBIC IZ2W T, i 1 786 L O Rx
(Zf3) EHWEBOHIATREREINLN ERH D £7,
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W show idprom

1

wIZ, Y 22—/ 4 @ IDPROM 1 #HE2F£RT 502~ LET,

Switch# show idprom module 4
Module 4 Idprom:
Common Block Signature =
Common Block Version = 1
Common Block Length = 144
Common Block Checksum = 4199
Idprom Size = 256
Block Count = 2
FRU Major Type = 0x4201
FRU Minor Type = 303
OEM String = Cisco Systems, Inc.
Product Number = WS-X4306
Serial Number = 00000135
Part Number = <tbds>
Hardware Revision = 0.2
Manufacturing Bits = 0x0000
Engineering Bits = 0x0000
Snmp OID = 0.0.0.0.0.0.0.
Power Consumption = 0
RMA Failure Code = 0 0 0
Linecard Block Signature
Linecard Block Version =
Linecard Block Length = 2
Linecard Block Checksum = 658
Feature Bits = 0x0000000000000000
Card Feature Index = 50
MAC Base = 0010.7bab.9830
MAC Count = 6
Switch#

O0xABAB

o

o

0x4201

o |
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show idprom W

WIZ A > #—7 = A A gigabitethernet1/2 > GBIC (2R3 % IDPROM 15 % £ -9 5612~ LET,

Switch# show idprom interface gigabitethernetl/2
GBIC Serial EEPROM Contents:
Common Block:

Identifier = GBIC [0x1]
Extended Id = Not specified/compliant with defined MOD DEF [0xO0]
Connector = SC connector [0x1]
Transceiver
Speed = Not available [0xO0]
Media = Not available [0x0]
Technology = Not available [0x0]
Link Length = Not available [0x0]
GE Comp Codes = Not available [0x0]
SONET Comp Codes = Not available [0xO0]
Encoding = 8B10B [0x1]
BR, Nominal = 1300000000 MHz
Length(9u) in km = GBIC does not support single mode fibre, or the length
must be determined from the transceiver technology.
Length (9u) = > 25.4 km
Length (50u) = GBIC does not support 50 micron multi-mode fibre, or the
length must be determined from the transceiver technology.
Length(62.5u) = GBIC does not support 62.5 micron multi-mode fibre, or
the length must be determined from transceiver technology.
Length (Copper) = GBIC does not support copper cables, or the length must
be determined from the transceiver technology.
Vendor name = CISCO-FINISAR
Vendor OUI = 36965
Vendor Part No. = FTR-0119-CSC
Vendor Part Rev. = B
Wavelength = Not available
CC_BASE = 0x1A
Extended ID Fields
Options = Loss of Signal implemented TX FAULT signal implemented TX DISABLE
is implemented and disables the serial output [0x1A]
BR, max = Unspecified
BR, min = Unspecified
Vendor Serial No. = K1273DH
Date code = 030409
Diag monitoring = Implemented
Calibration type = Internal
Rx pwr measuremnt = Optical Modulation Amplitude (OMA)
Address change = Required
CC_EXT = 0xB2
Vendor Specific ID Fields:
20944D30 29 00 02 80 22 33 38 3D C7 67 83 E8 DF 65 6A AF )..."38=GgACh_ej/
20944D40 1A 80 ED 00 00 00 00O 00 00 00 00 00 38 23 3C 1B ......ivven.. 8#<.

SEEPROM contents (hex) size 128:
0x0000 01 00 01 00 00 OO0 OO 00 00 00 00 01 OD 00 00 FF @ ..t iiiiiiennnn.

0x0010 00 00 00 00 43 49 53 43 4F 2D 46 49 4E 49 53 41 ....CISCO-FINISA
0x0020 52 20 20 20 00 00 90 65 46 54 52 2D 30 31 31 39 R .."PeFTR-0119
0x0030 2D 43 53 43 20 20 20 20 42 20 20 20 00 00 00 1A -CSsC B

0x0040 00 1A 00 00 4B 31 32 37 33 44 48 20 20 20 20 20 ....K1273DH
0x0050 20 20 20 20 30 33 30 34 30 39 20 20 64 00 00 B2 030409 d..2
0x0060 29 00 02 80 22 33 38 3D C7 67 83 E8 DF 65 6A AF )..A@"38=GgAC._ej.
0x0070 1A 80 ED 00 00 00O 00 00 00 00 OO0 00 38 23 3C 1B “em......... 8#<.
Switch#
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W show idprom

WIZ, A > ¥ —7 = A X tengigabitethernetl/l > IDPROM 1§ % F T 201% R LET,

Switch# show idprom interface tengigabitethernetl/1

X2 Serial EEPROM Contents:

Non-Volatile Register (NVR) Fields

X2 MSA Version supported : OxA

NVR Size in bytes :0x100

Number of bytes used : 0xDO

Basic Field Address : 0xB

Customer Field Address :0x77

Vendor Field Address : 0xA7

Extended Vendor Field Address :0x100

Reserved : 0x0

Transceiver type :0x2 =X2

Optical connector type :0x1 =SC

Bit encoding :0x1 =NRZ

Normal BitRate in multiple of 1M b/s :0x2848

Protocol Type :0x1 =10GgE

Standards Compliance Codes

10GbE Code Byte 0 :0x2 =10GBASE-LR

10GbE Code Byte 1 : 0x0

SONET/SDH Code Byte 0 :0x0

SONET/SDH Code Byte 1 :0x0

SONET/SDH Code Byte 2 : 0x0

SONET/SDH Code Byte 3 : 0x0

10GFC Code Byte 0 : 0x0

10GFC Code Byte 1 : 0x0

10GFC Code Byte 2 : 0x0

10GFC Code Byte 3 : 0x0

Transmission range in 10m :0x3E8
Fibre Type

Fibre Type Byte 0 :0x40 =NDSF only

Fibre Type Byte 1 :0x0 =Unspecified

Centre Optical Wavelength in 0.0lnm steps - Channel 0 :0xl OxFF 0xB8
Centre Optical Wavelength in 0.0lnm steps - Channel 1 :0x0 0x0 0x0
Centre Optical Wavelength in 0.0lnm steps - Channel 2 :0x0 0x0 0x0
Centre Optical Wavelength in 0.0lnm steps - Channel 3 :0x0 0x0 0xO0
Package Identifier OUI :0xC09820

Transceiver Vendor OUI :0x3400800

Transceiver vendor name

: CISCO-OPNEXT, INC
Part number provided by transceiver vendor

:TRT5021EN-SMC-W

Revision level of part number provided by wvendor :00

Vendor serial number :ONJ08290041

Vendor manufacturing date code :2004072000

Reservedl 00 02 02 20 D1 00 0O

Basic Field Checksum :0x10

Customer Writable Area
0x00: 58 32 2D 31 30 47 42 2D 4C 52 20 20 20 20 20 20
0x10: 20 20 20 20 20 4F 4E 4A 30 38 32 39 30 30 34 31
0x20: 31 30 2D 32 30 33 36 2D 30 31 20 20 41 30 31 20

Vendor Specific :
0x00: 00 00 00 00 OO 00O 00O 00 00O 0O OO OO 00O 00 00 OO
0x10: 00 00 00 0O OO OO 0O 00 00O OO OO OO OO 00 00 OO
0x20: 00 00 00 00 OO 0O 00 00 00 00 OO OO 00 00 00 OO
0x30: 00 00 00 00 11 E2 69 A9 2F 95 Cé6é EE D2 DA B3 FD
0x40: 9A 34 4A 24 CB 00 00 00 00 OO 00O 00 00 00 EF FC
0x50: F4 AC 1A D7 11 08 01 36 00

Switch#
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show idprom W

WIT, 2= P =2 D IDPROM [ Z2FrT 56 %2 R~ LET,

Switch# show idprom supervisor
Supervisor Idprom:

Common Block Signature = 0xXABAB
Common Block Version = 1

Common Block Length = 144
Common Block Checksum = 4153
Idprom Size = 256

Block Count = 2

FRU Major Type = 0x4101

FRU Minor Type = 333

OEM String = Cisco Systems, Inc.
Product Number = WS-X4014

Serial Number = JAB05320CCE
Part Number = 73-6854-04

Part Revision = 05
Manufacturing Deviation String = 0
Hardware Revision = 0.4
Manufacturing Bits = 0x0000
Engineering Bits = 0x0000

Snmp OID = 0.0.0.0.0.0.0.0
Power Consumption = 0

RMA Failure Code = 0 0 0 O
Supervisor Block Signature = 0x4101
Supervisor Block Version = 1
Supervisor Block Length = 24
Supervisor Block Checksum = 548
Feature Bits = 0x0000000000000000
Card Feature Index = 95

MAC Base = 0007.0eeb5.2a44

MAC Count = 2
Switch#

WwIZ, v —3 @ IDPROM iz FKrT 5012 R L ET,

Switch# show idprom chassis
Chassis Idprom:

Common Block Signature = O0xABAB
Common Block Version = 1

Common Block Length = 144

Common Block Checksum = 4285
Idprom Size = 256

Block Count = 2

FRU Major Type = 0x4001

FRU Minor Type = 24

OEM String = Cisco Systems, Inc.
Product Number = WS-C4006

Serial Number = FOX04473737

Part Number = 73-4289-02

Part Revision = 02

Manufacturing Deviation String = 0x00
Hardware Revision = 0.2
Manufacturing Bits = 0x0000
Engineering Bits = 0x0000

Snmp OID = 0.0.0.0.0.0.0.0
Chassis Block Signature = 0x4001
Chassis Block Version = 1
Chassis Block Length = 22
Chassis Block Checksum = 421
Feature Bits = 0x0000000000000000
MAC Base = 0004.dd42.2600

MAC Count = 1024
Switch#
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W show idprom

WIZ, BIREEE 1 O IDPROM {E#HEZ T T 562 R LET,

Switch# show idprom power-supply 1
Power Supply 0 Idprom:

Common Block Signature = 0xXABAB
Common Block Version =1

Common Block Length = 144

Common Block Checksum = 10207
Idprom Size = 256

Block Count = 1

FRU Major Type = 0xABO1l

FRU Minor Type = 8224

OEM String = Cisco Systems, Inc.
Product Number = WS-CAC-1440W
Serial Number = ACP05180002

Part Number = 34-XXXX-01

Part Revision = A0

Manufacturing Deviation String =
Hardware Revision = 1.1
Manufacturing Bits = 0x0000
Engineering Bits = 0x3031

Snmp OID = 9.12.3.65535.65535.65535.65535.65535
Power Consumption = -1

RMA Failure Code = 255 255 255 255
Power Supply Block Signature = OXFFFF
PowerSupply Block Version = 255
PowerSupply Block Length = 255
PowerSupply Block Checksum = 65535
Feature Bits = 0x00000000FFFFFFFF

Current @ 110V = -1
Current @ 220V = -1
StackMIB OID = 65535
Switch#

Wiz, 77> h LA ®IDPROM & £ rd A0 2R L ET,

Switch# show idprom fan-tray
Fan Tray Idprom
Common Block Signature = 0xXABAB
Common Block Version =1
Common Block Length = 144
Common Block Checksum = 19781
Idprom Size = 256
Block Count = 1
FRU Major Type = 0x4002
FRU Minor Type = 0
OEM String = "Cisco Systems"
Product Number = WS-X4502-fan
Serial Number =
Part Number =
Part Revision =
Manufacturing Deviation String =
Hardware Revision = 0.1
Manufacturing Bits = OXFFFF
Engineering Bits = OXFFFF
Snmp OID = 65535.65535.65535.65535.65535.65535.65535.65535

Power Consumption = -1
RMA Failure Code = 255 255 255 255
Switch#
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show interfaces M

show interfaces

BEDA L —T A AD NT T 4 v 7 %FKRTHIZIL, show interfaces 2~ > REFEH L ET,

show interfaces [{ {fastethernet mod/interface-number} | {gigabitethernet mod/interface-number} |
{tengigabitethernet mod/interface-number} | {null interface-number} | vlan vian_id} | status}]

BX Dk

i
i

TI4ILE

avVkE—F

fastethernet UEE) 77 AR A—PXy N FEV2—ALBILOS VF—T A X%
mod/interface-number BELET,

gigabitethernet (EE) XA Y P A=V Xy F BV 2—ABIRA L F—T A A
mod/interface-number BHRELET,

tengigabitethernet (EE) 10X HEYy h A=Y Ry P EVa2—VEBLIOA v F—T=A
mod/interface-number AEEELET,

null interface-number (TR XV A ¥ —T oA AEHELET, AEEZ 0 TT,

vlan vian_id ({E#) VLAN (A8 LAN) ZHEE L E7. A2MEIE 1 ~ 4,094 T,
status ER) AT —ZAERERFSLET,

ZDavwy RIZT 74NV FEREEXH Y THA,

A % —7 )L EXEC

avy FERE

FERAEDIEEE

J)1y—= EERNE

12.1(8a)EW D3~ KA Catalyst 4500 'V — X AL v FIZEAINLE LT,

12.1(12¢)EW IE VLAN 7 L ADPR— N BIEnE Lz,

12.2(25)EW 10 FHE Y b A —HF v b A2 ¥ —TxA AN Catalyst4500 2 U — & A
Ay FITEASIE LT,

HEHESRIX. LA Y2 AL v F R Xy FBIOLA Y3 AL vF K2y MIHEESWT, VLAN
HATCIESHET, BRIz =F v A b e~ATFX¥ A boOmMGTRHTEET, L1V 3
AL v F Ry MRZ, AT WomGFoFm THHTE £9, % VLAN OFEHERIZ, 5B
B CEHISNET,

A2 & o T, show interfaces =~ > N & show running-config =~ N CFREINLHT 27 L v
7 A ®— RPRRLDGEMNH Y 9, show interfaces 2~ R TEREINDIT 27y 7 A E—F
E, AV F—T oA AREBRIZFEITLTNDT 27 by 7 A F— KTT, show interfaces =2~ > N
IE A Z—7 oA ADEEE— F& KR L E 97, show running-config 2~ > NI A ¥ —7 =
ARCREINTWDHE— FERRFLET,

XU —REASI LD EBEIT, TRTOED2a—NLOFTRTOA T U ERFRENET,
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Ml show interfaces

£l WIZ, A > X —7 = A X gigabitethernet2/5 D N T 7 4 v 7 B ErT 50 2R LET,

Switch# show interfaces gigabitethernet2/5

GigabitEthernet9/5 is up, line protocol is up

Hardware is C4k 1000Mb 802.3, address is 0001.64f8.3fa5 (bia 0001.64f8.3fa5)
Internet address is 172.20.20.20/24

MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, 1000Mb/s

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:00, output never, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, 0 drops; input queue 0/75, 0 drops

5 minute input rate 1000 bits/sec, 2 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

L2 Switched: ucast: 8199 pkt, 1362060 bytes - mcast: 6980 pkt, 371952 bytes
L3 in Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes mcast
L3 out Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes
300114 packets input, 27301436 bytes, 0 no buffer

Received 43458 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored

0 input packets with dribble condition detected

15181 packets output, 1955836 bytes, 0 underruns

0 output errors, 0 collisions, 3 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

Switch#

WIZ, A HZ—7 = A X tengigabitethernetl/l O N7 7 4 v 7 2R RTDHHZ R~ LET,

Switch# show interfaces tengigabitethernetl/1l
TenGigabitEthernetl/1 is up, line protocol is up (connected)
Hardware 1s Ten Gigabit Ethernet Port, address is 0004.dd46.7700 (bia
0004 .dd46.7700)
MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 10Gb/s, link type is auto, media type is 10GBaseL
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 multicast)
runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, O ignored
input packets with dribble condition detected
packets output, 0 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Switch#

O O O O o o o
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show interfaces capabilities W

Wiz, A > HZ—7 = A A gigabitethernetl/2 D AT — % Al Z R T D62 R LET,

Switch# show interfaces gigabitethernetl/2 status

Port Name Status Vlan Duplex Speed Type
Gi1l/2 notconnect 1 auto 1000 1000-XWDM-RXONLY
Switch#

WIZ, 2= P 2o DDA B —T 2 A ADAT —Z ZEREF T HHZRLUET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Tel/1 connected 1 full 10G 10GRase-LR
Tel/2 connected 1 full 10G 10GBase-LR
Switch#

show interfaces capabilities

AL TFOREEDA VB —T 2 A RAETIFTTRTCOA U F—T 2 A ADA X —T = AKREL
FRI BIZ1E, show interfaces capabilities =~ > K& H L £,

show interfaces capabilities [ {module mod} ]

show interfaces [interface interface-number] capabilities

BX DA

TI4ILE

ATV R E—FR

module mod EE) BEShEEY 2—LOEROLE TR LET,

interface ER) A2 =T xR ZATE2EELET. AHMHEIL fastethernet,
gigabitethernet, tengigabitethernet, port-channel T3,

interface-number (fEE) A—Fr&EETT,

ZPawy RIZT 740 FREITH D FH AL

A % —7 )L EXEC

OV FERE

—2R EEAR
12.1(19)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICEASINE LTz,
12.2(25)EW 1W0FHTEYy b A=Y F v b A F—T A AN Catalyst4500 >V — X

Ay FITHEASNELL,

FREDIEFRE

interface-number ZEEUTE ¥ 2 — VB LR — NESEZFE L £, interface-number DA NMEIL, 1
HT 20y —3BLUOEY2a— Lo TR E9, 72 & 213, Catalyst 4507 > v — 12 48 R—
I 10/100 Mbps @ Fast Ethernet RJ-21 (Telco 2 X7 &) AA v F o7 Y a—AREHINTNWD
e, Avy NESORMEIL2 ~ 13, A— FNESZOHEEIZ 1 ~ 48 TT,
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M show interfaces capabilities

1 WIZ, BV 2= VDA o F—T = A AEREEFTRT 012" LET,

Switch# show interfaces capabilities module 1

GigabitEthernetl/1
Model:
Type:
Speed:
Duplex:
Trunk encap. type:
Trunk mode:
Channel:

Broadcast suppression:

Flowcontrol:
VLAN Membership:
Fast Start:
Queuing:

CoS rewrite:

ToS rewrite:
Inline power:
SPAN:

UDLD

Link Debounce:

Link Debounce Time:

Port Security

Dotlx
GigabitEthernetl/2

Model:

Type:

Speed:

Duplex:

Trunk encap. type:

Trunk mode:

Channel:

Broadcast suppression:

Flowcontrol:
VLAN Membership:
Fast Start:
Queuing:

CoS rewrite:

ToS rewrite:
Inline power:
SPAN:

UDLD

Link Debounce:

Link Debounce Time:

Port Security
Dotlx
Switch#

WS-X4516-Gbic

Unsupported GBIC

1000

full

802.1Q, ISL

on,off,desirable, nonegotiate
yes

percentage (0-100), hw

rx- (off,on,desired) , tx- (off,on,desired)
static, dynamic

yes

rx- (N/A), tx-(4glt, Sharing/Shaping)
yes

yes

no

source/destination

yes

no

no

yes

yes

WS-X4516-Gbic

Unsupported GBIC

1000

full

802.1Q, ISL

on,off,desirable, nonegotiate
yes

percentage (0-100), hw

rx- (off,on,desired) , tx- (off,on,desired)
static, dynamic

yes

rx- (N/A), tx-(4glt, Sharing/Shaping)
yes

yes

no

source/destination

yes

no

no

yes

yes
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show interfaces capabilities W

WIZ, A X —7 A A tengigabitethernetl/l DA > ¥ —7 = A AEREZF R T DB 2R L E T,

Switch# show interfaces
TenGigabitEthernetl/1
Model :
Type:
Speed:
Duplex:
Trunk encap.
Trunk mode:

type:

Channel:

Broadcast suppression:

Flowcontrol:

VLAN Membership:

Fast Start:

Queuing:

CoS rewrite:

ToS rewrite:

Inline power:

SPAN:

UDLD:

Link

Link Debounce Time:

Port Security:

Dotlx:

Maximum MTU:

Multiple Media Types:

Diagnostic Monitoring:
Switch#

Debounce:

tengigabitethernetl/1l capabilities

WS-X4517-X2

10GBase-LR

10000

full

802.1Q, ISL

on,off,desirable, nonegotiate
yes

percentage (0-100), hw
rx- (off,on),tx- (off,on)
static, dynamic

yes

rx- (N/A),
yes

yes

no
source/destination
yes

no

tx- (1p3glt,

no
yes

yes

9198 bytes
no

N/A

(Jumbo Frames)

Sharing/Shaping)

RIZ, A B —7 x A R gigabitethernetl/1 DA & —7 = A AL K RT DR LET,

Switch# show interfaces
GigabitEthernetl/1
Model:
Type:
Speed:
Duplex:
Trunk encap.
Trunk mode:
Channel:
Broadcast suppression:
Flowcontrol:
VLAN Membership:
Fast Start:
Queuing:
CoS rewrite:

type:

ToS rewrite:

Inline power:

SPAN:

UDLD:

Link Debounce:

Link Debounce Time:

Port Security:

Dotlx:

MTU Supported:
Switch#

gigabitethernetl/1l capabilities

WS-X4014-Gbic
No Gbic

1000

full

802.1Q, ISL
on,off,desirable, nonegotiate
yes

percentage (0-100) ,
rx- (off,on,desired)
static, dynamic
yes

rx- (N/A),
yes

yes

no
source/destination
yes

no

no

yes

yes

jumbo frames,

hw

tx- (4qlt,

baby giants

Sharing/Shaping)

,tx- (off,on,desired)
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M show interfaces capabilities

WwIZ, A v & —7 = A X fastethernet3/1 DA X7 —7 = A AMREAZ TR T AP 2R LET,

Switch# show interfaces fastethernet3/l1l capabilities

FastEthernet3/1
Model : WS-X4148-RJ-RJ-45
Type: 10/100BaseTX
Speed: 10,100, auto
Duplex: half, full, auto
Trunk encap. type: 802.1Q,ISL
Trunk mode: on,off,desirable, nonegotiate
Channel: ves
Broadcast suppression:percentage (0-100), sw
Flowcontrol: rx- (none) , tx- (none)
VLAN Membership: static, dynamic
Fast Start: ves
Queuing: rx- (N/A), tx-(4glt, Shaping)
CoS rewrite: yes
ToS rewrite: yes
Inline power: no
SPAN: source/destination
UDLD: ves
Link Debounce: no
Link Debounce Time: no
Port Security: yes
Dotlx: yves
MTU Supported: no jumbo frames, baby giants
Switch#
BEaIT R show interfaces counters
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show interfaces counters W

show interfaces counters

WP L X —T 2 A ADNT T 4 v 7 ZEKxT DI, show interfaces counters =~ > RZfEH L

i‘é—o

show interfaces counters [all | detail | errors | storm-control | trunk] [module mod]

i
i

BX Dk

TI4ILE

ATV R E—FR

all EE) =7—, hT V7, HHlZELTRTOA U F—T A A BT
HERRLET,

detail (TE) A v 2 —T A ADFMA Y 2o FoRm LET,

errors EE) A v =T 2 A ADTT— A EeFRrLET,

storm-control

(ER) A Z =7 = A ZAOMFINRFR TRESNIZ ATy MIEFIRLE
‘g_o

trunk

ER) A F—T2AADNT T AT B aFRKRLET,

module mod

F5) BRIBEEEDES 2—NADA L F—T 4 AZBELET,

ZOavy RIZTF 74V bREEH Y £H A,

A F*—7 )L EXEC

OV FERE

)= EERNE

12.1(8a)EW Z P a= R Catalyst 4500 &) — X A4 »FIZEASNE LTz,
12.1(19)EW A b= A OVPR— FRBENENE L,

12.2(18)EW PIHIFEEDOREF RN R — hIhE Lz,

FRLEDFESIE F—U—REANLEDSTEHEE, TXTOET 22— LT XTOIY U ENRFERINET,
storm-control ¥ — 7 — FORRITIE, #Mifil SNnN/c~v AT v 2 b A MIREERET,

£l WIZ, EDEY 2a—NDZT— T ZEeR T LHHERLET,
Switch# show interfaces counters errors module 1
Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize
Gi1i/1 0 0 0 0 0
Gil/2 0 0 0 0 0
Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Giants
Gil/1 0 0 0 0 0 0 0
Gii/2 0 0 0 0 0 0 0
Switch#
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W show interfaces counters

RIC, FFEDEY 2=V TRBMIND T 7 4 v 7 2R T 502~ LET,

Switch# show interfaces counters module 1

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/1 0 0 0 0
Gi1l/2 0 0 0 0
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi1l/1 0 0 0 0
Gil/2 0 0 0 0
Switch#

WIZ, FFEDEY 2a—NVD K NF 7 A ZuaRnd b0~ LET,

Switch# show interfaces counters trunk module 1

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/1 0 0 0
Gil/2 0 0 0
Switch#

Wz, BHBRIKCHEES N AT Y NMEEFRRT A2 RLET,
Switch# show interfaces counters storm-control

Multicast Suppression : Enabled

Port BcastSuppLevel TotalSuppressionDiscards
Fa5/35 10.00% 6278550
Switch#

show interfaces capabilities

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show interfaces description W

show interfaces description

AUE =T A ZADHHBLORT —F 2% KT HIZIL, show interfaces description =~ > K%
BEHLET,

show interfaces [interface] description

BX D interface L) A2 4—T = ADEA TTT,
TI#4IE ZDavwy FZF 740 bRETH Y EHA,
aAvU kR E—F A F—7 L EXEC
av Y FERE J)1y—= EERNE
12.1(82)EW Z DA~ KRB Catalyst 4500 2V — X ZA » FIZHEASILE LT,
£l WIZ, TR_RTDOA =T =2 A ADERERRT D0 %2R LET,
Switch# show interfaces description
Interface Status Protocol Description
PO0/0 admin down down First interface
PO0O/1 admin down down
Gil/1 up up GigE to server farm
Switch#
BAEa< UK description (Cisco I0S D~ == 7 /L% & )

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Ml show interfaces link

show interfaces link

A B =T A AD/r—T VYW &2 £ 7) 9 5 121X. show interfaces link =~ > F&#EH L £9,

show interfaces link [module mod_num]|

BX DA

TIHILE

AU E—FR

module mod_num (1E) Bt r2ETa— N EOA 2 —T A AZBELET,

ZDavr RZTF 74V FREEH Y £H A,

A F*—7 )L EXEC

OV FERE

FERAEDIEEE

1

—2R EEAR
12.2(18)EW Z D~ RS Catalyst 4500 ¥ U — R AA v FICHEASINE LTz,

AV B =T 2 A APEB L TODRETHIUL, 2O~ KT 0:00 BERSNET, 07—
T A ANRL T LTODRETHIE, B (Rl 0, B) DR SHETS

W2, T T 4 7R ) 7 L~ ULDEREFRo~T AW ERLET,

Switch# show interfaces link

Port Name Down Time
Gil/1 00:00:00
Gi1l/2 00:00:00
Gi3/1 00:00:00

Gi3/2 00:00:00

Fa4/1 00:00:00
Fa4/2 00:00:00
Fa4/3 00:00:00
Fa4/4 00:00:00

WIZ, T 7T 478 7 L_XADOERER RS D0 %2R LET,

Switch# show interfaces link

Port Name Down Time

Gi3/4 1 minute 28 secs
Gi3/5 1 minute 28 secs
Gi3/6 1 minute 28 secs
Gi4/1 1 minute 28 secs

ZOBITIE, R— MNIHT 27— NOUWEMZ 1 28 E LTVET,
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show interfaces mtu W

show interfaces mtu

AA v TF DT XTCOYEA % —7 =4 A LY Switch Virtual Interface (SVI; A A » FRAEA >
H—7 xA A) O Maximum Transmission Unit (MTU; i Kinik=z = b) VA A& FRT BT,
show interfaces mtu =~ > K& L £,

show interfaces mtu [module mod]

EXX DR module mod (FE) FTdBEBEDEY 2a— DA B —T =4 R RELET,
TIAILE ZDavwy RZT 74V MREEH Y £H A,
avY Rk E—F EXEC
avy RERE )1y—=x EEHNE
12.1(13)EW ZDa< KA Catalyst 4500 > U — X A A v FIZEASINE LT,
151 WIZ, B 2=V 1 DT RTCDOA 2 H—T =2 AD MTU A X Forxt o6l rLET,

Switch> show interfaces mtu module 1

Port Name MTU
Gil/1 1500
Gi1l/2 1500
Switch>

BEEav R mtu

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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H show interfaces private-vlan mapping

show interfaces private-vlan mapping

VLAN ({48 LAN) Switch Virtual Interface (SVI; XA v FARAHA > ¥ —7 = A A) O Private VLAN
(PVLAN; 7°Z A ~— | VLAN) ¥ » ' 7§ #i & £~ 3 % 1Z13, show interface private-vlan mapping
avy REERLET,

show interfaces private-vlan mapping [active]

BX DA

TIHILE

avY Rk E—F

active EE) 70747 A H—T 2 ADHEFERLET,

ZDa<wr RIZT 74NV FREEXH Y THA,

4 %—7 )L EXEC

AU NERE

HREDIEFRE

il

BEa<T R

)1)—= TEAR
12.1(8a)EW Z O3 KA Catalyst 4500 > ) — X 24w FIZEASNE LTz,

Zoawy Rit, SVITEFROAEZF R LET,

RIZ, PVLAN v » B> R EFRT L6 2R L ET,

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlan2 301 isolated
vlan2 302 isolated
Switch#

access-list hardware entries

private-vlan mapping
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show interfaces status W

show interfaces status

AVHE—T 2 A ADAT—H A FFHIEIZT7— T 48—T NV AT = NZHDEA LV H—T = AD
U2 M &EFRT HIZIE, show interfaces status =~ > F&{HH L £,

show interfaces status [err-disabled]

BX Dk

i
i

err-disabled EE) =5—FT 48— N ATFT— DAV E—T = A FRLET,

T4

ZDa<wy RIZT 74V FEREEXH Y THA,

aAvU kR E—F A F—7 L EXEC
vy FERE )y—= EEAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

1

WIZ, TRTCDA U H =T oA ADAT —H A %R THHETRLET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Gil/1 disabled routed full 1000 missing
Gi1l/2 notconnect 1 full 1000 unknown (4)
Fa5/1 disabled routed auto auto 10/100BaseTX
Fa5/2 disabled routed auto auto 10/100BaseTX
Fa5/3 disabled routed auto auto 10/100BaseTX
Fa5/4 disabled routed auto auto 10/100BaseTX
Fa5/15 disabled routed auto auto 10/100BaseTX
Fa5/16 disabled routed auto auto 10/100BaseTX
Fa5/17 disabled routed auto auto 10/100BaseTX
Switch#

WIZ, TT =T 4 B—TNVAT— b DALV E—T 2 A ADAT —H A £ -T D% RLET,
Switch# show interfaces status err-disabled

Port Name Status Reason
Fa9/4 notconnect link-flap

informational error message when the timer expires on a cause

5d04h:%$PM-SP-4-ERR_RECOVER:Attempting to recover from link-flap err-disable state on
Fa9/4
Switch#

errdisable detect
show errdisable recovery
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M show interfaces switchport

show interfaces switchport

2L F o7 FEN—T 4 7) K= FOEHAT —Z ZABLOIMERT —F 22K RT DI,
show interfaces switchport =~ > &l L £,

show interfaces [interface-id] switchport [module mod]

X DEREA interface-id EE) WBR— b DA v X —T =24 AID ZIHEELET,
module mod EE) FrdtBr, IFESNFEY a—NDA X —T x4 RZREL
F9, AOMEIT1~6 TT,
TI4ILE ZDavwy RIZTF 74NV FRETH Y A,
vV K E—FK A % —7 )L EXEC
av Y FBRE Jjy—= EERNE
12.1(8a)EW Z O3~ KA Catalyst 4500 &V — X AL v FIZEAINE LT,
12.1(19)EW A B =T oA ZABRNOHIOYR— R BINENE L=,
12.2(18)EW a<wr RHIZBITH%A T 47 VLAN ({48 LAN) Z X 7D AT —
HAFTRNY R — P ENE L,
51 WIZ, begin HIHEHi T2 H L CTAL v TFHR— MEREETTDH2RLET,

Switch# show interfaces switchport | include VLAN
Name: Fa5/6

Access Mode VLAN: 200 (VLANO0200)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: ALL

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show interfaces switchport W

Wi, EVa— 1 DAL v FR— MERERTT B0 4T LET,

Switch# show interfaces switchport module 1
Name:Gil/1

Switchport :Enabled

Administrative Mode:dynamic auto

Operational Mode:down

Administrative Trunking Encapsulation:negotiate
Negotiation of Trunking:0n

Access Mode VLAN:1 (default)

Trunking Native Mode VLAN:1 (default)
Administrative private-vlan host-association:none
Administrative private-vlan mapping:none
Operational private-vlan:none

Trunking VLANs Enabled:ALL

Pruning VLANs Enabled:2-1001

Name:Gil/2

Switchport :Enabled

Administrative Mode:dynamic auto

Operational Mode:down

Administrative Trunking Encapsulation:negotiate
Negotiation of Trunking:0n

Access Mode VLAN:1 (default)

Trunking Native Mode VLAN:1 (default)
Administrative private-vlan host-association:none
Administrative private-vlan mapping:none
Operational private-vlan:none

Trunking VLANs Enabled:ALL

Pruning VLANs Enabled:2-1001

Switch#

WIZ, R—=FDRAT AT VLAN XX T DAT —H A% FKRTHHEZ R LET,

Switch# show interfaces gl/2 switchport

Name: Gil/2

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Native VLAN tagging: Disabled **

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Administrative private-vlan trunk Native VLAN tagging: Disabled
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

BEa< >k show interfaces capabilities
show interfaces counters

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W show interfaces transceiver

show interfaces transceiver

NI o= RN SN T RN TOA =T oA ADBWTE=F ) T T—F EF T 5T,
show interfaces transceiver =~ FZfEH L F 7,

show interfaces {{[int name] transceiver {[detail]} | {transceiver [module mod] | detail [module

mod]} }
WX O int_name (EE) A 5—7 =41 ATT,
detail (L&) A/D FHE S THIEAE & 72 2561, PRI X OWE A MY i
Z &~ LET, £72. high-alarm, high-warning, low-warning, 35 X T" low-alarm
ALy yak— RbFRLET,
module mod ULE) ERBEBEDEY 2 — VDA X —T = A ABELET,
TIAILE 7 7 AV hTIiL, show interfaces transceiver =~ > RDA ¥ —7 = A ZAIEFEGFGNN—T 3 VA

F =TT,

BEINTA VI —T =2 ABKE=X ) TRHICRESIN N T > —N (GBIC [¥HE
ALV E—TzA R 3 N—=F] F£70% SFP) BEHRINTNT, 2O M T U —A\RBHE=
B2V TP R— TV 2 — LB HENTWEHAIF. T 74V TZhbna<wy RoA
VR—T oA AFEF A= g VA =T TR FT,

avvkE—F A F—7 )V EXEC

avy FERE Jjy—= EERNA
12.1(20)EW ZDa~< KA Catalyst 4500 > U — X A4 v FIZEAINE LT,
12.2(18)EW calibration ¥ — 7 — ROV R — MRV BEINLE L,

FRAEDEEEIE  show interfaces transceiver =~ > NiE, A FOSEENHZ SN TV DIEAEICHERRIEREFZ R LE

‘j‘o

e BWE=HX VU THIZEESINTZVY—UIZ, DR b 1T HED T yr—R il ST
LG4

o BMT=HY LBV R T B3R a— I h T —ARBEH I TWEES

FT o —NZT 7= B L OEL T T IRRESN TWAEEE, RDOEDIZa~y REFA

HLTLIEENY,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show interfaces transceiver W

Ll WIZ, AA Yy FIHEB SN R T o= NIZEH SN TN DT RTOAS =T = A ADBWrE=
BV T TR ERATDHERLET,
Switch# show interfaces transceiver
If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts) .
Optical Optical
Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gil/1 48.1 3.30 0.0 8.1 ++ N/A
Gil/2 33.0 3.30 1.8 -10.0 -36.9
Giz2/1 43.7 5.03 50.6 + -16.7 -- N/A
Giz2/2 39.2 5.02 25.7 0.8 N/A
Switch#
~
(3¥)  Optical Tx Power (dBm) OfEIX. log (Tx Power [mW]) @ 10 {% T3, Tx Power fEAS 3 mW
Dif. Optical Tx Power fE i3 10xlog (3) = 10x0.477, 2F ¥ 4.77 dBm {272V £§, Optical
Rx Power fEIZ DWW T, [EEETY, Tx Power F 7213 Rx Power 7% 0 D54, dBm fHIZRE
LRV, NA L0 L) ERRINET,
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W show interfaces transceiver

WIZ, T, 77 —2BLOEEX L v adk—/L K, A/D
FURE, HMBBINE =S VT F— s ERAT AR LET. AD

R DB IR T, MW TREBNICE RSN ET,

Switch# show interfaces transceiver detail
mA: milliamperes, dBm: decibels
++ : high alarm, + high warning, -
A2D readouts (if they differ),
The threshold values are calibrated.
High Alarm
Temperature Threshold
Port (Celsius) (Celsius)
Gil/1 48.1 100.0
Gi1l/2 34.9 100.0
Gi2/1 43.5 70.0
Gi2/2 39.1 70.0
High Alarm
Voltage Threshold
Port (Volts) (Volts)
Gil/1 3.30 6.50
Gil/2 3.30 6.50
Gi2/1 5.03 5.50
Gi2/2 5.02 5.50
High Alarm
Current Threshold
Port (milliamperes) (ma)
Gil/1 0.0 130.0
Gil/2 1.7 130.0
Gi2/1 50.6 + 60.0
Gi2/2 25.8 60.0
Optical High Alarm
Transmit Power Threshold
Port (dBm) (dBm)
Gil/1 8.1 ++ 8.1
Gil/2 -9.8 8.1
Gi2/1 -16.7 (-13.0) -- 3.4
Gi2/2 0.8 ( 5.1) 3.4
Optical High Alarm
Receive Power Threshold
Port (dBm) (dBm)
Gil/1 N/A 8.1
Gil/2 -30.9 8.1
Giz2/1 N/A (-28.5) 5.9
Gi2/2 N/A  (-19.5) 5.9
Switch#

High Warn
Threshold
(Celsius)

High Warn
Threshold
(Volts)

High Warn
Threshold
(ma)

High Warn
Threshold
(dBm)

High Warn
Threshold
(dBm)

AW E, 77— A LG T

Low Warn
Threshold
(Celsius)

Low Warn
Threshold
(Volts)

Low Warn
Threshold
(ma)

Low Warn
Threshold
(dBm)

Low Warn
Threshold
(dBm)

A EIE,

AR fE &

(milliwatts), NA or N/A: not applicable.
low warning, --
are reported in parentheses.

low alarm.

Low Alarm
Threshold
(Celsius)

Low Alarm
Threshold
(Volts)

Low Alarm
Threshold
(ma)

Low Alarm
Threshold
(dBm)

Low Alarm
Threshold
(dBm)

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show interfaces transceiver

WIZ, B 2=V 2IHBH SN T =R SN TS, =T =2 ADE=HF VT
T2 aRRT OB ERLET,

Switch# show interfaces transceiver module 2
If device is externally calibrated,
++ : high alarm, +

low warning, --

NA or N/A: not applicable, Tx: transmit, Rx: receive.

mA: milliamperes,

Switch#

dBm: decibels (milliwatts).
Optical
Temperature Voltage Current Tx Power
(Celsius) (Volts) (ma) (dBm)
43.7 5.03 50.6 + -16.7 --
39.2 5.02 25.7 0.8

Optical
Rx Power
(dBm)

only calibrated values are printed.

high warning, - low alarm.

WIZ, BV 2= A2 ITHBEHINZ T v —NIEREINTWDEA Vv F—T = ADFEMRE=X
Vo T—2eFfoRkT b0l RrLET,

Switch# show interfaces transceiver detail module 2

mA: milliamperes,
++ : high alarm, +
A2D readouts

dBm: decibels
high warning, -
(if they differ),

The threshold values are calibrated.

Switch#

Temperature

(Celsius)

Voltage
(Volts)

Current
(milliamperes)
50.6 +
25.8

Optical
Transmit Power
(dBm)

Optical
Receive Power
(dBm)

High Alarm
Threshold
(Celsius)

High Alarm
Threshold
(Volts)

High Alarm
Threshold
(ma)

High Alarm
Threshold
(dBm)

High Alarm
Threshold
(dBm)

low warning, --
are reported in parentheses.

High Warn
Threshold
(Celsius)

High Warn
Threshold
(Volts)

High Warn
Threshold
(ma)

High Warn
Threshold
(dBm)

High Warn
Threshold
(dBm)

Low Warn
Threshold
(Celsius)

Low Warn
Threshold
(Volts)

Low Warn
Threshold
(ma)

Low Warn
Threshold
(dBm)

Low Warn
Threshold
(dBm)

(milliwatts), NA or N/A: not applicable.
low alarm.

Low Alarm
Threshold
(Celsius)

Low Alarm
Threshold
(Volts)

Low Alarm
Threshold
(ma)

Low Alarm
Threshold
(dBm)

Low Alarm
Threshold
(dBm)

| OL-6661-01-J
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W show interfaces transceiver

WIZ, AV E—Tx2ARGNRDNTFT L —NZEHTEE=X ) T T— 2 52RRTHHERLE

RS

Switch# show interfaces gl/2 transceiver

ITU Channel 23

(1558.98 nm) ,

Transceiver is externally calibrated.

If device is externally calibrated,
high warning, -

++ : high alarm, +

NA or N/A: not applicable, Tx: transmit, Rx: receive.

mA: milliamperes, dBm: decibels (milliwatts) .
Optical
Temperature Voltage Current Tx Power
Port (Celsius) (Volts) (mAa) (dBm)
Gi2/1 43.7 5.03 50.6 + -16.7 --
Switch#

WiZ, £V F =Tz A AglR2D KT —NZHT 5

ALET,

Switch# show interfaces gl/2 transceiver detail

ITU Channel 23

(1558.98 nm),

Transceiver is externally calibrated.

mA: milliamperes,
++ : high alarm, +
A2D readouts

dBm: decibels
high warning, -
(if they differ),

The threshold values are calibrated.

Optical
Rx Power
(dBm)

only calibrated values are printed.

low warning, -- low alarm.

HMRE=2 ) T T2 e RRT D%

(milliwatts), NA or N/A: not applicable.
low warning, --
are reported in parentheses.

low alarm.

High Alarm High Warn Low Warn Low Alarm
Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Giz2/1 43.5 70.0 60.0 5.0 0.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Giz2/1 5.03 5.50 5.25 4.75 4.50
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (ma) (ma)
Giz/1 50.6 + 60.0 40.0 10.0 5.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Giz/1 -16.7 (-13.0) -- 3.4 3.2 -0.3 -0.5
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Giz/1 N/A (-28.5) 5.9 -6.7 -28.5 -28.5
Switch#
BEavY R show idprom
show interfaces status
Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show interfaces trunk W

show interfaces trunk

A= FBIOEV2—NVDA v F—T A A T 7 EREFRRT HIZIE, show interfaces trunk
avr REFEALET,

show interfaces trunk [module mod]

BX DA

module mod EE) Brxgsd, BESINTEY 2a— VDA v Z—T A RIZRELE
T ARMEIL1~6 TI,

TIHILE

ZDa<wr RIZT 74NV FREEXH Y A,

aAvU R E—F A F—7 )L EXEC
vy FERE J1y—2=x EERNAE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,

FHLEOFEEE F—U—FERELRVESIEL. NI UX 07 R— MOFROBPERINET,
£l WIZ, EYa—NV5DA L H—T AR NT U I7ERERTTDHIZRLET,

Switch# show interfaces trunk module 5

Port Mode Encapsulation Status Native vlan

Fa5/1 routed negotiate routed 1

Fa5/2 routed negotiate routed 1

Fa5/3 routed negotiate routed 1

Fa5/4 routed negotiate routed 1

Fa5/5 routed negotiate routed 1

Fa5/6 off negotiate not-trunking 10

Fa5/7 off negotiate not-trunking 10

Fa5/8 off negotiate not-trunking 1

Fa5/9 desirable n-isl trunking 1

Fa5/10 desirable negotiate not-trunking 1

Fa5/11 routed negotiate routed 1

Fa5/12 routed negotiate routed 1

Fa5/48 routed negotiate routed 1

Port Vlans allowed on trunk

Fa5/1 none

Fa5/2 none

Fa5/3 none

Fa5/4 none

Fa5/5 none

Fa5/6 none

Fa5/7 none

Fa5/8 200

Fa5/9 1-1005

Fa5/10 none

Fa5/11 none

Fa5/12 none

Fa5/48 none

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X

| oL-6661-01-J .m



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

Wl show interfaces trunk

Port

Fa5/1
Fa5/2
Fa5/3
Fa5/4
Fa5/5
Fa5/6
Fa5/7
Fa5/8
Fa5/9

Fa5/10
Fa5/11
Fa5/12

Fa5/48

Port

Fa5/1
Fa5/2
Fa5/3
Fa5/4
Fa5/5
Fa5/6
Fa5/7
Fa5/8
Fa5/9

Fa5/10

Fa5/11

Fa5/48
Switch#

Vlans allowed and active in management domain
none
none
none
none
none
none
none
200

1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

none
none
none

none

Vlans in spanning tree forwarding state and not pruned
none
none
none
none
none
none
none
200

1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

none
none

none

W, TIOT A TR ToRU T R—FD T oF o TEREFRTHHZ2RLET,

Switch# show interfaces trunk

Port
Fa5/9

Port
Fa5/9

Port
Fa5/9
Port

Fa5/9

Switch#

Mode Encapsulation Status Native vlan
desirable n-isl trunking 1

Vlans allowed on trunk
1-1005

Vlans allowed and active in management domain

1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Vlans in spanning tree forwarding state and not pruned

1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show ip arp inspection ||

show ip arp inspection

¥ E D VLAN ({548 LAN) #PHD %1 F 3 v 7 Address Resolution Protocol (ARP) A A7 v g
VAT —H A%FRT HIZIL, show ip arp inspection =~ > RZEH L £,

show ip arp inspection {[statistics] vlan vian-range | interfaces [interface-name]}

X DA statistics (EE) ZOREIC X - TR S, 5%, BEEE, MAC (A7 47
T Uk AHIE) KRS, BLOVIP RIAEEDKE AT Y b XA ST
B4 ot ma &£~ LET,
vlan vian-range ({EE) statistics *— VY — N EOFH L725A 1R, BIRE 72 VLAN 44
DORFHE R & s L £ 9, statisties ¥ — U — R &R LW EE13.
BRI X172 VLAN #i[fl © Dynamic ARP Inspection (DAL, % A 3 v 7
ARP A VAR v g ) OFGERERL LOBEREZ RS LET,
interfaces interface-name  ({£-35) $57E ST A V¥ — 7 = A ADEHIRIES L OVARP /347 v |
DL —blREFRRLET, A VX —T 2 AL EEBELRVEES
IE VAT ANOEHATRER TR TDA ¥ —7 = A ADEHIRER
LU0V — MHIRER R LET,

TIAILE ZOavwr RZT 74V hREEXSH Y EH A,
aAvU kR E—F A F—7 L EXEC
av Y FER J1J—2x EERANR
12.1(19)EW Z O3~ KA Catalyst 4500 &V — X AA v FIEAINE LT,
Ll WIZ, VLAN 3 @ DAL IZ ko TR S 737 v hOfiiHER A £orn T 5612~ LET,
Switch# show ip arp inspection statistics vlan 3
Vlan Forwarded Dropped DHCP Drops ACL Drops
3 31753 102407 102407 0
Vlan DHCP Permits ACL Permits Source MAC Failures
3 31753 0 0

Vlan Dest MAC Failures IP Validation Failures

Switch#

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show ip arp inspection

W, T 7T 47723 _TD VLAN O DAL IZ L o TUER S 7= 34 > N OFEEHE % o7 A

R LET,
Switch# show ip arp inspection statistics
Vlan Forwarded Dropped DHCP Drops ACL Drops
1 0 0 0 0
2 0 0 0 0
3 68322 220356 220356 0
4 0 0 0 0
100 0 0 0 0
101 0 0 0 0
1006 0 0 0 0
1007 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
1 0 0 0
2 0 0 0
3 68322 0 0
4 0 0 0
100 0 0 0
101 0 0 0
1006 0 0 0
1007 0 0 0

Vlan Dest MAC Failures IP Validation Failures

1 0 0

2 0 0

3 0 0

4 0 0

100 0 0

101 0 0

1006 0 0
1007 0 0

Switch#

KIZ. VLAN | @ DAI O ERER L OEEREAZFRT 202~ LET,

Switch# show ip arp inspection vlan 1

Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active

Vlan ACL Logging DHCP Logging
1 Deny Deny

Switch#

WIZ, 4 X —7 A A Fab/3 DIFHEIREEZ X RT 262 R LET,

Switch# show ip arp inspection interfaces fastEthernet 6/3

Interface Trust State Rate (pps) Burst Interval
Fa6/1 Untrusted 20 5
Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show ip arp inspection ||

KIZ, A v TFDA L Z—=T = ZADEHFIREERRT L0 2R LET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps)
Gil/1 Untrusted 15
Gil/2 Untrusted 15
Gi3/1 Untrusted 15
Gi3/2 Untrusted 15
Fa3/3 Trusted None
Fa3/4 Untrusted 15
Fa3/5 Untrusted 15
Fa3/6 Untrusted 15
Fa3/7 Untrusted 15

Switch#

BEITY R arp access-list

clear ip arp inspection log
show ip arp inspection

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show ip arp inspection log

show ip arp inspection log

0 RNy Ty DAT—H A%k FRAT HIZIE, show ip arp inspection log =~ > N&EFEH L 9,

show ip arp inspection log

BX DA Zoavy FEF—V—FELE515TH Y T A,

FI4IL b+ ZPawy RIZT 740 FREIIH D FH AL

avY Rk E—F 4 % —7 )L EXEC

avy FRER ))—Xx EERANS
12.1(19)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,
451l Wi, Ny 777 VT THR1%EOOT Ny 77 ODNEERRTDHHERLET,

Switch# show ip arp inspection log
Total Log Buffer Size : 10
Syslog rate : 0 entries per 10 seconds.

Interface Vlan Sender MAC Sender IP Num of Pkts

Fa6/3 1 0002.0002.0002 1.1.1.2 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.3 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.4 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.5 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.6 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.7 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.8 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.9 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.10 1(12:02:52 UTC Fri Apr 25
2003)
Fa6/3 1 0002.0002.0002 1.1.1.11 1(12:02:52 UTC Fri Apr 25
2003)

-- -- -- -- 5(12:02:52 UTC Fri Apr 25
2003)
Switch#

IRIZ. clear ip arp inspectionlog =~ > RAfH L TNy 77 %227 V735012 RLET,

Switch# clear ip arp inspection log
Switch# show ip arp inspection log
Total Log Buffer Size : 10

Syslog rate : 0 entries per 10 seconds.
No entries in log buffer.

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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arp access-list

showip cefvian W

clear ip arp inspection log

show ip cef vlan

IP Cisco Express Forwarding (CEF) VLAN (AR LAN) A V' Z—T =2 A ADAT—HARLIA LT 4
Fal—va ., BIOREDA X —T=2A ADT VT 4 7 A% HRART HITIE. show ip cef
vlan 2~ RFE2EHLET,

show ip cef vlan vian_num [detail]

BX DR

TIH4ILE

vian_num VLAN ({548 LAN) OF5 T,
detail (LR FFMERER~LET,

ZDa<wy KT

T 74N MRETH Y EE A,

ATV RE—FR A 3—7 /L EXEC
av Y FERE -2 EERAE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,

1 WIT, FED VLAN DT V7 4 7 A RKr$ 612 RLET,
Switch# show ip cef vlan 1003
Prefix Next Hop Interface
0.0.0.0/0 172.20.52.1 FastEthernet3/3
0.0.0.0/32 receive
10.7.0.0/16 172.20.52.1 FastEthernet3/3
10.16.18.0/23 172.20.52.1 FastEthernet3/3
Switch#
WIT, FED VLAN IZBHT 2 372 IP CEF A R~ 5014~ L ET,
Switch# show ip cef vlan 1003 detail
IP Distributed CEF with switching (Table Version 2364), flags=0x0
1383 routes, 0 reresolve, 0 unresolved (0 old, 0 new)
1383 leaves, 201 nodes, 380532 bytes, 2372 inserts, 989 invalidations
0 load sharing elements, 0 bytes, 0 references
universal per-destination load sharing algorithm, id 9B6C9823
3 CEF resets, 0 revisions of existing leaves
refcounts: 54276 leaf, 51712 node
Adjacency Table has 5 adjacencies
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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l show ip dhcp snooping

show ip dhcp snooping
DHCP A X —V¥' 7 D% E & K7 HIZiL, show ip dhep snooping =~ > FZfEH L £9,

show ip dhcp snooping

BX DA ZOawy RZEF—U— RFEEE51%EH 0 A,
TI+ILE ZDa~y RIZT 74V bREIEH D FH AL
AU K E—F A %—7 )V EXEC
avy FERE Jyy—x FERNE
12.1(12¢)EW Z D3~y KA Catalyst 4500 > U — X A A v FIZEAINE LT,
!l WIZ, DHCP AX — VU VT ORELX X RTHH 2R LET,

Switch# show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANSs:

5 10
Insertion of option 82 is enabled
Interface Trusted Rate limit (pps)
FastEtherneté6/11 no 10
FastEtherneté6/36 yes 50
Switch#

BEa<YY R ip dhcp snooping

ip dhcp snooping information option
ip dhcp snooping limit rate

ip dhcp snooping trust

ip dhcp snooping vlan

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show ip dhcp snooping binding Wl

show ip dhcp snooping binding

DHCP AX—V¥ > 7 NA T 47 =2 NY %FKRT 5HIZIL, show ip dhep snooping binding =~
Y REERLET,

show ip dhcp snooping binding [ip-address] [mac-address] [vlan vlan_num] [interface interface num]

BX DA

TI4ILE

ip-address UER) "M T4 7 = NIDIPT RLAZRELET,

mac-address {EB) "M v T 47 =MD MAC (AT 47 77 & AHl#)
7 RV AZBEELET,

vlan vian_num (f£&) VLAN (i#8 LAN) ##EL £,

interface interface_num UEE) A v X —T A AZBEELET,

BIERELRWES. AL v FIEDHCP AX—VE L7 XA VT 47 T—T A EEER R LE
‘j—o

ATV R E—FR A %—7 )V EXEC
av Y FERE )1)—2 EERAR
12.1(12c)EW ZDa~< KA Catalyst 4500 > U — X A A v FIZEAINE LT,
FRAEDFEEE DHCP AX—E U 7F, /r— L AX—E 7L VLAN AX—E 7Rl & bA F—7 LD
e D7, VLAN ETA R—=T7 /2720 £,
VLAN O#iH R ET D121, A7 3 > D last vian 515 #H LT, VLAN fiOREEZFREL
gzj‘o
1 WIZ, AL v FODHCP AX—VE 2T AT 47 = M) 2FRT D02 LET,
Switch# show ip dhcp snooping binding
MacAddress IP Address Lease (seconds) Type VLAN
Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100
FastEthernet3/1
Switch#
WIZ, DHCP AX—V T RA T 47 2 FUDIPT RV AZRRTDHH 2R LET,
Switch# show ip dhcp snooping binding 172.100.101.102
MacAddress IP Address Lease (seconds) Type VLAN
Interface
0000.0100.0201 172.100.101.102 1600 dhcp-snooping 100
FastEthernet3/1
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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l show ip dhcp snooping binding

WIZ, DHCP AX—V L T AT 47 2 FYDMAC (AT 47 77 BAHIM#) 7 KL 2%
FRT BB ERLET,

Switch# show ip dhcp snooping binding 55.5.5.2 0002.b33f.3d5f

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:02:B3:3F:3D:5F 55.5.5.2 492 dhcp-snooping 99
FastEthernet6/36

Switch#

WIZ, BED VLAN IZEH4 2 DHCP AX—E T XA vF 47 =2 FPUDMACT RLA%EHK
RTDHERLET,

Switch# show ip dhcp snooping binding 55.5.5.2 0002.b33f.3d5f vlan 99

MacAddress IpAddress Lease (sec) Type VLAN Interface

00:02:B3:3F:3D:5F 55.5.5.2 479 dhcp-snooping 99
FastEthernet6/36

Switch#

wIZ, A4 F I 7 DHCP AX—VE U T XA T 407 2 b 2FonT 02 R LET,

Switch# show ip dhcp snooping binding dynamic

MacAddress IP Address Lease (seconds) Type VLAN
Interface

0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100
FastEthernet3/1

Switch#

KIZ, VLAN 100 ® DHCP AX—bE L7 XA T 47 2 M) 2FRTH0 257 LET,

Switch# show ip dhcp snooping binding vlan 100’

MacAddress IP Address Lease (seconds) Type VLAN
Interface

0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100
FastEthernet3/1

Switch#

WIZ, A v B —T = A X fastethernet0/1 ® DHCP A X —VE' > 7 A vF 47 v M) 2FRprT 5
BlERLET,

Switch# show ip dhcp snooping binding interface fastethermet3/1

MacAddress IP Address Lease (seconds) Type VLAN
Interface

0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100
FastEthernet3/1

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show ip dhcp snooping binding Wl

# 2-18 T, show ip dhep snooping =~ > K 1D 7 ¢ —)L REFHA L E7,

% 2-18 show ip dhcp snooping Da< > KA

T4—ILF B

Mac Address 74T b= =7 MACT KLA

IP Address DHCP —in6El0 4 ToN/es FA4 T FIPT RLA

Lease (seconds) [IP 7 KL & U — 2R

Type NAT 47 247 (CL [~y RIL L A v F—T A R] InHAK
TAYITITRESNDD, AT Iy 7IFESNET)

VLAN 774 T N A H—Tx A AD VLAN &5

Interface DHCP 7/ ATV F ARANMIER LA A —T A A

BEIT R ip dhcp snooping information option

ip dhcp snooping limit rate
ip dhep snooping trust

ip igmp snooping

ip igmp snooping vlan

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show ip dhcp snooping database

show ip dhcp snooping database

DHCP AX—¥V L J F—=H_X—=R 2=V 2 fNDAT—HF A% FE T 5|21, show ip dhep

snooping database =~ > R&fiH L £9°,

show ip dhcp snooping database [detail]

BXDEA detail (EE) BMOEERT —2 2B LOWEHEREZ KR L ET,
TIAILE ZDaxy NZT 74V FRERH Y £H A,
aAvU kR E—F A F—7 L EXEC
av Y FERE J)1y—= EERNE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(19)EW AT —H AR I ORFHEROY R— MR BNsnE L,
i WIZ, DHCP AX—E > F—=H XR—=2 5 KT Dl &R LET,
Switch# show ip dhcp snooping database
Agent URL :
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts

: Startup Failures :
Successful Transfers :

Failed Transfers :
Failed Reads
Failed Writes

Successful Reads
Successful Writes
Media Failures

O O O O O

Switch#

o O O o

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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BEa<T R

I, BINOBEREHERZ FrnT o0 2R LET,

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts : 21 Startup Failures
Successful Transfers 0 Failed Transfers
Successful Reads 0 Failed Reads
Successful Writes 0 Failed Writes
Media Failures 0

First successful access: Read

Last ignored bindings counters

Binding Collisions : 0 Expired leases
Invalid interfaces : 0 Unsupported vlans
Parse failures : 0

Last Ignored Time : None

Total ignored bindings counters:

Binding Collisions : 0 Expired leases
Invalid interfaces : 0 Unsupported vlans
Parse failures : 0

Switch#

ip dhcp snooping

ip dhcp snooping database

ip dhcp snooping information option
ip dhcp snooping limit rate

ip dhcp snooping trust

ip dhcp snooping vlan

show ip dhcp snooping database [l

21

21
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l show ip igmp interface

show ip igmp interface

IP Internet Group Management Protocol (IGMP) A > # —7 =2 A ADAT—H AR L Ra 7 4 X =
L—ya UEREFRRT ST, show ip igmp interface =2~ > FEFH L E T,

show ip igmp interface [fastethernet slot/port | gigabitethernet slot/port |
tengigabitethernet slot/port | null interface-number | vlan vian_id)

BX DA fastethernet slot/port UEE) 77 AP A =Py h f X —T =2 A, BLORu v b &
R—bhOFSEERELET,
gigabitethernet ER) Iy hA— YRy b A ¥ =Tz A, BLORRATY M &
slot/port A—hOESEEELET, AMEIX1~9 TT,
tengigabitethernet HEBE) 10X HE Yy b A —H Ry b A F—T A A, BLOZT Y b
slot/port ER—NOFFERELET, AOHEIT1~2 TT,

null interface-number EE) XNV A F—T a2 A ABIOA V F—T =2 ADFFEHREL
T, AOMEIZ0DHRTT,

vlan vian_id (f£&) VLAN (B LAN) B L VLAN OFSZHEEL £, ARME
X1~ 4,094 T9°,

FIAIL VLAN Z#E LARWEAIL, VLAN 1 OFE#mAERENET,
avY R E—F 4 %—7 )L EXEC
av > FEE Jyy—= EERNE
12.1(82)EW Z D3~ B Catalyst 4500 2V — X 2 A » FIZHEASILE LT,
12.1(12¢)EW LR VLAN 7 KL 209 R — b ABMEhE L,
12.2(25)EW WOXHEY b A=V Ry b A F—T 2 ZADYR— FRBMENEL
776

FRLOEEFIE A7V a5 HE4NE L7154, show ip igmp interface =~ > RiZTXTHOA U F—T = A AD
HHRERRLET,

151 RIZ, VLAN 200 @ IGMP {§# & F£ T 5012 R LET,

Switch# show ip igmp interface vlan 200

IGMP snooping is globally enabled

IGMP snooping is enabled on this Vlan

IGMP snooping immediate-leave is disabled on this Vlan
IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan
IGMP snooping is running in IGMP-ONLY mode on this VLAN
Switch#

A=AV clear ip igmp group
show ip igmp snooping mrouter

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show ip igmp profile W

show ip igmp profile

E S 72T D Internet Group Management Protocol (IGMP) 7'm 7 7 A )L, F7Ii3fEEINT
IGMP 71 7 7 A /L% FoR§ 51214, show ip igmp profile £ F—7 /L EXEC 2~ REHEHA L LT,

show ip igmp profile [profile number]

BX DA

TIHIE

avY Rk E—F

profile number EE) FRTAIGMP T 1 7 7 A L DF= T3, A0 I31~4,294,967,295
-C\\—gﬁo

ZDa<wr RIZT 74NV FEREEXHY A,

A %—7 )L EXEC

ATy NERE

FREDIEFRE

Ll

BEa<T R

J1y—2=x TEAR
12.1(11b)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,

T s ANEEEANTI LRSI, TR_RTOIGMP 717 7 A LINFRENET,

WIZ, IGMP P a7 7 A )L 40 ZF T 50 a2 R LET,

Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255
Switch#

WIZ, TXTDOIGMP v 7 7 A NV ERRTHHERLET,

Switch# show ip igmp profile
IGMP Profile 3
range 230.9.9.0 230.9.9.0
IGMP Profile 4
permit
range 229.9.9.0 229.255.255.255
Switch#

ip igmp profile
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M show ip igmp snooping

show ip igmp snooping

B FE S, FEITRE SN VLAN (R LAN) AA v F A o F—T = A ADFRERR
9 %121%, show ip igmp snooping 2~ > N&H L F 7,

show ip igmp snooping [querier | groups | mrouter] [vlan vian_id] a.b.c.d [summary | sources | hosts]

[count]

BX DA

TI4ILE

querier (EE) IP 7 RLABLOAR—Y a UEREIMINCED D X O ITHEE L £,

groups (fE&) VLAN AV R—=%T)—TF P 7 FLATY—FLTERTEHLIIZ
RELET,

mrouter (EE) B FE Sh, FBITRESNTEYLTF Y AN AL v F L ¥ —

T oA AZETHEREHENICED DL OITHEELET,

vlan vian_id

(f£&) VLAN ({FAELAN) ZFELFE9, AZMEIX 1~ 1,001, B LT 1,006
~ 4,094 T,

ab.cd IN—FFEFZ~LTFFY AP T RLRAEZEELET,

summary (R V2 £ V3 TN —7 O FEREA RS TH LI ICHELET,
sources UEE) HBESNTF-INV—TDRETIP DU A ME2IEELET,

hosts BB BESNTEIN—TDHRANIPOY A NERELET,

count EE) AT A>T r—rL2, £7701F VLAN BALTFEE IS

N—T T R ADBRBERTRTHIIICHEELET,

ZDavwr RIZT 74V bREEH Y £H A,

oYk E—F EXEC
vy FERE J)—=x EHEAR
12.1(8a)EW ZDa~< KA Catalyst 4500 > U — X A A v FIZEAINE LT,
12.1(19)EW IIRET RURABEDYR— b BNBMENE L,
12.1(20)EW IGMPv3 DOH/RIZRR A MBBNZET 5 EREZ R R T D720 DY R —
FANBINSILVE LT,
EALDEESEIE  Internet Group Management Protocol (IGMP) A X —E > 7R A Xx—T /L ThbH VLAN O MAC (A

F4T TIORAER) T RLA TF—7ANOT R 2FRT H5A1%. show mac-address-table
multicast =7~ > RL T £,

VLAN A % —7 = A AD IGMP A X — &' > 71§ # 2 K" $ %21, show ip igmp snooping =~ >
NEASTLET,

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show ip igmp snooping ||

1 WIZ, AL v F DT —rYb AX—E U TIERERTT D0 2R LET,

Switch# show ip igmp snooping
Global IGMP Snooping configuration:

IGMP snooping : Enabled

IGMPV3 snooping : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count 2

Vlan 1

IGMP snooping : Enabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Vlan 2

IGMP snooping : Enabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Switch>

KIZ, VLAN2 DAX—¥ U 7 iEREFRRT D02 R LET,

Switch# show ip igmp snooping vlan 2
Global IGMP Snooping configuration:

IGMP snooping : Enabled

IGMPvV3 snooping : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count 2

Vlan 2

IGMP snooping : Enabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Switch>

I, AL v FOFTTD VLAN O IGMP 7 = U TR A2 F R T 20 %2 R LET,

Switch# show ip igmp snooping querier

Vlan IP Address IGMP Version Port

2 10.10.10.1 v2 Router
3 172.20.50.22 v3 Fa3/15
Switch>

Wiz, IGMPv2 DEFTHHZ, VLANS5 O IGMP 7 = ) 7R A2 Frt+ 502~ L £,

Switch# show ip igmp snooping querier vlan 5

IP address :5.5.5.10
IGMP version :v2

Port :Fa3/1
Max response time :10s
Switchs>

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show ip igmp snooping

WIZ, IGMPvV3 DEFTHHZ, VLANS5 O IGMP 7 = V) T {EREF T 50 %2R LET,

Switch# show ip igmp snooping querier vlan 5

IP address :5.5.5.10
IGMP version :v3

Port :Fa3/1
Max response time :10s
Query interval :60s
Robustness variable 12

Switch>

WIZ, FFED I N—TIZHTHAX—E U IR ERRZTHH2 R LET,

Switch# show ip igmp snooping group

Vlan Group Version Ports
2 224.0.1.40 v3 Router
2 224.2.2.2 v3 Fa6/2
Switch>

WIZ, VLANLI ND T V=T DHRA N AL TBILOR— 2R R-T560%2R-LET,

Switch# show ip igmp snooping group vlan 1

Vlan Group Host Type Ports

1 229.2.3.4 v3 fa2/1 fa2/3
1 224.2.2.2 v3 Fa6/2
Switch>

WIZ, VLANLI ND T V=T DHRA N AL TBILOR— 2R R-T560%2R~LET,

Switch# show ip igmp snooping group vlan 10
Vlan Group Version Ports
10 226.6.6.7 v3 Fa7/13
Switch>

226.6.6.7

, Fa7/14

WIZ, BEDEETIP 7 FLRICHT B I N —TFOBREDIRELZ FRT B0 %57 LET,

Switch# show ip igmp snooping group vlan 10
Source information for group 226.6.6.7:

Timers: Expired sources are deleted on next
SourcelP Expires Uptime

2.0.0.1 00:03:04 00:03:48 2
2.0.0.2 00:03:04 00:02:07 2
Switch>

226.6.6.7 sources

IGMP General Query

Inc Hosts Exc Hosts

WIZ, FEEDHRA N MAC 7 RLRICKT 2 7V —7 DOBIEORELZ R T HH 2T LET,

Switch# show ip igmp snooping group vlan 10
IGMPv3 host information for group 226.6.6.7

226.6.6.7 hosts

Timers: Expired hosts are deleted on next IGMP General Query
Host (MAC/IP) Filter mode Expires Uptime # Sources
175.1.0.29 INCLUDE stopped 00:00:51 2
175.2.0.30 INCLUDE stopped 00:04:14 2
Switch>

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show ip igmp snooping ||

WIZ, v3 T N—TIEROME L FRT 5612~ LET,

Switch# show ip igmp snooping group vlan 10 226.6.6.7 summary

Group Address (Vlan 10) : 226.6.6.7

Host type : v3

Member Ports : Fa7/13, Fa7/14
Filter mode : INCLUDE
Expires : stopped
Sources 2 2

Reporters (Include/Exclude) : 2/0

Switch>

WIZ, VLAN1 D= /LF F ¥ & b L—FEREFRT D02 LET,

Switch# show ip igmp snooping mrouter vlan 1

vlan ports

,,,,, o o o
1 Gil/1,Gi2/1,Fa3/48,Router

Switch#

WIZ, VAT LRI a—r IR LTI NV—T 7 R AR ZR T 2627 LET,
Switch# show ip igmp snooping group count

Total number of groups: 54
Switch>

W2, VLANS THEEENTZINV—T7 7 RL AR Fort A02 R LET,

Switch# show ip igmp snooping group vlan 5 count

Total number of groups: 30
Switch>
BEEIT R ip igmp snooping

ip igmp snooping vlan immediate-leave
ip igmp snooping vlan mrouter

ip igmp snooping vlan static

show ip igmp interface

show ip igmp snooping mrouter

show mac-address-table multicast

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show ip igmp snooping membership

show ip igmp snooping membership

RA N A R—=Vy PIEREFKRT HIT1E, show ip igmp snooping membership =~ > R & L
i‘ﬁ—o

show ip igmp snooping membership [interface interface_num) [vlan vian_id] [reporter a.b.c.d]
[source a.b.c.d group a.b.c.d]

BXDERA interface interface_num  ({£:35) A X —7 =2 A ADP T FLABLIONRN—V g UIEREFRL
E3x
vlan vian_id (f£E) VLAN ({RAHLAN) A /X—% VLAN D7 )L—71P 7 KL AT
V=R LTERLET, ARMEIZ 1~ 1,001 3 L0 1,006 ~ 4,094 TF,
reporter a.b.c.d (EE) HBESNELVR—F—DA L NR—vy TIEREERLET,
source a.b.c.d EE) VAR—F—, EET, $REILV—71P 7 FLAZEELET,
group a.b.c.d EE) T RVOTRTORA LN~ KEET, FV—T) A H—

7 xA AEJILZVLAN TY— L TERLET,

FI4IL b+ Zawr RIZT 740 FREITZH D FH AL
avY R E—F A % —7 )L EXEC
av >y FBE yy—= EERNA
12.1(20)EW Z O KA Catalyst 4500 & ) — X A4 w»FIZEASNE LTz,
12.2(25)EW WOXTEY P A=V Xy b A X =Tz AP HR—FRNBMENEL
77,

FREDIEFE 0a~xry FRADROIZ. AL v F THRNRAR A MBEYAA X —7 VDBEDHRTT,

£l WIZ, A ¥ —7 = A X gigabitethernetd/1 DHRA N A L RN—3 v T EFRTDHH 2R LET,

Switch# show ip igmp snooping membership interface gigabitethernet4/1
#channels: 5

#hosts : 1

Source/Group Interface Reporter Uptime Last-Join Last-Leave

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30
40.40.40.4/224.10.10.10Gi4/1 20.20.20.20 00:39:42 00:09:17 -
Switch#

WIZ, VLAN20 BL O L—7224.10.10.10 DR A N Ao N_"— v FhEFRoprTAHHEZRLET,

Switch# show ip igmp snooping membership vlan 20 source 40.40.40.2 group 224.10.10.10
#channels: 5

#hosts : 1

Source/Group Interface Reporter Uptime Last-Join Last-Leave

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30
Switch#
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show ip igmp snooping membership ||

WIZ, VLAN 20 OFRA b A onN—vy FEREFRR LT, RS A BB ZHIFRT 5612 R
L/jzﬁ—o

Switch# show ip igmp snooping membership vlan 20
Snooping Membership Summary for Vlan 20

Total number of channels:5

Total number of hosts 14

Source/Group Interface Reporter Uptime Last-Join/

Last-Leave

40.0.0.1/224.1.1.1 Fa7/37 0002.4ba0.a4f6 00:00:04 00:00:04 /
40.0.0.2/224.1.1.1 _ Fa7/37 0002.£d80.£770 00:00:17 00:00:17 /
40.0.0.3/224.1.1.1 7 Fa7/36 20.20.20.20 00:00:04 00:00:04 /
40.0.0.4/224.1.1.1 _ Fa7/35 20.20.20.210 00:00:17 00:00:17 /
40.0.0.5/224.1.1.1 _ Fa7/37 0002.£d80.£770 00:00:17 00:00:17 /

Switch# clear ip igmp snooping membership vlan 20
Switch#

BEa<YY R clear ip igmp snooping membership
ip igmp snooping vlan explicit-tracking
show ip igmp snooping vlan

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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l show ip igmp snooping mrouter

show ip igmp snooping mrouter

BRI EE SN, FETRESNCIAT I YA A v TF AV F—T oA ADBEREETT D
121X, show ip igmp snooping mrouter =~ > RZfEH L £,

show ip igmp snooping mrouter [{vlan vian-id}]

XX DEREA vlan vian-id (f£:&) VLAN ({RAHLAN) Z¥EELET, A2MEIE 1 ~ 1,001, I LT 1,006
~ 4,094 T,
TIHILE ZDawr RIZT 740 FREITIH Y R AL
avY R E—F A %—7 )L EXEC
av > FEE Jyy—= EERNE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X ZA » FIZHASILE LT,
12.1(19) EW JEBE VLAN 7 R L 20K — RSB E N E Lz,

EALDEESEIE  Internet Group Management Protocol (IGMP) A X —E' V7R A Xx—T /L ThbH VLAN @O MAC (A
TAT TI7RAGE) T RVAT—=TANOT b EFRRT H8E51X, show mac-address-table
multicast =~ > RLEHTEE7,

VLAN A ' Z =T 24 ZAD IGMP A X —¥ 7R %E R T HIZIE, show ip igmp interface vian
vian-num 2= R&E AJILET,

151 WIT ., HEED VLAN DA X — ¥ o F a2 FRp4 A6 %2R~ LET,

Switch# show ip igmp snooping mrouter vlan 1

vlan ports

,,,,, o m oo o e e eeeemooo_
1 Gil/1,Gi2/1,Fa3/48,Switch

Switch#

BEEav R ip igmp snooping vlan mrouter
show ip igmp interface
show mac-address-table multicast

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show ip igmp snooping vian ||

show ip igmp snooping vlan

EALER]

-
—
-
[

FHEHIN, FETHRESNZ VLAN (RIE LAN) 2A v F £ 2 —T = A4 ADEREFoR

9 %1Z1%, show ip igmp snooping vlan =~ > R&fEf L £,

show ip igmp snooping vlan vian_num

BX D]

i
i

TIHILE

avUkE—F

vlan_num

VLAN OF ST, ARMHEIZ 1~ 1,001, L 1,006 ~ 4,094 T1,

ZDa<wy RIZT 74NV FREEXH Y THA,

A % —7 )L EXEC

avy FER

FERLDIEEE

Ll

BAEa< kR

)1y—2= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

12.1(12¢)EW

LT R L AREDO YR — FANBINE N E LT,

Internet Group Management Protocol (IGMP) A X —t' > 734 X —T /L TéH?5 VLAN O MAC (A
TAT TI7RAGKE) TRLVAT—=TANOT b EFRRT H8E51X, show mac-address-table
multicast =~ > RLEHTEET,

WIZ, BEED VLAN DA X — ¥ o V552 R4 A6 %27 LET,

Switch# show ip igmp snooping vlan 2

vlan

IGMP

2

snooping
snooping
snooping
snooping
snooping
snooping
snooping

Switch#

is globally enabled

TCN solicit query is globally enabled

global TCN flood query count is 2

is enabled on this Vlan

immediate-leave is disabled on this Vlan
mrouter learn mode is pim-dvmrp on this Vlan
is running in IGMP_ONLY mode on this Vlan

ip igmp snooping

ip igmp snooping vlan immediate-leave

ip igmp snooping vlan mrouter

ip igmp snooping vlan static

show ip igmp interface

show ip igmp snooping mrouter

show mac-address-table multicast

| OL-6661-01-J
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M show ip interface

show ip interface

IPRAICRESNT AV H—T 2 A ZAD2—HF Y T 4 AT —X ZA%FKRT HIZIE, show ip
interface =~ K& H L £,

show ip interface [fype number]

BX DA

T4 b

type EH) A F—T=A R FATTT,
number (7)) A8 —7 x4 ZAFFTT,

ZDa<wr RIZT 740 FRTEITH D FH AL

avY kK E—F EXEC
vy FEE Jjy—= EEAR

12.2(25)EW XYy b A=Yy b A X—T A ANBMENE LT,
FHEDFEEE A ¥~ T2 REFHTELEA, CiscolOS V7 v =TIV —T 4 v 7 T —7 )V THEERER

ENf— b TTHBIICER LET, AR VX —T A ATIE, Y7 b7y b
EEZETEET, Y7 MU 2TRA v F—T oA AEFEHTERWEHW LGS, V=T 1 v
T =T AN EEER SNV —T o 2 P EREIBRLET, = MY RIS L, Y
Th T3 EATIvI =T 47 TubarzZEHL TRy NT—T~DRX I T v
N— hERETEET,

A G =T 2 A ARBAMEEETOHE. 74 7r banid[Upl b~v—27 SnET, A 4 —
T2 A ADN= U =T 2RI 556, A =7 = AL [Up] &~—27 SNET,

EEDA L E =T 24 A XA T2BETLHAG WEShTIcA VI =T = ADIEHROHZ ST
TET,

FT v aORIBERELRNGE, TTOS 2 F—T = ADERESRTE LT,

PPP (ARA > RV —iRA > 71 k=)L) F7=iZ Serial Line Internet Protocol (SLIP; >V 7 /v T A4
A=y b Faban) EERLCHREA S F—T A R TR T DL IP T 7
AN AL F U TPAF =T N £, WA o F—7 = A ETPPP £7213 SLIP 2 L
TH 7L I 72 show ip interface 2~ R TIX IP 77 A N AL v F U T RA X —T L ThD
TLERTAE—UREREINFET,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

show ip interface M

WIZ, ¥FEED VLAN D2 —H Y F 4 AT —F 25 FRTHHERLET,

Switch# show ip interface vlan 1

Vlanl is up, line protocol is up
Internet address is 10.6.58.4/24
Broadcast address is 255.255.255.255
Address determined by non-volatile memory

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Local Proxy ARP is disabled
Security level is default

Split horizon is enabled

ICMP redirects are always sent
ICMP unreachables are always sent

ICMP mask replies
IP fast switching

are never sent
is enabled

IP fast switching on the same interface is disabled

IP Flow switching

is disabled

IP CEF switching is enabled

IP Fast switching turbo vector

IP Normal CEF switching turbo vector

IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled

Sampled Netflow is disabled

IP multicast multilayer switching is disabled

Netflow Data Export

Switch#

(hardware) is enabled

#£2-1912, ZOPITRREND T 40—V FOFAZRLET,

% 219 show ip interface 7 + —JL FMDEiRHA

T4—IL K

Bl

EthernetO is up

AV HE—=T 2 A ADN— Ry =T BFEATIHE, A v F—T7 =
AR [Up] &~—2 ENFETMHAT A L F—7 =1 ADYAH,
A H =T 2 A AN—RU2TRBIVT A 7 a ba/Vdmh &
LT v T T HLERH Y FT,

line protocol is up

AVE=T A ABRFRBEEITOHH. 74 71 banid
[Up] E~—7 3NnET, FHT LA X —T oA ADGE, 4V
H =T 2 AN—KR=zTBIRIAY o baVidmphsed
Ty TTAMLERSHD FT,

Internet address and subnetmask | (> % —7 =4 ZDIP T RLABLRY TRy b w27

Broadcast address

Ta—R*Fy AN T RLZR

Address determined by...

A HE =T AADIPT RLVRAZHPTDHAT—H R
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M show ip interface

£ 2-19 show ip interface 7 1 —JL KD (& E)

TJ4—ILF B

MTU AV B —T A A ETREINT MTU
Helper address AAR—=T RLR (BEESNTHDIES)
Secondary address THHY T RLA (FEEINTWDIER)

Directed broadcast forwarding

Tu— Ry A NEBERED AT —HF A

Multicast groups joined

ZDAVE—T 2 AANRETDHNLTF XY AN T —7

Outgoing access list

AVE—T oA ARIEBET 7 EA VA IBRESNTNDINE D
MDAT—H A

Inbound access list

AVE—T oA AERT V7 EA VA IBRESNTNDINE D
MDAT—H A

Proxy ARP

7’11 % 3 Address Resolution Protocol (ARP; 7 KL A figik~7 1 k=
V) DA E—T 2 ATAX—T NV THINE I DDORT—H
A

Security level

ZDA B —T A AD IP Security Option (IPSO) ¥ = VU 7 ¢
LUV DR E

Split horizon ATV b IRTARVDAT—H A

ICMP redirects TDODAE—T A A LDV EA VI N AvE—3DAT—H A
ICMP unreachables DA H =T 2 A A LEDEFEREA v —TVDAT—HF A
ICMP mask replies TDAE—T 2 A A LDV AT IEED AT —H A

IP fast switching

T7 AN AL FUITNRIDA B —T 2 A ATA X —TILTHh
EMEIIPDAT—H A, FRRIZ, 77 AN AL v F o 7EF
T A E—TxAALETHBEARX—TILTT,

IP SSE switching

IP Silicon Switching Engine (SSE) D AT — & A

Router Discovery

DA HE—T 2 ZADBH T o ADODAT—X A, )T A
VH =T A A LTIXEET 4 =T A TT,

IP output packet accounting

DA VE—T2AADIP THI T4V TELOAL Yy V=
A=/ K (= M) OFEKRE) ODATFT—42 A

TCP/IP header compression

EfED AT —H R

Probe proxy name

HP 7u—7 7a X VAIGEEERTEINE I DDAT—HF A

WCCP Redirect outbound is
enabled

A —=T oA ALTZEENEZA Yy b edryyia 2Py
~NVEAL VT NTDEMDEIDDAT—H A

WCCP Redirect exclude is
disabled

AVE=T A ARHBDONTry by yia 2P~ HA
VI RLBRWESIZTDEIME I DPDAT—H A

Netflow Data Export (hardware)

is enabled

A > H#—7 = A AD NetFlow Data Export (NDE;NetFlow 7 —# =T
JAR—F) W—RU=xz7 70— XA57—HF X

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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showip mfib W

show ip mfib

7 7 7 4 772 Multicast Forwarding Information Base (MFIB; /L' F % v A FMREFHR—R) JL— h
T _TERT DL, showipmfib 2~ FEFHLET,

show ip mfib [all | counters | log [#]]

BX DA

all UEE) AA v F o e midft T 572D ENBICE b bT, FirL
AY V=T 47 7o bal T—TIBRHENTWD LIRS R L—
r&&H T, MEIBNO/L— 23T _TIEELET,

counters (fEE) MFIB B#A X FOBERELET, 0 USDOI T ZOHRNBER
SNET,

log (R Hilrd MFIB B A N b V' Z48E LE T, DA X2 b2
WCERRSINET,

n EE) A2 F&ESTT,

TIH4ILE

Ok E—F

ZDa<wr RIZT 74NV FREEXHY A,

A %—7 )L EXEC

ATy NERE

FREDIEFRE

)1)—=x TEAR
12.1(82)EW Z D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,

MFIB 7— 7 WVZiX, —HD P </LFF v A b b— F B3 EINET, MFIB 7 —7 /D% /L— b
WZiE, O 75 7S STV ET,

I— K 7 70%, =M~ T Dy FOEEEFEAZERLET, 728 21E. MFIB /L— hZ
o IC 79 70F, AA v TFOTFav ANy hOabt —2ZETANLERHLIZ L5
WL 9, MFIB/L— MIXINMTHTFOND 7T 70, kD EBH TT,

e Internal Copy (IC) 752 — AA v FDFavANR, BEDL— M~y FT5FTITON
Ty MDA —E2ZETAILERNSLILAICERELET,

e Signaling (S) 777 — ZON—RMNI—HTDHXry bRl %, AAfvF TrkR
BT DL ERD D iE'/\(_meLij— STFNV T A =T A ATO/NRT v NZEIT
IWELT, 7a hajl a— KRB MFIB A7 — b FEHT 50 EOMEEZITH) ZenEZ2bNnE
—a’-‘O

. Connected (C) 797 —ZO7 77 %)N— MIFRELIEGE, BEEEGRINIZFAA MZE-T
N— MIEEENT=Ary FETFE 7 e bajl T ak R T %Dﬁ‘éz%ib)%%) AR D=
. STTTLERILBERERLET,

Jb— MZiE, 1 O‘;Et TEEDOA L E—T oA RKET DT T T EHRETH L TEET,
(S,G) W—FrDBE, A v EZ—Tx2A A1 DT T 7ML, A2y bOREGE, BLOv—h e
*ﬁ#éﬂb/%%4/5 TxA A ICHRET D008 9 hEHERLET, MFIB b— MG
FONDBEA L Z—T =AM ADT T T, KDL T,

e Accepting (A) — A ¥ —7 A AZHEIE L, Accepting (A) & LTC~—27 INDH37r v bR
F TP Forwarding (F) A ¥ —7 = A RZIRIEINDGAEIT, RPF A V¥ —7 = A AITFK
ﬁ_:‘—:]\./\ij—o

e Forwarding (F) — LD X ST, A 77 7 LAELETHMH L £J, Forwarding 1 > & —
Tz A ADELIE, w/TFF ¥ A b olist (output interface list) ZEAL L E 7,
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Ml show ip mfib

 Signalling (S) — Z DA > F—7 = A ZZASI73r v FRFEIE LT- & %12, Cisco I0S D~ /LF
F¥YAbNA—T 47 Fu bai FakREMTEHEND HEAICRELET,

e Not Platform (NP) fast-switched —F 77 7 LA G DOETCHEHLET, WA v ¥—T7 =14 R
BT N T A=A NN R 2T Lo TEBAA v F 7 TET, V7 MY = THEN LT
7235512, Forwarding 1 > &% — 7 = A A|Z{% Not Platform fast-switched &\ 5 ~— 7 £ fH1F H i
7

7= & zIZ. Supervisor Engine III % #5# L 7= Catalyst 4006 A A >~ Fi%, o RV A F—T = A
ADAAL F o ThN—R7x7 TITRRWD, ZThbDA v EZ—T x4 AZIEINP 777
BT HENFET NP AV F—T = A AT — FBHISTT 5T D6 Accepting 1 > % —
T A ATERBLIEATI Ry 2 &I, Ny hOabt—nmAL vy FOY 7 by = 7 HEEN
AZEFE SN, Y7 by o7 THEBISR TS, NP A U F—T7 oA AZIESINET,

151 WIZ, T_XTOT 75 47 MFIB/V— 2R RT 562~ LUET,

Switch# show ip mfib
IP Multicast Forwarding Information Base
Entry Flags: C - Directly Connected, S - Signal,
IC - Internal Copy
Interface Flags: A - Accept, F - Forward, NS - Signal,
NP - Not platform switched
Packets: Fast/Partial/Slow Bytes: Fast/Partial/Slow:
(171.69.10.13, 224.0.1.40), flags (IC)
Packets: 2292/2292/0, Bytes: 518803/0/518803
Vlan7 (&)
V1anl00 (F NS)
V1lanl05 (F NS)
(*, 224.0.1.60), flags ()
Packets: 2292/0/0, Bytes: 518803/0/0
Vlan7 (A NS)
(*, 224.0.1.75), flags ()
Vlan7 (A NS)
(10.34.2.92, 239.192.128.80), flags ()
Packets: 24579/100/0, 2113788/15000/0 bytes
Vlan7 (F NS)
V1lanl00 (&)
(*, 239.193.100.70), flags ()
Packets: 1/0/0, 1500/0/0 bytes

Vlan7 (A)
Switch#
BEa<YY R clear ip mfib counters

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show ip mfib fastdrop W

show ip mfib fastdrop

BX DA

TI4ILE

avrvkE—F

BAET 77 4 TR T X COEmEEFEL L MR, MlHBEENA X—T NV ThHLINE I PERRTD
121X, show ip mfib fastdrop =~ > RZEH L £,

show ip mfib fastdrop

Zoa~vy NEF—U— FEZIIEIEIEH D XA,

ZDavwy RIZT 74NV FEREEXH Y THA,

A % —7 )L EXEC

avy FER

1

BAEa< >R

)1y—2= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINLE LT,

W, BUET 7T 4 7y N ToOEmEBEET S )| BROEEBEENRA R —TNVinE D Ink R
OB R LET,

Switch# show ip mfib fasttdrop

MFIB fastdrop is enabled.

MFIB fast-dropped flows:

(10.0.0.1, 224.1.2.3, Vlan9 ) 00:01:32
(10.1.0.2, 224.1.2.3, Vlan9 ) 00:02:30
(1.2.3.4, 225.6.7.8, Vlan3) 00:01:50
Switch#

clear ip mfib fastdrop
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M show ip mroute

show ip mroute

IP LT XX AN N—T 47 T—TNMEREFRT DHITIL,

i‘a—o

show ip mroute =~ > FZ& AL

show ip mroute [interface_type slot/port | host_name | host_address [source] | active [kbps |
interface_type num] | count | pruned | static | summary]

B DA interface_type (fEE) A #—T 2 A XA A TBLOAR Y b LR— FOFFTT,
slot/port interface type DA ZNEIL fastethernet, gigabitethernet, tengigabitethernet,
null, vlan T,
host_name (&) Domain Name System (DNS; KX A o Rr—AL VAT L) RA N 77—
TN TERSNTWDAMELIZIP T FLATY,
host_address (fER) <~ AF v 2 BFELO P T FLAELFIARTY,
source
active UEE) 77T 4 TREREITNDILTF XY AN ZA—TF~DOREHE %
#KRLET,
kbps UEE) T2 T4 7TREETNEATF X v X b Z—F ~DOEEHED
interface_type num | G, SEIEHEED S OHEELL L ThH BT 2T 4 T R TN TR S
NET, AEMEIL. 1~ 4,294,967,295 kbps T,
count (EE) Vv—FBLONNT y MRICET D IEHRAER R L ET,
pruned EE) I—=rv 7 &N — R LET,
static UTE) A4 T4y wVFX¥¥ A b L—bE2FRLET,
summary (FE) P~V TFFY A N—T 47 T—TNVHNDOEKET L ) OEE
11T THRRLET,
TIAILE ZDavwy RIZT 74V MEEIEH Y FH A

Ok E—F

4 %—7 )L EXEC

av Y FERE )1)—= EERAE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,
12.2(25)EW XAy b A=Y Fy b A X =T ZADPKR— FPBIMSHEL
7,
FRAEDFEEE AT a O5HBBIUNF—T— N2 L7245 showip mroute 2~ 2 RIZIP v /LFF ¥ X |

N—F 4T T—=TNLAHNOTXTO ) ZFERLET,

show ip mroute active kbps =1~ > Ni&, PEHED kbps UL EOT R TOFETLER R LET,

VLNFXR YA N—T 4 T T =TT —H E AT DI, EEIL, AY—D T N—T (S,G)
TR I—=7 (G) = b U EERLET, AX = 3T NTOREILT LA, [S]HFHE—
DEETT FL A, [Gl B~ A F X ¥ Ak FA—T 7 RLAZBERLET, (S,6) =v U %
YERT 258 Y 7 N =T Fa =Y A M V—TF 4 7 T—TVNTRDSM 572 (-DF Y Reverse
Path Forwarding [RPF] Z#H32%), 4T 25087V — T ~OFE/ A ZMH L £,

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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1

show ip mroute W

WIZ, IPLVFHRY AN N—T 4T T—TNAHNOTRTCOT b ZERTEHERLET,

Switch# show ip mroute

IP Multicast Routing Table
Flags:D - Dense, S - Sparse, s - SSM Group, C - Connected, L - Local,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT, M - MSDP created entry, X - Proxy Join Timer Running
A - Advertised via MSDP, U - URD, I - Received Source Specific Host

Report
Outgoing interface flags:H - Hardware switched
Timers:Uptime/Expires
Interface state:Interface, Next-Hop or VCD, State/Mode

(*, 230.13.13.1), 00:16:41/00:00:00, RP 10.15.1.20, flags:SJcC
Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20
Outgoing interface list:

GigabitEthernet4/9, Forward/Sparse-Dense, 00:16:41/00:00:00, H
(*, 230.13.13.2), 00:16:41/00:00:00, RP 10.15.1.20, flags:SJcC

Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD
Outgoing interface list:
GigabitEthernet4/9, Forward/Sparse-Dense, 00:16:41/00:00:00, H

(10.20.1.15, 230.13.13.1), 00:14:31/00:01:40, flags:CJT

Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD
Outgoing interface list:
GigabitEthernet4/9, Forward/Sparse-Dense, 00:14:31/00:00:00, H
(132.206.72.28, 224.2.136.89), 00:14:31/00:01:40, flags:CJT
Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD

Outgoing interface list:Null
Switch#

WIZ, T 7T A TIRIBBEBIENOENANT XY AN TN —T~DOREERELERL,

NEUALETHDLT 7T 4 TIRERB IO ERFT DH 2R LET,
Switch# show ip mroute active
Active IP Multicast Sources - sending > = 4 kbps
Group: 224.2.127.254, (sdr.cisco.com)
Source: 146.137.28.69 (mbone.ipd.anl.gov)

Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs), 4 kbps(life avg)

Group: 224.2.201.241, ACM 97
Source: 130.129.52.160 (webcast3-el.acm97.interop.net)

PEARHEHE N T 7 4

Rate: 9 pps/93 kbps(lsec), 145 kbps(last 20 secs), 85 kbps(life avg)

Group: 224.2.207.215, ACM 97
Source: 130.129.52.160 (webcast3-el.acm97.interop.net)

Rate: 3 pps/31 kbps(lsec), 63 kbps(last 19 secs), 65 kbps(life avg)

Switch#
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M show ip mroute

WIZ, = FBEOANT v PRI 2 e BRI D0 2R LET,

Switch# show ip mroute count

IP Multicast Statistics

56 routes using 28552 bytes of memory

13 groups, 3.30 average sources per group

Forwarding Counts:Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

Other counts:Total/RPF failed/Other drops (OIF-null, rate-limit etc)

Group:224.2.136.89, Source count:1, Group pkt count:29051
Source:132.206.72.28/32, Forwarding:29051/-278/1186/0, Other:85724/8/56665
Switch#

W, Y= —lFHERTTLHE2RLET,

Switch# show ip mroute summary

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, s - SSM Group, C - Connected, L - Local,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT, M - MSDP created entry, X - Proxy Join Timer Running
A - Advertised via MSDP, U - URD, I - Received Source Specific Host

Report

Outgoing interface flags: H - Hardware switched

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

Switch#

#2202, ZOHANTERREND T 4=/ FIZOVWTHHALET,

%2 2-20 show ip mroute 7 « —JL KDEHHA

T4—ILE S5BA
Flags: T M UICEATHE®RTT,
D - Dense = h VUl dense (%) F— RTEMEL TWET,
S - Sparse x> b~ Uidsparse (BR) £— RCEHHELCWVET,
s - SSM Group T2 h UL SSM VL —TF D A L R—T,
C - Connected CNTF XY AR TN—T DA N—F, BEEEGINA H—
7 xA A RITIHFELET,
L - Local AL TP, INFHRY AR TN—=T DAL N—=TTF,
P - Pruned N—= BTN == TENTWET, FTARY =5 AN —
DERBICITIMAT DA E. ZOERPRREINET,
R - Rp-bit set (8,G) = MU DAF—H A TT, (S,G) = I U 7 Route Processor
RP; v— T+ v vH) HFAEZEBELTWLZEE2RLET, R-
Rp-bit set (X, BH ., FEOKETICHET LGV U —Tiho727
N—= T AT — T,
F - Register flag VI NI 2T DAT—FATT V7 MU= T BT Fy A Mk
FBRICEEEN TS Z a2 R LET,
T - SPT-bit set SNy MDAT =S AT, Ny RS ARETEY ) — T
BEhTWbZ taRLET,
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show ip mroute W

£ 2-20 show ip mroute 7 + —JL RO (#E)

J4—ILF 5B

J - Join SPT (*,G) = NV DOHE, HEY Y —DOTFHFRIZHND T 7 ¢ >
T DWEN, ZNV—FD SPT AL v akh—/IL NREMBEEBZT
WBHZEERLET (T 740D SPT AL v akh—/L R&EE
flliX 0 kbps T9), J-Join SPT 7 7 /R E SN TV D AT, 4
AV V=D FHTRD (S,G) 7y MpZfEEShbd e, EETD
FENZ (S,G) join A vE—Y BN MU HENET, Zhicky, &
A v FIFEELTY Y —IZIMALET,

(S,G) = FU DA, FIL—TFDSPT AL v ak—/IL K&
WLz PUMBNMER SN2 L2 R LET, (5,G) =
FUIZ T -Join SPT 7 7 VB E SN TN DLHEE. AA v T IXEE
VIV —ED NG T4y I HEEEE=F LET EF LYV —D b
T4y VEENTN—TD SPT AL v ak—/b K& FE-T
WDARIEAS 1 43 B Bk L 723556 A A v FILZ OEE oG
V=l B2 LI LET,

AA v FIFEEY V=D T 7 4 v ZEEEZRT L, Z OBE &
TN—TDSPT ALy vakh—/L K& 1 pBEICHEELES, b
ST 4w JWEMN SPT ALy ak—/L REB2 881, Mo
74 v 7 HEOROBIENMTOND ET, (*,G) = b VI J-Join
SPT 77 VRREINET, HEHY Y —ITRDATy RREHEE L,
FLWHIEA ¥ — ARG & 77 TRRERIIET,

IN—TIZF 74 b®D SPT AL v adm—/ FfE (0 Kbps) 7%
FHEINTWAEHEE, (5,G) = F UIZIXHIZ J- Join SPT 7 5 7
MERE S, RSN EREA, T74/L D SPT AL v ak—
NV RENER SN TV DEAEICH LWEEILND N T 74 v I %
TETBHE . AA v FIIHEENRA VY =L B E T,

Outgoing interface flag: HEZ M UICBET 5E®RTT,
H - Hardware switched TRV EN— R =TI AL v TF o TENET,
Timer: Uptime/Expires
Interface state: Interface, Next-Hop % 7213 Virtual Circuit Descriptor (VCD; {RARF v
FINV T 4 A Y S H), State/Mode
(*, 224.0.255.1) IP~VFXXY AN N—T 4T T—TNOT ) TT, =k

(198.92.37.100/32,224.0.255.1) | V%, EETLAA v FDIP 7T RL AL, ZRIZH L LFFv A
NNV —TDIP 7 FUATHRKINET, BEILAAL v T ONE
WZEPNTZT AZ Y27 (%) 13, TRXTOEFBILEERLET,

BHIOEXDO= ML, (5,G) £IE A% — o< G =~
rY EWVWNET, 2FBDOERO= MUIE, (S,G) £/ ISH
Vv Gl =Y EVWET, (5G) = FUIE, (S,G) =RV
AR Do SN E T,

uptime IPvNLVFHRYANNV—T 4T T—=T NI MY BREHEND
Wi (BgfE, 4. #) T
expires HEA L H—T oA ADIPYNT XY AN N—T 4T T—T )L

mbxr FUDHIBRES D £ TOHM (B, 4. ) TY,
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M show ip mroute

£ 2-20 show ip mroute 7 + —JL RO (#E)

TJ4—ILF BL

RP RP AA »F DT KL ATT, sparse (Bf) E— NTEIET HAA »
FELOT 7R b—_"DEE. 207 KL AT 12 0.0.0.0 TY,

flags: T hUIZEATDERTT,

Incoming interface

EELNODYALT XY A b Ty NREETDTEDA V¥ —
T2 A ATT, ZDA y&—7;4’%&:%1§b7‘£ﬁ307‘:/\°7“/ N
. BEEShET,

RPF neighbor

EELICKTEIT Y TFA R —A AL v FDOIP T RLATT,
[Tunneling] (X, Z DAL v F WA T EMESNTT — & % Register
27y ML CRPICEEL TS Z 2R LET, Iy aN
D16 HEHEIT, BEENTWDHRP ZRLET, 1 DD L—F I
BORP MEHINTWDLIEE, FE Y MIZNENELRD RP &
~LET,

DVMRP % 7= 1% Mroute

RPF {532 DVMRP /L —F ( v 7 T —T UM HEEENZ, £
FIZAZT 47 mroute 2> 7 4 Fal—arhbBEIN-
INERY AT — S ATY,

Outgoing interface list

Ny MPREBEINABICEE LA Vv H—T A ATT, £V
4 —7 A AL ip pim nbma-mode =~ > KA F—T LD
B PIMAAARNDIPT RLABRRSNET,

Ethernet0

FlGA 25— = A ADLHE £ OEFTT.

Next hop £721Z VCD

Nexthop (. T A MY =L RANDIPT RLAZHELET,
VCD (&, Ao +F5E2f T LET, VCDO iX, 7 —
TNAZT 4y 7~y TIRBEEREFERA L TSI EE2ERLE
j—o

Forward/Dense

Nry NODATF—H AT, 77EA Y RKNEIX Time To Live
(TTL) A b v ¥ 2R —/V RIZEDHIBRB NG EIC A v F—T =
AALETHry FRREENDZEERLET, AT via ()
DBAIZ, A 4 —T7 =24 ZADOEEE—F (dense L7213 sparse)
R LET,

Forward/Sparse

Sparse (BR) E— RA v F—7 = A ADHREE— R TT,

time/time
(uptime/expiration time)

EAHE—T 2 AD, IPYNVTFHY AN NAN—T (T T—T )b
W= U BRSNS HIE (R, 20 ) T, AT v ia
() O%AIZ, IPYNALTHXY AN N—T 4T T—TINbT
U DSHIBR S LD E oMM (RFE. 43 B) 2R LET,

BEa~v K ip multicast-routing (Cisco I0S O~ == 7 /L % &)
ip pim (Cisco 10S O~ == 7 /L% % [R)
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show ip source binding W

show ip source binding

VAT DMIRE I P EF AL VT 4 7 & FKART DI, show ip source binding EXEC =~
VREERLET,

show ip source binding [ip-address] [mac-address] [dhcp-snooping | static] [vlan vian-id)
[interface interface-name)

BX DA

ip-address UEE) "M T4 TP 7T RLATT,

mac-address L) "M v T4 v Ix% MAC (AT 47 778 AHI#E) 7 FL
ATY,

dhcp-snooping (£EE) DHCP AX—VB T XA T NRA T 4 T T,

static UER) AET A4 v ZICRESNIAAL T 4 7 TT,

vlan vian-id (fEE) VLAN ({48 LAN) OF 5T,

interface interface-name UERB) "M T A THBA L H—T 2 A AT,

TIHILE

ABT 4T ARX—E T N T 47 EDHCP AX—E U T A T 4 T Ml ERRLE
‘j—o

a2 FKE—F A %—7JL EXEC
av >y FER J1)y—= EENA
12.1(19)EW ZDavy FREAINE L,

FERLDIEEE

Ll

BAEa< >R

EEDONTA=Z2{ET DL, HWIRRN T ANV 2T T SNETS,

WIZ, IPIEETCNAA T o o T aRRT W ERLET,

Switch# show ip source binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 FastEthernet6/10
Switch#

WIZ, IPT RLRA 11001 DARET 4 T IP AL T 47 v ) 2R T H0E2RLET,

Switch# show ip source binding 11.0.0.1 0000.000A.000B static vlan 10 interface Fa6/10
show ip source binding 11.0.0.1 0000.000A.000B static vlan 10 interface Fa6/10

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 FastEthernet6/10
Switch#

ip source binding
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M show ip verify source

show ip verify source

BEDA LV E—T A RIZBITDH P FELT — ROREB LT 4 VZ KR T HIZIL, show ip
verify source =~ > R&fiH L 9,

show ip verify source [interface interface _num]

BX DA

TIHILE

interface interface num (EE) A v X —T A AEBHEELET,

ZDa<wy RIZT 74NV FEREEXH Y THA,

avY Rk E—F A *%—7 L EXEC
av Y FERE )1y—2= EEAR
12.1(19)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

1

WIZ, show ip verify source interface 2~ > REfEH L T, FFEDA ¥4 —7 = A AIZHBIT D IP &
BT —ROBREBLOT 4NV F2ERTHHE2RLET,

o ZOHHIZ., VLAN ({RAELAN) 10 ~20 FTDHCP AX—E L I BA X —T N ThHY ., A
H—TxA A6/l DIPEE T T ANVE T—FNIP &L L TREINTWT,VLAN 10 @ 10.0.0.1
EANAL U RTAEHEDOIP T RUARGFET A5 EE2 R LET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/1 ip active 10.0.0.1 10
fa6/1 ip active deny-all 11-20

~

GE) 2FBOO= NI BRRIP EETLNAA T 4 v T EEFFZIRVAX—E %G VLAN
DOFR— NI, T7+/L K PVACL (TRTDIP hT 7 4 v 7 L) DRESNTWVWAS D
LHERLET,

o WO, VLAN10 ~20 FCTDHCP AX—E L 2 A RX—T L THY, A F—T A A
fa6/1 D IP EFILT 4 VF E— RN IP & LTHREINTWT, VLAN 10 @ 10.0.0.1 /31 > F
THEEFEDOIP 7 KL ANTEIET HHA1Z, show ip verify source interface fa6/2 =~ > K% AJ)
L=t DT,

Interface Filter-type Filter-mode IP-address Mac-address Vlan

fa6/2 ip inactive-trust-port

o WROHMINE, A H—T = A A fa6/3 IZ DHCP A X — & Z%fIH0D VLAN 238%E STV 7200
%612, show ip verify source interface fa6/3 =~ K& A ) L7 H DT,

Interface Filter-type Filter-mode IP-address Mac-address Vlan

fa6/3 ip inactive-no-snooping-vlan
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show ip verify source W

o WROWMNE, A F =T A X fa6/ADIPEETLT A VFE T—FBIPMAC (AT 47 77k
AflfE) & U CREE & TV T, VLAN 10 @ 10.0.0.2/aaaa.bbbb.ccee 35 L TN VLAN 11 &
11.0.0.1/aaaa.bbbb.cccd % /3o > KT HREFD IP MAC DFET H35A 12, show ip verify source
interface fa6/4 =~ K2 A L7=H DT,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
fa6/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
fa6/4 ip-mac active deny-all deny-all 12-20

o WOWNIE, A F =T x4 X fa6/5 DIPFEITLT 4 VF E— RPIPMAC & LTRESNLT
T, VLAN 10 @ 10.0.0.3/aaaa.bbbb.ccce & /341 RF 2 BEAFD IP MAC HFIET DI 2 b
57, fa6/5 THR—F X2 U7 4 BA F—T LI N TV WEAIZ, show ip verify source
interface fa6/s =~ K& AJJL7=H D TT,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/5 ip-mac active 10.0.0.3 permit-all 10
fa6/5 ip-mac active deny-all permit-all 11-20

A
(GE) DHCPEx=2VUT 4 MAC 7 4 VH IR — FE7I1L VLAN ICEH TE R0\ AT
MtExFa2 T 4024 FX—T NI LTLEEN,

o ROMNF, A F =T A X fa6/6 IZ [P IEFILT 4L F T— FPBE SN TORWGEIZ,
show ip verify source interface fa6/6 =~ > R AJJL7=HDTY,

DHCP security is not configured on the interface faé6/6.

KIZ, show ip verify source =~ RZfFH LT, DHCP AX—V' 7 X2 UT 4 & X —T7 )b
ELIZAAL v FOFTRTOA B —T =2 A AR T 0% RLET,

Wi, A Z—7 A ZBMD show CLI (2~ R A FZ—T A R) WELOHTHE
IRENET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/1 ip active 10.0.0.1 10
fa6/1 ip active deny-all 11-20
fa6/2 ip inactive-trust-port

fa6/3 ip inactive-no-snooping-vlan

fa6/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
fa6/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
fa6/4 ip-mac active deny-all deny-all 12-20
fa6/5 ip-mac active 10.0.0.3 permit-all 10
fa6/5 ip-mac active deny-all permit-all 11-20

ip dhcp snooping information option
ip dhcp snooping limit rate

ip dhep snooping trust

ip igmp snooping

ip igmp snooping vlan

ip source binding

ip verify source vlan dhcp-snooping
show ip source binding
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W showipc

show ipc

Inter-Processor Communication (IPC; 7" &2 & v V-l#{E) fEHEZ R R-T DI, showipe 2~ R%
BEHLET,

show ipc {nodes | ports | queue | status}

X DA nodes M) — ReFrRLET,

ports 2 —H/)VIPC R— hEFRRLET,

queue IPCHXEEX2—ORNEETERLET,

status o — AV IPC —_"DAT—H 2% FRLET,
T4+ Zoa<wy RIZT 740 bREIERH D F8 A,
avY kK E—F A % —7 )L EXEC

avy FERE J1)y—=x EEAR
12.1(12¢)EW Z D= K7 Catalyst 4500 &V — R A4 » FITEASE LT,
1 WIZ, I/ — RaRR-T D0 2R LET,

Switch# show ipc nodes
There are 3 nodes in this IPC realm.

ID Type Name Last Last
Sent Heard
10000 Local IPC Master 0 0
2010000 Local GALIOS IPC:Card 1 0 0
2020000 Ethernet GALIOS IPC:Card 2 12 26
Switch#

WIZ, B—=AVIPC R— M aFRT D62 RLET,

Switch# show ipc ports
There are 11 ports defined.

Port ID Type Name (current/peak/total)
10000.1 unicast IPC Master:Zone
10000.2 unicast IPC Master:Echo
10000.3 unicast IPC Master:Control
10000.4 unicast Remote TTY Server Port
10000.5 unicast GALIOS RF :Active
index = 0 seat _id = 0x2020000 last sent = 0 heard = 1635 0/1/1635
10000.6 unicast GALIOS RED:Active
index = 0 seat _id = 0x2020000 last sent = 0 heard = 2 0/1/2
2020000.3 unicast GALIOS IPC:Card 2:Control
2020000.4 unicast GALIOS RFS :Standby
2020000.5 unicast Slave: Remote TTY Client Port
2020000.6 unicast GALIOS RF :Standby
2020000.7 unicast GALIOS RED:Standby

RPC packets: current/peak/total
0/1/17
Switch#
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WIZ, IPC HEEF 2 —DONEERRT 2B 2R LET,

Switch# show ipc queue

There are 0 IPC messages waiting for acknowledgement in the transmit queue.

There are IPC messages waiting for a response.
There are

There are

IPC messages waiting for additional fragments.
IPC messages currently on the IPC inboundQ.
messages currently in use by the system.

o O O o

There are
Switch#

wiz, a—H)VIPC Y — "DRAT —F A% FRwT 6% R LET,

Switch# show ipc status
IPC System Status:

This processor is the IPC master server.

6000 IPC message headers in cache

3363 messages in, 1680 out, 1660 delivered to local port,
1686 acknowledgements received, 1675 sent,

0 NACKS received, 0 sent,

messages dropped on input, 0 messages dropped on output
no local port, 0 destination unknown, 0 no transport
missing callback or queue, 0 duplicate ACKs, 0 retries,
message timeouts.

ipc_output failures, 0 mtu failures,

pak alloc failed, 0 memd alloc failed

no hwg, 1 failed opens, 0 hardware errors

No regular dropping of IPC output packets for test purposes
Switch#

O O O O O O O o

msg alloc failed, 0 emer msg alloc failed, 0 no origs for RPC replies
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M show I2protocol-tunnel

show 12protocol-tunnel

LA 27m ban b RA— MIETLEREERTT HITIE. show Rprotocol-tunnel =+ >
REERALET, 2Oa~vy RE, e hal bR U IRA R—=T NI A v B —T = A AT
THERERTSLET,

show 12protocol-tunnel [interface inferface-id] [[summary] | {begin | exclude | include} expression]

X DA interface interface-id UER) “mban bV U THERERRT DA H—T oA A% 5
FELET AN AV Z—T =2 A ZFIWPR— F ER—F F¥ 2L TT,
A=+ Fr x0T 1~ 64 TY,

summary EE) V1 v27uebar <l —tFERIEZTEERLET,
begin UER) expression & —IT HITMOLEREZRE L E 9,
exclude (fEE) expression & —HT 21TV IiE®RE R <L ET,
include UER) 8E STz expression & —T BiT7aHFRLET,
expression EE) Z2REAA v e LTHERTHEHIANORX T,
o>k E—F 2 —+H EXEC
avy FER )1)—=x EERNE
12.2(18)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
12.2(25)EW WOFXFHEY b A=V Ry b AV F—T =2 ZADFR—FNBEMSHEL
77

FRLOFESEIAE I2protocol-tunnel =~ > REZHFHALT7 7 AFE77-12802.1Q h>F /v R—FTLA¥27m bz
VR RV T EARZ—=TNMIT D E, RONRTA—=ZO—HEIIT R TERETETET,
o MRV THEBEOTH AN HAT
e Yy vy MUY ALy ak—/LK
e FEEAL Yy ak—LR
show 12protocol-tunnel [interface interface-id]| 2~ > K& ATIT DL, T_XTCO/NRNT A —FPRHES
N7 77 47 R— MIETLHERIETHERRSNET,

show I2protocol-tunnel summary =1~ > R&Z AJJ$ 25 & —fHELITTXTONRT A—ZPRHRES
NIeT 7T 47 A= MCET L HERETRERINET,

LFHNTIHRLTFE/NLTRXBIENET, 72L& 21X, | exclude output & AJ) L7254 output %
EUITIIR R EINEHAD, Ouput S TITIZF RS NET,
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1

BAEa< kR

K IZ., show 12protocol-tunnel =~ > RO A DFIZRLET,

Switch> show l2protocol-tunnel
COS for Encapsulated Packets: 5

Port

Fa0/10 ---

Fa0/11

Fa0/12

Fa0/13

Switch#

Protocol Shutdown
Threshold Threshold

Drop

Encapsulation Decapsulation

Counter Counter
9847 1866
77 12
859 860
0 0
219 211
2356 2350
116 13

3 67
856 5848
0 0

0 0
2356 0
11787 0

81 0

0 0
849 0

0 0
2356 0
11788 0

81 0

0 0
849 0

0 0

IZ., show 12protocol-tunnel summary =~ > RO DOFIEZR L E T,

Switch> show l2protocol-tunnel summary
COS for Encapsulated Packets: 5

Port Protocol

Fa0/10 --- stp vtp
pagp lacp udld
Fa0/11 cdp stp vtp
pagp lacp udld
Fa0/12 «cdp stp vtp
pagp lacp udld

Fa0/13 cdp stp vtp
pagp lacp udld
Fa0/14 cdp stp vtp
pagp ---- udld
Fa0/15 «cdp stp vtp
pagp ---- udld
Fa0/16 cdp stp vtp

pagp lacp udld
Fa0/17 cdp stp vtp

pagp lacp udld
Switch#

Shutdown
Threshold
(cdp/stp/vtp)
(pagp/lacp/udld)
R
o))
1100/1100/1100
R
o))
R
R
o))
R
R
o))
R
R
o))
R
R

Drop
Threshold
(cdp/stp/vtp)
(pagp/lacp/udld)
A
o))
R
900/ 900/ 900
o))
S R
AR
o))
S R
AR
o))
S R
R
o))
S R
AR

Status

down

down

down

down

clear I2protocol-tunnel counter (Cisco I0S ~ == 7 /L& &)

12protocol-tunnel
12protocol-tunnel cos

show I2protocol-tunnel

O O O O O O O O O O OO 000 0O oo o o o

| OL-6661-01-J

Catalyst 4500 ') —X X4 v F CiscolOS a¥ K YI7L VX



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

M showlacp
show lacp

LACP {f# % F/RT 5121, showlacp 2~ FEFEHALET,

show lacp [channel-group] {counters | internal | neighbors | sys-id}

BX DA channel-group LE) Fr ) I A—TDEETT, A2MEIE 1 ~ 64 T,

counters LACP #iatif e #onr LEd,

internal WEBIEE 2R LET,

neighbors A MEHREFRTLET,

sys-id LACP v AT A ID #F R LET,
T4 Zoavry RITF 74V MRETH Y £H A,
aAvU kR E—F A #—7 )V EXEC
OV FERE )= EERNE

12.1(13)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FIEAIE LT,

FRLEDFESIE Z o3~ RiX, Supervisor Engine | RHEHENTWDH AT ATIEHEYR— ML EEA,
channel-group fEZ15E LI WIEEIE, T XTOF ¥ RV Z—TRERSINET,

F 7 a @ channel-group iz ANJ13 % & | sys-id ¥— T — RERS TRTOF—U— RIZF v %
N TN—TERETEET,

i WIZ, BEDF ¥ RV 7 )—F O LACP #iatEha £nT 5612~ LET,
Switch# show lacp 1 counters
LACPDUs Marker LACPDUs
Port Sent Recv Sent Recv Pkts Err

Channel group: 1

Fa4/1 8 15 0 0 3 0

Fa4/2 14 18 0 0 3 0

Fa4/3 14 18 0 0 0

Fa4/4 13 18 0 0 0
Switch#

A TEROEFERRFTRENET,

e [LACPDUs Sent] 33 X U8 [Recv] 1 7 AlE, FFEDA V¥ —7 = A A TiEZ{FE S 7= LACPDU %%
ERRALET,
e [LACPDUs Pkis] B8 L OV [Err] 7 T L&, v—F— v har Xy MaR-LET,
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showlacp W

RIT, FFEDTF ¥ RVICRT DA v F—7 = A AONEMERZFRT D0l 2R LET,
Switch# show lacp 1 internal
Flags: S - Device sends PDUs at slow rate. F - Device sends PDUs at fast rate.

A - Device is in Active mode. P - Device is in Passive mode.

Channel group 1

LACPDUs LACP Port Admin Oper Port Port
Port Flags State Interval Priority Key Key Number State
Fa4/1 saC bndl 30s 32768 100 100 Oxcl 0x75
Fa4/2 saC bndl 30s 32768 100 100 0xc2 0x75
Fa4/3 saC bndl 30s 32768 100 100 0xc3 0x75
Fa4/4 saC bndl 30s 32768 100 100 Oxc4 0x75

Switch#

#2212, A7 44—V FROEHFEEZRLET,

% 2-21  showlacpinternal A< FOHBHT7 1 —IL F

Ja4—ILEK S5 BA
State B SICBIT 2 EDR— hORENE RSN ET, BHREITRD &
BT

o bndl — AR—MNIT 7V F—=ZIZRHSAT B, fhoR—FE LB
Ry RLVENTWET,

o susp— R— NIV ARV N AT —TH, 77U 5 —ZITxbafHF
LN TVWEHEA,

o indep— R — NMIA T A4 X T Uk L) A7 — R TT (SR
NENTWERAR, T—H bT 74 v T DAL v F L FIXA[RET
I, ZOHA . LACP 13/ 8— b F—FR— M ETIEIBEH L TWEREA),

e hot-shy — R— MNIAHR Y hAZ U NA AF— | TT,
e down—KR— MIXD L TWET,

LACPDUs Interval WNERRR TE

LACP Port Priority R—=b T4 VT 4 RE

Admin Key (=gt

Oper Key T — &

Port Number R— &

Port State H—=F77 v FNOFE Y & LTHBLEINTAR— FD AT — ME#K

TY, ROBEKRZRHET 1],
e bitd : LACP Activity

e Dbitl : LACP Timeout

e Dbit2 : Aggregation

* Dbit3 : Synchronization

e bitd : Collecting

e bit5 : Distributing

* Dbit6 : Defaulted

* bit7 : Expired
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M showlacp
I, FFEDHR— K F v F LD LACP R A MR E R RT D12 R LET,
Switch# show lacp 1 neighbor
Flags: S - Device sends PDUs at slow rate. F - Device sends PDUs at fast rate.
A - Device is in Active mode. P - Device is in Passive mode.

Channel group 1 neighbors

Partner Partner
Port System ID Port Number Age Flags
Fa4/1 8000, 00b0.c23e.d84e 0x81 29s P
Fa4/2 8000, 00b0.c23e.d84e 0x82 Os P
Fa4/3 8000, 00b0.c23e.d84e 0x83 0s P
Fa4/4 8000, 00b0.c23e.d84e 0x84 Os P

Port Admin Oper Port

Priority Key Key State
Fa4/1 32768 200 200 0x81
Fa4/2 32768 200 200 0x81
Fa4/3 32768 200 200 0x81
Fa4/4 32768 200 200 0x81
Switch#
Protocol Data Unit (PDU; '& h 2L 5 —4% 2= k) BZEINTHRWEER. Iy alicT
74V P OFBRFERNFRINET,
KIZ, LACP DV AT A1ID 2 KR T W& RLET,
Switch> show lacp sys-id
8000,AC-12-34-56-78-90
Switch>
VAT ALIDIE, VAT LADOTITAF T A BLEMAC (AT 47 77 BAHEIH) 7 R LR THERL
SNET, KD 2, MNITVATLDOTFTAF VT 4 T, WthD 6 /34 MIT AT LMTHIGNT
Fonil, Fa— VLB INTZHE MACT RLATY,

BEITY R lacp port-priority

lacp system-priority

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show mac access-group interface W

show mac access-group interface

LAY¥Y 242 H—TxA AD Access Control List (ACL; 7 7 & Al ) 2 b) BREZFXRT DHITIE.
show mac access-group interface =~ > N& i L £9°,

show mac access-group interface [interface interface-number]

BX DA

TI4ILE

interface EE) A ¥ —TxA A XA T%4EELET, AREIT ethernet,
fastethernet, gigabitethernet, tengigabitethernet., pos. atm. port-channel,
¥ L Wge-wan T,

interface-number EE) R— B SEHELET,

Zawr RIZT 740 FREITIH D FH A,

aAvUkE—F A F—7 )L EXEC
av Y FERE J1J—2x EERANR
12.1(19)EW Z o3~ KA Catalyst 4500 > ) — X A A » FICHEASNE LTz,
FERALEDIEFEE FA—IFESOAMEE EHTL v =Ko TERY £,
Ll WIZ, A v H—T x4 A fast6/1 D ACLREXERT HBIZRLET,
Switch# show mac access-group interface fast 6/1
Interface FastEthernet6/1:
Inbound access-list is simple-mac-acl
Outbound access-1list is not set
BEaT R access-group mode
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show mac-address-table address

show mac-address-table address

BED MAC (AF 47 T2 BZFIE) 7 FL 2D MAC 7 KL R F—7 WG RAEFRT D21,
show mac-address-table address =~ F&fHH L £9,

show mac-address-table address mac_addr [interface type slot/port | protocol protocol | vlan vian_id)

BXDEA mac_addr 48 By F MAC 7 FL 2 T¥, Axh722%=UL HHH T,
interface type sloport  ({LF) BIEDA v 4 —7 = A ADNHAERF LET, npe DAL
fastethernet, gigabitethernet, tengigabitethernet T9°,
protocol protocol (ER) 7r b az2BE LET, Bl W T, M EoEESEEH]
EZHLTIIZE N,
vlan vian_id (TE) FED VLAN (AR LAN) Ox=> b DOHZEFRRLET, %)
1% 1 ~ 4,094 T3,
TI+ILE ZDav s NZT 74V FREFH Y £H A,

avYkE—F

A % —7 )L EXEC

avy FER

HEREDIEEE

il

J)1y—= EEAR

12.1(8a)EW D3~ KA Catalyst 4500 'V — X AL v FIZEAINLE LT,

12.1(12¢)EW IE VLAN 7 L ADPR— F N BIENnE Lz,

12.2(25)EW WXy b A=V Xy b A F =Tz ADYR—FDNBMENEL
77

N—TF v R R—=FTHEHEND MAC 7 FL A =7 = YDA, [vlan] T T DITIENES
VLAN ({Z#8 LAN) F ST —T v R R — ranFrEhET,
protocol B DF—TU— ROEFEIT, KD LBYTT,

e ip—IP7H FhaLEZEELET,

e ipx—IPX 7 haLEIEELET,

e assigned —H VYo7 a balr NI EBRELET,

e other — ZDfhd7u bar o M) EEELET,

WIZ, BFEEDO MAC T FLAD MAC 7 RL R F— T VIEREFRT A0 R LET,

Switch# show mac-address-table address 0030.94fc.0dff
Unicast Entries

vlan mac address type protocols port

——————— R i e it
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Switch#
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show mac-address-table address W

BEa<YY R show mac-address-table aging-time
show mac-address-table count
show mac-address-table dynamic
show mac-address-table interface
show mac-address-table multicast
show mac-address-table protocol
show mac-address-table static
show mac-address-table vlan

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show mac-address-table aging-time

show mac-address-table aging-time

MAC(AT 47 TR AHIH) 7T RLA == 0 7 X4 AEFE7RT 51213, show mac-address-table
aging-time =~ FZEMA L £,

show mac-address-table aging-time [vlan vian_id]

BX DA vlan vian_id (fEE) VLAN (RAE LAN) Z48E L E£7, A2MHEIT 1~ 4,094 T,
TIAILE ZDaxy NZT 74V MREEH Y £H A,
aAvU kR E—F A F—7 L EXEC
vy FERE Jy—2= EHEAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(12c)EW TR RV AFREOY R — A BMEE L,
£l WIZ, TRTO VLAN ICBIERESN TWDL ==V T XA LRI TDHHERLET,
Switch# show mac-address-table aging-time
Vlan Aging Time
10 300
200 1000
Switch#

Wiz, BED VLAN ICHEREEN TWAT—U 0 F 24 A EFRRTEHEMERLET,

Switch# show mac-address-table aging-time vlan 100

Vlan Aging Time
100 300
Switch#
BEa<v VR show mac-address-table address

show mac-address-table count
show mac-address-table dynamic
show mac-address-table interface
show mac-address-table multicast
show mac-address-table protocol
show mac-address-table static
show mac-address-table vlan
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show mac-address-table count W

show mac-address-table count

MAC (A7 47 727 RAHI#H) 7 KLVA T—=TVNOBSEOT L b Ak FRT 5I21E, show
mac-address-table count =~ > FZ{#HH L £,

show mac-address-table count [vlan vian_id)

BX Dk

i
i

vlan vian_id ({£E) VLAN ((FFHLAN) ZHEELET, ARMEIL 1 ~ 4,094 TT,

T4 ZDa<wy RIZT 74V FEREEXH Y THA,

avY R E—F A % —7 )L EXEC

av Y FERE J)1y—= EEAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(12¢)EW IE VLAN 7 L ADPR— b BIENE Lz,

151 WIZ, FFED VLAN D> NV EFRRTLHH %2R~ LET,

Switch# show mac-address-table count vlan 1
MAC Entries for Vlan 1:

Dynamic Unicast Address Count:

Static Unicast Address (User-defined) Count:
Static Unicast Address (System-defined) Count:
Total Unicast MAC Addresses In Use:

Total Unicast MAC Addresses Available: 32768
Multicast MAC Address Count: 1
Total Multicast MAC Addresses Available: 16384
Switch#

P B O O

BEEaT R show mac-address-table address
show mac-address-table aging-time
show mac-address-table dynamic
show mac-address-table interface
show mac-address-table multicast
show mac-address-table protocol
show mac-address-table static
show mac-address-table vlan

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show mac-address-table dynamic

show mac-address-table dynamic
HAFT Iy MAC (AT 47 T27RAHIE) 7 RLA T—=70 =0 M) OHZERRTDHITIE,
show mac-address-table dynamic =~ > F& i L 9,

show mac-address-table dynamic [address mac_addr | interface type slot/port |
protocol protocol | vlan vian_id)]

BX D5 address mac_addr (EE)48E Yy PMACT RLAZE L £9 . A%/ UIHHHTY,
interface type slot/port EE) BT D240 —T A AEZEELE T, type DHEIX
fastethernet, gigabitethernet, tengigabitethernet TJ°,

protocol protocol (EE) 7m barzfRELE T, MoV TiE, MEH LoiEEE
H] 22RLTLIEEN,
vlan vian_id (EE) ¥E D VLAN (A8 LAN) o= Y ZfELEd, AOE

131~ 4,004 T4,

TI4ILE ZOawry RIZTF 74V MREITH Y £ A,
av R E—F A %—7 )L EXEC
avy FEE J1y—= EERNA
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(12¢)EW LR VLAN 7 KL 20V R— A BMEhE L,
12.2(25)EW WOXTEY P A=V Xy b A X =Tz ZADPHR—FRNBMENEL
776

FHLEDEESEE  protocol 5IEDOF—TU— ROEFKIT, RO LBV TT,

e assigned —H VY ToHNZ7a bal N ERELET,

e ip—IP7E FANLERELET,

e ipx—IPX Va2 haVEEELET,

o other — ZDOMDOF o ha)L = Y ZEELET,
EtherChannel f > % — 7 = A A{Z% 9% show mac-address-table dynamic =~ > KD H ) Tid, A~ —
FNEFHE (5/772E) BWR—= DI N—T7FS (Po80 7 L) ICEEINET,

N—F v KR R—=FTHEHEND MAC 7 FL 2 F—7L = b DOBEA, [vlan] 7T LTIENES
VLAN ({54 LAN) BB THhRLNA—F v R B — MRERINET,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

BAEa< >R

show mac-address-table dynamic W

WIZ, 4TIy 7 MACT RLA = N 2 FTRCERTHH 2R LET,

Switch# show mac-address-table dynamic

Unicast Entries

vlan mac address

NN R R R R R
o
o
o
o
o
o
o
o

2 0000.0000.

Switch#

WIZ, FFED T v han 47 (Z DAL assigned) 3

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic

Ty M) ZFRT OB R LET,

Switch# show mac-address-table dynamic protocol assigned

Unicast Entries

vlan mac address

Switch#

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic

show mac-address-table protocol

show mac-address-table static

show mac-address-table vlan

protocols

ip
ip
ip,assigned
ip,assigned
ip,assigned
ip
ip
ip,assigned
ip,assigned
ip,assigned

protocols

ip,assigned
ip,assigned
ip,assigned
ip,assigned
ip,assigned
ip,assigned

2L

AxX AE

FastEthernet6/15
FastEtherneté6/15
FastEthernet6/15
FastEthernet6/15
FastEtherneté6/15
FastEthernet6/16
FastEthernet6/16
FastEtherneté6/16
FastEthernet6/16
FastEthernet6/16

FastEthernet6/15
FastEthernet6/15
FastEtherneté6/15
FastEthernet6/16
FastEthernet6/16
FastEtherneté6/16

| OL-6661-01-J
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M show mac-address-table interface

show mac-address-table interface

BEDA LB —T 2 A ZADMAC (AT 47 77 ZHIHD) 7 KL 2 F—7 NG REFRT DI,
show mac-address-table interface =~ > R&fH L E7,

show mac-address-table interface type slot/port

BX D]

i
i

TI4ILE

AU E—FR

type (EE) A ¥ —T=A X Z A7 TT, ALMEIT ethernet, fastethernet,
gigabitethernet, tengigabitethernet T3,

slot/port 21y MBLUOR— FOFLTT,

ZPawr RIZT 740 FREIZH D FH AL

A %—7 )L EXEC

OV FERE

FREDIEFRE

il

BAEa< >R

—2R EEAR
12.1(8a)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICEASNE LTz,

122Q25)EW XHE Y b A —F 5 b A F—T 2 ADYF— FASEMSFE L

7

N—F v R F— b THEAEND MAC 7 LA F—7 4 =2 b U OBA, [vian] 5 T AICIENE
VLAN ({FAH LAN) B TR AL—F v R R— MR ERINET,

Wiz, BFEDA v B —T 24 ADMAC T RL A T—7)IEREFRT B0 %57 LET,

Switch# show mac-address-table interface fastethernet6/16
Unicast Entries

vlan mac address type protocols port
——————— B e i
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEtherneté6/16
2 0000.0000.0103 dynamic other FastEthernet6/16
2 0000.0000.0104 dynamic other FastEthernet6/16
2 0000.0000.0105 dynamic other FastEtherneté6/16
2 0000.0000.0106 dynamic other FastEthernet6/16

Multicast Entries

vlan mac address type ports

——————— b e
2 ffff. ff£f£f.f£££F system Faé6/16

Switch#

show mac-address-table address
show mac-address-table aging-time
show mac-address-table count
show mac-address-table dynamic
show mac-address-table multicast
show mac-address-table protocol
show mac-address-table static
show mac-address-table vlan
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show mac-address-table multicast W

show mac-address-table multicast

VN TF Xy AN MAC (AT 47 7T27RAHIHE) 7 LA T—7NEHREFRRT HIZIE, show
mac-address-table multicast =~ > FZ2 i H L £,

show mac-address-table multicast [count | {igmp-snooping [count]} | {user [count]} |
{vlan vlan_num}|

BX DA

TIH4ILE

avVkE—F

count (EE) ~VFX¥ry AN MU EERRLET,

igmp-snooping ({£&.) Internet Group Management Protocol (IGMP) AX—tE 72X~ T
FUINLT FLAOBEERLET,

user (EE) 2—FBANLIAZT 4 v 7 T RLADHBERRLET,

vlan vian_num (L&) $ED VLAN (AE LAN) OEROALERE L ET, ARMEE 1
~ 4,094 T,

ZPawr RIZT 740 FREITIH D FH AL

A % —7 )L EXEC

avy FERE Jy—2x EERE
12.1(8a)EW Z D v KB Catalyst 4500 &V — R AA » FITHASILE LT,
12.1(12¢)EW JEIE VLAN 7 R L ZADH R — MiBinsivE Lz,
FRLEDIBEEE NL—TFT v FA—FTHAESND MAC 7 FL A T—7/0 = b OA, [vlan] 7T 2T
VLAN ({48 LAN) HFZ TR NA—T v R R— MaRE RS ET,
Ll WIZ, FFED VLAN O~ /LF X+ A kN MAC 7 KL A T—7 WM E R T 502~ LET,
Switch# show mac-address-table multicast vlan 1
Multicast Entries
vlan mac address type ports
——————— il e il L
1 ffff . fEE££.££F£F system Switch,Fa6/15
Switch#
KIZ, T_THOVLAN O /LF ¥ A N MAC =2 b U &R RT 5612 R LET,
Switch# show mac-address-table multicast count
MAC Entries for all vlans:
Multicast MAC Address Count: 141
Total Multicast MAC Addresses Available: 16384
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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i

M show mac-address-table protocol

show mac-address-table address
show mac-address-table aging-time
show mac-address-table count
show mac-address-table dynamic
show mac-address-table interface
show mac-address-table protocol
show mac-address-table static
show mac-address-table vlan

show mac-address-table protocol

7a ha ST MAC (AT 47 77 BAHI) 7 KL A T —7FERE R AT 5,
show mac-address-table protocol =~ > RZ{EH L £,

show mac-address-table protocol {assigned | ip | ipx | other}

BX Dk

i
i

TIHILE

Ok E—F

assigned BElopYchbhnizFe bar o M) EEELET,
ip P70 bz b ZEELET,

ipx IPX 7o b=z b Y EELET,

other Zoo7e har = M) ERELET,

ZDa<wy RIZT 74NV FREEXH Y A,

A %—7 )L EXEC

ATy NERE

FREDIEFRE

1

)1)—= EERNE
12.1(8a)EW Z O KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

N—F v KR R—=FTHEHEND MAC 7 FL 2 F—7L = Y DOBA, [vian] T T DITIENES
VLAN ({FAH LAN) HBE TR AL—F v R R— MR ERINET,

Wi, FEDOT v ha) X 47 (ZOHAIT assigned) ZVERESNTZMACT KL A T—7 )L T
M) ERRTLOHERLET,

Switch# show mac-address-table protocol assigned

vlan mac address type protocol gos ports
————— B i e e
200 0050.3e8d.6400 static assigned -- Switch
100 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static assigned -- Switch
4092 0000.0000.0000 dynamic assigned -- Switch
1 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static assigned -- Switch
4092 0050.f0ac.3058 static assigned -- Switch
4092 0050.f0ac.3059 dynamic assigned -- Switch
1 0010.7b3b.0978 dynamic assigned -- Fa5/9
Switch#
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show mac-address-table protocol W

wIZ, ERROFNZBT D, Tomohplz R L ET,

Switch# show mac-address-table protocol other
Unicast Entries

vlan mac address type protocols port

——————— B i S Tt
1 0000.0000.0201 dynamic other FastEthernet6/15
1 0000.0000.0202 dynamic other FastEtherneté6/15
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip, ipx,assigned,other Switch
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEthernet6/16
2 0000.0000.0103 dynamic other FastEtherneté6/16
2 0000.0000.0104 dynamic other FastEthernet6/16

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip, ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— B b e e e e
1 ffff . ffff.£f£££ system Switch,Fa6/15
2 ffff. ff£f£f.£f££F system Faé6/16

1002 fEfEf.£E£££.£££F system

1003 ffff. ff£Ff £££F system

1004 fEfEf.£fEF.£££F system

1005 fEfEf.fE£E£.£££F system

Fa6/1 ffff . ff£ff.f£££F system Switch,Fa6/1
Fa6/2 ffff. £ff££f.£f££F system Switch,Fa6/2
Switch#

BEaIT R show mac-address-table address
show mac-address-table aging-time
show mac-address-table count
show mac-address-table dynamic
show mac-address-table interface
show mac-address-table multicast
show mac-address-table static
show mac-address-table vlan
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M show mac-address-table static

show mac-address-table static

ART 47 MAC (AT 47 T7RAHE) 7 RVA T—7) =2 b OIHLEFRRT HITIE,
show mac-address-table static =~ > FZfEH L E9,

show mac-address-table static [address mac_addr | interface type number | protocol protocol |
vlan vian_id)

BXDEREA address mac_addr (R BAET548 Y N MACT RLAEIRELET., AT
HHH T,
interface type number (FEE) — B2/ 02— A AEELE T, npe DALMEIT
fastethernet, gigabitethernet, tengigabitethernet TJ°,
protocol protocol UEE) v barEBELET, sBic O Wik, MEALoEESEHE)
EHRLTIEEN,
vlan vian_id (IEE) HED VLAN (RAHLAN) o= Y ZFRrLE7, AIMEIE
1 ~ 4,094 T3,
TIAILE Zoavry RITF 74V MRETH Y £H A,

avykE—F

A %—7 )L EXEC

av Yy RERE )1y—= EERNE
12.1(82)EW DA~ RS Catalyst 4500 U — X A1 v FIZHASHE L,
12.1(12¢)EW JLE VLAN 7 R L ZADHR— MBS E L,
12.2(25)EW WOXHEY hA—VXy b A F—T A 2DV R— FRNBMENEL
776
FRALEDIEEFE N—T v R FR—FTHEHEND MAC 7 FL R =7 = b OEE, [vlan] BT HTIENER

VLAN (A8 LAN) #F 5 CTRNV—T v K A= bR RINET,
protocol BIEEDF—TU — ROEFEIT, RO LBV TT,

e assigned —H VYo7 abar N EBRELET,

e ip—IP7H FaLEEELET,

e ipx—IPX 71 ha LEEELET,

e other — ZDMD7a ba) = M) ZHEELET,

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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1

show mac-address-table static W

WIZ, AETFT 47 MACT RL A o MY 24 _RCFERTHHZRLUET,

Switch# show mac-address-table static
Unicast Entries

vlan mac address type protocols port

——————— R i e it
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— i e e
1 ffff . ffff.£f£££f system Switch,Fa6/15
2 ffff . ffEf£.££££E system Fa6/16

1002 fEff . fEE£.££FE system

1003 fEfEf. £EfEF.£££F system

1004 fEfEf.fE£E£.£££F system

1005 fEff . fEE£.££FE system

Fa6/1 ffff. ff£f£f.£f££F system Switch,Fa6/1
Fa6/2 ffff . ffEf£.££££F system Switch,Fa6/2

Switch#

Wi, BEEDOT v hal X477 (ZOEAIL assigned) BNFRESNIZAXT 47 MACT RL*&
T M) EFRRT OB AR LET,

Switch# show mac-address-table static protocol assigned
Unicast Entries

vlan mac address type protocols port

——————— R i e it
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— i e e
1 ffff . fff£.£f£££f system Switch,Fa6/15
2 ffff . ffEf£.££££F system Fa6/16

1002 fEff . fEE£.££FE system

1003 fEfEf.£fEF.£££F system

1004 fEfEf.fE£E££.£££F system

1005 fEff . fEE£.££FE system

Fa6/1 ffff. ffff.£f££F system Switch,Fa6/1
Fa6/2 ffff . ffEf£.££££F system Switch,Fa6/2
Switch#

show mac-address-table address
show mac-address-table aging-time
show mac-address-table count
show mac-address-table dynamic
show mac-address-table interface
show mac-address-table multicast
show mac-address-table protocol
show mac-address-table vlan
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M show mac-address-table vian

show mac-address-table vlian

¥ED VLAN (A8 LAN) O MAC (AF 47 77 B2 7 RL R F—7 A RAFRT DI
IZ. show mac-address-table vlan =~ > RZ i H L £,

show mac-address-table [vlan vian_id] [protocol protocol]

BX DA vlan vian_id ({EE) FFE® VLAN (F#E LAN) o> M KR LET, ARMEIL 1
~ 4,094 T¥,
protocol protocol EE) m barvziRELET, FEMc >V T, MEH EodESFHE)

EHRLTLEEE N,

T+ Zoavwr RIZT 74V EREEZH Y EHA,

avY kR E—F A *%—7 )L EXEC

av Y FERE )1)—= EERNE
12.1(8a)EW Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,
12.1(12c)EW TR RV AFREOY R — b ABMEE L,

FRLEDIEEE N—T7 v KNFA-FCTHEASND MAC 7 RL R T—7 v = b Y OHA, [vian] B 7 21X
VLAN ({8 LAN) &5 TR NV—T v K R— MR ERENET,
protocol B DF—TU— ROEFEIT, KD LB TT,
e assigned —H VYo7 a balrz N ERRELET,
e ip—IP 7 b NEEELET,
e ipx—IPX a2 haLEIEELET,
e other — ZDfhd7ua bar o M) EEELET,

151 I, ¥FED VLAN O MAC 7 KL A T —T7 VIR EFRT B2 7 L ET,

Switch# show mac-address-table vlan 1
Unicast Entries

vlan mac address type protocols port
——————— e e e T
1 0000.0000.0201 dynamic ip FastEthernet6/15
1 0000.0000.0202 dynamic ip FastEthernet6/15
1 0000.0000.0203 dynamic other FastEtherneté6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— e e
1 ffff . fEE£.£££F system Switch,Fa6/15

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
OL-6661-01-J |



| 2%

Catalyst 4500 ) —X X4 v F® Ciscol0S a< > F

BAEa< >R

show mac-address-table vian W

WIZ, gD 7o haL A4 T7OMACT RLA T—7NVEREZFRT L0127 LUET,

Switch# show mac-address-table vlan 100 protocol other

Unicast Entries
vlan mac address

1 0000.0000.0203
1 0000.0000.0204
1 0030.94fc.0dff

Multicast Entries

vlan mac address
_______ o e e mm oo

1 fEff . fEE£.£££FF
Switch#

type protocols port

________ U

dynamic other FastEthernet6/15

dynamic other FastEtherneté6/15
static ip,ipx,assigned,other Switch

system Switch,Fa6/15

show mac-address-table address

show mac-address-table aging-time

show mac-address-table count

show mac-address-table dynamic

show mac-address-table interface

show mac-address-table multicast

show mac-address-table protocol

show mac-address-table static
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H show module

show module

V2 —/UIERAEFRT HIZIE, show module =~ > REFH L F4,

show module [mod | all]

BX DA

mod

((EF) TV a2—LOFSTT, AMEES ¥ — I Lo TRRD 7,

all

EE) TR TOEY 2—LOEREFRLET,

TIA4ILE

avYkE—F

ZDavr RIZT 74V FREEXH Y A,

A %—7 )L EXEC

ATy NERE

)1)—= EERNE
12.1(8a)EW Z D= RS Catalyst 4500 > ) — X A4 » FIZHASNE LTz,
12.2(25)EW show idprom interface =~ > FHH S HLES L 10 ¥ E Y b A —H xRy

AU =T A ANFENE LT,

FREDIEFEE

Ll

show module =~ > NH/J® [Mod Sub-Module] 7 4 —/L RiZid, A—3f P = P FKEIT,
T TV R=EH—=FRDEYa—)L XA TEBIOEEN NS CERRENET,

E Y 2 — /W X o TIH#E X7z Power over Ethernet (PoE) 23 EE EE| Y 4 CTH 72 PoE % 50 W
ZT-% AL, Status 7 o — b RIZ [PwrOver] DEREINET, Y 2 — /U L > THE &iiz PoE
23 PoE & ¥ = —/Ui[R%& 50 W #8 2 72454513, Status 7 ¢ —/b RIZ [PwrFault] NFE/REINE T,

RIZ, TRTOEY 2 —NVDIFREFRTT DB 2R LET,

TONE, A VAR AL ENTNATRTOEY 2 — I LTV AT AR E 2 sTx
72WEA D show module =~ > RHEAZ R L TWET, VAT LIFTEY 22—/ 5125 LTHHRE

T%FF> TR 28, [Status] 7 1 —/b RIZ [PwrDeny] BZF R SN E T,

Switch# show module all
Mod Ports Card Type
Rt T e e B e
2 1000BaseX
6 1000BaseX
18 1000BaseX

0 Not enough power for module
48 10/100BaseTX

M MAC addresses
e e e B et oo m o m e —— o — - tommmmm - -
12.1(11br)EW 12.1(20020313:00 Ok

6 0050.

Switch#

to
to
to
to
to

(GBIC)

(GBIC)
(GBIC)

(RJ45)

5
2
.0
0
0

Supervisor (active)

WS-X4014
WS-X4306
WS-X4418
WS-X4148-FX-MT
WS-X4148

Serial No.

JAB054109GH
00000110

JAB025104WK
00000000000
JAB023402RP

Status

Ok
Ok
PwrDeny
Ok

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show module

KIZ, FEDEY 2a—LDIEREFRRT L0 2R LET,

Switch# show module mod2

Mod Ports Card Type Model Serial No.
2 2 Catalyst 4000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD04450LF1
Mod MAC addresses Hw Fw Sw Status
2 0001.6461.39c0 to 0001.6461.39cl 1.1 6.1(3) 6.2(0.97) Ok
Mod Sub-Module Model Serial Hw Status
2 Policy Feature Card 2 WS-F6K-PFC2 SAD04440HVU 1.0 Ok
2 Cat4k MSFC 2 daughterboard WS-F6K-MSFC2 SAD04430J9K 1.1 Ok
Switch#

KIZ, A v F LEOFTRTOEY 2 —LOfFHRERRTT 02~ LET,

Switch# show module
Chassis Type : WS-C4506

Power consumed by backplane : 0 Watts
Mod Ports Card Type Model Serial No.
e i o t-mmm -
1 6 XG (X2), 1000BaseX (SFP) Supervisor(ac WS-X4517 n

3 6 1000BaseX (GBIC) WS-X4306 00000110

M MAC addresses Hw Fw Sw Status
T tmmmdmm e e e e e T R
1 0004.dd46.7700 to 0004.dd46.7705 0.0 12.2(20r)EW( 12.2(20040513:16 Ok

3 0010.7bab.9920 to 0010.7bab.9925 0.2 Ok
Switch#

| OL-6661-01-J

Catalyst 4500 ') —X X4 v F CiscolOS a¥ K YI7L VX



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

W show monitor

show monitor

Switched Port Analyzer (SPAN; A A v F R KR— K TFHI7A4Y) vy a U EREZFRTHITIEL,
show monitor =~ > F&fEH L £,

show monitor [session] [range session-range | local | remote | all | session-number] [detail]

XD ERER session UEE) Bv i a® SPANE#RARRLET,
range EE) —HEDEry T a rOEREFERLET,
session-range ULE) By arofiBEE2EELET,
local EE) +XTohur—H/LSPAN v g v ZFRLET,
remote (ff=%) Remote SPAN (RSPAN) DX EB L%kt vy a v aR R LET,
all (f£E) SPANBLURSPAN v g v 2#FRLET,
session-number UEE) By v arvBFEEERELET, AOMHEIZL~6TT,
detail (EE) v a O SPAN A FRLET,
TIHIE detail ¥ — 7 — FZHELZHAIEL. T 740 NUSOBRETOARBERSNET,
avY R E—F A %—7 )L EXEC
avy FEE J1y—= EERNA
12.1(8a)EW Z O3 KA Catalyst 4500 > ) — X 21 v FIZEASNE LTz,
12.1(13)EW H—o—WP ¥y a o5 s R—MBRBENnEnE L,
12.1(19)EW SPAN {EIRMSEED R EAT —H AR TH LI ANIERESNE L
776
12.1(20)EW UE— 11 SPAN BIOEBICETIHRTEAT —H AERRTLHDDY
A— FBEMENE LT,
12.2(20)EW SPAN & v 3 = AT % Access Control List (ACL; 7 7 & AHlf#I U A

N ZRRTLDOYR—FRBIMISE L,

£l RIZ. ACL 77 Catalyst 4500 2 U — 2 A A »F T, f5E S/ SPAN By g VZEHA STV D
MEIDEFTRT DU R LET,

Switch# show monitor

Session 1

Type : Local Session
Source Ports

Both : Fa6/1
Destination Ports : Fa6/2

Encapsulation : Native
Ingress : Disabled
Learning : Disabled
Filter VLANs 1
IP Access-group : 10

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show monitor l

WIZ, By al2®SPAN TR EZFR T B0 2R LET,

Switch# show monitor session 2
Session 2
Type : Remote Source Session
Source Ports:

RX Only: Fal/1-3
Dest RSPAN VLAN: 901
Ingress : Enabled, default VLAN=2
Learning : Disabled
Switch#

Wiz, By a1 OFHM SPAN Ela £ T 202 R~ LET,

Switch# show monitor session 1 detail
Session 1

Type : Local Session
Source Ports

RX Only : None

TX Only : None

Both : Gil/1, CPU
Source VLANSs

RX Only : None

TX Only : None

Both : None
Source RSPAN VLAN : Fa6/1
Destination Ports : Fa6/1

Encapsulation : DOT1Q
Ingress : Enabled, default VLAN = 2

Filter VLANs : None

Filter Types RX : Good

Filter Types TX : None
Dest Rspan Vlan : 901
Ingress : Enabled, default VLAN=2
Learning : Disabled
IP Access-group : None
Switch#

WIZ, SEEHEATZS [Destination] TEE D v a1 D SPAN fF#fkZ KR 562 R LET,

Switch# show monitor session 1 | begin Destination
Destination Ports: None

Filter VLANs: None
Switch#
Switch#

BEa< VR monitor session

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show pagp

show pagp

R— K F¥ xVIEREERRT HITIEL, showpagp =~ FEZEH L ET,

show pagp [group-number] {counters | internal | neighbor}

WX DA

group-number EE) Ty IN—T70FKSTT, AMEIT 1 ~64 TY,

counters NTT7 4y U AERERELET,

internal Port Aggregation Protocol (PAgP; AR — MERKI 7 1 |~ = L) WG sz e E L £ 7
neighbor PAgP A NE#REZFRE L £7,

TIHILE

ZDa<wr RIZT 74NV FEREEIHY A,

ATV RE—FR A —7 /L EXEC
av Y FERE -2 EERAE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,

FERAEDIEEE

Ll

showpagp 2~ R&EANTDHE, 77T 772 PAgP R— kN Fr X ADIFRNFRINET, FE
T VT 4 772 PAgP AR — b T ¥ FNADIEFHRAERRFT DL, IV —T EFEE L T show pagp 21~
KEATILET,

WIZ, PAgP 7 U U 2T B IEREFRRT D62 R LET,

Switch# show pagp counters
Information Flush
Port Sent Recv Sent Recv

Channel group: 1

Fa5/4 2660 2452 0 0

Fa5/5 2676 2453 0 0
Channel group: 2

Fa5/6 289 261 0 0

Fa5/7 290 261 0 0
Switch#

WIT. PAP NEREHE FRT 50157 LET,

Switch# show pagp 1 internal

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode.

Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.

Channel group 1

Hello Partner PAgP Learning
Port Flags State Timers Interval Count Priority Method IfIndx
Fa5/4 SC U6/S7 30s 1 128 Any 129
Fa5/5 SC u6/s7 30s 1 128 Any 129

Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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showpagp W
W, TRTDORA SO PAgP 1A NEREERT W ERLET,
Switch# show pagp neighbor
Flags: S - Device i1s sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.

Channel group 1 neighbors

Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Fa5/4 JAB031301 0050.0f10.230c 2/45 2s SAC 2D
Fa5/5 JAB031301 0050.0f10.230c 2/46 27s SAC 2D
Channel group 2 neighbors

Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Fa5/6 JAB031301 0050.0f10.230c 2/47 10s SAC 2F
Fa5/7 JAB031301 0050.0f10.230c 2/48 11ls SAC 2F
Switch#

BEEavT YR pagp learn-method

pagp port-priority

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
| OL-6661-01-J



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

M show policy-map

show policy-map

RY v— <~ v PEREFTRT DHI2IE. show policy-map =~ > RZHEH L £,

show policy-map [policy map name]

BX DA policy_map_name (EE) RV >—~v 74Tt
TI+ILE Zoavwy RIZT 74V hEEIEH Y FH AL
avY Rk E—F A % —7 )L EXEC
avy FERE Jyy—x FERNE
12.1(8a)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,
il WIZ, TRTORY v— <o S ERERTTHHERLET,

Switch# show policy-map
Policy Map ipp5-policy
class 1ipp5
set ip precedence 6
Switch#

KIZ, HEORY) =~y FITET e ZnT 202~ LET,

Switch# show policy ipp5-policy
Policy Map ipp5-policy
class 1pp5
set ip precedence 6

Switch#
BEa< >k class-map
policy-map

show class-map
show policy-map interface

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show policy-map interface W

show policy-map interface
AVB=T A RMIMENTWDBAT HARY o —OfGHERB L2 7 4 Fab—a v
%R DL, show policy-map interface =~ > KZEH L £,

show policy-map interface [ {fastethernet interface-number} | {gigabitethernet interface-number} |
{port-channel number} | {vlan vian_id}] [input | output]

BX DA fastethernet (LB 77 AR A=Ky b 8023 A ¥ —T7 A AZBELET,
interface-number
gigabitethernet (EE) ¥AEy b A =P b8023z 4 ¥ —T7 A A%EELET,

interface-number
port-channel number EE) A—hF FyxVZEELET,

vlan vian_id ({£E) VLAN ({RELAN) ID Zf8E L E7 ., AMHEIZ 1 ~ 4,094 T,
input EE) ARV —DB%EELET,
output E=E) IRV —0HZHELET,

FI4IL b+ ZDawy RIZT 740 FREIEH D FH A,

vV kK E—FK A % —7 )L EXEC

av Y FBE y1y—= EHEAR
12.1(8a)EW Z P a= KA Catalyst 4500 > ) — R 2 A v FIZEASNE LTz,
12.1(12c)EW IE VLAN 7 R L 203 R — F2VBMENE Lz,

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show policy-map interface

1 WIZ, A BF =T =2 ZIMMENTWDTXTOAT) /R —OfEHERB L a7 4
Xal—a 2R R 502 RLET,

Switch# show policy-map interface
FastEthernet6/1
service-policy input:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class-map:class-default (match-any)
0 packets
match:any
0 packets

service-policy output:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class-map:class-default (match-any)
0 packets
match:any
0 packets
Switch#

RIZ, FFEDA B =T 2 A AD AR U —=HaHFRB L O=ar 7 4 Fab—a V2R R8T 5
Blzm LET,

Switch# show policy-map interface fastethernet 5/36 input
service-policy input:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class-map:class-default (match-any)

0 packets
match:any
0 packets
Switch#
MEa<vr bk class-map
policy-map

show class-map
show qos

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show port-security W

show port-security

BEDA LV E—T 2 A ZAETNIAA YT OR—F BX 2V T 4 RELETT HITIL, show
port-security =< > K& H L £9,

show port-security [address] [interface interface-id)

i
i

BX Dk

address (ILE) TRTOR— FEFHEDR— FOEF 27 MAC (A5 4T
T RAHE) T RVARTSCRFLET,

interface interface-id EE) BEDA B2 —T oA ADR—F X2 VT 4 REEERLE
j‘o

avVUkE—F

A % —7 )L EXEC

avy FER

JY—2R EENE

12.2(18)EW AT 4 vHF—MAC T KL ADFERVFR— bR EEESNE L=,

FERLDIEFEE

1

12.2(25)EW WXATEYy b A=V Xy b A F =Tz ZADOFHR— FBRBMENEL
77

F—U— FEEELRNTIOIAYY FEANTDIE AL v FOTRTOEF 27 K— O
AT —=HABIOMERAT = ANRH I EnE T,

interface-id fE% 87 L T show port-security 2~ > REZ AT H L, HELLA VX —T A AD
R—=h EFX2 VT A REVFERINET,

address & — 7 — K& 57 L T show port-security address =~ > K& AJJ3 5L, T X3TDA
H—=T 2 A ADEF2T MACT FLA, BLOEKEEX2T 7 RLRAODZ—V U ZERBE RSN
£

interface-id fE33 J. TN address ¥ — 7 — R &8/ L T, show port-security address interface =~ > N %
ANTDHE AVE—=T A ADTRTOMACT FLA, BLUOEEF 2T 7T RLAOTZ—T
TERPRRINET, A VX =T A A LTR— b X2 VT4 BAX—T NV THRWGED, &
Davry REFHALT ZEDA L H—T A ADMACT RLAZTRCERTDHIENTEET,

IZ, show port-security =~ > FOHF1FlE R L ET,

Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security

Action

Fa0/1 11 11 0 Shutdown
Fa0/5 15 5 0 Restrict
Fa0/11 5 4 0 Protect

Total Addresses in System :21
Max Addresses limit in System :3072
Switch#
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M show port-security

KIZ. show port-security interface fa2/2 =~ > NOH A OH 2R L E T,

Switch# show port-security interface fastethernet2/2

Port Security Enabled
Port Status Secure-up
Violation Mode Shutdown
Aging Time 20 mins
Aging Type Inactivity
SecureStatic Address Aging Enabled
Maximum MAC Addresses 11

Total MAC Addresses 11
Configured MAC Addresses 3

Sticky MAC Addresses 0

Last Source Address
Security Violation Count
Switch#

0000.0000.0000

0

KIZ, show port-security address =~ > KO 1l z R L ET,

Switch# show port-security address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age

(mins)

1 0001.0001.0001 SecureDynamic Fa2/1 15 (I)

1 0001.0001.0002 SecureSticky Fa2/1 15 (I)

1 0001.0001.1111 SecureConfigured Fa2/1 16 (I)

1 0001.0001.1112 SecureConfigured Fa2/1 -

1 0001.0001.1113 SecureConfigured Fa2/1 -

1 0005.0005.0001 SecureConfigured Fa2/5 23

1 0005.0005.0002 SecureConfigured Fa2/5 23

1 0005.0005.0003 SecureConfigured Fa2/5 23

1 0011.0011.0001 SecureConfigured Fa2/11 25 (I)

1 0011.0011.0002 SecureConfigured Fa2/11 25 (I)

1 0000.0111.0111 SecureDynamic (Dotlx) Faé6/1 -

Total Addresses in System :11
Max Addresses limit in System :3072
Switch#

XIZ. show port-security interface fa2/5 address =~ > FOH Nl Z R L T,

Switch# show port-security interface fastethernet2/5 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0005.0005.0001 SecureConfigured Fa0/5 19 (I)
1 0005.0005.0002 SecureConfigured Fa0/5 19 (I)
1 0005.0005.0003 SecureConfigured Fa0/5 19 (I)

Total Addresses:3Total Addresses in System :10
Max Addresses limit in System :3072
Switch#

show diagnostic result module test 2
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show power W

show power

BRI T 2 1HREFRRT DI, show power 2~ REFEHLET,

show power [available | capabilities | detail | inline {[interface] | consumption default | module mod}
| module | status | supplies]

BX Dk

i
i

TIHILE

available LR BRI AT AEREFRLET,

capabilities (LE) #EREEOKELRTLET,

detail ER) EBRY Y — 2O MERE TR LET,

inline (f£#&) Power over Ethernet (PoE) AT —HX X% F R L FT,

interface UER) A v Z—T A ADEA T TY, %7242 A 71X fastethernet D
HTT,

consumption default ({EE) PoEHEEAZFRLET,

module mod (EE) FRELEEY 2—/LO PoE HEREEZFRLET,

module EER) £V a—NLVOENEEELZERLET,

status UTE) BREBOAT—FAEFRLET,

supplies (EE) Y AT DR ERIEEO IR L ET,

ZDa<wr RIZT 74NV FEREEXHY A,

avY Kk E—F A F—7 )L EXEC
av Y RERE )1)—=x ETEAR
12.1(82)EW Z D3~ KA Catalyst 4500 'V — X AL v FITEAINE LT,

FREDIEFRE

MEROIEBEDIMPERZ AL TA v ¥ —7 oA ACERE SN TV DHEA, ZOMETOMEEIT
ZA T & > TR S E H A, show power inline =2 ~ > K O H /) D[Device] 7 7 A2 14, unknown
(FH)) L LTRRENET,

THHEHDOAR— RS PoE 1T L TWARWIERAIZIZ, ROA v E—URNFRrENET,

Power over Ethernet not supported on interface Admin

show power in-line interface | module =~ > Rz i [f]4 % & | Cisco 7960 IP Phone DENEIZAEH S
LENENRRINE T, MLERE ) EERART HIZ1X, show cdp neighbors =~ > RE i H L £,

WBEROEENE Y 2 —LIIHERE SN TORWES T, FPGA BLUOEY 22—/ EOF DM
N—=RT =7 a2 R—3 bBAEE TS PoE (2L - T, 802.3af HEHLE ¥ = — /L DEIE PoE % &
MEBRDIMNZ2 D Z ENH Y £9, BIEPEIL, N—RU =7 arAR—x FBEET S PoE O
EEZL - T, K920W TOLEET L AMREMENH D £,
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W show power

W, —MROBEFIEEICEHT D2 HERER ST 202" LET,
Switch# show power
Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-2800AC AC 2800W good good good
PS2 PWR-C45-1000AC AC 1000W err-disable good n.a
*** power Supplies of different type have been detected***
Power supplies needed by system 01
Power supplies currently available :1
Power Summary Maximum

(in Watts) Used Available
System Power (12V) 328 1360
Inline Power (-50V) 0 1400
Backplane Power (3.3V) 10 40
Total Used 338 (not to exceed Total Maximum Available = 750)
Switch#
WIZ, EHFRER S AT AENEEAR AT W E TR LET,
Switch# show power available
Power Summary

(in Watts) Available Used Remaining
System Power 1360 280 1080
Inline Power 1400 0 1400
Maximum Power 2800 280 2520
Switch#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show power W

WIZ, VAT DECET LR E R T D02 R LET,

Switch# show power detail

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-1300ACV AC 1300W good good good
PS2 none -- -- -- --
Power supplies needed by system 01

Power supplies currently available :1

Power
(in W

Summary
atts)

System Power (12V)

Inline
Backpl

Total

Mod

Power (-50V)

ane Power (3.3V)

Used

WS-X4013+
WS-X4448-GB-LX
WS-X4418
WS-X4248-RJ45V
WS-X4248-RJ45V
WS-4548-GB-RJ45
Fan Tray

WS-X4013+
WS-X4448-GB-LX
WS-X4418
WS-X4248-RJ45V
WS-X4248-RJ45V
WS-4548-GB-RJ45

Maximum

Used Available
518 1000
24 742
40 40

582 (not to exceed Total Maximum Available = 1300)

Watts Used of System Power (12V)
currently out of reset in reset

110 110 110
90 90 50
80 80 50
65 65 25
65 65 25
58 58 15
50 -- --

518 468 275

Inline Power Admin Inline Power Oper

PS Device PS Device Efficiency
24 22 22 20 89

0 0 22 20 89
24 22 44 40

[Inline Power Oper] 7 4 —/L FiZi&, E¥ 2 —/WIH S /E T OB N E L= PoE (2
Z. FPGA LV 2a— NV EOFDOMDN— R =27 R —32 FBEE L7z PoE RERINFE
9, [Inline Power Admin] 7 4 —/L RIZI%, EY 2 — /LI SN BETOEEIC L > TEHV Y
THNTe PoE IEIFBRFERINET,
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W show power

i, BARUCHET @ Ee R T 202~ LET,

Switch# show power status

Power

Supply Model No

PS1 PWR-C45-2800AC
PsS2 PWR-C45-2800AC
Power Supply Max
(Nos in Watts) Inline
PS1 1400
PS2 1400
Switch#

Status

1360

Type

AC 2800W good

AC 2800W good
Min Max
Inline System
1400 1360
1400 1360

1360

Fan

Sensor

Absolute

Maximum

WIZ, AA v F O PoE HEEL WAL HHl 2~ LET,

Switch# show power inline consumption default

Default PD consumption

Switch#

500

0 mwW

WIZ, A TA L NT—=DART—Z A FRT L0 R LET,

Switch# show power inline
Available:677 (w)

Interface Admin

Fa3/10
Fa3/11
Fa3/12
Fa3/13
Fa3/14
Fa3/15
Fa3/16
Fa3/17
Fa3/18

Totals:

Switch#

Used:117 (w)

Oper

on
on
on
on
on
on

on
on

on

off
off
off
off
off
off
off
off

on

Remaining:560 (w)

Power (Watts)

From PS

O O O O O O O o

To Device

o O O © O o

Device

Ieee
Ieee

PD
PD

Inline
Status

Cisco IP Phone 7960 0
Cisco IP Phone 7960 n/a

Ieee
Ieee
Ieee
Ieee
Ieee
Ieee
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

PD
PD
PD
PD
PD
PD

WIS, VAT MR EREPREREORZ R RT Dl 2R L ET,

Switch# show power supplies
Power supplies needed by system = 2

Switch#

n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
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showqos M

WIZ, A BF—TxA A a3/l D PoE AT — X A5k F T H0% R LET,

Switch# show power inline fa3/1
Available:677 (w) Used:11(w) Remaining:666 (w)

Interface Admin Oper Power (Watts) Device Class
From PS To Device
Fa3/1 auto on 11.2 10.0 Ieee PD 0

Interface AdminPowerMax AdminConsumption

(Watts) (Watts)
Fa3/1 15.4 10.0
Switch#
BEa<v R power dc input

power inline

power inline consumption
power redundancy-mode
power supplies required

show qos

Quality of Service (QoS; ¥ —t AME) 1F#MaZ R T 221, showqos =~ FEEH L ET,

show qos

EBXDERHA Zoawy FZiEF—U— RNELIFEIIZH D 8 A,
TI4ILE Zoa<wry RIZT 74V FREEH Y FHE A,
av> K E—F A F—7 L EXEC
avy FRERE J1)—=x EERNE

12.1(8a)EW Z D3~ K78 Catalyst 4500 © U — R AL v FIZHEAIE LTz,
51 WIZ, F—T—REAS LighotGGlicRRnsns ez~ L £,

Switch# show gos

QoS is enabled globally

Switch#
BAEa<T R qos (Zu—sr\)b a7 4¥alb—varE—N)

qos (M F—T xR ar74F¥zl—vary ET—K)

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show qos aggregate policer

show qos aggregate policer

Quality of Service (QoS; ¥ — " A fE) £/ U % — 1 &2 £/~ 7 51213, show qos aggregate policer
avy R LET,

show qos aggregate policer [aggregate name]

BX DA aggregate_name (ER) ARiftE 0EHR Y —TF,
T4k Zoawr RIZT 74V MREERH Y HE A,
a3 K E—F A F—7 L EXEC
avy RER )1y —= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

FERLOEERE EOR) VT —R3RF LT ORRNRH Y £,

Ll RIZ, F—U—=FE2 AN LR oG IRRSNLEIOFZRLET,

Switch# show gos aggregate policer
Policer aggr-1
Rate (bps) :10000000 Normal-Burst (bytes) :1000000
conform-action:transmit exceed-action:policed-dscp-transmit
Policymaps using this policer:

ipp5-policy
Switch#

BEEav R qos aggregate-policer

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show qos dbl M

show qos dbl

7 1 —/3)L 7% Dynamic Buffer Limiting (DBL) {§#% &7 511, showqosdbl =~ > R&{EH L
i‘ﬁ—o

show qos dbl

X DERBA Zoa=wy NiiEFdF—U— RERITBIRIETH Y FHA,
TIAILE ZDaxy NZT 74V MREEH Y £H A,
aAvU kR E—F A F—7 L EXEC
av Y FERE )1y—= EERNE
12.1(13)EW Z D3~ KA Catalyst 4500 U — X AA v FIZEAINLE LT,
i WIT, 7m—rL72 DBLE# AR T 5012~ LET,
Switch# show gos dbl
DBL is enabled globally
DBL flow includes vlan
DBL flow includes 1l4-ports
DBL does not use ecn to indicate congestion
DBL exceed-action mark probability:15%
DBL max credits:15
DBL aggressive credit 1limit:10
DBL aggressive buffer limit:2 packets
Switch#
BAEa<T KR qos (Fm—rN\) a7 4 X2 lb—T gy E—NK)
qos dbl
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show qos interface

show qos interface

Fa—A U 7IEREFRT HIZIL, show qos interface =~ > REEH L7,

show qos interface {fastethernet interface-number | gigabitethernet interface-number} |
[vlan vian_id | port-channel number]

XS fastethernet TrARA—H Ry b 8023 A v E—T = A AKIRELET,
interface-number
gigabitethernet FHEY b A—=¥ Ry b 802324 H—T xA ZABIEELET,
interface-number
vlan vian_id ({£#&) VLAN ({48 LAN) ID Zf8E L £9., AL 1 ~ 4,094 T,

port-channel mumber  ({EE) AH— b v R AFRE LET, AL ~ 64 T,

T4k Zoavwr RIZT 74V MREIEH Y R A,

avYv kR E—F A *%—7 )L EXEC

av Y FERE )1)—= FERAR
12.1(8a)EW Z D v KB Catalyst 4500 &V — R A A » FITHASILE LT,
12.1(13)EW LR VLAN 7 R L Z20H R — B EhE L,
12.1(19)EW N—MEET A A2 HNTEDD LI ITERINE LT,

£l WIZ, Fa—A U ZIHERERTT 20 ZRLET,

Switch# show qgos interface fastethernet 6/1
QoS is enabled globally
Port QoS is enabled
Administrative Port Trust State: ‘dscp’
Operational Port Trust State: ‘untrusted’
Port Trust Device:'cisco-phone'
Default DSCP:0 Default CoS:0

Tx-Queue Bandwidth ShapeRate Priority QueueSize

(bps) (bps) (packets)
1 31250000 disabled N/A 240
2 31250000 disabled N/A 240
3 31250000 disabled normal 240
4 31250000 disabled N/A 240
Switch#
BEa<YY R qos map cos
show qos
tx-queue

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show qos maps W

show qos maps

Quality of Service (QoS; —E X iWHE) ~ v FE#MEFK T HIZIL. show qos maps =~ > N % ff
L%,

show qos maps [cos | dscp [policed | tx-queue]]

BX Dk

i
i

T4

avy bk E—F

cos (f£#) Class of Service (CoS; V—E R 7 T R) = v A FEREFZTRLET,
dscp ({T&) DSCP ~ v 7l E £ R LET,

policed R RV v ranf~y 7ERERRFLET,

tx-queue (EE) #EFX=a— vy ERERRLET,

ZDawy RIZT 74V MREIEXH D FHA,

A %—7 )L EXEC

OV RERE

il

)1)—=x TEAR
12.1(82)EW D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,

KIZ, QoS ¥ v T DOFREEFRT HHERLET,

Switch# show gos maps
DSCP-TxQueue Mapping Table (dscp = di1d2)
di :d2 0 1 2 3 4 5 6 7 8 9

Policed DSCP Mapping Table (dscp = di1d2)
dl :d2 0 1 2 3 4 5 6 7 8 9

60 61 62 63

DSCP-CoS Mapping Table (dscp = di1d2)
di :d2 0 1 2 3 4 5 6 7 8 9
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M show redundancy

CoS-DSCP Mapping Table
Cos: 0 1 2 3 4 5 6 7

Switch#

BEITY R qos (Fu— )y ar7 4 ¥alb—vary —F)
qos ([ HF—Txf A avT74F¥a2l—v a3y EF—FK)

show redundancy

TTEMETZ 7 v U T 4 15 AR TT 5I21%, showredundancy =~ > FEMHEH L £9,

show redundancy {clients | counters | history | states}

X DERBA clients UEE) WEMZ7 7 VT4 7947 Mi#REERLET,
counters EB) CEMZ 7 VT Av o 2IERERERLET,
history (TR BEORAT—F 20 7BLIOENET 7 VU 7« BIEEHEZE R L
i‘g‘o
states UEE) WEMEZ 7V TF 4 AT — MEHER R LET,
T4 ZDavwy RIZT 74V FEREEXH Y THA,
avY K E—FK A % —7 )L EXEC
avy FERE Jy—x EHRNE
12.1.(I3)EW Z 3= KA Catalyst4500 &V — X AA v FITEA S FE L7 (Catalyst
4507R D),
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show redundancy W

151 Wiz, MEZ77 v V7 4 1EWERRTHHERLET,

Switch# show redundancy
4507r-demo#fshow redundancy
Redundant System Information
Available system uptime = 2 days, 2 hours, 39 minutes
Switchovers system experienced = 0
Standby failures = 0
Last switchover reason = none

Hardware Mode = Duplex
Configured Redundancy Mode = Stateful Switchover
Operating Redundancy Mode = Stateful Switchover
Maintenance Mode = Disabled
Communications = Up

Current Processor Information
Active Location = slot 1
Current Software state = ACTIVE
Uptime in current state = 2 days, 2 hours, 39 minutes
Image Version = Cisco Internetwork Operating System Software
IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-I5S-M), Version 12.2(20)EWA(3
.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Wed 14-Jul-04 04:42 by esi
BOOT = bootflash:cat4000-i5s-mz.122_20_ EWA 392,1
Configuration register = 0x2002

Peer Processor Information
Standby Location = slot 2
Current Software state = STANDBY HOT
Uptime in current state = 2 days, 2 hours, 39 minutes
Image Version = Cisco Internetwork Operating System Software
IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-I5S-M), Version 12.2(20)EWA(3
.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Wed 14-Jul-04 O

BOOT = bootflash:cat4000-i5s-mz.122 20 _EWA 392,1
Configuration register = 0x2002

Switch#

I, TRMEZ 7 VT 4 7947 MEREF T L0 2 RLET,

Switch# show redundancy clients

clientID = 0 clientSeq = 0 RF_INTERNAL_MSG
clientID = 30 clientSeq = 135 Redundancy Mode RF
clientID = 28 clientSeq = 330 GALIOS_CONFIG_SYNC
clientID = 65000 clientSeqg = 65000 RF_LAST CLIENT Switch

HATHEHKROFRNFRINET,

e clientiD— 27 747> h®ID&EH

o clientSeq — 7 74 7 hO@EIL—4 v AE S
e HHEOTEMEZ 7 VT 4 AT —F

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show redundancy

WIZ, MR Z 72 VT 0 Wy o 2R ERTT D20 %2R LET,

Switch# show redundancy counters
Redundancy Facility OMs

comm link up =

comm link down down =

o B

invalid client tx =
null tx by client =

tx failures =

tx msg length invalid =

o O O O

client not rxing msgs =

rx peer msg routing errors =
null peer msg rx =

errored peer msg rx =

o O O o

buffers tx = 1535

tx buffers unavailable = 0
buffers rx = 1530

buffer release errors = 0

duplicate client registers = 0

failed to register client = 0

Invalid client syncs = 0

wIZ, TURMEZ 72V 7 4 BIEFHRERRT 202 R LET,

Switch# show redundancy history

00:00:01 client added: RF_INTERNAL MSG(0) seg=0

00:00:01 client added: RF_LAST CLIENT(65000) seg=65000

00:00:01 client added: GALIOS_CONFIG_SYNC(28) seq=330

00:00:03 client added: Redundancy Mode RF(30) seg=135

00:00:03 *my state = INITIALIZATION (2) *peer state = DISABLED (1)
00:00:03 RF_PROG_INITIALIZATION(100) RF_INTERNAL MSG(0) op=0 rc=11
00:00:03 RF_PROG_INITIALIZATION (100) Redundancy Mode RF(30) op=0 rc=11
00:00:03 RF_PROG_INITIALIZATION(100) GALIOS_CONFIG SYNC(28) op=0 rc=11
00:00:03 RF_PROG_INITIALIZATION (100) RF_LAST CLIENT(65000) op=0 rc=11
00:00:03 *my state = NEGOTIATION (3) peer state = DISABLED(1)

00:00:25 RF_EVENT GO ACTIVE(511) op=0

00:00:25 *my state = ACTIVE-FAST(9) peer state = DISABLED(1)

00:00:25 RF_STATUS_MAINTENANCE ENABLE (403) Redundancy Mode RF(30) op=0
00:00:25 RF_STATUS MAINTENANCE ENABLE (403) GALIOS_CONFIG SYNC (28) op=0
00:00:25 RF_PROG_ACTIVE_FAST(200) RF_INTERNAL MSG(0) op=0 rc=11
00:00:25 RF_PROG_ACTIVE_FAST(200) Redundancy Mode RF(30) op=0 rc=11
00:00:25 RF_PROG ACTIVE FAST(200) GALIOS_CONFIG_SYNC(28) op=0 rc=11
00:00:25 RF_PROG_ACTIVE_FAST(200) RF_LAST_CLIENT(65000) op=0 rc=11
00:00:25 *my state = ACTIVE-DRAIN(10) peer state = DISABLED(1)
00:00:25 RF_PROG_ACTIVE DRAIN(201) RF_INTERNAL MSG(0) op=0 rc=11
00:00:25 RF_PROG_ACTIVE_DRAIN(201) Redundancy Mode RF(30) op=0 rc=11
00:00:25 RF_PROG_ACTIVE_DRAIN(201) GALIOS_CONFIG_SYNC(28) op=0 rc=11
00:00:25 RF_PROG_ACTIVE DRAIN(201) RF_LAST CLIENT(65000) op=0 rc=11
---cut---cut---cut---

---cut---cut---cut---

00:01:34 RF_PROG_PLATFORM SYNC (300) RF_INTERNAL MSG(0) op=0 rc=11
00:01:34 RF_PROG_PLATFORM_SYNC(300) Redundancy Mode RF(30) op=0 rc=11
00:01:34 RF_PROG_PLATFORM SYNC(300) GALIOS CONFIG SYNC(28) op=0 rc=0
00:01:34 RF_EVENT CLIENT PROGRESSION (503) GALIOS CONFIG SYNC(28) op=1 rc=0
00:01:36 RF_EVENT PEER_PROG_DONE (506) GALIOS_CONFIG_SYNC(28) op=300
00:01:36 RF_PROG_PLATFORM SYNC(300) RF LAST CLIENT(65000) op=0 rc=0
00:01:36 RF_EVENT CLIENT PROGRESSION(503) RF_LAST CLIENT (65000) op=1 rc=0
00:01:36 RF_EVENT PEER_PROG_DONE (506) RF_LAST CLIENT (65000) op=300
00:01:38 *my state = ACTIVE(1l3) *peer state = STANDBY COLD (4)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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W2, ME®ET7 7 VT 4 27— MEREFRTHHEZ R LET,

Switch# show redundancy states

show redundancy W

my state = 13 -ACTIVE
peer state = 8 -STANDBY HOT
Mode = Duplex
Unit = Primary

Unit ID = 2

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured) = Stateful Switchover
Split Mode = Disabled
Manual Swact = Enabled
Communications = Up
client count = 21

client notification TMR
keep_alive TMR
keep_alive count
keep_alive threshold
RF debug mask

Switch#

redundancy
redundancy force-switchover

= 240000 milliseconds
= 9000 milliseconds
=0

= 18

= 0x0
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B show running-config

show running-config

EVa—VDAT—FABLOREEZ KR RT HIZ1X, show running-config =~ > FZEH L 7,

show running-config [module s/of]

BXDiRHA module slot ER) EVa—0Ary MEFEIBELET, AOMEIZ1 ~6TT,
TI+ILE Zoavwy RIZT 74V hEEEH Y FH A
avU Rk E—F A % —7 )V EXEC
av Y RERE )1y —= EERNE
12.1(8a)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,

FRLEDFEEIE 512K - TiL, show interfaces =~ > K & show running-config =~ > N CEREINDLT =27 L v
JAE—RPBRBELIGENSY £3, RN EL D54, show interfacess 2~ R TRRAIND
TaXLy I AET—REI A F =T APRRIZETL VWL T 27 by 7 A EF—FTT,
show interfaces =~ NiX, f V¥ —7 = A ADBEE— F%EF /XL £33, show running-config
AR RN AV =T A AR ESNTWDHE— FERRLET,

BEE DA v #—7 =4 A|Z show running-config =~ > RZHH L7ZHAIE. T2 v 7 A £—
REREDRRINTNDIC 0D LT, BHEREDNRRINRNI LR 4, HENHNIC
FRINLNGEIT, A V¥ —7 oA ZAFEN auto ICRESNTNDHZ L, BLOHES auto L
HMCRET DL, BRENTNDT 2T Ly 7 A ET— FPEEREICRDZLE2RLET, ZOX
IRREDYH. ZDA L Z—T A ATEHIEROT 27 v 7 A F— KX, show running-config
AV R TORENDT 2T by 7 AE—FE—HLEREA,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

show running-config Wl

KIZ, TRTDEY 2—VDEY 2=V REBLOAT —F ARELF R T D0l LET,

Switch# show running-config
03:23:36:%SYS-5-CONFIG_I:Configured from console by consolesh runn
Building configuration...

Current configuration:3268 bytes
!
version 12.1
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Switch
|
!
power supplies required 1
ip subnet-zero
!
!
!
interface FastEthernetl
no ip address
shutdown
duplex auto
speed auto
Switch#

I, switchport voice vlan 221~ > R34 2 —7 /LT 554 D, show running-config =~ > KD H
JiERLUET,

Switch# show running-config int fastethernet 6/1
Building configuration...

Current configuration:133 bytes
!
interface FastEtherneté6/1
switchport voice vlan 2
no snmp trap link-status
spanning-tree portfast
channel-group 1 mode on
end

Switch#
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Ml show slavebootflash:

show slavebootflash:

AR, T—= K T T a7y A VAT LT BEHREFE T HI21L, show slavebootflash:
avr REFEALET,

show slavebootflash: [all | chips | filesys]

BX Dk

i
i

TI74ILE

all (EE) R T XTOT I vy alfhaeRnrLET,
chips EE) 79 vva FyFEReFnnLET,
filesys EE) 774N AT MMERELRLET,

ZDa<wy RIZT 74V FEREEXH Y THA,

avY kR E—F EXEC
av Y FERE )1)—= EERAR
12.1(8a)EW Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

1

WIZ, 77 AN VAT b AT =2 AFERERRZT D02~ LET,
Switch# show slavebootflash: filesys

———————— FILE SYSTEM STATUS --—--—----
Device Number = 0
DEVICE INFO BLOCK: bootflash

Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors
No Squeeze in progress

USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0
Switch>

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show slavebootflash: Wl

WIZ, VAT A A A—UEREFERT D6 E2RLET,

Switch# show slavebootflash:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 c4-boot-mz
2 .. image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49 rp.halley
Switch>

RIS, TRXTOT =7 T v valffezornd 6zl ET,

Switch# show slavebootflash: all

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45 c4-boot-
mz

2 .. image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49 rp.halley

6456088 bytes available (9534696 bytes used)

———————— FILE SYSTEM STATUS --—--—----
Device Number = 0
DEVICE INFO BLOCK: bootflash

Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0
Switch>

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Wl show slaveslot0:

show slaveslot(:

BN, R ISNA P TP DT 7 AN VAT AT A IERE T BI21E. show
slaveslot0: =~ > RZf A L £,

show slot0: [all | chips | filesys]

BX DA all ({EE) show slot0:chips =~ > I L 1" show slot0: filesys =1~ > K75 D
NaedhTXTOT7 T vy alflEaRRLET,
chips UEE) 79 vva Fu7 LIPRAAEREFTRLET,
filesys FEB) 774N VAT h AT —Z AKREFRLET,
T4 ZDawr KT 74V hMEREEH Y EHA,
avY Rk E—F EXEC
vV FERE )1)—=z EEAR
12.1(82)EW Z DA~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,
i WIZ, T7 AN VAT DO EFRT D62 R LET,
Switch# show slaveslotO:
-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name
1 .. image 6375DBB7 A4F144 6 10678468 Nov 09 1999 10:50:42 halley

5705404 bytes available (10678596 bytes used)

Switchs>

Wi, 77 vy a Fy IHERERFT 0% LET,

Switch# show slaveslot0O: chips
xxxxx%xx Tntel Series 2+ Status/Register Dump ****%xx%
ATTRIBUTE MEMORY REGISTERS:

Config Option
Config Status
Card Status

Write Protect
Voltage Cntrl
Rdy/Busy Mode

Reg (4000): 2
Reg (4002): 0
Reg (4100): 1
Reg (4104): 4
Reg (410C): 0
Reg (4140): 2

COMMON MEMORY REGISTERS: Bank 0

Intelligent ID Code : 8989A0A0
Compatible Status Reg: 8080
Global Status Reg: BOBO

Block Status Regs:

0 : BOBO
8 : BOBO
16 : BOBO
24 : BOBO

BOBO BOBO BOBO BOBO BOBO BOBO BOBO
BOBO BOBO BOBO BOBO BOBO BOBO BOBO
BOBO BOBO BOBO BOBO BOBO BOBO BOBO
BOBO BOBO BOBO BOBO BOBO BOBO BOBO

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show slavesioto: W

COMMON MEMORY REGISTERS: Bank 1

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 2

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 3

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 4
Intelligent ID Code : FFFFFFFF
IID Not Intel -- assuming bank not populated

WIZ, 77 ANV VAT WEREFTT L0 2R LET,

Switch# show slaveslot0: filesys
77777777 FILE SYSTEM STATUS --------

Device Number = 0
DEVICE INFO BLOCK: slotO
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 20000
Programming Algorithm = 4 Erased State = FFFFFFFF
File System Offset = 20000 Length = FA0000
MONLIB Offset = 100 Length = F568
Bad Sector Map Offset = 1FFFO Length = 10
Squeeze Log Offset = FC0000 Length = 20000
Squeeze Buffer Offset = FE0000 Length = 20000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors
No Squeeze in progress

USAGE INFO:
Bytes Used = 9F365C Bytes Available = 5AC9A4
Bad Sectors =0 Spared Sectors = 0
OK Files =1 Bytes = 9F35DC
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes =

Switchs>

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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H show slot0:

show slot(:

slot0: 7 7 A )V AT KMMZEHT 5 A& FK 3 HI121%, showslotd: =~ > REFEHLET,

show slot0: [all | chips | filesys]

BX DA all (fEE) show slot0:chips =~ > N33 JLUN show slot0: filesys =~ > N5 D
NEZLTRXTOT T vyalfheRrLET,
chips EE) 79vvaFyl LA IERER TR LET,
filesys UEE) 774N VAT A RT— X AERERRLET,
TIAILE ZDav NZT 74V FREZH Y £H A,

avY kR E—F EXEC
av Y FERE )= EEAR

12.1(8a)EW Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,
Il WIZ, 77 AN VAT LOMEERRT H61%RLET,

Switch# show slotO:
-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name
1 .. image 6375DBB7 A4F144 6 10678468 Nov 09 1999 10:50:42 halley

5705404 bytes available (10678596 bytes used)
Switch>

WIZ, 7T v va Ty ERERRT o027 LET,

Switch# show slot0: chips

**xkxkx*% Tntel Series 2+ Status/Register Dump ****** %%

ATTRIBUTE MEMORY REGISTERS:
Config Option Reg (4000) :
Config Status Reg (4002):
Card Status Reg (4100) :
Write Protect Reg (4104)
Voltage Cntrl Reg (410C):
Rdy/Busy Mode Reg (4140):

N O B ON

COMMON MEMORY REGISTERS: Bank 0

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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showsloto: W

COMMON MEMORY REGISTERS: Bank 1

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 2

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 3

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 4

Intelligent ID Code : FFFFFFFF
IID Not Intel -- assuming bank not populated
Switch>

WIZ, 77 AN VAT WMEREFTT D0 2R LET,

Switch# show slot0: filesys

———————— FILE SYSTEM STATUS --------
Device Number = 0

DEVICE INFO BLOCK: slotO

Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 20000
Programming Algorithm = 4 Erased State = FFFFFFFF
File System Offset = 20000 Length = FA0000
MONLIB Offset = 100 Length = F568
Bad Sector Map Offset = 1FFFO Length = 10
Squeeze Log Offset = FC0000 Length = 20000
Squeeze Buffer Offset = FE0000 Length = 20000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors
No Squeeze in progress

USAGE INFO:
Bytes Used = 9F365C Bytes Available = 5AC9A4
Bad Sectors =0 Spared Sectors = 0
OK Files =1 Bytes = 9F35DC
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show spanning-tree

show spanning-tree

AN= 7YY —D AT — MEWZ R AT HIT1E, show spanning-tree =~ > FZfEH L FE 9,

show spanning-tree [bridge group | active | backbonefast | bridge [id] | inconsistentports |
interface fype | root | summary [total] | uplinkfast | vlan vian_id | pathcost method | detail]

BX D

i
i

bridge_group TR 7V Y IN—TDEFSFEHEELET, HMHERZ 1 ~255 TT,

active UER) 72T 47 AV E—T A AT HAR= TV Y —FFROH
EFRRLET,

backbonefast (&) A/X=r 7 v VY — BackboneFast A7 — X A &ZFK R~ LE7,

bridge EE) 7V v VPDAT—HABLRI 7 4 Fab—ya UEREER
LET,

id EE) 7V v YPo4R1TT,

inconsistentports ({EE&) /v— X JE (Inconsistency) AT — F&EFR/RLET,

interface fype

ER) A F—T =24 ADZA TEBLOESERELET, ARMEIX
fastethernet, gigabitethernet, tengigabitethernet, port-channel (1 ~ 64),
vlan (1 ~4,094) T,

root FEE) V—F TV v PDRATF—E2BLNa Ly 7 4 F¥al— g &bk
~LET,

summary (EE) A—h A7 —bhOBEZEELET,

total (FEB)AR= Y )= AT — |7V a DT TCOITERRLET,

uplinkfast ({EH) A/8=>7 U — UplinkFast A7 — & A% F R LET,

vlan vian_id

({EE) VLAN ({42 LAN) ID Zf5E LE3, HEIZ 1 ~ 4,094 TT,

pathcost method

B FHENTWAEF 740k %2 a2 FEtEFRAFRLET,

detail

UEE) A v F—T = AEROMEL R RLET,

TIHILE

ARk E—F

A B =T = A AEROMEN TR ESNET,

A % —7 )L EXEC

avy FER

)1)y—2x EERNE

12.1(8a)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINE LT,
12.1(12c)EW JEBET RUAFEEDO R — FdBEnE Lz,

12.2(25)EW WXATEY b A=V Xy b AV F—T oA ZAOPHR—FRBMENEL

77
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show spanning-tree

451l WIC, TOIT AT A B =T 2 A ADANR= T ) —ERO I 5 ERT B0 %7 LET,
Switch# show spanning-tree active
UplinkFast is disabled
BackboneFast is disabled
VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0050.3e8d.6401
Configured hello time 2, max age 20, forward delay 15
Current root has priority 16384, address 0060.704c.7000
Root port is 265 (FastEthernet5/9), cost of root path is 38
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 18:13:54 ago
Times: hold 1, topology change 24, notification 2
hello 2, max age 14, forward delay 10
Timers: hello 0, topology change 0, notification 0
Port 265 (FastEthernet5/9) of VLAN1 is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.9.
Designated root has priority 16384, address 0060.704c.7000
Designated bridge has priority 32768, address 00e0.4fac.b000
Designated port id is 128.2, designated path cost 19
Timers: message age 3, forward delay 0, hold 0
Number of transitions to forwarding state: 1
BPDU: sent 3, received 32852
Switch#
Wiz, A= 27"7  — BackboneFast A7 — 4% A &£ ~T 5Bz R~RLET,
Switch# show spanning-tree backbonefast
BackboneFast is enabled
BackboneFast statistics
Number of transition via backboneFast (all VLANSs) 0
Number of inferior BPDUs received (all VLANSs) 0
Number of RLQ request PDUs received (all VLANS) 0
Number of RLQ response PDUs received (all VLANSs) 0
Number of RLQ request PDUs sent (all VLANs) 0
Number of RLQ response PDUs sent (all VLANSs) 0
Switch#
WIZ, TV PDAR= T ) —ERERRT D0 2R L ET,
Switch# show spanning-tree bridge
VLAN1
Bridge ID Priority 32768
Address 0050.3e8d.6401
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
VLAN2
Bridge ID Priority 32768
Address 0050.3e8d.6402
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
VLAN3
Bridge ID Priority 32768
Address 0050.3e8d.6403
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show spanning-tree

WIT, A5 —T oA AEROME LR RZT 0%~ LET,

Switch# show spanning-tree

VLAN1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0030.94fc.0a00
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0030.94fc.0a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Designated
Name Port ID Prio Cost Sts Cost Bridge ID Port ID
FastEthernet6/15 129.79 128 19 FWD 0 32768 0030.94fc.0a00 129.79
VLAN2
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0030.94fc.0a01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0030.94fc.0a01
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Designated
Name Port ID Prio Cost Sts Cost Bridge ID Port ID
FastEthernet6/16 129.80 128 19 FWD 0 32768 0030.94fc.0a0l 129.80
Switch#

WIZ, A X —T7 = A A fastethernet5/9 D A R= 7 ) —[E# A FRT A0 2R LET,

Switch# show spanning-tree interface fastethernet5/9

Interface Fa0/10 (port 23) in Spanning tree 1 is ROOT-INCONSISTENT
Port path cost 100, Port priority 128

Designated root has priority 8192, address 0090.0c71.a400
Designated bridge has priority 32768, address 00e0.1e9f.8940
Designated port is 23, path cost 115

Timers: message age 0, forward delay 0, hold 0

BPDU: sent 0, received 0

The port is in the portfast mode

Switch#

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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show spanning-tree

WIZ ., BFED VLAN D A= 7 ) — SR TR T 0% R/ LET,

Switch# show spanning-tree vlan 1
VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0030.94fc.0a00
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag not set, detected flag not set
Number of topology changes 5 last change occurred 01:50:47 ago
from FastEtherneté6/16
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Timers:hello 0, topology change 0, notification 0, aging 300

Port 335 (FastEthernet6/15) of VLAN1l is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.79.
Designated root has priority 32768, address 0030.94fc.0a00
Designated bridge has priority 32768, address 0030.94fc.0a00
Designated port id is 129.79, designated path cost 0
Timers:message age 0, forward delay 0, hold 0
Number of transitions to forwarding state:1
BPDU:sent 6127, received 0

Switch#

Wi, BEED TV vV IN—TDANR= 7Y Y — R E R T 502 R LET,

Switch# show spanning-tree vlan 1
UplinkFast is disabled
BackboneFast is disabled

Switch#

WIZ, R—=F AT = FOBEZFTT L0 2R LET,

Switch# show spanning-tree summary

Root bridge for:VLAN1l, VLAN2.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled
UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLAN1 0 0 0 1 1
VLAN2 0 0 0 1 1
2 VLANs O 0 0 2 2
Switch#

Wiz, A= V) —RF— K BZ a3 DT _RCOITERFTHHZ2RLET,

Switch# show spanning-tree summary totals
Root bridge for:VLAN1l, VLAN2.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled
UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active

Switch#
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M show spanning-tree

WIZ, W= b FEAT— FDOR—ERHL0E S NetERT d0 e rLET,
Switch# show spanning-tree inconsistentports
Name Interface Inconsistency

VLAN1 FastEthernet3/1 Root Inconsistent

Number of inconsistent ports (segments) in the system:1
Switch#

BEa<YY R spanning-tree backbonefast
spanning-tree cost
spanning-tree guard
spanning-tree pathcost method
spanning-tree portfast default
spanning-tree portfast (f > ¥ —7xAf A a7 4 F¥al—va v E—F)
spanning-tree port-priority
spanning-tree uplinkfast
spanning-tree vlan

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show spanning-tree mst Il

show spanning-tree mst

MST 7’11 b 2 UAE#H % £ 7 5 I21%, show spanning-tree mst 2~ F&f#H L £,
show spanning-tree mst [configuration]
show spanning-tree mst [instance-id] [detail]

show spanning-tree mst [instance-id] interface interface [detail]

EX DA configuration FEE) V—Yarar74Xal—TaEHWeErLET,
instance-id UEE) A AZ L AIDEHTT, BHEZT0~15TT,
detail (EE) MST 71 ha /L OFEMEREE R LET,

interface interface (EE) AV Z—T 2 ADEZATEBIVOESTT, XA 7OENHEIT
fastethernet, gigabitethernet, tengigabitethernet, port-channel, vlan T,
FEMICOWTIE, MEH LoEEFHE] 2R L TEIN,

TI4ILE ZPawy RIZT 740 FREITIH D FH A
vV kK E—FK A % —7 )L EXEC
avy FBE J1yy—= EERNA
12.1(12c)EW ZDa~< KA Catalyst 4500 > U — X A4 v FIZEAINE LT,
12.2(25)EW 1W0FHEY b A =P Xy b A F =T = ZADH K- NBIMESHEL
776

FRLOFEEIE Oz~ KX, Supervisor Engine | B I NTWVDH AT ATIEYAR— M EHA,

show spanning-tree mst configuration =~ > ROH IFRIC, EEA v —UNFREND Z LN
HYVET, 20Xy E—UIF, B F Y VLAN (48 LAN) % | 5ot 57277 4 <~ U VLAN
ELRICA S AZ ALy B T Leho e a1, sk 4, Wi, il onzr
FA~YU VLAN ERIUA U RAZ ALYy BV 7 SR TWeWED Y VLAN O U 2 MR EE
NET, BEHERXA v —IIROEBY TY,

These secondary vlans are not mapped to the same instance as their primary:
-> 3

HAI DO EFIZ DV TiX, show spanning-tree 2~ > RS L T 7Z &0,

Ll WIZ, V=YarargaqFal—a BRERRT L0 RLET,

Switch# show spanning-tree mst configuration
Name [leo]

Revision 2702

Instance Vlans mapped

0 1-9,11-19,21-29,31-39,41-4094
1 10,20,30,40
Switch#

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show spanning-tree mst

W, BN MST 7' b 2 UilxaRRT 56152~ LET,

Switch# show spanning-tree mst 3 detail

# # # # # # MSTO3 vlans mapped: 3,3000-3999

Bridge address 0002.172c.f400 priority 32771 (32768 sysid 3)
Root this switch for MSTO03

GigabitEthernetl/1 of MST03 is boundary forwarding

Port info port id 128.1 priority 128

cost 20000

Designated root address 0002.172c.f400 priority 32771

cost 0

Designated bridge address 0002.172c.f400 priority 32771 port

id 128.1

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 4, received 0

FastEthernet4/2 of MSTO03 is backup blocking

Port info port id 128.194 priority 128 cost

200000

Designated root address 0002.172c.f400 priority 32771

cost 0

Designated bridge address 0002.172c.f400 priority 32771 port id

128.193

Timers: message expires in 2 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 3, received 252

Switch#

Wiz, BEDA v 2 —T x4 AD MST BHRAEF T 502 RLET,

Switch# show spanning-tree mst 0 interface fastethernet4/1l detail
Edge port: no (trunk) port guard : none

(default)

Link type: point-to-point (point-to-point) bpdu filter: disable
(default)

Boundary : internal bpdu guard : disable

(default)

FastEthernet4/1 of MSTO00 is designated forwarding

Vlans mapped to MSTO00 1-2,4-2999,4000-4094

Port info port id 128.193 priority 128 cost

200000

Designated root address 0050.3e66.d000 priority 8193

cost 20004

Designated ist master address 0002.172c.f400 priority 49152
cost 0

Designated bridge address 0002.172c.f400 priority 49152 port id
128.193

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus sent 492, received 3

Switch#

BEa<v UK spanning-tree mst
spanning-tree mst forward-time
spanning-tree mst hello-time
spanning-tree mst max-hops
spanning-tree mst root
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show storm-control W

show storm-control

ZA v FEFITRESNTAA L EF—T A Z2ADT 2 — RFy 2 b 2 h—LHHZREELF TSI
IZ. show storm-control =~ RZfHEH L EJ,

show storm-control [interface-id | broadcast]

BX Dk

i
i

interface-id (&) WER— DAL F—T x4 ZID ZIEELET,

broadcast UEE) 7u—KRFEY AN APM—LDAL YT akh— /)L RREZERTLET,

avrkE—F

A % —7 )L EXEC

vy FERE )1)y—= EENA
12.1(19)EW Z D= K78 Catalyst 4500 &V — X AL v FICHASHE LT,
12.2(25)EW W0XFHTEYy b A=V Ry h A F =Tz 2DV HR— FREBMEIEL

7=

FEREDIEFREE A F—TxAAIDEANTLL, FHESNIA L F =T A ADA F—LHIHIA L v ¥ 2R —
IV RRERRSINET,
AE =T ARXID ZANLRWGEIL, AL v TFOTXTOR— MIKTHTa— ¥y X b
NTZ 74w B TORENERINET,

15l WIZ, F—=U— R& AN Lo 758 D show storm-control D N1l Z R LET, T 74w 7
BAT H—=T—=FERANENTWRND, 77— FREx v A b A b—AHIHERENERSINET,
Switch# show storm-control
Interface Filter State Upper Lower Current
Giz2/1 Forwarding 30.00% 30.00% N/A
Gi4/1 Forwarding 30.00% 30.00% N/A
Gi4/3 Forwarding 30.00% 30.00% N/A
Switch#
W, BEESNTZA v #—7 = A AT 5 show storm-control DH S ZRLET, T 74 v
7 EAT =T = RBRANENTWaNzH, 7r—R¥xr A b XA M—AFIEBRENRT RS NE
TO
Switch# show storm-control fastethernet2/17
Interface Filter State Level Current
Fa2/17 Forwarding 50.00% 0.00%
Switch#

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Wl show storm-control

WICARESNTA LV E—T 2 A ADBEED T T 4 w7 A FICAM—LHEAL v 2R—/L
RRBREEN TRV EED, 2O X —T A ABLIORNT T 4 v 7 ZA ST 5 show
storm-control ==~ > RO 1z~ L E T,

Switch# show storm-control gigabitethernet2/1 broadcast

Interface Filter State Level Current
Giz2/1 forwarding 100.00% N/A

(7 %2 MHITEM)

Switch#

¢ 2-22 12, show storm-control D /12 &£ 5 7 4 —/V FOFBAZRL FT,

%% 2-22 show storm-control @ 7 4 —JL FDERHA

J4—ILF B
Interface A H—T A ADID #FRLET,
Filter State TANEDAT —H AR LET,
e Blocking — A F—AHIEIZA F—T NV THY, A F—LNFELTNE
ER
* Forwarding — A b—AflIZA X —7 A THY | A F—AFFEAEL T
FH A,
* Inactive — A b —AHIENIET 4 E—7 LT,
Level AE =Tz AREENTZTE—RX Y AN NI 747 DAV Yy a
R—=IL N L L RR LET,
Current Ta—RX¥y AN NTT vl ORBIEFHEA . EH ARG IR O

Nty FTERLET, 207 14— FIZA b—LHIEHSA X —F L 08
BIOBAHTT,
N

GE) NA (F47eL) i3, A=Az N~y =T T{THA ¥ —
Tz A AZOHRFRINET,

BEavU R storm-control
show interfaces counters
show running-config

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show system mtu

7' 1 — /3L Maximum Transmission Unit (MTU; fx Rk = ) RE & X7 5 IT1E, show system

BX DA

TIHILE

show system mtu

show system mtu M

mtu 2~ R&2HEHALET,

Zoa~vy FiLEF—U— FEZIIEIEIEH D FH A,

Zpawy RIZTF 7 40 bk

RIELDH Y FH A,

av>U K E—F A F—7 )L EXEC
avy RERE )1)—x EHEHRNE

12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
451 WIZ, Z7a— YL MTU REEZFRRT D627 LET,

BAEa< >R

Switch# show system mtu

Global Ethernet MTU is 1550 bytes.

Switch#

system mtu

| OL-6661-01-J
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M show tech-support

show tech-support

Technical Assistance Center (TAC) D M T TNy a2 —TF 4 V7R EFKRT HI21E. show
tech-support =~ > R&fi A L £9,

show tech-support [bridging | cef | ipmulticast | isis | password [page] | page]

BX Dk

i
i

T4

avVkE—F

bridging (TR 7V vy 7EEFREEELET,

cef (fT:E) Cisco Express Forwarding (CEF) BH#{E#HAZHE L E£7,

ipmulticast (EE) IP~/F v 2 FEEEREFRLET,

isis (f£&) Connectionless Network Service (CLNS) 3 X OVISIS B4 R~ L
Euae

password (EE) B AY = RBLOEOMOEF 2 V7 4 HREZDET,

page (LR —EICE®RE 1 =Y LET,

T 74 RREITRD LB TT,

o HINER—URYIY R LICEREINET,
o (fEE) NAU—FRBIOZOMOEF2) T 4 HRITH DSBS ET,

A % —7 )L EXEC

avy FER

FERAEDIEEE

)y—=x EEAR
12.1(8a)EW Z D3~ K73 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

WO NIT % F 7T HICIE, Return ¥ — %T@bi'@” WOIHEHR_—T % F AT HITIL, Space F—
EHLET, page ¥— U — RE AN Liehoedimt, HAEA 7 e — L, X—Y DY) Tk
LEHA,

password ¥ — U — RZ A L7-5A1E, 782 T — RO AL A x—7 20 | I 1t
FEXDHNFERINET,

password ¥ — U — R& AJ) Le o1 GG  HIIND/RAT — FB L OEOMOE X 2 U 7 1 ffkf7
EHIL, 7— K [removed] CTi& % #2x %ﬂiﬁ'o

show tech-support =1~ > R, #H D show 2~ FBAELEDLINT=ZHDTHY . HITIEFIC
L 252 R HY £, show tech-support 2~ > RO AFUZHONTIE, VA RS TWDEHE
show =< FEZZML T 7Z30,

513 f5E L 72V T show tech-support =~ > R& A )95 & IR D show =~ > N & [F%
DFRPFTRENET,

* show version

* show running-config

¢ show stacks

* show interfaces

¢ show controllers

e show process memory

* show process cpu

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show tech-support W

* show buffers
* show logging
¢ show module
¢ show power
* show environment
¢ show interfaces switchport
* show interfaces trunk
¢ show vlan
ipmulticast % — U — F& AJ) L7256 HITIZIRD show 2~ R ERIFEORRPERINET,
* show ip pim interface
* show ip pim interface count
¢ show ip pim neighbor
* show ip pim rp
* show ip igmp groups
¢ show ip igmp interface
* show ip mroute count
* show ip mroute
¢ show ip mcache

* show ip dvmrp route

£l show tech-support =~ > FOHAFIOFEMZONTIE, MEA EOEEFE] IV A MESNATVWD
avr FEZRLTIIZEN,

MEa< 2k MEA EOEFHFE] 22 L TIES0,

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W show udid

show udld

BHLR L OEIE_ L UniDirectional Link Detection Protocol (UDLD; H— 5[\ Y > 7 #H) A7 —#
A% FKRT HI2IE, showudld =~ > FEHEHLET,

show udld interface-id

i
i

BX D]

TIHILE

interface-id AL B =T A ADLHITT,

ZDavwr RIZT 74V FEREEXH Y THA,

avY K E—F A F—7 L EXEC

av Y FER )= EREAR
12.1(82)EW Z DA~ KRB Catalyst 4500 2V — X ZA » FIZHEASILE LT,
12.2(25)EW WXFTEY b A=V Ry b A X —T =2 AOHKR— FBEBMINEL

FRAEDIEFEIE

Ll

776

A B —T A A IDEEATTILENSTBE1E,. T_TOA v Z—T oA ADEE L OEE L
D UDLD A TF — & ANRFRINFET,

Wiz, A > ¥ —7 = A X gigabitethernet2/2 @ UDLD A7 — k& F T HH 2R L ET,

Switch# show udld gigabitethernet2/2
Interface Gi2/2

Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement
Message interval: 60
Time out interval: 5
No multiple neighbors detected
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: 0050e2826000
Port ID: 2/1
Neighbor echo 1 device: SAD03160954
Neighbor echo 1 port: Gil/1
Message interval: 5
CDP Device name: 066527791
Switch#

udld (Fe—L a7 ¥zl —v gy F—F)
wdld M v F—TxAf X a7 4F¥a2lb— gy ET—FK)
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showvian W

show vlan

VLAN ({48 LAN) 14 £R"9 2121E, show vlan =~ > R&HEH L ET,
show vlan [brief | id vian_id | name name]

show vlan private-vlan [#pe]

EX DA brief (fEE)VLAN Z L 12 VLANA AT —Z A BLUOR— M2 {TTERLET,
id vian_id (f£E) VLANID B ZICL - TR SN2 H— VLAN ICBET B FsHR A2 F L
F9, AEMEIZ 1 ~ 4,094 T,
name name (fEE) VLANZAIZ X > Tilpll &S A H— VLAN [ZBET A1 E R R L ET,
HAMEIL 1 ~ 32 3050 ASCH SUF5 T,
private-vlan 77 A4 ~_X— |k VLAN {2 RKr L ET,
type (EE) 7714 X—F VLAN % A 7T,
FI4IL b+ ZDawy RIZT 740 FREIEH D FH A,
vV kK E—FK A % —7 )L EXEC
avy FKERE J1y—= FTHAR
12.1(82)EW Z D3~ B Catalyst 4500 &V — X 2 A » FIZHEASILE LT,
12.1(12¢c)EW PE VLAN 7 L ADPR— M BIMENE Lz,
] Wi, BERAA HNOTRTO VLAN IZBF 25 VLAN RT A —X 2 FoRx T 2627 LET,
Switch# show vlan
VLAN Name Status Ports
T defawe active  Fas/s
2 VLAN0002 active Fa5/9
3 VLAN00O03 active Fa5/9
4 VLAN0004 active Fa5/9
5 VLANOOOS5 active Fa5/9
6 VLAN0O0O6 active Fa5/9
10 VLAN0O010 active Fa5/9
20 VLAN0020 active Fa5/9

(7 F 2 b HATENE)
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M showvian

850 VLANO850 active Fa5/9

917 VLANO0917 active Fa5/9

999 VLANO0999 active Fa5/9

1002 fddi-default active Fa5/9

1003 trcrf-default active Fa5/9

1004 fddinet-default active Fa5/9

1005 trbrf-default active Fa5/9

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1 enet 100001 1500 - - - - - 0 0

2 enet 100002 1500 - - - - - 0 0

3 enet 100003 1500 - - - - - 303 0

4 enet 100004 1500 - - - - - 304 0

5 enet 100005 1500 - - - - - 305 0

6 enet 100006 1500 - - - - - 0 0

10 enet 100010 1500 - - - - - 0 0

20 enet 100020 1500 - - - - - 0 0

50 enet 100050 1500 - - - - - 0 0

(7% A FMHIFENR)

850 enet 100850 1500 - - - - - 0 0

917 enet 100917 1500 - - - - - 0 0

999 enet 100999 1500 - - - - - 0 0

1002 fddi 101002 1500 - 0 - - - 0 0

1003 trcrf 101003 4472 1005 3276 - - srb 0 0

1004 fdnet 101004 1500 - - - ieee - 0 0

1005 trbrf 101005 4472 - - 15 ibm - 0 0

VLAN AREHops STEHops Backup CRF

802 0 0 off

1003 7 7 off

Switch#

wIZ, VLAN %, AT —

SR

Switch# show vlan brief

VLAN Name

1 default
2 VLANOO0O2
3 VLAN0O0O03
4 VLAN0O004
5 VLANO0OO5
10 VLANO0O010

999 VLANO0999

1002 fddi-default
1003 trcrf-default
1004 fddinet-default
1005 trbrf-default
Switch#

Status
active
active
active
active
active
active

active
active
active
active
active

BLORIST T bR — DA ERFT 62 RLET,

Fa5/9
Fa5/9
Fa5/9
Fa5/9
Fa5/9

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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showvian W

WIZ, VLAN 3 @ VLAN /RT XA —Z DhzFort 02 R L ET,

Switch# show vlan id 3

VLAN Name Status Ports

5 viamooos active  Fas/s
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
3 emet 100003 100 - - - - 203 0

322312, showvlan 2= FIHHIZEEND 7 4 — /L ROFHERLET,

#&2-23 showvlana<w> FOHBAT71—ILK

Z4—ILE A
VLAN VLAN (i LAN) 35
Name VLAN O£ (BES T 25E)
Status VLAN D A7 —4 A (active ¥ 721 suspend)
Ports VLAN [ZJ@$ 54— b
Type VLAN DAT 4T Z A
SAID VLAN O Security Association Identifier (SAID) f&
MTU VLAN @ Maximum Transmission Unit (MTU; fx Kfné=2=~» k) A4 X
Parent Bl VLAN ({FET 2355)
RingNo VLAN O U v 7 & 4T 558)
BrdgNo VLAN O7' YV v V%5 4T 556)
Stp VLAN Tffi ] £41% Spanning-Tree Protocol (STP; A/X=> 27> J— 7’1 k=
) AT
BEITYR vlan database

vlan (VLAN ¥ —# RX— 2 F— )
vtp (Ze—r_larvr7 s Xal—v gy E—F)

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M show vian access-map

show vlan access-map

VLAN (RFBLAN) 727t 2 <~ v FONE%F T 5121, show vlan access-map =~ > R % fifi
LET,

show vlan access-map [map-name)

BX DA

TIHILE

avrvkE—F

map-name (UEE) VLAN T 7B A = v 7DOLEITT,

ZDavwr RIZT 74NV FREEXHY THA,

A % —7 )L EXEC

avy FER

1

BEa<T R

)1y—2= EERNE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

WIZ, VLAN T 7t A = v 7ONKEFRT 562 RLET,

Switch# show vlan access-map mordred
Vlan access-map "mordred" 1

match: ip address 13

action: forward capture
Switch#

vlan access-map

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show vlan counters

show vlan counters W

VI M 2T XYy oo B EEFRRT SHIZIL. show vlan counters =~ > K& H L E9,

show vlan [id vilanid] counters

EX DA id vianid (FE) HED VLAN (RIELAN) OV 7 2T X v v a huLZfiE
FRLET,
FI4IL b+ ZoDawy RIZT 740 FREIEH D FH A,
avY R E—F A % —7 )L EXEC
avy FER )1)y—= EHEHRNE
12.1(13)EW ZDmw 2 RS Catalyst 4500 U — X A v FICEASHE LT,

FERALEDFEEIE  VLANID Z235E L2V T show vlan counters =~ > K& AN L728A1E. T _XTH VLAN D Y 7 b
T Xy o AU AENRERINET,

151 WIZ, BFEDOVLAN DY 7 "Ny =T ¥y vva DU ZEeRrT 562 RLET,

Switch# show vlan counters
* Multicast counters include broadcast packets

BEa<T R

Vlan Id

L2
L2
L3
L3
L3
L3
L3
L3
L3
L3
L2
L2

Unicast Packets

Unicast Octets

Input Unicast Packets
Input Unicast Octets
Output Unicast Packets
Output Unicast Octets
Output Multicast Packets
Output Multicast Octets
Input Multicast Packets
Input Multicast Octets
Multicast Packets
Multicast Octets

Switch>

clear vlan counters

H O O OO OoOOoOOoOOoOOoOOo

w0
S
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M show vian dot1q tag native

show vlan dotlq tag native

FA T 47 VLAN (il LAN) Z %2 ZIZE R AL v F LOT R TOR— &, £hbDBH{ED
FAT 47 VLAN 2 ¥ 7 AT — 2 X% FK§ %1214, show vlan dotlq tag native =~ > R & ]
LET,

show vlan dotlq tag native

X DEREA Zoawy RS —U— RERE51 5350 8 A,
Ok E—F = — EXEC
AV FREE Y —=2 ZERE
12.1(18)EW ZDa< KA Catalyst 4500 > U — X A4 v FIZEASINE LT,
£l IZ. show vlan dotlq tag native =~ > KD AFIZ R L ET,

Switch# show vlan dotlg tag native
dotlg native vlan tagging is disabled globally

Per Port Native Vlan Tagging State

Port Operational Native VLAN
Mode Tagging State
£3/2 trunk enabled
f3/16 PVLAN trunk disabled
£f3/16 trunk enabled
BEa<v R switchport mode

vlan (Fa— b ar 7 42— 3Y) (CiscolOS D~ == 7 L %E5MH)
vlan (VLAN 227 4 ¥z b —33>) (Ciscol0S D~ == 7 /L% M)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show vlan internal usage W

show vlan internal usage

W VLAN ({RAH LAN) OFIV 4 TIZBT DA £ ~" T 2121, show vlan internal usage =~ >
NEEHLET,

show vlan [id vian-id] internal usage

BX DA

id vian-id (&) FEESN/Z VLAN ONE VLAN 0 Y CERELFr~ LET, A
131~ 4,004 T,

T4

avYkE—F

ZDa<wr RIZT 74NV FEREEXHY A,

A %—7 )L EXEC

ATy NERE

il

BEa~v >R

)1)—= EERNAE
12.1(19)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,

WIZ, BAEDOWNE VLAN B0 4TI 2 # 2R R T 562~ LET,

Switch# show vlan internal usage

VLAN Usage

1025 -

1026 -

1027 -

1028 -

1029 Port-channelé6

1030 GigabitEthernetl/2
1032 FastEthernet3/20
1033 FastEthernet3/21
1129 -

WIZ, FFED VLAN ONEL VLAN 10 Y T AR 2 Frnd 562~ LET,

Switch# show vlan id 1030 internal usage
VLAN Usage

1030 GigabitEthernetl/2

vlan internal allocation policy

| OL-6661-01-J
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H show vian mtu

show vlan mtu

BX Dk

i
i

TIHILE

% VLAN ({Rf8 LAN) Of/Mrit==v ;35 L O Maximum Transmission Unit (MTU; i KImE—~
=v ) FERTDHIZIX, showvlanmtu =~ > REHLET,

show vlan mtu

Zoawy R, F—U—FE2381%EH0 =8,

ZDa<wy RIZT 74NV FEREEXH Y THA,

vV Rk E—F EXEC
vy FERE J1y—= EERNE
12.1(13)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
FRLDIESFE =~ FHAO [MTU Mismatch] 77 7 A%, VLAN OF_XTOR— kT MTU AR U E 9 kR
L E7, [MTU Mismatch] 7 7 A2 [Yes] BER S N7=HEIL. VLAN 28725 MTU % oK — b
DIFE L, MTU PR E AR — R MTU VNS AR— MIAAL v F o T EINT 3y R3BEIE S
NHZENRHY EF, Z® VLAN |Z Switch Virtual Interface (SVI; AA v FARAA X —T =1 X)
AEE LZRWBAIE. [SVIMTU] B T LA 72 (1) RERnFHrENET,
¥FED VLAN @ [MTU-Mismatch] 777 A2 [Yes] BNFERINTHAIT, MinMTU OF— FB XD
MaxMTU DR — M NRFRENET, FFED VLAN @ [SVI MTU] 28 MinMTU £V $ K& WEA
I, [SVI_MTU] ® & & 12 [TooBig] NFERINET,
151 &Iz, show vlan mtu ==~ > RO 2R~ L E£9,
Switch# show vlan mtu
VLAN SVI_MTU MinMTU (port) MaxMTU (port) MTU Mismatch
1 1so0 1s00 1s00 Yo
Switch>
SEE=EdVA mtu

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show vlan private-vian

show vlan private-vlan

Private VLAN (PVLAN; 77 A ~X— | VLAN) 15# % <7 51Z1L. show vlan private-vlan =~ >~
NEEHLET,

show vlan private-vlan [type]

BX DA

T4

avYkE—F

type (&) PVLAN O ¥ A 7H KR LET, A2 ¥ A 7idisolated, primary,
community, nonoperational, 35 & UF normal T9°,

ZDa<wy RIZT 74V FREEIH Y A,

A %—7 )L EXEC

AT Y NERE

FREDIEEE

1

)1)—= EERNE
12.1(82)EW Z D3~ B Catalyst 4500 &V — X ZA » FIZHASILE LT,
12.2(20)EW a3 a2=7 4 VLAN OV R— BN BIMENE L=,

show vlan private-vlan type =~ > RO JJIZ VLAN ¥ 4 7° & L CTnormal N FK R 7254  PVLAN
(i@ E O VLAN (AH LAN) BENMERA S TWA Z L1720 £97, normal 2AFERSNTHA
X, #A TERIERNTT TIZ 220 VLAN 35T 541 THE Y . PVLAN IFEEL TWRWnWZ & &
ARLET, ZOERIT, T TRHICESLHET,

Wiz, BIERESNTWSHTXTOD PVLAN [ A2 FHrT 5042~ LET,

Switch# show vlan private-vlan

Primary Secondary Type Ports
2 301 community Fa5/3, Fa5/25
2 302 community
10 community
100 101 isolated
150 151 non-operational
202 community
303 community
401 402 non-operational
Switch#

Primary fEDZE FUIRNIGT D 4 A THFIELIRNZ L2 ER L £,
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Hl show vlan private-vian

WIZ, BUERE SN TNDHT_TOPVLAN ¥ A FiE#AE R R+ D0~ LET,
Switch# show vlan private-vlan type

Vlan Type

202 primary
303 community
304 community
305 community
306 community
307 community
308 normal
309 community
440 isolated
Switch#

% 2-24 12, show vlan private-vlan =~ > NI HICEEND T 4 — /v FOGAZ R LET,

%% 2-24 show vlan private-vlan A% > FOHBHT7 1 —IL K

J4—ILF 5% BA

Primary 7 A4 <Y VLAN OFZTT,

Secondary Y& Y VLAN OF 5T,

Secondary-Type %Y VLAN % A 7 isolated F 72 1% community T3,

Ports VLAN NODR— M Z48E L ET,

Type VLAN O % A 7" ¢4, AIBE7R{E 1L, primary. isolated . community, nonoperational ,
¥ 72 1% normal T,

BEa<U R access-list hardware entries
private-vlan mapping

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show vlan remote-span W

show vlan remote-span

BX DA

TI4ILE

avrvkE—F

Remote SPAN (RSPAN) VLAN ({RAH LAN) ® U 2 k% F/R$ 5I2i%. show vlan remote-span =~

YRzl Ed,

show vlan remote-span

Zoa~vy FEF—U— FEZIIEIEIEH Y XA,

ZPawr RIZT 740 FREIIH D FH AL

A % —7 )L EXEC

avy FER

il

BEav YR

)yy—= EERNE
12.1(12)EW D3~ KA Catalyst 4500 U — X AL v FITEAINE LTz,

WIZ. RSPANVLAN O U R F &R R-T 56012 RLET,

Router# show vlan remote-span
Remote SPAN VLANs

remote-span
vlan (VLAN 7 —4# ~N—2 £— F)
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W show vmps

show vmps

VLAN Query Protocol (VQP) /N— = | FERA & — b FF{TEE., VLAN Membership
Policy Server (VMPS;VLAN A > /38— w7 KU v—H—3) OIP 7 KL A, BIEOH— BX
W7 TA <Y $—N%EEKRT 521, showvmps 2~ REEHLET,

show vmps [statistics]

BX DA statistics (ER) 7747 v MUIOHEHERZFR L £,

TI4ILE ZPawr RIZT 74 FREITIH Y XA

avY kK E—F EXEC

av Y RERE J1y—2=x TEAR
12.1(13)EW Z O3 KA Catalyst 4500 > ) — X 24w FIZEASNE LTz,
£l WIZ, show vmps =1~ > RO B Z R L ET,

Switch# show vmps

VQP Client Status:

VMPS VQP Version: 1

Reconfirm Interval: 60 min

Server Retry Count: 3

VMPS domain server: 172.20.50.120 (primary, current)

Reconfirmation status
VMPS Action: No Dynamic Port
Switch#

IZ. show vmps statistics =~ > FOHAHZ R LET,

Switch# show vmps statistics
VMPS Client Statistics

VQP Queries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shutdowns: 0
VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0
Switch#

BEEavT YR vmps reconfirm (A %—7 /L EXEC)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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show vtp

showvtp W

VLAN Trunk Protocol (VITP;VLAN +5 > 2 7m kal) HEERBIONRNAAL VIEREETT S
121X, showvtp 2~ R&EMFHLET,

show vtp {counters | status}

BX DA

T4

counters VTP OFiaHEREBE L T,
status VIP ALV AT —HAEBELET,

ZDawy RIZT 74V MREIEXH Y FH A,

avykE—F A F—7 L EXEC
IV FERE )= EERNE
12.1(8a)EW Z D3 K Catalyst 4500 'V — X AL v FITEAINE LT,
Ll WIZ, VTP OffiatiE iz &R- T 5012  LET,
Switch# show vtp counters
VTP statistics:
Summary advertisements received 1
Subset advertisements received 1
Request advertisements received 0
Summary advertisements transmitted 31
Subset advertisements transmitted 1
Request advertisements transmitted 0
Number of config revision errors 0
Number of config digest errors 0
Number of V1 summary errors 0
VTP pruning statistics:
Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device
Fa5/9 1555 1564 0
Switch#
WRIZ, VIP RAA v 2T —=Z ZA%Fnd H6l&RLET,
Switch# show vtp status
VTP Version : 2
Configuration Revision : 250
Maximum VLANs supported locally : 1005
Number of existing VLANs : 33
VTP Operating Mode : Server
VTP Domain Name : Lab_Network
VTP Pruning Mode : Enabled
VTP V2 Mode : Enabled
VTP Traps Generation : Disabled
MD5 digest : OxE6 OxF8 O0x3E 0xDD 0xA4 OxF5 0xC2 O0x0E
Configuration last modified by 172.20.52.18 at 9-22-99 11:18:20
Local updater ID is 172.20.52.18 on interface V11l (lowest numbered VLAN interfac
e found)
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W show vtp

WIZ, show vtp =~ > RHAINIZ, Summary & W) FBEE ELITOHLERTRT HHEZRLET,
Switch# show vtp counters | include Summary

Summary advertisements received i1

Summary advertisements transmitted : 32
Trunk Join Transmitted Join Received Summary advts received from
Switch#

# 22512, showvtp 2~ FHEONIZEEND T 4 —/V RO ZR L £,

%225 showvtpavy FOHATs—ILFK

J4—ILF Bl

Summary advertisements received SZEINTY Y — T KX AL XD

Subset advertisements received ZlEINTEY Ty N T RREZ A XD

Request advertisements received EZEEINT-BRT RAXZ A4 XD

Summary advertisements transmitted |24(Z X317~ U — 7 RANZ 4 RO

Subset advertisements transmitted EEEINEZYTEY T RAY A XD

Request advertisements transmitted — |35{E XN 72 BR T RANK A4 XD

Number of config revision errors a7 4F¥a2lb—varyIbevar =i —o

Number of config digest errors a7 4 X2l —vary ATV AN TT—DK

Number of V1 summary errors ViH~U— 57—

Trunk VTP 7)== 7B NT % b T 27 = b

Join Transmitted ®EIE &Nz VIP 7 /b—=">7 join D&

Join Received ZE &N7= VIP 7' )b—="7 join DK

Summary advts received from FEIN—= o TRIGEEN O ZE SN~ — T RXZ A
non-pruning-capable device X DH

Number of existing VLANs RAAND VLAN (A8 LAN) O3k

Configuration Revision VLAN (E# &2 BT H7-DIHEHEND VIP Y BV a V& E
Maximum VLANSs supported locally |3E@E C#r] KTV 5 VLAN O KE

Number of existing VLANs BEAZD VLAN %%

VTP Operating Mode VTP A X —T NV ThH D, E£72ET 48—V TH D
VTP Domain Name VTP RA A 4

VTP Pruning Mode VTP FNV—=2 TN X =T N THDHN, ElET 1 8—7

T DN
VTP V2 Mode VTP V2 &£— K (server, client, ¥ 72/3 transparent)
VTP Traps Generation VTP 7 v AT — RRA X =TV ThD, £IET 4
=T N TH DN
MD5 digest F v AE
BEaT R vip (Fao—rvar7 4 F¥al—v gy T—F)
vtp client
vtp domain

vtp password
vtp pruning
vtp server

vtp transparent
vtp v2-mode

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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snmp ifindex clear ||

snmp ifindex clear

BX DA

TIHILE

avUkE—F

BEDA o F—7 = A ZZHK L TAS SN TLRNIERE 4172 snmp ifindex 2~ K427 V7795
(21X, snmp ifindex clear =2~ > FZHH L E T,

snmp ifindex clear

Zoa=wy FOEF—U— FEE51 58I 0 ¥ A,

ZDavwy RIZT 74NV FEREEXH Y THA,

A B =Tz A AT Fal—varET—F

vy FERE JJy—2x EERE
12.1(19) EW D3~ KA Catalyst 4500 U — X AA v FITEAINE LT,
FEREDIEEE A F—TxARX AT v 7 ADORHGEMEZ, A2 —7 A X MIB (FEIEFHR~—A) (IF-MIB)
O ifindex 2N FHEEEN L bAERF S, SNMP (fli5 % v U —27FH 7w b 2L) 2 L TRED
A H =T = A A FERHEHITE 2GBTS ET,
iflndex FifetEICB 427 0 — )L a0 74X al—2a VREEA LV E—T = A AHEHT 55
AL, BEDA X —7 =4 AT snmp ifindex clear 2~ F&HLET, Z0oa~vr KN, £
DREDA 2 —7 = A4 A L TLURNZANI ENT iflndex =27 4 Falb—ay avr N
)T LET,
15 WIZ, TRTOA X —7 =4 AD iflndex FifgelE & A K —7 MZT B2~ LET,
Router (config)# snmp-server ifindex persist
WIZ, fastethernetl/1 721F @ iflndex £ttt a7 4 £ —7 T 202 R L ET,
Router (config)# interface fastethernet 1/1
Router (config-if)# no snmp ifindex persist
Router (config-if)# exit
WIZ, fastethernetl/1 FXEND ifIndex REZ 7 VT4 24~ LET,
Router (config)# interface fastethernet 1/1
Router (config-if)# snmp ifindex clear
Router (config-if)# exit
ZO—HEDa v ROFERE LT, ifindex OFffilElL snmp-server ifindex persist 7' 27— 3L =1
T4 X a2lb—vay avy Lo THESNZTRTOASN Z—T oA RTKHLTA X —T )L
2720 9,
BEa< K snmp ifindex persist
snmp-server ifindex persist
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Bl snmp ifindex persist

snmp ifindex persist

BX DA

T4

avrkE—F

FFEDA »#—7 = A ATHEHR OMFFSNDA > F—T =4 A MIB (FEHFHAN—X)
(IF-MIB) O ifindex f (ifIndex ffeth) %4 F—7 /LT 51Z1E, snmp ifindex persist =~ > K%
HRALET, HEDA X —7 x4 A LT ifindex OFfEMEEZT 4 E—7 T DI2E, 2=~
Y RO no IBAMH L £,

snmp ifindex persist

no snmp ifindex persist

Zoa<wy REF—U— FEZITEIEEH 0 XA,

T4 =T NTT,

A —TxzA A AT 4 Fa2lb—TarE—F

IV FERE

FERLDIEFEE

Ll

)1 —2R EERE
12.1(19)EW ZPa7 2 R5 Catalyst 4500 & U — X A v FITHEASHE LT,

A B =T oA A AT v 7 ARG, IE-MIB (EFHIEHR—2) O iflndex EERENIE b
HEFFS U, SNMP (f§ 5 x> FU— 28 H o Fal) AL TRHFEEDA VX —T = A& F)E
72 WATE DG EITHENLINE T,

snmp ifindex persist f > % —7 = A XA a7 4 X2 lb— g3 av NiL, IF-MIB @ iflndex 7 —
TNOfilx Dy N (fHx DA —T A RHIE) T &I iflndex FEfitEE A x—7 VER
X7 =7z LET,

snmp-server ifindex persist 7 27—/ )L 27 4 X2 b—ray avr NI —T 4 V7 EEDT
RTCDOA VF—T A A LT iflndex FRfeitEd A x—7NVERIET =T M LET, 20O
77 ¥ a VIiEIF-MIB @ iflndex 7 — 7 /UIZ ifDeser =2 kU B L WNiflndex =2 U &> A & —
T oA AZOHEH I NET,

Wiz, A v B —7 = A A fastethernetl/1 7217 @ ifIndex Fifelt % A r— 7 N B0 %2R L ET,

Router (config)# interface fastethernet 1/1
Router (config-if)# snmp ifindex persist
Router (config-if)# exit

WIZ, TRTOA X —T A AD ifIndex Fifeltz A F—7 L, 20k, {1V H—T A A
fastethernet1/1 721} @ ifIndex FRGeIEZ T 4 B—7 T B0l R L £,

Router (config)# snmp-server ifindex persist
config)# interface fastethernet 1/1
config-if)# no snmp ifindex persist

config-if)# exit

Router
Router
Router

snmp ifindex clear
snmp-server ifindex persist
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snmp-server enable traps W

snmp-server enable traps

SNMP (ffi5 >y U =27 m haL) @k (M7 v TEREA T+ —b) 2 FX—T I
2 1Z1%. snmp-server enable traps =~ > RZHEH L E 3, TD SNMP @ %EZ 7T 1 £—7 /1

SR AN

Zoa<y Kono BN EHHLET,

snmp-server enable traps [flash [insertion | removal] | fru-ctrl |port-security [trap-rate trap-rate] |
removal | stpx | vlancreate | vlandelete | vtp]

no snmp-server enable traps flash [insertion | removal] | fru-ctrl | port-security [trap-rate trap-rate)

| removal | stpx | vlancreate | vlandelete | vtp]

BX DA

TI4ILE

avrkE—F

flash (fEE) SNMP 7 Z v = Ty 7@maEhgL £,

insertion ({EE) SNMP 77 v v =Bl N7 v Fi@mz g L £,

removal (fEE) SNMP 77 v = HIBR b7 v @A ZHIE L £ 5,

fru-ctrl (&) SNMP =7 1 7 ¢ Field-Replaceable Unit (FRU) #lffl b7 » 7'i@

il L £,

port-security

({E&) SNMP 7 v 7 AR AZHIE L £,

trap-rate trap-rate

(EE) 1 BHO 7 v 7HEzRELET,

stpx (f£7) CISCO-STP-EXTENSIONS-MIB #AI CEFZRINTZTXTO T v
THREIE L ET,

vlancreate (&) SNMP VLAN ({48 LAN) 12X > CERRE N N T v F@aE %
HWMLUET,

vlandelete (&) SNMP VLAN (2L > CTHIBR SN N7 v Fi@MmEHlE L E 9,

vtp (&) SNMP VLAN Trunk Protocol (VIP;VLAN hZ > 7 u han) k

7y TR EHIE L £,

SNMP BENLT 4 E—T7 /LT,

Ja— )L ary7 4 Xal—ig v

av Y RERE

)—=x

EERE

12.1(13)EW

Z O 3a= 2 KA Catalyst 4500 > ) — X 24w FIZBEASNE LTz,

FERLDOIEFRE

FTa v ERELRNTIOa~vy REANTHE, Zoa~vy RTHES iz 4+~ To@mm4
A TINA X =T R0 £,

SNMP #HIE, b T v FEIFIA 7+ —LBRLE L THETEET, Zoa~vr Feflds L,
BESNIZBEMSI A TDRT v TERBEIOA V7 4 — LERBF T &b A F—T IR0 £,
WA STy TEREFA T D ESL B THEET D0 EHEET 5T, snmp-server host [traps
| informs] =~ > R&MHHAL £,

snmp-server enable traps =~ > F|X, snmp-server host =~ > K L flA& b CHEH L E3, SNMP
BHEZETDHARANERTT HIT1E. snmp-server host =~ F&HLE4, BHEZEETD
W%, 272 < &b 120 snmp-server host 2~ RERET AMERH D £,
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Bl snmp-server enable traps

Ll

/4

Nl

NIy AIERAESNS MIB (BEEHR—R) OURFERLET,

N

flash — CISCO-FLASH-MIB 75 ® SNMP FLASH k7 v 7 Z#l# L £,

— insertion — SNMP 7 7 v ¥ =3B N 7 » i@ A Hl4E L E 9,

— removal —SNMP 7 7 v U = HlIBR b T v 7@ &I L ET,

fru-ctrl — CISCO-ENTITY-FRU-CONTROL-MIB 7%>5 @ FRU #ll##l & v 7" %l L £ 7,
port-security — CISCO-PORT-SECURITY-MIB 2> 6D AR — k X =2 U T7 4 b T v 7 &I L E
o

stpx — CISCO-STP-EXTENSIONS-MIB /5 D3 _XTPD b7 v P& L E 7,

vlancreate — SNMP VLAN ({4 LAN) (X > CTIE S 7= b7 v 7@z HE L £,
vlandelete — SNMP VLAN |2 L > THIBRE N7z 7 v 7 @E & HiliH L £ 7,

vtp — CISCO-VTP-MIB 7>5 D VTP 7 v 7% HI L £,

ATV w7 L LTERENZAI 22T 4 AN TR HEALT TXTO T v 72K A

I myhost.cisco.com IZIEET 2l R L ET,

Switch(config)# snmp-server enable traps
Switch(config)# snmp-server host myhost.cisco.com public
Switch(config) #

snmp-server enable traps =~ > FOFEMIZ DUV TIE, CiscoI0S D~ =a T L ESBML T E X0,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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snmp-server ifindex persist W

snmp-server ifindex persist

BX DA

TIA4ILE

Ok E—F

SNMP (ffigy x> U — 77 a ha)L) METE L L9 ICHEE%R G —EDE E & 725 iflndex
%A F—7 /WIZT %121, snmp-server ifindex persist =~ > NZfH L ¥, iflndex Fifett% 7
2= VLT 4 =TI T HIE, Z0a~vy RO ne BXAHEH L £,

snmp-server ifindex persist

no snmp-server ifindex persist

Zoa<wy ROEF—U— FERE518ITH D ¥A,

F =7 LT,

ra—)ar7 4 ¥X¥al—3i gy EF—F

ATy NERE

HREDIEFRE

1

1) —2 EERE
12.1(19) EW Z O3~ F3 Catalyst 4500 2 V) — 2 24 v FICHASUE LT,

AU B =T 2 A AT v 7 AOFHGEMEIL, IF-MIB (FBE#-~<—Z) O ifindex fHA BN
MEER ST, SNMP (fi5 x>y U — 2T a hal) BEHLTEEDA v X —T oA A% T)E
RLFHITE DG BITHENL S IVE T,

snmp-server ifindex persist/ 27— 3L 2> 7 4 X al—T gy avy REf 2 —7 oA ABEFD
REE LEX LERHA, iflndex FFHEDA ¥ —7 = A AHEFOFREE LEXT 511X, no snmp
ifindex persist 35 X O" snmp ifindex clear f > % —7 = A X a7 Falb—Tar avy FE&AJ
LET,

no snmp-server ifindex persist 7 02— N)L 27 X2 L— 3y a<wr K& A+ 5 &, IF-MIB
@ ifIndex 7 —7 /L@ ifDescr =2 b U B L Wiflndex => bV ZFHL T B A—T ¢ FEEEDOT
RTCDA B —T 24 R LT iflndex FithE s A X2 —7 NVERIET 4 B—T I TEET,

wIZ, TR_RTDOA 2 —T = A AD iflndex Fifelt 2 A K — T NS T B0 %2R L ET,

Router (config)# snmp-server ifindex persist

snmp ifindex clear
snmp ifindex persist
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[ | snmp-server ifindex persist compress

snmp-server ifindex persist compress

BX DA

TI4ILE

AUk E—F

JEME T ifindex 7 — 7V OFEXEZHE T 5I21E, snmp-server ifindex persist compress =< > K

AR LES, T EMERIERICT 2. Zoavr Fone BRAHEH L £,
snmp-server ifindex persist compress

no snmp-server ifindex persist compress

Zoa~vy FiLEF—U— FEZIIEIEIEH D A,

F 4 =TT,

Ju— ) a7 4 F¥al—gr EF—FR

avy FER

HEREDIEEE

1

BAEa< >R

)1)—= EEAR
12.2(20)EWA D3~ KA Catalyst 4500 U — X AL v FITEAINLE LT,

Z @ =@~ > R Supervisor Engine VA & ZHLLIED A — R H =0 D TIIIERRTT, b
DA—=A W =2 VT, iflndex 7 — 7 VR EIZEMEIER DT T,

ELEIRFIZ . nvram:iflndex-table.gz 7 7 A /L (JEMEEAD iflndex 7—7 /1) 73 Supervisor Engine 11+,
Supervisor Engine I1I, & 7213 Supervisor Engine IV I(ZTFET 58541, startup-config 7 7 A /VIZERE
SNTWARWEATYH, snmp-server ifindex persist compress =~ > KBS HEIIZFATINE T,

Wiz, ifindex 7 — 7 NVOEMEE A F—T NMIT DB ERLET,

Router (config)# snmp-server ifindex persist compress

&Iz, iflndex 7 — 7 NVDEMET 4 =T W T B2 RLET,

Router (config)# no snmp-server ifindex persist compress

snmp ifindex clear
snmp ifindex persist
snmp-server ifindex persist

A2005 4F 1 HBIE, HARTOIREETERL
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spanning-tree backbonefast Wl

spanning-tree backbonefast

BX DA

TIHILE

Ok E—F

A= 7 U — VLAN ({48 LAN) _=C BackboneFast %1 3 — 7 /L{Z§ 5%, spanning-tree
backbonefast ==~ > K Z i L £ 7", BackboneFast %7 ¢ E—7 /LI HIZiZ, 2D~ KD no
R ZER L £,

spanning-tree backbonefast

no spanning-tree backbonefast

Zoa<wy ROEF—U— FERE51IIH D ¥A,

BackboneFast (37 4 T —7 /L T9,

Ja—x)L a7 4 F¥alb—g

AU NERE

FREDIERE

Ll

)1)—=x ETEAR
12.1(82)EW D a= KA Catalyst 4500 'V — X AL v FITEAINE LT,

MY v 7 REEZRETE L LT 21T, $3TD Catalyst 4006 77 IV — AA v F ET
BackboneFast % A 1 — 7 /W T B MENH Y 9, BackboneFast &4 r—T7 /T BH &, A=
TV —DOEFREN L ERER TSN E T,

Wiz, $_T® VLAN T BackboneFast & A % — 7 /LT B0 %7 LET,

Switch(config)# spanning-tree backbonefast
Switch (config)#

spanning-tree cost

spanning-tree port-priority

spanning-tree portfast default

spanning-tree portfast (f > #—7 A R a7 4 Falb—¥ a3y E—K)
spanning-tree uplinkfast

spanning-tree vlan

show spanning-tree
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M spanning-tree bpdufilter

spanning-tree bpdufilter

A > H—7 = A A T Bridge Protocol Data Unit (BPDU; 7'V v 7’ ha)bL 5—H& 2=v ) 7 ¢
NE T A R—T W T HIZIE, spanning-tree bpdufilter =~ KZ2#FERALET, 7741 b
OBEIZRTIZIE, Z0a<wy Ron BREFEHLET,

spanning-tree bpdufilter {enable | disable}

no spanning-tree bpdufilter

X DERA enable HEDA v E—T 2 A A FLTBPDU 74 NZ ) v T A F—T NI LET,
disable BEDA H—T A ALTBPDUTZ A NE ) U T T 4 =T LET,
TIHILE F =TT,

ATV E—FR

AH—T 2R AT fFal—vay

vy FER )1)y—2 EERNE
12.1(12c)EW Z D z= Y KA Catalyst 4500 'V — R A A » FIEAINE LT,
FRALEDIEEIE
EE spanning-tree bpdufilter enable =~ > R & A )3 585613, HEIATo T ES W, f V¥ —T =
AALETBPDU ZA4NE ) T HAFX=TNMITHIEE, 2O F—T 2 ADANR= T
V=T 4 =T NMCTHIEEIFERLTY, Z0avr FEZEELER LWL, 7 v
VT N=TRREETLZENDY ET,
FTRTCOYP—ERTaf =Ty PV AL v FIZb A Y27 ha) hor U o T a2RET 58
#r1%. spanning-tree bpdufilter enable =~ > R4 AJj LT, 802.1Q F /L R— h L TAN= 7
Y U—BPDU 7 A VH Y T oA R—TNVICT HUHERHY ET,
BPDU 7 4 VW& U v T &MHT 5 &, R— FTO BPDU OEZELFEILCEET, ZORTEIE, b
ToRUVT AE =T 2 A ATHLNE I MNERRL, A2 —T =2 ARKRIZHHATEET,
Zoa~r RiZiE, 3 o0RERHY £7,
* spanning-tree bpdufilter enable — Z OIRFEDIG AL, A ¥ —7 = A A CBPDU 7 4 L X1
BRI ICA R —T T2 0 £7,
* spanning-tree bpdufilter disable — Z DIRFEDILEIL, A #—7 = A A T BPDU 7 1 /L Z 1%
RENIESLMEIZT B —T R 0 7,
* no spanning-tree bpdufilter — Z DIREDHFEIX, 1 F —7 = A ZADEE LD PortFast 27—
kD & &, B L spanning-tree portfast bpdufilter default =~ > RFHEIN TN D & XZ,
A B —7xAATBPDU 7 4 LV ZHERED A X —T VT2 0 £7,
1 WIZ, BUEDA 4 —T7 = A A L TBPDU 7 4 VA HRER A X — 7 /M T 26l R LET,

Switch(config-if)# spanning-tree bpdufilter enable
Switch(config-if)#
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spanning-tree bpduguard W

BEa<YY R show spanning-tree
spanning-tree portfast bpdufilter default

spanning-tree bpduguard

A v X —7 = A A £ T Bridge Protocol Data Unit (BPDU; 7'V v ¥ 7u hajL 5 —X 2=y ) H—
K% A £—7 W29 % I21%, spanning-tree bpduguard 2~ > FE2HHLET, T 74/ FOREIC
REIICiE, Zoavy Rone BREEHLET,

spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

EBXDERHA enable BAEDA B —T 2 A ETBPDU H— R&A 2 —7 /M LET,
disable BEOA VH—T7 2 ALTBPDU H—K&T 4 =7 M LET,
TIH4ILE BPDU 4 — NiI5 4 —7 L T9,
avY kK E—F f B —T xR AT 4 Fal—gv
av > FEE Jyy—= EERNE
12.1(12c)EW Z D 3w KA Catalyst 4500 > U — X A A v FIZEAINE LT,

FALDFESEIE  BPDU & — Rit, "— b CThO BPDU O &5 1E T 2HRETY, @% ., ZOKEEIZT—ER 7r
A —BRECHEHRHSNET, FHEIZOBEZFHAL T, 778A K= R3AR= 7Y ) —|C
SZMULIRNEICTEET, ZOMEEZHHL THLAR— 2 BPDU 2%ET 585813, TOXKE
LC A= MEIZT— T 4 =T NAT— MRV ET, Z0a~vr RT3 20RERH D £,

* spanning-tree bpduguard enable — =~ DIREEDEIE, A > ¥ —7 = A A T BPDU #— KA
IESRAFIZA R —T 20 FT,

* spanning-tree bpduguard disable — = DIRFEDL L, 4 ¥ —7 = A A ETBPDU H— KR
WM T =T ) 7,

* no spanning-tree bpduguard — Z DIRFEDIL AL A ¥ — 7 = A ADEE LD PortFast A7 —

h® & Zx . 35 X spanning-tree portfast bpduguard default =~ > R23ZRE SN TN D & X,
A H =Tz A ALTBPDU H— RBA X —T W70 £,

151 Wiz, BIEDA X —T 2 A A L TBPDU H— R&A4 X—7 WM T 502~ LET,

Switch(config-if)# spanning-tree bpduguard enable
Switch(config-if)#

BEITY R show spanning-tree
spanning-tree portfast bpduguard default

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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l spanning-tree cost

spanning-tree cost

A > H—7 = A ATO Spanning-Tree Protocol (STP; A/X=> 7Y — Fu hajj) O/RA aXx k
ZFHRT 51C1%, spanning-tree cost =~ REZMEHLET, 774/ FOREICETIZIZ, 2=
~Y RO no BAEHEH L ET,

spanning-tree cost cost

no spanning-tree cost cost

BX DA

TI4ILE

AU R E—FR

cost SNA 3R NTY, HMER 1~ 200,000,000 TI,

T FNVRREITRO LY T,
e FastEthernet — 19
* GigabitEthernet — 1

AH—T oA A AT fFal—vay

OV FERE

FREDIEFEE

1

BAEa< R

—2R EEAR
12.1(8a)EW Z D3~ RIS Catalyst 4500 U — R AA v FICEASNE LTz,

IR NERETHHEIT. ERAREWVEEaX MREL R T, BEShEZ7 e ha)L 2472
R < @M EASNET, A I A M, A ¥ —T oA AOWBIEIZESWCEHE SN E
‘j‘o

WIZ, A B =T 2 A AT 7HAL, ZDOA B —T A R BRI A= 7Y ) —
VLAN (A2 LAN) (Z/8& 22 2 M 250 23X & T 56152 R L ET,
Switch(config)# interface fastethernet 2/1

Switch(config-if)# spanning-tree cost 250
Switch(config-if)#

spanning-tree port-priority

spanning-tree portfast default

spanning-tree portfast (f > #—7 A R a7 4 Falb—v 3y E—NK)
spanning-tree uplinkfast

spanning-tree vlan

show spanning-tree

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree etherchannel guard misconfig Wl

spanning-tree etherchannel guard misconfig

BX DA

TIH4ILE

Ok E—F

F ¥ RNVOREI ALV —=T PRI SNIZGEIC, =7 — A v —V%2FRRT 5123,
spanning-tree etherchannel guard misconfig =~ > FZEA L E T, ZOWEELT 1 E—7 12T D
Wik, Zoa~vr Ko no BXEHEHLET,

spanning-tree etherchannel guard misconfig

no spanning-tree etherchannel guard misconfig

Zoa<wy ROEF—U— FERE515IEH D ¥A,

A= 7" 1) — EtherChannel 7 — Nl A x—7 /L T9,

Ja—)ar7 4 FXal—vgv

ATy NERE

FREDIEFRE

il

)1)—= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 w FIZHEASNE LTz,

EtherChannel 7 — RO E I AR IND &, ROA v -V NERINET,

$SPANTREE-2-CHNL MISCFG:Detected loop due to etherchannel misconfig of interface
Port-Channell

T S ACBE T A — L R— M & B9 511X, show interfaces statuserr-disabled =~ > K%
AN LET, VE— FMEED EtherChannel i%E % -5 121%, VU E— MEE T show etherchannel
summary =~ > R&ZASTLET,

BREEFTIELTZD, $fhidonizAR—h F¥y 3 £ ¥ —7 A A2 ET shutdown L no
shutdown =~ FZ A LET,

RIZ, EtherChannel ' — RDRE I AMBEE A XA — T NWICT 212 RLET,

Switch(config)# spanning-tree etherchannel guard misconfig
Switch(config) #

show etherchannel
show interfaces status

shutdown (Cisco I0S D~ == T /L Z &)
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M spanning-tree extend system-id

spanning-tree extend system-id

BXDEREA

TIH4ILE

avYkE—F

1024 D MAC (A7 4 7 7 7 B AHfilffl) 7 RV AZHYR— 45 v —3 BT LIRS AT L 1D
HERER A 2 — 7 W 5HITIL, spanning-tree extend system-id =~ > RZHEH L ET, Z O
F 4 =TT AR, Zoa<wr Fon BRXEHEALET,

spanning-tree extend system-id

no spanning-tree extend system-id

Zoa<wy ROEF—U— FERE51IEH D ¥A,

1024 > MAC 7 RL A ZHL L2V 2R F A ETA 2 —T7 L TF,

Ja—x)ary7Z7 4 FXal—vgy

ATy NERE

HREDIEFRE

1

BAEa< >R

1) —2 EERE
12.1(12¢)EW Z O3~ R3 Catalyst 4500 2 ) — X 24 v FICHASE LT,

Releases 12.1(13)E LAFECTIL, 64 fHE721E 1,024 5D MAC 7 KL A& RO v —T &R — ML E
T, 64 HD MAC 7 RL R & FFDY v — DA, Spanning-Tree Protocol (STP; A/N= 7Y I —
Fua han) JEEVATAID & MAC 7 LU A& H LT, VLAN (A8 LAN) ZLiz—&0
7V v ID ERR L E9,

64HDOMACT RLAZYHR— 5 v — TR LRV AT AIDET 4 Z—7 M TEEHA,
WES AT AID 2A R—TNVERIIT 4 =TT B L, T_XTDOT 7T 4 TR STP A VA X
VADT Y v PIDBNEFHENDD, Ik oTAR= 7Y ) — AR —RNEEISN DY
ENHY ET,

W, LRV AT LD A F—T M T DB 2R L ET,

Switch(config)# spanning-tree extend system-id
Switch(config) #

show spanning-tree

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree guard M

spanning-tree guard

N— b H— K&A F—T7/WIZF 521X, spanning-tree guard 2~ > REEHLET, L—h F—
REFT =7 MCT5I0E, Z0avr RO no BREZHEHLET,

spanning-tree guard {loop | root | none}

no spanning-tree guard

BX Dk

i
i

loop AVHE =Tz A ATN—TH—RFE—FEA X —TVIZLET,
root B =T 2 AT — " H—=FKE—FE2AX—TMZLET,
none H—=KEF—RERLICRELET,

TIHILE

Ok E—F

N— K T—=RiFT 4 &—7 LT,

A H—TzA A AT 4 F2lb—T gy

avy FER

J)1y—= EERNE
12.1(8a)EW Z D v KB Catalyst 4500 &V — R AA » FITHASILE LT,
12.1(12¢)EW N—T H— RO R— R BMEhE Lz,

1

SEE=EdAN

WIZ, V= b = FaeA 2=7 T D0 2RLET,

Switch(config-if)# spanning-tree guard root
Switch(config-1if)#

show spanning-tree

| OL-6661-01-J
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l spanning-tree link-type

spanning-tree link-type

R—=b DV 7 XA T %#FEHET HIZIL, spanning-tree link-type 2=~ REHHLET, T 741
FOBREICETITIE, Zoa~wr Ko no BXEMHHLET,

spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

i
i

BX D

point-to-point AB=TzARBKRA L N —=RA LN I THLHZEERELET,
shared AVE—T 2 AAPKEAT AT THLHZ EEBELET,

T4

avrkE—F

Vo7 BA 73T a7y 7 A= RKnbBEEINET,

A B =T xaA AT 4 Fal—g

OV FERE

FERLDOIEFRE

1

BAEa< >R

)1 —2R EERE
12.1(12¢)EW Z DA R5 Catalyst 4500 & ) — X A v FITHEASHE LT,

RSTP+ & T ooy a UAMERET ADIZ. 2 07 ) v PRIORA v v —FRA L V7 ED
;j\"C\‘j—o

FTIZFNVETHEH A—=rDV T ZAFEIT 27 by A T—RpbBEESNET, 20, £
THER—RMIFRA NV =RA L NV THDLERREN ECEa T 4 Fab—Y g it
FUV 7 ThHERRENET,

R—F 2 EFY 7 ICEELEEAIE. T2 Ly 7 AREIZEEZER LS RSTPHEHE RS Vv 3
BRI ET,

Wi, R—hadeFY o7 L LTRET D62~ LET,

Switch(config-if)# spanning-tree link-type shared
Switch(config-if)#

show spanning-tree interface

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree loopguard default W

spanning-tree loopguard default

BX DA

TIH4ILE

Ok E—F

BEDTY v VDT RTDOR—FT, V=T T —F&7 74/ FTAR—=T/UIT DI,
spanning-tree loopguard default =~ > RZfEH L ET, V—7 H— &7 4 E—7 /T HITIE,
Zoavy RO no BAEHEHLET,

spanning-tree loopguard default

no spanning-tree loopguard default

Zoa<wy ROEF—U— FERE51IH D ¥A,

N—T H—RiET 4 &—7 1 TF,

Ja—)L a7 4 ¥ alb—g

avy FERE J1)y—=x EERNE
12.1(12c)EW Z D3 RS Catalyst 4500 U — X AA v FITEAINE LT,
FHEDFESEE NV—T H—FE2HEHTIE, 7V v Xy b2 08X YT o E0IMELET, £, B
—FHmU I ORKFERBDEEICL > TRER—MEREFIL— N A— IR BEEFR— M LTEH
SINDZENRL B ET,
N—T" T — RPNEMET 2 DI, A= TV U =B A v MY —RA v DRI HR— N EORT
j‘o
N—TH—RKR—= P EHBICRET D E, DT — VT 74V MiREN EEX SN ET,
51 WIZ, W—T H— R x—=TMITHH%2RLET,
Switch(config)# spanning-tree loopguard default
Switch(config) #
BEa<YY R show spanning-tree
spanning-tree guard
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M spanning-tree mode

spanning-tree mode

PVST+ & MST €— R%&Y) Yz 5121, spanning-tree mode =~ > RZHEHALET, 774+ b

DOREICETICIE, Zoa<r Fone B a#HALET,

spanning-tree mode {pvst | mst | rapid-pvst}

no spanning-tree mode {pvst | mst | rapid-pvst}

BXDEiHA pvst PVST+E— REHEELE T,
mst MST £— REFRELE T,
rapid-pvst Rapid PVST €— RZHEEL 7,

T4+ PVST+ E— I

avU kR E—F FRIE

av Y FERE )1)—= EERNE
12.1(8a)EW Z D v KB Catalyst 4500 &V — R AA » FITHASILE LT,
12.1(19)EW rapid-pvst ¥ — 7 — ROWFR— kBB E LT,

FALOIESE

AR spanning-tree mode =~ > R Zf# [l L T PVST+ £ — F & MST £— RZ U0 ¥z A1E¢1%, EEIC

1ToTLIES, ZOa~vwy REANTLHE, URIOE—ROAR=V T VY — f VAX R
FTRTUFIEL, HILWE—RCTHBAESNET, Zoavr REERTLE, 22— V77 10y 7
BHWENDZ EndY £7,

£l WIZ, MST E— RIZUID ERZ 262~ L £,

BEa<TU R

Switch(config)# spanning-tree mode mst
Switch (config)#

Wiz, T 7/~ EF—F (PVST) IZEIHIZRLET,

Switch(config)# no spanning-tree mode
Switch(config) #

show spanning-tree mst

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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spanning-tree mst W

spanning-tree mst

FEBEOMST AV AZAZ LA (L ARZLAZAIDN0DCIST &te) O/XR aX RBLIORR— K75
AF VT 4 RTA—=HFERET DI, spanning-treemst =2~ > RZHEHLET, T 74/ SO
FICRTICIE, 2oavr FOn BREFEHLET,

spanning-tree mst instance-id [cost cost] | [port-priority prio]

no spanning-tree mst instance-id {cost | port-priority}

X DA instance-id AVAZAID FBZTT, BHEIXZ0~15TT,
cost cost UEB)A Y AF L AD/RA 2 A NEEE L ET, A2EIL 1 ~ 200,000,000
<7,
port-priority prio EB) AV AX LV ADKR—bF T4V T 4 BEELET, AEIT 0

~ 240 TT (16 T 2H5),

TI4ILE R—=NTT7A44 VT ¢ fEIE 128 TT,
avY K E—F AV E—TxAf A a7 4 Fal— g
vy FEE Jjy—= EEASE
12.1(12c)EW ZDa~ KA Catalyst 4500 > U — X A A v FIZEAINE LT,

FREDIESEIE cost cost TEMEUNEL, T2 A MIKEL RV ET, cost [ BEEZANTDHHEIT. = M ho~%
BWRNTLTIEE N, =& 2I1E, 1,000 TlE7e<, 1000 & A LET,

port-priority prio fEDEVNEE, T4 AV T 4 I3 NEL RV FTF,

T 74NN T, TAMIAR—MEEIEKTFLET, /X —T oA ARFETHDHIFE, 2 A b
IThE< 720 E£9, MST TIEFIZ, long /3&2 2 X hBMEH EET,

£l wiZ, £ B —TxAf ADNRNA TR NERETHHZRLET,
Switch(config-if)# spanning-tree mst 0 cost 17031970
Switch(config-1if)#
WIZ, A B=T =2 A ADTFTAF VT 4 ZRET DR LET,

Switch(config-if)# spanning-tree mst 0 port-priority 64
Switch(config-if)#

BEa< >k show spanning-tree mst
spanning-tree port-priority

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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l spanning-tree mst configuration

spanning-tree mst configuration
MST 227 4 ¥alb— a3y H7%E— R&EMIAT 5I21E, spanning-tree mst configuration =~
FEfHLET, 7740 O MSTHEICRTITIE, Z0a<w2 FOno BREZHEM L ET,
spanning-tree mst configuration

no spanning-tree mst configuration

X DERAA ZOawy RIZiEF—U—REAII85EIZH Y T8 A,
TI4ILE F 7 FV FREIFRD EBY TT,
e MST AV AZ 2 AIZiX, VLAN (AR LAN) BN~v v B 7 INERA,
e CIST A Y AX L AZiE, §XTO VLAN R~v v B 7 EnET,
e V—ValAEFEDORAN) T TT,
e JETYa EEIL0TT,
a<v> K E—FK Ja—s\) ar7 4 FXalb—a
av Y FBRE yy—= EHERANR

12.1(12c)EW Z D~ RIS Catalyst 4500 ¥ U — R AA v FICHEASIE LTz,

FERAEDEEERE MST OREITIE, 3 5OFEEAT AR SNET,
o ALAXUAVLAN~< v ELZ (instance 2~ RE5MH)
e U—T 34 (name 2~ REZHMH)
e VT 4FXal—ar VB VaFEE (revision 2~ REHR)

F 74V FTIL, MST OREMERTXTONRT A —FZ DT 7 + /)L MEIZZR Y £,

abort BL WM exit 2~ FEFEMATLE, MST 27 4 Fal—ray 75— FE2KRTTEE
T, 20D a~wy ROEWI, BENREZRGET L0851 TT,

exit a7 NI . MST 2> 74X al—2 gy 75— RRKETTAENC. T_RTCOLEFELFaI >
FLET, MSTa 74 Xal—3ay 75— RE2KTT5LEXITEA 4 Y VLAN & 5tiof’
ToNZT T4~ VLAN E LTCREICA VAZ VR BT Lnd Avbe—=2i12k 0, %t
o774 <Y VLAN ¢ LCRILA VAF VR v BT ERTWARWnWE D &Y
VLAN DU 2 MR RRENET, AvE—IFTRDOEEBYD TT,

These secondary vlans are not mapped to the same instance as their primary:
->3

abort =2~ Ni%, ZHAa3I v hLAWT, MSTa2> 7 4 Fal—vary B 7E— 2K TLE
j—o

MST 2> 7 4 FXal—ary $T7TE—RNRITA—FEETTL L, BERBUMENZEBHY
T, VAR INBEEEH S TICE, MST 2> 7 4 Xab—ay 75— R&th
TEHEBREIC, BIEO MST a2 7 4 Xal—arpabt—2FELEST, a7 4 X¥al—s
VOMRENKET LIS, exit ¥—U—RZHEHL T, T XCTOEELZ —EICHEHAT 50, £
abort ¥— 7V — RZfEAL T, 227 4 Fa2l—ailaly FLAWVWTKR T TEET,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree mst forward-time W

2ADA—YFRESTLFARHIH LN A 7 4 X2 b—va B ANTHZLITELALHY £
IR, ZOBETRO A v E— I RERINET,
Switch(config-mst)# exit

% MST CFG:Configuration change lost because of concurrent access
Switch(config-mst) #

il WIZ, MST a7 4 ¥ alb—var ¥ 75— REGT 042 RLET,
Switch(config)# spanning-tree mst configuration
Switch(config-mst) #

WiZ, MST 2> 7 4 Fab— a7 74V MREZETFlEZRLET,

Switch(config)# no spanning-tree mst configuration
Switch(config) #

BEEav R instance
name
revision

show spanning-tree mst

spanning-tree mst forward-time
FTRTDA VAR ADEIEBIL Y A ~— %% ET DI, spanning-tree mst forward-time =~ .
FEfERLES, 7740 FOREICERTITIE, Z0a<2 RO ne BAZHH L ET,
spanning-tree mst forward-time seconds

no spanning-tree mst forward-time

BX DA seconds Catalyst 4500 > U — X AA v FOFTRXTDA VAL L ADFRILIEGE S A ~ —
DREMETT, AHEIT. 4 ~30TT,

T FR B AE R 15 RICRE STV T,
av>Y kK E—F Ja—) a7 4 Xal— gy
avy FEE )1y—= EEHNE
12.1(12c)EW Z D~ K3 Catalyst 4500 > ) — X AA v FITEASHE LT,
£l WIZ, BRI Y A ~— 52 RETHHETRLET,

Switch(config)# spanning-tree mst forward-time 20
Switch(config) #

BEaTY R show spanning-tree mst

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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H spanning-tree mst hello-time

spanning-tree mst hello-time
FTRTDA U AZ L AD hello # A LIS A ~— %3 ET HIZ1E, spanning-tree mst hello-time =
Y REFEMRLET, 7740 FOREICRTIE, Zoavr FOone BEXEHHLET,
spanning-tree mst hello-time seconds

no spanning-tree mst hello-time

XDz seconds Catalyst4500 'V — R AA v FDOFTRTDA L AZ 2 AD hello & A LIRIEH
A ~—OFEBDETT, HHET, 1 ~ 10 TT,

TIHILE hello # A DBEEH A ~—I1L 2 BICRESNTWET,
avY Rk E—F Ja—N)L a7 4 Xal— gy
av > FEE J1y—= EERNE
12.1(12c)EW Z D= KA Catalyst 4500 > ) — R 2 A » FIZEASNE LTz,

FERLDEEFRE  hello-time [ fEE L2WES, ZOMEITRy NV =27 DEENLRIFESNET,

£ WRIZ, hello # A LWBIES A ~—ZRET DB 2R LET,

Switch(config)# spanning-tree mst hello-time 3
Switch(config) #

BEa<YY R show spanning-tree mst

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree mst max-age ||

spanning-tree mst max-age

FTRTDAS LV AZ LV ADRRT—V T B A ~—%5RET HITIL, spanning-tree mst max-age =~
YREEHLET, 774V FPOREICRETITIE, Z0avy Fone BREZHEHLET,

spanning-tree mst max-age seconds

no spanning-tree mst max-age

BXDEREA

TIHILE

Ok E—F

seconds Catalyst 4500 U =R AL o FDOFTXTDA L AL L ADFERT—V T B
A v —OBERETT, HEMAEIT, 6 ~40 B TT,

RRT—=V 0T ZA~—Z 20 PICRESHLTVET,

Ja—)L a7 4 ¥alb—g

av Y FERE )1)—=z TEAR

12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
i) I, MRZ—V T FA~—ERETLHHERLET,

Switch(config)# spanning-tree mst max-age 40

Switch(config) #
BEaT VR show spanning-tree mst

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M spanning-tree mst max-hops

spanning-tree mst max-hops

Bridge Protocol Data Unit (BPDU; 7'V v ¥ 7’m hajL F—X 2=v b)) BEEEINDIETOY —
¥ a vy OEKA v T ERET 5 I21%. spanning-tree mst max-hops 2~ > RZEALET, 77+
NV ROBRBICRTICE, Zoavy Fone BEEHLET,

spanning-tree mst max-hops hopnumber

no spanning-tree mst max-hops

X DA hopnumber BPDU MEEINLFETOY —T 3 L ORKFy 78 TT, BEMEIZ. 1 ~
40 7R v 7T,

TIAILE Ry 7T 20 T,
avY Kk E—F Jua—nN)ar7 4 Fal— g
vy FERE J1y—= FEAR
12.1(12¢)EW D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
Ll KIZ, BPDU BEFEINHAETOY —Va YINTORKE Y 7% 25 ITRET D02~ LET,

Switch(config)# spanning-tree mst max-hops 25
Switch (config)#

BEaT YR show spanning-tree mst

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree mstroot M

spanning-tree mst root

AVAZLUADTTAY —K BAHEY V=K TV TITALFVT 4 BLOF A ~v—
% ET 521X, spanning-tree mst root 2~ REFHALET, 774/ FORTEICRETITIE,
Zoavy RO no BAEHEHLET,

spanning-tree mst instance-id root {primary | secondary} | {priority prio} [diameter dia
[hello-time /ello]]

no spanning-tree mst root

BX DA

TIHILE

Ok E—F

instance-id AVAZ U AID FE S TT, AEIT 1~ 15 TY,

root AA v TFaN—h AL v F L LTRELET,

primary AR=Z TN = AV AZADT Y vV — N EERT DI E
RTITAXVT 4 UhSTefE) ZRELET,

secondary TIA=Y L— MNIEENRELEZLGEDOE D XY L—FE LT, A
Ay FERELET,

priority prio TV TIAF VT 4 BFELET, AOMES XOFEMIZOWTIE, M
HEDEEFH] 2Z2RLTIEI,

diameter dia TE) *y NU—JERIZESWT, 7V v VDX A v —flHERE L ET,
AREIE, 2~7 T,

hello-time /ello (EE) »—hF A v FPRaryT74F¥al—rary Ayvv—I%ERTS
MlREEELET,

TV oY TITAF YT 1332,768 T,

Ja—N)L a7 4 FXal— gy

vy FERE J1y—=x EERNAE
12.1(12¢)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
FRLDEEEIA TV TI3A4FVT 21F, 4096 TG L THRETEET, 79448V T 4 2RETDIHIHED
BHEWMEIL, 0, 4,096, 8,192, 12,288, 16,384, 20,480, 24,576, 28,672, 32,768, 36,864, 40,960, 45,056,
49,152, 53,248, 57,344, B L1 61,440 TT,
2w F o —MITDHE1E. 7794 F VT 42 0ITRELET,
spanning-tree root secondary O 7'V v 75 A4 AU 7 ¢ ffiiX 16,384 T,
diameter dia 33 X 0" hello-time hello 7 a E, A VAZ L A QICDOIREHTE £,
hello_time fEZH6E L7 W6, ZOfIERy NV —2 OBEZNGHEAINET,
1 WiZ, 7V FI3A4F VT 4 2RETHHERLET,
Switch(config)# spanning-tree mst 0 root priority 4096
Switch (config) #
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M spanning-tree pathcost method

BEa<T R

I, TV PDTITAF VT A BIOE A v—lHERET D02~ LET,
Switch(config)# spanning-tree mst 0 root primary diameter 7 hello-time 2

Switch(config)# spanning-tree mst 5 root primary
Switch(config) #

show spanning-tree mst

spanning-tree pathcost method

R2A ax MR F A ET 51213, spanning-tree pathcost method =~ > KAEH L4, 7 7 +
LV ROBREICERTICIE, Zoa~<r Ko ne BXEHHLET,

spanning-tree pathcost method {long | short}

no spanning-tree pathcost method

BX DA

TIHILE

OV kR E—F

long R—=RD/NRA TANMIREY hR=ZEXFRE L ET,
short R—FDNRZ A RMI16EYy hR—ZEEIEELET,

A= bFDO/NA 2 X ME32 By FR—ZETT,

Ja—)ary7Z7 4 FXal—vgy

ATy NERE

FREDIEFRE

1

)1)—= EERNE
12.1(8a)EW Z D= RS Catalyst 4500 > ) — X A4 » FIZEASNE LTz,

Zoa<wr Rit, AL v FOFTRTOANR=ZL TV ) — 4V AX L ACHEEINET,

long /XA 2 A FEHE T TIE, /SR a X MEHRIZ32 By M ETTHEM LT, 1~ 200,000,000 D
EEARLET,

short X2 = 2 REME G (16 B M) TiE. 1 ~ 65,535 DEMNER S ET,

Wiz, /XA 3R MHHEFXE long IZRETHH %2R LET,

Switch(config) spanning-tree pathcost method long
Switch(config)

WIZ, NA AR FEHEGRZ short ICRET HB1%2 R LET,

Switch(config) spanning-tree pathcost method short
Switch(config)

show spanning-tree
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spanning-tree portfast ({ Y 4—7Jxz A X a2 74FalL— 3> E—F) u

spanning-tree portfast (> % —7 A X a7 Xz —
va v E—FK)
Yo IRT T UERRT, A =T =2 ANIA ~—ORBE T EbIl 7+ —F «

VT AT — MIBAT L2544, PortFast £— R& A X —7 /W29 5IZ1L, spanning-tree portfast =
~U R LET, 7740 POREICERTIZIE, 20wy FOne BRAEZEHLET,

spanning-tree portfast {disable | trunk}

no spanning-tree portfast

X DEREA disable A B —T A AD PortFast &7 4 B—T WMIZLET,

trunk rov 7 BE—FROBES., A X —T = A AD PortFast A F—7 /LI LE
‘g_o

TIAILE PortFast &— N{XT 4 B —7 /L CTd,

avy kR E—F A B—T A AT {Fal—g

avy FERE )y—Xx FERNE
12.1(8a)EW Z D a= KA Catalyst 4500 > ) — X 24w FIZEASNE LTz,
12.1(12c)EW disable 3 X O trunk 7> 3 UABINE N E LT,

FERAEDIEEE ORKET. = AT =V a VITHERSNLTWDA U H =T = AZOHMH LTI Z S0, £
S Liewne | R NARR Y — V=T WRETT —& Ry b =704 L, Catalyst 4500
V=R 2L v FBLOFR Y U= OBMERGT LN Z RS £,
U RT v 73 %L, PortFast E— RAA R—T VIR EINToA v F—7 = A RIIEEDOHLE
BEREHORGBE RIS, ZEBICAR= TV ) — T3 U—F 4 7 AT — MIBITLET,
no spanning-tree portfast =~ Ni&, EEIZEHL TS Z &V, 2D =2~ FiL, spanning-tree
portfast default =~ > KA X —7 VDAL, PortFast &5 4 £ —7 LI LEH A,
Zoawr RIZiE, 4 o0RERH Y £7,

 spanning-tree portfast — T € DR — T, PortFast & HSLMEC A 2—T M LET,

* spanning-tree portfast disable — FTE DR — kT, PortFast ZHIRIIZT 4 E—T MIZ L ET,
IDaAr74Xalb—va ATET 74 FTERWED, EfTar T4 ¥al—va sl
EhET,

* spanning-tree portfast trunk — 7 > 7 7N— KT PortFast # 3 ETE £7,

~

(G¥)  spanning-tree portfast trunk =~ RZ A T5 L, 778X E— ROLEFATH, A — ME
PortFast [Z*}H9 5 X O IR EINE T,

* no spanning-tree portfast — spanning-tree portfast default =~ > N3/ 2 — L 27 ¢ X
L=y a VATERSINTWDYGEE, BEXOAR— MR FT7 27 A— FTRUWEAIZ, PortFast
ERFERBIC A F—T T L E T, PortFast % 7 12— )LZERE L7254 no spanning-tree
portfast =< > KX spanning-tree portfast disable =~ > N & [FEEIZHERE L £ 37,

Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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N spanning-tree portfast ({ > 4—Jx (X 2 74FalL—3> E—F)

1 I, PortFast — F&A X —7 /W T HBl2 R LET,

Switch(config-if)# spanning-tree portfast
Switch (config-if)

BEaT YR spanning-tree cost
spanning-tree port-priority
spanning-tree portfast default
spanning-tree uplinkfast
spanning-tree vlan
show spanning-tree
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spanning-tree portfast bpdufilter default W

spanning-tree portfast bpdufilter default

BXDEREA

TIH4ILE

avYkE—F

9T D PortFast 7"— k"¢, Bridge Protocol Data Unit (BPDU; 7'V v 7m b2 F—% 2=
N Z4NBZ YT ET 75 b TA F—7 T 5IZIL, spanning-tree portfast bpdufilter default
avy P LET, 774V FOREICRETITIE, Z0avy Fono BREZEALET,

spanning-tree portfast bpdufilter default
no spanning-tree portfast bpdufilter default
Zoa~vy FLEF—Y— FEZITBIEIEH D 8 A,

BPDU 7 A MK U TWET 4 =TV TT,

Jau—)L a7 4 ¥alb—g

ATy NERE

HREDIEFRE

1) —2 EERE
12.1(12¢)EW Z O3~ F5 Catalyst 4500 2 V) — 2 24 v FICHASLE LT,

spanning-tree portfast bpdufilter default =~ > F|3, Catalyst 4500 > Y — X Z A > T, BPDU 7 «
NEY TR T a— I =T M LET, BPDU 7 4 L HZ U 728D A— MITRXTD
BPDU % k% 5 T&E 2 <720 £,

spanning-tree portfast bpdufilter default =~ > FZ T HI1T1E A ¥ —7 = A AT L IZ BPDU
TANEY) T ERELET,

BPDU 7 4 VW Z U T kA R —T MIT D551, HEREIToTLLEE, A— MNEALOA X —T
M b Za—rvipg A 2—T LTI RN R D £9, /' — LA X —7 Wk &7z BPDU
7 4 NHE Y T X, PortFast BIfEAT — FOFR— MIOABEHEINET, VIR T7T v 7458,
AR— FE BPDU W< ONEE LTS, 3(E BPDU 2RI 7 4N Z )V T LET, To Y
A— MIZEE L7z BPDU 1L, 7272512 PortFast BIfEAT — X A& K\, BPDU 7 4 V& U 70
Foe—T N0 F9,

BPDU 7 4 V2 U > TR AKR— bk ETr—HI A F—T LS TW 54, Catalyst 4500 & U —
R AL v FIEZDOR— b+ L TBPDU 255325 T E£H A,

AR Zoawry R, BMECHEHALTIESY, Zoa<vr FEELIMEHLARANE, 7TV v s
N—TBRETDHZENH T,
151 WIZ, BPDU 7 4 VW Z VT hT 7 4V N TA X =TT D62 LET,
Switch(config)# spanning-tree portfast bpdufilter default
Switch(config) #
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M spanning-tree portfast bpduguard default

show spanning-tree mst
spanning-tree bpdufilter

spanning-tree portfast bpduguard default

BX DA

TI4ILE

ATV E—FR

9T D PortFast 78— » C, Bridge Protocol Data Unit (BPDU; 7'V v m hajL F—X 2=
£ H—KR&FT 74V hTAFX—TWIZT 5HIZIX, spanning-tree portfast bpduguard default =~ >~
REMEHLET, 7740 FOREICETICIE, Z0avwr FOone BXAEHLET,

spanning-tree portfast bpduguard default
no spanning-tree portfast bpduguard default
Zoa<y NZFF—U— FERI35IREH Y FE A,

BPDU 7 — RiZ7 4 E—7 /1T,

Ja—n) a7 4 ¥alb—g

OV FERE

FERLDIEEE

A

)1)—= EERNE
12.1(12c)EW Z D3~ RS Catalyst 4500 U — R AA v FICHEASINE LTz,

x
=]
1L T

Ll

SEE=EdYAN

Zoa=wr NI, BRIEHALTLKEEY, Z0oa<wr R, =0 F 27—V a VICERESNT
WHA LB =T oA AZDOIHFEHLTLLEIWN, 9 Ligne, BENR MRe Y — L—7 2R
KNTF—4& 37y b b—7FNFEAEL, Catalyst4500 & U — R A v FBLNFR v U —27 OBIE
DTN ENRHY T,

BPDU #'— Ri%, BPDU 2Z{E L1~ AR—+2F 4 &—7 NI LE$, BPDU H— FAEHEIN DD
L. PortFast 731 x— 7 /VIZHRE SN TWT, PortFast BIfEA T — FMZR > TWDER— F DB T,

&IZ, BPDU H— R&T 7 4L hTL, F—T N T DB %17 L ET,

Switch(config)# spanning-tree portfast bpduguard default
Switch (config)#

show spanning-tree mst
spanning-tree bpduguard

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree portfast default W

spanning-tree portfast default

BX DA

TIHILE

Ok E—F

TRTHOT 7 A KR— KT, PortFast &7 7 4 /L h T a— VLA F2—T 2T 5121,
spanning-tree portfast default =~ > R&HEHF L7, X THOT 7 &R "— b T, PortFast &7 7 +
VRTTF A =TT BICE, Zoa~vry Fone BREHEHLET,

spanning-tree portfast default

no spanning-tree portfast default

Zoa<wy ROEF—U— FERE51ITH D ¥A,

PortFast 137 4 E—7 /LT,

Ja—x)L a7 4 ¥alb—g

ATy NERE

FREDIEFRE

A

1) —2 EERE
12.1(12¢)EW Z O3~ F3 Catalyst 4500 2 V) — 2 24 v FICHASE LT,

IE

Ll

BEa<TU R

Zoawr NI, BRICERALTLLEEY, Z20avr R, =0 F AF—3 g UITEEREISNT
WHA U BZ—T oA AZOHFEHL T EI W, £ Ligne, BEMNR MR Y — L—7 2R
RCTT—% "y b =704 L, Catalyst4500 > ) — X A4 v FB IRy MU —7 OEE
BT onbZ Enb v 9,

Voo N7 v 795 &, PortFast B— RBA X —TNWIIHREINT-A v F—T = A AEHEDERE
BIERM OB Z - FIC, EEBICAR = Y ) — T3 T —F 4 v AT — MIBITLET,
A VB =Tz AZ LB PortFast E— K% 4 31— 7 /L2 7 5HIZ1%, spanning-tree portfast (A
VH—T 2 AR Ay T 4 F¥2b—varyE—F) avr FE2EHLET,

WIZ, T_XTOT 78 A KR— FT, PortFast &7 7 # /L b T 0 —3 LI A F—T M T BH] %%
LET,

Switch(config)# spanning-tree portfast default
Switch(config) #

show spanning-tree
spanning-tree portfast (f > #—7 A R a7 4 Falb—v a3y E—NK)
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M spanning-tree port-priority

spanning-tree port-priority

2EDOTVyVPL—F TV P ELTHRALTVWOIGLAIC, A 22— T = AT FA AV T+
ZEXET HITIX. spanning-tree port-priority =2~ REFEHA LE T, ESINTZT 743V T 412
KoT, ENELET, 7740 POREICETITIE, Z0a<r RO no JEAZMH L £,

spanning-tree port-priority port_priority

no spanning-tree port-priority

BX DA

TIHILE

avY Rk E—F

port_priority R—=bDTFAF YT 4TI, BIEILO0~240 T, 16 TOHFLET,

A=k TI7A4FY T A HIZ 128 ITRESNLTWVET,

Ao H—T A AT 4 Fal—3g

ATy NERE

il

)1)—= EERNE
12.1(8a)EW Z D= KA Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

Wiz, A4 H—7xA A FastBthernet 2/1 D/L— TV oL LTAR=Z TV Y — f U RAZ A
20 MRS N D AREM Z @m0 o B 2R LET,

Switch(config-if)# spanning-tree port-priority 0
Switch(config-1if)#

spanning-tree cost

spanning-tree portfast default

spanning-tree portfast (f ¥ —7xAf A a7 4 F¥alb—vary E—N)
spanning-tree uplinkfast

spanning-tree vlan

show spanning-tree

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree uplinkfast ||

spanning-tree uplinkfast

UplinkFast ¥§HE & 1 % — 7 /1129 % (2L, spanning-tree uplinkfast =~ > N %f# /] L %9, UplinkFast
AT AT MCTDIE, Zoavy RO no BAEMH L ET,

spanning-tree uplinkfast [max-update-rate packets-per-second]

no spanning-tree uplinkfast [max-update-rate]

BX DA

TI4ILE

AU E—FR

max-update-rate (R BH ATy FORKRFEERE (KNFry /B ZEELET, A
packets_per_second ZIIEI 0 ~ 65,535 T,

F 7NV EREITRDOEBY T,
s T 4E—TNTT,
o EHMEEIX 150 N7 v b /BT,

Ja—) a7 4 Falb—T g

OV FERE

FEREDIEEE

Ll

BAEa< kR

—2R EEAR
12.1(8a)EW Z D3~ RIS Catalyst 4500 U — R AA v FICEASNE LTz,

Zoawr R, TIZEBRA AL vy FTORERA LTI EV,

UplinkFast 23 E SN TV D HEIE, ZOAL vy FR— e LTERSNRWESIZ, 7V vy
TIAFVT 41X 49,152 ICETINE T, BESINIZANR=Z TV ) — A UV AZ L RAIIET DT
RCDANR=Z TV Y= A B =T 2 ADA v H—T =2 A /XA TR NH, TXTC 3,000 72
s LET,

W= b A F =T 2 ZADFEFEN A= 7Y J —TRi &5 & UplinkFast BEREIZ 7272 H 1218
BL—h A H =T ATV EZT, HTLWVIL—h f U F—T oA AZEET T —FT 4~
J AT — MIBTESEET, 2O, hARArY—EEEMNEEINET, MR Y—OEEIZL
HHWr R/ NRIZT AT, TONL— bk £ F—T oA RTHIGFT ONTT RURAEERE | ik
TV VDAT—vary T RLAZTEIL, v FF v A b5 M3 01-00-0C-CD-CD-CD (T35
FanEd,

spanning-tree uplinkfast max-update-rate =~ > K& {95 & UplinkFast 281 % —7 /W27 0 (F
A R—=TNTRONGE) . BTy NORGBERENERINET, FHEHELZT 7 4L NHE
ThHD 150 37y M BICETICE, 20oa~vy Fono BAEFEHLET,

RIZ., UplinkFast & A *—7/LIC LT, FARHEE 200 37 b/ RICRET D612~ L ET,

Switch(config)# spanning-tree uplinkfast
Switch(config)# spanning-tree uplinkfast max-update-rate 200

spanning-tree cost

spanning-tree port-priority

spanning-tree portfast default

spanning-tree portfast (f VX —7 A R a7 4 X2 b—v g ET—K)
spanning-tree vlan
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M spanning-tree vian

spanning-tree vlan

VLAN ({548 LAN) Hifi T Spanning-Tree Protocol (STP; A/X=2 7Y U — Fu ha)L) ERET
221X, spanning-tree vian =~ RZMEHLET, 774/ MEIZRETIZIE, 203~ RO no
R EER UL,

spanning-tree vlan vian_id [forward-time seconds | hello-time seconds | max-age seconds |
priority priority | protocol protocol | root {primary | secondary} [diameter net-diameter
[hello-time seconds]]]

no spanning-tree vlan vian_id [forward-time | hello-time | max-age | priority | root]

BX DA

T4 b

avVkE—F

vian_id VLANID %5 C9, AAMEIE 1 ~ 4,094 T,

forward-time seconds (E&) STP R BIERF ] 25 E L £, A%MEIT 4 ~ 30 T,

hello-time seconds UEBEIN— P 2 v F BRSNS AL 7 X2l —ay Avk—
ORI R TR LET, AHE 1~ 08T,

max-age seconds (ff:#) Bridge Protocol Data Unit (BPDU; 7'V w3 7’m hai F—4 =

=y N NOERBPBELTH DR KM 2 CRELE T, A2EX
6~ 40 B9,

priority priority ERBISTP 7V vV T I7A AV T 4 2FHEL LT, AEIL0 ~ 65,535
<7,

protocol protocol (B e barzEELET,

root primary (EE) ZDAA v FZMmflcL—k 7V v DICRELET,

root secondary FEE) 774~V L— MIEENPRELEZLGEIZ, ZOXA T N0
N—F 2L v F L L THRET DL ICHRELET,

diameter net-diameter HFEE)2HBEOTZ R AT—va BT ) v UORKREERELET,

ARMEIL 2 ~7 TY,

FTT7HV FEREFRD EBY TY,

e forward-time — 15 #

* hello-time — 2

* max-age — 20

e priority — STP 281 % —7 /LT 32,768, MST 251 % —7 /L C 128
e root— STP/L— 72 L

Jua—)L a7 4 ¥alb—rg

avy FER

FREDIEFRE

)= EERNE
12.1(8a)EW Z D= KB Catalyst 4500 &V — R A A » FITHASILE LT,
12.1(12c)EW TR RV AFREOY R — A BMEE L,

max-age seconds ENRE SN TWDHEEIC, T Uy UVBBEA VX —SVHIZV— K 7Y v U
5 BPDU ZXZfELARVWGAIE. Ry NI = BREEINTND LRI, A= 7YY — b
ArU—PEHEINET,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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spanning-tree vian W

spanning-tree root primary 2~ K& ANTH L AL v TFDOT Y v T34V T 188,192
ZEHIHE T, spanning-tree root primary 2~ F&Z AJJL7ZIZH 030 BHF . AL v FH— K
BRI HEIE. ZOAL v FOT Y v TIA4F VT ABRBUEOT ) v VDTV v 7
FAFVT 4 LD H 100 /NS RIEICERSNET, A v FHRL— MIRLRVGEE, =
T WL LET,

spanning-tree root secondary =~ N&Z AJj 5L AL v FOT YV v F 744V T 11316384
WERSNET, b— b A v FIRENBELZHAIT, ZOAL vy FRKRONL— K AL vF
270 £,

spanning-tree root X~ > NI, Ny 7R —2 AL v F TOHEHA LTI ZEW,

151 WIZ, VLAN200 TAR= IV ) —% A 2—T W T B0 2R L ET,

Switch(config)# spanning-tree vlan 200
Switch(config) #

wiZ, AL v FZVLANIOD)L—h AL v F L LTHREL, Xy NT—VEEE 4ITRET HH
ERLET,

Switch(config)# spanning-tree vlan 10 root primary diameter 4
Switch (config) #

WIZ, AA v FEZVLANIODE A L XY L—h AL v F L LTHEEL, Xv NUV—JHEZE 4T
BETLHERLUET,

Switch(config)# spanning-tree vlan 10 root secondary diameter 4
Switch(config) #

BEa<YY R spanning-tree cost
spanning-tree port-priority
spanning-tree portfast default
spanning-tree portfast (f ' #—7 A A a7 4 F¥alb—vary E—N)
spanning-tree uplinkfast
show spanning-tree
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| OL-6661-01-J



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

M speed

speed

AH—T A AREEFRET DL, speed 2~ FEFEHLET, HERE
THICE, Zoavr Fon BEREZFERALET,

speed {10 | 100 | 1000 | auto [10 | 100 | 1000] | nonegotiate}

4=z

no speed
X DEREA 10 (fEE) 10Mbps TIRET AL IICA v H—T = A AEHRELE T,
100 (f£:&) 100 Mbps TIoikT 2 KD ICA v ¥ —T = A AEHRELET,
1000 (f£&) 1000 Mbps TIEETH LA v F—T oA AERELET,
auto [10]1001000] ({£&) HEZHI x> — gL, BHEIRIT Y o—2 g UBRICT B
NEARXTHEMRMEERETHLICA v F—T oA A% A X —T )V
WZLET,
nonegotiate ER) #HEErxIv—va LBV EICA F—T =2 A% A X —
Tz LET,
T4k WOFRIZ, T 7N MEERLET,
AVB—TIARBAT YR— kIR TULSHEX T4 R
10/100 Mbps € = — /L speed [10 | 100 | auto [10 | 100]] auto
100 Mbps 7 7 A /N BV 22—/ |EHE7 L WL

avY Rk E—F

FHEY N £ —HFv b A4 |speed nonegotiate JxdLT— gy

H—T AR
10/100/1000 speed [10 | 100 | 1000 | auto [10 | 100 | 1000]] |auto
1000 BALAAD ML

Ao H—=T A AT 4 Fal—g

ATy NERE

)1)—= ETEAR
12.1(82)EW Z D3~ KA Catalyst 4500 V) — X AL v FITEAINE LT,
12.2(20)EWA BEOHREOHBIR I T — a rOodR— A BMERE L,

FEREDIEFEE

#2212, YR—FENTWDavwr RATvarvazf L Z—T oA AFNTRLET,

%£226 HYR—FEhTWSspeedaAT FATLay

AVA—T4R B R—+rEINT

247 W 5HEX TIOAHIMERE |[EEFHE

10/100 Mbps speed [10 | 100 | auto WHEN 10 771X 100 IR EINTWVA

TV auto] LRI, TaTl byl AERELRD
L. TaT by 7 AT half IZERE ST
e 8

100 Mbps 7 7 A /N |3%472 L ALY ALY

T a2—)b
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52 2-26

speed W

YiR—bEhTWWS speed ATV KA TLay (=)

A3 —T 4R
247

H$R—FENT
WBHEX

FIAIMERE

IEEE

FHEY b
A —=H%xv
AVHE—=T AR

speed nonegotiate

FExR A
VIRA R —
—d’_‘o

' T—3 g
VNS

FHEY b A =FF v b A= Rzo
HHR SN ET,

10/100/1000

speed [10 | 100 |
1000 | auto]

auto

A 10 E 721X 100 ICRESNTWS
B, Tad byl AERELRN
T2y 7 AT half IZRESH

Weore NE B

ﬁ/

AN 1,000 # 5B Ty R
(1 21, 10/100/1000 7" — b _E T speed
auto 10 1000 & 721X speed auto) T 1,000
FLFHIICREIN TV LA
?JfV77X%MHLmET%iﬁ
o

1000

ML

ML

B I IS 1,000 T,
FaF Ly 7 A I EHTT,

AV H—T A AD speed 33 L N duplex 2~ K% FHTFRE L. speed auto LS D
100 Mbps 72 &) & ANF1L7T4

ELET, 72

(10 £721%

Bl B X —T 2 A AD speed 2~ REia§ 5T
L. auto/\°7)‘**5biff)ﬂ LARANWTL S0,

A B =T oA AEEEFENIT 10 72132 100 Mbps ICRETDHE. AV F—T =2 ADTFT 2T Ly

e

ETDHED

W RT 57 e T I RRRAINET,

Catalyst 4006 A A v F

1T WO A v H — T = A AD aute LIS DIE

ICRESINTWD

HAVE—T A AREBIONTFT 27 1L v/ 2 EF— R I > —2 3 0 TxEHA,

A B —T o2 AFEEBLIOT 2Ly A ET— ROBEFLEFTHE, A X —T A AN
Ty MU UENTHLERA, R—

TR BHEERH Y 9,
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M speed
#2331, Tad by ABIVHEEE— N2 S EIFITHMABDETLLEBED VAT L T +—~
AR LET, FEE SN duplex v R & FRE S U7 speed 21~ R &gl d b TR
HE, VAT AIROT 7 a rEITVET,
# 2-27 duplex 8&Uspeed ATy FEFEALEBEOIVRTLTI VY
duplex A< > K speed AT K DARATLTOYaY
duplex auto speed auto HWELTFT 2 Ly 7 A EFE—ROWFE2EBI R T
T—y g LET,
duplex half speed 10 FRAIIIZ 10 Mbps 38 L O ZHEIZ/R D 7,
duplex full speed 10 BRHIRIIC 10 Mbps 35 X OV "I D £,
duplex half speed 100 FRAIHIIC 100 Mbps 38 K UOVCEZEIZAR D £9,
duplex full speed 100 FRHIAIZ 100 Mbps B X ONME " EHIZ/e D 7,
duplex full speed 1000 FRHIATIZ 1000 Mbps 35 L OV " HEIZ/AR Y £4,
151 wIZ, A v B —7 = A A fastethernet5/4 £ TA > H —7 = A Z3HE % 100 Mbps (IR ET 2 H1% 5~ L
gz‘g‘o
Switch(config)# interface fastethernet 5/4
Switch(config-if)# speed 100
WIZ, A ¥ —7 = A A fastethernet5/4 NEER LT 27 v 7 A E— K& HEIRr I =— T
L& T DB ETRLET,
Switch(config)# interface fastethernet 5/4
Switch(config-if)# speed auto
>
(GE)  speed auto 10 100 =~ > KiX, 77 A M f —¥ Ry b f 2 Z—T x4 X D speed auto =~ > K
ERBETT,
Wiz, HEh xR =—3 a3 > F— RDOA ¥ —7 = A R gigabitethernetl/1 LT, £ ¥ —T7 = A X
A 10 38 L UV 100 Mbps (IZHIFR T 2612~ LET,
Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# speed auto 10 100
WIZ, A % —7 = A R gigabitethernetl/1 = CHER T = — 3 % 100 Mbps (il [R3 2 ] % 7~
LET,
Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# speed auto 100
A=AV duplex

interface (CiscoI0S OD~==7 /L% &)
show controllers (Cisco I0S D~ == 7 /L& &)
show interfaces (Cisco I0S D~ == 7 /L% 5 [)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
OL-6661-01-J |



| 2% Catalyst4500 >')—X X4 vy F® Ciscol0S ATV K

storm-control W

storm-control

AR—FTOTa—F¥¥ A M A M—2Hl#%A4 2= NI LD F— MIAN—L0NE LY
BT I arERET AL, storm-control f > A —T oA A AT 4 Xal—Tgy avy
REFRLET, 7 —FX¥ AN N T 74 v DA M—AKIHET 4 E—7 VLT, BESN
A M—=LHHT 7 a a2 T 48—T T 51203, Z0a<2r RO ne JBREMHL £,

storm-control {broadcast level high level [lower level|} | action {shutdown | trap}}

no storm-control {broadcast level level [lower level]} | action {shutdown | trap}}

BX DA

TI4ILE

AU E—FR

broadcast R—=hrETCT7o—FXx¥y A r A h—2HIE2 A x—7 VI LET,
level high-level lower-level FIRBEIOTREREI L L2 ER LET,

*  high-level — B FPHIRIBIZX T 2EIE (/NS LLT 2 #iE T))
THR L7 EBRMEI L ~v, 7R EIE, 0~ 100% TT, level IZ
HBELAEIZBEETLZE, A=A Xy DT T T 47
N7y INET,

o Jower level — ({LE) AiHHFIEKIEICKT 28 E (% [INESLLT
2 HiET]) TE LU TR L, ARhefEiE, 0 ~ 100 T
T, TR, EBRIEME L v b/ SUVMEEZ IR ET DS ERN

b FET,
action R—bF ETRA P —2HERBELESBEIC. AL v FIIT 7 a v
ERITTD IR LET,
shutdown A M—=LHFIZAR—= 2T 4 =T M LET,
trap A h—AWELTZHAIC, SNMP (5 % v hU— 27 &7 1 b =

N Ty T EEEFELET, ZOF—U— RIIHEHATEE T,
12119 EW TIZVAR— RSN TWEEA,

Ta—RFy A~ A M—L2HEIZT 4= A TT, TXTORry "RESNET,

AH—TzfA AT fFal—vay

avy FERE Jy—x EHRNE
12.1(19)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,
FRALEDIBEFEE AL F—TxARALETrI 7497 A b—A0HIlAEAL X—T VL, T 74 v 27 & =Ll
LNV EBREL, A F—T 2 A ADTR—RXYx AN 8T 74 v 78T 7427 AF—2IHl
ML ~L & AT 5121, storm-control broadcast level =~ > R&{#FHH L £,
Catalyst 4500 > U — R A2 A v F DT XTCDOLANKR— T, 78— KF¥y A T T 47 A b—
LEFIAY R — S ENET,
NS LU T Ol v m AT 55A1E. BV A RRLETT,
WL ~LL, BEHEEE T A EE TAN LET, AL vy v adk—/L FOMED 100% DAL,
K77 4 v 7 BNHEIRENETA, R 0.0 DEFEF. F—FDOTXTOREN T 74 v 7B T oy
7 EnNET,
BRI A #4521, show interfaces counters storm-control =~ K& A1 L £,
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Hl storm-control

A X =T ML SN IHE — R KONV ~ULERE 2 K79 5 121E. show running-config =~ N %
ANTLET,

WBESNTZNT 74 w7 A TOIMEEA 71T HITIE, ROWTNNEFEITLET,

e [RESNTZNT T 4 v B AT D high-level % 100% 2% E L 7,
o Zawry RO no BEREMHLET,
A b= E N R 2T TITOA v F—T oA AT, FRU-SDUWTER SR ET,

il I, R—=hrDOTRr—R*¥ 2 2 b—AMfI#HE A 32— L, EREIH L~V % 75.67% (23%
ET DB ZRLET,

Switch(config-if)# storm-control broadcast level 75.67

WIZ, AR—LBAEPIZR— 2T 4 B—TMITHHERLET,

Switch(config-if)# storm-control action shutdown

WIZ, W= F ETR b—2afili#lZT 4 =7 T D02 R L ET,

Switch(config-if)# no storm-control broadcast level

WIZ, ERRL~L% 200% IZEXE LT, A M—2illzT =7 MCT 502~ LET,

Switch(config-if)# storm-control broadcast level 200

BEa~w KR show interfaces counters
show running-config

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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storm-control broadcast include multicast

storm-control broadcast include multicast

BX DA

TIH4ILE

avY Rk E—F

RN—=TrDO=ILFHx¥ A s A M—AHlHlZ A =T W T 5HIZ1%. storm-control broadcast include
multicast 2~ RZFERALET, v TFFr AN A N—A4Hl#%2T =TT HITIE. 2D
avr RO AEFEHLET,

storm-control broadcast include multicast

no storm-control broadcast include multicast

Zoa<wy RZEF—U— FERE518EH 0 ¥A,

“AFFx A A b—LEIENET =T A TT,

Ja—)ary7Z74FXal—vgy

ATy NERE )1)—=z EERAE
12.2(18)EW D3~ KA Catalyst 4500 'V — X AL v FITEAINE LT,
FEALOEEREE ZOavr I TTET7a—RXx ATy ERT 42 TR THLGEIC, vV F Xy
ARANTy b T ANETHEICA— R =TI RLET,
i WIZ, T = w AV TFF vy X b A b—Afillil#ll e A 2 =7 T D82 R~ LET,
Switch(config)# storm-control broadcast include multicast
Switch (config)#
BEaT R storm-control
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W switchport
switchport
LAX2AAL T A2 H =T 2 A ADAAL »F 2 TEEEEE T 5HIT1L, switchport 2~ K& {f
ALET, A F—T 2 AN —T v AV F—T 2 A AT —HZARLT, T_THOLAF
2ar 74 Xalb—varEBETHCUI, Z20avr RO Bz, /T A —HEZEELRNT
EHLET,
switchport [access vlan vian_num] | [nonegotiate] | [voice vlan {vlan_id | dotlp | none | untagged}]
no switchport [access | nonegotiate | voice vlan]
BX DN access vlan vian_num — ({T5%) A v 4 —7 = A ANT 7 & A E— ROBAIZ, VLAN (ii48 LAN)
ZRELET, ARMEIE 1~ 1,005 T,
nonegotiate (&) A » ¥ —7 = A A _}C Dynamic InterSwitch Link (DISL) /Dynamic
Trunking Protocol (DTP) XA T—31 g 7y MREEFEEINRNED
IZHRELET,
voice vlan vian_id (f£&) VLAN (it LAN) D% 5 2 487E L £, AMEIE 1~ 1,005 TY,
dotlp (ER) 774 F VT 4 & LTH ZHF Shu7z Port VLAN Identifier (PVID;
N— b VLANID) "7 F&fRELET,
none (LE) EEBLUEF VLAN BEE LWL ITEELET,
untagged L&) #7772 LPVID X7y h&fRELET,
TIAILE T 7 AN NREIFRO LB TT,
o AAvFR—bF FTUFS T— NIA X—TNVTT,
o XAFIvr rAVIZ—Tar NTFA—H Fauto ITHEINTNET,
o FI U NTF—LFELIFALE—T A A N— Y =2 TITETHT 7 40 b VLAN 1%, 7
JEAVLANBLIORN I V7 A #—T A A XA7 47 VLAN T,
* TNTDVLAN U A MIZIE, §X3THD VLAN NG ENET,
o R VLAN A 2 —7 /b SN TV EH A,
avUkE—F AV B—Tz2f A AT 4 Fal— g
avy FERE )1)—Xx EERE
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
12.1(11EW 7 VLAN O AR — hAEMEhE LT,

FERALEDFEEIE  noswitchport 2~ REANTHE, A— MRy vy TS, 20HEHOAS 2—T VIR
DVET, ZOLEIZ, F—IFPEHRINTVOIEBIZA v E—URNRRIEINDIGERDH Y £7,

77 A E— K VLAN Z#EEZi# L7277 4V N VLAN IZV = > F 9 5IZ1%, switchport access =
~ 2 R® no B %A LE T, nonegotiate 27— ¥ A ZfiRfr7 51ZI%. switchport nonegotiate =
~ U RO ne BREMMBHL ET,

nonegotiate X — 7V — R&fiH L7=HA1E. /¥ —7 A A LT DISL/DTP xFv=—3 3 &
Ty FREFEINERA, FHEINT mode /X7 A —4 (access F721E trunk) (25 U T, HEEN
NI Uox TEATOMNE D DPRE D £9, dynamic (auto F 7213 desirable) E— R TZDa~v
RERITLE I ET2L, =T —NRINFET,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

switchport W

WTFNPOFT Vg F—=T— REMEHLRWERY | A VLAN [ZHEIAYIC VLAN 1 IZRE S 1L
iﬁ—o

A 2 HZ—T = A AT switch port voice vlan =~ REfEH L72HE, A v 4 —7 =4 AXKR— b
F X FVITMATE £ A,

sw1tchp0rt voice vlan =~ > K& L7254 show running-config =~ > FOH L, BRE I iz
7 VLAN 28R T 5 KO ICEESNET,

WIZ, R—=bF A H—=T 2 A ANV A )b—FT v RAR—hL LTOEMEZELLT, LAV 2 A
AVvFRAVE =T oA ATEBIND L VICHRET I E2RLET,

Switch(config-if)# switchport
Switch(config-1if)#

WIZ, AA v F R A F—Tx2A AL L THREINTET 7R E—FDR—F A X —T A A
2. VLAN2 TEMET A X IR ETHH 2R LET,

Switch(config-if)# switchport access vlan 2
Switch(config-if)#

W, AA 9 F R A HF—T 2 AL LTHRESNTEZR—bF A F =T x4 AN, FT0F 7
FT—RFERrIvz— a3 LAaNEHIZHIBEL, (mode DFEEICIELUT) T2 3T 78X
A—brELTEET DL ICRET DB EZRLET,

Switch(config-if)# switchport nonegotiate
Switch(config-if)#

WIS, £ B —T A ADHEF VLAN % VLAN2 ICRET A2 R L £,

Switch(config-if)# switchport voice vlan 2
switchport voice vlan 2
Switch(config-if)#

show interfaces switchport
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M switchport access vlan

switchport access vlan

AV B =T 2 A ANT 7 A T— FOEFAIZ VLAN (A8 LAN) 3% 9 5 (21E. switchport access
vilan v REMEALET, 727 R E— R VLAN #2@IZ# L7277 4/ b VLANIZ U E > k
T2IE, Zoavr FOono BAEFEHLET,

switchport access [vlan {vian-id | dynamic} ]

no switchport access vlan

BX DA

TI4ILE

avykE—F

vian-id (BB 77®A = RIZBIJ A A2 —7 A A0 VLAN &5, AZMEIX
1 ~ 4,094 TT,
dynamic (f&) VLAN @ VLAN Membership Policy Server (VMPS;VLAN X L /3—3/

T RY = H=) il A R =T ML ET,

T 7V MREIFRD LBV TT,

o TTI NI F—LFELIFTAE—T oA A N— R =TIZHISTDHT 74/ 5 VLAN £, 7
JEAVLANBL O T 7 f 2 —T 2 A A FAT 47 VLAN T,

e T X_TDVLAN U A MZlX, ¥ XCTHO VLAN & FEFNET,

A B =T x4 AT 4 Fal—g

IV FERE

FEREDIEEE

Ll

)1y—=x EENA
12.1(12c)EW ZDza= Y KA Catalyst 4500 &V — X A A » FIZEAINE LT,
12.1(13)EW VMPS O R— hABMEIE LT,

LANA U H =T 2 f AL A X2 A0 X—T 24 AL LTRET DITIE, F—TU— REHEE L2
C switchport =2~ > K% AJ) L C/h 5, switchport access vlan 2~ K& ANT 20N H D 97,
ZOMERE, A v H—T = A AZx LT switchport 2~ > RZ £ AT LTWRWEAED A, HIH
b(\“é—o

no switchport 2~ > REANTHE, KR—FR Vv vy MUV EN, ZOHEHFBRA X —T VIl 7
VET, ZOLER—IPEHRINTVDLEEICA v E—VBRRRINDIGEDRHY £7,

7 7% A E— K VLAN Z3EEIZE L7=7 7 4/ b VLANIZU &~ F351Z21%. switchport access
vlan == RO no FERZHEA L E T,

L A7 LT Supervisor Engine I 23 E# S 4V CTW D356 vian-id DFZMEIL 1 ~ 1,005 T, ¥ AT A

\Z Supervisor Engine Il 2358 STV DA vian-id DBEHEIL 1 ~ 4,094 T, JEEFFH VLAN
IZ. Supervisor Engine I N#5H SN TNDH T AT ATIEH R — FENERA,

WIZ, R—=bF A H—T 2 ANV AT b—FT v RAR—hL LTOEMEZELLT, LAV 2 A
AVvFRAVE =T oA ATEBIND L OICHRET I E2RLET,

Switch(config-if)# switchport
Switch(config-if)#

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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switchport access vian W

GE) VA =T v R K= bEFR—=FLRNVT Ty F 74 —ATlE, bkita~vr FefiTcasd
ho TOEIRT Ty N7 —2DTXTOYHAR—NMI, LAY 2 AL TF R A X =Tz A
AL HIpEINFET,

WIZ, TTICAA YT R AV F—T 2 AL LTRHRESINTZR— M AV F—T oA AN, Tk
RAE—FRKHIZ,. T v h 7+ —LDF 7 4/ k VLAN T7 < VLAN 2 TEIWET 5 X 5 ICRET 541
ARLET,

Switch(config-if)# switchport access vlan 2
Switch(config-if)#

BEITY R show interfaces switchport

Catalyst 4500 ') —X X4 v F CiscolOS a¥ K YI7L VX
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M switchport block

switchport block

AR~V TFH ¥ A NEZIIZ=F % X b Ty FNOEREEZEEILT 521X, switchport block 1 >/
F—TzA A Ay 4 Falb—var avrs ReLES, AR LVFF¥ A MERIT2=
X AN ATy NOBEEFATHICE, Z0avwr Ron BXNEERLET,

switchport block {multicast | unicast}

no switchport block {multicast | unicast}

BX DA

ARRINF XY AN T T4 7T ny 7T HROITHRELET,

multicast

TI4ILE

avrvkE—F

unicast AHARZ=F Y 2 T T4y a2 TRy 7T LRI ELET,

RPNV TF XY AN b T 747 BIO2=F Y AN VT 7402737y 7 ENEHA,

REZ2MAC (AT 47 T7BAHME) 7 RLVAZRFOTXTORT 7 4 v I BT RTOFR— I
EEENET,

A H—Tx2A A AT 4 F2lb—T gy

avy FER

FEREDIEEE

G¥)

1

)1)—= EEAR
12.1(19)EW Z O a~ KA Catalyst 4500 &V — X AA v FIZEASINE LT,

AA v F R—=FTCRAZNLFFXY A MELIT2=2F Y AN VI T7 40900570y 7 TEET,

AA o F R—FTCRPEABRLF XY A MEREF2=FY AN VT 74 v 7 %270y 73586
1. HEIICA R—T 0 ¥ A, FEITRETOILENRDH Y 77,

Ny hoTay ZIZET ML OV ) —ADY T NI 2T ar74Xal—iay HA
REZBLTLIEEN,

WIZ, A F =T 2 A ALTAWARYATF XY AL b T 74 v 7270y 73502 RLET,

Switch(config-if)# switchport block multicast

TR B RERR T 51213, show interfaces interface-id switchport{ +— 7 JVEXEC=~ > R&EH L £,

show interfaces switchport

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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switchport mode

AH =Tz A A XA TERET HITIL, switchport mode =~ > RZHEHALET, T— F&#E
W L7277 40 b = RIZV Y hT512F, 20a~vr Fone ERAEHLET,

switchport mode M

switchport mode {access | dotlq-tunnel | trunk | dynamic {auto | desirable}}

switchport mode private-vlan {host | promiscuous | trunk}

no switchport mode dotlq-tunnel

no switchport mode private-vlan

BX Dk

i
i

access

H—0IFE T 7, #2770 VLAN (RIZELAN) LA ¥ 2 4 X —
Tz AERELET,

dotlq-tunnel

802.1Q bR/ R—rEIBELET,

trunk

NIV F T VLAN LAY 2 A 0 F—T =2 A ZAEEELET,

dynamic auto

A B =T 2 A ANY TS T Vo7 BB EIND XD IZHEE
L%,

dynamic desirable

AB=T A RNV TN NT T U T ~DBEGEET 7T 4 71T
RITT DL ICHREL £7

private-vlan host

Private VLAN (PVLAN; 77 A ~X— Kk VLAN) F 7 v 7 L OBh#EMENHL)
THAHR—ID, 72T 4T HRAMDT T A4 ~_X—KVLAN hT 7 R—
MZZR5 Lo ELET,

private-vlan
promiscuous

PVLAN ~ v BV I RFHTHHR— LB, 77T 47T IZF xR
A= MR DEIITHEELET,

private-vlan trunk

Private VLAN (PVLAN; 77 A ~X— s VLAN) kT 27 & OEEMERER)
THOHR—B, 72T 4T RADTZ7 A=K VLAN h 77 R—
MR B Lo ELET,

TIHILE

avUkE—F

Vo207 Vo ZIlEBESnNET,
dotlq h >RV R— MIT 4 =TT,

Ao H—TxzA A AT 4 F2lb—Tay

avy FER

FERLDOEIEERE

EERNE
D3~ KA Catalyst 4500 U — X AL v FIZEAINLE LT,
dotlq F > R/ R— FBEDVR— b BNBMENE LT,

)1)—Xx
12.1(8a)EW
12.2(18)EW

access E— RZPIIELIZE . A v X —T oA RIKBHIRIE RN T X7 F— RIch b, THEA
VHE—=T 2 A AR I NBIENT T VT ~OEBIZEBE LRWESETH, ZOEBEITO &
IxrITvZ—hrLET,

trunk B— REBHIAELT2BE. A v 2 —T =4 RIKEHR N T o F07 B— RIZRD FHEA
B—=TxAA AN I NT70 7 VI ~OBEBICAEELRWGEAETH, ZOEMEITH L 51
FAyz—hLET,

dynamic auto & — RZBAth L7/, THEA V% —7 = A A trunk F 7213 desirable E— KiZ
BEINDE, AV X —Tx2ARFV T EBNT T VU TICEBRLET,
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M switchport mode

dynamic desirable & — R Z[its L7255, Hi 1 % —7 = A A7 trunk, desirable, ¥ 7-(3 auto
E—RIIRESNDE, A F— 7:1:/]’Xif‘7/7 AV E—T A ATV ET,

dotlg-tunnel ¥ — 7 — RZFRE L CANT D &, A— MIWEMAFT 802.1Q hoF/ R—hrELT
BEINET,

AR—FN PVLAN FF 7 F— FELTHESNTOT, KOWTNLOSENTEH SH 554,
R—NIFET 7T 4 712720 9,

e 7"— NMIZPVLAN & OB 72BN 720,

o AR— MIAENRTAELE VLAN 3720,

I A _X— |k R—bFD PVLAN & OREMEZIT~ vy B 7 2HIBRT 50, 2203774 _X— b
AA— R A% Switched Port Analyzer (SPAN; AA v F K AR— K 7F T4 %) sk s L THREIINLTY
DG, TI9A =M R—=NMNIFET 7T 4 7220 £,

£l WIZ, A ¥ —7 = A A% dynamic desirable € — RIZFHTET 2 H 2R LET,

Switch(config-if)# switchport mode dynamic desirable
Switch(config-if)#

Wiz, R— % PVLAN R A s — NIZRET AW 2R LET,

Switch(config-if)# switchport mode private-vlan host
Switch(config-if)#

W2, R—h &7 F 4= 1 VLAN F 7 U 7 IZRET L0157 LET,
Switch(config-if)# switchport mode private-vlan trunk
Switch(config-1if)#

wIZ, 802.1Q b/ R— MHIZAR— b ERET LB 2R LET,
Switch(config-if)# switchport mode dotlg-tunnel

Switch(config-if)#

PR EM % MR 3 B 121%, show interfaces switchport =~ > K% AJ) LT, Administrative Mode 173
JI X Operational Mode 1T D&MW AT~ FE 7,

BEa<YY R show interfaces switchport
switchport
switchport private-vlan host-association
switchport private-vlan mapping
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switchport port-security W

switchport port-security

A HE =T 2 A ALETHR—=F X2V T 4 %A F—TNMITHITIL. switchport port-security =~
/F%ﬁmbif R—=h X2V T4%2T 1E—T ML, A7% B HT 7 4V MREBICRE
T 5L, Zoavwr Fone BXEFHL T,

switchport port-security [aging {static | time time | type {absolute | inactivity}} |
limit rate invalid-source-mac [N | none] | mac-address mac-address | mac-address sticky
[mac-address] | maximum value | violation {restrict | shutdown}]

no switchport port-security [aging {static | time time | type {absolute | inactivity}} |
limit rate invalid-source-mac [N | none] | mac-address mac-address | mac-address sticky
[mac-address] | maximum value | violation {restrict | shutdown}]

BX DA aging EE) F—h X2 )T 40—V T HBELET,
static EE) ZOR— MIBEMICRESNZEX 2T T RLADTZ =V T EA
F—7 M LET,
time time EE) ZOR—=r D=0 7 XA L5E5ETELET, ARMEIT 0 ~ 1,440
HTT, BRODEE, ZOR— b O=—T T T =T LTI,
type absolute EE) ==V 7 ZA 7% absolute IZRELET, ZOFR—FDOEX=T

7 RUATT T, f5E LI (BAL) 238085 2 & HIREINIZR D |
X 2T T RLR UZRMMBHEIBRENET,

type inactivity {EE) =— Vv 7 XA 7% inactivity IZERTE L £, FE I NIZFFEANICE
XFaTEEFEIET RLANLT —H NI 7 4 v 7 BRERFEINRWEGEEDH,
ZOR—=FDOEXR2T T RLANRYIREIIICR Y £,

limit rate (TE) ARy hOL— MHIREZRELET, ZOL— MilBRIE, IP B

invalid-source-mac ~ L O'MAC (AT 47 772 AHIH) 7 RLAEZ T 4 VZ Y v 7T 5L X(T,
DHCP AX—¥ 7 X2 VT4 E— KPS/ RX—T L ThHDHAR— MIHiH

HanE7d,

N none (EE) b— FHRIRZRET 55 (N, FEMBEELEEA (none),

mac-address EE) A v Z—T A ADEF=2T MACT KL X (48 v b MAC 7 K

mac-address VA) ZFELET, RESNTZHEKEET, EX =27 MACT RL2%8
mTEET,

sticky EB)FAF IV I TRLAEALA L H—T A ALDAT 4 vF— T N
AL LTHRELET,

maximum value EE)A v E—T a2 ADHEREXF 2T MACT RLAMAERELET. A
RNREIE 1 ~3,072 TY, 774/ FREX T T,

violation (EE) EX =2V T 4 EXE—F, BLUOFR— b X2V 74 IERK LY
AT v arERELET,

restrict (EE) BF = U7 4 EMHIRE— FEK ﬁbiﬁg_@%—%@ BITHR—
FDOEX2 VT A EBEXPEET D E, T —FDBHIRE 4L, SecurityViolation
T AN £,

shutdown EE) EX=2 V7 4 EX Yy Yy MUY E—FRERELET, ZOE—F

DFGEIWIZAR =N X2 VT BN RETDE, A X —T oA RIT2T2
HBiloT—F 4 —T )V A7 — MIRD E£9,
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Wl switchport port-security

FI4IL b+ F7 IV FREIFTRD EBY TY,

e FA—FEX2 VT 4IET 4 E—TLTT,

e R—=FEXa2UTABARX—TNDOEEIZ, F—T—FKEAHLRZNWE, T74V FDOEFa
7 MAC 7 FL ZADBREN 112720 £,

o T—ULIIET A4 E—TNLTT,

« ToUVT HANFOHTT.

o ZDOR—FDTRTOEX=2T 7T RLVRAFE, BX=27 7T RLRA URX ML HIBRENES &
T ICHIREIIC 72 ) £97,

AV kK E—F AV B —Tx2Af AT 4 FXalb— g

av Yy FERE J)1y—= EEAR
12.1(13)EW D3~ KA Catalyst 4500 & U — X AL v FIZEAINE LT,
12.1(19)EW DHCP AX—Y 7 X2 VT 4 JEEDBIMESNE Lz,
12.2(18)EW ATF A4y XA B —T oA ZADYR— FBMENE LT,

FERALOIBBE A—FTHFAIENDIEX27 MACT FLADRAKEEZBRE LRSI, %27 7 FL A% FH)
THET D A= B3 EFaT 7T RLVAZBHICRETE D L1250, F1E, —#D MAC
T RUVRAEREL, FEOVDMACT RLAZEICHRETE LT AHZ LT, X227 7 N
AET FLVA T—7/WTBIMTE £9°,

T RLVAT—=TNLHNDOEX2T MAC 7 RLUAEB R KMEIZEL TWAEEIC.ZDOT RLA T—
TMZEENROMAC T RLAZEDOAT—Va v NA VB —T oA AT 7E®ALLD T 5
LRy MEIN—Ru =7 THEEINET,

EH VLAN ((RIELAN) R— s FTHR—F X2 U T 4 2 A4 2 —7 LI L7284, B L OVP Phone
\ZHEGE SNTZ PC BEET DAL, R— M ETHF SN TWb2tx%=27 7K vx@%j@%@% 1 &
DRZVMEICEREL TS EEWN,

BEHEVLAN TlE, A¥%T 4 v 7 EF%F a7 MACT RLAZRETXFERA,
X a7 AN— MIBETAHIREEL, ROEBY TT,

e TXaT R—MI, XA FIv I TI7RAR—PERITIINT VI R—MITEEEA,
o X7 R—FE, N—TFT v RAFA—RMITEEHA,
o X aT R— NI, RER—-MITEEEA,

e ¥ =7 A— ML, Switched Port Analyzer (SPAN; AA »F K HR— bk TF T A W) OsEdeHR—

MZTEEE A,
e B =7 A — N, Fast EtherChannel X> Gigabit EtherChannel " — k 7L — 2@ 3 Z L BN TE
FH A,

e BXaT A— NI, 802.Ix R— MITEEHA,

o BEF 2T AR—FTR2IxAAR—TMILED ETHELE 2T — Ay E—UNRRIIN.802.1x
A R =TT D A, 802.0x KSR — a2t FaT7 R—RMIEHFLELST2HL, =
T— Ay E—UNRERIN, EX2 VT REFEEINEEA,

EF 2T A= BT —7F =T/ A7 — F D513, errdisable recovery cause psecure-violation

ra—sar74Xal—vary avy REANLTIDOAT— MLz, £

shutdown 33 X O noshutdown { > ¥ —7 = A a7 4 Falb—ralavy REANLTTFH

THOA F—T NI TEET,
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switchport port-security W

BEOR— 1+ DOt Fa2T TRLVR 2=V T4 32— MZT B2, TOR—bDZ—V T
BA T O LUSNOEIZHE LET,

BEDOEX2T 7 RLAA~DOT 72 AR EZRET HI121F, == 7 XA 7% absolute |Zi%E
LET, ==V 7 A LOHBERUIND E, EF2T 7 RLARHIRENET,

WEREHIICT 7 BATE DX 2T 7 RUARERIRT 21213, =—2 7 # A 7% inactivity (Z5%
ELET, 20773 a 02k, T 7T 4 TN hol-xaT 7 RLAZEIKRLT, o7 R
L 2AZEXaTIZTEET,

X7 T RVRISHT DT 7 B A2 EWHIRICSFFAITD12E, BOR—retFaT 7 FLX
& LCERE L. no switchport port-security aging static { > ¥ —7 A A a7 4 Fal—T 3
av REERA LT, BICRESNIZEX 2T 7T RLADZ—V U T h2T 4 =7 M LET,

MAC 7 R L A Z4REET T sticky I~ FEFETT DL, £OR— FTHEEINTTD MAC
T RUVARRAT 4 vF—I2720 £9, MAC 7 R L RITHeT T sticky ¥— 7V — RE&ANT5 &, 4
EDMACT RVATZETEAT 4 v H%—|ZTEET,

A2 B =T =g ALTHRE= b Exa )T BIERA X—T L TRVEETH, AT 1 % —HkE
RETEET, REIZ. AV F—T2A A ETR—=PM X2V T 424 3—TMITH L, BfER
BEE D 9,

AT 4 X —HERENT TIIA v ¥ —T = A A ETA RX—TNRGET, sticky <2 RO no FEA %
EHCTEET,

WIZ, 77 A A=Y F v b B—Kr 12 TR—F EF2 VT 124 F—7 ML, EF=27 7K
VADRREE S ICRET 2012 R LET, ERE—RNEIT 74V T, E¥ 27 MACT RLX
BESNTOEEA,
Switch(config)# interface fastethernet 2/12
Switch(config-if)# switchport mode access
Switch(config-if)# switchport port-security
(
(

)
Switch(config-if)# switchport port-security maximum 5
Switch(config-if)#

TRCOEX 2T F— MERITEE LR — FORE L MR T HI2I1%, show port-security - £ —
7VEXEC 2< F&EMHALET,

WIZ, Z7 AP A=Y Xy P AR—F R TEHLETXTOMACT RLAZ AT 4 vFX—I27 5D
BlERLET,

Switch(config)# interface fastethernet 2/12
SSwitch(config-if)# switchport port-security mac-address sticky
Switch(config-if)

WIZ. MAC 7 R 1% 1000.2000.3000 Z 7 7 A k A —Hh %> b R— K 12 TRAT 1 v F—I27T 541
ERLET,
Switch(config)# interface fastethernet 2/12

SSwitch(config-if)# switchport port-security mac-address sticky 1000.2000.3000
Switch(config-if)

WIZ, Z7 AP A=Y Ry b R—=F12DAT 4 vF—Higa T 4 E—7 VT 202 R LET,
Switch(config)# interface fastethernet 2/12

Switch(config-if)# no switchport port-security mac-address sticky
Switch(config-if)
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Wl switchport port-security

ZDavwrRE, ZOAE—T A A LEOTRTOAT 4 vF— T RLURAZEEOFEFELT
VERUICLET, EXF 2T MACT RLATFT—7 A5 FUITHIBRLERA,

BEO~

WIZ A E =T 2 A ATRESNTETRTORT 4 v FXF—BLORET 1 v 7 T RLAZHIBRT
LHERLET,
Switch(config)# interface fastethernet 2/12

Switch(config-if)# no switchport port-security mac-address
Switch(config-if)

WIWZ, 77 A A =%y AR =K 1R2ICEF2T7 MACT RLZAZHRETHHZ R LET,

Switch(config)# interface fastethernet 0/12

Switch(config-if)# switchport mode access

Switch(config-if)# switchport port-security

Switch(config-if)# switchport port-security mac-address 1000.2000.3000
Switch (config-if)

RE MRS 5 ITIL, show port-security address 1 *—7 /L EXEC =2~ REMHEH L £7,

show interfaces switchport
show port-security
switchport block
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switchport private-vlan association trunk W

switchport private-vlan association trunk

Private VLAN (PVLAN; 77 A ~X— | VLAN) F7 7 R— MZkEH ¥ Y VLAN ({48 LAN) &
VLAN & ORAfREZFRE T HI2I1%, switchport private-vlan association trunk =~ > F&{#HH L £ 7,
R— F2 5 PVLAN v v B 7 ZHIBRT 2121%, Z0axy RO no BAEZHEH L ET,

switchport private-vlan association trunk {primary-vian-id} {secondary-vlan-id}

no switchport private-vlan association trunk {primary-vlan-id}

BX DA

TI4ILE

AU R E—FR

primary-vlan-id PVLAN B{RICEIT D57 F 4~V VLAN OF 5T,
secondary-vlan-id PVLAN BAfRICEBIT 5 # Y VLAN OFETT,

PVLAN v v B> 737 4 E—7 L TT,

AR =Tz f A AT (Fal— a3

vy FER )1)—X EERARE
12.1(12c)EW ZDa~< R Catalyst 4500 > U — X A A v FIZEAINE LT,
12.2(20)EW 2I=2=7 4 VLAN OV F— FRBMaIhE L,
FERALEDFEEIE PVLAN h 707 A— b BMEHEOEH XU VLAN 2516 T& 5 X 912, #% D PVLAN X7 %45
ETXET, BMEMELMEGTFO T4~V VLANIZIEE LIZGA, toBEEEESBIONET,
Rl S AL7=& 1> % U VLAN O %73 PVLAN k7 7 TRIETEET,
~
GE) PVLAN hJ7 7 @alia=74 EHZY VLANIEZ, 2OV Y —ATEIR—FENEEA,
kT 7B REEE STV ARWEEA . B 2 ) VLAN TRE SN2/ v ME T~ TS
SNET,
!l Wiz, 774~V VLAN (VLAN 18) 3 XUt H %Y VLAN (VLAN20) % 7R— MCRET 55l
ERLET,
Switch(config-if)# switchport private-vlan association trunk 18 20
Switch(config-if)#
WIZ, A— 235 PVLAN & OB ZHIBRT 262~ LET,
Switch(config-if)# no switchport private-vlan association trunk 18
Switch(config-if)#
BEaT YR show interfaces switchport
switchport mode
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W switchport private-vlan host-association

switchport private-vlan host-association

MNEA— b E/IE = I 2 =7 ¢ R — MZ Private VLAN (PVLAN; 7°7 A X— k VLAN) & Bk
% FEFET 5 1TI3, switchport private-vlan host-association =~ > N& i L 9, "— h 5 PVLAN
~y BT EHIBRT DI, Zoavy FOone EREEHLET,

switchport private-vlan host-association {primary-vian-id} {secondary-vilan-id}

no switchport private-vlan host-association

BX DA

TIH4ILE

avY Rk E—F

primary-vlan-id PVLAN BfRIZHIT A5 7T 14 <1 VLAN (48 LAN) OFZTT, HLME
11 ~4,094 T9,

secondary-vlan-list PVLAN BRICEBIT 58 % U VLAN OF ST, AMEIX 1 ~ 4,094
—C‘\—gﬁo

PVLAN < v B> 73T 4 =7V TT,

Ao H—=T A AT 4 Fal—g

ATy NERE

FERLDIEEE

1

BAEa< >R

)1)—= EEAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINE LT,
12.1(12¢)EW IR RLAFREOY R — b ABMENE L,

PVLAN /R A h £— R TRWAKR— bk ETIE, FATLTHLRIRBIHY T A, F— F2 PVLAN F A
M E—=FTH-TH VLAN BIFELRWEARIE, a~vr REFRTEETN, ZorR— MIFET
JT 4 7R £,

T HFY VLAN IS F 771323 2 =F ¢ VLAN IZR5BER3H 0 £,

Wiz, 794~ VLAN (VLAN 18) BX Ot H &V VLAN (VLAN20) ZAR— NMIBRET 5 H
ERLET,

Switch(config-if)# switchport private-vlan host-association 18 20
Switch(config-if)#

WIZ, A— F 5 PVLAN & OBEMEEHIFRT 2612~ L £,

Switch(config-if)# no switchport private-vlan host-association
Switch(config-if)#

show interfaces switchport
switchport mode
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switchport private-vian mapping W

switchport private-vlan mapping

7'm I A% ¥ A R— D Private VLAN (PVLAN; 7’7 A _X— | VLAN) v v BV 7 &2EHRTDHIC
I%. switchport private-vlan mapping =~ > FZfH LE¥, 774~ VU VLAN ({RAH LAN) 7256
TRTOV Yy BT ZWEETLHITE, Zoavr Fono BREHHLET,

switchport private-vlan mapping {primary-vian-id} {secondary-vlan-list} | {add secondary-vian-list}
| {remove secondary-vian-list}

no switchport private-vlan mapping

BX DA

TIHILE

avY Rk E—F

primary-vian-id PVLAN BE{RICH1T 57T 4~ U VLAN OF 5T, AR72MEHIZ 2 ~ 4,094
<9 (1,002 ~ 1,005 i%R< ),

secondary-vian-list 774~V VLAN IZ~ v B 73584 VLAN OFZTT, A%
EIZ 2 ~ 4,094 T,

add Y h o FY VLAN 7T 4~ VLAN IZ= v B 7 LET,

remove tH L HY VLAN £ 7T 4~ VLAN O~ v B 72 HELET,

PVLAN < v B> 73T 4 B—7 NV TT,

Ao H—=T A AT 4 Fal—3g

ATy NERE

FERAEDIEER

Ll

BEEa<v R

J1)y—=x EERNE

12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
12.1(12¢)EW JEET RV AEOHFR— RN BMENnE Lz,

12.2(20)EW 2 2=7 4 VLAN O%R— hpBEMmahE Lz,

PVLANZ B I A% ¥ A E— R TRWVWAR— b E TR FEITLTHLRERLRH Y £ A, R— F23PVLAN
TuIAFY A ET—RFRTH-o>TH VLAN BNFEELBRWIEAIE, o~ REFEHTEEIN, 20
RN—MIFET 7T 4 7120 F9,

T H XY VLAN TS F7-132 I 2 =5 4 VLAN IZRBEARH Y 3,

WIZ, 74~V VLAN 18 L& v # UJMSE VLAN20 D~ v B L Vo2 R— MIRET HH %2R L
i‘é—o

Switch(config-if)# switchport private-vlan mapping 18 20
Switch(config-if)#

Wiz, = v ¥ 702 VLAN 2Bt 541257 L £,

Switch(config-if)# switchport private-vlan mapping 18 add 21
Switch(config-if)#

Wiz, =~ v 728 Z Y VLAN O#FHZBINT 562~ L E9,

Switch(config-if)# switchport private-vlan mapping 18 add 22-24
Switch(config-if)#

show interfaces private-vlan mapping
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[ | switchport private-vlan trunk allowed vian

switchport private-vlan trunk allowed vlan

Private VLAN (PVLAN; 77 A ~X— | VLAN) 7 7 AR— | CTHAEUE VLAN (4 LAN) @Y
A NEFET HITIX, switchport private-vlan trunk allowed vlan =~ > K& F L E£9, PVLAN k
T v R— N BEFARERE VLAN ZHIBR T 5121E, Z0a~v > RO ne FEREZHEH L7,

switchport private-vlan trunk allowed vlan {vian-l/ist} all | none | [add | remove | except] vian_atom
[vian_atom...]

no switchport private-vlan trunk allowed vlan

BX DA

TIHILE

Ok E—F

vian_list A VLAN O U A FEFRTELET, vian list OENRICEIT 2 EEFHEIZOW
Tk, MEH LoEEFHE] 2L TIEEN,

all 1 ~ 4,09 OF_TPHVLAN ZHELET, VA MNDOTTD VLAN % [d
FRICRETE 2V a2 FTIE, Z2O0F—YU— RS R—rEhEHA,

none 22DV A MEBEWLET, BED VLAN 2R ET D0, Fiddbi<ty 1
DD VLAN 2R ETDHLENRS L 2~ R T, ZOXF—TU— KRR —1
SNEHA,

add (EE) BUERE SN TS VLAN U X M & B X2 2T, EEF A VLAN
UANEBIMLET,

remove (EE) BERESN TS VLAN U R FZEEH#Z2VT, VA MNSE
FEFH VLAN U A M &2 HIBR L £,

except (EE) E#HFFEH» VLAN U R M &R, BHRT L2082 H S VLAN # U A b
LET,

vlan_atom 1 ~ 4,094 DE—® VLAN £ &5, F721X 2 20O VLAN &5 NS WA,

A T TREID) THRET D VLAN & T3,

TRTCOHFEERE VLAN 23, PVLAN T 7 R— b HHIBENET,

Ao H—TxzA A AT 4 F2lb—T gy

avy FER

FREDIEFEE

)1)—=R EEAR
12.1(12¢)EW ZDa~<y KA Catalyst 4500 > U — X A4 v FIZEAINE LT,

TN P T, FRIND X OICHRIICERE S NRWRY | Y VLAN TP S EE A,
ZOa<r Rk, PVLAN h T 07 R— b OIEHE VLAN IZOBEH LT 7280y,

PVLAN k7 > 2 AR— N TPVLAN Z B T&E 54— &R IET H%E 1L, switchport private-vlan
association trunk =~ > RZ&fFH L £,
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BEa<TU R

switchport private-vlan trunk native vian tag W

W, 1EUEVLAN 1 ~ 10 #5535 PVLAN h T 7 R— 2R ETLHH AR LET,

Switch(config-if)# switchport private-vlan trunk allowed vlan 1-10
Switch(config-if)#

WIZ, PVLAN K727 R— b BHFFERE VLAN 2T X CHIBRT 2627~ LET,

Switch(config-if)# no switchport private-vlan trunk allowed vlan
Switch(config-if)#

show interfaces switchport
switchport mode

switchport private-vlan trunk native vlan tag

BX DA

T4

avy bk E—F

802.1Q Private VLAN (PVLAN; 77 A X— k VLAN) b T2 7 DF*A T 47 VLAN ({48 LAN)
FT7 4 v DEX T EHIEIT 512, switchport private-vlan trunk native vlan tag =~ > K% fifi
HALET, X 70HEZERYERES (BEOTF 740 07 v — i EICRET) 12k, o=
< RO no BEREFHLET,

switchport private-vlan trunk native vlan tag
no switchport private-vlan trunk native vlan tag
Zoavwy NiZiEF—U— REI3618IEH 0 FHE A,

TN NOREILT B — NV TT, A= FOEREF., /7 e—ULREILL - TREEINET,

A B =T xaA AT 4 Fal—g

avY RERE

FREDIEEIE

1

BAEa< R

)1)—= EERNE
12.1(12¢)EW Z D3~ RS Catalyst 4500 U — X A4 v FICEASHE Lz,
12.2(18)EW vlan-id ¥— 7 — FPHIFRI L E LT,

Zoavy REHEH LU TERSNZHEIZ, PVLAN F5 027 & LTREINTZR— MO H
SNET,

WIZ, PVLAN F 7> 7 ED802.1Q %4 7T 4 7 VLAN ¥ X 7 A4 F—T VI T D6 %R LET,

Switch(config-if)# switchport private-vlan trunk native vlan tag
Switch(config-if)#

show interfaces switchport
switchport mode
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Wl switchport trunk

switchport trunk

AVE—T A ANNT XU T F—RFROHBHICHNT 7 OFEZFET H1Z1%, switchport
trunk 2~ FEEALET, T_XTCOM T U TEHZT 710 M2y M T DI, 20
a2 FOne BEREFHLET,

switchport trunk encapsulation {isl | dotlq | negotiate}
no switchport trunk encapsulation

switchport trunk native vlan {tag | vian_id}

no switchport trunk native vlan {tag | vian_id}
switchport trunk allowed vlan vian_list

no switchport trunk allowed vlan vian_list

switchport trunk pruning vlan vian_list

no switchport trunk pruning vlan vian_list

XX DR encapsulation isl N7 Dh T RIMEIERE ISL (AL v FHY 7)) ITRELET,
encapsulation dotlq cNZ 7 DT EAATERE 802.1Q IZEREL 7,

encapsulation negotiate  Dynamic Inter-Switch Link (DISL) ¥ JX U'Dynamic Trunking Protocol (DTP)
FAY = a T TRMEBRDB R SR WEEIT, ISL A%
TEMEEA L LTEREND KO EL T,

native vlan tag 802.1Q 7> 7 LD X AT 47 VLAN (RALLAN) hT7 7 4 v DX
XU EEELET,

native vlan vian_id 802.1Q 7> F 7 E—KD KT U723 AT 47 VLAN ZE L
9

allowed vlan vian_list NFZUvx T F—ROBEIC, TOA L EZ—T oA A% X T LIER

TEIET DFFA VLAN OV A M &FRELET, vian_list DEFENIZET
HIEBHFEICOWTHE, MHEOEEFE) 22 L TIEEN,
pruning vlan vian_list AL TN T rF T ET— KOEHAEIZ, VLAN Trunk Protocol
(VIP,VLAN K77 v ban) Fh—=0 T B X—T VIR E
S/ VLAN O U R M &FFELET, vian list DEXIZETHHESF
HIZoWTE, MEA EoEEFHEH] 22 L TI7ZIV,

T4 F 7 FV FREIFRD EBY TY,
o HWTEBMEEA TSI, TT Y N T — b EzRFA A —T 2 A A N— R =TI L oTHREY
i‘ﬁ—o

o FI YR TF—LELIIA L E—T A A N— R =TICkETHT 74/ VLAN X, 7
JEAVLANBL O N7 f 2 —T A A F%AT 47 VLAN T,

© $TOVLAN U X MZiE, $3TO VLAN & ERE T,
o TR F=T NI S RAT 47 VLAN X ¥ 2 7134 2 =T TH,

avY kR E—F AH—=Tzf A AT fFalb—Tar
av Y FERE )1)—= EEAR
12.1(8a)EW Z D z= Y KA Catalyst 4500 'V — X A A » FIEAINE LT,
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FERLDIEEE

switchport trunk Wl

J1y—=x EEAR
12.1(12c)EW JERT LU RAEEDO VR — FRNBMEnE Lz,
12.2(18)EW XA T 47 VLAN # X 7 OYR— B BINENE L,

vian_list ©FEZIL, all | none | [add | remove | except] vian_atom[,vian_atom...] T3, ENEINDEK
X, RO LB TT,

e all — 1~ 4,096 DT XTPH VLAN ZHELET, U A FNDOTXTO VLAN % [RIFRFIZFEET
ERVWa<w s R, 20F—TU— R KR R—FEhEHA,

o none— ZED Y A MEBRLETHED VLAN 2R ET 50, 72134074 & 190D VLAN
ERETHLERLLa L FTHEH, 20F—U— KR R—FrEINEHA,

o add — HIERE SN TS VLAN U R FEZEIHX /2T, EFREHA VLAN U X REBML
i‘a‘o

e remove — BI{ERTE SN TWVWS VLAN U R hAEEHZ /2T, U R MBS EFRF A VLAN U
A NEHIBRLET,

o except — EFHF A VLAN U A F &R | FHRT D2MEDH D VLAN R L ET,

* vian_atom — 1 ~ 4,094 DHE—0O VLAN #F75, £72122 >0 VLAN &5 (hSWHade, ~A
7 TCKE]S) THIET S VLAN #iff T4,

switchport trunk encapsulation =~ > K237 — k I 25 DL ISL & 802.1Q O 5 DR E VR —
FEATTY T — A BLIOA v E—T 2 A A N— R T =TI L TORTT,

negotiate ¥ — U — RN & A L7234, DISL B8 L ONDTP X I —3 = T 72 /UALIEED R
ST, ISL XA 7 biERE LTERIRENET, M T 70 7w UbEXRET 7 41
MUty 2121, Z0a<wr RO n BEREHFEHLET,

FAT 47 F— K VLAN ZE@EICHE L7727 74/ h VLANIZ U &> b4 5121, native vlan =~
RO no R EMBHLET,

UANET 7508 VAN (FCTPH VLAN ZFFF]) 12U v 35121, allowed vlan 2~ >
D no X EHEHLET,

VA RNEF 7408 UZX L (T_TO VLAN IZ VIP P —=" 7 %F7) 12Uty T 5I21F.
pruning vlan =< > R no JERX 2 A L £,

W R TR EFFOEEFIER L OWIREEIL, 802.1Q T v 7 2+ s L IS, ZhiC
FoTRY NU—I DT U x0T OEEITIENRZVHIEES N E T,

e 802.1Q NIV ENM LT RAIAMAL v T 2HRiTH LT, 802.1Q N TV 7 DRAT 47
VLANB FZ 7 Vo7 O TRILTHD Z 2R LT ZEWN, N T 7 D—8D3A
T 4 7 VLAN & RHIIO R A T 4 7 VLAN 3725 L. A= 07Y U — V—T7ORKN A
nET,

o Xy hU—7 EDOFTRTOFRAT 4 7VLANIZOWTANR= U IV ) —%TF 4 —T 8§
12, 802.1Q kT2 27 ® VLAN LDANR=0 TV ) —%2F 4 =T NITHE, A=Y
Ve =T RNRBETLZLERHY T, 802.1Q bT I DFA T 47 VLAN ET, A=y
TN A F—TNAOEFFICILTEL ZEEHRLET, ZOLIITTERWVWEAIR, v
N =27 DF_RTPH VLAN ETAR= T V) —2F 42— NI LT EEN, A=y
TN —%T 4 B—T MITBEAITIE, FENIR Y b T — T IZHER I — T REE LR
ZEERMRLTLIIE I,

| OL-6661-01-J

Catalyst 4500 ') —X X4 v F CiscolOS a¥ K YI7L VX



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

Wl switchport trunk

802.IQ h T 7 BN L C2ADVAARAL v T 2T H L. T 7 ETHRINDVLAN
Z Lz A= Y — Bridge Protocol Data Unit (BPDU; 7'V v 7'u hajL 5—% 2=
N BEBENET, T DRAT 7 VLAN LD BPDU IE, # 77 LOWKET, PRI
iz 802.1d A= TV U — < LFFXFxy AN MAC (AT 47 7T27AHIH) 7 RL XA
(01-80-C2-00-00-00) (2 &N E T, FT7 27 DIEFHhDTTO VLAN Lo BPDU X, # 7
fT& OWREET, THISH7Z SSTP v /L FF v 2 h MAC 7 KL A (01-00-0c-co-ce-cd) |2 %(E &
nEd,
vx aPSD 802.1Q A A v F Tk, TXCTH VLANIZK L TAR= 7Y ) — hARBrV—%
BT DHLANR= TV ) —DA AF A (MST) B 1 OUDHERFINERA, 802.1Q N T
7% LTV RalRA v F &2 RAaASNDRL v FIZHERTHE, VRAIUINDRAL »FO
MST &3 2Aalizf v FDRAT 47 VLAN A= 7Y J =5 ST, CST LI
ENLBE—DANR= 7Y ) — AR —0RNERINET,
VRABZA v FIL, N T T DFRA T 47 VLAN LIS D VLAN (28 5 SSTP /L F F + & k
MAC 7 RLAIZBPDU (5 LET, LER ST, YA DOAL v FTIEINLDT L—
AN BPDU & LT ENT, T 5 VLAN OFT_RTOR—M ET7 I vF 47 ENE
T YAILSD 802.1Q R MU —ZITHER S NIIINDO LA IRAL v FIX, TTvT 4
VITENEINSGOBPDU %5 LET, VAAWMAL v FIET T vT 47 I BPDU %
ZETDHH, vAalSO 802.1Q AL v FnbMRbHFy NU—2 %@L T, VLAN HALT
ANR= 7Y ) — hRuv—&fiRcEEd, VAR S v F LS A s o
802.1Q v U —71%, 802.1Q hT 7 ZA LT Aalifhod 802.1Q % v b U — 7 |[ZHHf I
NETRTOAL v FBOBE DT o —REFvy 2 B A P ELTRBEENET,
YAAWMAL v Fh A ALSD 802.1Q 1 v MU —ZITHEGET H 7N TD 802.1Q T 7 |
T, X1 T 47 VLANRRIUTH D Z & afERLET,
VA ALSD 802.1Q F v b T =T ITEBD VR 2 RWAA ¥ F BT DL A, mNQF7
VI HEN LTI R CERTLILENHY ET, ISL T 7z i?&tx A=tz
/x:%14/%%/x:u%@smugz/bv—ﬁm%ﬁfézemf%iﬁho:@i
IR T D E, AL YFDISL FT20 7 R—=FrEET 7R R—=IRAA= 7YY —
[R—= b R—F AT =MV, F—=FrE2N LTI 74 v I BEEINRL 2D ET,

FAT 47 VLAN ¥ X2 7T 2EEFHIL, kO LB TT,

1 Al

no switchport trunk native vlan tag =~ > NI, &R — N DR A 7 1 7 VLAN ¥ X > JEEE T «
=T M LET, ZhIE e X TREZECLET,

switchport trunk native vlan tag =~ > R HT 5 & T4 B—TNAVRAR— b DX FX T2
B =T NI TEET,

ALy FRBFREBT LW —FRFEHTR— FE2BR LY X THRIEEZT 4 E—7 LI
TOMERRNE ST, no A7 2 VIENVRAM (FH%EM: RAM) (T fFEnET,
switchport trunk native vlan tag ==~ > R34 R—T7/VTCT 7T 4 786, X147 47 VLAN
LT RTONRTy ERZTFTF S, ANZ 772 LTy MIBEEIRET, #2772 Ll
Ny NI ARLGIET,

I, A vF R A H— 714’;<9:l,f REINTZAR—F A F—T A AB, hToF 0

- M>777r/v rD T X TEAUCENR 2. 802.1Q F T U U VIERTH b Eans

K OITER

ET DBl 2R LET,

Switch(config-if)# switchport trunk encapsulation dotlg
Switch(config-1if)#

WIZ, R—F LD 802.1Q ¥ X2 7 A F—TNIZT DB LET,

Switch(config-if)# switchport trunk native vlan tag
Switch(config-if)#

BEEIT R show interfaces switchport

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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systemmtu W

system mtu

LAY 2ERIZVATVIDRRSA B— K YA XZHET DI systemmtu 2~ REHLFE
4, F 7 %/ k@ Maximum Transmission Unit (MTU; fx Kigitr = ) KEICRETIZIE, 20z
<~ ROno A EFEHLET,

system mtu datagram-size

no system mtu

BXDEREA

T4k

avrkE—F

datagram-size LAY 2 a— KP4 XEHELET, ALMEIT 1,500 ~ 1,552 /31 b
‘/Gj‘o

T 7 4V h®O MTU #&EIL 1,500 31 K TY,

Ja—)ary 7 4 X¥al—i g

avY RERE

FERLDOIEEE

Ll

BEa<TU R

J1)y—=x EEAR
12.1(12¢)EW Z D= K7 Catalyst 4500 & U — X A4 » FITEASE LT,

datagram-size /X7 A —Z I, A —V Xy b TL—LDEFHI A XTI, A=Y Fxy bk XM a—
R YA XEEELET, systemmtu 2~ REAERTLHE, LA VIMIUDBERINET,

7L WS-X4418-GB DR — k 3 ~ 18, B L EFT /L WS-X4412-2GB-TX DR — b 1 ~ 12 Tl &
YEIEEE 4 — ¥ 1y h XA B — R ¥ A XTH 5 1,500 51 bOHBHHR— hZhET,

ZTOMDEY 2=V TIE, A=V Ry b XA m—F A XL LTHERKRI552 234 b BLOA —H
Fv b T L—=ADOERHY A XL LTHRK L,600 /31 b3 R—hSHLET,

Wiz, MTU %A X% 1,550 N4 MIRETHHZ2RLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# system mtu 1550

Switch(config)# end

Switch#

WIZ, MTU OF 7 4V FREICETBlZ " L ET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# no system mtu

Switch(config)# end

Switch#

show interfaces
show system mtu
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M traceroute mac

traceroute mac
FBELEREITT MAC (AT 47 77 R2AHH) 7 RLUAEL, fBE L5 MAC 7 KL AE T
D, Xy FDOLAY 23252 F T AT, traceroute mac =~ REHEH L E£9,

traceroute mac [interface interface-id] {source-mac-address} [interface interface-id|
{destination-mac-address} [vlan vilan-id] [detail]

XX DA interface interface-id EE) BEAXFERIWEASN v TF A T —T oA AEHFELET,
source-mac-address EETLAALA v TFDOMACT FL&x (16 #ERX) TI,
destination-mac-address SR AA v F DO MAC 7 FL &2 (16 #EX) T9,
vlan vian-id EE) X7y FREETLAAL v TF ML AA vF £ TITHEIBT D

LA ¥ 282% F L—2% 5% VLAN ({RfE LAN) Z$8E L £1, 6%
72 VLANID 13 1 ~ 4,094 T3, HATERIIATILARNTLIEE0,

detail (LE) FEMfEmE R LET,
T4k Zoavwy RIZT 74V hEEEH Y FH A
avY Rk E—F A F—7 )L EXEC
av Y FERE )1y—= EEHNE
12.1(15)EW Z D3~ K Catalyst 4500 V) — X AL v FITEAINE LT,

FRLOFESEIE VLANID # ANT25AIE, BITErEZ AN LTI EEN,
L A ¥ 2 traceroute FEREIZIR D A A » F TRIHTE 9,

 Catalyst 2950 A ~F (Release 12.1[12c]EA1 LA b 723B518))
* Catalyst 3550 A1 v F (Release 12.1[12c]EA1 LA k23 E548h)

o Catalyst4500 'V — X ZA v F (Z—"4 B = P MO Catalyst A2 L—F 1 7 L AT
2 Release 6.2 LL_E23581#)

o Catalyst 4500 >V — X A A v F (Release 12.1[15]EW LL_E23%48h)
 Catalyst 5000 7 7 X U — A4 v F (A=A ¥ = VU H O Catalyst & L—7F 1 7 v A
7 I Release 6.1 LL_E7238x18))
e Catalyst 6500 'V — X ZA v F (Z—34 B =P MO Catalyst A2 L—F 1 7 L AT
2\ Release 6.1 LA L 23%54#)
LA ¥ 2 traceroute & IEF IZHERES T HI2IE, R*y T —Z NOFTXTDAA v F T Cisco Discovery
Protocol (CDP) %A R—7 /WMZT DN H Y £7, CDPIELT 4 E—7 /LI LN TL7ZE0Y,

L A ¥ 2 traceroute (IR fis L CWRWT NS AR LA ¥ 28R BT END &AL v FITL A Y
2 hL—R 7Y EEEFELEITC, TNLEXA LT U MILET,
INZNTIHAITE DI RA Y 78T 10 T,

LA ¥ 2 traceroute NHRG L TWDEDITL=F ¥ AN T T4 v I DHRTT, wIFFv X MEE
JCMAC 7 RLUAFEII~ A FF ¥ A MEdt MAC 7 RLAZEE LTSS, WE I3 S
T A BE—URNERENET,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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traceroute mac M

BEISNFEFETLBIUOSEET FUANE L VLAN IZE L TV 584, traceroute mac =~ > RH
N vAY 2R ERRLET, BELLEEILBIO%LET NLARENRZENE: D VLAN IZ
BT 556, LAY 28RN EnT, Ave—URRRINET,

KEETLE ISP MAC 7 R LA VLAN IZ/8 L TW A AT, #ETE L U%E% MAC 7
RUADEFET 25 VLAN 28T 2H2LERH YV £+, 2D L H7% VLAN ZFEELRWVWE, /(X
B ENT, AvbE—URNERENET,

BEOEBENNTEZE LTI OOR— MR INTWDIEE (2 & 238D CDP 1A "B 1D
DOR— N THRHINAHE). LA ¥ 2traceroute [TV AR — FINFH A1 DOR— N THEED CDP
FANRNPHRHENTZEBE, LAY 2 32T EnT, A vb—URERENET,

ZOEREIX. h—2 U 7 VLAN TiIUR—FENFEH A,

£l WIZ, EEILBLOSEHEMACT RLAEZIELTCLA Y2 R 2R 7-THH 2R LET,
Switch# traceroute mac 0000.0201.0601 0000.0201.0201
Source 0000.0201.0601 found on coné [WS-C2950G-24-EI] (2.2.6.6)
coné (2.2.6.6) :Fa0/1 =>Fa0/3
con5 (2.2.5.5 ) Fa0/3 =>Gi0/1
conl (2.2.1.1 ) Gio/1 =>Gio/2
con2 (2.2.2.2 ) Gi0/2 =>Fa0/1
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed
Switch#
WIZ, VA Y2\ ADFEMERTTHHERLET,
Switch# traceroute mac 0000.0201.0601 0000.0201.0201 detail
Source 0000.0201.0601 found on coné6 [WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C2950G-24-EI / 2.2.6.6 :
Fa0/1 [auto, auto] =>Fa0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] =>Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] =>Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2
Gio/2 [auto, auto] =>Fa0/1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.
Switch#
WIZ, AL v FRFEEILAA v FICHEHR SN TOWRWEADO LA ¥ 2 3287~ LET,
Switch# traceroute mac 0000.0201.0501 0000.0201.0201 detail
Source not directly connected, tracing source .....
Source 0000.0201.0501 found on con5[WS-C2950G-24-EI] (2.2.5.5)
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/1 [auto, auto] =>Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gio/1 [auto, auto]l =>Gi0/2 [auto, autol
con2 / WS-C3550-24 / 2.2.2.2
Gio/2 [auto, auto] =>Fa0/1 [auto, auto]
Destination 0000.0201.0201 found on con2 [WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
| oL-6661-01-J .m



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

M traceroute mac

WIZ, FEETLMAC T RLADSELER— "R RODLRWNEED LA ¥ 2 A ERLET,

Switch# traceroute mac 0000.0011.1111 0000.0201.0201
Error:Source Mac address not found.

Layer2 trace aborted.

Switch#

WIZ BB IEB L UOSEET SN, ARZENENELR D VLANIZET A0 LA Y232 2R LET,

Switch# traceroute mac 0000.0201.0601 0000.0301.0201
Error:Source and destination macs are on different vlans.
Layer2 trace aborted.

Switch#

WIZ, SHEMAC T RLARNLF XY AN T FLATHIEADL A Y232 %R LET,

Switch# traceroute mac 0000.0201.0601 0100.0201.0201
Invalid destination mac address
Switch#

WIZ, FETBLUSEEAA v FREED VLAN IZBT 55D LAY 2 X252 R LUET,

Switch# traceroute mac 0000.0201.0601 0000.0201.0201
Error:Mac found on multiple vlans.

Layer2 trace aborted.

Switch#

WRIZ, REIEBLOSEAS v T DA =T =2 AZEELTUA V2N RAEZFRT LB 2R L

i‘é—o

Switch# traceroute mac interface fastethernet0/1 0000.0201.0601 interface

fastethernet0/3 0000.0201.0201

Source 0000.0201.0601 found on coné6 [WS-C2950G-24-EI] (2.2.6.6)

coné (2.2.6.6) :Fa0/1 =>Fa0/3

con5 (2.2.5.5 ) Fa0/3 =>Gi0/1
conl (2.2.1.1 ) Gi0/1 =>Gi0/2
con2 (2.2.2.2 ) Gi0/2 =>Fa0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)

Layer 2 trace completed
Switch#

traceroute mac ip

Jl Catalyst4500 >~ \)—X X4 wF CiscolOS AX >V F YIT7L VX
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traceroute mac ip M

traceroute mac ip

FBELIZIEEILIP 7 RUVRAEITFARA MG FBELIZSEEIP 7 FUAETLITIARA M ETOD,
2RIy FDOULA Y 2R A% FKRT HITIL, traceroute mac I~ 2 RZ2f AL £,

traceroute mac ip {source-ip-address | source-hostname} {destination-ip-address |
destination-hostname} [detail]

¥ DERRA source-ip-address 32 By FOKME (Ky MMbx 10 #RFL) THEISNWTEEELAA v
FOIPT RLATT,
destination-ip-address 32 By FOHEYE (Ky MEZx 10 #RF) THEINSIHLEAA v T
DIP7 FLATT,
source-hostname EETAA v TFDIPHEA R T,
destination-hostname FEHAA v FDIP IR A ML TY,
detail (&) traceroute MAC (AT 4 7 7 7 & A#I#) 1P OFEMEHR A FT
LET,
T4 Zoavy RITF 74V MRETH Y £H A,

ATV R E—FR

A F*—7 )L EXEC

OV FERE

ERLDOEEEE

))—= EERNE
12.1(13)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICEASINE LTz,

L A ¥ 2 traceroute FEREIZIR D A A » F TRIHTE F 9,

 Catalyst 2950 A ~F (Release 12.1[12c]EA1 LA b 723E518))
e Catalyst 3550 A1 v F (Release 12.1[12c]EA1 LA L 23554#))
o Catalyst4500 'V — X ZA v F (Z—3f B = P MO Catalyst A2 L—F 4 7 L AT
2 Release 6.2 LL_E23518)
* Catalyst4500 U — & ZA v F (Release 12.1[15]EW L E23%5(8h)
* Catalyst5000 7 7 I U — AA v F (A=A ¥ = DU H D Catalyst AL —F 1 7 VA
7 . Release 6.1 DL _E 2355 48)
e Catalyst 6500 ¥ U — R A A v F (RA—r4HF = UMD Catalyst FXV—F ¢ L VAT
A Release 6.1 LL_E235548))
LA ¥ 2 traceroute & EF IZHERES T HI2IE, kY T —Z NDOTXTDAA v F T Cisco Discovery
Protocol (CDP) %A R—7/WZT HMHERH Y £7, CDPIET 4 B—T /I LRV TLIZEL,

LA ¥ 2 traceroute (IR fis L CWRWT A AR LA ¥ 28R BT END &AL v FITLA Y
2 hL—R 7Y EEEFELEITC, TENLEXA LT U NMILET,

INANTHANCTE /KA v 713 10 T,

BESNZEFE LB IOSEEIP 7 RUARE UV 7Ry MIFFEL TV 554, traceroute mac ip
a<r FHEDE, VAP 2 RXAEZERRLET, IPT FLRAZHEET D L. A1 v F L Address
Resolution Protocol (ARP) ZfFM LT, IP7 RL R L% d 5 MAC 7 RL 2B LN VLAN (k48
LAN) ID % Bdift iy £9,

| OL-6661-01-J
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M traceroute mac ip

o HWEIN/IP 7 RLRIZKHST S ARP = U BEET BBEE . A4 v FIZEET 5 MAC
T RUVRAEEHAL, M RZEZFHR L ET,

o FREEN/IP 7 RLAIZHIET D ARP = MU BFELRWES A v FIZARP 7 = 1) %
FEL IPTRLAZMRLLEYELET, IPT7 FLAFR U7 Ry AR TIEARY F
FhA, IPT RUARIRENRZWNE, RNATF#ENT, A ovb—URRRENET,

BHOMEE N AT 2B LT 1 OOKR— MR SN TV DA (72 & 2 13HE D CDP A /3331
DOFR— M THRHEINDHE) . LA ¥ 2 traceroute 1V AR — K INFEHA, 1 DDOR— FTHEED CDP
A NP SN GE. LAY 2 AT ST, 27— A v—UnRERINET,

ZDOEREIX. Fh—2 U 7 VLAN TliER—FENEH AL

Ll WIT, HMETLBLOBEIP 7 FLUAZFRE L, detail ¥ —U— FEMH LT, LA ¥ 2/ 2%KR
Tl ERLET,

Switch# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac.....
2.2.66.66 =>0000.0201.0601
2.2.22.22 =>0000.0201.0201

Source 0000.0201.0601 found on coné6 [WS-C2950G-24-EI] (2.2.6.6)
con6é / WS-C2950G-24-EI / 2.2.6.6 :

Fa0/1 [auto, auto] =>Fa0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :

Fa0/3 [auto, auto] =>Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :

Gio/1 [auto, auto]l =>Gi0/2 [auto, autol
con2 / WS-C3550-24 / 2.2.2.2 :

Gi0/2 [auto, auto] =>Fa0/1 [auto, autol

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.
Switch#

WIZ, FMETB ISR A MMEREL T, LAV 2 RERRTDHEZRLET,

Switch# traceroute mac ip coné con2
Translating IP to mac .....
2.2.66.66 =>0000.0201.0601
2.2.22.22 =>0000.0201.0201

Source 0000.0201.0601 found on coné
coné (2.2.6.6) :Fa0/1 =>Fa0/3

con5 (2.2.5.5 ) : Fa0/3 =>Gi0/1
conl (2.2.1.1 ) : Gi0/1 =>Gi0/2
con2 (2.2.2.2 ) : Gio/2 =>Fa0/1

Destination 0000.0201.0201 found on con2
Layer 2 trace completed
Switch#

WIZ, ARP NEETL IP 7 RL A& ST 5D MAC 7 R L RICEEAMIT S Z LN TERWEEDO L
A¥ 2R RLET,

Switch# traceroute mac ip 2.2.66.66 2.2.77.77
Arp failed for destination 2.2.77.77.

Layer2 trace aborted.

Switch#

BEa~w KR traceroute mac

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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tx-queue M

tx-queue
A E=T A ADKEEF 2— NI A—=FERETDHITIE, tx-queve 2~ FEEHLET, 7
74 MEIZETIZIE, 20a<wy RO ne JERAFEHLET,
tx-queue [queue-id] {bandwidth bandwidth-rate | priority high | shape shape-rate}
no tx-queue
XX DEREA queue-id (EE) ¥=2—0FZTT, AREIT1I~4TT,
bandwidth bandwidth-rate N7 74y 7 WHIRE AR E L E T, ARNEIE 16,000 ~ 1,000,000,000
By M/BTY,
priority high BT ITAFT VT 4 HRELET,
shape shape-rate EEX2—2N LTy NEEZETORRNEELZEELET,
HMEIE 16,000 ~ 1,000,000,000 £ > b /F T,
TI+ILE T 7 AN REREFRDO LR TT,

avYkE—F

o WTRMEEATIE. TT Yy NI A— L FEFA =T A AN R =TIZL o TRED
i‘a—o

* Quality of Service (QoS; —E RFE) M1 F— T IIVOLEOHEIIEL — M 4:255 T,
o QoS T 4 B —TNDYA OHHEIE L — X 255:1 T,

Ao H—TxzA A AT 4 F2lb—T gy

avy FERE J1y—= EERNE
12.1(8a)EW Z D v KB Catalyst 4500 &V — R A A » FITHASILE LT,
FAEDFEEE HREBLIO =7 L—NMNI A V¥ =T oA AOEREELZBI D ENTEEREA,
MR 2R ETE L DIE, IROKR— MIBRLNET,
* Supervisor Engine Il (WS-X4014) L7 v 7'V 7 K— |k
o WS-X4306-GB & = —/L O R— |
e WS-X4232-GB-RJ £ = —/L LD 2 5% 1000BASE-X " — b
e WS-X4418-GB ¥ 2 —/V FORPID 2 DOHR— K
o WS-X4412-2GB-TX & ¥ =2 —/L D 2 5D 1000BASE-X 7R— |
BT TAFTVT 4 DEEF2—ICRETEDLOE, EEXF2—3DHTT,
451l WIZ, F2—OHHRIEZ 1 ~ 100 Mbps (20 4 THH %2R~ L £,
Switch(config-if)# tx-queue 1
Switch(config-if-tx-queue)# bandwidth 1000000000
Switch(config-if-tx-queue)#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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W tx-queue

WIZ, FEXF2—3 @87 TAFY T 4 ITRET D02~ LET,

Switch(config-if)# tx-queue 3
Switch(config-if-tx-queue)# priority high
Switch(config-if-tx-queue)#

Wi, BEF2—1I1C T 747 2—7 L— b 64kbps ZRETDHHZRLET,

Switch(config-if)# tx-queue 1
Switch(config-if-tx-queue)# shape 64000
Switch(config-if-tx-queue)#

BAEa< UK show qos interface

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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udid (Fo—/\Lavr4¥aL—vare—F) M

UniDirectional Link Detection Protocol (UDLD; Hi— 51/ U > 7 #H) 7'a b aickBnwTr /Ly v
7 T FERFEET— 2/ =722 \mﬁﬁéﬁf/k~v947~®ﬁﬂéﬁﬁ
T A3 udld 2> FEFEHLET, ROLFELEZIT O, ZD0a~v> RO no BN EFEHLET,
o TRTOXKT 7 ANF— b ET, EH#EE—NUDLD 27 7 4/ N CTT 4 =T MZT 5,

o TRTONT7ANF—FET, 7/ w7 F—RUDLD 57 7 4/L N TF 4 =7 LIC
35,

s Avk—VHAAT—ET 4T NIT D,
udld enable | aggressive
no udld enable | aggressive
udld message time message-timer-time

no udld message time

BX DA

T4

avrvhkE—F

enable TRCONKT 7 AN A H—T = A LT, {ZE#E— R UDLD 27 7 *
VN TA F—=T I LET,

aggressive TRTORT7ANA LB —T = A LT, 77 Lvi7 E— F UDLD
BT 74N N TAR—T M LET,

message time T RREZAL X E—=RTHY, BIERFHETHD LHBIENTWDHAR— b

message-timer-time {2, UDLD Y'u—7 A vt —VOMRERE L ET, ARMEIX T~ 90 B
<7,

TRTORTFANRNA L E—T oA ZNFT 4 B—TNTT, Avt— A4 ~—0OHBIZ 15T
‘j‘o

Ja—) a4 FXal—vg

avy FKERE J1yy—= FTHAR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AA v FIZEAINE LT,
FRLDEESEIE TV T F=RKBA =T NV THDIHE. F—FDTXTORANNT RNZA X T x2—X
FEBH T 2= XPICHIBRYINIC/2 D & UDLD 12U v 7 7 v 7 o—4 v A& H LT, [R5
ISR DAREMDOH D RANEFHREH L, Voro2nhbD Ayt —Y LA VB REDEEIL, R—
Faesyy b oL XEoELET,
ZDavwyRiE, 7 7ANA =T 2 A RAZOHEHLET, oA F—T =2 A X X AT
T UDLD %A % —7/WZT5EA1E, wdd (f vV F—T =2 R a7 4 ¥alb— g EF—K)
avy REEHLET,
151 WIZ, TRTORT 7 AN A4 B —T A ATUDLD A F—7MZTBH 2R LET,
Switch (config)# udld enable
Switch (config)#
BEa~w KR show udld
wdld AV F—T xR a7 4F¥a2l—aryE—K)
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
| oL-6661-01-J .m



¥$2F Catalyst4500 ') —X X4 v F D CiscolOS a< > F |

W udd ((v8—Tz(Rav74FaLb—3y T—K)

udld (f v Z—T A 2 arT7 4 FXal—Tgy EF—FR)

A B =T 2 A A Z EIZ{ABIC UniDirectional Link Detection Protocol (UDLD; E—J51A U v 7 HiHH)
BAF—TNWILIZY, T 74X F =Tz AP udld (FB—NV 227 4 Falb—T3
VE—LR) avry RTAR—=7MEINBRWVEIICT HITIE, uwdld =~ > FEFEHLET, udld
(= a4 Xalb—varyE—FR) avry FOREICRTHE, £RER— 377
ANRPSHNDE— N THDLEAICUDLD 25 4 E—7 MITDHI21E, ZDoa~<r KO no B EHEH
LET,

udld {enable | aggressive | disable}

no udld {enable | aggressive | disable}

BX DA

TIHILE

avY Rk E—F

enable BAEDA »H—T 2 A LTUDLD 24 3x—7/WZLET,

aggressive BEOA vV —T 2 A ALTT 7Ly 7 £ —RKUDLD %A X — 7 WIZLE
j‘o

disable HBEDA X —T 2 A A ETUDLD #5 4 ¥—7 /LI LET,

WT 7 AN A B —T A RF, 7 B—r307 udld (enable F 7213 aggressive) T~ ROIRRED
2, A F—T %Y £9, UDLD BT 4 =T VDL, 7 7 A RNUSNDA v H—T = A A
(S Sl Vit A S/l 2

Ao H—T A AT 4 Fal—g

ATy NERE

FREDIEFRE

)1Jj—2 EEAR

12.1(82)EW Z DA~ B Catalyst 4500 &V — X 2 A » FIZHEASILE LT,

Ty VT B= RPA F—TNTHEGEAE, K hOTRTOIA NPT RAYA R T2 =R
FIHRH T = — XPIZHIREINIC 25 & UDLD IR 7 7 v 7 — o A HE LT, RS
NIZR DR B D RANREERIL, V2 nbDAvE—Y LA UVRREDOE AT, R—
Fevyy b XU LIS ELET,

mnD@%@%ﬁﬂﬂﬂwﬁuMdm%kZva’ELKU UDLD %37 7 A LSO FR—
TT 4B —T7 M T 5120, 7 7 A /73 R— FZ% LT no udld enable =~ > RZfEH L £ 4,

7\11—/*‘11/@ udld (enable F 721% aggressive) 2~ NOREL EEEXTAHIZE, BT 7 A/ F—

(2%t L C udld aggressive =~ > RAAlH L £9, Z DREZHIBR L T UDLD O A r— 7 /LKIZH
?5%@%7D*AwﬁuMdﬂV/F [ZIRL72D, UDLD &)t 7 7 A NUANADHE— M TT 4 &—
TMZT DL, 77 A3 F— M L Tno &AL ET,

disable ¥ — UV — RIZ. 7 7 A XN H— FTOHYFR— I TWET, ZOREZHIFRL CT.UDLD
OFEIZ udld (Fa— L ar 74Xzl —vary E—FK) avr FIZETICE. Z0a~<wr R
D no X EHEHLET,

R—= BT 7 AR P—=EINENT 7 ANRUSNDOR— M, FIEFOHICEESNEZEAETH,

TS5 N T =D VT NI 2T L5 TEY2a—LELITIGBIC(XEIEY N A X —T xR 2
UR—=Z) OEBERBEEINDTZ0, TRTORENPHERF SN E T,

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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1

BEa<T R

udld ({8 —J14R2av74FaL—>avE—FK) B

wIZ, BfEO 7 a— 307 udld (ZFua—N)0 a7 4 ¥ 21— gy —R) BECEZRRL,
HFEDOR—F A F—T A ATUDLD #A X —7 T 5% %" LET,

Switch (config-if)# udld enable
Switch (config-if)#

WIZ, BFED 7 B —s3L 7 udld (enable F721% aggressive) X EICfR72<, EEDOF— bk A~
B—T 2 A ALTT 7Ly 7 F—RUDLD & A X — 7 MCT 561% R LET,

Switch (config-if)# udld aggressive
Switch (config-if)#

Iz, BAEO 7o — 7 udld (ZFa—~ 0 ary 74 Falb—vay B—FR) RECEFERL,
TRTCOKTFANRNR—F AL HZ—T 2 ATUDLD T 4 B—7NICT B0 ZRLET,

Switch (config-if)# udld disable
Switch (config-if)#

show udld
wdld (Fe—Lary7 4 F¥a2b—v gy F—NR)

| OL-6661-01-J
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W udid reset

udld reset

Ty v b Z U REED 9T UniDirectional Link Detection Protocol (UDLD; EE—J51f Y o 7 #i )
R—=rZ2Uty b+5120%, udldreset =~ REEH L £,

udld reset

BX DA Zoawr RZiE, ¥F—U— RELEIEKIH Y FHA,
TI+ILE Zoawy RIZT 740 FREIZH Y FE A,

avY K E—F A F—7 L EXEC

av Yy FEE )1y—= EEHNE

12.1(8a)EW D3~ KA Catalyst 4500 U — X A v FIZEAINE LT,

FRALEDFESFE UDLD DA Z—TxA A AT 4 Fal—alrBDELAX—TILOEE, ZhbDFR— T
UDLD OFFEITZHBE L E T, JRBZBIESN T2 WS MO DOBEEICI Y R — MRV v >
NFDUTBHRIERDHY FET,

udld reset =~ > REfHT5L, T 7 4y 73R - baFO@ERTE L9220 £, AN
=7 U —, Port Aggregation Protocol (PAgP; " — hEX)~ & k =)L), Dynamic Trunking Protocol
(DTP) 72 &, ZOMODEENA F—T L THLEA, b OMERITEE LBV KEL £

451l WIZ, UDLDIZE > Tovvy ¥ ENETRTOR— 2ty FT2012RLET,
Switch# udld reset
Switch#

BEEaT R show udld

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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unidirectional W

unidirectional

AH—T2AALTIT 7 4 v 7 OHE—FHHEE GEEEITZE) 2172851, /v 7ay
XU XFHEY M A —YRy b FA— FEFEET HIZIE, unidirectional =~ > REFEHLET, B
—HBEET A= M T A2, Z0a<wry RO no BRNEHEHLET,

unidirectional {receive-only | send-only}

no unidirectional {receive-only | send-only}

BX DA

TI4ILE

ATV R E—FR

receive-only SZEOHREITI IHIHEELET,
send-only EEOHRELTY KOICHEELET,
F 4= TT,

AH—T oA A AT fFal—vay

avY FERE

FREDIEEE

1

BAEa< >R

JU—2R EENE
12.1(13)EW Z D3~ R Catalyst 4500 &) — X AL » FICHEASNE LT,

RN—FDBE—FWmE—R&2 A X—TNWIZT5H &, "— bk ET UniDirectional Link Detection Protocol
(UDLD; &~ v 7 i) BNEHBMNICT 4t —7 0 £9, B—HmJ 72k Txy
MO =A== TV ) — =T RNEELRNWE DL, FEICTRETALERDHD 7,

WIZ, A B —7 = A X gigabitethernetl/1 Tr T 7 4 v 7 ZH—FRTRET DL ITRET 561
AR LET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet 1/1
Switch(config-if)# unidirectional receive-only
Switch(config-if)# end

Switch#

show interfaces switchport

| OL-6661-01-J
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W username

username
2—YPZIHESLFRIE AT DN T HI21E, username =~ K& L E9,
username name secret {0 | 5} password
WX D5 name =—#Da—+#ID TF,
secret 0 | 5 PO AT LEH/ELET, ADEITL 0 (BEHEOT XX MIKEL
W) BLOS (EBROTFA MIMDS ¥4 7 72k FNEEH L
THElbaind) T,
password 2—YPDONRAT— R TT,
T4+ D—PHIIES S BIEY AT LI SN EF A,
AV kK E—F Jua—nN)ar7 4 Fal—ay
av Yy FERE )1)—= EEAR
12.1(82)EW Z DA~ B Catalyst 4500 &V — X 2 A » FIZHASILE LT,

ERLEDFESEIE Zoavy FEEHT L BESN 2 —FAITH L THEEASRA T =R X2 U7 0 BNA 3—7
MR FF, £lo, /XA T — RO MDS5 B 7B AL A X —T 72 0 £9, MD5 71 72k,
i EE A FTRE 7258 ) 725 75{b 5 CJ°, Challenge Handshake Authentication Protocol (CHAP) 72 &2
U7 7HAS NRAV—FagELET 57 m bars MD5S #2022 LidTEEtA,

Zoa=y N, R P OPBERA— PR ERT DL TEEY, L2, A
AT — PSRBT, 2a—FE2RHOFERY — A HR T 5 linfo] 2—PHEZERTEET,

username =< X, 2 —VHHIE, BLUOn 7 A VEHD secret 3REEA AL L £,
name BIEIIRETEX 2D, 1 T— FDOHRTY, A=A HFIIEHTE A,
H—ao—Ho47 v a E2HETHHEE. B0 username =~ REfEH T 9,

username =~ > KOFEAMZ DWW TIE, [Cisco I0S Command Referencell % 2L TL 72 &0,

151 wic, 2—%4 (xena) D/3NATU— K (warrior) |2 MD5 2t 28 ET A%~ LE1,

Switch(config)# username xena secret 5 warrior
Switch (config)#

BEEa<v R enable password (Cisco IOS D~ == 7 )L % &)
enable secret (Cisco I0S D~ == 7 /L% 5 M)
username (Cisco [0S D~ == 7 /L& E )

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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verify W

verify
T7T9va AFRY TrAIN VAT LADT 7 ANDF = v 7Y LEMHERTHITIE, verify 2~ F
AR LET,
verify [/mdS] [flash-filesystem:] [filename] [expected-md5-signature)
BX DA /md5 (L&) MDS v/ =F v &8 L£7,
Sflash-filesystem: UEE) 77 vva AT Y RBEH I EETT, H2MEE bootflash:,
slot0:, flash:, 7213 sup-bootflash: T3,
filename (fEE) CiscoI0S A A=Y DARITT,
expected-md5-signature (LE) MD5 > 7 =F % T9,
T4 BUEEE L COh D ENEE SN ET,

AU R E—FR

A F*—7 )L EXEC

OV FERE

ERLDEEEE

)1y—= EENA
12.1(8a)EW Z O3~ KA Catalyst 4500 V) — X AL v FIZEAINE LT,

TAATIEBEENTZE Y T T 2T A A=V TR A A—VREOT = 7 A0 1 SRS
FT, 2OF 2w 7V ARFRINDIDIZ, A A—VNT7Tvia AEVIZa—INEZHEDH
QN

TART DA A—VIZEFEN TS Readme 7 7 A /VIZIE, 4 A—V D4R, 77 ANV T A X B
FOF 2w 7 ARMEINTWET, Readme 7 7 A VONEBEZFER L THDH, HTLWA A=
Du— FREMETS>TLIEEN, 20X T5HE, Readme 7 7 A VET T v a A€ FT-
I —Nza— LRI, Ty /7 V2R TEET,

T 7 ANDMDS VI =F v BEHT ORI, 2OV =F ¥ 2RI DL, verify /md5 2~
REFEALET, Z0a~vr NE, FCHE SN MDS v 7 =F v &, Z0avr RZEoT
HEESN-  V=F v 2 LT, at—SNET7 7 A LVO—EMEBIELET, 2 5D MD5 &
T=F ¥y’ —HTHHEE, a—SN=7 7 A VEFTEOT 7 AV ERILTT,

Cisco.com X—U T, A A—U L b, AHENZMDS V7 =F ¥y 2B TEET,
verify /md5 =~ > Fid, IROWTINOFETHMATE £,

o verify /mdS5 filename 2~ K& AJJL T, MD5 v/ =F v 2 TFEICHER L E T,
TRINTZV T =F v %, Cisco.com ~—VIZAMIN/TZMDS v 7 =F v Lt L E,

| OL-6661-01-J
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W verify
 verify /md5 {flash-filesystem:filename} {expected-md5-signature} 2~ R& ANJJL T, ¥ AT LN
MD5 7 =F ¥ Z i T& 5 L HICLET,
R T T DL, EREAA v E—VUNRRARINET, =T —DRHINZEAIE. RO K
DM FERESNET,
Switch# verify /md5 slot0O:c4-jsv-mz Of
e i.l...........Dome:
$Error verifying slot0O:c4-jsv-mz
Computed signature = 0£369ed9e98756£179d4f29d6e7755d3
Submitted signature = 0f
7T vva AT ONEEFERTDHITIE, showflash 2~ FZAHNLET, 7Fvia AEVD
WEY ZMZE, 7 7ANDF =y 7V LTEENET A, A A—VET7 Ty va AEVIC
E—L7ehé T A A—VOF =y 7 h2EHmitE LD, BT 5561, verify =¥ FE A
jjl_/i‘a_o
EEEZRELEZb LI, oy () ZANTILERSY 77,
£l WIZ, verify 2~ REfHT 202 RLET,
Switch# verify cat6k r47_ 1.cbi
File cat6k_rd7 1.cbi verified oK.
Switch#
WIZ, MD5 v 7 =F ¥ #FHTF = v 7 T 262" LET,
Switch# verify /md5 c4-jsv-mz
... .ponei
verify /md5 (slotO:c4-jsv-mz) = 0£369ed9e98756£179d4£f29d6e7755d3
Switch#
WIZ, VAT LPMDS 7 =F ¥ 2 TE 5 X512 T H6l2RLET,
Switch# verify /md5 slot0O:c4-jsv-mz 0£369ed9e98756£179d4£29d6e7755d3
... .ponei
verified /md5 (slot0O:c6supl2-jsv-mz) = 0£369ed9e98756£179d4£29d6e7755d3
Switch#
FElc=Icd VN show file system (75 v 32 77 A/ 2T L) (CiscolOS D~ =7 )V &ZH)

show flash (Cisco I0S O~ == 7 /L% &)

Catalyst 4500 ') —X X4 v F CiscolOS AXV F YI7L VX
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vlan (VLAN F—4~R—x £—F) N

vlan (VLAN 5 —# ~X— X F£— R)

ErED VLAN ({RAB LAN) #ZRET AI21E, vlan 2~ > REHH L EJ, VLAN 28I 512,
Zoavw RO no JEXREHEHLET,

vlan vian_id [are hops] [backupcrf mode] [bridge type | bridge-num] [media type] [mtu mtu-size]
[name vian-name] [parent parent-vlan-id) [ring ring-number] [said said-value] [state {suspend |
active}] [stp type #ype] [tb-vlan1 tb-viani-id] [tb-vlan2 tb-vian2-id]

no vlan vian

BX DA vian_id VLAN OF 5T, AEMEIT 1 ~ 4,094 TH,

are hops (fEE) BLED VLAN @ All Route Explorer 7 v 7O KE & E L F7,
AENMEIZ 0~ 13 CTF, HEHEELRNWE, 0 MEHIET,

backuperf mode (&) VLAN ®/\v 7 7 7 Concentrator Relay Function (CRF; =2 > &
Yh—% U L—HH8) E— REA RX—TNERIET =TI LE
T, A%WEIT enable 33 L OF disable T,

bridge nype (EE) VLAN D7 Y » DU T 72137 ) v PO ID F oz fRE L £
T, type DEMHEIL srb B L W srt T,

bridge num (&) bridge num OANHEIL 0 ~ 15 TT,

media fype (EE) VLAN DAT 47 ¥4 T xIEELE T, AZEIL fast ethernet,
fd-net, fddi, trerf, 35 X O trbrf T9,

mtu miu-size (f£&) VLAN M ©T% % Maximum Transmission Unit (MTU; fx Ki&
¥a=v b)) A FTRLEZ Y N A X)) 2RELET, AME
1% 576 ~ 18,190 T,

name v/an-name (fEE) VLAN 4R E LTHEHASNDTI AN AN U IR ERLE
T (1 ~32XF),

parent parent-vian-id (f£#&) Fiber Distributed Data Interface (FDDI) ®# VLAN 721X h—7~
V724 FVLANDIDESERE L E T, AMEIZ2~ 1,001 TT,

ring ring-number ({£E) FDDI /21X b —2 > V7% A7 VLAN OV > V&G EIRE
LET, A2EIZ2 ~ 1,001 TT,

said said-value (&) Security Association Identifier (SAID) ##8E L ¥9, AZMEIT 1
~ 4,294,967,294 T,

state ({EE) VLAN OREEAfREL £7,

suspend VLAN OREEZ —FHEILIZT A L I EL I, —FHEIRRED
VLAN i, /37> hEEZE L EEA,

active VLAN OIREET 77 4 7125 L5 IHEELE T,

stp type type (fE&) Spanning-Tree Protocol (STP; A/X=> 7Y — Fu hajn) X
A TEEELET, AME ieee. ibm, 35K auto T,

tb-vlanl tb-vianl-id ({EE) HED VLAN OGO k7 > A L—3 2 F /L VLAN O ID &=
ZRRELET, AMEILX 2 ~ 1,001 T, EEHETLRNE, 0 2MEH
SNnET,

tb-vlan2 tb-vian2-id (&) BED VLAN D2 FEHD 5 A L—3 551 VLAN @ ID &
FAERBELET, AMEIZ2 ~ 1,001 TT, [EEEELRNE, 0 M
HAanEd,
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WM vian (VLAN F—4~R—Z £—FK)

T4 T 7 4V MEREITIRD L0 TT,
¢ VLAN 4 — [VLANxxxx|, [xxxx] IZ, VLANID %525 L\ 4 T3l (E1T0 281 %
KLET,
e AT 47T XA — fast ethernet
o AT —HA_TIT 4T
e SAID fE — 100,000 (Z VLAN ID &5 % Il 2 7-f&
o MTU %A X —F 74+ /b MEIX, VLAN % 4 FIC Lo TRV £77,

—  fddi — 1,500
— trerf — 1,500 (V2 34 X —T NV TRWEE) £720134,472 (V2 34 2 —T7 VDOEFE)
—  fd-net — 1,500

—  trbrf — 1,500 (V2 23 A R—=T /L TRWGE) £72134472 (V2 31 X —T IV DEH)
s VI IUFE S —HERL
s TV UES —ERL
e BVLAN —4RER L
e STP¥A 7 —gEMRL
e I AL—5F 7Y v VLAN —HER L

AT R E—FK VLAN 227 4 Falb—i g
av Y FEE J1)—2= EERNE
12.1(8a)EW D= KA Catalyst 4500 > ) — R 21 v FIZEASNE LTz,

FEALOEESIE  VLAN I AT A =X IHMRICRESNTNT, ZETEEEA,
vian-name % E3%T DAL, HEH R AL VNTEOLRTE T 2 HERH Y £5,
SAID (% 802.10 IZFCH SN TWE T no A Z T2 &L . VLAND SAIDIET 7 /L MTREY 7,
said-value % EFRT HHEITE. BERNAA VNTRBOARIEMNTHIMLERHY £,

bridge bridge-number 5180%, ~—27 vV 7Ry FEB L FDDI &~ b VLAN OSHOHEH L
£, hoX A 7D VLAN TiE, EHENET, no BX&HT 5L, VLAND Y —RZ/L— K 7
Vo DU TRBIET 740 MIRED £,

BLVLAN 2SHIB &5 5, £721E media % — 7 — K2 X > T VLAN % A 7 £ 72138 VLAN © VLAN
BATFNEREINT G, BVLANIZT 74V M2y FEanET,

th-vianl 3 X OV th-vian2 13, BED VLAN X A4 7D F T AL—3 aF /v 7 U v P VLAN Z R 7ET
DA LET, oA 7D VLAN TiL, HT&EEHA, FFAL—Sa b 70y
¥ VLAN (21, BEf2 7% VLAN L8722 VLAN Z A 7 ZHEETH2LERH Y £3, 2 20 VLAN
ERETIHAIE. TNENRLD VLAN ¥ A THBETLIHLENH Y £97,

hZ v AL—vaFb 71U v VLAN BHIBREN D2, F£721F media ¥ — 7 — RiZ X > T VLAN
A TERITNGTDH R T AL —gF L 7Y v VLAN @ VLAN % A 7N EFE SHT-HE.
roo2L—2a 707Uy VLANIZT 740 M2y FERET,
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1

BAEa< >R

vlan (VLAN F—4~R—x £—F) N

WIZ, LW VLAN T —F R_R—2|Z, TRTO/NRTA—FRNTFT 73/ hTHDH LV VLAN % B
¥z RrLET,

Switch(vlan)# vlan 2

VLAN DN CILFET 235HA L. WEBI TOIERA,

WIZ, FTLWVLAN ZBINL, AT 47 24 7B LOB VLANID F 5 3 2 E L., /T X —
ENRTRCT 74/ b ERDEDICEELZRET HHE2RLET,

Switch(vlan)# vlan 2 media fastethernet parent 3
VLAN 2 modified:

Media type FASTETHERNET

Parent VLAN 3

RIT, VLAN2 ZHIbRd 5612~ L ET,
Switch(vlan)# no vlan 2

Switch(vlan)#

W, MTU 234 2 A4 7OF 73V M2, hTF o ALb—aF L 70 w7 VLAN 25 7 4 /b
MZETHIZRLET,

Switch(vlan)# no vlan 2 mtu tb-vlanl tb-vlan2
Switch(vlan)#

show vlan
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M vian access-map

vlan access-map

VLAN (RFELAN) 727 A = v FZ2ERTH1-OD VLAN T 78 A~v v 7 o< K £— K&
W9 AIZIE, vian access-map 2~ REHERALET, v v U7 v —F R Eid~y T 2%
BB 212i%, Zoa~r RO ne BERAFHLE T,

vlan access-map name [seq# |

no vlan access-map name [seq# |

BX DA

TI4ILE

AU E—FR

name VLAN 77 B A~ v 7D X 7T,
seqit EE) ~v 7 Or—r  AFETT, AIMHEIL 0~ 65535 TT,

ZDavy RIZTF 74V bREEH Y £H A,

Ja—n) a7 4¥alb—g

O Y FERE

FREDIEEE

Ll

BAEa< >R

—2R EEAR
12.1(12c)EW Z D3~ RS Catalyst 4500 ¥ U — R AA v FICHEASIE LTz,

MlrD~ 7 =ADDY== U AFFE AT DI, VLAN 727 v A~ v 7 T — N fllh
LET, DTV ABFERHRELRWVWE, BEEVPAHNICHIY Y TONET, Fvy T v —F X
IZ1E, match 2 v FB L Waction 2~ REZNEIN 1 DTORETEES, V—F L 2AEF%E
F87E L 72\ T no vlan access-map name [seq#] 2~ REANTH L, ~ v 7EENHIBREINET,
VLAN 7 7t A< v 7 £— R&EBET L&, kOa~y RBEHATRRIZZR D 97,

o action —FfTTHT7 7 a L ERELET (forward F721% drop),

o default — A~ Ra&7 740 PREICELET,

e end— A7 4 Fal—TarET—FERKRTLET,

e exit—VLANT7 7R~y a7 4F¥al—varET—KRe&TLET,

e match— AT HEEAZRELET APT RLAEIIMAC[ AT 4 7 7 7 B AH#E] T KL R),
* no— IVY RERETHIN, FLEFT 74V MV EY FLET,

WIZ, VLAN 7 7 A~y 7 £— REBhT 2027 LET,

Switch(config)# vlan access-map cisco
Switch(config-access-map)#

match
show vlan access-map
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vlan database W

vlan database

BX Dk

i
i

T4

avUkE—F

VLAN ({E48 LAN) 2> 7 4 X2 b —3 a2 T— F&EBLET AI21E,. vlan database =2~ > R&{#
HALET,

vlan database

Zoa=wy FOEF—U— FEE51 58I 0 ¥ A,

ZDa<wy RIZT 74NV FREEXHY THA,

4 % —7 )L EXEC

avy FRERE J1y—= FHEHRANR
12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
FEAEDEERE VLAN 2074 Fal—var E— b, ROE DR VLAN 7 —F X—=2f{h N\ v 7 7 Ok
a<w s RIT7 78X TEET,
e abort —LZHEZWHALARNWT, E—RFEKTLET,
e apply —HEOEEZEMA LT, Ve Va rFErlmstEd,
e exit—AFEAFBWAL, VBV a UEFEHIMIE T, VLAN 2 7 4 Fal—Tary T— K%
KTLET,
e no— AV Y REGET DN, FET 74NV FERELET, AMEIT vian B X O vtp T,
o reset — HIIEOEFEEZHFEL T, BIEOT — X RXR—REFEF AT T,
e show — T — ¥ X—XEFEFRLFT,
e vlan — H— VLAN ([ZBEfHT S -E 2B, Bk, FRREEFTL2000 7 a<w 2 K
T ALET, vlan 7 a<r ROFEMIZOWTIL, vlan (VLAN 5—Z R_R— 2 £—R) =
< REZRLTIEIN,
e vtp — VLAN Trunk Protocol (VTP;VLAN k7 > 7 7u b 2L) FHEIEEZ RITT 57200V 7
av U RIZTZ78ALET, vip V7 a3~ ROFEHIZOWTIL, vip client =<2 REZHML
TLTEEW,
151 wIZ, VLAN 2 7 A Fal—v gy B— REHGETHZRLET,
Switch# vlan database
Switch (vlan) #
WIZ, VLAN 27 4 Fa2b—va = RFROHBAIZ, BEEZEHLARWT VLAN 27 %=
L—ary = R TT50E2RLET,
Switch(vlan)# abort
Aborting....
Switch#
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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Wl vian database

WIZ, VLAN 27 4 ¥ aLb— g v B— ROEAIZ, VLAN ZHIBR+T 2042~ 1L E1,

Switch(vlan)# no vlan 100
Deleting VLAN 100...
Switch(vlan)#

WIZ, VLAN I 7 4 Xal—ay B— ROBAIZ, IA—=2 7 %4 7127 50% R~ LET,

Switch(vlan)# no vtp pruning
Pruning switched OFF
Switch(vlan)#

BEa<TU R show vlan
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vlan dot1q tag native W

vlan dotlq tag native

BX DA

TIHILE

Ok E—F

TRTD802.1Q b T 7 IR— M THRAT 47 VLAN (AL LAN) 7L —2bDXX L T oA 3 —7T
VZT %IZIE, vlan dotlq tag native =~ AL ET, X147 17 VLAN 7L —LDZ F
TETF 4 =T NMIT BT, ZDavy Rone JERAHHLET,

vlan dotlq tag native
no vlan dotlq tag native
Zoavy FEF—U— FERIFFIEETH Y FH A,

802.1Q XA 7 4 7 VLAN ¥ ¥ 7|37 4 B—T7 LT,

Jua—)L a7 4 F¥alb—g

ATy NERE

HREDIEFRE

1

BEa<T R

1) —2 EERE
12.2(18)EW Z D3~ R3 Catalyst 4500 2 ) — 2 24 v FICHASE LT,

A F—TNDOEEIFE. K= FDFRA T 4 7 VLAN X X2 I RIRICT 4 E—7 MR ESH T
RVRY . FTRTD 802.1Q b T 7 AR— MW BHATHRAT 47 VLAN X7y N33 X JAHIT &S
nEJ,

T A —TNOEAE, TRTD802.1Q T2 R— BT D417 47 VLAN 237 v Mt
27T S ER A,

Zoawr RiE, 802.1Q o RV v 7 L —RIZHERTEET, ZOMIEIR, F—E X Tr (7 —
Fy NIT—=7DxyY ALy FTEHIEL, VLAN-in-VLAN BJgafifi L, # 7ff& " ry haX
T T5Z ETVLAN AR—RAEPGRLET, —ERX o/ —xy hT—7~XF vy |
ZEMTHITE, 802.1Q F T R—FEMHT OLENRHD ET, 1L, Y—EX Fr g
F— Ry NU—=7Dar7wzRm$ 537y M, 802.1Q NT7 v 7 ECHEsnsZebdH 0 £7,
802.1Q 77 DXAT 47 VLAN BRI LAAL v F LD MRV 7 R— DA T 47 VLAN
=BT 2856, X147 47 VLAN LD N7 7 4w 7FEENT 7 A— M TIEF 7P E
YFh, ZOa<wr RiE, §3TD802.1Q hF7 v R— b+ EDOFRA T 47 VLAN /37 v N3 K T4+
JEND LD ITHRIEL £,

WIZ, FAT 47 VLAN 7 L—AD 802.1Q ¥ X2 T A F—T WL, REEZWIET H61% R~ L
ES

Switch# config terminal

Switch (config)# vlan dotlg tag native
Switch (config)# end

Switch# show vlan dotlg tag native
dotlg native vlan tagging is enabled

switchport private-vlan trunk native vlan tag
switchport trunk
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W vian filter

vlan filter

VLAN ((F#B LAN) 77t R <o 7 Z#HAT 5120, vilan filter =~ FE2#EH L £9, VLAN F
FIdA v B —T 2 A ANSB VLAN T 7B A =y F2EETHITIE, ZDa<w 2 RO no A2
LET,

vlan filter map-name {vlan-list vian-list}

no vlan filter map-name {vlan-list [vian-list]}

BX DA

TIHILE

avrvkE—F

map-name VLAN 7 7t A=y DR 7T,
vlan-list vian-list VLAN U A FEEELET, AEICO WL, A LEOEESHE] %
SR LT EEN,

ZDa<wy RIZT 74NV FREEXH Y THA,

Jua—)L a7 4 ¥alb—g

avy FER

FREDIEFEE

1

UY—2 EENE
12.1(12¢)EW Z D~ K78 Catalyst 4500 &V — X A4 v FITEASE LT,

VLAN 7 7 & A = v 7T action 2~ RERETHHEIE. WOSITHFEBRELTLEEN,

e VLANT 7t =y 73, 1 oF-13EHD VLAN ICEHTX £,

o vian-list’X7 A —H|ZIFHE—® VLANID,VLANID U X bk, % 721 VLAN ID #iPH (vian-id-vian-id)
ERETEET, ko= NIiEnNg 7y (1) £y~ () TREY E9,

o A VLANIZIZ, VLANT 7R~y 7% | D TwmATEE 1,

ZDa<y RO no X E AT D5E. vian-list 37 A—XDANITEETT (Z7ZL, F—U—
R vian-list (XIMZETT) o vian-list /37 A—F & ANTJL7RNE | map-name DEHINDTXTD
VLAN 75 VACL 3HIBR & E T,

WIZ, VLAN7 ~9|ZVLAN 7 7t A v~ v 7 &i#EHAT 262 R LET,

Switch(config)# vlan filter ganymede vlan-list 7-9
Switch (config) #
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vlan internal allocation policy W

vlan internal allocation policy

P VLAN ({548 LAN) #I0 4CFH JC’% % ET 5 1Z1Z, vlan internal allocation policy =~ > R & fii
MLET, 774V FOREICRTIIE, Z0a~vy RO no JEREZHEH L ET,

vlan internal allocation policy {ascending | descending}

no vlan internal allocation policy

BX D

i
i

ascending PN VLAN % 1,006 ~ 4,094 [ZE| 0 ¥ TH X HFELET,

T4 b

avykE—F

descending NEE VLAN % 4,094 ~ 1,006 [ZEI0 ¥ TH L H9FELET,

7 7 A4 /V M ascending F V4 T HATT,

Ja—)ar7 4 ¥al— gy EF—F

avY FERE

FERLDIEFEE

il

BAEa< kR

)1)—=R EERNE
12.1(19)EW Z D= KA Catalyst 4500 > ) — X A4 w FIZHASNE LTz,

PEL VLAN E| 0 2 Tix, 1,006 2B DFNE, H AT 4,094 05 OEIEE 725 L HICHRETEET,

N VLAN B L "= — P EFE VLAN (L, 1,006 ~ 4,094 ® VLAN Z_X—2Z2HEHFLET, 2hbHD
A= ZADEN Y B TIE, RIHEESNTELOE RIS LWHIRY —RNMEHINET,

vlan internal allocation policy =~ > FZfEHT 25 &, W VLAN OFID Y CTHMERETEET,

VAT LEENFIZ, startup-config 7 7 A VN OBEREIC LB 72N VLAN DM EI D ¥ ToHLE
T, RIZ, startup-config 7 7 A VD —HEXE VLAN DX E SN E T, BEFOWNHE VLAN &t
AﬁéVMN% RET D & NS VLAN 2 S VTR ATEEIC 72 5 £ T, &RE S 472 VLAN [
EERERIREEIZ 2 0 £7,

writtmem 2 <> REZAN LTV B—REITH & A— b v X=X CIIEREINTLHY B TH
ANRFEHINET,

Iz, NS VLAN B0 B TRY > —& LT, VLAN ZRIEIZHRTT 502~ LET,

Switch(config)# vlan internal allocation policy descending
Switch (config)#

show vlan internal usage
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W vmps reconfirm (Y 0—/\)L a7 4Fal—ay)

vmps reconfirm (/v — L a7 4 FXFalb— 3 Y)

VLAN Query Protocol (VQP) 7 74 7 > N OFHERA > ¥ — )V EIEH 3 HIZI1E, vmps reconfirm
Ay ReHLES, 7740 POREICETICIE, Z0a<wy RO no JEAZMEM L ET,
vmps reconfirm interval

no vmps reconfirm

BX DA interval X A4F 3> 7 VLAN (AR LAN) #1024 Cx FBfERd 57292, VLAN
Membership Policy Server (VMPS;VLAN A L /N—3 w7 7R — H—) [T
fVEOE LM TY, A2MEIE 1~ 1204 TY,

FI4I bk FRERA o Z—73013 60 43 T,

avykE—FK Ju—\) a7 4 FXal—g

av Y FBE Jyy—= EERNE
12.1(13)EW Z D= KA Catalyst 4500 > ) — X A4 w FIZHASNE LTz,

151 WIZ, VQP 7 T A TV R 2002814 A4FT v 27 VLAN = R ZHERTHLHICHET D
FiEERLET,

Switch(config)# vmps reconfirm 20
Switch (config) #

show vmps =~ > K% AJ) LT, [Reconfirm Interval | {TZ -5 Z L2k V| BHEEMRTETET,

E&Ea< >k show vmps
vmps reconfirm (A X —7 /L EXEC)
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vmps reconfirm (1 *— 7L EXEc) M

vmps reconfirm (- f—7 /L EXEC)

BX DA

TIHILE

Ok E—F

VLAN Query Protocol (VQP) 77 = U % 7725|2515 L, VLAN Membership Policy Server (VMPS;VLAN
AUN—=vy T RY) = =) ZERALTTXTOXAF I v 7 VLAN (48 LAN) #I0 4T
Z MR T 5121, vmps reconfirm 2~ > N&fHH L E7,

vmps reconfirm

Zoa<wy ROEF—U— FERE51IIH D EA,

ZDa<wr RIZT 74NV FREEXH Y A,

A %—7 )L EXEC

ATy NERE

FREDIEFRE

Ll

BAEa< R

J1y—=x EEAR
12.1(13)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,

show vmps =~ > K% AJJ L T, [Reconfirmation Status] &7 3/ = > [VMPS Action] 1T & 7{~5 =
LIk, REZHRTEET, showvmps 2~ Rk, FHERY A ~—OHRMOIN-FEE, *
7213 vmps reconfirm =~ > KOATTOWT NI LY I BRICEID Y CTOFMER IR E2FER
LET,

WIZ, VQP 7 =V % VMPS ~=12BICEE+ 5 Hika R LE T,

Switch# vmps reconfirm
Switch#

show vmps
vmps reconfirm (Fa—/L a7 4 X¥al—T g )
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M vmps retry
vmps retry
VLAN Query Protocol (VQP) 7 A 7 2 hDOH— T L OFFATREENEZ R ET HI2I%, vmps retry
avr FEFRLET, 7740 POREICETITIE, Z0a<y RO no JEAZMA L £,
vmps retry count
no vmps retry
BXDEA count UARNORDH—NICBETHETIZ, 7747 > bA VLAN Membership
Policy Server (VMPS;VLAN 2 > 3—3 w7 R Y vr— B —) [ZfWE b E
HHEETY, AT 1~ 10 [T,
T7AIE HRRATIEEL 3 T,

avrkE—F

Ja— ) ary7 4 X¥al—igv

avY RERE

FERLDIEFRE

il

BAEa< R

)1)—= EERNE
12.1(13)EW Z D= KA Catalyst 4500 > ) — X A4 w FIZHASNE LTz,

show vmps =~ > K% AF1 L, [Server Retry Count] ITORNEEHRDHZ LIk, RTEEHRT
TET,

wIZ, BT E T EICRETS 2 T2 R LET,

Switch(config)# vmps retry 7

show vmps
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vmps server .

vimps se€rver

72 4 <Y VLAN Membership Policy Server (VMPS;VLAN A > /3—3 w7 ARY o— H—n) BX
CEKRIBEDED A HY = "ERET HITIEL, vmps server 2~ REfEHLET, VMPS +—
NEHIET A, Z0a<wr RonBREFEALET,

vmps server ipaddress [primary]

no vmps server ipaddress

BXDEREA

T4

avyvkE—F

ipaddress TIA<VBIOEIZY VMPS =D [P 7 RLAETIIH A ML T
T, KA M EIRET 5546 121%, Domain Name System (DNS; KA A > % —
D VAT L) P=NEREL TSN,

primary {EE) T T7A~V D FUDEL LD VMPS b — & ET DD &R
FLET,

TIA =V ERITE I XY VMPS —NEIEHZEINTHERE A,

Ja— )L ary7 4 X¥al—ig v

IV RERE

HEREDIEFRE

)1y—= EERNE
12.1(4)EAL Zoawy RREAINE L,

primary ¥— U — KRR AN ENTHWEE I ICBEL LT, HUICAN SN — "R EHBERNICT
FA =Y F—=RLELTGERENET, YOI —1"DT FL AL, %0~ KT primary %21
MLTEEETEET,

JTAE AT 4 Fal—2alDAN— AL v TIZIP T RVABBEEIN TV RWES, 7
TABNEZED A N — AL v FITRE SN VMPS —REEHLEHEA, ZONRDY, 7T A
ZiZa~v R AL vFOVMPS B—_ZfH L, a2 F AL v FIXVMPS RO T m X L7
DET, VMPS h—iX, VIRFZEZH A v FLLTH, a7 R ALy FDIPT RLR
R L CERIZEE LET,

ipaddress ZIEERETIZ, Z0Oa~vr RO ne BERXEFEHT L L, TRTOREFAT—SPHIKRS
NET, 44139777 A K=" BGFEETIHECTXTOV—"ZHIRTLE, A vT
X, VMPSIZIRETX <20, ZNHDOFR—FTIEHH LWEE LN LD v hafiRE T 72 <
R0 FET,

show vmps =~ > K% AJ1 L C. [VMPS Domain Server] {TTONKEE TIN5 Z L2k V| FIE &R
TEET,
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W vmps server

151 WIZJIP T FL A 191.1049.20 DY — "% 7T 4~ VMPS r— L LTEET D HEEZRLET,
IP7 FL A 191.10.49.21 3 L TN 191.10.49.22 DY — K, EAH XY =L LTRESNET,

Switch
Switch
Switch
Switch

config)# vmps server 191.10.49.20 primary
config)# vmps server 191.10.49.21
config)# vmps server 191.10.49.22
config) #

wIZ, IP 7 R LA 191.10.49.21 DY —_ZHIFRT 5 HikE R LE9,

Switch(config)# no vmps server 191.10.49.21
Switch (config)#

BEavY R show vmps
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vtp (FO—\LavT7sF¥alL—varE—Fr) M

vip (Ze—rv ar 74 Fal—vay £—F)

VLAN Trunk Protocol (VIP; VLAN 7> 27 FYrm hajl) a7 4Fal—ya AL —Y 77
ANGBEERTDHITIE, vtp 2~ REHEALET, 77 A NVEAE2HEETDIICE. Z0a~vr Fo
no B AEMHFEHLET,

vtp {{file filename} | {if-id name}}
no vtp {{file filename} | {if-id name}}

BX DA

T4

avUkE—F

file filename VIP 227 4 ¥ = L— a »&R{FT 5 I0S File System (IFS; 10S 7 7 A /b
VAT L) TrANVERELET,
if-id name BUEDRERBD VIP 7 v 77 —4% ID 2354 L ¥ —T =2 A AL ZHEL

£4, ZZC. if-id name 1. 255 LFLLF D ASCIL A VU > 7T,

F 4 E—7 LT,

Jua—)L a7 4 ¥alb—g

av Y FERE Jy—2x EHEAR
12.1(82)EW Z D= B Catalyst 4500 2V — X 2 A » FIZHEASILE LT,
FRALDFEETE HLVT—F¥X—2%o— T35 vipfile 2~ REHEHTEEHA, Z0a~wr FEHEH
TELDE, BFET =2 R—=APBHENTND 7 7 A VOARTEEET 2HBEDHTT,
vtp if-id 2~ RE2EHT DL, BUEOREED VIP 7 v 75 —4% ID 2+ 5/ v 4 —T7 = A
HERETEET, VIP 7y 77 —HE, *v MU =724 LT VLAN ({48 LAN) #3800, Hl
bR, T EE LY, VAT LOMOEFICELTNELZENT D VIP 7y 77 —2% ) A4
Ul T,
Ll WIZ, VIP 207 4 X ab—va VERIETHIFS 77 AV Y AT A 77 A VERET 50 % 7~
LET,
Switch(config)# vtp file vtpconfig
Setting device to store VLAN database at filename vtpconfig.
Switch (config) #
W, VIP 7 v 77 =% 1D &gl o4 v ¥ —T = A AR ERET HHERLET,
Switch(config)# vtp if-id fastethernet
Switch (config)#
BEa<v> K show vtp
Catalyst 4500 ') —X X4 v F Ciscol0OS AX Y F YIT7L X
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M vtp client

vtp client

BX DA

TI4IL b

Ok E—F

dE1E % VLAN Trunk Protocol (VIP;VLAN K> 7 Za bhan) 77472 b — RT3,
vtp client =~ > FZEH LET, VIP b — N E— FIZETIE, ZOa~ > RO ne JEAELH L
i‘ﬁ—o

vtp client

no vtp client

Zpawy RZEF—U— FERE515TH D ¥A,

F =7 LT,

VLANZ V7 4 FXalb—T g

ATy NERE

FREDIEFRE

Ll

)1)—= EERNE
12.1(8a)EW Z D= RS Catalyst 4500 > ) — X A4 » FIZHASNE LTz,

ZEMUMAAL TN ITAT > N F—ROEE, 77947 AL v FIFAEHFDa YT 4 F a2 b—
VarvEERLC, =0 ar7 4 Xal—varEERNLET, 94T N E—FDAL v
FNH DAL, VIP £721% VLAN (A8 LAN) 207 4 X2l —3 g T2 T _RTOER
Z., P—NE—FRDAAL vF ETITHoTLEE,

vip server 1> FIE, 45407 4 72 b B KOAVEAILT 7 — 2 EE ARV AZRE , novip
client =1 > ¢ & Bt U T,

WIZ, #EEEZ VTP 7 74T h F— RIZT 50 & RLET,

Switch(vlan-config)# vtp client
Switch(vlan-config)#

show vtp
vip (Fa—rvarz4F¥al— gy EF—F)
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vtp domain W

vtp domain

EEOEH R AL A4 EZRTT DI, vip domain 2~ F&EEHLE T,

vtp domain domain-name

BX DA

TI4ILE

ATV R E—FR

domain-name KA A 4 TT,

ZDavwr RZTF 74V bREEH Y £ A,

VLAN 227 4 F¥alb—ay

OV FERE

FRAEDIEFEE

Ll

BAEa< >R

—2R EEAR
12.1(8a)EW Z D3~ K78 Catalyst 4500 ~ U — R AL v FIZHEAIE LTz,

domain-name % EFHZT DI RLFLE/NLFEEINT D 1 ~32 LFD AL 2 &EFBELTL
7230,

VLAN Trunk Protocol (VIP;VLAN hZ 27 Zm ha)L) 7 RARZ A X&EETHRIIC, FAAL Y
HEBDRETIHILEND Y 1,

RAAL VB EBELRVEASTYH, BIERNT X THOEZEDOFRE— MIEFO VTP = U — /%
o NRERETDHE, EEIIFEFFEHRAAL L AT — TR 72D F9,

EL, Y~V — Xy b RAAS UV ESZITRD E, a7 4Fa2b—vary JEva &
oz ky bLET, HEEH R AL RETARL o2 35E 1L, NVRAM (CR#EEZME RAM) %
HELTIE—RLARWRY, BEEHANTLIIICHET LI LITTEEEA,

WIZ, HEEOBEH R AL U EARETDHHEZRLET,

Switch(vlan-config)# vtp domain DomainChandon
Switch(vlan-config) #

show vtp
vtp (Fe— b ary7 o X¥al—v gy E—F)
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W vtp password

vtp password

VLAN Trunk Protocol (VIP;VLAN FZ 7 ' hajl) RAA 2 RAT— REERT HIZIE, vip
password 2~ RZEH L ET, NAT— RZHIRTHICIE. Z0a~v 2 FOnoEREZHEH L ET,

vtp password password-value

no vtp password

WX D5 password-value WEROEI A A 2 %R | ~ 32 CF0 ASCIL A LU > /¢,
TI+ILE F 4 =T NTT,
avY Rk E—F VLAN 2> 7 4 F¥alb— 3
avy FEE )1y—= EEHNE

12.1(8a)EW D3~ KA Catalyst 4500 U — X AL v FIZEAINE LT,
i WIZ, VIP KA A v SAT — REAERT BB %R LET,

Switch(vlan-config)# vtp password DomainChandon
Switch(vlan-config)#

WIZ, VIP RA A NAT— REHIBRT 502~ L ET,

Switch(vlan-config)# no vtp password
Clearing device VLAN database password.
Switch(vlan-config)#

BEa<T Uk show vtp
vip (Fa—rvarz4F¥al— gy E—N)
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vtp pruning | |

vtp pruning

BX DA

TIH4ILE

Ok E—F

VLAN ({48 LAN) T —H X=X THDT)N—=0 T A F—T M T BHIZIE, vtp pruning =~ >
FaEHLEd, VLAN F—FZ RXR—ZATCDOS)N—=t T eF 4B —T NI T 512, Zoavw s R
DO no BEXEHEHLET,

vtp pruning

no vtp pruning

Zoa<wy ROEF—U— FERE515IEH D ¥A,

F =7 LT,

VLANZ V7 4 FXalb—T g

vy FERE J1y—=x ETEAR
12.1(82)EW D3 KA Catalyst 4500 V) — X AL v FITEAINE LT,
FALEDOFEEIE  VLAN Trunk Protocol (VIP;VLAN h 722 7'a fhan) F—=U I RREINTND E, TL—
= 7k VLAN IZJB T 5 A7 — 3 a U WS 20 VLAN IZBT 51682 VIP 7 v 77—
FBHIBREVETS,
£ WIZ, VLAN T —H R—A T )N—= T oA F—T T DB %R~ LET,
Switch(vlan-config)# vtp pruning
Pruning switched ON
Switch(vlan-config)#
WIZ, VLAN T —=H R—ACT)N—= T o T 4 =TT D0 %R LET,
Switch(vlan-config)# no vtp pruning
Pruning switched OFF
Switch(vlan-config)#
BEa< R show vtp
vip (Fa—rvarz4F¥al— gy E—NK)
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M vtp server

vtp server

JE1&# % VLAN Trunk Protocol (VIP;VLAN hZ 27 v kb)) $—R £— RZT5I21E, vip
server 2~ RZfHALET,

vtp server

BX DA ZOawy NFEF—U— RELEFBIEIETH Y T8 A,
T4 A F—TNTT,

avVUkE—F VLAN 2> 7 4 Fal— 3 v

av Y FEE )1y—= EEHNE

12.1(82)EW Z D3~ B Catalyst 4500 2V — X 2 A » FIZHASILE LT,

FRAEDEIEEE YV—A"FT—FDAALvF ETVIP £7/21X VLAN ((KFELAN) 2 7 4 Fal—va 28 W Lz
AT, FOEENREL VIP RAAL CHNOTRTDAAL v FIEHELET,

VIP % — RN = REZEFI7TA T b T—RIHRETELDIL, #1473 v VLAN TEREMN
T A =T NVDBEDOHRTT,

WAL v FRY =N F— FOGE, REFELINEEA,

vip server = > KId A T4 T2 b B KTRVEAICT T — 2 EERVAZIEE . novip
client =1~ > |¥ & B LT,

Ll WIZ, $EEZ VIP Y — N = FIZT 502" L ET,

Switch(vlan-config)# vtp server
Switch(vlan-config)#

BEa<v KR show vtp
vtp (e—r_larv7 s Xal—v gy E—F)
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vtp transparent W

vtp transparent

BX DA

TIHILE

OV Rk E—F

41 % VLAN Trunk Protocol (VIP;VLAN ~Z7 > 7 ZFr hajj) hF AT L b £— RT3
IZ1X. vtp transparent =~ > RZfH L E 9, VIP H— R T— RIZETIZIE, ZOa~<2 RO no
EREFEHALET,

vtp transparent

no vtp transparent

Zoawy ROEF—U— FERE51IIH D EA,

F =7 LT,

VLANZ V7 4 FXalb—T g

ATy NERE

HREDIEFRE

1

)1)—= EERNE
12.1(8a)EW Z D= RS Catalyst 4500 > ) — X A4 w FIZHEASNE LTz,

vtp transparent 2~ RIZI R AA D VIP %7 4 =T /WICLETR AL v F N RAAL U &HI
FRLEREA,

ZEMAAL v FN KT ART L b = FOHE, RETIEEINEYA, FT AT LU b
F—FDAA v FIiE, VIPIZBMLEEA, FT AT LY N F—RFDAA v FTVIP £/
VLAN (il LAN) av 7 4 X2 b—va 0 2BRLZLEEIE, BERR Y T —27 NOMD A
Ay FIBRE SN EE A,

vtp server IV NI BEEN T VAT LY b F— RTCRWHAICZ I — 2RI RWEZRE,
no vtp transparent =~ > N & [EREICHERE L £,

WIZ, HEBE VIP FS LV ART LY b F— 2T 3652 RLET,

Switch(vlan-config)# vtp transparent
Switch(vlan-config)#

WIZ, HEE L VIP Y — " F— NIZREIBlEZ R LET,

Switch(vlan-config)# no vtp transparent
Switch(vlan-config)#

show vtp
vip (Fa—rvarz4F¥al— gy E—NK)
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M vtp v2-mode

vtp v2-mode

BX Dk

i
i

TIHILE

avVkE—F

NR=Ta2F— e Xx—7NMCTTDITIE, vipv2-mode 2~ REFHALES, N—T a2
T—RET 4= MCTHITIE, ZDa~<vr RO no BXZHHLET,

vtp v2-mode
no vtp v2-mode
Coa~y FZEdF—U— FERIF5IREH Y FH A,

F 4 =TT,

VLAN 27 4 ¥ ab—3

avy FER

FERAEDIEEE

Ll

BEa<T R

)1y—2= EERNE
12.1(8a)EW D3~ KA Catalyst 4500 'V — X AL v FIZEAINE LT,

VLAN Trunk Protocol (VIP; VLAN FZ 27 7ma han) RAALVHNODTXTOAAL vFT, RAL
VIP N— g U HFITTIHIMENRHY T, [Fl— VIP RAAL VHNDAAL v F T, VIP X—T 3
1 RX—=2 g 2 ZRIBHICEITT A Z LIITEERA,
RAALLHNOTRTDAAL »FN VIP XN—Ta 2 e THHIEAIE. 1| DDAA vF T VTP
NR=g 2% A F—TNIT AT T NRN=a VBENVIP RAAL VHNOMDNR— 9 0 2 %t
AL v FIBELET,

NR—=T g 2FB— RV EZ DL, BEDT 7 4/ b VLAN (RAELAN) D/RF A —Z BREHE S
nEI,

WIZ, VLAN T —H R—RATN—V 3 V2 E— REA X—T M T D8R LET,
Switch(vlan-config)# vtp v2-mode

Switch(vlan-config) #

WIZ, VLAN 7 —HF R—ZATN—V a3 V2 E— R&T 4 =7 MZT 202 R LET,

Switch(vlan-config)# no vtp v2-mode
Switch(vlan-config)#

show vtp
vtp (Fe—Nar7 o ¥a2lb—v gy EB—F)
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