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show access-group mode interface W

show access-group mode interface

LAY 2A4 =TT x2AADACL 27 4 ¥ 2 b—3 g &R T 5213, show access-group mode
interface =2~ > R&HHALET,

show access-group mode interface [interface interface-number]

X DEREA

TI2HIEK

avY kR E—F

interface (BB A2 =T xR ZA7 T, HE7MEIZ. ethernet, fastethernet,
gigabitethernet, tengigabitethernet. 35 J (} port-channel T,

interface-number — ({13E) A v X —7 = A AEKETT,

ZDavwy R, TNV IREITHY FHA,

¥ #E EXEC £— I

EREDAHA R34y

Jy—=R EEAR
12.1(19)EW D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,
12.2(25)EW 10 ¥y b A =% Fy b A ¥ =T x4 ADHHR— KH, Catalyst

4500 >V — X AA vy FiIzBIMENE L,

R— bR OAMREL, FEHT Ly =L > TR £,

] KOFITE, 77 AR A= Fy N A X =Tz 261 DACL YT (Fal—arirthd
FiEERLET,
Switch# show access-group mode interface fa6/1
Interface FastEthernet6/1:
Access group mode is: merge
Switch#
BAEaOTY R avwyFk BIL
access-group mode BEE— K (7z& 21E,. VACLIZ PACL L bELRENET)

BROHELEE—F (K2 ~—Y F—FELEFA MY 2
FE—F) ZFEELET.
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M show adjacency

show adjacency

LAY 3 AL v F o VBERRT — 7 ICBET SR AR T 212X, show adjacency =~ > R&ff
MALET,

show adjacency [ {interface interface-number} | {null interface-number} | {port-channel
number} | {vlan vian-id} | detail | internal | summary]

X DEREA

TIAILE

interface ER) AV F—T A A XAT T, HHTEDERMHEIL, ethernet,
fastethernet. gigabitethernet, tengigabitethernet. pos. ge-wan., KB X T
atm T,

interface-number (FER) EVa2—NLVEBLIOFR— I ESFTT, ARMEIZOWTIE, MEH Eo
A RFA ] SR TIIZE N,

null (EE) XNV A F—T=A ZAEWELET, HRRIEF0 TT,
interface-number

port-channel fEE) TRV A X —T A ABELET, ARMEIZ. 1~ 256 D&
number FH DK 64 HOETT,

vlan vian-id ({E&) VLAN ZfE LE9, AEOHMEIZ 1 ~ 4094 T,

detail (EE) m ha itk L O% A ~— BT 2 E®EER R LET,

internal (FEE) WET — 2 &I T o1 mE R 7L ET,

summary (f£%&) CEF-adjacency lEHOERNZ R L ET,

Zoavwry R, TN MREITDHY THA,

EXEC

av Y FEE

EREDAHA R34y

Jy—2R EENE
12.2(25)EW 10 ¥ T EY b A=Y Xy b A F =T 2A2ZH5 LIRS NELE,

interface-number 313 TIX, TV 2 — NV BLOKR— NEFEZEELET. interface-number DA 724l
3 FBET A =T =2 A R ZAT L AT LYV BLOEY 2= WKLo TRRY 7,
Tz, XAEY P AV Ry b AU F—T oA ZAFEREL, 13 A8y Fh Uy —VIZRBINTE
48 "— bk 10/100BASE-T A —H% % v b F®V 2 — V& FEHT LA, Y 2 —NVF 5 OHNE O IL
1~13THY, R—rEZOHEMEOFKMIL 1 ~ 48 TT,

N=RT T LAY 3 ALy TF U7 OBRERGHERIZ. 60 BT EICEHINET,
show adjacency =~ > FiZiZ, ROBEHRN/EENTOET,

e Yumbar A —TxAA,

¢ AUH—T A ATREISNTWDONL—T 47 Frbarns {7,

o fUHE—TxA AT NLZA,

o FEHINTHED A,
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show adjacency W

o [EBIL—ZD MAC 7 KL A,

o BEEDSEHERGBT —TANon—AT U ML E TR SRR, v—AT U MR, N7y ME
HANDRICR T AN Ry TEERT20ERH Y 3,

5l WOFITIL, BEEEREFRRT D TEEZRLET,
Switch# show adjacency
Protocol Interface Address
IP FastEthernet2/3 172.20.52.1(3045)
IP FastEthernet2/3 172.20.52.22(11)
Switch#

OB TIL, BEEEROY~ V) —2 R 5 ke LET,

Switch# show adjacency summary
Adjacency Table has 2 adjacencies

Interface Adjacency Count
FastEthernet2/3 2
Switch#

ROFITIE, 7o FarFEB IS A ~—FRERRT D iEERLET,

Switch# show adjacency detail

Protocol Interface Address

IP FastEthernet2/3 172.20.52.1(3045)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00605C865B2800DOBBOF980B0800
ARP 03:58:12

IP FastEthernet2/3 172.20.52.22(11)
0 packets, 0 bytes
000000000FF920000380000000000000
00000000000000000000000000000000
00801C93804000DOBBOF980B0800
ARP 03:58:06

Switch#

WROFITIEZ, FEDA v ¥ =7 = A AOBEE Wz £ond 5 HEz R LET,

Switch# show adjacency fastethernet2/3

Protocol Interface Address
IP FastEthernet2/3 172.20.52.1(3045)
P FastEthernet2/3 172.20.52.22(11)
Switch#
BIEa<T VR avwUFk B
debug adjacency BT Ny ZICET A EHRER R LET,
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Bl show arp access-list

show arp access-list

ARP 727t Z U A FOFfi AR 2121, showarp =2~ FE2EMHLET,

show arp access-list

BEXDA Zoawr RITE, BIBERRF—T—FIEHY EHA,
TI+IE Zoawy R, T4V PRERHY FE A
aOvYY K E—F  EXEC
av Y RERE J1)y—2= EERNE
12.1(19)EW Zma= FA Catalyst 4500 2V — 2 ZA v FIBMELE LT,
fl WOBITIE, AA v F D ARP ACL 1§z #r1 5 HiEE R LET,

Switch# show arp access-list
ARP access list rose

permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

BEa<TFR avwvk EL

access-group mode BT — R (2L 21X, VACL IZ PACL LV v Ed)
BEIOHFELEE—F (2 xid, ~— Y E—FERLEIANI Y

FME—F) ZEELET,

arp access-list ARP 7 78R URMNEEZLZY, EXFH IV A b DEHKITA]

ZEMLEY LET,

ip arp inspection filter vlan DAL 34 X =T NVDBFEIZAZT 4 v 27 IP HITREINL TN D
BRANNPLDO ARP #FFFf L, ARP 727X URX MEEHKL,

77 A UARME VLAN IZHEA L ET,
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show authentication

show authentication

FHIFv X2 — V¥ EMREF T HITE. EXEC =— FE 7213454 EXEC & — K T show authentication

avy FeHLES,

show authentication {interface interface | registrations | sessions [session-id session-id]
[handle Zandle] [interface interface] [mac mac] [method method]

X DA interface interface  I5E LA v F—7 = A ZTHEMNIT SN TV DRIE~ F— V¥ OFEM A 9
TERLET,
registrations RIE~Y F— Y v IR SN TV D TR TOFROFEMEFR R LET,
sessions BEORIEY X — Vv By a v OfMEERLET (VF34T7 2 F FA 2
28, EEORETEANILNWE, BET 7T 47y a URT T
FBRENET, 1 DOEEFEANLTCEEDEy v a v E2ERTHN, £
X EFOMAEDLEEATILTIHOE Yy Y a v 2ERTHIENTEET,
session-id session-id (£7&) WiE~F—T v v a v aEBELET,
handle handle (fE2) #6PH - 1 ~ 4294967295,
mac mac (EBEYVEEELEMAC T RLADRIE~FX—T % o a UEHE2FRRLET,
method method EE) e LERIAFRNCHTENTVEATRTOI AT v hERFLET,
BB D &30 T,
o dotlx
e mab
¢ webauth
ATYVRTIANLE 2L
a2 R E—F EXEC
avy FER yy—=x EERE
12.2(50)SG Zoawry RRBahahE L,

BRLOAA FS1>
~

(E)

# 2-13 12, show authentication D /) TR RSN DHEHELR 7 4 —/V FOBAEZ R LET,

Ty arOAT—FE LTEREINDIAREOHDEEZRIRLET, KimAT—FDEYy 3D
4. TAuthz Success] £7-1% [Authz Failed] NERENEFT, HRAEMRTDIHFRD R VERIT.
[No methods] MNERINFET,
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W show authentication

]

& 213 show authentication 2<> FOH A

Z4—ILF B7L

Idle BUTHEya BT TIAIbENTEY . EDHFX b EFLEFAT
ERTHERA,

Running HUTHEYya AR LTI 2OFABRF TSI TWVET,

No methods ’*éﬁ‘é*’z//a K LU THREREZERT 2 AR FELEE A,

Authc Success 1 2OFRICEY, %4 TDHDEy v a VORFECHE LE LT,

Authc Failed 1 O@jiitc:cl:b FUTH Y a L ORITERLUE LT,

Authz Success HWF ALy g Vf\@‘i/\‘"(@if%éﬁb@ﬁﬁﬁ TR L% L7,

Authz Failed FT Ly v a A~ OBREEOEAICRR L E L,

#z 2-1415, FROAT— M ELTERREINDABEOHLHEEZRLET, KEAT— DRy a v
D VAuthc Success|. [Authc Failed). %721t lFailed over] WNFERENFET (HBEIX. 1 >0k
KNETEN, BREER LD STZROFRUCT 2 — A — = L2 2R LET), AX A
THR#MEEN Dy v 3 VOEEIL Notrun) BNERINET,

& 214 FRDRTF—+E&RTIE

ARXORT—F XT—FOULRL |5

Not run bl FUTH ey a I L CZOFARETESNTOEEA,

Running S| HUMT Ay a G LTI OFRNETERTVET,

Failed over IS ZOFRITK LTzl2D, ROFRTHRENERSND Z &I
7m0 ET,

Authc Success o ZOHFRITEY, %Y THEYy g VORBIRIIKIILE L,

Authc Failed JeSh ZOFRIZEY, U TH Ry g VORFRTRKLE L,

WOBTIL, BIEv R =V X ICBEEN TV ARE 2RI B HiEEZRLET,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

Switch#

WOBITIZ, FEDA o F—7 = A ADBFEY I — Vv iFMaRRTDHELRLET,

Switch# show authentication interface gigabitethernetl/23
Client list:

MAC Address Domain Status Handle Interface

000e.84af.59pd DATA Authz Success 0xE0000000 GigabitEthernetl/0/23
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

Switch#
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show authentication

WROBITIE, A v FTOTRTOBFAEYF—Vy By va 2R8I LHEERLET,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274

ROFITIE, A F =T 2 A ATOTRTOFRIAYR—T ¥ By v a vz RRTHHEERLET,

Switch# show authentication sessions int gi 3/46
Interface: GigabitEthernet3/46
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: (0xCC000008

Runnable methods list:
Method State
dotlx Failed over

WORFTIX, FEELZ MAC 7 RLRADRRFEY R —V % By va bR RTHHEEZRLET,

Switch# show authentication sessions mac 000e.84af.59bd
Interface: GigabitEthernetl/23

MAC Address: 000e.84af.59%bd

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vlan Policy: 10

Handle: 0xE0000000

Runnable methods list:

Method State

dotlx Authc Success

Switch#

ROFITIE, FFE LRSI RIC L > THAESNIZTRTOI TA T v b aeRrnT 5 HEEZRLET,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/23
Switch#
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W show authentication
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-468

avwy kR

SiBA

authentication
control-direction

Nl U R W el 0 G T e A R D=

authentication critical
recovery delay

802. lxy)T/fjJ/l/n»uuﬂE/\77( &;’d? Ebi@'

authentication event

PEEA R DT VT3 /i(f Hﬂiﬂbiﬁ—

authentication fallback

Webauth 7 4 —/ N 7 %A F—7WIZ L, Webauth |27 =—/L
F—NR—F B L EIHEHT DT =Ny a7y A VEIRT
LET,

authentication host-mode

ARARNE—Rary74F¥al—ary2EHLT, 7782 RY
v~%iﬁﬁﬁ#‘é&% EHEND2 By a v OSEEERLET,

authentication
port-control

— MHEMEAZRE L E T,

authentication open

IDR—=FTA—=T > TI7BREAF—T M LET,

authentication order

AB=T 2 A AT ITAT » FORGEHT XN a7 DIEFEHE
LET,

authentication priority

A B—=T 2 A ZATORMFTRDTTA VT 4 2HELET,

authentication periodic

ZDR— FDOFERIEEA X —T M LET,

authentication timer

REX A ~—HHELET,

authentication violation

K= Mot F 2 ) 7 O ERPHET DB EICEITT BT 7 va vk

HELET,
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show auto install status W

show auto install status

X DEREA

T24+ILEK

HEI A VA M=V DRAT—HF A% FRT 5L, show auto install status =~ > F&2FEH L F9,

show auto install status

Zoavy Rk, IEELEIF Y —FEdH 0 £EA,

ZDavwry R, TNV IRETDHY A,

¥ EXEC £— F

]

)y—2 EEANR
12.2(20)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,

KOPITIE, TFTP $— "D IP 7 RV A2 KR L, AA v FRBUE TFTP #— " Eo=ar 7 ¥ a
L—=vay Z7AERG LTS NE ) haeRRT 2 hEERLET,

Switch# show auto install status

Status : Downloading config file
DHCP Server : 20.0.0.1
TEFTP Server : 30.0.0.3

Config File Fetched : Undetermined

HAODOERIDOIP 7 FL A, HE A VA F—MEHEIN TV D —R"ERLTWHET, 2FBD IP
TRLVRIE, ar74Xalb—vary 7y A NVERM L TFTP v — &2 /R LTV ET,
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W show auto qos

show auto qos

#H &4 5 Automatic Quality of Service (Auto-QoS) = > 7 4 ¥ o L — a3 V& FRT HIZ1E, show
auto qos = — EXEC 22~ R&EHHALET,

show auto qos [interface [interface-id]] [{begin | exclude | include} expression]

BX DA interface interface-id UEE) BELIEA LV Z—T 24 ZAE T TRTOAL L Z—T =2 A AD
Auto-QoS 1E#MEXR R LET, HHETE DA ¥ —T x4 AL LT, YL
A—rbEENET,

begin (fE&) expression & —E T 21T LHAL £
exclude (fE&) expression & —ET 21T &R L ET,

include (EE) FEE SN expression & —HTH1TE2EDET,
expression (EE) BRKAA L P LTHEATLIHINORTT,

T
H
I
™.

avy ¥ # EXEC £— K

av Yy FEE Jy—2 EERR

12.1(19)EW ZOav s R Catalyst 4500 > U — X ZA » FITBEMINE LT,

FREDSHM FS42  show auto qos interface interface-id =~ > FTiE, Auto-QoS =7 4 Xz b — g U RERENE
T, AR THLARMERSH D, a7 4 Fal—vailHTda—PEREIRRENETA,

Supervisor Engine 6-E LA T Auto-QoS DB Z T A REMHENH D QoS 2 7 4 Fab— 3 (i
BT o Hmae£rT 213 koavr FonFhirzHLEd,

* show qos
* show qos map
* show qos interface interface-id

¢ show running-config

LFHITIE, RXFENLFERRBENET, 72& 2. exclude output & AJJ L7255 output %
BUATIEFRRENFEEAD, Output ZETITIEFRINET,

i WORFITIX, Auto-QoS N4 R—T /L DA D show auto qos =~ RO ) &R LET,

Switch# show auto gos
GigabitEthernetl/2

auto gos voip cisco-phone
Switch#

BZEa<F avwvk B
auto qos voip QoS R A A »ND Voice over IP (VoIP) @ Quality of Service %
HEICERE LE T (Auto-QoS),
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show bootflash:

show bootflash:

bootflash: 7 7 A /b ' AT AT L 1EHRE KT 5I121L. show bootflash: =~ > REMHH L £7,

show bootflash: [all | chips | filesys]

X DEREA

TIAILE

all (7)) AIRERTRTOT7 Iy v aEReERLET,

chips B8 79 viva FyFEREFRTLET,

filesys ULE) 774N VAT AEREFR R LET,

Zoavwry R, TN MREITDHY FHA,

avY K E—F  EXEC
av Y FBE Jyy—= FERE

12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,
i KOFITIE, 774N VAT LDAT—Z AEREFTRT D HEERLET,

Switch> show bootflash: filesys

———————— FILE
Device Number = 0
DEVICE INFO BLOCK: bootflash

SYSTEM

Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable

NO File Open for Write
Complete Stats

No Unrecovered Errors

No Squeeze in progress

USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>
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W show bootflash:

WROFITIZ, VAT L A A=VIERERTTL2HEERLET,

Switch> show bootflash:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------
1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45
2 .. image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49
Switch>

ROFITIE, $XTOT = 7T v v alffeRTTOHIELRLET,

Switch> show bootflash: all

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------
1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45
mz

2 .. image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49

6456088 bytes available (9534696 bytes used)

———————— FILE SYSTEM STATUS —-———=--—-

Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>

name
c4-boot-mz
rp.halley

name
c4-boot-

rp.halley

)
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show bootvar

show bootvar

BOOT BRELAIIEM AR R"9 5121, show bootvar =~ > FEEHL £,

show bootvar

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
FI2AILE Toawy RITiE, FTIANMRETHY FHA,
avY kR E—F e EXEC E— KN

av Y FERE Jy—=R EEARR
12.1(8a)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
fl wOBITIE, BOOT BEAKIGERE E -T2 HiEERLET,

Switch# show bootvar

BOOT variable = sup:1l;

CONFIG FILE variable does not exist
BOOTLDR variable does not exist
Configuration register is 0x0
Switch#
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Bl show cable-diagnostics tdr

show cable-diagnostics tdr

TDR 7 —7 V2D T A MEFRZERTT HI21E. show cable-diagnostics tdr =~ > REfH L E9,

show cable-diagnostics tdr {interface {interface interface-number}}

ZDa=y RiE, fF3KD Cisco I0S U U —RATIFFEIL S5 T TY, diagnostic start =~ > K& ff
LTS ZEN,

BX DA

TI2HIE

av>Y kK E—F

interface interface (% —7 x4 A A4 7 TY, AZNEIT fastethernet 55 L O
gigabitethernet T,

EFEV 2= VBLUOR— FESTT,

interface-number

Zoawy R, TNV IRETHY THA,

¥ #E EXEC £— K

avy FERE

EREDHA R4

i

Jyy—=x
12.2(25)SG

EFENRE
ZDa~ RS Catalyst 4500 2 U — X 24w FITiBEMINE LT,

TDR 7 A M, Cisco I0S Release 12.2(25)SG % #2479 % Catalyst 4500 >V — X Z A » FITEWT,
WDFGA Ly A—FDOHTHR—FEINET,

e WS-X4548-GB-RJ45
e WS-X4548-GB-RJ45V
e WS-X4524-GB-RJ45V
e WS-X4013+TS
e WS-C4948
e WS-C4948-10GE
B F CORMEIILA— ML (m) B TERINET,

KOFITIE, TDR 7 A MZBET 21w ae£rnT 25z R LET,

Switch# show cable-diagnostics tdr interface gi4/13
Interface Speed Local pair Cable length Remote channel Status

Gid/13 OMbps 1-2 102 +-2m Unknown Fault
3-6 100 +-2m Unknown Fault
4-5 102 +-2m Unknown Fault
7-8 102 +-2m Unknown Fault
Switch#
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show cable-diagnostics tdr W

# 2-15 12, show cable-diagnostics tdr =~ > RO NICFKRENDE T 4 — /L ROFHAEZRLET,

& 2415 show cable-diagnostics tdr 37> FOHAZ 1 —IL F
Z4—ILFK B
Interface TANENIEA VHE—T =2 A ATT,
Speed BU{E D RIFHE T,
Pair 72—V T OARTTT,
Cable Length fdE COMEME (A — kv (m) HAD) T,
Channel ~T7HE (A, B, C, £k D) T7,
Status WONWTIINTERRINDRNT DAT—HATT,
e Terminated : V > 7 (L SN TWET,
e Fault: r—7LH (A—7 v Fixva— k) TY,

RREOY YR avu R EIL
test cable-diagnostics tdr 48 A — K 10/100/1000 BASE-T & ¥ = — /L D — 7 /L DR TE
ETANLET,

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Hl show call-home

show call-home

HEINTWD Call Home il # FKm T 25121, %54 EXEC £ — F T show call-home =~ > K%
ALET,

show call-home [alert-group | detail | mail-server | profile {all | name} | statistics]

XD EHEA alert-group LR EH™EERT 77— IA—T 2K RLET,
detail (f£E) M7z CallHome 2> 7 4 ¥ a2l —v g v &2F R LET,
mail-server (f£7#) Call Home A —/v %— R B#EH A2 F£ R L E T,
profile all UEE) T RTCOBEFEOTa 7 7 A VOREHEREF < LET,
profile name (L8 HEDmEET a7 7 A VOREEREF R LET,
statistics (fEE) Call Home #aHEHRZ R LET,

ATVRTIANLE Zoawry RiciE, TV MREZHY EHA,

avy kE—F H:HE EXEC (#)

av Yy FEE Jy—=x EEANRE
12.2(52)SG Zdaw s R Catalyst 4500 > U — X A A » F Supervisor Engine 6-E.
B L O Catalyst 4900M ¥ v —IZEIMS IV E LT,

#1 WOHITIE, FEENTWS Call Home RELXF R LET,

Switch# show call-home
Current call home settings:
call home feature : disable
call home message's from address: switch@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up
contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

Mail-server[1l]: Address: smtp.example.com Priority: 1
Mail-server[2]: Address: 192.168.0.1 Priority: 2

Rate-limit: 20 message(s) per minute

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show call-home W

Available alert groups:

Keyword State Description

configuration Disable configuration info

diagnostic Disable diagnostic info

environment Disable environmental info

inventory Enable inventory info

syslog Disable syslog info
Profiles:

Profile Name: campus-noc
Profile Name: CiscoTAC-1

Switch#

BHE STV 5 EEHZ2 Call Home (%48

Switch# show call-home detail
Current call home settings:
call home feature : disable
call home message's from address: switch@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up
contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234

street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789

site ID: SantaClara

Mail-server[1l]: Address: smtp.example.com Priority: 1
Mail-server[2]: Address: 192.168.0.1 Priority: 2

Rate-limit: 20 message(s) per minute

Available alert groups:

Keyword State Description

configuration Disable configuration info

diagnostic Disable diagnostic info

environment Disable environmental info

inventory Enable inventory info

syslog Disable syslog info
Profiles:

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: long-text
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
ey T o
Syslog-Pattern Severity
wa wa

Profile Name: CiscoTAC-1
Profile status: ACTIVE
Preferred Message Format: xml

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Hl show call-home

Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 1 day of the month at 09:27

Periodic inventory info message is scheduled every 1 day of the month at 09: 12

Alert-group Severity

diagnostic minor

environment warning

inventory normal

Syslog-Pattern Severity

L x major
Switch#

A AgE7: Call Home 77— bk v —7F

Switch# show call-home alert-group
Available alert groups:

Keyword State Description

configuration Disable configuration info

diagnostic Disable diagnostic info

environment Disable environmental info

inventory Enable inventory info

syslog Disable syslog info
Switch#

’:?é’%}v—/l/ H— X?"“&X'f?%&

Switch# show call-home mail-server status
Please wait. Checking for mail server status

Translating "smtp.example.com"

Mail-server[l]: Address: smtp.example.com Priority: 1 [Not Available]
Mail-server[2]: Address: 192.168.0.1 Priority: 2 [Not Available]

Switch#

TRCOmETa 774V CRRERFE I —VFER) OFEHR

Switch# show call-home profile all

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: long-text
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
inventory normal
Syslog-Pattern Severity
wa o wa

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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Profile Name: CiscoTAC-1
Profile status: ACTIVE
Preferred Message Format
Message Size Limit: 3145
Transport Method: email

: oxml
728 Bytes

Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

show call-home W

Periodic configuration info message is scheduled every 1 day of the month at 09:27

Periodic inventory info message is scheduled every 1 day of the month at 09:12

Alert-group

diagnostic
environment
inventory

Syslog-Pattern

Switch#

Severity

minor

warning
normal

Severity

2= WEROGIET 0 7 7 A )V OIEH

Switch# show call-home profi

Profile Name: CiscoTAC-1
Profile status: INACTIVE
Preferred Message Format
Message Size Limit: 3145
Transport Method: email
Email address(es): callh

le CiscoTAC-1

: oxml
728 Bytes

ome@cisco.com

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 11 day of the month at 11:25

Periodic inventory info message is scheduled every 11 day of the month at 11:10

Alert-group

diagnostic
environment
inventory

Syslog-Pattern

Call Home #5117

Switch# show call-home stati
Message Types Total

Total Success
Config
Diagnostic
Environment
Inventory
SysLog
Test
Request
Send-CLI

O O O O O o o o o

Severity

minor

warning

normal

Severity

major

stics

Email HTTP
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

| oL-22251-01-J
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Hl show call-home

Total In-Queue O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Total Failed 0 0 0
Config 0 0 0
Diagnostic O 0 0
Environment O 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Total Ratelimit

-dropped 0 0 0
Config 0 0 0
Diagnostic 0 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: n/a

BEaIvUF avwok A
call-home (ZFu— L a7 4 Fa CallHome = 7 4 ¥alb—var T— R LET,
L—yav)
call-home send alert-group BEDTS5— K N —7 Avk—U2EELET,
service call-home (Cisco IOS ®~==  Call Home A *— 7V EIET 14— NI LE T,
TV EBHR)
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show cdp neighbors

show cdp neighbors

CDP Tl SNTo A = T ADFEMZ KR T 2121, show cdp neighbors =~ > R&2H L E 7,

show cdp neighbors [fype number] [detail ]

BX DA type (ER) HRPLIEIR A N— TSN TNDEA VI —T = A XA LA T T
T, HHTE 2H%)72MEX, ethernet, fastethernet, gigabitethernet,
tengigabitethernet, port-channel, ¥ XU vlan T,

number (EE) EMPBERFAN—IEH SN TNDA VI —T =2 AFKFTT,
detail EE) FAN—OFMazFf R LET (XY hV—7 T FLVA £ RX—=T )L

BR—F ., A=AV R EA L, VT NTT "=z iy,

FIHIE Zoavwy RICiE, TV MREZHY THEA,

avY kR E—F e EXEC E— KN

av Y FEE Jy—= EERE
12.2(25)EW 0XFHEY h A=V Fy b A B —T e A% GHDH LI ICHESNE LT,

EREDH A K54  vlan %—U— NiZ, Supervisor Engine 2 %l L THER S LT % Catalyst 4500 & ) — 2 2 A v F
THR— b ERET

port-channel values OHiHIL 0 ~ 282 T4, 257 ~ 282 OfEIX CSM B LW FWSM 721 TH AR — |k
énij‘o

1 WOFITIL, CDP A N—ICHlT 2 MEERTEHEEZRLET,

Switch# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
lab-7206 Eth 0 157 R 7206VXR Fas 0/0/0
lab-as5300-1 Eth 0 163 R AS5300 Fas 0
lab-as5300-2 Eth 0 159 R AS5300 Eth 0O
lab-as5300-3 Eth 0 122 R AS5300 Eth 0
lab-as5300-4 Eth 0 132 R AS5300 Fas 0/0
lab-3621 Eth 0 140 R S 3631-telcoFas 0/0
008024 2758E0 Eth 0 132 T CAT3000 1/2

Switch#
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M show cdp neighbors

# 2-16 12, ZOFITERENTWNWSE T 4 —L FOFHPAEZRLET,

& 2-16 show cdp neighbors @7 1+ —JL FDOFHEA

Z4—ILF it

Device ID FAN— FNRAL ZAOBRESN TS ID (&1, MAC 7 KLA, £/
U 7T NESTY,

Local Intrfce (B—HN A B —T oA R) BRAT A TICL>THERAINTWS Y
v hancd,

Holdtme (= K ZA L) BIEOT NA AREFENL—F 0260 CDP 7 KK
ARRA Y NEBEFET D F TITRFFT 250 FEfH (B)) T

Capability TNAATHRHEENDHWIEa— RTY, ZOFT AR XA 71X, CDP
XA N—= T =T MY A NENFET, RARINDHAREMEDOH D EITR
DEBYTT,
R:L—%

T: hTFUVAXRT LN T Y
B: V—AN—=T 4T 7)o

S: AA vF
H: &AL
[:IGMP 7 /34 &
r: Je—x
P : Eif
Platform T AL ADHBMFEETT,
Port ID TFNRAADT B FalvEB L OR— FEZTT,

KOBFITIEL, CDP R A N—DFEfl 2K RT 2 a2 R LET,

Switch# show cdp neighbors detail
Device ID: lab-7206
Entry address (es) :
IP address: 172.19.169.83
Platform: cisco 7206VXR, Capabilities: Router
Interface: Ethernet0, Port ID (outgoing port): FastEthernet0/0/0
Holdtime : 123 sec

Version :

Cisco Internetwork Operating System Software

IOS (tm) 5800 Software (C5800-P4-M), Version 12.1(2)
Copyright (c) 1986-2002 by Cisco Systems, Inc.

advertisement version: 2
Duplex: half

Device ID: lab-as5300-1
Entry address(es):
IP address: 172.19.169.87

Switch#
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show cdp neighbors

#£ 2-1712, ZOBITERENTWNWE T 4 —L FOFHHAZRLET,

& 217 show cdp neighbors detail ® 7 + —JL FD&REA
J4—ILF it
Device ID RAN= FTNRAL ZDA4HTE . ZDOT A ZAD MAC

T RVAEEEFV Y T AEESTT,

Entry address(es)

FAN=FNRALADF Yy NT—27 T RLADY A |k
<7,

[network protocol] address

FA N FALADF Y NT—2 T RLATY, 7
N A&, 1P, IPX. AppleTalk, DECnet, £721&
CLNS 7’1 F a VORFTETRH S NLET,

Platform FAN— TNA AL B L OEETT,

Capabilities FIAN—DTFINA A B AT TT, ZOF /3, AL,
N—=F TV FTUART LU T v,
V—=AN—TFT 4T TV T AL vF FA N,
IGMP T34 A, 7213V ¥—%T7,

Interface BIEOT A A LEOFR— b D7 a harB LR —
rEBTT,

Holdtime BUEDT NA ZBRE(GL—Z B D CDP 7 KR4 A
AR N EREFET DL E TICRET 250 KM (7))
<7,

Version: FAN—= TNRAATEITENTVWAY 7 by =T

N—T g Y,

advertisement version:

CDP 7 RAZA XAy MR LTHER S TN D
CDP O /—2 3 T,

Duplex: BAEDT N R L F A N—= TR ZAB OB DT =
Ty A AT —KTT,
BEEav> R avwyvk ELE]

show c¢dp (Cisco IOS D~ ==
TV EZ )

Ja—)L CDP E#HE2FRRLET (XA ~v—, K=K XA A
B L),

show cdp entry (Cisco IOS @
v =2 TV ESR)

Cisco Discovery Protocol (CDP; ¥ 2 =7’ v k=v) %f#H
L THHENTZEEDRA N— T, ZCET AR ERRL
iﬁ‘o

show cdp interface (Cisco I0S
D~=aT )VESMR)

Cisco Discovery Protocol (CDP; > 2 a7 m khai) nAg
R=TNMIg o TN A U H—T = A AT DI RAERTL
i ﬁ-o

show cdp traffic (Cisco IOS @
~=a T VEEBIR)

CDP 77— A b T 7 4 v ERERRFLET,

| oL-22251-01-J
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M show class-map

show class-map

7T A <y TEREERSFTDHITIE, show class-map 2~ FEFHEHA L E T,

show class-map class name

BX DA class_name 7T A=y THTT,

TI2HIE Zoavr R, F7AARNREEXHY A,

avy kE—F it EXEC T— K

av Y FEE yy—= EERE
12.1(8a)EW D= R Catalyst 4500 U — X 24 v FITBMSLE LTz,
12.2(25)SG sefeTu— F 7V arOfEREFERLET,

i WOBITIZ, TRTDIFTRA Sy TDIFA <y FEREFRTDHEELRLET,

Switch# show class-map

Class Map match-any class-default (id 0)
Match any

Class Map match-any class-simple (id 2)
Match any

Class Map match-all ipp5 (id 1)
Match ip precedence 5

Class Map match-all agg-2 (id 3)

Switch#

WOBITIX, $FED I TA v T DI TA <y TEREERT D HEEZRLET,

Switch# show class-map ipp5
Class Map match-all ipp5 (id 1)

Match ip precedence 5
Switch#

T7AMA—DF Ry F A X =T x2ARA6/11Z, RIRTEIC2O00T7 7747 7u—»n3bdEL
9,

Srclp DstlIp IpProt SrcL4Port DstL4Port
192.168.10.10 192.168.20.20 20 6789 81
192.168.10.10 192.168.20.20 20 6789 21

WDay 7 4 Falb—arTiE, &7 18— 1000000 bps (2R Y > 27 XL, 9000 /31 b D/I—2R
MERFFRI S ET,

match flow ip source-address|destination-address =~ > N&ffiH$T 2L, b2 207 —(% 1
DOT7R—IZHAEIN, RUEEFELT FRLABIOSET FLAEZRLET,
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show class-map W

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # class-map cl

Switch (config-cmap) # match flow ip source-address ip destination-address ip protocol 14
source-port 14 destination-port

Switch (config-cmap) # exit

Switch (config) # policy-map pl

Switch (config-pmap) # class cl

Switch (config-pmap-c) # police 1000000 9000

Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

Switch (config) # interface fastEthernet 6/1

Switch (config-if)# service-policy input pl

Switch (config-if)# end

Switch# write memory

Switch# show policy-map interface

FastEthernet6/1

class-map cl
match flow 1p source-address ip destination-address ip protocol 14 source-port 14
destination-port
|
policy-map pl
class cl

police 1000000 bps 9000 byte conform-action transmit exceed-action drop
|

interface FastEthernet 6/1
service-policy input pl

Switch# show class-map cl
Class Map match-all cl (id 2)

Match flow 1ip source-address ip destination-address ip protocol 14 source-port 14
destination-port

Switch#
BEaTUF avwyk ER
class-map LAIERET D7 TRy hOREIZHEHIN, 7T A

v~y 7 ar74Xal—var - RORBICERESND 7 T
A~y T EMERLET,

show policy-map R v— <~y FHERERTLET,

show policy-map interface > % —7 = XIHIGH T HNIEANBLCHARY v —0
WEHERB L Nar 74 X2l —va v 2FrRLET,
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W show diagnostic content

show diagnostic content

ETAMBLOTRTCOEY 2—MIZHONT, TAMID, 7A M, BLXOYFR—FrEnTnodh
Ny TARN LLIZET 27 X MERZRTT 2121E. show diagnostic content =~ > N % ffi ]
LET,

show diagnostic content module {all | num}

BXX DR all =V EDTRTCOE a— L EFERLET,
num TV NER,
T2+ EK Toavwy RITE, FIANMRETDHY FHA,

avy kE—F EXEC

av Y FERE -2 EENE
12.2(20)EWA Z o3~ R Catalyst 4500 &) — X 24 »FITBEMENE LT,

1 WOFITIE, v —3 DT _RTCOEL 2—LZONT, TAKN AL —F, =X 7K. BLO
T A NBMEERTAHHEERLET,

Switch# show diagnostic content module all
module 1:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA

P/V/* - Per port test / Per device test / NA

D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
m/* - Mandatory bootup test, can't be bypassed / NA
o/* - Ongoing test, always active / NA

Testing Interval

ID Test Name Attributes (day hh:mm:ss.ms)
1) supervisor-bootup ----------""-"-"-"---"--——— > KADEAAAAT A K not configured
2) packet-memory-bootup ---—----————--————--- > KADFRH KK AR not configured
3) packet-memory-ongoing —--—---—--—--—--——-———- > XHAN*FAXTH0o not configured

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show diagnostic content

module 6:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA

P/V/* - Per port test / Per device test / NA

D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
m/* - Mandatory bootup test, can't be bypassed / NA
o/* - Ongoing test, always active / NA

Testing Interval

ID Test Name Attributes (day hh:mm:ss.ms)
1) linecard-online-diag ------—-----—-——-—-—--——- > KADEFAXT AR not configured
Switch#
BIEa<T VR avwUFk B

show diagnostic result module £ 2 — L X—20BMT 2 MEREFRLET,
show diagnostic result module fEHjiF 47 v N AU SR NOEREFERLET,
test 2

show diagnostic result module 47 %47 v s XY TR MNOFEREEZERLET,
test 3

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Bl show diagnostic result module

show diagnostic result module

Va2 — AR—RADBWT A MEREZERT HIZ1E, show diagnostic result module =~ > K&
LET,

show diagnostic result module [s/ot-num | all] [test [test-id | test-id-range | all]] [detail]

X DEREA

slot-num (ER) ZEhErREhbs Aoy NMEBELET,

all EE) ¥ TRy hogkiaRRrLET,

test (EE) BELEEYa— VT8 RENET A R EFRRILET,
test-id (LE) M—DF 2 M ID 2f8ELET,

test-id-range (EE) AN ID ofHEREE L £,

all (FE) T_XTOT A NOBWEFRLET,

detail LR BT A MEREERTRLET,

TI24IEK

X —VDTRTOEY a— IO TT R MEROELHEZERTLET,

¥ EXEC £— N

]

Jy—2 EERRE

12.2(18)EW Z®=a= KA Catalyst 4500 U — X 2 v FITIBMENE LTz,

WOFITIE, ¥ =Y DT RTDEY 22— IO TRHEROENEZRRT D HEERLET,

Switch# show diagnostic result module
Current bootup diagnostic level: minimal
module 1:

Overall diagnostic result: PASS
Diagnostic level at card bootup: bypass

Test results: (. = Pass, F = Fail, U = Untested)
1) supervisor-bootup -----------—--—--—---——- > U
2) packet-memory-bootup -------—--—--—--—-—-— > U
3) packet-memory-ongoing ----------------—--— > U
module 4:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)

1) linecard-online-diag -----------—--——----- > .
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module 5:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal
Test results: (. = Pass, F = Fail, U = Untested)

1) linecard-online-diag -----------——--—----- >

module 6:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal
Test results: (. = Pass, F = Fail, U = Untested)

1) linecard-online-diag ---—------—-"=------——- >

show diagnostic result module W

ROBFITIE, TV a—N 1 OFTA Ui Fond 25k R LET,

Switch# show diagnostic result module 1 detail
Current bootup diagnostic level: minimal
module 1:

Overall diagnostic result: PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)
1) supervisor-bootup --—-----————————————--—- >
Error code —-——-—-—--—--——————-———-———-——- > 0 (DIAG_SUCCESS)
Total run count -----------"""=""—"————— > 0
Last test execution time -----------—- > n/a
First test failure time --—-—--------—- > n/a
Last test failure time --—-—-—-——-——————- > n/a
Last test pass time --—-—-—-------————- > n/a
Total failure count --——----———---—-———- > 0
Consecutive failure count ----------- > 0

Power-On-Self-Test Results for ACTIVE Supervisor

Power-on-self-test for Module 1: WS-X4014
Port/Test Status: (. = Pass, F = Fail)
Reset Reason: PowerUp Software/User

Port Traffic: L2 Serdes Loopback .
o: . 1: . 2: . 3: . 4: . 5: . 6: . T+ . 8: . 9: . 10:

12: . 13: . 14: . 15: . 16: . 17: . 18: . 19: . 20: . 21: . 22:

24: . 25: . 26: . 27: . 28: . 29: . 30: . 31:

Port Traffic: L2 Asic Loopback .
o: . 1: . 2: . 3: . 4: . 5: . 6: . T+ . 8: . 9: . 10:

Catalyst 4500 >J—X R4 v F CiscolOS av F YI7LYX -1
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23:
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Bl show diagnostic result module
12: 13: 14: 15: 16: 17: 18: 19: 20: 21: 22: 23:
24: 25: 26: 27: 28: 29: 30: 31:
Port Traffic: L3 Asic Loopback .
0: . 1: . 2: . 3: 4: . 5: . 6: . T7: . 8: . 9: 10: . 11: .
12: 13: 14: 15: 16: 17: 18: 19: 20: 21 22: 23:
24: 25: 26: 27: 28: 29: 30: 31: au:
Switch Subsystem Memory
1: . 2: . 3: . 4: 5: . 6: . 7+ . 8: . 9: . 10: . 11: . 12: .
13: 14: 15: 16: 17: 18: 19: 20: 21: 22: 23: 24:
25: 26: 27: 28: 29: 30: 31: 32: 33: 34: 35: 36:
37: 38: 39: 40: 41: 42: 43: 44: 45: 46: 47: 48:
49: 50: 51: 52: 53: 54:
Module 1 Passed
2) packet-memory-bootup -------—-—----—-———---- >
Error code -----——=---————--————————— > 0 (DIAG_SUCCESS)
Total run count ----—-——----———-—---————- > 0
Last test execution time -----------—- > n/a
First test failure time ----—--------—- > n/a
Last test failure time ---—----------—- > n/a
Last test pass time --——-—-——--—--—-—--———- > n/a
Total failure count --—----—--——--—--—- >0
Consecutive failure count ----------- > 0
packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979
Number of errors found: 0
Cells with hard errors (failed two or more tests): O
Cells with soft errors (failed one test, includes hard): 0
Suspect bad cells (uses a block that tested bad): 0
total buffers: 65536
bad buffers: 0 (0.0%)
good buffers: 65536 (100.0%)
Bootup test results:1
No errors.
3) packet-memory-ongoing -—-----———-—--—-————-—-—-- > U
Error code —-—————=——————————————————— > 0 (DIAG_SUCCESS)
Total run count -—--——--——-—————————————— >0
Last test execution time ---—-------—-—- > n/a
First test failure time ---—--—--—-—----—- > n/a
Last test failure time ----—-—-—--—-—-———- > n/a
Last test pass time -—--———-—--—-——-——-————- > n/a
Total failure count --——--—-------———-—- >0
Consecutive failure count ----------- >0
packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

Packet memory errors:

00
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Current alert level: green
Per 5 seconds in the last minute:

00000O0O0CO0CO0CO
00

Per minute in the last hour:
00000O0CO0CO0OCO0OO
000000O0O0OO0CO
000000O0CO0COO
00000O0O0CO0CO0O
000000O0CO0OCO0CO
000000O0CO0CO0O

Per hour in the last day:
000000O0CO0CO0O
000000O0CO0CO0CO
0000

Per day in the last 30 days:
000000O0CO0CO0CO
0000O0O0O0OOO
000000O0CO0OO0CO

Direct memory test fai
0000O0O0O0OOO
000000O0O0OO0CO
00000O0O0CO0CO0CO
00000O0O0OOO
000000O0CO0CO0CO
000000O0CO0CO0CO

Potential false positives: 0 O

Ignored
Ignored
Ignored
Ignored
Ignored
Ignored
Ignored

because of rx errors: 0 O

because of cdm fifo overrun:

because of oir: 0 O

because isl frames received:

during boot: 0 O
after writing hw stats: 0 0
on high gigaport: 0

Ongoing diag action mode: Normal
Last 1000 Memory Test Failures:
Last 1000 Packet Memory errors:
First 1000 Packet Memory errors:

ailures per minute in the last hour:

show diagnostic result module W

Switch#

| oL-22251-01-J
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M show diagnostic result module test

show diagnostic result module test

EEF 7 > b AEY TR MOREREFRRT HI21E, show diagnostic result module test =~ > K%
EALET, HICE, 7R MBREI Lz, RELT7Z0y, ETEFET SN BRTINET,

show diagnostic result module [N | all] [test fest-id] [detail]

X DEREA

TIAILE

N EVa—VEEEEELET,

all TRTCODEY 2 —LEHELET,

test test-id 7Ty NI F—LTOtdr 7 A FOFEFERTELET,
detail (EE) mroFFMERORTREREL ET,

ISR AT g T,

PR RITH D FH A,

O kR E—F EXEC £—F
oY FEE yy—=x EEAR
12.2(25)SG ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,

ERLEDAA FS54>

]

detail ¥— U — RiX, BEESTREO L R aDYR— MIYFICLAEHEZ BN E LTWET,

ROBITIE, BEWF ATy b AEY TANORRERTT D HEERLET,

Switch# show diagnostic result module 6 detail
module 6:

Overall diagnostic result:PASS

Test results: (. = Pass, F = Fail, U = Untested)

1) linecard-online-diag --—--—-----"----————- > .
Error code —-————————————————————————— > 0 (DIAG_SUCCESS)
Total run count ---—-—-——-----—"--—-————— > 1
Last test execution time ------------ > Jan 21 2001 19:48:30
First test failure time --—-—----—--—- > n/a
Last test failure time --—-——————————- > n/a
Last test pass time --—-—----------———- > Jan 21 2001 19:48:30
Total failure count --——-——-------—--—- > 0
Consecutive failure count ----------- > 0

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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Slot Ports Card Type

Diag Status

show diagnostic result module test W

Diag Details

6 48 10/100/1000BaseT

Detailed Status

= Pass
= Loopback failure

(RJ45)V, Cisco/IEEE

Unknown
Stub failure

Passed

o= e

U
S
Ilc failure P
SEEPROM failure G

Port failure
GBIC integrity check failure

Ports 1 2 3 4 5 6 7 8 9 10 11 12

Ports 17 18 19 20 21 22 23 24 25 26 27

Ports 33 34 35 36 37 38 39 40 41 42 43 44

28

13 14 15 16

29 30 31 32

45 46 47 48

2) online-diag-tdr:

9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

v v v v U U U U U uUu U U U U U U U U

Port 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

v v v uvvuvvuv v v v v v v v U U U U U U U U U U U

Error code ——————————————————————————
Total run count —--—-—-——————————————————
Last test execution time --—-——-——-———-—-
First test failure time —-————————————
Last test failure time --————————————-—
Last test pass time --—-—————-—————————-
Total failure count —-—-—-—--—————————————
Consecutive failure count -----------

Detailed Status

TDR test is in progress on interface Gi6/1

> 0 (DIAG_SUCCESS)

> Jan
> n/a
> n/a
> Jan

22 2001 03:01:54

22 2001 03:01:54

Switch#

BBEav> R

avy kR

A

diagnostic start

BELILZET 2 FEFEITLET,

| oL-22251-01-J
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M show diagnostic result module test 2

show diagnostic result module test 2

EEEE R > b AEY T A OFEREZRRT L1213, show diagnostic result module test 2 =~ > N & fif
ALET, HNIE. TA MBI LT, RIRLTZDy, ERFATENR DS TepRERREINET,

show diagnostic result module N test 2 [detail]

X DA N EVa—NVEEERELET,
detail (ER) T OFEMEROEREZRELET,
T2+ EK FMRERITH Y EEA,
avy kE—F EXEC £— K
avy FERE y1y—2 EFEAR
12.2(18)EW D3~ R Catalyst 4500 2 U — X A4 v FITBMENE LTz,

EREDAHA R34y

I

detail % — U — NI, BEHESIFOL A a0V R— MELAZICI2EMNEZBEME LTWET,

WOBITIE, EEFE STy b AEY T X MOREERRTDHEERLET,

Switch# show diagnostic result module 1 test 2
Test results: (. = Pass, F = Fail, U = Untested)

2) packet-memory-bootup ------------ > .

WOBITIE, BEFE A7 b A€ T X DOFMRRMREEZRRTDHELERLET,

Switch# show diagnostic result module 2 test 2 detail

Test results: (. = Pass, F = Fail, U = Untested)

2) packet-memory-bootup ------------ > .
Error code —-----————————----- > 0 (DIAG_SUCCESS)
Total run count —--—---—-——---—-- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time ----——---—- > n/a
Total failure count --------- >0
Consecutive failure count ---> 0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show diagnostic result module test2 W

Number of errors found: 0

Cells with hard errors (failed two or more tests): O

Cells with soft errors (failed one test, includes hard): 0
Suspect bad cells (uses a block that tested bad): 0

total buffers: 65536

bad buffers: 0 (0.0%)

good buffers: 65536 (100.0%)

Bootup test results:

No errors.

BEa<YF avwok A
diagnostic monitor action AA S FNBNR Ay b ARV EELGHRHBLE-EEDOT 79 %
BMELET,
show diagnostic result module ZE{THH 4 v h AFY TR NOFEREFTLET,
test 3

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show diagnostic result module test 3

show diagnostic result module test 3

FATH AT v b AEY T A NORIERERRT L121T, show diagnostic result module test 3 =~ > N & fif
ALET, HNIE. TA MBI LT, RIRLTZDy, ERFATENR DS TepRERREINET,

show diagnostic result module N test 3 [detail]

*ﬁxo)gnﬁﬂ N :Ef}l“—/l/%lé%o
detail (ER) T OFEMEROEREZRELET,
T2+ EK FMRERITH Y EEA,
avy kE—F EXEC £— K
avy FERE y1y—2 EFEAR
12.2(18)EW D3~ R Catalyst 4500 2 U — X A4 v FITBMENE LTz,

EREDAHA R34y

I

detail % — U — NI, BEHESIFOL A a0V R— MELAZICI2EMNEZBEME LTWET,

WOBITIE, FATH ATy b AEFY T X MOREERRTDHHEERLET,

Switch# show diagnostic result module 1 test 3
Test results: (. = Pass, F = Fail, U = Untested)

3) packet-memory-ongoing ----------- > .

WOFITIL, EATT ATy b AEY T A FOFMARKREFTT 2 TEERLET,

Switch# show diagnostic result module 1 test 3 detail

Test results: (. = Pass, F = Fail, U = Untested)

3) packet-memory-ongoing ---------—-- > .
Error code —-----————————----- > 0 (DIAG_SUCCESS)
Total run count —--—---—-——---—-- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time ----——---—- > n/a
Total failure count --------- >0
Consecutive failure count ---> 0

packet buffers on free list: 64557 bad: 0 used for ongoing tests: 979

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| 2%

Catalyst 4500 > !J—X XA Yy F® Cisco I0S aT >~ F

00
green

Packet memory

Current alert

Per 5 seconds
00000
00

Per minute in

000

errors:
level:

000O00O0

the last hour:

0

o O O O

o O O O
o O O O O
O O O O O O
O O O O O O
O O O O O O
O O O O O O
O O O O O

o O O O o

00
Per hour in
0000
0000
0000
Per day in the last
00

0
ast day:
00
00

“+

he

=

1
0
0
0
0
0
0
s
0
0

o O
o O
o O

30 days:
00
00
00

o O O

0
0
0

o O o

0
0

t mem te

0

Dire r

00

O O O O o N O o o
o O O O O

O O O O oK O O O
o O O O o

o O O O o

o O O O

O O O O O O 0 O o oo
o O O O

O O O O O o n O o

o O O O O

00
Potential
Ignored
Ignored
Ignored
Ignored
Ignored
Ignored
Ignored on high gigaport:
Ongoing diag action mode:

o

0
false

000
positives:
because of oir:

during boot: 0 0

show diagnostic result module test3 W

in the last minute:

t failures per minute in the last hour:

00
because of rx errors:

00

because of cdm fifo overrun: 0 O
00
because isl frames received: 0 O

after writing hw stats: 0 0

Normal

Last 1000 Memory Test Failures: v
Last 1000 Packet Memory errors:
First 1000 Packet Memory errors:

avwy kR

A

diagnostic monitor action

AA v FBRAry b ARVEEERBLZEEOT 7 v a vk
HELET,

show diagnostic result module
test 2

EERNEF STy b AEY T A MORRERTLET,

| oL-22251-01-J
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W show dotix

show dot1x

AZA v FREBIORELIZA v EZ—T oA ZIZOWNWT, 802 1X MFHERB L OEEAT — % 2 2%
KT HICIE, showdotlx =~ RZEH L X9,

show dotlx [interface interface-id] | [statistics [interface interface-id]] | [all]

XD EHEA interface interface-id ~ ({175) 8 E L7=AF— D 802.1X A7 — ¥ A& FELET,
statistics (EE) AA v FEFHITEELIEA 2 —T7 =4 2D 802.1X #AlER A F
RLET,
all (EE) T74NL FUHD 802.1X 2 7 4 Falb— g Ly EHOTRTO

A B =T 2 ATONWTC, f v H =Tz AZTED801X a7 (X =
L—vaUiElRERRALET,

FIHIE Zoavwr RICiE, TV MREZHY THEA,

avY kR E—F e EXEC E— KN

av Y FEE Jy—= EERE
12.1(12¢)EW Z»=a= KA Catalyst 4500 U — X 2 A v FITBMENE LTz,
12.1(19)EW 72 N VLAN [E2FRT 5 X o lIciEShE L,
12.2(25)EW 10FHTEY M A =Py M A F—T A ZADYR— M, Catalyst 4500

J—X 2L wFITBEMENE LT,

12.2(25)EWA BIIEEI Y YT HR TV D FFRFES A ~— (Session-Timeout EIZHE D & 5124 A
T —RRESNTVIHA) OV R—FNBEMEhE L,

12.2(31)SG R— FOFEHEEB L7 VF 4 AALREOHF— FRBEMmShE Lz,

BREDAARSAY A =T ZEEELRVEBEIE, Zr— UL XTI A—2BLOY~ ) —RERrENET, v
H—T A ABEELTLGAR, TOA X —T oA ADOFEMNPERINET,
interface 77> 2 2R E L7\ T statistics ¥ — 7V — FZ2 A S LEEHEIE, T XCOA X —T = A
A OWTHREHE RN TR SN E T, interface 27 3 VU #F5E L T statistics ¥ —7V— K2 A1 L7z
BAIE. IBELIEA LV —T oA RAZOWVWTHEMERAETREINE T,
LFHITIE, RXFENLFEREB SN ET, 72& 21X, exclude output & AJJ L7255 output %
EUITIIFRRINERAD, Output ZETITIRFRINE T,

SREENA X — T NVDH4A ., show dotlx =~ FTiX, BMEEIV L TONTWHIHRIFFA ~—B &

ONHEEEE CORY BN ERINET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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]

show dotix M

wOFTix. show dotlx =~ RO 12 FK R+ 2 HEEZRLET,

Switch# show dotlx

Sysauthcontrol =

Dotlx Protocol Version

Dotlx Oper Controlled Directions = Both
Dotlx Admin Controlled Directions = Both

Critical Recovery Delay
Critical EAP = Enabled

Switch#

500

WOFITIE, FEDOR— FD 802.1X HMatFHM AR T~T D5 HELRLET,

Switch# show dotlx interface fastethernet6/1
Dotlx Info for FastEthernet6/1

PAE AUTHENTICATOR
PortControl AUTO
ControlDirection Both

HostMode MULTI_DOMAIN
ReAuthentication Disabled
QuietPeriod 60
ServerTimeout 30
SuppTimeout 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Dotlx Authenticator Client List

Domain = DATA
Supplicant = 0000.0000.ab01
Auth SM State = AUTHENTICATED

Auth BEND SM Stat = IDLE

Port Status = AUTHORIZED
Authentication Method = Dotlx
Authorized By = Authentication Server
Vlan Policy =12
Domain = VOICE
Supplicant = 0060.b057.4687

Auth SM State = AUTHENTICATED

Auth BEND SM Stat = IDLE
Port Status = AUTHORIZED
Authentication Method = Dotlx
Authorized By = Authentication Server
Switch#

#£ 2-1812, BREIND 74—V RFO—5EZRLET, HOOED OT ¢ —/b RIZiX, NEBIKEEDIEH
DEREINET, TNHDAT— b v VU BILUOREDFEMIIOWTIE, 802.1X A BB L T2
éb\o

| oL-22251-01-J

Catalyst 4500 ~)—X R4 v F CiscolOS a7?Y K YI7L YR -YY—ZX|0S-XE3.1.0SG



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

W show dotix

& 2-18

show dot1x interface ® 7 1« —JL KDEHEA

Z4—ILF

A

PortStatus

A= hrDAT—Z A (FFal$£72138FF 7)) T9, dotlx port-control
VH =Tz A A AT 4 Fal—ar avr KA auto IZRESNT

BY., BRENEFICET LSS, A= FORAT—X AFFFAT L LTH
RENET,

Port Control dotlx port-control { > ¥ —7 = A A a7 4 Falb—ar avrs i
DFETT,

MultiHosts

dotlx multiple-hosts > ¥ —7 = A X a7 4 Fal— g avy
N2E Hﬂiﬂfﬁ— (u?j‘if’ jﬁnq:j‘)

WOBI T

. show dotlx statistics interface gigabitethernetl/1 =~ > KO 1 EZRLE T, £ 2-19

2. RPREND 74— FOBP AR LET,

Switch# show dotlx statistics interface gigabitethernetl/1l

PortStatistics Parameters for Dotlx

TxRegId = 0 TxReq = 0 TxTotal = 0

RxStart = 0 RxLogoff = 0 RxRespId = 0 RxResp = 0

RxInvalid = RxLenErr = 0 RxTotal= 0

RxVersion = LastRxSrcMac 0000.0000.0000

Switch#

= 219 show dot1x statistics ® 7 4 —JL FD&HEA

Z4—ILF EL

TxReq/TxReqld %18 N7z EAP-request/identity 7 L — A D3,

TxTotal EEENETXTHOH A 7D EAPOL 7 L— A D%,

RxStart ZAg & 7= H#%h72 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L — A DO fEEK

RxLogoff 2% & 7= EAPOL-Logoff 7 L — A D#k

RxRespld %15 & 7= EAP-Response/Identity 7 L — A D%

RxResp Z{% SN =A%) 7e Extensible Authentication Protocol (EAP) -Response
7 L— 24 (Response/Identity 7 L— A LISL) OfE%K

RxInvalid ZEENTZEAPOL 7L —2D 5 b, 7L —Ab XA FTERBHTERNT
L — 2D

RxLenError ZAEENTEAPOL 7 L—2DH5 b Ny NRIKORESZRT 7 4 —b
RN EZh 72 7 L — A D

RxTotal ZEENTTRTDOEZA TDOHEL R EAPOL 7 L —ADHK

RxVersion Bt%IZ3% 8 L7 EAPOL 7 L— ATt aniz7a han "=y VFE,

LastRxSrcMac %%/ L7 EAPOL 7 L — A TR ENTEET MAC (AT 47 7
7' A 7 KL

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show dotix M

BEaITUF avwok Eﬁﬂﬂ

dotlx critical — FT802.1X 7 VF 4 W NRGiEZEA F—T NI LET,

dotlx critical eapol EAP RMADIEHF TR — M7 U T 4 IV E = T 14
# @ EAPOL fEh/ "7y FOEEZA F—T VIZLET,

dotlx critical recovery delay A=k U)ﬁfﬁﬂﬂﬁ{lﬁiﬁﬁbﬂé IRE [ RT3 Li@‘

dotlx critical vlan 7 VT 4 ANVREEEZT TR — M ERFED VLAN [2H1 Y
LTET,

dotlx guest-vlan AR—hZEIZH AR VLAN A4 2 —7VIZLET,

dotlx max-reauth-req WIET 0 A EZHBETHHIIC. AL v TN

EAP-Request/Identity 7 L — L% 7 54 7 > MIFEET
DIRREHEERELET,

dot1x port-control R— FOFARI AT — bOFE#FIEE A F—T VI LET,
mac-address-table notification 2L v FTMAC 7 RV REMEZA X —T M LET,

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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W show energywise

show energywise

show energywise ¥t EXEC =~ FZffHH LT, => 7 17 1 & Power over Ethernet (PoE) &—

k@ EnergyWise D% &

BLOAT—HR2RKRLET,

show energywise [categories | children | domain | events | level [children | current
[children] | delta children] | neighbors | recurrences | statistics | usage [children] |
version] [ | {begin | exclude | include} expression]

BX DA categories EE) BHLAVEFRRZLET,
children (EE) =T 4T 4L POER—FDAT—H AT R LET,
domain UEB) =T AT ANBTDRAL v aRRLET,
events EE) RAALCHNOMOT T 47 4 ICHEESNTRIED 10 oA X
F (Av®—2) ZERLET,
level [children | () =o 7 47 4 (M RERE ) L~ % o LET,
fi:{tfrfigftll;lc(ilfiig]rln] o children : =27 7 ¢ & PoE H— Mol HEAT ) L b
e current : 2T 4T 4 DBEDEHL~L,
({£E) children : =7 (7 ¢ & PoE R— FOHEDE L ~L
o delta: =7 47 A DHEEDOBEH LNV EEHAIRERE LV OZE
(f£#&) children: =>7 7 1 & PoE R"— hDOHAEDES L~V L fE
FRTREZR B LSV D2
neighbors () o T AT ADBETD AL L DFIAN— F—T N EFm LET,
recurrence (fL7) EnergyWise /& L VK LD AT — 4 A& Fm LET,
statistics EE) ANV INEex2TF =DV FERRLET,
usage [children] EE) =T 474 DB NERRLET,
e children : PoE R— bDENEFRLET,
version (f£7) EnergyWise D N\—V g V2R RLET,
a2k E—F e EXEC
av Yy FEE )yy—=2 EENE
12.2(52)SG o~y RRBMERELE,

ERLEDAA FS54>

LFHITIE, RLFEALFREBI S E T, 72& 21T, | exclude output & AJ) L7255,

output %

BUITIIFRRSNEEADR, Output ZETATIEIR RS NET,
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show energywise

ﬁ“ Switch# show energywise
Interface Role Name Usage Lvl Imp Type
Switch lobby.1 558.0 (W) 10 1 parent

Switch# show energywise children

Interface Role Name Usage Lvl Imp Type
Switch lobby.1 558.0 (w) 10 1 parent

Gi3/3 interface Gi3.3 0.0 (w) 10 1 child

Gi3/4 interface Gi3.4 0.0 (w) 10 1 child

<output truncated>

Switch# show energywise domain

Name : lobby.1
Domain : areal
Protocol : udp

Ip : 10.10.10.2
Port : 43440

Switch# show energywise events

Sequence: 246818 References: 0:1 Errors:
Class: PN_CLASS QUERY
Action: PN_ACTION CPQR_POWERNET QUERY SET

Reply To: 8.8.8.24:43440

Sequence: 246827 References: 0:1 Errors:
Class: PN CLASS DISCOVERY
Action: PN ACTION CPQR POWERNET DISCOVERY DISCOVERY UPDATE

Reply To: 8.8.8.24:43440

Switch# show energywise level
Levels (Watts)
Interface Name 0 1 2 3 4 5 6 7 8 9 10

lobby.1 0.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0

Switch# show energywise level children
Levels (Watts)

Interface Name 0 1 2 3 4 5 6 7 8 9 10
lobby.1 0.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0
Gil/0/1 Gil.0.1 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gil/0/2 Gil.0.2 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gi1/0/3 Gil1.0.3 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gil1/0/4 Gil.0.4 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gil/0/5 Gil.0.5 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gil1/0/1 Gil.0.1 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
<output truncated>
Switch# show energywise level current
Interface Name Level Value
lobby.1 10 558.0 (W)
Switch# show energywise level current children
Interface Name Level Value
lobby.1 10 558.0 (W)
Gil/0/1 Gil.0.1 1 15.4 (W)

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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W show energywise

Gil/0/2 Gil.0.2 1 15.4 (W)

Gil/0/3 Gil.0.3 1 15.4 (W)

Gil/0/4 Gil.0.4 1 15.4 (W)

Gi1/0/5 Gil.0.5 1 15.4 (W)

<output truncated>
Switch# show energywise level delta

Levels (Watts)
Interface Name 0 1 2 3 4 5 6 7 8 9 10
lobby.1 -558.0 0.0 0.0 0.0 0.0 0.0 0.0 0 0.0 0.0 0.0
Switch# show energywise level delta child
Levels (Watts)
Interface Name 0 1 2 3 4 5 6 7 8 9 10
lobby.1 -558.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Gil/0/1 Gil.0.1 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gil1/0/2 Gil.0.2 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gi1/0/3 Gil.0.3 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gi1/0/4 Gil.0.4 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
<output truncated>

Switch# show energywise neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Id Neighbor Name Ip:Port Prot Capability

1 Switch.A 2.2.2.29:43440 cdp S I

5 Switch.B 2.2.2.22:43440 udp S I

7 Switch.C

Switch# show energywise recurrences

Id Addr Class Action Lvl Cron

2 Gi1/0/17 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

3 Gil/0/18 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

4 Gil/0/19 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

Switch# show energywise statistics

Children: 48 Errors: 2 Drops: 0 Events: 14

Switch# show energywise usage

Interface Name Usage Caliber

lobby.1 558.0 (W) max
Switch# show energywise usage child
Interface Name Usage Caliber
lobby.1 558.0 (W) max

Gil/0/1 Gil.0.1 0.0 (W) presumed

Gil/0/2 Gil.0.2 0.0 (W) presumed

Gil1/0/3 Gi1.0.3 0.0 (W) presumed

Gil/0/4 Gil1.0.4 0.0 (W) presumed

Gil1/0/5 Gil.0.5 0.0 (W) presumed

<output truncated>
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show energywise

Switch# show energywise version

EnergyWise is Enabled

IOS Version: 12.2(52)SG(0.91)

EnergyWise Specification: (t_nrgyz v122 52 sg throttle)1.0.14

BEa<vY KR avyvk SBR

energywise (Fme—/\)L a7 4 F¥alb— =TT 47 4T EnergyWise 4 Fx—7/LIZ LT, &
vav) ELET,

energywise (f V¥ —7=zA R a7 4 PoE R — I C EnergyWise &% & L £ 7,
Fal—Tay)
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Hl show environment

show environment

VY —VOBRET 7 — b, BEAT—F A, BIUOUREEZF/RT AIZIEL. show environment =~ > K
FEALET,

show environment [alarm] | [status [chassis | fantray | powersupply | supervisor]] |

[temperature]
BX DA alarm (EE) % —1DO7TF7—b AT —FZ AR ELET,
status (ER) BMEA T — 2 A ERERELET,
chassis (13 v —YOEERAT—Z 25 EELET,
fantray (EE) 772 MLADAT—HAZIREL, 77 bLAOBHHBEEZFRRLET,
powersupply  ({L&) BHEEO AT =X 2 &2HELET,
supervisor (FBE) A== NP =PV DRATF— R AEEELET,
temperature ({LE) BHEOL v —VRERESIEELET,
T2+ E Zoawy Rk, T4V MRERHY EH AL
avTY kR E—F ¥+ EXEC £— I
avy FER Jyy—x EERE
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 v FITIBMENE LTz,
12.1(12¢)EW show environment =~ > N2 X 25— A 70 BRI IE O R RPERED A — R 3B
ShE L7z,
i KOBFITIE, % —ORET I —4, BIfERAT—Z 2, BLOBEOREREICHET 2 HREERT

LHEERLET,

Switch# show environment
no alarm

Chassis Temperature = 32 degrees Celsius
75 degrees Celsius
95 degrees Celsius

Chassis Over Temperature Threshold
Chassis Critical Temperature Threshold

Power Fan

Supply Model No Type Status Sensor
PS1 PWR-C45-1400AC AC 1400w good good
PS2 none -= - -=
Power Supply Max Min Max Min Absolute
(Nos 1in Watts) Inline Inline System System Maximum
PS1 0 0 1360 1360 1400

PS2 -= -= -= -= -=
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Power supplies needed by system : 1
Chassis Type : WS-C4507R
Supervisor Led Color : Green
Fantray : good

Fantray removal timeout: 240

Power consumed by Fantray : 50 Watts

WROFITIE, BET 7 —LICHTHIERERTT 2 HEERLET,

Switch# show environment alarm
no alarm
Switch#

show environment W

WOBITIE, BREE, Yy—Y A7, BIOT7 7> FUAICETIEREFRT D HkERLET,

Switch# show environment status

Power Fan
Supply Model No Type Status Sensor
PS1l PWR-C45-1400AC AC 1400w good good
PS2 none -- -- -=
Power Supply Max Min Max Min Absolute
(Nos in Watts) 1Inline 1Inline System System Maximum
PsS1 0 0 1360 1360 1400

PS2 - - - - -

Power supplies needed by system : 1
Chassis Type : WS-C4507R

Supervisor Led Color : Green

Fantray : good

Power consumed by Fantray : 50 Watts
Switch#

WROFITIE, Y —VICHETDERE R D HEEZ R LET,

Switch# show environment status chassis
Chassis Type :WS-C4507R
Switch#

KOBITIE, 77> FvAIZHET EREFRT D HEEZRLET,

Switch# show environment status fantray
Fantray : good

Power consumed by Fantray : 50 Watts
Switch#

| oL-22251-01-J
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Hl show environment

WROFITIE, BIFREEICHETERE 2R HEEZ R LET,

Switch# show environment status powersupply

Power Fan
Supply Model No Type Status Sensor
PS1 WS-X4008 AC 400w good good
PS2 WS-X4008 AC 400w good good
PS3 none -- -= -=
Switch#

WOBITIZ, A== Y = DT DIERERTT D HEERLET,

Switch# show environment status supervisor
Supervisor Led Color :Green
Switch#

ROBITIE, ¥y =V OREICHETEREEZ TR T 2 HEE2 R LET,

Switch# show environment temperature

Chassis Temperature = 32 degrees Celsius
Chassis Over Temperature Threshold = 75 degrees Celsius
Chassis Critical Temperature Threshold = 95 degrees Celsius
Switch#
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show errdisable detect W

show errdisable detect

errdisable IR D AT — % A% FK/RxT 51Z1%. show errdisable detect =~ > R&ZfEH L £7,

show errdisable detect

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
FI2AILE Toawy RITiE, FTIANMRETHY FHA,
avY kR E—F e EXEC E— KN

av Y FERE Jyy—= EEARR
12.1(8a)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
12.1(19)EW A R — SO AT — 2 ARFRICEENE LTz,

] ROFITIX, errdisable MDA T — 4 2 % FR7T 5 HiEE R LET,
Switch# show errdisable detect
ErrDisable Reason Detection status
udld Enabled
bpduguard Enabled
security-violatio Enabled
channel-misconfig Disabled
psecure-violation Enabled
vmps Enabled
pagp-flap Enabled
dtp-flap Enabled
link-flap Enabled
12ptguard Enabled
gbic-invalid Enabled
dhcp-rate-limit Enabled
unicast-flood Enabled
storm-control Enabled
ilpower Enabled
arp-inspection Enabled
Switch#
BEa< K avwvFk St
errdisable detect errdisable fiti % A x—7 iz LE T,
errdisable recovery B A =X LB EHELET,
show interfaces status ALEBE =T 2 A ADAT —HF XAF 1T errdisable A7 — |

AL B —T A ADY A N2 FRRFLET,
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Bl show errdisable recovery

show errdisable recovery

340

.'E-EI;

BA

T24+ILEK

errdisable [F1f % 1 ~ —{F#H 2 £ " T 521, show errdisable recovery =~ > F&HEH L E T,

show errdisable recovery

Zoavy Rk, IEELETF -V —FEdH 0 £HA,

ZDavwry R, TNV IREITDHY A,

¥ EXEC £— N

]

Jyy—= EEARR
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,
12.1(19)EW A R — SO AT — 2 ARFRICEENE LTz,

WOFITIX, errdisable [l % 1 ~—{EHRE KR T D HEE R LET,

Switch# show errdisable recovery

ErrDisable Reason
udld

bpduguard
security-violatio
channel-misconfig
vmps

pagp-flap
dtp-flap
link-flap
12ptguard
psecure-violation
gbic-invalid
dhcp-rate-limit
unicast-flood
storm-control
arp-inspection

Timer Status
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Timer interval:30 seconds

Interfaces that will be enabled at the next timeout:

Interface

Fa7/32

Errdisable reason

Time left (sec)

arp-inspect 13
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show errdisable recovery W

BEaITUF avwok e
errdisable detect errdisable it % 4 x—7 MIZ L ¥,
errdisable recovery B A =X LEREFHELET,
show interfaces status AE =T 2 A ADAT —HF XAFE X errdisable A7 — b

B =T 2 ADI) A 2R RLET,
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B show etherchannel

show etherchannel

7 v /L@ EtherChannel {F# Z & ~7 5121%. show etherchannel =~ FZfEH L £9,

show etherchannel [channel-group] {port-channel | brief | detail | summary | port |
load-balance | protocol}

EX DA channel-group — (IT) F % %/ F—THTF, HOMEOFBIL 1 ~ 64 T,
port-channel A=K FrxViflrRrLET,
brief EtherChannel f§ 8 OENZ R R L ET,
detail #EH72 EtherChannel [§# &2 #r L ¥ 7,
summary EF ¥ XN IN—TDh~ ) —% 1 {TCERLET,
port EtherChannel " — s DIF#H A2 F R L ET,
load-balance 0— R RXTURAEREERLET,
protocol A FX—TNTHb7a halrRRrLET,
TIXHILE ZOawy RITIE, T4V FERERHY FHE A
oYk E—F i EXEC £— N

ATy FEE Jy—2 EEAR
12.1(8a)EW ZDav A Catalyst 4500 &V — X 24 v FITBMENE LT,
12.1(13)EW LACP OH%AHR— 2B, Zoa~wy FIZBMEhE LK,

BRLEDHAKSAY Frxn ZA—T%BELRVWEAIE, TXTOF v XL T A—FRERINET,
WO TiH, A— K U A R®D Passive 7 4 —/L RiZb A ¥ 3 DFR—F F¥ AT TERRENET,
ZOT7 44—V R, FEEBILTOWARVYEA X —T oA ARTF v 3 TA—THNTEREINL T
5L (BLXUORMEMIZTF Yy RV JL—TATHE—DR—K Fx XL THDHZ L) ZERLET,

] WOBITIE, BEDIZN—TDR— Fx RxNAFRERTRT L HEEZRLET,

Switch# show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol

Age of the Port-channel = 02h:35m:26s
Logical slot/port = 10/1 Number of ports in agport = 0
GC 0x00000000 HotStandBy port = null

Fa5/4 Fa5/5
Port-channel L3-Ag Ag-Not-Inuse

Passive port list
Port state

Ports in the Port-channel:
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Switch#

ROFITIE, v—F NTUAGRERRT L2 HEERLET,

Switch# show etherchannel load-balance
Source XOR Destination mac address
Switch#

WOEITIX, BEDO I NL—TDFEROY~ ) —2 KT HHEEZTLET,

Switch# show etherchannel 1 brief
Group state = L3

Ports: 2 Maxports = 8

port-channels: 1 Max port-channels =1
Switch#

WROFITIE, FFED 7 NV—7OFMIGRERTT 2 HiEERLET,

Switch# show etherchannel 1 detail

Group state = L3

Ports: 2 Maxports = 8

Port-channels: 1 Max Port-channels = 1
Ports in the group:

Port: Fab/4

Port state EC-Enbld Down Not-in-Bndl Usr-Config

show etherchannel

Channel group = 1 Mode = Desirable Gecchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: - Device is sending Slow hello. - Device is in Consistent state.

S

A - Device is in Auto mode.
Timers: H
S

C

P
- Hello timer is running. Q - Quit timer is running.
- Switching timer is running. I

Local information:

- Device learns on physical port.

- Interface timer is running.

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/4 d Ul/s1 1s 0 128 Any

Age of the port in the current state: 02h:33m:14s
Port: Fa5/5

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gcchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: - Device is sending Slow hello. - Device is in Consistent state.

S

A - Device is in Auto mode.
Timers: H
S

C

P
- Hello timer is running. Q - Quit timer is running.
- Switching timer is running. I

Local information:

- Device learns on physical port.

- Interface timer is running.

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/5 d Ul/s1 1s 0 128 Any

Age of the port in the current state: 02h:33m:17s

| oL-22251-01-J
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B show etherchannel

Port-channels in the group:

Port-channel: Pol

Age of the Port-channel = 02h:33m:52s
Logical slot/port = 10/1 Number of ports in agport = 0
GC = 0x00000000 HotStandBy port = null

Fa5/4 Fa5/5
Port-channel L3-Ag Ag-Not-Inuse

Passive port list
Port state

Ports in the Port-channel:

Index Load Port

Switch#

KOBITIE, HF v FN TN—TOF <) —% I {TCERRTLHEEZRLET,

Switch# show etherchannel summary
U-in use 1I-in port-channel S-suspended D-down i-stand-alone d-default

Group Port-channel Ports

1 Pol (U) Fa5/4(I) Fa5/5(I)
2 Po2 (U) Fa5/6(I) Fa5/7(I)
Switch#

WOFEITIX, TR_RTOR— FBLOTRTDZL—7D EtherChannel 75— MR E T+ 5 HiEx R
LEJ,

Switch# show etherchannel port
Channel-group listing:

Port: Fa5/4

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gcchange = 0

Port-channel = null GC = 0x00000000 Psudo-agport = Pol

Port indx =0 Load = 0x00

Flags: - Device is sending Slow hello. - Device is in Consistent state.

- Device learns on physical port.

S

A - Device is in Auto mode.
Timers: H
S

C
P
Hello timer is running. QO - Quit timer is running.
- Switching timer is running. I - Interface timer is running.

Local information:

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Fa5/4 d Ul/s1 1s 0 128 Any 0

Age of the port in the current state: 02h:40m:35s
Port: Fa5/5

Port state = EC-Enbld Down Not-in-Bndl Usr-Config

Channel group = 1 Mode = Desirable Gcchange = 0
Port-channel = null GC = 0x00000000 Psudo-agport = Pol
Port indx =0 Load = 0x00
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show etherchannel W

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.

<...output truncated...>

Switch#

WORFITIE, A F—TNThd7Ta haLzRRTbHEEZRLET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: PAgP

Group: 24
Protocol: - (Mode ON)
Switch#
BAEaOTY R avwyk iR
channel-group EtherChannel 7'/ —7°IZ EtherChannel 1 > % — 7 = A X
FEDYCTCRELET,
interface port-channel R R FXr RN A E—T o2 A~DT 7 RAEFITHR—

FFyxn L BZ—T A ADEREITVET,
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Hl show flowcontrol

show flowcontrol

To—HIEICREET A A =T 2 AT EDAT =X AR I OMEHERZ FRT HI2IE. show
flowcontrol ==~ FZfEH L £,

show flowcontrol [module slot | interface interface]

BX DA module s/ot ULE) BREBEDEY a— L EOAL v F—T oA ZACBELET.
interface interface (EE) BEDA L HA—T 2 A ADAT —HZABEXRLET,
TIAIE Zoawr R, T4 MRETH Y EH A,

avy kE—F it EXEC &— K

av Y FEE Jy—=R EEARR
12.1(8a)EW Z»=a= KA Catalyst 4500 U — X 2 A v FITIBMENE LTz,
12.2(25)EW 10X HEY b A—=F %y b A2 X —TxA ZADOHKR— LA, Catalyst 4500 2 U —
R ZA wFITEBMENE L,

FEREDHLRSL4Y 2 2-2012. show flowcontrol =~ > FOMNIZERINDE T 4 — ROFHAERLET,

& 2-20 show flowcontrol A< > FOH A

Z4—ILF L]

Port EY 2= VBIOR— FEZTT,

Send-Flowcontrol-Admin Zo—floEETYT, BRINDIATEEOSLZHEIIRO LB T

T oon X, a—Hh R— "R a—HlEEHEPAICEETLI L%
RLET, off iZ. m—H /L RN— FN7 o —HilfllZFHFRNEE LR
WZ &R LET, desired |E, FAFHINY A — KL TWAIEAEIT,
a— AR T e —HEEZEPAICEE T ERLET,
Send-Flowcontrol-Oper 7 —HEOBETT, RRSNDIAEEOS HRETROLEEY T
T, disagree (X, 2 DOFR— IRV 7 T FANIHEETER
MolzZ LERLET,

Receive-Flowcontrol-Admin |7 o —§l#EI OB HE G4, FRINDAEEDOH BZHEITXROLEBY T
9, on (X, B—AN R— FBPHEFHICE B 7 0 —HIfO%REEZME
T B ERLET, off i, m—HL R— FBHEFEMIC L D7

o —HlEOBEEF AT LN L 2R LET, desired X, m— /L
BIBAHFHNC LB 7 e —HIEOEREEFAI T 2R RLET,
Receive-Flowcontrol-Oper 7 —HEHOBETT, BRARSINDAREOH IREIFTKRO LB T
7. disagree (X, 2 DOR— IRV 7 Fu FILIEETER
MolzZ LERLET,
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show flowcontrol W
® 2-20 show flowcontrol A< > FOHH (HKE=)
Z4—ILF §RBA
RxPause ZEENTEZR—X 7 L —28TT,
TxPause EEEINTEAR—X 7L —205TT,
] WOFITIE, TR_RTOXHTEY b A=V Fy b A F—T o ADT7a—HliIAT — X A eERT 5

HiEERLET,

Switch# show flowcontrol

Port Send FlowControl Receive FlowControl

admin oper admin oper
Tel/1l off off on off
Tel/2 off off on off
Gil/3 off off desired on
Gil/4 off off desired on
Gil/5 off off desired on
Gil/6 off off desired on
Gi3/1 off off desired off
Gi3/2 off off desired off
Gi3/3 of f off desired off
Gi3/4 off off desired off
Gi3/5 off off desired off
Gi3/6 off of f desired off
Switch#

RxPause TxPause

O O O O O O O o o o o o
O O O O O OO oo o o o

WOFETIX, TVa— 1 O7a—fAT—%2%2R 1T H5HEERLET,

Switch# show flowcontrol module 1

Port Send FlowControl Receive FlowControl
admin oper admin oper

Gil/1 desired off off off 0

Gil/2 on disagree on on 0

Switch#

RxPause TxPause

WROPITIE, FHEY b A—=F Ry b A F =T x2A X34 D7 0—Hlill AT =2 ALK RT DL

TR LET,

Switch# show flowcontrol interface gigabitethernet3/4

Port Send FlowControl Receive FlowControl
admin oper admin oper

Gi3/4 off off on on 0

Switch#

RxPause TxPause

KOFETIE, 10 FHEYy b A —P Ry b A B —TxA 21/l D7 a—HHAT—Z ZA&2FR_TEH5

EaERLET,

Switch# show flowcontrol interface tengigabitethernetl/1

Port Send FlowControl Receive FlowControl
admin oper admin oper

Tel/1 off off on off

Switch#

RxPause TxPause

| oL-22251-01-J
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Hl show flowcontrol

BlEaT YK avwyFk e
channel-group R—=RX TV — L EEFELIZETDILICEFITE Y b
A—HVRXy P AV E—T A ZAEFRELET,
show interfaces status A B =T A ADAT —F XAE =L errdisable 27— |k

AL E—T A ADY A N2 FRFLET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show hw-module port-group W

show hw-module port-group

FV2—D X2 HK—ARED LI N—TEN T L0 EF AT HIZ1E, show hw-module
port-group =~ > F&HEH L £,

show hw-module module number port-group

ST EHBA module FRREY 2 — L EEELET,
number 28y FEFIFEY 2 — NV EFEIEELET,
port-group 2L v FDOR—F IA—T%EELET,
T2FIE X2 E— KT,
avy Rk E—F sa—\)L ar74¥alb—y gy EF—K
avy FERE yy—=x EERE
12.2(40)SG WS-X4606-10GE-E Twin Gigabit = > /X—% O R — FEME L E Lz,

ERLEDAA K54

]

TwinGig 2 v N—F 2 A X—TNELET 4 E—TNZTDHE, T4 I—FEOFR—FOFFLH
ATNEAFT Iy Z7IZEDY 3, LANTIEZ OEERKRENTWDMLERSH Y £7, Cisco I0S T
X, 10 F¥AHE v b R— MZiX TenGigabit, 1 ¥ HE v b A— MZIX Gigabit &\ 5 ARTAFT SN E
7, Cisco IOS Release 12.2(40)SG LK Ti%, & — MIZ TenGigabitl/1 & Gigabitl/1 &5 & Fi% 1
BRNECTHDIT 10 F Ay b 1 FAE Y hOR— FEZITMIZLTHES, 6l X2 A—
k&> WS-X4606-10GE-E £ ¥ = —/L (21 TenGigabit<slot-num>/<1-6> &\ 5 & BT B,
SFP R— M iZix Gigabit<slot-num>/<7-18> &\ &I (HT B E T,

Supervisor Engine 6-E ¥ X O Catalyst 4900M > ¥ — > Tit, A — MIAX T ASICIZ L > TAA vF
VT DB EINE T, ZTOAX T ASIC I o TAHR— MIHIRAEALET, FHEY B
R—=FrL10FAHEY b F—r2E—-DAZ T ASIC LTRESEDLZ EITTEEREA, TTN 10
XAy b (X2) THHI, FLFTITHRXHEy b (TwinGig 2 N—F B LR SFP) ThoH
ERHVET, X2 EV 22—/ VORI L — MZ, BEEOMEN R 7 V—7 £33 7 Vv—7 DFEHEIC
Wiz Ry 7 2L >T, ZOAZT K= DI N—TRERRINET,

WDFITIX, WS-X4606-10GE-E TEY 2—/vD X2 R— /RN ED L HIZ7 NV —TLITWD0H
BaERLET,

Switch# show hw-module module 1 port-group

Module Port-group Active Inactive

1 1 Tel/1-3 Gi1/7-12
1 2 Tel/4-6 Gil/13-18
Switch#

| oL-22251-01-J
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W show hw-module port-group

BEEav K avwyvk HL)

hw-module port-group TV 2=V TEAE Y b A=Ky PEIT 10 FTE
M A=V Ry h A F =T oA AERIRLET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show hw-module uplink W

show hw-module uplink

T24+ILEK

avY kR E—F

BEDOT v 7Y 7 £— R&RRT 5121, show hw-module uplink =~ > FZEH L E7,

show hw-module uplink

ZDavwry R, TNV IREITHY A,

¥ #E EXEC £— I

EREDAHA R34y

Jyy—= EEARR
12.2(25)EW Z o =a= KA Catalyst 4500 U — X 2 A v FITBMENE LTz,

TIT4TRT TV oy T— KR, BESNTWDHE— RERRDGET. HOIZETOEERER
EnhET,
FT7 4/ NTIE, HED (BELTWD) Ty 7 ) v 7@BRNRERENET,

U] ROBITIX, BHIED (T2 T 477) Ty TV 7287t HMIERLET,
Switch# show hw-module uplink
Active uplink configuration is TenGigabitEthernet
WOBITIE, 10 FHEY b A =% Xy b Ty TYULIRTIF 4T T, ¥HEY b A —FF v b
Ty TV RBIREN TV DGO, SSO E— ROTNEV AT LD ERLET,
Switch# show hw-module uplink
Active uplink configuration is TenGigabitEthernet
(will be GigabitEthernet after next reload)
A 'redundancy reload shelf' or power-cycle of chassis is required to
apply the new configuration
WOBITIE, 10 FHE Y b A =% Xy b Ty TYULIRTIF 4T T, ¥HEY b A —FF v b
Ty TV RBRENTWDHEED, RPR E— ROTLEV AT AOM I ERLET,
Switch# show hw-module uplink
Active uplink configuration is TenGigabitEthernet
(will be GigabitEthernet after next reload)
A reload of active supervisor is required to apply the new configuration.
BZEavF avwUk B
hw-module uplink select W-C4510R ¥ v — N ® Supervisor Engine V-10GE T 10

EHE Y b A—F Ky hEFIFEHEY b A —FF o b
T L BERUET,
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M show idprom

show idprom

Yt AN A TV, E Vo, BREE. 77y FLAL J0v s TV,
BXO=wAF7 L 74 (mux) /3> 77 ® IDPROM # %<3 5121, show idprom =~ > K% (£
3

—

show idprom {all | chassis | module [mod] | interface int name | supervisor |
power-supply number | fan-tray}

BT all F_T® IDPROM DFEH & KR LET,
chassis v ¥ —3 @ IDPROM DOfE# % F R LE T,
module £ 2 —/L D IDPROM OF#REFR L £7,
mod LE) EVa—VAERELET,
interface int_name GBIC F7-1% SFP IDPROM DO #z=FA L ET,
supervisor A== A Y Y0 IDPROM DIEHEFR L ET,
power-supply number 45 O IDPROM OfEHAEF R L ET,
fan-tray 77> bLA®IDPROM OIE#HREFERLET,
T2+ Zoavy Rk, T4V hRERH Y ETH A

avY kR E—F ¥HE EXEC E— R

av Y FERE Jyy—=x EFERNE

12.1(8a)EW IO a= RS Catalyst 4500 >V —X 2 A v FITEME L E Lz,

12.1(12¢)EW power-supply. fan-tray. clock-module. # XU mux-buffer —7— Ko+
A— hBEMENE L,

12.1(13)EW interface ¥ — 7 — ROV HR— MM EMEIE Lz,

12.2(18)EW GBIC/SFP SEEPROM ORNED 16 #EE % FH 5 K 9 I show idprom interface
HANIER S E Lz,

12.2(25)EW 10X EY b A —FFy F AU F—T A ZADPHR— I, Catalyst 4500 >
V=X 2 wFITBMINE L,

EALDHM K54  show idprom interface =~ FEZANT 5 &, WY A 7B IO Rx (%15) BHMEDOHITAT
ANTO GBIC IZOWTIEHERSNLRWGERH Y £7,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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WOHTIE, TY 22—/ 4 O IDPROM 1R &2 F T2 HEERLET,

Switch# show idprom module 4
Module 4 Idprom:

Common Block Signature = O0xABAB
Common Block Version = 1

Common Block Length = 144
Common Block Checksum = 4199
Idprom Size = 256

Block Count = 2

FRU Major Type = 0x4201

FRU Minor Type = 303

OEM String = Cisco Systems, Inc.
Product Number = WS-X4306
Serial Number = 00000135

Part Number = <tbd>

Hardware Revision = 0.2
Manufacturing Bits = 0x0000
Engineering Bits = 0x0000

Snmp OID = 0.0.0.0.0.0.0.0

show idprom M

Power Consumption = 0

RMA Failure Code = 0 0 0
Linecard Block Signature
Linecard Block Version =
Linecard Block Length =
Linecard Block Checksum
Feature Bits = 0x0000000

0
= 0x4201

1

24
= 658
000000000

Card Feature Index = 50

MAC Base = 0010.7bab.9830
MAC Count = 6
Switch#

WORFITIE, FTEY N A =YXy b A F—T =1 1/2 D GBIC ® IDPROM 1E#H %= £ RT5H

BaRLET,

Switch# show idprom interface gigabitethernetl/2
GBIC Serial EEPROM Contents:

Common Block:
Identifier =
Extended Id =
Connector =
Transceiver

Speed =
Media =
Technology =
Link Length =
GE Comp Codes =
SONET Comp Codes =
Encoding =
BR, Nominal =
Length (9u) in km =

Length (9u) =
Length (50u) =

Length (62.5u) =
Length (Copper) =

Vendor name =
Vendor OUI =
Vendor Part No. =
Vendor Part Rev. =
Wavelength =

GBIC [0Ox1]
Not specified/compliant with defined MOD DEF [0x0]
SC connector [0x1]

Not available [0x0]
Not available [0x0]
Not available [0x0]
Not available [0x0]
Not available [0x0]
Not available [0x0]

8B10B [0x1]

1300000000 MHz

GBIC does not support single mode fibre, or the length
must be determined from the transceiver technology.

> 25.4 km

GBIC does not support 50 micron multi-mode fibre, or the
length must be determined from the transceiver technology.
GBIC does not support 62.5 micron multi-mode fibre, or
the length must be determined from transceiver technology.
GBIC does not support copper cables, or the length must
be determined from the transceiver technology.
CISCO-FINISAR

36965

FTR-0119-CSC

B

Not available
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M show idprom

CC_BASE = 0x1A

Extended ID Fields

Options =

implemented and disables the serial output
BR, max = Unspecified

BR, min = Unspecified

Vendor Serial No. = K1273DH

Date code = 030409

Diag monitoring = Implemented
Calibration type = Internal

Rx pwr measuremnt =
Address change =
CC_EXT =

Required
0xB2

Vendor Specific ID Fields:
20944D30
20944D40

SEEPROM contents (hex)

0x0000 01 00 01 00 OO OO OO0 00 00 OO
0x0010 00 00 00 OO0 43 49 53 43 4F 2D
0x0020 52 20 20 20 00 00 90 65 46 54
0x0030 2D 43 53 43 20 20 20 20 42 20
0x0040 00 1A 00 00 4B 31 32 37 33 44
0x0050 20 20 20 20 30 33 30 34 30 39
0x0060 29 00 02 80 22 33 38 3D C7 67
0x0070 1A 80 ED 00 00 00 00 00 00 OO
Switch#

size 128:

00 01
46 49
52 2D
20 20
48 20
20 20
83 E8
00 00

0D
4E
30
00
20
64
DF
38

Optical Modulation Amplitude

00
49
31
00
20
00
65
23

(OMA)

00
53
31
00
20
00
6A
3C

29 00 02 80 22 33 38 3D C7 67 83 E8 DF 65 6A AF
1A 80 ED 00 00 00 00 00 OO0 00 00 00 38 23 3C 1B

FF
41
39
1A
20
B2
AF
1B

)..."38=Gg"Ch_ej/
............ 8#<.

....CISCO-FINISA

R .. "PeFTR-0119

-CSC B

....K1273DH
030409 d..z2

) .."@"38=Gg~C. e].

AN} DN 8#<.

Loss of Signal implemented TX FAULT signal implemented TX DISABLE is
[0x1A]

WOFITIE, 10X HEYy b A =YXy b A F—T =12 1/1 ® IDPROM [5# % K145 kxR

L/§37fo

Switch# show idprom interface tengigabitethernetl/1

X2 Serial EEPROM Contents:
Non-Volatile Register (NVR)
X2 MSA Version supported

NVR Size in bytes
Number of bytes used
Basic Field Address
Customer Field Address
Vendor Field Address
Extended Vendor Field Address
Reserved

Transceiver type

Optical connector type

Bit encoding

Normal BitRate in multiple of 1M b/s
Protocol Type

Fields

Standards Compliance Codes
10GbE Code Byte 0
10GbE Code Byte 1
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
10GFC Code Byte 0
10GFC Code Byte 1
10GFC Code Byte 2
10GFC Code Byte 3
Transmission range in 10m

Fibre Type

w N = O

:0xA
:0x100
:0xDO
:0xB
:0x77
:0xA7
:0x100
:0x0

:0x2 =X2
:0x1 =SC

:0x1 =NRZ

:0x284

8

:0x1 =10GgE

:0x2 =10GBASE-LR

: 0x0
:0x0
: 0x0
: 0x0
:0x0
:0x0
: 0x0
:0x0
:0x0
:0x3E8
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Fibre Type Byte 0 :0x40 =NDSF only
Fibre Type Byte 1 :0x0 =Unspecified
Centre Optical Wavelength in 0.0lnm steps - Channel 0 :0x1 OxFF 0xBS8
Centre Optical Wavelength in 0.0lnm steps - Channel 1 :0x0 0x0 0xO0
Centre Optical Wavelength in 0.0lnm steps - Channel 2 :0x0 0x0 0x0

3

Centre Optical Wavelength in 0.0lnm steps - Channel

Package Identifier OUI :0xC09820

Transceiver Vendor OUI :0x3400800

Transceiver vendor name :CISCO-OPNEXT,INC

Part number provided by transceiver vendor
Revision level of part number provided by vendor
Vendor serial number :ONJ08290041
Vendor manufacturing date code :2004072000

Reservedl 00 02 02 20 D1 00 00
Basic Field Checksum :0x10

Customer Writable Area
0x00: 58 32 2D 31 30 47 42 2D 4C 52 20 20 20 20
0x10: 20 20 20 20 20 4F 4E 4A 30 38 32 39 30 30
0x20: 31 30 2D 32 30 33 36 2D 30 31 20 20 41 30

Vendor Specific :
0x00: 00 00 00 00 00 00 00O OO0 OO OO 00 00 00 0O
0x10: 00 00 00 00 00 00 00 OO0 OO 0O 00 00 00 0O
0x20: 00 00 00 00 00 00 00 OO OO 0O 00 00 00 0O
0x30: 00 00 00 00 11 E2 69 A9 2F 95 C6 EE D2 DA
0x40: 9A 34 4A 24 CB 00 00 00 00 00 00 00 00 0O
0x50: F4 AC 1A D7 11 08 01 36 00

Switch#

WOBITIE, A== AHF = O IDPROM tE#RERRT L HEEZRLET,

Switch# show idprom supervisor
Supervisor Idprom:

Common Block Signature =
Common Block Version = 1
Common Block Length = 144
Common Block Checksum = 4153
Idprom Size = 256

Block Count = 2

FRU Major Type = 0x4101

FRU Minor Type = 333

OEM String = Cisco Systems, Inc.
Product Number = WS-X4014

Serial Number = JAB05320CCE

Part Number = 73-6854-04

Part Revision = 05
Manufacturing Deviation String = 0
Hardware Revision = 0.4

Manufacturing Bits = 0x0000
Engineering Bits = 0x0000
Snmp OID = 0.0.0.0.0.0.0.0

Power Consumption = 0
RMA Failure Code = 0 0 0 0
Supervisor Block Signature = 0x4101

Supervisor Block Version =
Supervisor Block Length = 2
Supervisor Block Checksum = 548
Feature Bits = 0x0000000000000000
Card Feature Index = 95

MAC Base = 0007.0eeb.2a44

MAC Count = 2

1
4

:0x0 0x0 0x0

:TRT5021EN-SMC-W
:00

20 20
34 31
31 20

00 00
00 00
00 00
B3 FD
EF FC

show idprom M
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M show idprom

Switch#

WOFITIEL, v —® IDPROM [E#HERFTDHHEEZRLET,

Switch# show idprom chassis
Chassis Idprom:

Common Block Signature = O0xABAB
Common Block Version = 1

Common Block Length = 144
Common Block Checksum = 4285
Idprom Size = 256

Block Count = 2

FRU Major Type = 0x4001

FRU Minor Type = 24

OEM String Cisco Systems, Inc.
Product Number = WS-C4507R
Serial Number = FOX04473737
Part Number = 73-4289-02

Part Revision = 02
Manufacturing Deviation String = 0x00
Hardware Revision = 0.2

Manufacturing Bits = 0x0000
Engineering Bits = 0x0000

Snmp OID = 0.0.0.0.0.0.0.0
Chassis Block Signature = 0x4001
Chassis Block Version =1
Chassis Block Length = 22
Chassis Block Checksum = 421
Feature Bits = 0x0000000000000000
MAC Base = 0004.dd42.2600

MAC Count = 1024

Switch#

WOFITIE, BEIFREE 1 © IDPROM FHla£r"+ 272 RLET,

Switch# show idprom power-supply 1
Power Supply 0 Idprom:

Common Block Signature = OxABAB
Common Block Version = 1

Common Block Length = 144

Common Block Checksum = 10207
Idprom Size = 256

Block Count = 1

FRU Major Type = O0xABOl

FRU Minor Type = 8224

OEM String = Cisco Systems, Inc.
Product Number = WS-CAC-1440W
Serial Number = ACP05180002

Part Number = 34-XXXX-01

Part Revision = AO

Manufacturing Deviation String =
Hardware Revision = 1.1
Manufacturing Bits = 0x0000
Engineering Bits = 0x3031

Snmp OID = 9.12.3.65535.65535.65535.65535.65535
Power Consumption = -1

RMA Failure Code = 255 255 255 255
Power Supply Block Signature = OxFFFF
PowerSupply Block Version = 255
PowerSupply Block Length = 255
PowerSupply Block Checksum = 65535
Feature Bits = 0x00000000FFFFFFFF
Current @ 110V = -1

Current @ 220V = -1
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StackMIB OID = 65535
Switch#

WOFITIE, 77 bl A D IDPROM EHRERRZT D kLR LET,

Switch# show idprom fan-tray
Fan Tray Idprom

Common Block Signature = 0xABAB
Common Block Version =1

Common Block Length = 144
Common Block Checksum = 19781
Idprom Size = 256

Block Count = 1

FRU Major Type = 0x4002

FRU Minor Type = 0

OEM String = "Cisco Systems"
Product Number = WS-X4502-fan
Serial Number =

Part Number =

Part Revision =

Manufacturing Deviation String =
Hardware Revision = 0.1
Manufacturing Bits = OxFFFF
Engineering Bits = OxFFFF

Snmp OID = 65535.65535.65535.65535.65535.65535.65535.65535

Power Consumption = -1

RMA Failure Code = 255 255 255 255

Switch#

show idprom M
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Bl show interfaces

show interfaces

BEDA L HE—T 2 A ADNT T 4 v 7 &FKRT DHIZIE, show interfaces 2~ REfMiH L E7,

show interfaces [ {{fastethernet mod/interface-number} | {gigabitethernet
mod/interface-number} | {tengigabitethernet mod/interface-number} | {null
interface-number} | vlan vian_id} | status}]

¥ESTEHEA fastethernet UEE) 77 AP A= Ry F FVa2—ABLOAS v F—T =1 X
mod/interface-number ERELET,
gigabitethernet B8 ¥HEY P A—H Ry F FEVa2—NABIRAS v F—T =A
mod/interface-number AEEELET,
tengigabitethernet () 10 ¥HE Y b A —F %o h EVa—ABEOA v 4—T =
mod/interface-number A AZEELET,
null interface-number UEE) XN A v HZ—T oA ZAEEELET, H0EIZ0 T,
vlan vian_id (f:7) VLAN Z$5E L £, AZEOHMAIX 1 ~ 4094 TT,
status (ER) AT —Z AFHzeFrLET,

TNk Ioavwy RIS, T74N FRETH D EEA,

aAvUFE—F  #HEEXECE—F

avr FEE Jy—2 EERRE

12.1(8a)EW Z o3~y K73 Catalyst 4500 ) — X 21 v FITBEMENE LT,

12.1(12¢)EW JE3E VLAN 7 RL ADOHR— R8BS E Lz,

12.2(25)EW 10 XHEY h A —HFy b A Z—7 A ADHH— 73, Catalyst 4500 > U —
R AA wFITBBMENE L,

12.2(31)SGA Auto-MDIX OH R — kR a~vwr RIS E L,

12.2(52)SG VLAN HAN7 0 errdisable OV AR — k3 iBMEhE Lz,

FREDHLARSAY BRI LAY 224 v F R Xy FBEIOLA Y3 24 vF R 3% v MZHOWT VLAN BEAL T
NESNET, FEHERIZTZ=F Y A P~ AFF v R NFHFTHEHATEET, LAY 3 AL v F R
Ry OB T ME, ADFEE A FmON S THEMATE £, VLAN B OREHE®RIZ. 5752
LICHEHENET,

show interfaces =~ R TRREINDHT 27 L v 7 A E£— K show running-config =~ > N THR
ENDHLOERRDGENH Y LT, show interfaces 2~ FTERENDIT 27 L v 7 2 T—F
i, AV E =T 2 A ARFEITLTCOWDEBEDOT 27 v/ X E— KTY, show interfaces =~ FiZ
A BE—=T x4 ZADHMEE— FER AR LET 2, show running-config =~ > NiIA ¥ —7 = A AT
HMLTHRESN TS E—RERRLET,
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Ll

show interfaces W

F—U— REEELRVEASIE. TR TOED 22— ADOTXTOH T ZRERINET,

AT 47 R—FTAuto-MDIX 2> 7 4 X2l — a2V R— 45540 5— FiE,
WS-X4124-RJ45, WS-X4148-R] (»~"— R =7 VEY 32 3.0 %), X WS-X4232-GB-RJ
(~N—FRw=7 UEY 32 3.0LUK) T,

WO TIZ, FHEY F A=YV XY N AV E—T AR5 DNF T 4 v I 2FRR7TEHFEEZRLET,

Switch# show interfaces gigabitethernet2/5

GigabitEthernet9/5 is up, line protocol is up (connected) (vlan-err-dis)
Hardware is C4k 1000Mb 802.3, address is 0001.64f8.3fa5 (bia 0001.64f8.3fab)
Internet address is 172.20.20.20/24

MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, 1000Mb/s

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:00, output never, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, O drops; input queue 0/75, 0 drops

5 minute input rate 1000 bits/sec, 2 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

L2 Switched: ucast: 8199 pkt, 1362060 bytes - mcast: 6980 pkt, 371952 bytes
L3 in Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes mcast

L3 out Switched: ucast: 0 pkt, 0 bytes - mcast: 0 pkt, 0 bytes

300114 packets input, 27301436 bytes, 0 no buffer

Received 43458 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored

0 input packets with dribble condition detected

15181 packets output, 1955836 bytes, 0 underruns

0 output errors, 0 collisions, 3 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

Switch#

WOBITIE, 10X HEY hA—HF Ry h AL F =T ARV DT T 4 v 7 BRFTDHHEERL
ESUaN

Switch# show interfaces tengigabitethernetl/1l

Name: Tengigabitethernetl/1

Switchport: Enabled

Administrative Mode: private-vlan promiscuous trunk

Operational Mode: private-vlan promiscuous (suspended member of bundle Pol)
Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: none

Trunking Native Mode VLAN: none

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: 202 (VLAN0202) 303 (VLANO303) 304 (VLAN0304)
Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk

Native VLAN tagging: enabled

Administrative private-vlan trunk encapsulation: 802.1qg

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk private VLANs: none
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Bl show interfaces

Administrative private-vlan mapping trunk: New 202 (VLAN0202) 303 (VLANO0303) 304
(VLANO304) 204 (VLAN0204) 305 (VLANO0305) 306 (VLANO0306)

Operational private-vlan: 202 (VLAN0202) 303 (VLANO303) 304 (VLAN0304)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Switch#

WOFHITIE, RI-45 A— F® Auto-MDIX DR T — & A5 g4 5 HiEE R~ LET,

GE) show interfaces EXEC 2=~ REZAJJTHZ LT, /£ ¥ —T=AAD Auto-MDIX D=7 4 F =
L—a UERERBLIUOENMEAT — F2ERTEXET, ZO7 44— FiEX, ¥ R—bENTWNDETA
H— K (WS-X4124-RJ45, WS-X4148-R] ()'»—Fou =7 U var 3.0, BLO
WS-X4232-GB-RJ] ()~ Ko =7 UEY 3 3.0L %)) T 10/100/1000BaseT RJ-45 $iR— k
show interfaces =~ > RO NIZOAFEHE L, ZOHDIZOAREREINET,

FastEthernet6/3 is up, line protocol is up (connected)
Hardware is Fast Ethernet Port, address is 0003.6ba8.ee68 (bia 0003.6ba8.ee68)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, link type is auto, media type is 10/100BaseTX
input flow-control is unsupported output flow-control is unsupported
Auto-MDIX on (operational: on)
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 input packets with dribble condition detected
157082 packets output, 13418032 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collision, 0 deferred
1 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Switch#

WOFTIE, FHEY P A=V R N A X =T 2 AR 12 DRAT—FAERERRTT HHEERL

£7

Switch# show interfaces gigabitethernetl/2 status

Port Name Status Vlan Duplex Speed Type

Gil/2 notconnect 1 auto 1000 1000-XWDM-RXONLY
Switch#

WOHEITIZ, A== RAPF o DDA X —T 2 f ADAT— X AERAEFRRTHHEEZRLET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Tel/1 connected 1 full 106G 10GBase-LR
Tel/2 connected 1 full 10G 10GBase-LR
Switch#
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show interfaces capabilities W

show interfaces capabilities

AZA v FED1ODA L H—T 2 ZAFEFIFTRXRTDOA L H—T = ADA X —T = A AEREE FoR
F 511X, show interfaces capabilities =~ > N&fHH L £,

show interfaces capabilities [ {module mod} |

show interfaces [interface interface-number] capabilities

BX DA module mod UEE) HELEEY 2 — AR TolEEFRLET,
interface (FE) AV F—TxARA ZAT7TT, A7 HIL. fastethernet,
gigabitethernet, tengigabitethernet. I J U" port-channel T,
interface-number ({FE) A— FEETT,
TI4IE Zoavy R, 74V PREEH Y EEA,

avU Rk E—F

¥#E EXEC £=— 1

avy FERE

ERLEDAA K54

)1y—=2 EENAE

12.1(19)EW Z D a~ R Catalyst 4500 2 U — X 21 v FIBMENE LT,

12.2(25)EW 10X HEYy b A—FFy b A Z—T A ZADHFHR— 75, Catalyst
4500 > U —X AL v FITBEMERE LTz,

12.2(31)SGA Auto-MDIX O R — k3o~ RS E Lz,

interface-number 513 ClE, TV 2 — A B I OR— MNEEZBELE T, interface-number DA E) 7 ME
F ATy =V BRIOEY2a— ko TRARY 9, =& 2. Catalyst 4507 & v — U IZERE
7z 48 R — b 10/100 Mbps @ Fast Ethernet RJ-21 (Telco 2R %) AA v F o £V a—VEER
THEE, Any MNESORMEOFKHIT2 ~ 13 TH Y, K— MEZORMMEOFHIT 1 ~ 48 T,
AT 47 RA—FTAuo-MDIX 2> 7 4 Falb—va i R—F 574 h— L,

WS-X4124-RJ45, WS-X4148-RJ] ()x»— R =7 U E a2 3.0 DI . 38X 1 WS-X4232-GB-RJ
(N—KR-7 YETa 3.0 T,
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Bl show interfaces capabilities

1 WOFITIE, T a— DA F—T oA AL FRT D HEEZRLET,

Switch# show interfaces capabilities module 1

GigabitEthernetl/1
Model:
Type:
Speed:
Duplex:
Trunk encap. type:
Trunk mode:
Channel:

Broadcast suppression:

Flowcontrol:

VLAN Membership:

Fast Start:

Queuing:

CoS rewrite:

ToS rewrite:

Inline power:

SPAN:

UDLD

Link Debounce:

Link Debounce Time:

Port Security

Dotlx
GigabitEthernetl/2

Model:

Type:

Speed:

Duplex:

Trunk encap. type:

Trunk mode:

Channel:

WS-X4516-Gbic
Unsupported GBIC
1000
full
802.1Q,ISL
on,off,desirable, nonegotiate
yes
percentage (0-100), hw
rx—-(off,on,desired), tx-(off,on,desired)
static, dynamic
yes
rx—-(N/A), tx-(4qlt, Sharing/Shaping)
yes
yes
no
source/destination
yes
no
no
yes
yes

WS-X4516-Gbic

Unsupported GBIC

1000

full

802.1Q, ISL

on,off,desirable, nonegotiate
yes

Broadcast suppression:percentage (0-100), hw

Flowcontrol:
VLAN Membership:
Fast Start:
Queuing:
CoS rewrite:
ToS rewrite:
Inline power:
SPAN:
UDLD
Link Debounce:
Link Debounce Time:
Port Security
Dotlx

Switch#

rx—(off,on,desired), tx- (off,on,desired)
static, dynamic
yes
rx—(N/A), tx-(4qlt, Sharing/Shaping)
yes
yes
no
source/destination
yes
no
no
yes
yes

WOFITIE, 10 FTEY b A =Ry b A F =Tz A1/l DAL E—T oA AERERTTDH

BaRLET,

Switch# show interfaces tengigabitethernetl/l capabilities

TenGigabitEthernetl/1
Model:
Type:
Speed:
Duplex:
Trunk encap. type:
Trunk mode:
Channel:

Broadcast suppression:

Flowcontrol:
VLAN Membership:

WS-X4517-X2

10GBase-LR

10000

full

802.1Q,ISL

on,off,desirable, nonegotiate
yes

percentage (0-100), hw
rx-(off,on),tx-(off,on)
static, dynamic
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show interfaces capabilities W

Fast Start: yes

Queuing: rx- (N/A), tx-(lp3glt, Sharing/Shaping)
CoS rewrite: yes

ToS rewrite: yes

Inline power: no

SPAN: source/destination

UDLD: yes

Link Debounce: no

Link Debounce Time: no

Port Security: yes

Dotlx: yes

Maximum MTU: 9198 bytes (Jumbo Frames)

Multiple Media Types: no
Diagnostic Monitoring: N/A
Switch#

WOFITIL, FHEY N A=V Xy b A F =T AR DA EF—T x4 AERRERTT HHIE

ERLET,
Switch# show interfaces gigabitethernetl/l capabilities
GigabitEthernetl/1

Model: WS-X4014-Gbic

Type: No Gbic

Speed: 1000

Duplex: full

Trunk encap. type: 802.1Q, ISL

Trunk mode: on,off,desirable, nonegotiate

Channel: yes

Broadcast suppression:percentage (0-100), hw

Flowcontrol: rx—-(off,on,desired), tx-(off,on,desired)

VLAN Membership: static, dynamic

Fast Start: yes

Queuing: rx-(N/A), tx-(4qlt, Sharing/Shaping)

CoS rewrite: yes

ToS rewrite: yes

Inline power: no

SPAN: source/destination

UDLD: yes

Link Debounce: no

Link Debounce Time: no

Port Security: yes

Dotlx: yes

MTU Supported: jumbo frames, baby giants
Switch#

WOBITIE, 77 AR A=Y Ry N A F =T AR3/l DA F—T A AERRERRZT D HEE

RLET,
Switch# show interfaces fastethernet3/l1 capabilities
FastEthernet3/1
Model: WS-X4148-RJI-RJ-45
Type: 10/100BaseTX
Speed: 10,100, auto
Duplex: half, full,auto
Trunk encap. type: 802.1Q, ISL
Trunk mode: on,off,desirable, nonegotiate
Channel: yes
Broadcast suppression:percentage (0-100), sw
Flowcontrol: rx-(none) , tx- (none)
VLAN Membership: static, dynamic
Fast Start: yes
Queuing: rx- (N/A), tx-(4gqlt, Shaping)
CoS rewrite: yes
ToS rewrite: yes

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Bl show interfaces capabilities

Inline power:

SPAN:

UDLD:

Link Debounce:

Link Debounce Time:

Port Security:

Dotlx:

MTU Supported:
Switch#

no
source/destination
yes

no

no

yes

yes

no jumbo frames, baby giants

WOFITIE, A—FTAuto-MDIX 2> 7 4 FXal—2a NP R—FENTWAHZ & 2MRT HHE

TR LET,

Switch# show interfaces
FastEthernet6/3
Model:
Type:
Speed:
Duplex:
Auto-MDIX
Trunk encap.
Trunk mode:

type:

Channel:

Broadcast suppression:

Flowcontrol:
VLAN Membership:
Fast Start:
Queuing:

CoS rewrite:

ToS rewrite:
Inline power:

fastethernet6/3 capabilities

WS-X4232-GB-RJ-RJ-45
10/100BaseTX

10,100, auto

half, full, auto

yes

802.1Q, ISL

on,off,desirable, nonegotiate
yes

percentage (0-100), hw

rx- (none) , tx—- (none)

static, dynamic

yes
rx-(N/A),
yes

yes

no

tx-(1p3glt, Sharing/Shaping)

SPAN: source/destination
UDLD: yes
Link Debounce: no
Link Debounce Time: no
Port Security: yes
Dotlx: yes
Maximum MTU: 1552 bytes (Baby Giants)
Multiple Media Types: no
Diagnostic Monitoring: N/A
Switch#
BEa< kR avwvFk St

show interfaces counters

M A o B—T 2 A XD T T4y 7 BRRLET,
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show interfaces counters

show interfaces counters

MBS L H—T 2 A A LD NT T 4 v 7 BFRT DHIZIE. show interfaces counters =~ R L
ESC

show interfaces counters [all | detail | errors | storm-control | trunk] [module mod]

X DEREA

TI2HIE

avU Rk E—F

all (fEE) =7—, T2 7, MR ED, TRTOAL L E—T = AT TUH
ERRLET,

detail EE) BEMRA L B —T 2 A A AT ZEFRLET,

€rrors EB) A v F—Tx2ARAZT— AU BERRLET,

storm-control EE) A v B —T oA ATOMENC Lo THEEINE Yy M EERFELET,

trunk EE) /A X—TxARANTUT IO R2EFERLET,

module mod ULE) FREBHEDEY 2 — L EDOS X2 —T =4 RZBELET,

Zoawy R, TNV IRETHY THA,

¥#E EXEC £=— K

avy FERE

ERLEDAA FS54>

7l

Jyy—= EERR

12.1(8a)EW Zd =z A Catalyst 4500 ) — X A v FIBIMESNE LT,
12.1(19)EW A b — LI OFR— |,

12.2(18)EW PN X 2RO EGFHFEROF R — |,

F—U— REEBELRVEAIL., TR TOEY 22— LOTRTOI T ZRERINET,
storm-control ¥ — 7 — FOFRIZIE, #fl Sz~ THx XA F XA IR EENET,

KO TIE, BHEDEYa—NDTT— h Y ZEFRRTDIHHEEZRLET,

Switch# show interfaces counters errors module 1

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize

Gil/1 0 0 0 0 0

Gil/2 0 0 0 0 0

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Giants
Gil/1 0 0 0 0 0 0 0
Gil/2 0 0 0 0 0 0 0
Switch#
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Bl show interfaces counters

WOBITIE, HEDEY 2— ML > TRMSND T 74 v 7 &RKRTDHHEERLET,

Switch# show interfaces counters module 1

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/1 0 0 0

Gil/2 0 0 0

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gil/1 0 0 0

Gil/2 0 0 0

Switch#

ROBFITIE, FEDEY 2— VDT AT B eRRTDHEZRLET,

Switch# show interfaces counters trunk module 1

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/1 0 0 0
Gil/2 0 0 0
Switch#

WOBITIE, FHNZ L > THRES WL v MiaeFrnt 5 h5kEz R LET,

Switch# show interfaces counters storm-control

Multicast Suppression : Enabled

Port BcastSuppLevel TotalSuppressionDiscards
Fa5/35 10.00% 6278550
Switch#
BEIYUR avwvFk St
show interfaces capabilities ZA v F D1 OO EZ—T oA ZAFETTTXTOA

Z—=T 2 A ADA U F =T = AR R LET,
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show interfaces description W

show interfaces description

A B=T 24 ZADFHABLORAT —F A2 F£RT 521, show interfaces description =~ > F & fi
MLET,

show interfaces [interface] description

X DEREA

TI2HIE

avU Rk E—F

interface ULE) Ao X —T A ADXATTT,

Zoawy RIZiE, TNV IRETHY FHA,

¥ #E EXEC £— K

av Yy FEE Jy—= EERE
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
7l ROBITIE, TRTDA v E—T 2 A ADERERFT D HEERLET,
Switch# show interfaces description
Interface Status Protocol Description
PO0/0 admin down down First interface
PO0/1 admin down down
Gil/1 up up GigE to server farm
Switch#
BEEavF = B
description (Cisco I0S @~ == 7 /L% Digital Signal Processor (DSP; 7 ¥ ¥/ > 7} Tty
Z ) YP) A F =T A AD BRI RHEANEENTWET,

| oL-22251-01-J
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Bl show interfaces link

show interfaces link

T—TNBA B —T oA ANLEE S TWH R 2% R 9 521X, show interfaces link =~ >
EEHLET,

show interfaces link [module mod num]

BEXDA module mod_num (EE) FREETa— L EDA v X —T =4 RITRELET,
TI#4IE Zoa<wr PiTiE, T4 MRERH EHA,
a2 F E—F 5 EXEC ®—F
av Y FEE == EERE
12.2(18)EW Z®a< R Catalyst 4500 2 U — 2 AA v FIBIMEE LT,

EREDHA R4

i

AV E—=T A ANEEREBOHE, 2~ NIck-oT0:00 nFRENET, A/ F—T = ANK
T RREDSE . BERT (FFRE. 2. B BREREINET,

ROBITIE, 7774770 7 b VO Fond 5 hEermLET,

Switch# show interfaces link

Port Name Down Time
Gil/1 00:00:00
Gil/2 00:00:00
Gi3/1 00:00:00

Gi3/2 00:00:00

Fa4/1 00:00:00
Fad/2 00:00:00
Fa4/3 00:00:00
Fa4d/4 00:00:00

ROBITIE, T 7T 4 TRV 7 VNVOEREFRRT D k2R LET,

Switch# show interfaces link

Port Name Down Time

Gi3/4 1 minute 28 secs
Gi3/5 1 minute 28 secs
Gi3/6 1 minute 28 secs
Gid/1 1 minute 28 secs

ZOBITHEH, F—TNMER—= N5 1 Z 28 YIS TV ET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show interfaces mtu W

show interfaces mtu

AA v T EOTRTOYEA ¥ —7 =4 A L SVI ® Maximum Transmission Unit (MTU; fx K
faita=v ) YA X%&FERT 52X, show interfaces mtu =~ > RZHFEH L £,

show interfaces mtu [module mod]

X DEREA

TI2HIE

module mod (FBE) ETREBEDEY 2a— NV EDA L E—T 24 ZZRELET,

Zoawy RIZiE, TNV IRETHY FHA,

avYV K E—F EXEC
av Yy FERE Jy—= EFERNR
12.1(13)EW = o® =< R Catalyst 4500 > U — X 21 v FIBMENE Lz,
i WOFITIE, EPa—N 1 DFRCDOA 2 —T A AD MTU A R&E 1T HEZRLET,
Switch> show interfaces mtu module 1
Port Name MTU
Gil/1 1500
Gil/2 1500
Switch>
BAEaOTY R avwyk iR
mtu Ny N O RKY A XF 72 1F Maximum Transmission Unit

(MTU; fg Kfstr=v ) T Lick-T, 41
B —T 2 A ATTx R 7L —LEA F—T NI LET,

| oL-22251-01-J
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M show interfaces private-vlan mapping

show interfaces private-vlan mapping

VLAN SVI @ PVLAN < v V> 715 & KT 5I21%. show interfaces private-vlan mapping =~

Y REMEMALET,

show interfaces private-vlan mapping [active]

XD EREA active EE) TI/7 47 A v 2 —T = A AT ERRFLET,
T4k Zoawy N, T4 RERERH D FH AL
aOvY kR ®E—F  FHEEXEC E—F
av Y FEE )y—= EERE
12.1(8a)EW Z == RS Catalyst 4500 & V) — X AL v FITEMSHE LT,

EREDHA R4

ZDaAY Y RIZE->TSVIFERETNFRINET,

7l KOFITIE, PVLAN O~ v E o ZEREFRRT 2 HiEE R LET,
Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type
vlan2 301 isolated
vlan2 302 isolated
Switch#
BEaIIUF avwUk B

private-vlan

774 _X—hK VLAN BLOTF A4 X— |k VLAN &t
Y VLAN o7 Vo —2a v 2HELET,

private-vlan mapping

L7274~ VLANSVI 265925152, T4~V
VLAN &4 %) VLAN o~y B 7 2ERLET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show interfaces status W

show interfaces status

AU H =T 2 ADAT —H AET=L errdisable A7 — MNMZHDA v X —T 2 AD Y A NEFERTD

1Z1%. show interfaces status =~ > R&ZfEH L £7,

show interfaces status [err-disabled | inactive ] [module {module}]

X DEREA

err-disabled (&) errdisable A7 — bDA v X —T =2 f AZFERLET,

inactive ER) T 7T 4T AT—r DA 2 —T x4 AFRLET,

module module (EE) BEDOEYa2a—NVDA v X —T A4 AR RLET,

TIAILE

Zoavwry R, TN MREITDHY A,

¥ EXEC £— N

BEREDAA FS54>

]

Jy—= EFERE

12.1(8a)EW IO a= RS Catalyst 4500 >V —X 2 A v FITEME N E Lz,

12.2(40)SG WS-X4606-10GE-E Twin Gigabit = > /S\— % O R — R REMEFE LTz,
12.2(52)SG Err-Disabled VLAN %1% i /1280145 Z L 12k - T, VLAN HAZ0 errdisable

DY R—FBRBEMISNE LT,

R—=FrDD7a< 1 50 VLAN 28 errdisable To 5554 . show interfaces status =~ > KOHS T
IZ VLAN %2 vi-err-dis BNERENET,

WKOFEITIE, T_RCOAL B —T oA ADATF—X A ERTHHEERLET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Tel/1 connected 1 full 10G 10GBase-LR

Tel/2 connected vl-err-dis full 10G 10GBase-LR

Switch#

WOFITIL, errdisable 2T — MZH DA v F—T =2 ADAT—F A FRTHHEZRLET,

Switch# show interfaces status err-disabled

Port Name Status Reason Err-Disabled VLANs
Fa9/4 notconnect link-flap

Fa9/5 err-disabled psecure_violation 3-5

Fa9/6 connected psecure violation 10,15

Switch#
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W show interfaces status

WORFITIL, TwinGig 22 v X—& 29 % WS-X4606-10GE-E A A v F EOFHE Y b £ —H x>
hAVE—T oA AERRTDHEERLET,

Switch# show interfaces status module 1
Port Name Status

Vlan Duplex Speed Type

Tel/1l inactive 1 full 10G No X2
Tel/2 inactive 1 full 10G No X2
Tel/3 inactive 1 full 10G No X2
Tel/4 notconnect 1 full 10G No X2
Tel/5 notconnect 1 full 10G No X2
Tel/6 notconnect 1 full 10G No X2
Gil/7 notconnect 1 full 1000 No Gbic
Gil/8 notconnect 1 full 1000 No Gbic
Gil/9 notconnect 1 full 1000 No Gbic
Gil1/10 notconnect 1 full 1000 No Gbic
Gil/11 notconnect 1 full 1000 No Gbic
Gi1/12 notconnect 1 full 1000 No Gbic
Gil/13 dinactive 1 full 1000 No Gbic
Gil/14 inactive 1 full 1000 No Gbic
Gil/15 inactive 1 full 1000 No Gbic
Gil/16 inactive 1 full 1000 No Gbic
Gil/17 inactive 1 full 1000 No Gbic
Gi1/18 inactive 1 full 1000 No Gbic
Switch#

BEa<>F avwy kR i

errdisable detect

errdisable i % A x—7 iz L ¥ 9,

hw-module port-group

FV2— ATy b A=Y Ry PELIFT 10 FHE >
FA—HFo b A F—T g AR ET,

show errdisable recovery

errdisable EI{E % 4 ~—DFW =T~ L T,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show interfaces switchport W

show interfaces switchport

A v F T GEN—=T 4 7)) R—=FOEHAT = ABIVEERAT —F R 2 KR DI,
show interfaces switchport =~ > N&fH L £,

show interfaces [interface-id] switchport [module mod]

WX O interface-id (L) WEFA—kOA 25 —7 =41 % ID TF,
module mod UEE) FT-xk, HELEE Y 2—NDA v F—T7 24 ZITHIBLET, ALME
O 1 ~ 6 T,

T4k Toawy RITE, FIANIRETHY FHA,

avykE—F it EXEC &— K

av Y FERE Jy—=R EEARR
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X A v FITBMENE LTz,
12.1(19)EW Ao B =T 2 A AL DEROYFE— b,
12.2(18)EW A< FHATORAT 47 VLAN Z X2 T DAT— X AFROHFR— |,
i WORFITIX, begin HMEMTA2FEH L TAA vF A— MEHRERRTHHEEZRLET,

Switch# show interfaces switchport | include VLAN
Name: Fa5/6

Access Mode VLAN: 200 (VLAN0200)

Trunking Native Mode VLAN: 1 (default)

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: ALL

Switch#

ROFITIE, FEVa—N 1 DAL vTF R— MERERRTDHEERLET,

Switch# show interfaces switchport module 1
Name:Gil/1

Switchport:Enabled

Administrative Mode:dynamic auto

Operational Mode:down

Administrative Trunking Encapsulation:negotiate
Negotiation of Trunking:0n

Access Mode VLAN:1 (default)

Trunking Native Mode VLAN:1 (default)
Administrative private-vlan host-association:none
Administrative private-vlan mapping:none
Operational private-vlan:none

Trunking VLANs Enabled:ALL

Pruning VLANs Enabled:2-1001

Name:Gil/2
Switchport:Enabled

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Bl show interfaces switchport

Administrative Mode:dynamic auto

Operational Mode:down

Administrative Trunking Encapsulation:negotiate
Negotiation of Trunking:0n

Access Mode VLAN:1 (default)

Trunking Native Mode VLAN:1 (default)
Administrative private-vlan host-association:none
Administrative private-vlan mapping:none
Operational private-vlan:none

Trunking VLANs Enabled:ALL

Pruning VLANs Enabled:2-1001

Switch#

WOFITIE, R—FDFRAT 47 VLAN ZX L T DARAT—Z AR -THHEEZTRLET,

Switch# show interfaces £3/1 switchport
show interface £3/1 switchport
Name: Fa3/1
Switchport: Enabled
Administrative Mode: private-vlan trunk promiscuous
Operational Mode: private-vlan trunk promiscuous
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: none
Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: 1
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: 1
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings:
10 (VLANOO10) 100 (VLANO0100)

Operational private-vlan:

10 (VLANOO10) 100 (VLAN0100)
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Appliance trust: none

Switch#
BEav U F avwy kR B
show interfaces capabilities ZA v FED1 DDA B —T oA ZAET2FTT_RTOA >
H—=Txf ADA L H—T A AEREEZFERLET,
show interfaces counters MBA R —T 2 A A LD NTFT T 4 v 7 R RLUET,
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show interfaces transceiver H

show interfaces transceiver

N o= NP EINTZT X TCOA L H—T oA ADOBWE=HX ) 7 T—HERRTDHIZ
show interfaces transceiver =~ > K& L £7,

show interfaces {{[int name] transceiver {[detail]} | {transceiver [module mod] | detail
[module mod]}}

XD EREA int_name (L55) A v X —7 =1 ACTT,
detail (FEE) A/D B EATIEE L R 55613, RME L ARV EEFR L E
9, F72. high-alarm. high-warning, low-warning, 3 XU low-alarm L &\ ME
HERLET,
module mod fEE) HREBEDEY a— NV DA E—T x4 ZZRELET,
T2+ 7 7 4V h TlX, show interfaces transceiver =~ KD A ¥ —7 = 4 AIEFH/NN— 3 VB3 A F—
TNTT,

BELIA VH—T oA ATEWE=F ) VITRHIZEESINZ 7 > —" (GBIC %£721% SFP) 23%
D, BMrE=HA ) T2V R—FTBETa2a— I T —RNHEEE, Z0LHDa~v KOA v
H—T A AFHNN—=Ta VN T 74 b TA FX—TNLTT,

a2 kK E—F H:HE EXEC £ — K

av Y FERE Jy—= EERA
12.1(20)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.2(18)EW calibration ¥ — U — ROV HR— b RRVE SN E LT,

FEEDHSL K54  show interfaces transceiver =~ > R Tix., IROSELED E & CESLHOBERPEIL SN E T,
s ZWE=A VUV ITHIIREINT Yy =IO RCEL T ADO N T U —_"BEH I TS
o ZMTE=H VLT EVR—=FTBEEY 22— LI T =R 5D,

TI—ABIUOELE T TR —NIREINTWDIHEIL., RO=DIZa~v >y REHFAL
TLIEENY,

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Bl show interfaces transceiver

1 ROBTIE, AL Y FICR T oo — AP EREINTZTRTDOAS v B —T oA ADBME=F ) L7
TR EFXRTDHIHFEERLET,

Switch# show interfaces transceiver
If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts).
Optical Optical
Temperature Voltage Current Tx Power Rx Power

Port (Celsius) (Volts) (mA) (dBm) (dBm)

Gil/1 48.1 3.30 0.0 8.1 ++ N/A

Gil/2 33.0 3.30 1.8 -10.0 -36.9

Gi2/1 43.7 5.03 50.6 + -16.7 -- N/A

Gi2/2 39.2 5.02 25.7 0.8 N/A
Switch#

S,

(3¥) Optical Tx Power (dBm Hifir) OfEiX, log (Tx Power (mW Hif7)) @ 10 % T7, Tx Power
OMENR 3 mW D4, Optical Tx Power Ofix 10 X log 3) TH V., ZHix 10X 0477 oF
v 477 dBm T, Optical Rx Power D [k TJ ., Tx Power ¥ 721 Rx Power 7% 0 D
H. FO BmEEREETHY . NJA (Z4U7%2L) ERFINET,

ROFITIE, HEME, 77— 2BLOEELEVWE, A/DHARVE, 77 —2BLOELET T 77k
L.z =2 ) vV T2 e FoRT 2 kR R LET, A/D SR BT, HEEL RS
BEICDH, Ty aNTREINCERENET,

Switch# show interfaces transceiver detail

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.

++ : high alarm, + : high warning, - : low warning, -- : low alarm.

A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gil/1 48.1 100.0 100.0 0.0 0.0
Gil/2 34.9 100.0 100.0 0.0 0.0
Gi2/1 43.5 70.0 60.0 5.0 0.0
Gi2/2 39.1 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gil/1 3.30 6.50 6.50 N/A N/A
Gil/2 3.30 6.50 6.50 N/A N/A
Gi2/1 5.03 5.50 5.25 4.75 4.50
Gi2/2 5.02 5.50 5.25 4.75 4.50

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gil/1 0.0 130.0 130.0 N/A N/A
Gil/2 1.7 130.0 130.0 N/A N/A
Gi2/1 50.6 + 60.0 40.0 10.0 5.0
Gi2/2 25.8 60.0 40.0 10.0 5.0

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Optical High Alarm High Warn

Transmit Power Threshold Threshold
Port (dBm) (dBm) (dBm)
Gil/1 8.1 ++ 8.1 8.1
Gil/2 -9.8 8.1 8.1
Gi2/1 -16.7 (-13.0) -- 3.4 3.2
Gi2/2 0.8 ( 5.1) 3.4 3.2

Optical High Alarm High Warn

Receive Power Threshold Threshold
Port (dBm) (dBm) (dBm)
Gil/1 N/A 8.1 8.1
Gil/2 -30.9 8.1 8.1
Gi2/1 N/A (-28.5) 5.9 -6.7
Gi2/2 N/A  (-19.5) 5.9 -6.7

Switch#

Low Warn
Threshold
(dBm)

Low Warn
Threshold
(dBm)

show interfaces transceiver

Low Alarm
Threshold
(dBm)

Low Alarm
Threshold
(dBm)

WKOBITIE, TEVa— A2 Ty —N_"PNEBHINTA VT —T oA ADE=F ) T T—H ok
RY D FIEERLET,

Switch# show interfaces transceiver module 2
If device is externally calibrated,
++ : high alarm, +

high warning, -

NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts).
Optical Optical

Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gi2/1 43.7 5.03 50.6 + -16.7 -- N/A
Gi2/2 39.2 5.02 25.7 0.8 N/A

Switch#

only calibrated values are printed.

low warning, -- low alarm.

WORFITIE, T a2a— N2 Ty —"RNEHINTA LV E—T o AOFEMBRE=F ) VT T—

SR T Dk ERLET,

Switch# show interfaces transceiver detail module 2
mA: milliamperes, dBm: decibels (milliwatts),
++ : high alarm, + high warning,
A2D readouts (if they differ),
The threshold values are calibrated.

NA or N/A:
low warning, --
are reported in parentheses.

High Alarm High Warn

Temperature Threshold Threshold

Port (Celsius) (Celsius) (Celsius)
Giz/1 43.5 70.0 60.0
Gi2/2 39.1 70.0 60.0

High Alarm High Warn

Voltage Threshold Threshold
Port (Volts) (Volts) (Volts)
Gi2/1 5.03 5.50 5.25
Giz2/2 5.02 5.50 5.25

not

Low Warn
Threshold
(Celsius)

Low Warn
Threshold
(Volts)

applicable.

low alarm.

Low Alarm
Threshold
(Celsius)

Low Alarm
Threshold
(Volts)
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M show interfaces transceiver
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/1 50.6 + 60.0 40.0 5.0
Gi2/2 25.8 60.0 40.0 5.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 -16.7 (-13.0) -- 3.4 3.2 -0.3 -0.5
Gi2/2 0.8 ( 5.1) 3.4 3.2 -0.3 -0.5
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 N/A (-28.5) 5.9 -6.7 -28.5 -28.5
Gi2/2 N/A  (-19.5) 5.9 -6.7 -28.5 -28.5
Switch#

WO T A E—T A AGIR DNF v —NOE=F Y 7 F— 252z ETH5HFEE2TRLET,

Switch# show interfaces gl/2 transceiver
ITU Channel 23 (1558.98 nm),
Transceiver is externally calibrated.
If device is externally calibrated,

only calibrated values are printed.

++ high alarm, + high warning, low warning, -- low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts).
Optical Optical
Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gi2/1 43.7 5.03 50.6 + -16.7 -- N/A
Switch#

WOFITIHE, A v B2 —Tx2AAXAGIR2 DT —ROFEMRE=F) v F—25RprT B kY

R~LET,

Switch# show interfaces gl/2 transceiver detail

ITU Channel 23 (1558.98 nm),

Transceiver is externally calibrated.
mA: milliamperes, dBm: decibels
++ high alarm, + high warning,
A2D readouts (if they differ),
The threshold values are calibrated.

High Alarm
Temperature Threshold
Port (Celsius) (Celsius)
Gi2/1 43.5 70.0
High Alarm
Voltage Threshold
Port (Volts) (Volts)
Gi2/1 5.03 5.50

(milliwatts),

NA or N/A:
low warning,

not applicable.
low alarm.

are reported in parentheses.

High Warn Low Warn Low Alarm
Threshold Threshold Threshold
(Celsius) (Celsius) (Celsius)
60.0 5.0 0.0
High Warn Low Warn Low Alarm
Threshold Threshold Threshold
(Volts) (Volts) (Volts)
5.25 4.75 4.50
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show interfaces transceiver

High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/1 50.6 + 60.0 40.0 10.0 5.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 -16.7 (-13.0) -- 3.4 3.2 -0.3 -0.5
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/1 N/A  (-28.5) 5.9 -6.7 -28.5 -28.5
Switch#
BEa<T VR avwvk St

show idprom

2 —3® IDPROM #FE R L ET,

show interfaces status

B =T ADAT —H AFE T errdisable A7 — b

WZoBA =T 2 AD) A 2FRRLET,

| oL-22251-01-J
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Bl show interfaces trunk

show interfaces trunk

R—=FrBIOEV2—NNDA L F—T A A FT U I71EREFERT HIZI1L. show interfaces trunk =
<~V REFALET,

show interfaces trunk [module mod]

X DA module mod ULE) FFr. B5ELEESa—NDOAf X —7 =4 AHIBRLET, HAEMHE
O#FFAIL 1 ~ 6 T,

FI2+IE Toavwy RICE, T7ALNREEHY FH A,

avY kK E—F ¥:HE EXEC £— K

vy FEE Y- ZERE
12.1(8a)EW Z oA~ K23 Catalyst 4500 & U — X A » FITEM S E LTz,

FRHEDHLIRSAY F—U—FZ2EELRAVESIE. FIrF o7 R— boFRETRERENET,

i WOFITIE, ELV2—NV5DL 0 F—T AR NTUIEREERRTDHIEETRLET,
Switch# show interfaces trunk module 5
Port Mode Encapsulation Status Native vlan
Fa5/1 routed negotiate routed 1
Fa5/2 routed negotiate routed 1
Fa5/3 routed negotiate routed 1
Fa5/4 routed negotiate routed 1
Fa5/5 routed negotiate routed 1
Fa5/6 off negotiate not-trunking 10
Fa5/7 off negotiate not-trunking 10
Fa5/8 off negotiate not-trunking 1
Fa5/9 desirable n-isl trunking 1
Fa5/10 desirable negotiate not-trunking 1
Fa5/11 routed negotiate routed 1
Fa5/12 routed negotiate routed 1
Fa5/48 routed negotiate routed 1
Port Vlans allowed on trunk
Fa5/1 none
Fa5/2 none
Fa5/3 none
Fa5/4 none
Fa5/5 none
Fa5/6 none
Fa5/7 none
Fa5/8 200
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show interfaces trunk

Fa5/9 1-1005

Fa5/10 none

Fa5/11 none

Fa5/12 none

Fa5/48 none

Port Vlans allowed and active in management domain
Fa5/1 none

Fa5/2 none

Fa5/3 none

Fa5/4 none

Fa5/5 none

Fa5/6 none

Fa5/7 none

Fa5/8 200

Fa5/9 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Fa5/10 none

Fa5/11 none

Fa5/12 none

Fa5/48 none

Port Vlans in spanning tree forwarding state and not pruned
Fa5/1 none

Fa5/2 none

Fa5/3 none

Fa5/4 none

Fa5/5 none

Fa5/6 none

Fa5/7 none

Fa5/8 200

Fa5/9 l1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Fa5/10 none

Fa5/11 none

Fa5/48 none

Switch#

WOBITIEZ, 72T 4TREToFR T A= DT X JIERERRT D HEEZRLET,

Switch# show interfaces trunk

Port Mode Encapsulation Status Native vlan

Fa5/9 desirable n-isl trunking 1

Port Vlans allowed on trunk

Fa5/9 1-1005

Port Vlans allowed and active in management domain

Fa5/9 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8

02,850,917,999,1002-1005

Port Vlans in spanning tree forwarding state and not pruned

Fa5/9 1-6,10,20,50,100,152,200,300,303-305,349-351,400,500,521,524,570,801-8
02,850,917,999,1002-1005

Switch#
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Il show ip arp inspection

show ip arp inspection

FEDFFAD VLAN IZOWTH A F I v 7 ARP A VAT g VDAT — R ARRFT HITIT,
show ip arp inspection =~ > R&fHHL £,

show ip arp inspection {[statistics] vlan vian-range | interfaces [interface-name]}

X DA statistics (FEE) ORI > TREB ENT-, 5%, Fa v 7, MAC HiFkE
= BEIOIP RIEEEOE XA T DO v NOMEHERE E R LET,
vlan vian-range (fEE) statistics ¥— 7 — F& & &0 L-5ai, BN L-4pH

D VLAN O#iattE# % R LE T, statistics ¥— UV — &2 L7
WIRAIE, BIRL-EPHD VLAN @ DAI ORE L @EAT— M 2%
r~LET,

interfaces interface-name LB BELIEA v X —T7 =4 AL T ARP /<4~ F DOEHE R EE
LU — IR EZR R LET, A v F—T oA AL ERTE LIRS
WX, VAT ATHEHAAERTXTOA L F—T = ADEFEIRFE L
L— MR ZFR L ET,

TIAIE Zoavy R, 74V PREEH Y EHA,
ATV K E—F ¥ EXEC £—F
av Y FERE Jy—=x EENE
12.1(19)EW Z o=z KA Catalyst 4500 U — X 2 v FITIBMENE LTz,
] KOBITIE, VLAN 3 @ DAL IC K o TRELE N7 v FOMEHEREZ B RT 5 HiEERLET,
Switch# show ip arp inspection statistics vlan 3
Vlan Forwarded Dropped DHCP Drops ACL Drops
3 31753 102407 102407 0
Vlan DHCP Permits ACL Permits Source MAC Failures
3 31753 0 0

Vlan Dest MAC Failures IP Validation Failures

3 0 0
Switch#
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show ip arp inspection W

ORI TIE, TXTDOT 27T 47 VLAN ® DAL IZ L » TRBEINT- Ty NOFFHEREERTHH
LEERLUET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops
1 0 0 0 0
2 0 0 0 0
3 68322 220356 220356 0
4 0 0 0 0
100 0 0 0 0
101 0 0 0 0
1006 0 0 0 0
1007 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
1 0 0 0
2 0 0 0
3 68322 0 0
4 0 0 0
100 0 0 0
101 0 0 0
1006 0 0 0
1007 0 0 0

Vlan Dest MAC Failures IP Validation Failures

1 0 0
2 0 0
3 0 0
4 0 0
100 0 0
101 0 0
1006 0 0
1007 0 0
Switch#

WOHITIEL, VLAN 1 ® DAL O E L BIEAT — 2R THHEERLET,

Switch# show ip arp inspection vlan 1

Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL
1 Enabled Active

Vlan ACL Logging DHCP Logging
1 Deny Deny

Switch#

WOHTIE, 77AM A=Y Ry N A F—T AR 6/l DEFRIEFERTAHFIEEZTRLET,

Switch# show ip arp inspection interfaces fastEthernet 6/1

Interface Trust State Rate (pps) Burst Interval
Fa6/1 Untrusted 20 5
Switch#
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Il show ip arp inspection

WOPITIE, A vF LDOA L Z—T = ADEFREEZFRT D HEERLET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps)

Gil/1 Untrusted 15

Gil/2 Untrusted 15

Gi3/1 Untrusted 15

Gi3/2 Untrusted 15

Fa3/3 Trusted None

Fa3/4 Untrusted 15

Fa3/5 Untrusted 15

Fa3/6 Untrusted 15

Fa3/7 Untrusted 15
Switch#

BAEaOTY R avwyFk BIL
arp access-list ARP 77 tA URAMEERLTZY, EERFH VA bOKKITAH)
FBMLEY LET,

clear ip arp inspection log nJ Ny T rDAT—H A7 VT LET,
show ip arp inspection log 0 RNy T rFDAT —H AT RLET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show ip arp inspectionlog Wl

show ip arp inspection log

0y Ny 7y DAT—F A%RART HIZIL, show ip arp inspection log =~ FEZEHL 7,

show ip arp inspection log

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

FI2AILE Toawy RITiE, FTIANMRETHY FHA,

avY kR E—F e EXEC E— KN

av Y FERE Jyy—= EEARR
12.1(19)EW Z® =z KA Catalyst 4500 U — X 2 v FITBMENE LTz,
il WOBITIE, N 77227 VT THHEZICES Ny 77 ORFONKEFRT HHEEZRLET,

Switch# show ip arp inspection log
Total Log Buffer Size : 10

Syslog rate : 0 entries per 10 seconds.
Interface Vlan Sender MAC Sender IP Num of Pkts
Fa6/3 1 0002.0002.0002 1.1.1.2 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.3 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.4 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.5 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.6 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.7 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.8 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.9 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.10 1(12:02:52 UTC Fri Apr 25 2003)
Fa6/3 1 0002.0002.0002 1.1.1.11 1(12:02:52 UTC Fri Apr 25 2003)
- -= -= - 5(12:02:52 UTC Fri Apr 25 2003)
Switch#

ORI TIX, clear ip arp inspection log =~ > REFEHA L TRy 77227 U T35 HikERLET,

Switch# clear ip arp inspection log
Switch# show ip arp inspection log
Total Log Buffer Size : 10

Syslog rate : 0 entries per 10 seconds.
No entries in log buffer.

Switch#
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M show ip arp inspection log

BEavT R avwy kR SHBR

arp access-list ARP 77 vA VA MEEFRLTZY, EFXRFH U A NORKITAH]

ZEMLED LET,
clear ip arp inspection log nJ Ny T rDAT—H A7 VT LET,
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show ip cefvian W

show ip cef vlan

IPCEF VLAN f V' X —T 2 A ADAT — X ABLOEREFTHRERR L, FFEDA LV F—T oA ADT
V7 7 A&FRART HIZIEL, showip cefvlan =~ REMH L £,

show ip cef vlan vian num [detail]

BX DA vlan_num VLAN 0% 24,
detail (EE) HFMmiEREERLET,
FI2AILE Toawy RITE, FIANMRETHY FHA,

avykE—F it EXEC &— K

oy FERE Jyy—= EFEARR

12.1(8a)EW Z®=a= KA Catalyst 4500 U — X A v FITBMENE LTz,
] KOBITIE, FFED VLAN OF V7 4 7 R Fomd 5 hikEmLET,

Switch# show ip cef wvlan 1003

Prefix Next Hop Interface

0.0.0.0/0 172.20.52.1 FastEthernet3/3

0.0.0.0/32 receive

10.7.0.0/16 172.20.52.1 FastEthernet3/3

10.16.18.0/23 172.20.52.1 FastEthernet3/3

Switch#

WOFITIE, FFED VLAN OFEfl72 IP CEF Bl aR~T 2 HlEEZRLET,

Switch# show ip cef vlan 1003 detail
IP Distributed CEF with switching (Table Version 2364), flags=0x0
1383 routes, 0 reresolve, 0 unresolved (0 old, 0 new)
1383 leaves, 201 nodes, 380532 bytes, 2372 inserts, 989 invalidations
0 load sharing elements, 0 bytes, 0 references
universal per-destination load sharing algorithm, id 9B6C9823
3 CEF resets, 0 revisions of existing leaves
refcounts: 54276 leaf, 51712 node

Adjacency Table has 5 adjacencies
Switch#

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show ip dhcp snooping

show ip dhcp snooping
DHCP A X — V'V VR ELZ KT HIZ1L. show ip dhep snooping =~ FZEH L 7,

show ip dhcp snooping

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK Toawy RITiE, FTIANMRETDHY FHA,

avY kR E—F ¥ EXEC £— R

av Y FERE Jyy—= EEARR
12.1(12¢)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,
122(25)EWA  EHHTEXRVWKR— R TOF S a2 82 OFR— FABEMENE LT,

i KOBTIE, DHCP AX— VL VR ELFEFT A HEEZRLET,

Switch# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANs:

500,555

DHCP snooping is operational on following VLANs:

500,555

DHCP snooping is configured on the following L3 Interfaces:
Insertion of option 82 is enabled

circuit-id default format: vlan-mod-port

remote-id: switchl23 (string)

Option 82 on untrusted port is not allowed Verification of hwaddr field is enabled DHCP
snooping trust/rate is configured on the following Interfaces:
Interface Trusted Rate limit (pps)

FastEthernet5/1 yes 100

Custom circuit-ids:

VLAN 555: customer-555

FastEthernet2/1 no unlimited

Custom circuit-ids:

VLAN 500: customer-500

Switch#

BZEav2 kR avwUk St
ip dhcp snooping DHCP AX—¥E U 7% 71— Ul F—T M LET,
ip dhep snooping information option  DHCP 4+ 7> 3 82 F— X HALEZ A 2 —T VI LET,
ip dhcp snooping limit rate AVE—=T A AN I BHEVICZETLIILEDTES

DHCP A v E—Y D EFRELET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show ip dhcp snooping

avwyFk H 7L

ip dhep snooping trust {E#T& % VLAN ETDHCP ZAX—E V& A Rx—T7 L
WZLET,

ip dhep snooping vlan VLAN % 721X VLAN ® 7' ) —7 | DHCP A X—t> 7/

A Z—T M LET,
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M show ip dhcp snooping binding

show ip dhcp snooping binding

DHCP AX—VE T NA T 47 = MY ZFK 7T 5I2IE, show ip dhep snooping binding =~
Y REERLET,

show ip dhcp snooping binding [ip-address] [mac-address] [vlan vian _num)
[interface interface num]

ST ERBA ip-address FEB) "M vT 47 = IDIPT RLATY,
mac-address EE) "M 47 =)D MAC T KL ATY,
vlan vian_num ({£#) VLAN #EELE7,
interface interface_num EE) Ao X —T A ABEELET,
T4 BIMAEE LRWEE . A v FITIEDHCP A X —' 0 7 R T 4 v 7 T—T AEERFRENET,
a2 kR E—F ¥+ EXEC ©— K
av Yy FEE yy—= EERE

EREDAA FS54>

]

12.1(12¢)EW ZDax A Catalyst 4500 &V — X A4 v FITIBIME L E LTz,

Ta—r L AX—E I BLRVLAN ZX—E 0 7R EE L6 A4 2 —7 VDOBREIZDH VLAN T
DHCP A X —V VU TN A F—T 220 £7,

VLAN O#HZ R ET 2121%, EED last_vian 518z EH L T VLAN #iHORZZHEE L £7,

WOHITIE, AL vFDODHCP AX—VE 7 ST 407 =2 N) 2ERTDHIHEEZRLET,

Switch# show ip dhcp snooping binding

MacAddress

0000.0100.0201
Switch#

IP Address

10.0.0.1

Lease (seconds)

dhcp-snooping 100 FastEthernet3/1

WOFITIEX, DHCP AX—E L 7 AT 47 2 hIDIP 7 RLREZFRRFTDHHEEZRLET,

Switch# show ip dhcp snooping binding 172.100.101.102

MacAddress

0000.0100.0201
Switch#

IP Address

172.100.101.102

Lease (seconds)

1600

dhcp-snooping 100 FastEthernet3/1

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show ip dhcp snooping binding

WOFITIX, DHCP AX—E > 7 R4 vT 47 = NYDMAC 7 RV AZFRRTLHEEZRLET,
Switch# show ip dhcp snooping binding 55.5.5.2 0002.b33f.3d5f

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:02:B3:3F:3D:5F 55.5.5.2 492 dhcp-snooping 99 FastEthernet6/36
Switch#

WOFTIiX, ¥ED VLAN ® DHCP AX—t > 7 XA UF 47 2 D MAC 7 R L A &R
5 HEEZRLET,

Switch# show ip dhcp snooping binding 55.5.5.2 0002.b33f.3d5f vlan 99

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:02:B3:3F:3D:5F 55.5.5.2 479 dhcp-snooping 99 FastEthernet6/36
Switch#

WOFITIE, 14727 DHCP AX—VY o7 AT 407 = M) 2ERRTDHHEEZRLET,

Switch# show ip dhcp snooping binding dynamic

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1
Switch#

WOFTIE, VLAN 100 ® DHCP AX—VE 7 NA T 4 v 7 20 M) BRRT D HEERLET,
Switch# show ip dhcp snooping binding vlan 100’

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1
Switch#

WOFTIHE A=YV Ry h A2 HZ—Tx2A4 A0/l DDHCP AX—V LT A vF 47 2 ) 2%
IRY D FEERLET,

Switch# show ip dhcp snooping binding interface fastethernet3/1

MacAddress IP Address Lease (seconds) Type VLAN Interface
0000.0100.0201 10.0.0.1 1600 dhcp-snooping 100 FastEthernet3/1
Switch#

# 2-21 12, show ip dhep snooping =2~ > ROHAICERRIND KT 4 — /N ROFAZRLET,

= 2-21 show ip dhcp snooping I< > FOE A

J4—ILF SR

Mac Address J7IFAT b N—Fu=2T7DMAC 7 KL A,

IP Address DHCP H—"\InbE DY Tones 74T NPT RUX,

Lease (seconds) IP 7 KL A U — R,

Type NRA VT 4T ZA T, CLINGAZT 4 v ZICRESNDD, FA
FIvrICFEENET,

VLAN 7IAT v N A —T x4 AD VLAN FE,

Interface DHCP 7 A4 7k RA MRS o4 X —T = A A,
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M show ip dhcp snooping binding

GEEESAS avv kR B

ip dhcp snooping information option  DHCP #7382 F—#$fAZx A X —7MIC LET,

ip dhcp snooping limit rate AVE—T A AN 1 BHEVIIRETHZLOTED
DHCP A vt —Y 0¥z i#E LET,

ip dhcp snooping trust fEHT% % VLAN L CDHCP AX—E V%A X —T7 )b
WZLET,

ip dhcp snooping vlan VLAN %703 VLAN ® 7L —7 ¢ DHCP A X—t> 7
EAF—T M LET,

ip igmp snooping IGMP AX—¥ 7% A RX—7 M LET,

ip igmp snooping vlan VLAN @ IGMP A X—¥Y > 7% A 32— I LET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show ip dhcp snooping database WM

show ip dhcp snooping database

DHCP AX—bE v J F—=F_R—RA ==V hDRAT—HF A% K9 5IZ1%, show ip dhep
snooping database =~ > R&flifH L £,

show ip dhcp snooping database [detail]

EX DA detail (EE) BMOBEAT — PRI UOWEHEREZFZRLET,

FI2+IE Zoavwy RICE, T7ANLNREEHY FH A,

avykE—F it EXEC T— K

av Yy FERE Jy—= EERE
12.1(12¢)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.1(19)EW 2T — B I OHEHEROF R — FASEMENE LT,

/] KOFITIZ, DHCP ARX—E v F—F_R—=2 %K1+ 5 EEZRLET,
Switch# show ip dhcp snooping database
Agent URL :

Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts

: Startup Failures :
Successful Transfers :

Failed Transfers :
Failed Reads
Failed Writes

Successful Reads
Successful Writes
Media Failures

O O O O O
o O O O

Switch#
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Bl show ip dhcp snooping database

ROBITIE, BMOBERFHEREZRRT D HEELRLET,

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts : 21 Startup Failures : 0

Successful Transfers 0 Failed Transfers : 21

Successful Reads 0 Failed Reads : 0

Successful Writes 0 Failed Writes : 21

Media Failures 0

First successful access: Read

Last ignored bindings counters

Binding Collisions : 0 Expired leases : 0

Invalid interfaces : 0 Unsupported vlans : 0

Parse failures : 0

Last Ignored Time : None

Total ignored bindings counters:

Binding Collisions : 0 Expired leases : 0

Invalid interfaces : 0 Unsupported vlans : 0

Parse failures : 0

Switch#

BREaTV R avwyk SiEA

ip dhcp snooping DHCP AX—V U 7% 71— Ul X —T M LET,

ip dhcp snooping database DHCP AX—VE U 7Koo THERESNDI A VT 4 T %
IFELET,

ip dhep snooping information option  DHCP #7332 82 F—XHEALZ A 2 —T LI LET,

ip dhcp snooping limit rate AVE—T A AN I BHEVICZETLIILEDTES
DHCP * vt —V Oz ELE7,

ip dhcp snooping trust fE#TE % VLAN ETDHCP AX—E > /%A F—T b
iZLEJ,

ip dhcp snooping vlan VLAN % 721X VLAN ® 7 )V —7 C¢DHCP AX—t 7

EAFR—T NI LET,
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show ip igmp interface W

show ip igmp interface

IPIGMP A > ¥ =7 =2 A ADAT —H AB L OREFHRERRT HITIE, show ip igmp interface =~
Y REFERALET,

show ip igmp interface [fastethernet slot/port | gigabitethernet slot/port |
tengigabitethernet s/ot/port | null interface-number | vlan vian _id]

XD EREA fastethernet (EE) 77 AR A=Y Fv b A F—Txf A, BIUOARY hEE—+D
slot/port HFEERELET,
gigabitethernet (EE) STy b A=V Xy b A F =T A, BLORAR Y FEFR—h
slot/port DF G EEELET, AMEOHPIL T ~9 TT,
tengigabitethernet  (f:75) 10 ¥4y h A —HFF v b AL F—T=f A, BLOAR Y b LF—
slot/port NOBRFEEELET, AMEOFKMAIL1 ~2 TF,
null EE) RNV A B—=T 2 A ABLNA VH—T =2 ADFSEBEELET,
interface-number BHREIZ 0 75T,
vlan vian_id (f£#) VLAN 3L VLAN OF 52 E L4, AEOHEIZ 1 ~ 4094

<7,
TI2HIE VLAN Z7E L7241, VLAN | OFE#@RERINET,

avYkE—F

¥5HE EXEC £ — K

avy FEE

EREDAHA R34y

I

yy—=x FERA

12.1(8a)EW Zd=a= KA Catalyst 4500 ) — X 2 v FIBIMSHE LTz,
12.1(12¢)EW JE3E VLAN 7 FL 20 R — 3B MEE Lz,

12.2(25)EW 10 XAy h A —HFy b A Z—T A AV HE— R BIMSHE LT,

EE DS $ %AW L=%4 . show ip igmp interface =~ > R TIET R TOA VX —7 = A ADFHRMN
FRINET,

WOFITIE. VLAN 200 © IGMP 1E# % £+ 5 HiEdrLET,

Switch# show ip igmp interface vlan 200

IGMP snooping is globally enabled

IGMP snooping is enabled on this Vlan

IGMP snooping immediate-leave is disabled on this Vlan
IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan
IGMP snooping is running in IGMP-ONLY mode on this VLAN
Switch#
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M show ip igmp interface

BEaIUF avwyFk B
clear ip igmp group IGMP /' NV—7 v v a > b ZHIBRLET,
show ip igmp snooping mrouter A F Iy 7SN, FEITRESNEZV LT X A

NAL T A F =T 2 A AT DIFREFR L ET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show ip igmp profile W
show ip igmp profile

HEINTVWATRTOIGMP 71 7 7 A VETIZEE L IGMP 717 7 A VERRT DT,
show ip igmp profile f## EXEC =~ > R&HEHL 7,
show ip igmp profile [profile number]
EX DA

profile number

({EE) 775 IGMP v 7 7 A VESTT, BRh7efBEIX 1 ~ 4294967295
T,

TI2HIE

o=y Rz,

T R

REXH Y FH A,
a2 F ®—F  fHEEXEC ®—F
av Y FEE )y—= EERE
12.1(11b)EW Z o~y KA Catalyst 4500 U —X A4 »FIBMENE LT,
BREDHA R4y T o7 A LESBRANSRTOARVESIE, TXTOIGMP 7 a7 7 A LRERENET,
i

Switch# show ip igmp profile 40
IGMP Profile 40

permit

WOFITIE, IGMP a7 7 AL 40 2 FK -T2 HFEE R~ LET,

range 233.1.1.1 233.255.255.255
Switch#

Switch# show ip igmp profile

WOFEITIX, T_XTDIGMP 07 7 A VaFRT D HEEZRLET,
IGMP Profile 3

range 230.9.9.0 230.9.9.0
IGMP Profile 4

permit

range 229.9.9.0 229.255.255.255
Switch#

BEav> R avwyEk

e
ip igmp profile

IGMP a7 7 A VEERR L F T,

| oL-22251-01-J
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M show ip igmp snooping

show ip igmp snooping

A F Iy i2FEHEN, FETHRESNZ VLAN AL vF A v F—T oA AT HHERERRT
%1Z1X. show ip igmp snooping =~ > KZ&#H L £,

show ip igmp snooping [querier | groups | mrouter] [vlan vian_id] a.b.c.d [summary |
sources | hosts] [count]

XD EHEA querier LE) IP 7 FLABLOARA=Ya VIEERBAERRICEENS Lo ELET,
groups (f£E) VLAN A R—R IV —T P 7 RLATY—hE&NTEREND LI
ELET,
mrouter EE) #AFIv7Iic5F8I, PFEITRESNEYAVTXFY AN AL vF A

H—T 2 A AZETHERNERICEENDILHOITHEELET,
vlan vian_id  ({£fE) VLAN Z{EE L %3, AMEOHMIZ 1 ~ 1001 3 XU 1006 ~ 4094 T,

a.b.cd IN—TIP 7 RLAERITIvALFHFY AMIP T KL ATT,
summary (FE) V2 2713 v3 v —7 OB ROEREHRELET,
sources R HMELZIN—TOEETLIP DU A MERELET,
hosts (BB BELEINAN—TDORARNIP DY A MEHEELET,
count (EE) Zo—sLi2, £771E VLAN i CU AT A ko CHEEFE SRV —T

T RLADEFBOFRTEREELET,

FTIAILE Zoavr R, FTZALRNEREEXHY A,
avy kFE—F EXEC
avy FBEE yy—=x EERS
12.1(8a)EW DA A Catalyst 4500 &Y — X 24 v FITBIMENE LT,

12.1(19)EW PEET FLy s Z7oWR—FRBIMENE L,
12.1(20)EW IGMPV3 B/RIIAR A b R T v XUV ORIEAT — FOFROVR— FNBME N
F L7,

FEEDHSL K542 show mac-address-table multicast = <> R LT, IGMP A X—E L 7V BA X—T L Th D
VLAN [ZOWTMAC 7 LA F—7ADxy M) 2FERTH L TEET,
show ip igmp snooping =~ > K& AJJL T, VLAN 1 > ¥ —7 = A AD IGMP A X — ¥t > /' {El %
FRTEET,
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]

show ip igmp snooping M

WOFTIX, AA v FDOTa— )L ZAX— U VIR EFRTDHHEEZRLET,

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

IGMP snooping : Enabled
IGMPv3 snooping : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count HE

Vlan 1

IGMP snooping

IGMPv2 immediate leave
Explicit host tracking
Multicast router learning mode
CGMP interoperability mode

IGMP snooping

IGMPv2 immediate leave
Explicit host tracking
Multicast router learning mode
CGMP interoperability mode
Switch>

Enabled
Disabled
Enabled
pim-dvmrp
IGMP_ ONLY

Enabled
Disabled
Enabled
pim-dvmrp
IGMP ONLY

WOHITIE, VLAN2 DA X—V U FiEfERRzT B HiEZ R LET,

Switch# show ip igmp snooping vlan 2
Global IGMP Snooping configuration:

IGMP snooping : Enabled
IGMPv3 snooping : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count H

Vlan 2

IGMP snooping

IGMPv2 immediate leave
Explicit host tracking
Multicast router learning mode
CGMP interoperability mode
Switch>

Enabled
Disabled
Enabled
pim-dvmrp
IGMP ONLY

WOFITIE, AA v FDOFTRTD VLAN @ IGMP 7 = U 7R A2 F -T2 HEE2 - LET,

Switch# show ip igmp snooping querier

Router
Fa3/15

Vlan IP Address IGMP Version
2 10.10.10.1 v2

3 172.20.50.22 v3

Switch>

| oL-22251-01-J
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M show ip igmp snooping

WOHITIL, IGMPvV2 DFEITRHZ VLAN 5 @ IGMP 7 = U 7§l AR -T2 HEEZRLET,

Switch# show ip igmp snooping querier vlan 5

IP address :5.5.5.10
IGMP version tv2

Port :Fa3/1
Max response time :10s
Switch>

WOEITIX, IGMPvV3 DFEITHIZ VLAN 5 @ IGMP 7 = U 7158 AFRT 5 HFEEZ R LET,

Switch# show ip igmp snooping querier vlan 5

IP address :5.5.5.10
IGMP version :v3

Port :Fa3/1
Max response time :10s
Query interval :60s
Robustness variable 12
Switch>

WOFTIX, BEDINV—TDAX—E L FIERER T HHEERLET,

Switch# show ip igmp snooping group

Vlan Group Version Ports
2 224.0.1.40 v3 Router
2 224.2.2.2 v3 Fa6/2
Switch>

KOFITIE, VLAN 1 NOZ =T DRA N A4 TBLOR— b aRRnT 25 EEZRLET,

Switch# show ip igmp snooping group vlan 1

Vlan Group Host Type Ports

1 229.2.3.4 v3 fa2/1 fa2/3
1 224.2.2.2 v3 Fa6/2
Switch>

WROFITIZ, VLAN 1 AD TN =T DHRA N A TBLOR—- baZrd 2 hE2r LET,
Switch# show ip igmp snooping group vlan 10 226.6.6.7

Vlan Group Version Ports
10 226.6.6.7 v3 Fa7/13, Fa7/14
Switch>

WOHTIE, EETLIP T RLARIZOWT I A —TOBREO AT — N2 FERTHHFEFRLET,

Switch# show ip igmp snooping group vlan 10 226.6.6.7 sources
Source information for group 226.6.6.7:
Timers: Expired sources are deleted on next IGMP General Query

SourcelP Expires Uptime Inc Hosts Exc Hosts
2.0.0.1 00:03:04 00:03:48 2 0

2.0.0.2 00:03:04 00:02:07 2 0

Switch>
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show ip igmp snooping M

WO TIE, AA N MAC 7 RLARIZOWCITNAN—TDOREDAT — N aFrnT b EERLET,

Switch# show ip igmp snooping group vlan 10 226.6.6.7 hosts
IGMPv3 host information for group 226.6.6.7
Timers: Expired hosts are deleted on next IGMP General Query

Host (MAC/IP) Filter mode Expires Uptime # Sources
175.1.0.29 INCLUDE stopped 00:00:51 2
175.2.0.30 INCLUDE stopped 00:04:14 2
Switch>

ROBITIE, v3 I N—=T DY <) =tz RrT5HEEZRLET,
Switch# show ip igmp snooping group vlan 10 226.6.6.7 summary

Group Address (Vlan 10) 1 226.6.6.7

Host type : v3

Member Ports : Fa7/13, Fa7/14
Filter mode : INCLUDE
Expires : stopped
Sources : 2

Reporters (Include/Exclude) : 2/0

Switch>

WOFITIEZ, VLAN 1 O3V FF v A b V—ZIERERRT 5 EEZRLET,

Switch# show ip igmp snooping mrouter vlan 1

vlan ports

_____ e
1 Gil/1,Gi2/1,Fa3/48,Router

Switch#

WOBITIL, VAT ALK > TT B —rWIFEINTZ T N—T 7 RV ADEHEREERRT D k%

RLET,

Switch# show ip igmp snooping group count
Total number of groups: 54

Switch>

WOFITIE, VLAN S THEE SN NV—T 7 RV ADGHBAERTT D HEEZRLET,

Switch# show ip igmp snooping group vlan 5 count

Total number of groups: 30
Switch>
BEav> R avwyvFk % BA

ip igmp snooping IGMP AX—E v 7% A X —7 NWIZLET,

ip igmp snooping vlan IGMP BNEFRLRALER 2 A4 R — T WIZ L E T,

immediate-leave

ip igmp snooping vlan mrouter LAY 24X —T7xA A% VLAN O~ /LFF ¥ X L
NS B =Tz AL LTHRELET,

ip igmp snooping vlan static LAY 2 A4 =T 2 A AT N—T DR N—& LTH
ELET,

show ip igmp interface IGMP A v #—T 2 A AD AT —Z AERB LNz 7 4
¥1v~yayﬁﬁ%%ﬁbi?

show ip igmp snooping mrouter BAFI w7 IFEBEN, FETHREINTE-VYILFF ¥R
N AL TF A E—T oA RZHEHTHEREERLET,

show mac-address-table multicast “ILFFXF Y APFMACT RLA T —T7 N EREZEFRLET,
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M show ip igmp snooping membership

show ip igmp snooping membership

BRAN AU N—vy TIEREFRT HI21E. show ip igmp snooping membership =~ R&#EH L
3

show ip igmp snooping membership [interface interface num] [vlan vian id]
[reporter a.b.c.d] [source a.b.c.d group a.b.c.d]

XD EHEA interface interface_ num  (F%) A v X —T 2L ADIP T RLABLOARA—Y a U EREFRL
F7,
vlan vian_id (f£E) VLAN D7 L—F 1P 7 RLATY— &7 VLAN A »/8—%
FRLET, BOMEOHBEIL 1 ~ 1001 35 LT 1006 ~ 4094 T,
reporter a.b.c.d (EE) BBELFELER—FZ—DA L NRN—2 vy FERPFRLUET,
source a.b.c.d UEE) VAR—Z—, HEETL, 37V —7IP 7 FLAZEELET,
group a.b.c.d (EE) FXYARNVDTRTDA LN~ (EET. INV—T) A H—
72 A AF1E VLAN TY— FLTHERELET,
FTIAIE Zoawy RiZiE, FAAMRETH D FE AL
avY R E—F ¥i#E EXEC E— R
avy FERE )1y—2 EERE
12.1(20)EW Z® =z~ R Catalyst 4500 >V — X XA » FIZBMEE L,

EREDHA R4

7

12.2(25)EW 10XHEY h A —HFFv h A F—T 2 ZADFFK— FBBMENE LT,

Zoavwry RiE, AL v FTHREERA L bT v F 0 INRAX—=T NLDOFEICDOHRANTY,

WOFITIE, FHEY P A=Y Xy h A F—T 2 A4/l DRAF A=y FPEERRTHHE
R LET,

Switch# show ip igmp snooping membership interface gigabitethernet4/1
f#channels: 5

#hosts : 1

Source/Group Interface Reporter Uptime Last-Join Last-Leave

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30
40.40.40.4/224.10.10.10G14/1 20.20.20.20 00:39:42 00:09:17 -
Switch#

WORFITIL.VLAN 20 358 L O/ /L—7224.10.10.10 DR A b A NX—2 T hRRTHHEEZRLET,

Switch# show ip igmp snooping membership vlan 20 source 40.40.40.2 group 224.10.10.10
#channels: 5

#hosts : 1

Source/Group Interface Reporter Uptime Last-Join Last-Leave
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show ip igmp snooping membership

40.40.40.2/224.10.10.10 Gi4/1 20.20.20.20 00:23:37 00:06:50 00:20:30

Switch#

WOBITIEZ, VLAN 20 DRA b A=y FERZFR L, PWREA N M7 v % 7 2HIBRT 5

HiEERLET,

Switch# show ip igmp snooping membership vlan 20
Snooping Membership Summary for Vlan 20

Total number of channels:5

Total number

Source/Group

Uptime Last-Join/

Last-Leave

40.0.

40.0

40.0.

40.0.0.5/224.1.1.1

Switch# clear ip

.0.1/224.

0.2/224.

.0.3/224.

0.4/224.

Switch#

of hosts H
Interface Reporter
1.1.1 Fa7/37 0002.4ba0.a4f6
1.1.1 Fa7/37 0002.£d80.£770
1.1.1 Fa7/36 20.20.20.20
1.1.1 Fa7/35 20.20.20.210
Fa7/37 0002.£d80.£770

igmp snooping membership vlan 20

00:00:04 00:00:04 /

00:00:17 00:00:17 /

00:00:04 00:00:04 /

00:00:17 00:00:17 /

00:00:17 00:00:17 /

B§Ea~

vk

avwyFk

i

clear ip igmp snooping membership

HIREARARN P T ovX o T—2_—=2%27 VT LET,

ip igmp snooping vlan explicit-tracking

VLAN BALOBHRHARA N T vF T oA F—TNIZ

Li‘j_o

show ip igmp snooping

YAF Iy /IR SN, FHICRESLE VLAN %

AYvF AL E—T oA AHETAEREFFR L LET,
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W show ip igmp snooping mrouter

show ip igmp snooping mrouter

HAF /7
ARRTDHIT

FEIN, FHTRESNIEIAT XY AL AL vF A F—7 A AT 5 FH#k
X. show ip igmp snooping mrouter =~ > FEfHL E7,

show ip igmp snooping mrouter [ {vlan vian-id}]

X DA vlan vian-id  ({£%) VLAN #f5& L£3, ANMEOHIEIL 1 ~ 1001 5 LT 1006 ~ 4094 T,
TI2AILE Toavwy RICE, T7ALNREEHY FH A,
avy kE—F it EXEC T— K
avy FBEE Jy—= FERE
12.1(8a)EW D aw KA Catalyst 4500 & ) — X AA v FIBEMSLE LT,
12.1(19)EW JE3E VLAN 7 RL ADOHR— R8BS E Lz,

EREDAHA R34y

show mac-address-table multicast =~ > FZ{#EHA L T, IGMP AX—¥E I NA X—T L ThdD
VLAN IZDOWTMAC 7 RVA T—T VD2 M) 2ERTHZELTEET,

show ip igmp interface vlan vian-num =~ > R A J LT, VLAN A ' # —7 = A AD IGMP 2 X —
Cr I RERIITEET,

] WORBITIE, FED VLAN O A X — V2 7R ERTT 5 HiEE R LET,
Switch# show ip igmp snooping mrouter vlan 1
vlan ports
_____ o
1 Gil/1,Gi2/1,Fa3/48,Switch
Switch#
BZEa<F avwok e

ip igmp snooping vlan mrouter LAY2A4 8 —7 x4 A% VLAN O VFF ¥ Ak )b—

BAVE—T oA AL LTAZT 4 v 7ICRELET,

show ip igmp interface IGMP A v Z—T 2 ADAT—H AERB I N7 4

Xl —va FREERLET,

show mac-address-table multicast NV FXF ¥ ARNMACT FLA T—7 NEREPFRLET,
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show ip igmp snooping vian W

show ip igmp snooping vian

A F Iy izFEHEN, FETHESNTZ VLAN AL vF L v F—T oA AT HHERERRT
%1Z1X. show ip igmp snooping vlan =~ > R&HH L £,

show ip igmp snooping vlan vian _num

BXXniA vlan_num VLAN OF B T4, AHEOHFHIL 1 ~ 1001 3L 1006 ~ 4094 T,

FI2+IE Zoavwy RICE, T7ANLNREEHY FH A,

avykE—F it EXEC T— K

av Yy FERE Jy—= EERE
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.1(120)EW  EIET RL v v v 7o R— haSEMEE Lz,

EREDHLA K542  show mac-address-table multicast 2~ > F&EH L T, IGMP AX—E L VB3 A X —T L Th b
VLAN IZDOWTMAC 7 FVA T—T VD2 M) 2ERTHZELTEET,

7l WOBITIE, FED VLAN DA X — Y ViR ERFT 5 HEE2RLET,
Switch# show ip igmp snooping vlan 2
vlan 2

IGMP snooping is globally enabled

IGMP snooping TCN solicit query is globally enabled

IGMP snooping global TCN flood query count is 2

IGMP snooping is enabled on this Vlan

IGMP snooping immediate-leave is disabled on this Vlan
IGMP snooping mrouter learn mode is pim-dvmrp on this Vlan
IGMP snooping is running in IGMP_ONLY mode on this Vlan
Switch#
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M show ip igmp shooping vian

avwy kR

SiBA

ip igmp snooping

IGMP A X—¥t o 7 %A x—T7 W LET,

ip igmp snooping vlan immediate-leave

IGMP BNEFBLBAE 2 f R—T M LE T,

ip igmp snooping vlan mrouter

LA¥Y2A4 02 —T7x2A A% VLAN D= /VFF ¥ Xk JL—
BAVE—T A AL LTAEZT 4 v ZICRELET,

ip igmp snooping vlan static

LAY2A L EZ—T oA RAETI—T DAL N—L LTHE
ELET,

show ip igmp interface

IGMP A v X —T7 = A AD AT —X ZAfERB LN 7 ¢
Xal—ra U EResrLET,

show ip igmp snooping mrouter

HAFI v 7IZFEIN, FEITHRESINZ LT Xv R
2L F A B —T oA ACHTHEREZIERLE T,

show mac-address-table multicast

<L F Xy A NMAC 7 RL A F—T SR EFRLET,
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show ip interface W

show ip interface

IPICH LTRESNIEA LV E—T 24 ADa2—F Y T 4 AT —F X% &R T 5I21%, show ip
interface =~ FZfEHL £9,

show ip interface [type number]

RO type (T8B) A> 5 —T =A% 247 CT,
number (EH) A5 —7 = ABHTT,
TNk Ioavy RIS, T74N FRETH Y EEA,

avykE—F EXEC

avy FER Jyy—x EEANA
12225EW 10 F¥HEY b A —H Ry b A2 F—T oA AEEGHDLICHESLE LT,

FEREOFLARSAY A% —7 oA ZABMEAFRERES. CiscolOS V7 My =7k, EEEEINLTWAL— & /L—
TAVT T NMCHBMIZAN LET, EHFRERA VX —T 2 A AL -T, VY7 h =T EN
ey NEESETEET, VI MNI2TIE, AV F—T oA ANERRFTH S L HWT 5 &, B
MENTWANL—=T 4T 2 vV EAN—=T 47 T—TANBHIBRLET, =2 MU ZHEIRT S 2
LIk, VI NI TR EATFIvI A—TFT 4T T halEFERHLTRY NT—T ~D Ny
Ty N— hERETEXET (FETIHE),

AVH—T oA ATHHFMBEPIRESNDGA, B2 b2 Tup) E~v—23nEd, 1~
B —T oA AN— Ry T NMEMFRRRGAE, A —T7xA AL Tup) E~—27 EET,
EBEDA v H—T 2 A A XA TERELIEGE., TOREDA VX —7 oA AT OFRNF RN
9,

EBEOBIBRERELRWGE, TX3TOA Vv F—T oA ADERNRFRENET,

PPP % 721 Serial Line Internet Protocol (SLIP; > U7 /L I A4 f v X —Fv b Zubhan) i2ko
THRPA v Z—T oA ARIT'NMMEIND E, IP 77 AN AL v F U TNARX—T NI £7,
PPP F£721Z SLIP iIZ X o> TH T/ L E N FERMA ¥ —7 = A A L TD show ip interface =~ >
RFCIH,. IP 77 AN AL v F U ITNA F—TNTHDI EETTA v E—UNERENET,

1 WOFITIE, BED VLAN D2 —HF U F 4 AT —F A% FRT 5 FiEERLET,

Switch# show ip interface vlan 1

Vlanl is up, line protocol is up
Internet address is 10.6.58.4/24
Broadcast address is 255.255.255.255
Address determined by non-volatile memory
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
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M show ip interface

Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled

Local Proxy ARP is disabled
Security level is default

Split horizon is enabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled

IP fast switching on the same interface is disabled

Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

IP Flow switching is disabled

IP CEF switching is enabled

IP Fast switching turbo vector

IP Normal CEF switching turbo vector

IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled

IP route-cache flags are Fast,
Router Discovery is disabled

CEF

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled
WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled

Sampled Netflow is disabled

IP multicast multilayer switching is disabled

Netflow Data Export
Switch#

(hardware)

is enabled

& 22212, ZOFITERRINTWD T 4 —/V FOFHZRLET,

& 2-22

show ip interface ® 7 1 —)L FDOFRHA

Z4—ILF

A

EthernetO is up

A B =T A A N— R =T NMERARERBEES, (V4 —T7 =
AL Tup) &~v—7 SNET, A F—T = A ZADMEHTRE
B, AV E—T A A NN—Ry=7 LEET 7 b Lo
FNT v TRETHDILERD Y £,

line protocol is up

AH—T oA ATHFREENRESNDIHE, BT e o
ME Tap) E~—2&nET, A Z—T7 oA ARFEHFTEE & 72
BIIE. AV B —T oA A N— R T LEE SO kLD
NT v TIRETHINENDH Y £,

Internet address and subnet mask

AL B =T 2 A AZADIPT RLAELY TRy h =R,

Broadcast address

To—KE¥xy AT KL A,

Address determined by...

A B =T 2 A ADIP T RLARED L D ITIRESNTZDD A
T—HF A,

MTU

AL H =T oA ATREINTWVWD MTU 1,

Helper address

A= T R R (RESNTWVWDIEHE),

Secondary address

THHFY TRLVA (BESNTHWELEHA),

Directed broadcast forwarding

BETE— R v R MNRIEDAT —HF A,
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show ip interface W

& 2-22 show ip interface M7 4 —JL FDEEA &)

J4—ILF

B8

Multicast groups joined

DA VE—T oA ABBETHYILVT XX AN T —7,

Outgoing access list

A B —T A RIRETIZ7ER VA INBREINTNALENE D
MDD AT —H A,

Inbound access list

AV HE =T A RAZERT 7R VA RBRESNLTNDENE D
MDD AT —H X,

Proxy ARP

71 % 3 Address Resolution Protocol (ARP; 7 K L Af#k-7 1
aN) BA LV EZ =Tz A RAZKHLTARZ—T NV THDLNE I DD
AT —H A,

Security level

DA E—=T oA RTH L TERE ST S IP Security Option
(IPSO) X =VUTFT 4 L,

Split horizon

ATV N AR ITARVDAT—H A,

ICMP redirects

DA VE—T 2 A A EDYFA VI N Ay E—VDAT—H A,

ICMP unreachables

DA E =T A A LOEEREA Yy =V DRAT —H A,

ICMP mask replies

TDAE—T 2 A A LD AT ISEDAT —H A,

IP fast switching

DA E =Tz A RAIH LTI 7 AN A, v F T NA X —7T
LNTHEMNEIDDAT—H A, T7 AN AL T2 ZIIEE.
TDXORIVITILN A E—T A A ETIFEARX—T L TT,

IP SSE switching

IP Silicon Switching Engine (SSE; vV a2y XA v F 7 v
¥) DAT—H A,

Router Discovery

DA VE—T a2 ADKBE T v ADAT—F A, YUTIL A
VHE—T 2 A A ETIHEFIIT 4 =7V TT,

IP output packet accounting

DA VHE =T 2 AADIP T AT T 4 VT DAT—HABIN
LEVME (= MY osKE),

TCP/IP header compression

ERED AT —H A,

Probe proxy name

HP 71— 70 % SR ENER S NG 1 E H D AT — 4 X,

WCCP Redirect outbound is
enabled

A B =T 2 A ATREENTZAAT Y " RF Y via 2P
VEA LT NENDIMEIDDAT—H A,

WCCP Redirect exclude is
disabled

AV B =T o2 ANFAMDINRT Y bR F ¥ v o TP ~DY
BAVIT ISR ENDZINE I DDAT —H A,

Netflow Data Export (hardware)
is enabled

A B —Tx2AAONDE N—R7 =7 70— AF—H X
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M show ip mfib

show ip mfib

7 77 4 7 7% Multicast Forwarding Information Base (MFIB; /L F % ¥ 2 MREFRS—R) L— |k
T RTRATDIZIE, show ip mfib =~ > REEHLET,

show ip mfib [all | counters | log [n]]

X DEREA

TI2AILE

avy kFE—F

all (&) MFIB NO+T_XTOA— FE2IEELET, 77 AN AA v F o7 2@+
LR ENDLN, FLAY L—FT 47 Fahal F—7LRNIChD &I
MESLRWL— IR EENFET,

counters (fEE) MFIB Bl A X b T NERELET, 0 SO T 2T NRERS

nE7,

v (fL8) MFIB BIEA <> R ORBOETHO 0 7 EHE LE T, REOA > F 5 Rp]
CRRSNET,

n (L8) A~> hOBB T

Zoawy RiIZE, TNV IIHRTITIH AL

¥riE EXEC £— K

ATy FEE

EREDAA FS54>

Jy—=2x EERRE

12.1(82)EW = =a< 2 K78 Catalyst 4500 U —X 24 v FIZBMENE LTz,

12.2(40)SG =z~ FOP AR — k28 Supervisor Engine 6-E 3 & OY Catalyst 4900M 3 % — 2B
INnE L7,

Supervisor Engine 6-E 35 L UY Catalyst 4900M ¥ —Ti&, show ip mfib =~ > FOH Iz —F
TxT AT FERRINET A,

MFIB %—7“/w X, —HEHDOIPv/ILFFx AR L—FREGEENRLTVET, MFIB 7 —7 /LNDK/L—
M2, v— MNCBET 2EBEO 7 7 I REENTHET,

=k 75 70F, = —H LAy FREDO LIRS ERLET, 2L 2I1E. MFIB
N—=FrDIC 7T 71, AL v F LOTavwARN Yy hOa—%2ZETHLERHDZ LERLE
T, D75 7'M MFIB /— MBI T SR TWVET,

e Internal Copy (IC) 757 : A4 v F EOFutw AR, EESNIZAL— b & T HTToN
Ty hDOAaC—EZETOINBERSLIHEIC, L— MIRELET,

o Signaling (S) 777 : v—F&—HEHT D0y MRZEINTLEVIBAEZ AL vF TagAR
VLT BPEIT, V= MIRELET, VI TV T A F =T 2 ATONRNT v hOZFIT
WELT, 7 hajl a—RIZE->TMFIB AT — FRFEHEINDI LW OEEREZ BN ET,

e Connected (C) 777 :C 777 %/NL—hMNIRETDHE, STTTELERIUEREZELE TN,
T I TNEEESER I NTZAR A RSB — MCHEENT Ny TR T e han ek R %
MENDIVENRNHDHZ EanmdT mn®gian 9,
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show ip mfib

— NMZE, 1 2FHIFEBEOA v —T oA RATHEM T ONT—#HO T T 7 H2FHETHI L L TE
¥4, (S,G) »—bFOBAE, AV H—T=2A A1 DT Z7F,. ANy EREO LS ICE IS
N BLONV— e —EHTDH Ty "RA U E—T 2 A A VIZEHBEINDINEI DERLET, ROA
VE—=T A R DT T 7 HN MFIB b— MIBEEMS T SN TWET,

e Accepting (A) : £ ¥ —7 =4 RIZFE(F L. Accepting (A) & LTw—7 SN "7y bad,
T _TOD Forwarding (F) A V% —7 oA RAZWESINDIHAEIC, RPF A VX —7 = A RTHRE
L/ij‘o

e Forwarding (F) : FREO XS I A 777 EbIfERASRET, —EHOEEA V¥ —T = A AT
LoT, wvFFy X holist (WA F—TxA X U] )#ﬁﬁénif

e Signaling (S) : {1 > ¥ —T7 = A ATDOAIIXr > b ’Ob\'( Cisco IOS D= /LFF ¥ & h jb—
T4y Ta AN Tat R @M OMENDLHEIT, X0 U F =T 2 ATHELET,

e Not Platform (NP) fast-switched : F 77 7 L L bl LET, HHA X —T =4 RAETT >
f\7j‘ AN=RTTIZESTT 7 AN AL v F U TET, V7 MY = TEENLERGAE
. BRkA ¥ —7 = A AZ Not Platform fast-switched & L Th~—27 &N E7,

7= & 21X, Supervisor Engine Il Z## L 7= Catalyst 4506 A1 v FIL, hrFL L ¥ —T A
ABN—RT 2T TCAL v F T TERNED, ThoDA v F—T A AENP 77 7 Cv—7
SNFET, NP A ¥ —7 A A0 — MIBEEF T DTV AIEA, Accepting%‘/& 7 A

AEBLETRCOAN Ay hoat—ix, Y7 hv=T7 L7V r—a Dbl iy

F VT MU 2T OEENRZERFEINTHSL, NP AU ¥ —T = ATBESNET,

!l WOFITIE, 77T 4 77T _TD MFIB Lb— b £RT 5 HEERLET,
Switch# show ip mfib
IP Multicast Forwarding Information Base
Entry Flags: C - Directly Connected, S - Signal,
IC - Internal Copy
Interface Flags: A - Accept, F - Forward, NS - Signal,
NP - Not platform switched
Packets: Fast/Partial/Slow Bytes: Fast/Partial/Slow:
(171.69.10.13, 224.0.1.40), flags (IC)
Packets: 2292/2292/0, Bytes: 518803/0/518803
Vlan7 (A)
Vl1anl00 (F NS)
Vlanl05 (F NS)
(*, 224.0.1.60), flags ()
Packets: 2292/0/0, Bytes: 518803/0/0
Vlan7 (A NS)
(*, 224.0.1.75), flags ()
Vlan7 (A NS)
(10.34.2.92, 239.192.128.80), flags ()
Packets: 24579/100/0, 2113788/15000/0 bytes
Vlan7 (F NS)
V1anl00 (A)
(*, 239.193.100.70), flags ()
Packets: 1/0/0, 1500/0/0 bytes
Vlan7 (A)
Switch#
BEaIvUF avwo kR St
clear ip mfib counters 7a—)LVMFIB O E2BLIOT 77 4 74T _XTDO

MFIBV—FDh oo 2% VT LET,
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M show ip mfib fastdrop

show ip mfib fastdrop

BAET 774 7 @E Ry 7 = N 2T _RTRRL, @E RNy TRA =T e S naRR
F 511X, show ip mfib fastdrop =~ > FZ{EHA L 7,

show ip mfib fastdrop

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK Toawy RITiE, FTIANMRETDHY FHA,
avY kR E—F e EXEC E— KN

av Y FERE Jy—=R EERE
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X A v FITBMENE LTz,
fl WOBITIE, BAET 75 4 7REERNr y 7 2 P 2T RTHERL, SE Ny 7084 2—7 A0

ED e Font kR LET,

Switch# show ip mfib fasttdrop

MFIB fastdrop is enabled.

MFIB fast-dropped flows:

(10.0.0.1, 224.1.2.3, Vlan9 ) 00:01:32
(10.1.0.2, 224.1.2.3, Vlan9 ) 00:02:30
(1.2.3.4, 225.6.7.8, Vlan3) 00:01:50

Switch#
BEav U F avok B
clear ip mfib fastdrop MFIBE#E Fey 7 = M) 29T _RCTZ U T LET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show ip mroute M

show ip mroute

IPvNAVTFXy A N—T 47 T—=TNVEREFRTT HIZIE, show ip mroute =~ > FEEH L £,

show ip mroute [interface type slot/port | host_name | host _address [source] | active [kbps

| interface_type num] | count | pruned | static | summary]

BXOHH interface_type L) A v A —Tx2A A XL TBLOAT Y hER— FOBETT,
slot/port interface type DHE N2 ML, fastethernet, gigabitethernet,
tengigabitethernet, null, 3 XU vlan T3,
host_name (f£E) DNSRA b T—7 A TERSNTWAARE/ZIZIP 7 RLATT,
host_address () ~VFF ¥ A REETLOIP 7 RL AL ZII4RTTT,
source
active UEE) 77T 4 TREEAEDAF X XA b =T ~EEFELTVSEL— b
ERRALET,
kbps (8 77T 4 TREGFTN~ALFF ¥ A N F—F~EEFELTWBE/N
interface_typenum L —hTYF, ZOL—FUETEELTWAET 7T 4 TARRGELRFRENE
T, AREOHIAIL 1 ~ 4294967295 kbps T3,
count ER) M= FBLORTy MEDOIERER R LET,
pruned EE) Tn—=v 78N — b eRRLET,
static EE) AEZT 4 vV =AM FF¥ AL L—FEeFRLET,
summary EBE) IPALTFFX AN V=T 4T T—TNLHNOLKET ) OEE 117
THRRLET,
TI2#4ILE Zoavy R, T4V hREEH Y ETHAL
OV K E—F ¥t EXEC £— N
vy FERE Jyy—=2 EERE
12.1(8a)EW Z D= R Catalyst 4500 U — X ZA »v FITBMELE LTz,
12.2(25)EW 10XHEY b A —HF Ry b A F—T =2 ZADOFR— FRBMENE LT,

BEREDAA FS54>

EEOBIEB L OF—U— N& 3 XTHIE L7254, show ip mroute =~ > RTIXIP v/ FF ¥ X b
N—F 40 T—=TNLHANOTATOT M RFRENET,

show ip mroute active kbps =~ N TIX, kbps L EDO L — R THEE L TWAH TR TOEREFILEHRRS
nET,

SNATFFRXY AN N—T 47 T=TNME, EET, AF—DINV—T (§,G) = RY ., I—F
(*.G) = NI EERTL2ZETANINET, A¥ =TT RXTOREEFIILT FL A, [S) [TH D%
BT R A, [G) 35~V TF Xy AR J0—7 T RLAZEKRLET, (5,G) =» MU OERT
i%. (Reverse Path Forwarding (RPF; U /X—2& /XZ#R%) (2L->TC) 2=F ¥ A M =T 4 F T—
TR TRONS T2 FE DG TN —T ~DEFEAABMEA S ET,
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M show ip mroute

1 WOFITIZ IP AT XX A N—TFT 4 7 T—TNVNOTXTOT ) 2FrT 5 HEZRLUET,

Switch# show ip mroute

IP Multicast Routing Table

Flags:D - Dense, S - Sparse, s - SSM Group, C - Connected, L - Local,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT, M - MSDP created entry, X - Proxy Join Timer Running
A - Advertised via MSDP, U - URD, I - Received Source Specific Host

Report

Outgoing interface flags:H - Hardware switched

Timers:Uptime/Expires

Interface state:Interface, Next-Hop or VCD, State/Mode

(*, 230.13.13.1), 00:16:41/00:00:00, RP 10.15.1.20, flags:SJC
Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20
Outgoing interface list:

GigabitEthernetd4/9, Forward/Sparse-Dense, 00:16:41/00:00:00, H
(*, 230.13.13.2), 00:16:41/00:00:00, RP 10.15.1.20, flags:SJC

Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD
Outgoing interface list:
GigabitEthernetd4/9, Forward/Sparse-Dense, 00:16:41/00:00:00, H

(10.20.1.15, 230.13.13.1), 00:14:31/00:01:40, flags:CJT

Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD
Outgoing interface list:
GigabitEthernetd4/9, Forward/Sparse-Dense, 00:14:31/00:00:00, H
(132.206.72.28, 224.2.136.89), 00:14:31/00:01:40, flags:CJT
Incoming interface:GigabitEthernet4/8, RPF nbr 10.15.1.20, RPF-MFD

Outgoing interface list:Null
Switch#

WOBITIE, TIT 4 TREBIENYALFFIXY AL JNA—T~EELTWVDL—FEERRL, T 7%
NIEBZDL—FTCEELTWDLT I T 4 7TREELETERTRT D HEERLET,

Switch# show ip mroute active
Active IP Multicast Sources - sending > = 4 kbps

Group: 224.2.127.254, (sdr.cisco.com)
Source: 146.137.28.69 (mbone.ipd.anl.gov)
Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs), 4 kbps(life avg)

Group: 224.2.201.241, ACM 97
Source: 130.129.52.160 (webcast3-el.acm97.interop.net)
Rate: 9 pps/93 kbps(lsec), 145 kbps(last 20 secs), 85 kbps(life avg)

Group: 224.2.207.215, ACM 97
Source: 130.129.52.160 (webcast3-el.acm97.interop.net)
Rate: 3 pps/31 kbps(lsec), 63 kbps(last 19 secs), 65 kbps(life avg)
Switch#
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show ip mroute M

WROFITIZ, V= bBLONT Y MADHERERTTOHIEELRLET,

Switch# show ip mroute count

IP Multicast Statistics

56 routes using 28552 bytes of memory

13 groups, 3.30 average sources per group

Forwarding Counts:Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

Other counts:Total/RPF failed/Other drops (OIF-null, rate-limit etc)

Group:224.2.136.89, Source count:1, Group pkt count:29051
Source:132.206.72.28/32, Forwarding:29051/-278/1186/0, Other:85724/8/56665
Switch#

ROFITIE, b~ —fFREeRRTLHEEZRLET,

Switch# show ip mroute summary

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, s - SSM Group, C - Connected, L - Local,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT, M - MSDP created entry, X - Proxy Join Timer Running
A - Advertised via MSDP, U - URD, I - Received Source Specific Host

Report

Outgoing interface flags: H - Hardware switched

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

Switch#

#* 22312, ZTOHNTEREIND T 4 — NV FOFHHAZRLET,

& 2-23 show ip mroute ® 7 1+ —/)L FO&HA
J4—ILE BREA
Flags: T R UICBET 2 E®R T,
D - Dense TR VIETF R E— RTEMEL TWET,
S - Sparse T hYIEAN—Z F— RTEIEL TWET,
s - SSM Group T2 P UIESSM Z L —F DR N—TF,
C - Connected YN TF XY AN TN—T DA N—E, BEER SN A X —
T A A FICHFEELET,
L - Local AL v FIFTNANF XX RN TA—T DA R—TF,
P - Pruned N—IBTN—=r T ENTWET, ZOFHRIZ, FU A b
U— 25 AUNR—=RNEEITICBMT 255 ICREESNET,
R - Rp-bit set (S,G) = NI DATFT—HZATHY, RPEFHLTWD (5,G) —
¥ b UTF, R-Rp-bitset &, @HF . FFEDEETICET 2T
VY=o T N—= S AT — T,
F - Register flag VI NT2T DAT—HZATHY, Y7 NI 2T N/ TF¥ A
FEBTICONWTEFEINTNEINE I ERLET,
T - SPT-bit set NIy NODAT—=FZATHY, N7y BRREANAEELY U —
TZEENTNDEINE I DERLET,
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M show ip mroute

& 2-23 show ip mroute @7+ —JL FOBBAE (FE)
J4—ILE EReA
J - Join SPT (*,G) = NI ogHE, EY I —OTFHMZHRNALD N T 7 1

JDL— kR, TA—F1Tx L CRE & 7= SPT-Threshold % &
ZTCWBZ EERLET (574 D SPT-Threshold & Ei% 0
kbps T9), J-Join SPT 7 7 /R EIN TV HEAHIC, LFY
V=D FRTRD (S,G) X7y hRZEEnbd L, EExolh
IZ (S,G) join WY H—&4, ZhICkY A1 v FIFEELY
U—iZ&mL £9,

(S,G) =» FYDFE, 7 v—70 SPT-Threshold Z#B 2 7-7-%
Wz PUDBMER SN EERLET, (§,G) = hVUIZT-
Join SPT 7 7 /I MEFEINTWABEAE, A vFIFEETY V) —
tobro774 v v—brEE=2XLET, XMELTYVI—LEDOLNT
T4 vy b— NI N—TF® SPT-Threshold # 1 534 TTF
Bloza. A v FIXZOXEEFELOLEY Y —ICHOEI Y B x
oL LET,

AL v FRFEAEYIV LD T T 4 v L—REHEIEL, BIEL
7-L— bk & T N—7® SPT-Threshold % 1 ¥ Z Lotk L ¥,
k77 4 w2 L— kH SPT-Threshold Z#B 2 7=3%&1%. b7

T4y 7 L= FORDOAEE T, (*,G) = h VT J-Join SPT
TIUNEEINET, ROy bRHEY Y —ICEFL, B
LWHIERIBE A S nD &, 777137 V7 &nET,

I N—T1ZT 7 % v k@ SPT-Threshold & (0 Kbps) 2M#EH 1
TWaAEGE, (*,G) = b VIZIEFIZ J- Join SPT 7 7 7 3§k JE &
n., 7V 7&NEHA. T 74/ D SPT-Threshold EAMEH &
NTWVDHEEIZ, FILWEELTNOD N T 7 4 v I BRZEIND
L. AA vy FIFEEBIIRERA Y —IZH 0B ET,

Outgoing interface flag: FET NVICETLHEHRTT,
H - Hardware switched ZTURVIEFEAN— R =TI EV AL v TF T EnET,

Timer: 7y T A LRGN,

Interface state: A HE—=Tx2A A, FTAMKYyTFEEZIZVCD, AT —h/E—
]\\‘O

(*,224.0.255.1) IPvVFXXYANNAN—T 4T FT—=T LD M) TT, ZOx

(198.92.37.100/32, YRV, REETEAAL v FOIP T FLRE, TRk < LF

224.0.255.1) XYy AN ITN—TDOIP 7 FLATHERINET, BETLAAL v F
DODROVIZTAZY AT (*) BbHDGEIE. TXTOERLEE
HLET,

OO FVIE, (*,G) £/oid [RF— <G =~
FY LTI ET, 2FHDOERO FYIE, (S,G) 721X TS
Hr= Gl =) EMRFEIRES, (K,G) = FUIiE (8,G) =
MU ERERT AR ESNET,

uptime IP~AFFx R N—F 47 F—FANICTY kI BFEET D
BERD (FRRE. 4y, B) T,
expires EA L EZ—T A ZADIP~VILFXFY AN NV—F 47 T—7

Ninb Ty FURHIBRS LD £ TOR (K, 2. B) TT,
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show ip mroute M

& 2-23 show ip mroute @7+ —JL FOBHAE (FE)

J4—ILF HTL:]

RP RP AA v F DT RLATT, ANR—=X E— FNTEHETDHAAL vF
BLOT 72 —="DRE, 207 FLAEHEIZ 0.0.0.0 TY,

flags: T FVICET LE®RTT,

Incoming interface FETHLLDOLFXFY AN Xy NHAODA V2 —T =4 ATT,
DA E—T oA ATZFEINRPoT25E. N7 > MIBEE
SNET,

RPF neighbor BETICHTET v T A MY —h AL vFDIP 7 FLATT,

[Tunneling] (X, ZDAA v F 1 RP ~DF —# % Register /3
Ty M TEMELTEEL WD Z L AR LET, Ty aW
D 16 MWL, BESEDO RP 2R LET, 1 DO 7 L—TITHEED
RP MEH S TWD A, FE Y MIRRD RP ZRLET,

DVMRP F 721X Mroute RPF {E#25. DVMRP )V —F 4 v T—TNVEFHIZARAET 4 v 7
mroute I 7 4 X2 L —va OV TANLEGEINEETRT
AT —H ATY,

Outgoing interface list Ry PRERIEESNABICEB LA v X —T =2 ATT, A4
4 —7 = A AT ip pim nbma-mode =~ > R A % —T LDHFA
PIM XA RX—D P 7 KL AL FEREINET,

Ethernet0 FAEA LV H—T 2 A ADLHTB L OE ST,

Next hop £721% VCD Nexthop X, FTV L AU —L FARX—=DIP 7 FLAZREL
£7., VCD i, (KRR R+FEZFEZEELET, VCDO X, 7
W—TWRAZT 4y 7~y TR EHEH L T D Z & &2 Bk
LET,

Forward/Dense RIFy FOAT—=HZATHY, T7EA YA MELIZTTIL Lawn
BIZ X BHIRB VG EIZ, Ty IS v F—T =2 A A L TlHg
EINBENEIDERLET, AT vz () OBAIF, 1V

S —7 A4 AOEEE— K (dense E7-i¥ sparse) T,

Forward/Sparse A=A N A B —T 2 A ANEEEE— R T,
time/time LB =Tz AT LD, mvw%%kxbww?4y7% o
(uptime/expiration time) | JLNIZT > b U BIETET DR (Rl 3. B) T, AT v

va (/) OBAIL. Hrvw%%vxbzv~74/7tf TIUD
Sy b UMBHIBRE LS ECORER (R, 0. ) TT,

BEEa<vrk =AY A
ip multicast-routing (Cisco I0S ®~ I[P vV FFXFx¥ A V—TFT 4 T A RX—TMIZLET,
=2 T VESR)

ip pim (Cisco I0OS D~ == 7 L% HM) A ¥ —7 = A AT Protocol Independent Multicast
(PIM) Z#A X —7MIZLET,
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M show ip source binding

show ip source binding

VAT LATREINTWD IP Y —A N, T 4 7 %K AT HIZ1E, show ip source binding EXEC
avry FEERLES,

show ip source binding [ip-address| [mac-address] [dhcp-snooping | static] [vlan vian-id]
[interface interface-name]

BX OB ip-address (&) ~A>F 1> 7 1P 7 RLATT,
mac-address (FEE) XM T 47 MAC 7 KL AT,
dhcp-snooping (fLE&) DHCP AX—V' > 7 H 47T N LF 4 v /T,
static UER) AYT A v TICHRESNTANL VT 4 VT TT,
vlan vian-id (f£%&) VLAN 0OFEETT,
interface interface-name EE) NMovT4 v T A B —T A ATT,
T2+ E ABTF 4T NA VT 47 L DHCP AX—VE v 7 NA VT 4 v IOl % #rm LET,
avY kR E—F ¥ EXEC £— F
av Yy FERE J1y—2 EEAR
12.1(19)EW D=y KA Catalyst 4500 U — X A4 v FITBMESNE LT,

EREDHA R4

7

EEDONTA=ZIZE T, WHRRBRTZ A VZ ) 7 EnET,

WOBTIE, IP Y —RANAL T 4 T TRk TDHEEZRLET,

Switch# show ip source binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 FastEthernet6/10
Switch#

WOFTIZIP T FLA 11001 DAEZT 4 w7 [P T 47 2o b ) 2FRRT D HEEZRLET,

Switch# show ip source binding 11.0.0.1 0000.000A.000B static vlan 10 interface Fa6/10
show ip source binding 11.0.0.1 0000.000A.000B static vlan 10 interface Fa6/10

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 FastEthernet6/10
Switch#
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show ip source binding

BEEav K avwyvk HL)]

ip source binding ABT 4T IPY—ANL T 407 2 b ZBENE
ToIFHIBR L £
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M show ip verify source

show ip verify source

BEDA L H =T 2 A ADIP Y —A H— FREBIOT 4 V¥ 2FRT 5121, show ip verify
source I~ REMFH L ET,

show ip verify source [interface interface num]

S OB interface interface_num  ({£E) A % —7 = A A& ELET,
TI2AILE Toavwy RICE, T7ALNREEHY FH A,
avy kE—F H:KE EXEC £— K

av Yy FERE yy—=x EERNE
12.1(19)EW Zd =z A Catalyst 4500 ) — X A v FIBIMESNE L,
15l WOHITIL, show ip verify source interface =~ FZEA LT, FFEDA VX —T =2 A ADIP YV —

A= FREBIOT A NEE2ERT D HEEZRLET,

o WDOHAIE. VLAN 10 ~ 20 TDHCP AX—VE U I NA X —TNTHO A% —7 =1 A fab/l
TIPYV—Z2 7407 F—FRIP L LTRESNTEY ., VLAN 10 IZBEFED IP 7 FL & XA v
T 427 10.0.0.1 RBHDLEICERINET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan

fa6/1 ip active 10.0.0.1 10

fa6/1 ip active deny-all 11-20
S,

GE) 2FBEHO= UG, ARRIP V—ZX XA UF 4 v TRV AX—E L Z %S VLAN @
R—FZ, F7+LVFDOPVACL (TR_RTDIP T 7 4 w7 2ER) PRESNTWNWHI L%
KL TWET,

e RO 1L, show ip verify source interface fa6/2 =~ K& AJj L7z & |2 VLAN 10 ~ 20 C
DHCP AX—E U WA X =T N ThHU A 2 —T =A% fa6/l TIP Y —RA T 4VH F— R
IP L LTCEESINTEY, VLAN 10 IZBEFDOIP 7 KL A XA VT 427 10.0.0.1 BH HEHEIC

FoRSNET,
Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/2 ip inactive-trust-port

o WO JIIZ, show ip verify source interface fa6/3 =~ N4 AJ)jL7- & &2, DHCP AX—t
TIRAR—=T N TH%D VLAN A o Z—7 = A X fa6/3 I[Z/2 0 HE _i‘%réniﬂ“

Interface Filter-type Filter-mode IP-address Mac-address Vlan

fa6/3 ip inactive-no-snooping-vlan

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show ip verify source W

o WD TIIX., show ip verify source interface fa6/4 =~ N2 AN LI EIZ A F—T xR
fa6/4 TIP Y —A 7 4% E— R IPMAC & LTRIESNTHE Y, BEFO IP MAC 25 VLAN
10 T 10.0.0.2/aaaa.bbbb.cccc /31 > KL, VLAN 11 T 11.0.0.1/aaaa.bbbb.cccd /31 > K925
GEICERREINET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
fa6/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
fa6/4 ip-mac active deny-all deny-all 12-20

o WD IJIIL, show ip verify source interface fa6/5 =~ REZ AN LI EIZ AV H—T A A
fa6/5 TIP Y —A 7 4% F— KN IPMAC & L THEINTEY, BEfFD IP MAC 7% VLAN
10 T 10.0.0.3/aaaa.bbbb.ccce /31 > K9 2528, fa6/5 THR— b X2 U T 4 B4 F—T VTR
WA IR RESNET,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/5 ip-mac active 10.0.0.3 permit-all 10
fa6/5 ip-mac active deny-all permit-all 11-20

A
(GF) DHCP ¥ = VU7 4 MAC 7 /b2 (3HK— b £721F VLAN [T T& 20w, R
H—h vFa T 4% F—TMLET,

o WRODOHIIL. show ip verify source interface fa6/6 =~ > RZ AJSjL, A ¥ —7 = A A fa6/6 T
IPY =2 74N F— FRRESNLTVRNVGEICERRSNET,

DHCP security is not configured on the interface fa6/6.

WOFITIL, show ip verify source =~ FaffiHH LT, DHCP AX—E 7 X2 U7 1 & IP F—
b EFalT g FT XL ITBAR—T NV THIAAL v F LOTRTDA LV F—T oA A%EKRT D
FiEERLUET,

ZOHNFE, A E—T 2 A AZTELD show CLI 2 £ & D72 b DT,

Interface Filter-type Filter-mode IP-address Mac-address Vlan
fa6/1 ip active 10.0.0.1 10
fa6/1 ip active deny-all 11-20
fa6/2 ip inactive-trust-port

Fa6/3 ip trk active 40.1.1.24 10
Fa6/3 ip trk active 40.1.1.20 10
Fa6/3 ip trk active 40.1.1.21 10
fa6/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
fa6/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
fa6/4 ip-mac active deny-all deny-all 12-20
fa6/5 ip-mac active 10.0.0.3 permit-all 10
fa6/5 ip-mac active deny-all permit-all 11-20
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M show ip verify source

BEEav K avwyvk

Bl

ip dhcp snooping information option

DHCP A7 a v 82 7 —HHiAE A X —7 M LET,

ip dhep snooping limit rate

AHE =T 2 A AN BHTVIZETIZEOTES
DHCP #* vt —Y 0¥ EHRELET,

ip dhep snooping trust

fEfT% % VLAN L TDHCP AX—t' 7% A %x—T )L
IZLET,

ip igmp snooping

IGMP A X—t v 7 A 2=V LET,

ip igmp snooping vlan

VLAN @ IGMP AX—VE > 7% A4 X—T7 WIZLET,

ip source binding

AT 4T IP V—ANAL T 47 = b BBINE
ToIXHIBR L £,

ip verify source

BETERWVWLA Y24 —T =2 ALTIP V—RA
H—REARX—TMILET,

show ip source binding

DHCP AX—E T AT 47 v b)) BFRRLET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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showipc W

show ipc

IPC [E#H %= T T 5121, showipe 2~ > FEEHALE T,

show ipc {nodes | ports | queue | status}

BX DN nodes BN — R&EFRLET,

ports 2—A N IPC R— hERRLET,

queue IPC HEEF2—DOHRNEEZERLET,

status o —H )L IPCH—_"DAT—HF 2% F R LET,
FI2+IE Toavwy RICE, T7ANMNREEHY FH A,

a2 kK E—F ¥:HE EXEC £— K

av Y FERE Jy—= EERE
12.1(12¢)EW Z Dz~ KA Catalyst 4500 > U — X A4 v FITBMENE LTz,
i KOFITIX, B/ — RE2FRRTDHEERLET,

Switch# show ipc nodes
There are 3 nodes in this IPC realm.

ID Type Name Last Last
Sent Heard
10000 Local IPC Master 0 0
2010000 Local GALIOS IPC:Card 1 0 0
2020000 Ethernet GALIOS IPC:Card 2 12 26
Switch#

WROFITIE, m— N IPCR— haRRTDHEEZRLET,

Switch# show ipc ports
There are 11 ports defined.

Port ID Type Name (current/peak/total)
10000.1 unicast IPC Master:Zone
10000.2 unicast IPC Master:Echo
10000.3 unicast IPC Master:Control
10000.4 unicast Remote TTY Server Port
10000.5 unicast GALIOS RF :Active
index = 0 seat id = 0x2020000 1last sent = 0 heard = 1635 0/1/1635
10000.6 unicast GALIOS RED:Active
index = 0 seat id = 0x2020000 last sent = 0 heard = 2 0/1/2
2020000.3 unicast GALIOS IPC:Card 2:Control
2020000.4 unicast GALIOS RFS :Standby
2020000.5 unicast Slave: Remote TTY Client Port
2020000.6 unicast GALIOS RF :Standby
2020000.7 unicast GALIOS RED:Standby

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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W showipc

RPC packets: current/peak/total

0/1/17

Switch#

ROBITIE, IPC FHFEEF 2 —DNEEERTTDHIEERLET,

Switch# show ipc queue

There are 0 IPC messages waiting for acknowledgement in the transmit queue.
There are
There are
There are
There are

IPC messages waiting for a response.
IPC messages waiting for additional fragments.
IPC messages currently on the IPC inboundQ.

0
0
0
0 messages currently in use by the system.

Switch#

WOFTIX, a—H N IPCH—R_RDORATF—H A5 F7T 5 HEZRLET,

Switch# show ipc status
IPC System Status:

This processor is the IPC master server.

6000 IPC message headers in cache
3363 messages in, 1680 out, 1660 delivered to local port,
1686 acknowledgements received, 1675 sent,

0

O O O O o o o o

NACKS received, 0 sent,

messages dropped on input, 0 messages dropped on output

no local port, 0 destination unknown, 0 no transport

missing callback or queue, 0 duplicate ACKs, 0 retries,

message timeouts.

ipc_output failures, 0 mtu failures,

msg alloc failed, 0 emer msg alloc failed, 0 no origs for RPC replies
pak alloc failed, 0 memd alloc failed

no hwqg, 1 failed opens, 0 hardware errors

No regular dropping of IPC output packets for test purposes
Switch#
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show ipv6 mid snooping W

show ipv6 mld snooping

AA v FF721% VLAN @ IP version 6 (IPv6) Multicast Listener Discovery (MLD; < /L FF% ¥ X | U
AF—) AX—VE U TREEFERT DHIZIE, show ipvé mld snooping =~ > REHEM L E T,

show ipv6 mld snooping [vlan vian-id|

X DEREA

avYvkE—F

vlan vian-id (f£) VLAN Z35E L¥7, $5ETX 28T 1 ~ 1001 3 LT 1006 ~
4094 ¢,

=—+ EXEC E£—

avy FEE

BEREDAA FS4>

]

=2 EEAR
12.2(40)SG Z oA~ R3, Catalyst 4500 ([ZBINSE LT,

AA v FFITEED VLAN O MLD AX—VE U VT ORELEZERTHDICZDa<y REFEHLET,

1002 ~ 1005 @ VLAN %F 5%, F—27 > U 27 VLAN BL O FDDI VLAN D7)l TR EN TV D
72, MLD ZX—t o I3 TEx £ A,

woFEITIE, show ipv6 mld snooping vlan =~ > FOH AR LET, 2 2Tk, FED VLAN O A
X—E IR ER R LET,

Switch> show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count H

Robustness variable 3

Last listener query count : 2

Last listener query interval : 1000

Vlan 100:

MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
Robustness variable : 3

Last listener query count HE

Last listener query interval : 1000

WOFITIE, show ipv6 mld snooping =~ > FOWMANERLET, ZZ Tk, AA v F LD VLAN T
RTOAX—E U TR EFRRLET,

Switch> show ipv6é mld snooping
Global MLD Snooping configuration:
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M show ipv6 mid snooping

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled

Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 1

MLD snooping Disabled

MLDv1l immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 1

Last listener query count 2

Last listener query interval 1000

<output truncated>

Vlan 951:

MLD snooping Disabled

MLDv1l immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 3

Last listener query count 2

Last listener query interval 1000
BEa<>F avwyk BiEA

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

ipv6 mld snooping

IP version 6 (IPv6) Multicast Listener Discovery (MLD;
“NAFHXY AL VAT ) AX—Er T BT
2. E7IFHEE L VLAN T X —7 MC LET,
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show ipv6 mld snooping mrouter W

show ipv6 mld snooping mrouter

AA v FEIZ VLAN IR L TH A F Iy ZICEE S, FEITRE SN IP version 6 (IPv6)
Multicast Listener Discovery (MLD; v /L F ¥ ¥ X kb U R F—fgH) XA v F RN— M ERRFT DT,
show ipv6 mld snooping mrouter =~ > R&fFEH L £,

show ipv6 mld snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE#) VLAN Z#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 <3,

avy Kk E—F o—# EXEC &— K

avy FEE =2 EERE
12.2(40)SG Zpav R, Catalyst 4500 ([ZEM S E LT,

FREOHLKSAY Zoa~vr FEERLT, AA v FERITHEED VLAN O MLD AX—F 7 AL v F B— L EER
L%,
1002 ~ 1005 @ VLAN 51X, h—2 U2 VLAN 8L FDDI VLAN O 7= IZ PR EN TS
72, MLD ZAX— bt > I T EH A,

£l WOFEITIX, show ipvé mld snooping mrouter =~ > RO HZRLET, T2 T, AA v F ET
MLD AX—E > ZIZHMLTWDHTXTHO VLAN O AX —E U FRHERFERINET,

Switch> show ipv6é mld snooping mrouter

Vlan ports
2 Gil/0/11 (dynamic)
72 Gil/0/11 (dynamic)
200 Gil/0/11 (dynamic)

WoHITIL, show ipv6 mld snooping mrouter vlan =~ > RO NEZRLET, Z 2 TiE, FFED
VLAN O~/ FF ¥ A b A vF F— b RFRENET,

Switch> show ipv6é mld snooping mrouter vlan 100
Vlan ports

2 Gil/0/11 (dynamic)

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show ipv6 mid snooping mrouter

BEEav K avwyvk HL)

ipv6 mld snooping IP version 6 (IPv6) Multicast Listener Discovery (MLD;
“NAFXY AL VAT ) AX—Er T BT
2. F72HEE L VLAN T 2—7 M L g9,

ipv6 mld snooping vlan VLAN A > % —7 = A A IP version 6 (IPv6) Multicast
Listener Discovery (MLD; ~/VF % ¥ 2 ~ U 2+ —H)
ARX =BT RIA=FaRELET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show ipv6 mld snooping querier

show ipv6 mld snooping querier

AA v FE721E VLAN IZ L o TZAZ SN H D IP version 6 (IPv6) Multicast Listener Discovery
(MLD; ~VvFx v A b URAF—ft) AX—vt 7 7] 7EER%ZFRT 5I121E,. show ipv6
mld snooping querier =~ > RZHH L 7,

show ipv6 mld snooping querier [vlan vian-id]

X DEREA

avYvkE—F

vlan vian-id (f£%) VLAN Z45E L$7, H5ETE 2HMIT 1 ~ 1001 3L 1006 ~
4094 ¢,

2 —#4 EXEC &— K

avy FEE

BEREDAA FS54>

7l

Jyy—2 EEAR

12.2(40)SG Zoa~r F23, Catalyst 4500 ([ZBEIISAVE LTz,

MLD 7 = — A vt =Yz ETomiianE (72 7L bIFENRS) O MLD =Y 2 B
L OVIPV6 7 RL X% KR T 51Z1L, show ipv6 mld snooping querier =~ > REFEHLET, 7
Ty MIBEHOVALTFTF ¥ A b AL v FEFHFOZENRTEETNR, MLD 7=V 7iE 1 97217 TF, 7
TYTIE, VA Y3 AL v TFEBRETEET,

show ipv6 mld snooping querier =~ FHNIE, 7=V 7B En/’ VLAN BL A v 2 —T =
AALRRLET, 7 U THRAL v FOHREIEZ. 2~ RSO Port 7 4 —/v RIZ Router & R
EnFET, 7=V TBRA—FOHAEE, 1D Port 74—V RIZ, 72U T &%E LIZKR— hOFS
MRAENET,

show ipv6 mld snoop querier vlan =~ > FOH N TIE B ELIZAT I =Y T hbD o2 — Ay
VIS E L TRESNEEREFRLET, FFED VLAN EOAX—E 7 mNZ bR A
EDO2—YHED VLAN HIZRRENEEA, 207 Y THERIT, AL v FNEET D MASQ A v
=V ETCORFEHLET, 72U — X vbE—VITRE LR A R—%2 RN 5 DIEHT
5a—PRIED I NZ bR ABEITED T2 A,

1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B LU FDDI VLAN O7=IZFRENTW 5D
72, MLD ZX—tE ZIZIIfHEHTE ¥ A,

WOBITIL, show ipvé mld snooping querier =~ > FOH A ERLE T,

Switch> show ipvé mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gi3/0/1

WOHITIL, show ipvé mld snooping querier vlan =~ > KO AHZRLET,

Switch> show ipv6é mld snooping querier vlan 2
IP address : FE80::201:COFF:FE40:6000

MLD version : vl

Port : Gi3/0/1

Max response time : 1000s
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M show ipv6 mid snooping querier

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

avwy kR

SiBA

ipv6 mld snooping

IP version 6 (IPv6) Multicast Listener Discovery (MLD;
“NATFxRY AR URAT—HH) AX—E T E27 =L
2. E7IFHEE L VLAN TA X —7 MC LT,

ipv6 mld snooping
last-listener-query-count

747 v hEYIREINICT HETICERE 415 IP version
6 (IPv6) ~/LFF+ Ak U 2 F—#H Mulitcast Address
Specific Queries (MASQ) Zf%E L %7,

ipv6 mld snooping
last-listener-query-interval

A A wFE£7-1% VLAN Lo IP version 6 (IPv6) MLD *
X —¥ 7D last-listener 7 =) —REEZREL £,

ipv6 mld snooping robustness-variable

IRE LAWY A F—%BIRT DRICA A v FREETLHIP
version 6 (IPv6) MLD 7 = V) —O¥ AR E L £,

ipv6 mld snooping tcn

IP version 6 (IPv6) MLD Topology Change Notification
(TCN; FARw PEE @) ZitE L ET,
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show issu capability W

show issu capability

7747 v b0 ISSU HREZ KR $ 5 121%. show issu capability =~ FEZEH L £,

show issu capability {entries | groups | types} [client id]

BX DA entries 1 OOBIET Y P VICEHEENTOAHIES 1 75 L OIKIFHEZ A 7DV 2
FeRRLET, v hUNDEA M THLEELH Y 7,
groups BT RN DYRANETIA AV TAE (ByvarTraIvo—ha
NBIEF) CERLET,
types B EDOHSREZ AT S ID 2R B LET,
client_id (EE) ISSUA V7T AT I F X ICBRERENTWD Y T4 7 2 kil
LET,
72747 FID DU A MERFT SIZIE, show issu clients =~ > F&{f
ALET,
TIAIE Zoawr RiZiE, T4V RRERDHY A,

2 —# EXEC £— K

EREDAHA R34y

I

Jy1y—=x EFENR
12.2(31)SGA ZDaw R Catalyst 4500 > U —X A4 v FIZBMENE LT,

CZTOHRELIX, ISSUZ FAT U MY FR—FTE, 7 EOMAEEHAOZDIZNEL R DHRED
ZETY,

ISSU-aware 7 7 A4 7 FBRET LDy a v aiT AL, ISSURITv=—2 g URBRBINE
9, ISSUA VT TARNT I F XL, BEINTWLHEREZHEH LT, By a oIS D6
BIOA b= "=V grxadraz—kLET,

WOHITIEL, IPARANISSU 7 F 47 > b (clientid=2082) @ ISSU BRESX A 72K R"T D HEELRL
£,

Switch#show issu capability types 2082
Client ID = 2082, Entity ID = 1 :

Cap Type = 0
Switch#

WOHITIEL, IPRANISSU 7 747 > b (clientid=2082) @ ISSU BRE— > F U 2 RR_T 2 HEZ R
L%,

Switch#show issu capability entries 2082
Client ID = 2082, Entity ID = 1 :
Cap Entry = 1 :
Cap Type = 0
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W show issu capability

Switch#

WOFTIX, [P ARXMISSU 7 Z 47 & (clientid=2082) @ ISSU #RE/ Vv — T & KT 2 HiEx R
LET,

Switch#show issu capability groups 2082
Client ID = 2082, Entity ID =1 :
Cap Group = 1 :
Cap Entry =1
Cap Type = 0

Switch#
BHEavUF avw Uk B
show issu clients ISSUZ A4 T v bR RLET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show issu clients W

show issu clients

ISSU 7 94 7 v h%&FE T 5I1Z1%., show issu clients =~ > R&fEfH L F 3,

show issu clients [peer uid]

X DEREA

TI2HIE

peer_uid (FEB) €7 A== A P =D ISSU A T T AT T F ¥ T8
INTWBEIZIAT L FOYRAMNEFRRLET,

av Y RBRANEINTZA—R= R P 2P DISSUA VT TA R T I FXICBEINTNDL T T4
TURDU AR RMEFRTILET,

22— EXEC &— F

BEREDAA FS54>

]

Jy—2 EERE
12.2(31)SGA DA R Catalyst 4500 &V — X A4 v FITIBIMESLE Lz,

ISSU RXR—T g = JHRE A2 RIET DL, VAT 2OPEULIRIC, 7947 > MIRPINCZ FA4 T~
FAIR, 72747 MERE. BXOV T4 T b Avb—UFHAEISSU A 7 T A NT 7 F ¥ I28 8
TAHLENDY £,

ROBITIX, ISSU 7 FA4 7 » MaRRTHHEEZRFLET,

Switch# show issu clients

Client ID = 2, Client Name = ISSU Proto client, Entity Count =1
Client_ID = 3, Client Name = ISSU RF, Entity Count =1

Client ID = 4, Client Name = ISSU CF client, Entity Count =1
Client ID = 5, Client Name = ISSU Network RF client, Entity Count = 1
Client ID = 7, Client Name = ISSU CONFIG SYNC, Entity Count = 1
Client ID = 8, Client Name = ISSU ifIndex sync, Entity Count =1
Client ID = 9, Client Name = ISSU IPC client, Entity Count = 1
Client_ID = 10, Client Name = ISSU IPC Server client, Entity Count =
Client ID = 11, Client Name = ISSU Red Mode Client, Entity Count =1
Client ID = 100, Client Name = ISSU rfs client, Entity Count =1
Client_ID = 110, Client Name = ISSU ifs client, Entity Count =1
Client ID = 200, Client Name = ISSU Event Manager client, Entity Count =1
Client ID = 2002, Client Name = CEF Push ISSU client, Entity Count =1
Client_ID = 2003, Client Name = ISSU XDR client, Entity Count = 1

Client ID = 2004, Client Name = ISSU SNMP client, Entity Count = 1

Client ID = 2010, Client Name = ARP HA, Entity Count =1

Client_ID = 2012, Client Name = ISSU HSRP Client, Entity Count = 1

Client ID = 2021, Client Name = XDR Int Priority ISSU client, Entity Count =1
Client ID = 2022, Client Name = XDR Proc Priority ISSU client, Entity Count =1
Client ID = 2023, Client Name = FIB HWIDB ISSU client, Entity Count =1
Client ID = 2024, Client Name = FIB IDB ISSU client, Entity Count =1
Client_ID = 2025, Client Name = FIB HW subblock ISSU client, Entity Count =
Client_ID = 2026, Client Name = FIB SW subblock ISSU client, Entity Count =
Client ID = 2027, Client Name = Adjacency ISSU client, Entity Count =1

1

1
1
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Bl show issu clients

Client ID = 2028, Client Name = FIB IPV4 ISSU client, Entity Count =1
Client ID = 2054, Client Name = ISSU process client, Entity Count = 1
Client ID = 2058, Client Name = ISIS ISSU RTR client, Entity Count =1
Client ID = 2059, Client Name = ISIS ISSU UPD client, Entity Count =
Client ID = 2067, Client Name = ISSU PM Client, Entity Count =1
Client_ID = 2068, Client Name = ISSU PAGP_SWITCH Client, Entity Count = 1
Client ID = 2070, Client Name = ISSU Port Security client, Entity Count =1
Client ID = 2071, Client Name = ISSU Switch VLAN client, Entity Count =1
Client ID = 2072, Client Name = ISSU dotlx client, Entity Count =1

Client ID = 2073, Client Name = ISSU STP, Entity Count =1

Client ID = 2077, Client Name = ISSU STP MSTP, Entity Count =1

Client ID = 2078, Client Name = ISSU STP IEEE, Entity Count = 1

Client ID = 2079, Client Name = ISSU STP RSTP, Entity Count 1

Client ID = 2081, Client Name = ISSU DHCP Snooping client, Entity Count = 1
Client ID = 2082, Client Name = ISSU IP Host client, Entity Count =1

Client ID = 2083, Client Name = ISSU Inline Power client, Entity Count =1
Client ID = 2084, Client Name = ISSU IGMP Snooping client, Entity Count = 1
Client ID = 4001, Client Name = ISSU C4K Chassis client, Entity Count =1
Client ID = 4002, Client Name = ISSU C4K Port client, Entity Count =1

Client ID = 4003, Client Name = ISSU C4K Rkios client, Entity Count =1

Client ID = 4004, Client Name = ISSU C4K HostMan client, Entity Count =1
Client ID = 4005, Client Name = ISSU C4k GaliosRedundancy client, Entity Count = 1

|
=

Base Clients:
Client Name = ISSU Proto client
Client Name = ISSU RF
Client Name = ISSU CF client
Client Name = ISSU Network RF client
Client Name = ISSU CONFIG SYNC
Client_Name = ISSU ifIndex sync
Client Name = ISSU IPC client
Client Name = ISSU IPC Server client
Client Name = ISSU Red Mode Client
Client Name = ISSU rfs client
Client Name = ISSU ifs client
Client_Name = ISSU Event Manager client
Client Name = CEF Push ISSU client
Client Name = ISSU XDR client
Client Name = ARP HA
Client Name = XDR Int Priority ISSU client
Client Name = XDR Proc Priority ISSU client
Client Name = FIB HWIDB ISSU client
Client Name = FIB IDB ISSU client
Client Name = FIB HW subblock ISSU client
Client_Name = FIB SW subblock ISSU client
Client Name = Adjacency ISSU client
Client Name = FIB IPV4 ISSU client
Client Name = ISSU process client
Client Name = ISSU PM Client
Client Name = ISSU C4K Chassis client
Client Name = ISSU C4K Port client
Client Name = ISSU C4K Rkios client
Client Name = ISSU C4K HostMan client
Client Name = ISSU C4k GaliosRedundancy client

BAEa<w>F avwv kR Bl
show issu capability 7747 b ISSU Hrex R LET,
show issu entities ISSU =7 4 7 4 iERERRFLET,
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show issu comp-matrix W

show issu comp-matrix

In Service Software Upgrade (ISSU; A > —E R VY7 by =7 777 L—FR) Bifitk~ ~U 7 X
B3 2F @A R 9 5I21E, show issu comp-matrix =~ > REHEH L ET,

show issu comp-matrix {negotiated | stored | xml}

stored RIES T B~ R ) 7 AW AE R R LET,
xml FAvT— bR EEEY b Y 2 A EHA XML B C#nR L ET,
TIHIE Soawy R, F7AL FRERS D EH A,

o —# EXEC £— R

ERLEDAA K54

yy—=x EEAR
12.2(31)SGA ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,

ISSU 28R LA/, TV T4 THBELIRAX AL Z—RX— N HF =P To, FHIAD Cisco [0S
T =27 A= a VEOEBEL L EHER L TBLMLERH Y £, 2 oDONN— g L HBEMERN
2 d | ISSU ITRERE L 8 A,

H#atk~ b U 7 2% Cisco.com T TEE9, Lo, ISSU PR ATT v 77 L— K&ET
TEHNEIDLENICHBTEET, ISSU Fut2h, BLXUObHE ML EMME~ N 7 22 FRT
5121, show issu comp-matrix =~ REZ AN LET, FFEDOTV AT AIBITDH2Oo0/ 7 ho=T
N=a YRIOEEE~ M) 7 A F—=2ORrIvT—2 g COBEREYFRRT DL, show issu
comp-matrix negotiated =~ > F&HH L £7,

HfaE~ R Y 7 A F—F 1 ISSUBSREZ VR — 9754 CiscolOS V7 bV =7 A A=V L & BT
FENET, REFEINEEME~ MY 7 2F#E2 £ 7T 2I121%. show issu comp-matrix stored =~
VREFEHLUET,

HHk~ b Y 7 2 EHRIE. HH5P 5 1I0SISSU A A—VICAAENE T, ISSUA T T AT
Fxld, AL ZA=R=R_A P 2 DU EDBENPHLEND LTI, ~ NV IRV I Ty
TEEITLET, Vo T v TEENSIZ, RO 3 ODOMENREZONET,

o HIHAMDHY : BERLVLNIVDUVAT A AL T TARN T IF ¥ BILOTRTOEED HA-aware V7
VAT AIHEBER BV ET, TN —T g VO Y —ER T L — REIEA Y
VI L= RIFKREB L, = ERA~DEEITR/NETT,

o HEARL~NVLOHHEMSH Y  [EED HA-aware V7 AT 5D 1 DL RICHIBHERH D THAL, 20
EONR=V g VEOA Y —E A Ty T — RERIIF TS — RIS LET A, —EHo
YT VAT BMIAAL v FA—N—FIZAT— MR TCEERAL, AV —ERX Ty 77 L—F
FRFL T T L= RERLDANC, A4 v TFOMERL L OV —EA~ORBIZ OV THEEICHRE
THMENDHY T,

| oL-22251-01-J
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M show issu comp-matrix

o HHAMZ2L : SSO MIELLHEBET AIZIE, —#HDaT VAT A AV TTANTIITF¥YNAT— |

TN TEITARETHLMLER DV £, Thbod [WH) OEEIEI T RAT L0 T

N, 2 ODHR D I0S A4 A— VB THBMER 2 WIES, 2 DD/X—T g O Cisco IOS A A —

ik TH#MERR L) ERAREINET, 2FV, 26D RR—Va oA v —ER T 7T
L— RERIFIF T T L —RIERAETY, 77T 47 A== A P 2oV RF RS
A== RNA P 2V TIOS DNR—T g URNRGRLM, VA7 AIXRPR T— RTEIEL £,

1 WOFITIE, I — b I E#lk~ MY 7 2 EREEFLET,

Switch# show issu comp-matrix negotiated

CardType:
Image Name:

WS-C4507R(112),
cat4500-ENTSERVICES-M

2,

Image Ver: 12.2(31)SGA

Ccid Eid Sid pSid pUid Compatibility
2 1 262151 3 1 COMPATIBLE
3 1 262160 5 1 COMPATIBLE
4 1 262163 9 1 COMPATIBLE
5 1 262186 25 1 COMPATIBLE
7 1 262156 10 1 COMPATIBLE
8 1 262148 7 1 COMPATIBLE
9 1 262155 1 1 COMPATIBLE
10 1 262158 2 1 COMPATIBLE
11 1 262172 6 1 COMPATIBLE
100 1 262166 13 1 COMPATIBLE
110 113 262159 14 1 COMPATIBLE
200 1 262167 24 1 COMPATIBLE
2002 1 - - - UNAVAILABLE
2003 1 262185 23 1 COMPATIBLE
2004 1 262175 16 1 COMPATIBLE
2008 1 262147 26 1 COMPATIBLE
2008 1 262168 27 1 COMPATIBLE
2010 1 262171 32 1 COMPATIBLE
2012 1 262180 31 1 COMPATIBLE
2021 1 262170 41 1 COMPATIBLE
2022 1 262152 42 1 COMPATIBLE
2023 1 - - - UNAVAILABLE
2024 1 - - - UNAVAILABLE
2025 1 - - - UNAVAILABLE
2026 1 - - - UNAVAILABLE
2027 1 - - - UNAVAILABLE
2028 1 - - - UNAVAILABLE
2054 1 262169 8 1 COMPATIBLE
2058 1 262154 29 1 COMPATIBLE
2059 1 262179 30 1 COMPATIBLE
2067 1 262153 12 1 COMPATIBLE
2068 1 196638 40 1 COMPATIBLE
2070 1 262145 21 1 COMPATIBLE
2071 1 262178 11 1 COMPATIBLE
2072 1 262162 28 1 COMPATIBLE
2073 1 262177 33 1 COMPATIBLE
2077 1 262165 35 1 COMPATIBLE
2078 1 196637 34 1 COMPATIBLE
2079 1 262176 36 1 COMPATIBLE
2081 1 262150 37 1 COMPATIBLE
2082 1 262161 39 1 COMPATIBLE
2083 1 262184 20 1 COMPATIBLE
2084 1 262183 38 1 COMPATIBLE
4001 101 262181 17 1 COMPATIBLE
4002 201 262164 18 1 COMPATIBLE

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show issu comp-matrix W

- did not negotiate

4003 301 262182 19 COMPATIBLE

4004 401 262146 22 COMPATIBLE

4005 1 262149 4 COMPATIBLE

Message group summary:

Ccid Eid GrpId Sid pSid pUid Nego Result
2 1 1 262151 3 1 Y

3 1 1 262160 5 1 Y

4 1 1 262163 9 1 Y

5 1 1 262186 25 1 Y

7 1 1 262156 10 1 Y

8 1 1 262148 7 1 Y

9 1 1 262155 1 1 Y

10 1 1 262158 2 1 Y

11 1 1 262172 6 1 Y

100 1 1 262166 13 1 Y

110 113 115 262159 14 1 Y

200 1 1 262167 24 1 Y

2002 1 2 - - - N

2003 1 1 262185 23 1 Y

2004 1 1 262175 16 1 Y

2008 1 1 262147 26 1 Y

2008 1 2 262168 27 1 Y

2010 1 1 262171 32 1 Y

2012 1 1 262180 31 1 Y

2021 1 1 262170 41 1 Y

2022 1 1 262152 42 1 Y

2023 1 1 - - - N - did not
2024 1 1 - - - N - did not
2025 1 1 - - - N - did not
2026 1 1 - - - N - did not
2027 1 1 - - - N - did not
2028 1 1 - - - N - did not
2054 1 1 262169 8 1 Y

2058 1 1 262154 29 1 Y

2059 1 1 262179 30 1 Y

2067 1 1 262153 12 1 Y

2068 1 1 196638 40 1 Y

2070 1 1 262145 21 1 Y

2071 1 1 262178 11 1 Y

2072 1 1 262162 28 1 Y

2073 1 1 262177 33 1 Y

2077 1 1 262165 35 1 Y

2078 1 1 196637 34 1 Y

2079 1 1 262176 36 1 Y

2081 1 1 262150 37 1 Y

2082 1 1 262161 39 1 Y

2083 1 1 262184 20 1 Y

2084 1 1 262183 38 1 Y

4001 101 1 262181 17 1 Y

4002 201 1 262164 18 1 Y

4003 301 1 262182 19 1 Y

4004 401 1 262146 22 1 Y

4005 1 1 262149 4 1 Y

List of Clients:

cid Client Name Base/Non-Base
2 ISSU Proto client Base
3 ISSU RF Base
4 ISSU CF client Base
5 ISSU Network RF client Base
7 ISSU CONFIG SYNC Base

negotiate
negotiate
negotiate
negotiate
negotiate
negotiate
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M show issu comp-matrix

8

9

10
11
100
110
200
2002
2003
2004
2008
2010
2012
2021
2022
2023
2024
2025
2026
2027
2028
2054
2058
2059
2067
2068
2070
2071
2072
2073
2077
2078
2079
2081
2082
2083
2084
4001
4002
4003
4004
4005

ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
CEF

ISSU
ISSU
ISSU
ARP

ISSU
XDR

XDR

FIB

FIB

FIB

FIB

Adja
FIB

ISSU
ISIS
ISIS
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU
ISSU

ifIndex sync Base

IPC client Base

IPC Server client Base

Red Mode Client Base

rfs client Base

ifs client Base
Event Manager clientBase
Push ISSU client Base

XDR client Base
SNMP client Non-Base
Tableid Client Base
HA Base
HSRP Client Non-Base
Int Priority ISSU cliBase

Proc Priority ISSU clBase

HWIDB ISSU client Base
IDB ISSU client Base
HW subblock ISSU clieBase

SW subblock ISSU clieBase

cency ISSU client Base
IPV4 ISSU client Base
process client Base
ISSU RTR client Non-Base
ISSU UPD client Non-Base
PM Client Base
PAGP_SWITCH Client Non-Base
Port Security clientNon-Base
Switch VLAN client Non-Base
dotlx client Non-Base
STP Non-Base
STP MSTP Non-Base
STP IEEE Non-Base
STP RSTP Non-Base
DHCP Snooping clientNon-Base
IP Host client Non-Base
Inline Power client Non-Base
IGMP Snooping clientNon-Base
C4K Chassis client Base
C4K Port client Base
C4K Rkios client Base
C4K HostMan client Base
C4k GaliosRedundancyBase

WROFITIZ, RIFSNTZHEHNE~ P ) 7 AEREFRLET,

Switch> show issu comp-matrix stored

Number of Matrices in Table = 1

(1) Ma

trix for cat4500-ENTSERVICES-M(112) - cat4500-ENTSERVICES-M(112)

Start Flag (0OxDEADBABE)

My Image ver: 12.2(31)SGA

Peer Version Compatibility
12.2(31)SGA Comp (3)
BIEaT VR avvk ErEA
show issu clients ISSUZ 947 v e RrLET,
show issu sessions HMELEZ 74T FOISSU By v a UAEHREFRRLET,
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show issu endpoints W

show issu endpoints

ISSU = RARA ¥ ME#HRE KT HI21E. show issu endpoints =~ > REFHEH L ET,

show issu endpoints

BEXDA Zoawr PITiE, BIBERRF—T—FIEHY EHA,
TI+IE Zoawy R, T4V FERERHY EFE A
ATV FE—F ¥ EXECE—F
oy FERE Jy—=2 EEANR
12.2(31)SGA Tz RS Catalyst 4500 &V — X A4 v FITBMSE Lz,

EREDAHA R34y

Ty NBRA VNI, TUE N A VROEF2=y FTT, Catalyst 4500 > U —X 2 A v FILEY ¥ —
VI, 29200 RBRAL Y U BELO2) BUndbnEd, ZRLIFA—R=NAHF =T DRA
2y FEFICHIGLTWET, ISSUA T TARNTIF XL, Zhb 250X R4 > MNETHEE
Z{ToC, Byva vzl ISSUZIA4T7 v Dy ay rdvz—ral2EZTLET,

7l KOBITIE, ISSU = RARA v b E2FRT 5 HEE2RLET,
Switch# show issu endpoints
My Unique ID = 1/0x1, Client Count = 46
This endpoint communicates with 1 peer endpoints :
Peer Unique ID CAP VER XFORM ERP Compatibility
2/0x2 1 1 1 1 Same
Shared Negotiation Session Info :
Nego Session ID = 15
Nego Session Name = shared nego session
Transport Mtu = 4096
Ses _In Use = 2
Switch#
BIEav Uk avwy kR EEA
show issu clients ISSUZ 547 heRRLET,

| oL-22251-01-J
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show issu entities

ISSU =7 4 7 4 I &R T 5121%, show issu entities =~ > K& M L £,
show issu entities [client id]

EX DA client_id ({£#&) ISSUZ 547 K ID T,
T4k Zoawy NiTiEk, T4 MRERH Y FHA,
a2k E—F 2 —H EXEC £— R
av Yy FERE yy—= EERNAE
12.2(31)SGA D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,
BREDALAFI4Y =T 07 4 Lk, WO 0E@T5EE BREY A R, A vt — 44 TRE) oty e
YOME I N—T D Z LT, BfE, Catalyst 4500 U —X AL v FDIFEAEDISSU 7 74 T
cOZT 4T 41X 1 DT TT,
] WOBITIE, 8ELZISSU Z FA T2 bOT VT 4 7 4 fEREFRT D HELRLET,
Switch#show issu entities 2072
Client ID = 2072 :
Entity ID = 1, Entity Name = ISSU dotlx entity
MsgType MsgGroup CapType CapEntry CapGroup
Count Count Count count Count
28 1 1 1 1
Switch#
BIEa<T VR avwo R

show issu clients

e

ISSUZ 947 haRRLET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show issufsm W

show issu fsm

~

GE)

Zoavwy Ry Fa—FHTIEH Y A,

ISSU & v v 3 »(Z#t)&$ 5 ISSU Finite State Machine (FSM; ARIRRE~ V) A2 FrRT DT,
show issu fsm =~ FZEHA L £9,

show issu fsm [session id]

B/xn

"E-IDII':

BA

TI2HIE

avV kK E—F

session_id LE) BEL7-tEy > a > FSM OFEMEFR < LET,

Zoawy NI, TNV IRETHY FHA,

2 —H% EXEC £— F

%> FRE JU—3X EEAE
12.2(31)SGA Z®O =z~ RN Catalyst 4500 > U — X 24 v FITBEMEINE LT,
] ®OBFITIL, LOADVERSION # 0 ISSU Dk % #oRds L OB L £,
Switch# show issu fsm 26
Session_ID = 26 :
FSM_Name Curr_State 0ld_State Error_ Reason
FSM L1 TRANS A VER none
FSM L2 HELLO EXIT RCVD none
FSM L2 A CAP A EXIT A RSP none
FSM_L2_ P _CAP P_INIT unknown none
FSM L2 A VER A _EXIT A RES_RSP none
FSM L2 P VER P INIT unknown none
FSMﬁLZiTRANS COMP COMP none
Current FSM is FSM L2 TRANS
Session is compatible
Negotiation started at 00:01:07.688, duration is 0.148 seconds
Switch#
BEaTUF avwok L
show issu clients ISSUZ A7 haRRFRLET,
show issu sessions HBE LY AT FOISSU v v = U lERRLET,
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Bl show issu message

show issu message

WELLISSUZ AT  OF =y 7RA L b AytE—T%FK AT HITIE, show issu message =~
Y REFEALET,

show issu message {groups | types} [client id]

BX DA groups EELEZ IAT LV P THR—FERNTWVD A vE—Y VA —7DEH &2 R
LET,
types WELEZEZIAT VR THR=FENTVBTRTDORA v — XA TOIER
ERALET,
client_id EE) 7947 M ID ZEELET,
T2+ 7547 MID ZEELRVEAIE, ISSUA V7T AT 7 F v ICBBESNLTNDETNTOY T4
T RIOWT A=Y TN —TFERITA =Y 4 TEENERINET,
avY kR E—F o —# EXEC £— K
av Yy FERE yy—=2 EERNE
12.2(31)SGA D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

EREDHA R4

i

Ay—=UE, 200 KRSV FETEEENLZFEPET—% (F2v RS2 b T—=%LHEEN
%) TY,

ISSU-aware 7 7 A 7V FRET LDy a v ENTHE, ISSU R v=—2 g URBRKBEINE
T, ISSUA YT TART 7 F xid, BEINTWDHIEREFEH LT, By a Pl I 5HEE
BIXOA Yy E—Y R=V g xadxz—MLET,

WORFITIiX, Client id 2082 DA vt —Y FN—T%RRTHHEERLET,

Switch#show issu message groups 2082
Client ID = 2082, Entity ID = 1 :
Message Group = 1 :
Message Type
Message Type

1 ~2
1 ~2

1, Version Range
2, Version Range

Switch#

WOFITIL, Client_id 2082 DA v & —Y XA ThRIRTDHFHIEERLET,

Switch#show issu message types 2082
Client ID = 2082, Entity ID = 1 :
Message Type = 1, Version Range = 1 ~ 2

Message Ver = 1, Message Mtu = 12
Message Ver = 2, Message Mtu = 8
Message Type = 2, Version Range = 1 ~ 2
Message Ver = 1, Message Mtu = 32
Message Ver = 2, Message Mtu = 28

Switch#

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show issumessage W

| 2%

SiBA
ISSUZZA4 7 MaRRLET,

BEaTUF avy kR
show issu clients

Catalyst 4500 ~)—X R4 v F CiscolOS a7?Y K YI7L YR -YY—ZX|0S-XE3.1.0SG
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W show issu negotiated

show issu negotiated

ISSUZ 247 v hox Iy — N INTHEEBLIOA vE—T X—=Ta VEFREERTRT DI,
show issu negotiated =~ > K& H L 7,

show issu negotiated {capability | version} [session id]

X DEREA

TIAILE

capability FAYT—hINTZT N TOEELZR T LET,
version XIAVEZ— FEINTETRNTORA v E—VOFEMER R LET,
session_id (L) WREEZIEIA—Va U EREERTSHISSU By v a v ID 24EE

Li‘j_o

FTRTOISSU Ly v gl onT, rIAvT— FEINEHELLONN—Va UIEREERLET,

= —4 EXEC &— F

av Y FEE Jy—=x EEAR
12.2(31)SGA ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,
7l ROGITIE, HFEDOITN—T DA v — ¥4 FoFmt bhEERLET,
Switch# show issu negotiated capability 26
Session ID = 26 :
Cap Type = 0, Cap Result = 1 No cap value assigned
Switch# show issu negotiated version 26
Session ID = 26 :
Message Type = 1, Negotiated Version = 1, Message MTU = 44
Message Type = 2, Negotiated Version = 1, Message MTU = 4
BIEav Uk avwy kR BTLL]

show issu sessions WBELEZ A7 M ISSU By v UIREFRLET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show issu rollback-timer

show issu rollback-timer

ISSU B —W Ry A A <—DAT —H A%F "3 5IZ1%, show issu rollback-timer =~ > K% {# f
LET,

show issu rollback-timer

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
FI2AILE Toawy RITiE, FTIANMRETHY FHA,
avY kR E—F e EXEC E— KN

av Y FERE Jy—=R EEAR
12.2(31)SGA D3~ R Catalyst 4500 & ) — X A4 v FITBMENE LTz,
fl WOBITIE, B—nARNy s ZA<w—DAT—F A FmTbHHELZRLET,

Switch#show issu rollback-timer
Rollback Process State = Not in progress
=4

Configured Rollback Time 5:00
Switch#
BEa< K avwUk SR
issu acceptversion a—/LNy 7 FA~w—%EIEL, ISSU 7 a&e2dizg L

WCiscoIlOS V7 b =7 A4 A= 0NHEHICE L SN
WEiizLEd,

issu runversion TITFT 4T A== NA P 2 DU MBARE N, A—
NS P 2 D NTREIICEE L, 2T 7T 47
L oo A== ¥ =P T issu loadversion =~
VRTHRELEH LWA A=V EFEITLET,
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Bl show issu sessions

show issu sessions

BELEZIIA4 T bOISSU By v a U EHREFRRT HI1E. show issu sessions =~ F&EEH L
7,

show issu sessions [client id]

X DA client_id () ISSUZ 547 M ID #45E LET,
TI2AILE ISSUA Y T7TART I FRIIBEINTVATRTOI IA Ty bty v a U EREFRELET,
avy kE—F o—# EXEC £— K

av Y FEE Jyy—= EERE
12.2(31)SGA D=y R Catalyst 4500 U — X A4 v FITBMESNE LT,

FREDHFLIRSAY o a I AFATHY, 2250y REL U MNECEEEO S W ESEN L SNE T, FlT—
BRIz —var Avv—UF, Byviarz2AhLTET =0 KRSV MIEEENET,
Catalyst 4500 U — X A A v FTlL, %& [SSU-aware 7 7 A 7 MIIET= o RARA > b T EIHRK 1
SOy arnd EJ,

ISSU-aware 7 7 A4 7> " NET D vy araET5E, ISSU xdv=—v a VBB SIS

T ISSUA T TAMT 7 Fxid, BEINTWDIEREZEM LT, By va RIS 2
BLOAYE—Y RN"=VariExdvz—FLET,

i WOFITIE, B—N Ry A v—DATF—H A% FrRTHHEERLET,

Switch#show issu sessions 2072
Client ID = 2072, Entity ID =1 :

*** Session ID = 26, Session Name = dotlx :
Peer Peer Negotiate Negotiated Cap Msg Session
UniqueID Sid Role Result GroupID GroupID Signature
2 26 PRIMARY COMPATIBLE 1 1 0

(no policy)

Negotiation Session Info for This Message Session:
Nego_Session_ ID = 26
Nego_ Session Name = dotlx
Transport Mtu = 17884

Switch#
BIEa<T VR avwy kR B
show issu clients ISSUZZA4T7 v haRRLET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show issu state W

show issu state

ISSU & 2§12 ISSU ORELB L OB SN TWAEA A=V DA R ZF AT BHIZ1E, show issu
state 2~ R&EEHLET,

show issu state [s/lot number] [detail]

X DEREA

TI24+ILEK

avYkE—F

slot_number (&) ISSU DIRkEZ R RTHIMNEDOH DL Ay b3S (1 £7201%22) %4
ELET,
detail UEE) TI2T 4 T7TBIVRARAZ AL 2= R—= (W = DOIREEITE

T OREMIE AR R LET,

TIT 4T A== RN P =P RAZ N ZA—=N—= (P =Pl D ISSU DfRiER LY
HEEHEINTWEA A —VDLAFINERINET,

¥ #E EXEC £— K

avy FEE

BEREDAA FS54>

i

=2 EERAR
12.2(31)SGA Z oA~ Ri3 Catalyst 4500 U — X A4 v FIZBIMISE LT,

CiscoIOS Y 7 b 2T WAL IR, A—=R= AP =P ila— RER, AFX L, A== 4
P YU SSO E— RIZBITT 51214, issu loadversion =~ RZ AT LT LD 5E0
HY F9, showissustate 2~ FOANNRREFTEL L LEAREEPERINZ2VEERH Y $77,

R OFITIE., LOADVERSION %@ ISSU OIRHEZ R B L UOHWER L 7

Switch# show issu state detail

Slot =1
RP State = Active
ISSU State = Load Version

Boot Variable
Operating Mode

bootflash:o0ld image,12

Stateful Switchover
Primary Version bootflash:old image

Secondary Version = bootflash:new image
Current Version = bootflash:old image

Slot = 2
RP State = Standby
ISSU State = Load Version

Boot Variable
Operating Mode

bootflash:new_ image,12;bootflash:old image, 12
Stateful Switchover

Primary Version bootflash:old image
Secondary Version = bootflash:new image

Current Version = bootflash:new image

Switch#

| oL-22251-01-J
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Bl show issu state

BEEav K avwyvk

Bl

issu abortversion

WITHOISSUT v 77 L —FERiZZd v 7 Lv—RK Fut
Z2uEHIEL, AL vFETuv AERBRTOREICE LET,

issu acceptversion

a—nN RNy AA<w—%fEIE L, ISSU ¥ 2|2 Ln
CiscolOS V7 h 7 =7 A A=Y RNEHEBINICE LSRN
T LET,

issu commitversion

LW CiscolOS V7 R 27 A A=V EFH LNAK LA
Z— =Rz Vriza— RLET,

issu loadversion

ISSU 7Ymt 2 %&Bta L £,

issu runversion

TIT AT A=IN= AP T DB AL N, A—3—
WNAY = D UATEERRIICEI D B2, Fiizlc T o T4 7k
RoOTZA—IR=NRA P = DT, FBELZHRAA—V%
FITLET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show 12protocol-tunnel Il

show I2protocol-tunnel

LAY 27 m han Frxy R— MIET 5E®REZR T S121E, show 12protocol-tunnel =2~ K
EEMLET, Zoaxr FE, 7o bhat bRV TP R=T N4 B =T =4 ZZHT D
HwERRTLET,

show 12protocol-tunnel [interface interface-id] [[summary] | {begin | exclude | include}
expression|

340

.'E-EI;

3

avYvkE—F

interface interface-id ({£E) 7u baL bRV U IEREEFETTIHA L F—T =24 AZREL
Y, AR A v E =T oA A, WEKR—-FER—F Fy R T, R—
N F ¥ L OE ML 1 ~ 64 TY,

summary UEE) vAMv 27 a har b~ —iER7-TE2R LT LET,
begin ({ER) expression & —HT AT BIFHROFRZFM L E T,
exclude ({EE) expression & —HT AT 2 IGHMOF RN LRI L £,
include (B $87E LT expression & —HT 172K~ LET,
expression UEE) ZRFA e L TEAT I HIINOX T,

2 —4 EXEC &— K

avy FEE

EREDHA R4

Jyy—= EERA
12.2(18)EW ZDa~wr R, Catalyst4500 © U — X A A v F M TEMSNE LT,
12.2(25)EW 0FHEY b A —H %y h f 2 F—T oA ZAOPHE— FBEMENE LT,

12protocol-tunnel =~ FZHEALTT 7R FA— F£7/i1X 802.1Q h RV AK—rDLAF¥ 271
Fan bRV B RX—=TNMI LS E, RONRTA—FZO—HELIZTRTERETEET,

e hRVITTLHTuhan zA47

o V¥ y MY ULULEWE

o FryZLEWHE
show 12protocol-tunnel [interface interface-id] =2~ REANTHE, TXTO/NRT A —FNRES
NIeT 77 47 K= MIET LERETVHERRSINET,
show I2protocol-tunnel summary 2~ > FEZ AT 5L, —FELITTXTONRTA—FRREI N
77T 47 A= MIETERIETBERSNET,

LFEHTIE, KT ENXTFREIESNET, =& 2L, | exclude output & AJ1 L7=H4. output %
ETITIIFRRSNETEAD, Output ZETITIIFRREINET,

| oL-22251-01-J
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W show I2protocol-tunnel

Drop
Counter

O O O O O O O O OO OO0 oooo o oo

1l WDFITIX, show 12protocol-tunnel =~ > RO 1R LET,
Switch> show l2protocol-tunnel
COS for Encapsulated Packets: 5
Port Protocol Shutdown Drop Encapsulation Decapsulation
Threshold Threshold Counter Counter

Fa0/10 --- —-———= -———= —-———=

stp —-——— -—-—-- 9847 1866

vtp ———- ———= 77 12

pagp —-——= ---- 859 860

lacp —-——— ---- 0 0

udld -———= ---- 219 211
Fa0/11 cdp 1100 ---- 2356 2350

stp 1100 ---- 116 13

vtp 1100 ----3 67

pagp - 900 856 5848

lacp === 900 O 0

udld —-———= 900 O 0
Fa0/12 cdp —-———= ---- 2356 0

stp —-——— ---- 11787 0

vtp —-———- ---- 81 0

pagp - -0 0

lacp —-——— -—--- 849 0

udld —-———- --—- 0 0
Fa0/13 cdp —-———= ---- 2356 0

stp —-——— ---- 11788 0

vtp —-——— ---- 81 0

pagp - -0 0

lacp —-——— -—-—-- 849 0

udld —-——— --——= 0 0
Switch#

WOBITIL, show 12protocol-tunnel summary =~ > FOHHERLET,

Switch> show l2protocol-tunnel summary
COS for Encapsulated Packets: 5
Port Protocol Shutdown Drop Status
Threshold Threshold
(cdp/stp/vtp) (cdp/stp/vtp)
(pagp/lacp/udld) (pagp/lacp/udld)
Fa0/10 --- stp vtp ----/---=/---=  ---- /====/---= up
pagp lacp udld ---=/---=/---=  -—-- [====/====
Fa0/11 cdp stp vtp 1100/1100/1100 ----/----/----  up
pagp lacp udld ----/----/---- 900/ 900/ 900
Fa0/12 cdp stp vtp ----/---=/---=  ---- /====/---— up
pagp lacp udld —---/---=/---=  -—--- /===
Fa0/13 cdp stp vtp —---=/---=/---—=  —---- /====/---— up
pagp lacp udld ---=/---=/---=  -—-- [====/====
Fa0/14 cdp stp vtp ----/----/---=  ---- /-===/---- down
pagp ---- udld ----/---=/---=  ---- [====/====
Fa0/15 cdp stp vtp ----/----/---=  ---- /-===/---- down
pagp ---- udld ----/----/---=  ---- [====/====
Fa0/16 cdp stp vtp ----/---=/---—=  -—--- /====/---- down
pagp lacp udld ---=/---=/---=  -—-- [====/====
Fa0/17 cdp stp vtp ----/----/---=  ---- /-=-=/---- down
pagp lacp udld ----/---=/---=  —---- [====/====

Switch#

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show I2protocol-tunnel W

BlEaT YK avwyFk B
12protocol-tunnel A B —Tx A AT ha)L NoRY T4 R—T L
WZLET,
12protocol-tunnel cos FTRCOM RV T LAY 270 ha Ry MK
L T Class of Service (CoS; #—E 2 7 F ) HEREL
E3u AN

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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W show lacp

show lacp

LACP 1E# % &= 9 5121, showlacp 2~ FEFHEHA L ET,

show lacp [channel-group] {counters | internal | neighbors | sys-id}

ST ERBA channel-group (EE) Fx xRNV I —78TT, AMEOHPHIL 1 ~ 64 T,
counters LACP MEHMEHREZR R LET,
internal WNIBEHRE R LET,
neighbors FAN—IERER T LET,
sys-id LACP v A7 A ID #E€ R LET,
TI4IE Zoawr R, T A0 PERERHY FH A,
oYYk E—F ¥ EXEC £— R
avy FEE yyy—=x EERE
12.1(13)EW Z ==y F78 Catalyst 4500 2 U — 2 A4 v FICBMSIVE LT,

BEREDAA FS54>

]

Z D=~ R, Supervisor Engine I Z## L TWH Y AT ATEYR—F SN EREA,
channel-group fEZF5E L72WIGEIX. T XTOF v 1L Z NV —TFRERENET,

fEE D channel-group fE%E ANS1T5 &, sys-id ¥ — U — RZRTRATOF—T— ROF ¥ )L 7
N—TERETEET,

WOFITIX, BEDF v 2L Z—7D LACP #HEHEREFrt b HiEEZ R LET,

Switch# show lacp 1 counters
LACPDUs Marker LACPDUs
Port Sent Recv Sent Recv Pkts Err

Channel group: 1

Fad/1l 8 15 0 0 3 0

Fad/2 14 18 0 0 3 0

Fa4/3 14 18 0 0 0

Fad/4 13 18 0 0 0
Switch#

HAZIFRDIERNP TR SNET,

e LACPDUs Sent 5113 K Ot Reev FIZiZ, FFEDA ¥ —7 = A ATEXIE iz LACPDU A& R
SNET,

e LACPDUs Pkts #|FB LW Err #i1E, ~—HF— 7w baiv Xry "REREINET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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showlacp W

WOBITIE, BEDOT ¥ XMIZBT DA F—7 = AONEIERERTRT D HIEEZRLET,

Switch# show lacp 1 internal
Flags: S - Device sends PDUs at slow rate. F - Device sends PDUs at fast rate.
A - Device 1is in Active mode. P - Device is in Passive mode.

Channel group 1

LACPDUs LACP Port Admin Oper Port Port
Port Flags State Interval Priority Key Key Number State
Fa4/1 saC bndl 30s 32768 100 100 Oxcl 0x75
Fad/2 saC bndl 30s 32768 100 100 0xc2 0x75
Fa4/3 saC bndl 30s 32768 100 100 0xc3 0x75
Fad/4 saC bndl 30s 32768 100 100 Oxc4 0x75

Switch#

#2242, 74—V FOEREERLET,

* 2-24 show lacp internal aw > FOHAZ7 4+ —IL K
J4—ILF B
State BRER COREDR— NORENERRINET, AIREEZTKRO LS
v TY,
e bndl: A R— RT 7V —ZICH I, MoKR— KLV L
SNTVET,
o susp i R— FBHMSNTWDHIRIET, 77U F—2 i3k S
NTWEREA,

* indep : A — MZ independent 27— KT, N> MLInFEHA
WTF—2 +T 74y 7 &20ELET, ZOHEG, LACP IZMHF
fAR—FTHE L TWEEA,

o hot-sby : R— FWAR Y FARZ LA DIREETT,
o down: R—FRF D LTCNET,

LACPDUs Interval NEBER B,

LACP Port Priority K= DT Z 44V T 4 FHE,

Admin Key X —,

Oper Key IR —F F—,

Port Number R— FE 5,

Port State R—FDIRELSE, 1 2O 7T v FNTl#DOEy hELTzmra—

REH., ROBHRHY 7 [1].
e bit) : LACP o727 ¢ 7
e Dbitl : LACP %7 A7 |
o bit2 : ZFY

o bit3 : /AH
o Dbitd : JE
e bit5: A5

o bit6: Z 7L
o bit7 : HRTA

| oL-22251-01-J
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W show lacp
WOFITIE, FFEDOR— b F ¥ 31D LACP XA N—{FHEERRT 2 HEERLET,
Switch# show lacp 1 neighbor
Flags: S - Device sends PDUs at slow rate. F - Device sends PDUs at fast rate.
A - Device 1is in Active mode. P - Device is in Passive mode.

Channel group 1 neighbors

Partner Partner
Port System ID Port Number Age Flags
Fa4/1 8000, 00b0.c23e.d84e 0x81 29s P
Fa4/2 8000, 00b0.c23e.d84e 0x82 Os P
Fa4/3 8000, 00b0.c23e.d84e 0x83 Os P
Fad/4 8000, 00b0.c23e.d84e 0x84 Os P

Port Admin Oper Port

Priority Key Key State
Fa4/1 32768 200 200 0x81
Fa4/2 32768 200 200 0x81
Fa4/3 32768 200 200 0x81
Fa4/4 32768 200 200 0x81
Switch#
PDU 3% f5 SN TV RWEEIE, A v aNICT 74 /v FOFEHRERPF RS NET,
WOBITIE, LACP ¥ 27 A ID 2 %R+ 5 k%= LET,
Switch> show lacp sys-id
8000,AC-12-34-56-78-90
Switch>
VAT AIDIE, VAT AL TITAFVTABIOVATAMAC 7 RLUATHE SN TOET, HHID 2
N MIVAT AL TITAFTVT 4, BHED 6 34 NI m— ULIZERINTND VAT LABEOE %
D MAC 7 FL AT,

BEEavF = B

lacp port-priority WAV H—T 2 ADLACP 7744V T 4 #RELET,
lacp system-priority LACP IZOWC VAT ADTTA AV T 4 2R ELET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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showmab H

show mab

MAC Authentication Bypass (MAB; MAC #RFE/SA /3 R) & K9 5121E, EXEC £ — KT show
mab 2~ REEHLET,

show mab {interface interface interface-number | all} [detail]

BX DA interface interface (L&) AL 4 —7 A A XA 7 T4, HHTE 3HEDRMEIL.
gigabitethernet T,
interface-number EFEV 2= VB LOR— FEETT,
all (FE) §_TOA 2 Z—T =214 2D MAB EREF R LET,
detail (EE) M7 MAB e R R LFET,
ATYVRTIANLE HYEHA,
a2k E—F ¥ EXEC £— R
avy FERE J)y—=x EENE
12.2(50)SG oo~y REMShE L,

EREDAA FS54>

# 2-2512, showmab =~ > FOHNITRKRSNDET 4 — NV FamRLET,

& 2-25 show mab a7 > FOHA

T4—ILF EL

Mac-Auth-Bypass MAB ® A7 — k

Inactivity Timeout FET VT AT 4 BALT TR
Client MAC 74T DO MAC T R
MAB SM state MAB A7 — K =V DAT— |
Auth Status R AT —H A

#2261, MAB AT —h vV 0V DAT—hELTERENDEMEOH HEEZ L ET,

= 2-26 MAB X 7—F YL UDIE

AT—F AT—FDLRIL ZREA

Initialize =agis| vy ya oD 27—k

Acquiring el vty alrNIZIA4T RO MAC 7 RL A%
HLTWHEEDAT— |

| oL-22251-01-J
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show mab

Ll

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

#* 2-26 MAB R 7—hk TLUDfE ($5E)
Authorizing H MAC XR—ZADFHF Oy a v DAT— K
Terminate H& ol RPN EHEDE Y a v DAT— |,

BIAT— b Dy v 2 v OHE,
[TERMINATE | 7 #7&SnET,

£ 22712, MABFFH AT —Z AL LTRRINDATRREDOH DEEZRLET,

& 227 MAB A2 T—4 2 D fE

AT—32R e

AUTHORIZED Ty Ya MFIEFICTA SUE LT,
UNAUTHORIZED Ty va R SREFATLE,

WOPITIE, MABIEH AR T L HiEERLET,

Switch# show mab all

MAB details for GigaEthernetl/3
Mac-Auth-Bypass = Enabled
Inactivity Timeout = None
Switch#

WKOBITIL, FEMR MAB AR RT L2 HIEELRLET,

Switch# show mab all detail
MAB details for GigaEthernetl/3
Mac-Auth-Bypass = Enabled
Inactivity Timeout = None

MAB Client List

Client MAC = 000f.23c4.a401
MAB SM state = TERMINATE

Auth Status = AUTHORIZED

WROFITIL, FFEDA L Z—T = A AD MAB IEWERTT D HEEZRLET,

Switch# show mab interface GigaEthernetl/3
MAB details for GigaEthernetl/3
Mac-Auth-Bypass = Enabled

Inactivity Timeout = None

ROBITIE, FEDA »H—T = A ZADFEH MAB AR R+ 2 HEEZRLET,

Switch# show mab interface gigabitethernetl/l detail

MAB details for GigaEthernetl/1
Mac-Auth-Bypass = Enabled
Inactivity Timeout = None

MAB Client List

Client MAC = 000f.23c4.a401

MAB SM state = TERMINATE

Auth Status = AUTHORIZED
Switch#

0L-22251-01-J |
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showmab W
BEav VR avwy kR HL)
mab 7R — kT MAC Authorization Bypass (MAB) %A x—7/LIZL T, &iE
LET.

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Bl show mac access-group interface

show mac access-group interface

LAFY2A 082 —Tx2AADACL 27 4 F2b—3 g 2R AT 521X, show mac access-group
interface =~ > R&HHALET,

show mac access-group interface [interface interface-number|

XD EREA interface ER) Ao ¥ =T =R A THEELET, ARRMEIL, ethernet,
fastethernet, gigabitethernet, tengigabitethernet., pos. atm.
port-channel. ¥ JUf ge-wan T,

interface-number (EE) A—MEFZHELET,

TI24+ILEK Toavwy RITE, FIANMRETDHY FHA,

™.

H
I

T

avy ¥ #E EXEC £=— I

av Yy FERE yy—=x EEAR
12.1(19)EW Z®za= RN Catalyst 4500 >V — X 2 A » FIZIBMESE LT,

FEREDHLAKSM4Y R— I+ EEOEDRMEZ, FHTZ Yy — I ko TREY F9,

] WOFTIE, A Z—TxA Zfast6/l DACL 27 4 F¥al—va 2R T 55 EERLET,

Switch# show mac access-group interface fast 6/1
Interface FastEthernet6/1:
Inbound access-1list is simple-mac-acl
Outbound access-list is not set

BEa<TFR avw vk £
access-group mode BHE—F (7L 213, VACL 12 PACL LY BRI
F9) BIOIEEBELEE—F (22X, ~—Y E—FE-
TARUZ b E—FK) ZEELET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
m‘ 0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show mac-address-table address W

show mac-address-table address

BED MAC 7 KL A2D MAC 7 RL A T—7 )LIE# % &7 5121%. show mac-address-table
address =~ F&FEHL £,

show mac-address-table address mac_addr [interface type slot/port | protocol protocol |
vlan vian_id]

XD EHEA mac_addr 48 £y hd MAC 7 KL ATH, %7 s HHH T,
interface type slot/port ~ (fEE) $EDA v X —7 = A ADIEREF R LET, type DABNME
L. fastethernet, gigabitethernet. I5J U\ tengigabitethernet T3,
protocol protocol (EE) 7r bhavzfEELlEd, #c »waik, A EobTA R
AV ZBRLTIEEN,
vlan vian_id (EE) #ED VLAN 2oy b 2FR LET, AMEOHIHIL 1
~ 4094 T,
T2+ Zoawr RiZiE, T AL MRERH Y EEA,
a2 F E—F ¥ EXEC ®—F
a3 FEE Jyy—=x EERE

12.1(8a)EW Z o=y R Catalyst 4500 U — X 24 v FITBME L E LTz,
12.1(12¢)EW YEE VLAN 7 FL20#R— kasBEmEhE L,
12.2(25)EW 10XHEY A —F Ry b A F—Tx A ZADOVR— "N BMENE LT,

FREDALIRSLIY L—F o R B—FTHEAINS MAC T RL A 5F—7 L = F U 04, vlan FIICIEAE VLAN &
FTIERL V=T v K R— M RERENE T,

protocol EHDF—U— ROEHIT., ROLEBY TT,
e ipik. IP Fu baLEiEELET,
o ipx i, IPX 7u b aEELET,
e assigned /%, FoYToHLheFue bar o ) EBELET,
e other (I, TOMDOTm haj 22 MY ZEEELET,

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
| oL-22251-01-J .m



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

Bl show mac-address-table address

1 KOFTIE, BED MACT RLAD MAC 7 RL R F—TAfEHREERT 2 HEEZRLET,

Switch# show mac-address-table address 0030.94fc.0dff
Unicast Entries

vlan mac address type protocols port
——————— Bt e et
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip, ipx,assigned,other Switch

Switch#

BEaTUF avwyk BL:

show mac-address-table aging-time MAC 7 KL 2 F—7 1Oz — Y FEREERLET,

show mac-address-table count HEMACT RVA T—71VNIZHDZ o ) O EFRR
LET,

show mac-address-table dynamic A FIv 7 MACT RLRA FT—7)L = b OIEFER
LET,

show mac-address-table interface BEDA v BZ—Tx2AZD MAC 7 KL A F—7 LG #R%E
FRLET,

show mac-address-table multicast <NV FFYy A NMACT RL A T—7 N EREZFERLET,

show mac-address-table protocol 7'a b aplESNT MAC 7 RV R 7 — 7 UG & R
LET,

show mac-address-table static 22T 47 MACT RLA T—7)L o P 23R
LET,

show mac-address-table vlan HED VLAN O MAC 7 RL R 5—7 N E#EFRr LET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show mac-address-table aging-time W

show mac-address-table aging-time

MAC 7 RLRADZ—T v # A4 LxFrT HIZ1E. show mac-address-table aging-time =~ > N %
BHLET,

show mac-address-table aging-time [vlan vian id]

BIX OB vianvian_id  (fEi%) VLAN Z40E LET, ADEORMEIL | ~ 4094 T,

FI2+IE Zoavwy RICE, T7ANLNREEHY FH A,

avykE—F it EXEC T— K

av Yy FERE Jy—= EERE
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.1(120)EW  EIET RL v v v 7o R— haSEMEE Lz,

i WOBITIE, T_XTHDO VLAN ICOWTHAERE SN TWD T =V 7 XA hERFZTLHHEERLET,

Switch# show mac-address-table aging-time
Vlan Aging Time

100 300
200 1000

Switch#

WOBTIE, FFED VLAN IZOWTHERTE SN TNWDHT—T T XA DERRTDHHIEEZRLET,

Switch# show mac-address-table aging-time vlan 100

Vlan Aging Time
100 300
Switch#
BEa<v K avwyFk B

show mac-address-table address MAC 7 FL R T—7 IR EF T LET,

show mac-address-table count HIEMACT FLA FT—7ANIChbrTr N OAEER
LET,

show mac-address-table dynamic A FIv 7 MACT RLA T—71L 2 N OIhmF
~LET,

show mac-address-table interface BEDA L HZ—T 2 ZADMAC 7 RL A F—TNIER%E
FRLET,

show mac-address-table multicast “NLFX¥Y A FMAC 7 RFL A F—T A ERPERLET,
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M show mac-address-table aging-time

avwyFk EL

show mac-address-table protocol 7a kaiESNTMAC 7 FLA F—7 VIEH A FoR
LET,

show mac-address-table static 285 47 MACT RLA S—7 )L NPT 52%
RLET,

show mac-address-table vlan ¥i@ED VLAN ® MAC 7 FL A T—7 U EREFR R LET,
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show mac-address-table count W

show mac-address-table count

BHIEMACT RLVA T—7NVAIZHDL= b O EFRT 512X, show mac-address-table count
a<wr REFHLET,

show mac-address-table count [vlan vian id]

BIX OB vianvian_id  (fEi%) VLAN Z40E LET, ADEORMEIL | ~ 4094 T,

FI2+IE Zoavwy RICE, T7ANLNREEHY FH A,

avykE—F it EXEC T— K

av Yy FERE Jyy—= EERE
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,
12.1(12¢)EW JE3E VLAN 7 R L ADOH R — R asBimEiE Lz,

1 WOHITIE, BED VLAN O h) ¥aFErRT 25 B4R LET,

Switch# show mac-address-table count vlan 1
MAC Entries for Vlan 1:

Dynamic Unicast Address Count: 0

Static Unicast Address (User-defined) Count: 0

Static Unicast Address (System-defined) Count: 1

Total Unicast MAC Addresses In Use: 1

Total Unicast MAC Addresses Available: 32768

Multicast MAC Address Count: 1

Total Multicast MAC Addresses Available: 16384

Switch#

EEaTUF avUFk L)

show mac-address-table address MAC 7 RV A T—7 R EERLET,

show mac-address-table aging-time  MAC 7 KL A T—T A D= —J v VT ERPERLET,

show mac-address-table dynamic A FTIv7 MACT RVAT—TN v b DOIHERR
LET,

show mac-address-table interface BEDA L2 —T x4 AD MAC 7 RL A F— 7 LIE#%
FERLET,

show mac-address-table multicast ~IVFXF Y AN MACT KL A T—TNUEREZFERLET,

show mac-address-table protocol 7’a b aiZESNTMAC 7 KL A T—T7 VIR Z FoR
LET,

show mac-address-table static 2857 427 MACT7 RLA T—7 1 = ") P E2HRR
LET,

show mac-address-table vlan HED VLAN D MAC 7 LA F—7 NUEREERLET,
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W show mac-address-table dynamic

show mac-address-table dynamic

A4 FIv 7 MAC T RL AR T—7) = b EFE2FRT HIZiE. show mac-address-table
dynamic =~ RZHH L ET,

show mac-address-table dynamic [address mac_addr | interface type slot/port |
protocol protocol | vlan vian_id]

EX DA address mac_addr (f£E) 48 £y hd MAC 7 NL A &#E LET, A2 HHH
<7,
interface type slot/port (L&) METHA L 2 —7 = A ZAEELET, type DERNREIL,
fastethernet, gigabitethernet, 35 XU tengigabitethernet T,

protocol protocol (BE) Yo bavizEELEY, Mo onTX, MR EOTA KT
AV BERLTLIEEN,
vlan vian_id () ¥ED VLAN O MY 2FoR LET, AOMEOHPIL 1 ~
4094 T,
TI2AILE Zoavwr RICiE, TV MREZHY T HEA,

avY kR E—F ¥HE EXEC £— R

oYy FERE Jyy—=x EFERNE
12.1(8a)EW ZDav s R Catalyst 4500 U — X ZA » FITEMSE LT,
12.1(12¢0)EW  $£3E VLAN 7 FL 20 R— h 3 BEMEnE L,
12.2(25)EW 10 FXHEY A —F Ry b A F—T 2 A ZADYR— FPBEMENE LT,

EREDHA ES4Y  protocol BI¥DF—U— FOEHIT, KO LBY TT,
o assigned |%, FIVYTCoHLN/T e bhar o N EBELET,
e iplE. IP 7 FaLEIEELET,
o ipx i, IPX 7u b EEELET,
e other (I, ZTOMDOTm haj = Y ZEEELET,

EtherChannel - > % — 7 = A 2 ® show mac-address-table dynamic =~ > NOH ) TiX, &A— b F
TOIRE (5/7728) IAR—F ZVr—7F%S (Po80 72 L) ICAEINET,

N—F vy R A= FTHEHINS MAC 7 RLA 7F—7 0 = U OF4E . vian FNIZIENE VLAN &
FTIERLNV—=FT vy R A= MR ERENET,
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show mac-address-table dynamic W

U] ROBFITIZ, T_XTOXAF v MACT RL A =2 b 2RR7TBHEEZRLET,
Switch# show mac-address-table dynamic
Unicast Entries
vlan mac address type protocols port
——————— B T et e e L T et
1 0000.0000.0201 dynamic ip FastEthernet6/15
1 0000.0000.0202 dynamic ip FastEthernet6/15
1 0000.0000.0203 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0204 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0205 dynamic ip,assigned FastEthernet6/15
2 0000.0000.0101 dynamic ip FastEthernet6/16
2 0000.0000.0102 dynamic ip FastEthernet6/16
2 0000.0000.0103 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0104 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0105 dynamic ip,assigned FastEthernet6/16
Switch#
WOBITIE, FFED T han XA 7 (ZOEAT assigned) DX A FIv 27 MACT RLA = b
VaRrT25EERLET,
Switch# show mac-address-table dynamic protocol assigned
Unicast Entries
vlan mac address type protocols port
——————— et e
1 0000.0000.0203 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0204 dynamic ip,assigned FastEthernet6/15
1 0000.0000.0205 dynamic ip,assigned FastEthernet6/15
2 0000.0000.0103 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0104 dynamic ip,assigned FastEthernet6/16
2 0000.0000.0105 dynamic ip,assigned FastEthernet6/16
Switch#
BEaIvUF avwo kR St
show mac-address-table protocol 7a hailEk ST MAC 7 RL A2 T—7 VR & FoR
LET,
show mac-address-table static 28T 47 MACT7 RL A T—7) = M) PiFa2FRR
LET,

show mac-address-table vlan HED VLAN O MAC 7 RL A T—7 N EREFRRLET,
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W show mac-address-table interface

show mac-address-table interface

BEDA L BZ—T x4 2D MAC 7 RL 2 F—7 U5 EF T 5I121%,. show mac-address-table
interface =~ FZfEH L £9,

show mac-address-table interface type slot/port

BX DA type AV EB=T AR BZATTT, AZh72fEIL. ethernet, fastethernet,
gigabitethernet. 35 J U\ tengigabitethernet T,
slot/port 20y FBIOR— FOEFESTT,
TNk Ioavy RIS, T4V PREEDHY EEA,

avy kE—F it EXEC &— K

av Y FEE Jyy—= EEARR
12.1(8a)EW Z»=a= KA Catalyst 4500 U — X 2 A v FITIBMENE LTz,
12.2(25)EW 10 XA EY h A —HFy b A F—T =2 ZADHFKR— R BINESHE LT,

EREDHSA FS4Y L—T v RFE—FTHEAENS MAC 7 FL A =70 = kU OHE, vlan SNTIEANE VLAN %
HFTERN—=FT v F R—=FRERINET,

#1 WOHITIE, BEDA X —Tx2 A ADMAC 7 RL A F—TNWEREFRT D HEERLET,

Switch# show mac-address-table interface fastethernet6/16
Unicast Entries

vlan mac address type protocols port
——————— B et ettt ettt e e e
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEthernet6/16
2 0000.0000.0103 dynamic other FastEthernet6/16
2 0000.0000.0104 dynamic other FastEthernet6/16
2 0000.0000.0105 dynamic other FastEthernet6/16
2 0000.0000.0106 dynamic other FastEthernet6/16

Multicast Entries

vlan mac address type ports

——————— B ettt e e e L e et
2 fEff. . fEfE.£££F system Fa6/16

Switch#
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show mac-address-table interface W

BEaITUF avwok e

show mac-address-table address MAC 7 RV A T =7 fEREFRLET,

show mac-address-table aging-time @~ MAC 7 KL A T—7 LD — 0 JEREFRLET,

show mac-address-table count HHEMACT FLA T—7NLVRNIZHDT 2 b O EFR
L%,

show mac-address-table dynamic A+ MACT RLA T—T7) 2 b OHrERR
LET,

show mac-address-table multicast NV FXxHYy AN MACT RLRA T—T A EREZFERRLET,

show mac-address-table protocol 7 k3l ESWTMAC 7 R A T— 7 U % FR
LET,

show mac-address-table static AAT 4 v MACT RLVA TF—7) = N2 &HRR
LET,

show mac-address-table vlan €D VLAN ® MAC 7 FL R T—7 NWIEREERLET,
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Bl show mac-address-table multicast

show mac-address-table multicast

vV FFXF¥ A MAC 7 RLVA T—7NMIZET 2 M %E2FK T 2121%, show mac-address-table
multicast =~ F&FEHA L £,

show mac-address-table multicast [count | {igmp-snooping [count]} | {user [count]} |
{vlan vian_num}|

B DEREA count (EE) v~V FFx AL = M) oMERRLET,
igmp-snooping  ({L&) IGMP 2 X —tE' L VI k> THEENET FLARETE2FRLET,
user (EE) 2—FNRANLTERAEZT 4 v 7 T RLAFEFEERFTLET,

vlan vian_num (f£7) ¥ED VLAN P DIEREF R L4, ARVEOHMIT 1 ~ 4094 T,

FI2+IL K Zoavr R, FTALRNEREEXHY A,

T
H
I
™.

avy ¥ # EXEC £— K

av Y FEE yy—2 EEARE
12.1(8a)EW ZDax A Catalyst 4500 &V — X A4 v FITIBIME L E LTz,
12.1(12¢)EW JE3E VLAN 7 RLADH R — MBI EnE L,

FREDALIKESAY L—F v R BA—FTHHAINS MAC T RL A 5F—7 L = U 084, vlan FICIEAE VLAN &
FTEHRLNV—T v R A= MNRBREINET,

{5l WORFTIX,FFED VLAN OV FF v A F MAC 7 RL R F—T ERERRTHHEEZRLET,

Switch# show mac-address-table multicast vlan 1
Multicast Entries

vlan mac address type ports

——————— B i it it
1 ffff. ffff. ff£ff system Switch,Fa6/15

Switch#

WOBITIE, $TH VLAN </ FF ¥ Ak MAC = M) HAEFRT B HEEZRLET,

Switch# show mac-address-table multicast count
MAC Entries for all vlans:

Multicast MAC Address Count: 141
Total Multicast MAC Addresses Available: 16384
Switch#
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show mac-address-table multicast W

BlEaT YK avwyFk B

show mac-address-table address MAC 7 FL A T—7 IR AF R LET,

show mac-address-table aging-time MAC 7 FL A T—7 VD= —Y U 7iEREERLET,

show mac-address-table count HIEMACT RL A FT—7NLRIZHAZ M O EERTR
LET,

show mac-address-table dynamic BAFIv 7 MACT RLAR FT—7 )L b ORhEFER
L%,

show mac-address-table interface BEDA LV H—T 24 AD MAC 7 RV A T—T7)UEHR%E
ERLET,

show mac-address-table protocol 7'a haMIESNWT MAC 7 RL R F—7 UG R %R R
LET,

show mac-address-table static ABT 497 MACT FLA =70 = b)) EFEFRR
LET,

show mac-address-table vlan HED VLAN O MAC 7 RL A F—T7 U IEREFELET,
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W show mac-address-table notification

show mac-address-table notification

MAC 7 RV A T—T7 VOB AT — X AR L OB % FK~T 5121%. show mac-address-table
notification =~ F&FEH L E 7,

show mac-address-table notification [change] [interface [interface-id]] | [mac-move] |
[threshold] | [learn-fail]

X DEREA

TI2HIE

avY Rk E—F

change (£E) MAC 7 RLADEFBRMAT —F A% FrLET,

interface EE) A2 —7 x4 2D MAC ZHIFHRAFRLET,

interface-id UEE) FEDA v H—T oA ADBEREFRLET, AL U F—
Tz A AT, WER—FBLOFR— K F¥ XL TT,

mac-move (ER) MAC BEhBMAT — X A %2R LET,

threshold (£&) MAC LEWMEEMA T —Z A2 KR LET,

learn-fail (FEE) ~—F7 =7 MAC #=E O KM@ O i iEmz 2R LET,

Zoawy NI, TNV EIRETHY THA,

¥ #E EXEC £=— I

avy FERE

EREDAHA R34y

]

yy—= EFEAR
12.2(31)SG D= R Catalyst 4500 U — X ZA v FITBIMSLE LTz,
12.2(52)SG learn-fail & — 7 — K, Supervisor Engine 6-E. 33 £ O® Catalyst 4900M ¥ ¥ — @

PAR—FBEMShE L,

show mac-address-table notification change =~ > FZ{#H L T, MAC ZH:@mlls,. BET—7
INTHAENDZ N OB, BET—7LVONE., BLXOMAC ZEMENA X—T LT 4
’12“‘7\\/1/75‘%2%/7? Li‘?‘o

FTRCDOA VA —T 2 A ADT 77 %HRKaAT HIZIL, interface ¥ —U — R&EH L £ 7, interface-id
NEENDIHE. TDA L H—T oA ADT T T EITNEREINET,

ORI TIX, T3TH MAC 7 RV RBAIEREFRT D HEERLET,

Switch# show mac-address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 1 secs

Number of MAC Addresses Added : 5

Number of MAC Addresses Removed : 1

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 500
Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents
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History Index 1, Entry Timestamp 478433,
MAC Changed Message
Operation: Added Vlan: 1 MAC Addr:
History Index 2, Entry Timestamp 481834,
MAC Changed Message

Operation: Added Vlan: 1 MAC Addr:
Operation: Added Vlan: 1 MAC Addr:
Operation: Added Vlan: 1 MAC Addr:
Operation: Added Vlan: 1 MAC Addr:

History Index 3, Entry Timestamp 484334,
MAC Changed Message
Operation: Deleted Vlan: 1
Switch#

MAC Addr:

show mac-address-table notification W

Despatch Timestamp 478433

1234.5678.9ab0 DotldBasePort:

Despatch Timestamp 481834

1234.
1234.
1234.
1234.

5678.
5678.
5678.
5678.

9abl
9ab2
9ab3
9ab4

Despatch Timestamp 484334

1234.5678.9ab0 DotldBasePort:

323
DotldBasePort: 323
DotldBasePort: 323
DotldBasePort: 323
DotldBasePort: 323
323

WOBETIX, 77 AP A=YV XY h A F—T 24 Z2T7/1 DMAC T RLALBERT —Z A2 FRT

LHEERLET,

Switch# show mac-address-table notification change interface FastEthernet 7/1
MAC Notification Feature is Enabled on the switch

Interface MAC Added Trap MAC Removed Trap
FastEthernet7/1 Enabled Disabled
Switch#

ROBITIE, MACT RLABEIA T —Z X2 R7-T D HEEZRLET,

Switch# show mac-address-table notification mac-move

MAC Move Notification:
Switch#

Enabled

WOBITIE, MAC T RV A T—7VOERRNAT —F AR R LHEEZRLET,

Switch# show mac-address-table notification threshold

Status limit Interval
_____________ S

enabled 50 120
Switch#

WOFITIE, MAC FE O RBuBM O —RIERERRT D HELZRLET,

Switch# show mac address-table notification learn-fail

Status limit Interval
_____________ o
disabled 2000 120
BREOYVF avwy kR B L

clear mac-address-table

7 U7 LET,

LAY2MAC T RL R TF—=7AMnb, T RV = b

mac-address-table notification

A4 v FTMACT FLRBHEA FX—7 VIZLET,

snmp-server enable traps

SNMP &% (FT7 v 7 EHIE3A 74 —2b) A F—T )b
i LET,

snmp trap mac-notification change

SNMP MAC 7 RV A@EIZ A 2 —7 M LET,
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W show mac-address-table protocol

show mac-address-table protocol

7u haIEISINTMAC 7 LR 7 —7 U5 %2 K R"T 5121, show mac-address-table
protocol =~ FEMHEH L E7,

show mac-address-table protocol {assigned | ip | ipx | other}

X DA assigned HyYContre ha oy Y EEELET,
ip IP 7o har = Y ZEELET,
ipx IPX 7a hav =2 hY 2EELET,
other FofoSa var oy N EEELET,
FTIAILE Toawy RiZiE, T4 MRETH D FE AL
aTY KR E—F Hi#E EXEC £— K

av Y FEE yy—2 EEARE
12.1(8a)EW ZDax A Catalyst 4500 &V — X A4 v FITIBIME L E LTz,

EREDHARS4Y L—T v RFE—FTHAENS MAC 7 RLA 7—70 =2 kU OHE, vlan FNTIZNE VLAN %
FTERLN—=FT v F = MRERSNET,

i WOFITIX, FFEDTa hav ¥ 47 (ZOHET assigned) D MAC T KL A T—7 4 = b %
KR DHHEEZRLET,
Switch# show mac-address-table protocol assigned
vlan mac address type protocol gos ports
————— B et D et E L L e e L L LT
200 0050.3e8d.6400 static assigned -- Switch
100 0050.3e8d.6400 static assigned -- Switch
5 0050.3e8d.6400 static assigned -- Switch
4092 0000.0000.0000 dynamic assigned -- Switch
1 0050.3e8d.6400 static assigned -- Switch
4 0050.3e8d.6400 static assigned -- Switch
4092 0050.f0ac.3058 static assigned -- Switch
4092 0050.f0ac.3059 dynamic assigned -- Switch
1 0010.7b3b.0978 dynamic assigned -- Fa5/9
Switch#
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WOFITIX, BIOFEITO other D 1A~ L ET,

Switch# show mac-address-table protocol other

show mac-address-table protocol

Unicast Entries

vlan mac address type protocols port

——————— et e
1 0000.0000.0201 dynamic other FastEthernet6/15
1 0000.0000.0202 dynamic other FastEthernet6/15
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip, ipx,assigned,other Switch
2 0000.0000.0101 dynamic other FastEthernet6/16
2 0000.0000.0102 dynamic other FastEthernet6/16
2 0000.0000.0103 dynamic other FastEthernet6/16
2 0000.0000.0104 dynamic other FastEthernet6/16

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip, ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— e T e e e
1 ffff. ffff. f£fff system Switch,Fa6/15
2 fEff. . fEfE.£££F system Fa6/16

1002 fEff . fEfE.E£EEF system

1003 i i o s s S i i i o system

1004 ffff. . fEfE.£££F system

1005 fEff . fEfE.EEEF system

Fa6/1 ffff.ffff.ffff system Switch,Fa6/1

Fa6/2 fEff. . fEfE.£££EF system Switch,Fa6/2

Switch#

BEEavF = R

show mac-address-table address

MAC 7 RV A T—7 VIR ER R LET,

show mac-address-table aging-time

MACT7 RV AR F—T N — 0 JIERERERLET,

show mac-address-table count

WIEMAC 7 FL 2 F—FAWNIZH AT N Ok Fa

Li‘j_o

show mac-address-table dynamic

AA4F2v 7 MACT RLA T—70 =2 b DB EER

Li‘j_o

show mac-address-table interface

BEDA R —T =2 ZD MAC 7 KL A F—7 LSRR %

FoRLET,

show mac-address-table multicast

~“NVFX¥ A NMACT RLA T—T7 U EREF R LET,

show mac-address-table static

ABT 47 MACT RLA FT—7 /L =2 f )2 &H#R
LET,

show mac-address-table vlan

HrEdD VLAN O MAC 7 RL R T—7 NV IESRAE R LET,
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Bl show mac-address-table static

show mac-address-table static

AET 47 MACT KL A T—7 )L = v 721 &2FE/RT 51215, show mac-address-table static
avr REHERALET,

show mac-address-table static [address mac _addr | interface type number |
protocol protocol | vlan vian_id]

EX DA address mac_addr (f£E) BMAT548 Y O MAC 7 RLAZIREELET., A2h7FK
T HH.H T3,
interface type number EE) BATDZA v —T7 =24 AE|ELET, type DA NREIL,
fastethernet, gigabitethernet, 35 XU tengigabitethernet T,

protocol protocol (BE) Yo bavizEELEY, Mo onTX, MR EOTA KT
AV BERLTLIEEN,
vlan vian_id (£7E) ¥ED VLAN O MY 2FoR LET, AOMEOHPIL 1 ~
4094 T,
TI2AILE Zoavwr RICiE, TV MREZHY T HEA,

avY kR E—F ¥HE EXEC £— R

oYy FERE Jyy—=x EFERNE
12.1(8a)EW ZDav s R Catalyst 4500 U — X ZA » FITEMSE LT,
12.1(12¢0)EW  $£3E VLAN 7 FL 20 R— h 3 BEMEnE L,
12.2(25)EW 10 FXHEY A —F Ry b A F—T 2 A ZADYR— FPBEMENE LT,

FREDFLIKESAY L—F v R BA—FTHAINS MAC T FL A 5F—7 L = U 084, vlan FICIEAE VLAN &
FTIEHRLN—T v R R— M MNRBREINET,

protocol BIFDF—VU — KOERIFX, KOEBY TT,
o assigned |3, Y ToHhiFa balr o hY 2EELET,
e ipix. IP7ua haLEZEELET,
e ipx /¥, IPX Yu hanzRE L ET,
e other (I, ZTOMDOTm haj 2 MY ZEEELET,
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show mac-address-table static W

1 KOBTIE, TRTOAZTF 47 MACT RLR v Y 2ERTEHEEZRLET,

Switch# show mac-address-table static
Unicast Entries

vlan mac address type protocols port

——————— B T et e e L T et
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip, ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— e
1 ffff. ffff. £ff££ system Switch,Fa6/15
2 ffff. ffff. £££~F system Fa6/16

1002 fEff. fEEf.££FF system

1003 ffff. ffff. £ff££ system

1004 ffff.ffff. f££~F system

1005 fEff. fEEf.££FF system

Fa6/1 ffff.ffff.ffff system Switch,Fa6/1
Fa6/2 i i i A i i i A i i i system Switch,Fa6/2

Switch#

WOFITIE, FFEDOT 1 b A7 (ZOHAE assigned) DAFXT 427 MACT FL A = b
VaRRTDHEEZRLET,

Switch# show mac-address-table static protocol assigned
Unicast Entries

vlan mac address type protocols port

——————— B i ettt et
1 0030.94fc.0dff static ip, ipx,assigned,other Switch

Fa6/1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Fa6/2 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— e e -
1 ffff. ffff. ffff system Switch,Fa6/15
2 fEff. ffEfFf.£EFF system Fa6/16

1002 ffff. . fEfE.£E£EF system

1003 ffff . fEfE.E£EEF system

1004 i i o s S i i i o system

1005 fEff. . fEfE.£E£EF system

Fa6/1 ffff. ffff. f££F system Switch,Fa6/1
Fa6/2 ffff.ffff.ffff system Switch,Fa6/2

Switch#
BEEav> R avw>Fk EL

show mac-address-table address MAC 7 LR F—7 W5 HAEFRLET,

show mac-address-table aging-time @MAC 7 FL' X 5F—7 1O — VL VEREFRRTLET,

show mac-address-table count HIEMACT FLA T—7LHNIZHEZ N O EFr
LET,

show mac-address-table dynamic EALFIv 7 MACT RL A T—7)L 2 v OILEHRR
LET,

show mac-address-table interface EEDA L E—T x4 AD MAC T KL A F—7 LiEH %
FRLET,
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Bl show mac-address-table static

avwvFk H7L)

show mac-address-table multicast YL FFXF¥AFNMACT FL R F—T N EREFRELET,

show mac-address-table protocol 7a kaMiESNWT MAC 7 KL A T —7 R %R R
LET,

show mac-address-table vlan BED VLAN O MAC 7 RV A T—T7)UEREF R LET,
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show mac-address-table vian W

show mac-address-table vian

¥ ED VLAN ® MAC 7 R LA 7 —7 VIZET 5 1§ % 7~ 9 5 121, show mac-address-table vlan
a<w> REFEALET,

show mac-address-table [vlan vian id] [protocol protocol]

WX O vian vian_id (1E%) $¥ED VLAN 0> kU & %5 LET, ARMEOFIEEL | ~ 4094 T3,
protocol protocol  ({EE) v FarZEELET, FMIHOWTIE, HLOF A FI1 )
BB LTLIEEN,
TI2HIEK Zoawr R, T7ANRRERHY A,

avY kR E—F

¥ #E EXEC £— I

av Y FEE

EREDAHA R34y

Jyy—= EEARR
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X A v FITBMENE LTz,
12.1(120)EW  $E7 FL v v ZoFR— FRBMEE LT,

N—F >y R AR—=FTHEHENE MAC 7 RLA 7—7b = F Y OBE | vlian FNZIENE VLAN &
HFTERN—=FT v F A= FBRERINET,

protocol B DxF—U— ROEFHIT, kKOL BV T,
e assigned |%, FlVYToHh/iFubar o b ZEELET,
e ipiI. IP Fu baLEiEELET,
e ipx i, IPX 71 bl afEE LET,
e other (I, ZoOfiDTm haL 2 MY EEELET,
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Bl show mac-address-table vian

1 WOFTIE., BED VLAN ® MAC 7 RL A F— 7 VcBT AR A B RT 2 EE2 R LET,

Switch# show mac-address-table vlan 1
Unicast Entries

vlan mac address type protocols port
——————— B T e e T L e e et
1 0000.0000.0201 dynamic ip FastEthernet6/15
1 0000.0000.0202 dynamic ip FastEthernet6/15
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports

——————— B et e T e e Tt
1 fEff. . fEfE.£E£F system Switch,Fa6/15

Switch#

WOFITIE, e hanr 247D MACT RVA T—7NMERERRT D HEETRLET,

Switch# show mac-address-table vlan 100 protocol other
Unicast Entries

vlan mac address type protocols port

——————— et et e ettt
1 0000.0000.0203 dynamic other FastEthernet6/15
1 0000.0000.0204 dynamic other FastEthernet6/15
1 0030.94fc.0dff static ip,ipx,assigned,other Switch

Multicast Entries

vlan mac address type ports
——————— e
1 fEff.ffff.£££f  system Switch,Fa6/15
Switch#
BEaITUF avwyk iR

show mac-address-table address MAC 7 RL A F—7 UERE2 R LET,

show mac-address-table aging-time MACT7 RV A F—T LD —I L FiE#SREFERLET,

show mac-address-table count BWEMAC 7 RL A T—TARNIZHDHT M) O EFER
LET,

show mac-address-table dynamic A+ MACT RLA T—T71V 2 M) ORKhmR
RLET,

show mac-address-table interface BEDA v Z—T 2 AZADMAC 7 KL A T —TNAER%E
FRLET,

show mac-address-table multicast 2L F XY A FMACT RL A T—7 W EREZFRLET,

show mac-address-table protocol 7a ka kST MAC 7 FLA F—7 )VIEH A R
LET,

show mac-address-table static 22T 47 MACT RLA FT—7 L NPT a2%
RLET,
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show module W

show module

Y a— VT AEREERT DL, show module =~ > FEFEHAL £,

show module [mod | all]

BXX DA mod (EE) EYa—VOFSTY, FHRETY v — VIl TRV £7
all LE) TRCOEV 2 —LOEREFERLET,
TI+IE Zoavy Rk, T740 MRERD Y FHA,

avy kE—F it EXEC &— K

vy FERE yy—= EFEARR
12.1(8a)EW Z o=z~ KA Catalyst 4500 U — X 2 v FITIBMENE LTz,
12.2(25)EW 10 XH Yy h A —HF Ry b A F—TxA ZA%EH5 L 5| show idprom
interface =~ RO BIER SN E LT,

FERELEDHAL FSM4Y  show module =~ > R /1® Mod Sub-Module 7 1 —/L RiZid, RA—/X—NAHF = P FEIT,
TV R=FH—FROEVa—N AATBILOCERNMFMENLTERENET,

TV a— ko THEENT- PoE NEH LBV Y TH 72 PoE & 50 W il 2 72854, [Status] 121
PwrOver] L FRENFET, TV a2 —MIZ L > THE I PoE 2% PoE £ ¥ = —LiilfR % 50 W HE x
72334 . [Status] 121 TPwrFault] & FERENET,
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H show module

1 WOFITIE, TR_RTDEY 2— VO REFTTHHEERLET,

ZOFNE, BERENTZTRTOEY 2 — 2t L UIENI R+ TRy 27 A TO show module
A FOMAERLTHET, TVa—L SICHLTHARBAN Y AT AR NTZ0, [Status)
({Zi1% TPwrDeny] &R RSN ET,

Switch# show module all

Mod Ports Card Type Model Serial No.
————t———— B Fom e Fo—m e
1 2 1000BaseX (GBIC) Supervisor (active) WS-X4014 JAB054109GH
2 6 1000BaseX (GBIC) WS-X4306 00000110
3 18 1000BaseX (GBIC) WS-X4418 JAB025104WK
5 0 Not enough power for module WS-X4148-FX-MT 00000000000
6 48 10/100BaseTX (RJ45) WS-X4148 JAB023402RP
M MAC addresses Hw Fw Sw Status
e e e et e Fom e o Fo——
1 005c.9d1la.f9d0 to 005c.9dla.f9df 0.5 12.1(1llbr)EW 12.1(20020313:00 Ok
2 0010.7bab.9920 to 0010.7bab.9925 0.2 Ok
3 0050.7356.2b36 to 0050.7356.2b47 1.0 Ok
5 0001.64fe.a930 to 0001.64fe.a95f 0.0 PwrDeny
6 0050.0£10.28b0 to 0050.0£f10.28df 1.0 Ok
Switch#
WOBITIE, FFEDEY 2a— NVOFEREFRT L HEERLET,
Switch# show module mod2
Mod Ports Card Type Model Serial No.
2 2 Catalyst 4000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD04450LF1
Mod MAC addresses Hw Fw Sw Status
2 0001.6461.39c0 to 0001.6461.39cl 1.1 6.1(3) 6.2(0.97) Ok
Mod Sub-Module Model Serial Hw Status
2 Policy Feature Card 2 WS-F6K-PFC2 SAD04440HVU 1.0 Ok
2 Catd4k MSFC 2 daughterboard WS-F6K-MSFC2 SAD04430J9K 1.1 Ok
Switch#

KOBTIE, A v F EOTRTOEV 2—VOEREFRRT D FHIEEZRLET,

Switch# show module
Chassis Type : WS-C4506

Power consumed by backplane : 0 Watts
Mod Ports Card Type Model Serial No.
———t B i it T T e e e e ittt T tom e
1 6 XG (X2), 1000BaseX (SFP) Supervisor (ac WS-X4517 "
3 6 1000BaseX (GBIC) WS-X4306 00000110
M MAC addresses Hw Fw Sw Status
B et e T et e Fom - Fom e Fo——
1 0004.dd46.7700 to 0004.dd46.7705 0.0 12.2(20r)EW( 12.2(20040513:16 Ok
3 0010.7bab.9920 to 0010.7bab.9925 0.2 Ok
Switch#
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show monitor H

show monitor

SPAN t v ¥ 3 VIZBT A2 F /R 5121%. show monitor =~ > FEHEH L £,

show monitor [session] [range session-range | local | remote | all | session-number] [detail]

B DEREA session (EE) By a0 SPAN fE#EFFLET,
range UEE) —EfBEot vy a v OEREERLET,
session-range (EE) EyvaromzEE L £,
local (EE) ¥ _XToOu—H L SPAN kv v a v &2F Rk LET,
remote ({EE) RSPAN O EB IOty a v EaRRLET,
all ({£#%) SPAN 8L O'RSPAN v v a v a#F R LET,
session-number ER) Bty va U &BETT, AMEOHEHIZ 1 ~6 TT,
detail (BB By aOFE7 SPAN a2 £ R LE T,
T2F+IE detail ¥— 7 — R&EETL L. T 74 NISOREDTEITNERINET,
a2k E—F ¥ EXEC £— R

ATy FEE Jyy—2 EERE
12.1(8a)EW DA A Catalyst 4500 &Y — X 24 v FITBIMENE Lz,
12.1(13)EW Hooa—Y tya vNORRLFROYR— R BIMENE L,
12.1(19)EW SPAN JERMEBED R IEA T — X A2 Forn 2 L O AN RS E LT,
12.1(20)EW UE— b SPAN BLIWFHOREAT — FORFOYR— MR BEMENFE LT,
12.2(20)EW SPAN B> v a VZ#H IS ACL ORFOVFHR— MBI IVE LT,

i WOHITIE, Catalyst 4500 U — 2 ZA v FTHED SPAN £ v 5 02 ACL RSB E S
MEFRRTDLHFEERLET,

Switch# show monitor

Session 1
Type : Local Session
Source Ports
Both : Fa6/1
Destination Ports : Fa6/2
Encapsulation : Native

Ingress : Disabled

Learning : Disabled
Filter VLANs 1
IP Access—-group : 10
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Hl show monitor

WOBITIE, Evra 2D SPAN FEREFKRTDHHIEELRLET,

Switch# show monitor session 2
Session 2

Type : Remote Source Session
Source Ports:
RX Only: Fal/1-3

Dest RSPAN VLAN: 901

Ingress : Enabled, default VLAN=2
Learning : Disabled

Switch#

ROBFITIE, By a ] O SPAN fFHREFKR"T 5 HEEZRLET,

Switch# show monitor session 1 detail
Session 1

Type : Local Session
Source Ports

RX Only : None

TX Only : None

Both : Gil/1, CPU
Source VLANs

RX Only : None

TX Only : None

Both : None

Source RSPAN VLAN : Fa6/1
Destination Ports : Fa6/1
Encapsulation : DOT1Q
Ingress : Enabled, default VLAN = 2
Filter VLANs : None
Filter Types RX : Good
Filter Types TX : None
Dest Rspan Vlan : 901
Ingress : Enabled, default VLAN=2
Learning : Disabled
IP Access—-group : None
Switch#

OB TiL, Destination TIHRE DT LHMB LT, By a1 ® SPAN [H#HE2RRT D HEERL
\i\?‘c

Switch# show monitor session 1 | begin Destination
Destination Ports: None

Filter VLANs: None
Switch#
Switch#
BEa<vY KR avwyvk B
monitor session A H =T AEIEIVLAN TSPAN vy v a &4

F—7 M LET,
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showpagp M

show pagp

A=t F¥ FICET 2 1EHMERRT 5121, show pagp 2~ REFEHALET,

show pagp [group-number] {counters | dual-active | internal | neighbor}

XD EHEA group-number (EE) Ty IN—T7%F5, AEOFMIT 1~ 64 TT,
counters N7 4w AU AERERELE T,
dual-active FaTNT I T T IERERELET,
internal PAgP WM ZEE L £,
neighbor PAgP A N—IFHEHTE L E T,
TI4IE Zoavy R, T74V FREFH Y EFHA,

a2 kK E—F ¥:HE EXEC £ — K

avy FEE Jyy—=x EERE
12.1(8a)EW Z®» 3w K8 Catalyst 4500 >V — X AA »FIZBMEE LT,

FEREDHMA FS4Y  showpagp =~ REANTDHE, 72T 1772 PAgP R— h F v X LOEERRERISNET, T2
T4 7 K=k FyrVOERERTT DL, V7 NV—T%FE LT show pagp =~ REANLET,

i WOBITIX, PAgP B0 v Z T Dl ERRT D HEERLET,

Switch# show pagp counters
Information Flush
Port Sent Recv Sent Recv

Channel group: 1

Fa5/4 2660 2452 0 0

Fa5/5 2676 2453 0 0
Channel group: 2

Fa5/6 289 261 0 0

Fa5/7 290 261 0 0
Switch#

WROBITIE, PAGP 7T 2TV T 277 4 TiEMmaeF£rnT 2 hEE R LET,

Switch# show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1

Channel group 30

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Te3/1 Yes VS1-Reg2 Tel/1/7 1.1

Te4/1 Yes VS1-Reg2 Te2/2/8 1.1
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W show pagp

Channel group 32

Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gil/43 Yes VS3 Gil/1/43 1.1

Gil/44 Yes VS3 Gil/1/44
Gil/45 Yes VS3 Gil/1/45
Gil/46 Yes VS3 Giz/1/46
Gil/47 Yes VS3 Gi2/1/47
Gil/48 Yes VS3 Gi2/1/48
Gi2/3 Yes VS3 Gil/1/1 1.
Gi2/4 Yes VS3 Gi2/1/1 1.
Switch#

o R e e

1
1
1
1
1
1
1
1

WOFITIL, NE PAGP F#aRR"d 5 HikamLET,

Switch# show pagp 1 internal

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode.

Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.

Channel group 1

Hello Partner PAgP Learning
Port Flags State Timers Interval Count Priority Method IfIndx
Fa5/4 scC U6/s7 30s 1 128 Any 129
Fa5/5 sC U6/s7 30s 1 128 Any 129

Switch#

WOBITIE, T XTORA N—D PAgP XA N—IEREFRTDHIEERLET,

Switch# show pagp neighbor
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.

Channel group 1 neighbors

Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Fa5/4 JAB031301 0050.0£10.230c 2/45 2s SAC 2D
Fa5/5 JAB031301 0050.0£10.230c 2/46 27s SAC 2D

Channel group 2 neighbors

Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Fa5/6 JAB031301 0050.0£10.230c 2/47 10s SAC 2F
Fa5/7 JAB031301 0050.0£10.230c 2/48 11ls SAC 2F
Switch#
BlEa<Y R = N i
pagp learn-method BEEANT Y POANA 2 =T oA ZA&FEHLET,
pagp port-priority Ry hAX UL B— FOR— FZRIRLET,
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show policy-map W

show policy-map
R v— ~ v 7T 5 EHMEFR AT HI2IL. show policy-map =~ > REHEH L ET,

show policy-map [policy map name]

XD EREA policy_map_name ULE) RY— < v 7L T,
FI2+IE Zoavr R, F7AARNREEXHY A,

avykE—F it EXEC T— K

av Yy FERE Jy—= EERE
12.1(8a)EW Z =z KA Catalyst 4500 ) — X A v FIZBIMESNE LT,
i WOBITIE, TRTOR) v — vy 7OFREERTRTDHHIEEZTRLET,

Switch# show policy-map
Policy Map ippb5-policy
class 1ipp5
set ip precedence 6
Switch#

ROBITIE, FFEORY >— = v TOFREFTT D HiEERLET,

Switch# show policy ipp5-policy
Policy Map ippb-policy

class 1ipp5

set ip precedence 6

Switch#
BlEaT YR avwyFk B

class-map LEIERET D TRy NOBRAIZHEHIN, 77
Ay arJ 4 Xal—ary E—R2RBT52 7%
~ v TEERLET,

policy-map BEOR— MCEAATEER R Y o — ~ v TERER L, b—1
AR V=B EL TR V—~y S a7 X2 l—
vary 'T— RERBLET,

show class-map IR~y TIEREERLET,

show policy-map interface AVE =T oA AZKHEAT T OENTANB IO IR Y >—

DOFFHERB L2 74 X2 —va v 2FERLET,
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W show policy-map control-plane

show policy-map control-plane

Ay ha— FL—rOR) = vy FZONT, 1 DDZ FAEIZITITOI TADA LT
¥ol—varz&RrT HIZIE, show policy-map control-plane =~ > REffEH L E9,

show policy-map control-plane [input [class class-name] | [class class-name]]

X DA input (EE) BHINTWAANRY v —0eHEREER~RLET,
class class-name UEE) 79 A4 %FrLET,
T2+ EK Toavwy RITE, FIANMRETDHY FHA,
avy kE—F it EXEC &— K
avy FBE Jyy—= EEANR
12.2(31)SG D3~ R Catalyst 4500 2 U — X A4 v FITBMENE LTz,

EREDAHA R34y

Bl

Z® =3~ RiX. Supervisor Engine 6-E ¥ L U Catalyst 4900M ¥+ — 3 TV R— F S EH A,

show policy-map control-plane =~ > RiZ, 7ot X L-~yLicite v boOFE i L— % HH
THERHa L Fr—L FL—r —E RADEREFTLET,

WOEITIX, RV — <=y 7 TEST Rar hue—L L — @b Tnsd 2 aRrLET,
ZORY == T TE, VT7A T TEST & BT D774 v 73R o7 INETH, £
NUSNDOTXTDO T T 4 v (7T A~ class-default & —) 1 ZZDOFF@iET 52 &R
INFET, £ 22812, TOHITEREIND 7 4 — /L ROBBAERLET,

Switch# show policy-map control-plane
Control Plane
Service-policy input: system-cpp-policy

Class-map: system-cpp-eapol (match-all)
0 packets
Match: access—-group name system-cpp-eapol

Class-map: system-cpp-bpdu-range (match-all)
0 packets
Match: access-group name system-cpp-bpdu-range

Class-map: system-cpp-cdp (match-all)
28 packets
Match: access-group name system-cpp-cdp
police: Per-interface
Conform: 530 bytes Exceed: 0 bytes
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show policy-map control-plane W

Class-map: system-cpp-garp (match-all)
0 packets
Match: access-group name system-cpp-garp

Class-map: system-cpp-sstp (match-all)
0 packets
Match: access—-group name system-cpp-sstp

Class-map: system-cpp-cgmp (match-all)
0 packets
Match: access-group name system-cpp-cgmp

Class-map: system-cpp-ospf (match-all)
0 packets
Match: access-group name system-cpp-ospf

Class-map: system-cpp-igmp (match-all)
0 packets
Match: access-group name system-cpp-igmp

Class-map: system-cpp-pim (match-all)
0 packets
Match: access-group name system-cpp-pim

Class-map: system-cpp-all-systems-on-subnet (match-all)
0 packets
Match: access-group name system-cpp-all-systems-on-subnet

Class-map: system-cpp-all-routers-on-subnet (match-all)
0 packets
Match: access-group name system-cpp-all-routers-on-subnet

Class-map: system-cpp-ripv2 (match-all)
0 packets
Match: access-group name system-cpp-ripv2

Class-map: system-cpp-ip-mcast-linklocal (match-all)
0 packets
Match: access-group name system-cpp-ip-mcast-linklocal

Class-map: system-cpp-dhcp-cs (match-all)
0 packets
Match: access-group name system-cpp-dhcp-cs

Class-map: system-cpp-dhcp-sc (match-all)
0 packets
Match: access-group name system-cpp-dhcp-sc

Class-map: system-cpp-dhcp-ss (match-all)
0 packets
Match: access-group name system-cpp-dhcp-ss

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
Switch#
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W show policy-map control-plane

& 2-28

show policy-map control-plane ® 7 1+ —J)L FOFHA

Z4—ILF

A

DSRERRY—ER RY O—ICB&ER T o= 1 —IL F

Service-policy input

arvhe—b FL—CEH SN AT —E R R v —
DOL4ET BREINTHBE., 207 4 — /L RIZIZH A —Ee 2
RV v—HFRrsnET),

Class-map FKREND T T Ay I DI TR, 8T T4 vk, RES
ND7IFZAZTEICERREINET, 7T A—HDOERELDER
(match-all, match-any 72 &) & b7 7 4 v 7 77 ZADHEIC
KRINET,

Match EELIENT 74T 7T 2AD—HILHE,

HEHTE D SESERBEEHEL T > 2 V OFEMIC
DWW TIE, [Cisco I0S Quality of Service Solutions
Configuration Guidel @ TConfiguring the Modular
Quality of Service Command-Line Interface| D%
ZRLTIEZSN,

&=

FS52499 RUSVTICAERTONAFZ4—LF

police N7 40 R TaRAR—TMIT H72HIT, police
av Y RRRESNTVET,

conformed FBE LML — MBS 587 » MR L CEITSND T 2
Tarv, T a rBNETENTEAT Yy ML A M E
RENET,

exceeded BELEL— BTy ML TEITEIND T 7
vay, T varnFETENT RNy MRS N
RENFET,

BIEaT R avwyEk B

control-plane

avike— L Fl—r ar7 4 ¥alb—var E— K%
Pt L £9,

service-policy input (=¥ he—n7
L—y)

o bu— FL—r —EADEDITRY > —
vy Fhkarhae—nL FL— @A LET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show policy-map interface W

show policy-map interface

A F =T A RTHEA SN TODHANRY) =B LOHARY v —OftiHERIB L =7 ¢ F 2
L—3 3 v &FRT 5IZIE, show policy-map interface =~ > FZEHA L 7,

show policy-map interface [ {fastethernet interface-number} | {gigabitethernet
interface-number} | {port-channel number} | {vlan vian_id}] [input | output]

X DEREA

TI2HIE

avYkE—F

fastethernet interface-number (EE) 77 AP A—HFv F 8023 A X —T = A{ A%
fRELET,

gigabitethernet interface-number (EE) ¥HEYy b A—¥ Ry F 8023z A H—T=A R
EHRELET,

port-channel number (fEE) A—bF FrxVEHEELET,

vlan vian_id (f:7) VLAN ID Z#87E L3, ARMEDOHIHIL 1 ~ 4094
T,

input ER) ARV =i aHELET,

output (EE) HARV =i EHELET,

Zoawy R, TNV IRETHY THA,

¥ #i EXEC £— K

avy FERE

]

yy—=x FERA

12.1(8a)EW Z Mz R Catalyst 4500 & ) — 2 A4 v FITBEMELE LT,
12.1(12¢)EW JE8E VLAN 7 R L ADOH R — R asBimEiE Lz,

12.2(25)SG St Tu— R SORERERTLET,

WOFITIE, A v F—T =24 AZHEHENTWDTXTOANRY —EHIIRY O —OHEFHE R &
Rarv 74 Xal—varafrTbHFEEZ2RLET,

Switch# show policy-map interface
FastEthernet6/1
service-policy input:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class—-map:class-default (match-any)
0 packets
match:any
0 packets

| oL-22251-01-J
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M show policy-map interface

(E)

service-policy output:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class-map:class-default (match-any)
0 packets
match:any
0 packets
Switch#

WOFITIE, BEDA v X —T 2 A ADANRY U—FEHERBI a7 X2 —v g U 2FRT
LHEERLET,

Switch# show policy-map interface fastethernet 5/36 input
service-policy input:ipp5-policy

class-map:ipp5 (match-all)
0 packets
match:ip precedence 5
set:
ip precedence 6

class-map:class-default (match-any)
0 packets
match:any
0 packets
Switch#

RDOALT 4 Fab—a T, %78 —(F 1000000 bps (2R Y 227 Sd, 9000 /31 FD/I—2A
MEDFFR S E T,

match flow ip source-address|destination-address =~ > R&flifl+2 L, Zhb 25071 —(F1
DOT7R—IZHAEIN, RUEEFELT RLABIOSET FLAEZRLET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # class-map cl

Switch (config-cmap)# match flow ip source-address ip destination-address ip protocol 14
source-port 14 destination-port

Switch (config-cmap) # exit

Switch (config) # policy-map pl

Switch (config-pmap) # class cl

Switch (config-pmap-c) # police 1000000 9000

Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

Switch (config) # interface fastEthernet 6/1

Switch (config-if)# service-policy input pl

Switch (config-if)# end

Switch# write memory

Switch# show policy-map interface

FastEthernet6/1

class-map cl
match flow 1p source-address ip destination-address ip protocol 14 source-port 14
destination-port

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show policy-map interface W

|
policy-map pl
class cl
police 1000000 bps 9000 byte conform-action transmit exceed-action drop
|
interface FastEthernet 6/1
service-policy input pl

Switch# show policy-map pl
Policy Map pl
Class cl
police 1000000 bps 9000 byte conform-action transmit exceed-action drop

Switch# show policy-map interface
FastEthernet6/1

Service-policy input: pl

Class-map: cl (match-all)
15432182 packets
Match: flow 1ip source-address ip destination-address ip protocol 14 source-port 14
destination-port
police: Per-interface
Conform: 64995654 bytes Exceed: 2376965424 bytes

Class-map: class-default (match-any)

0 packets
Match: any
0 packets
Switch#
BEa<>F avwoFk BiEA
class-map LHiERET D7 7 ARy NOBAIERIN, 77

Ay ar74Xal— gy B— FOBKBIZHERX
NI TR~y TEERLET,

policy-map BEHER— MCEAEZRERY v— <~y 7 E2EKR L, —b
ARV —FEREL TR =~y T a7 4 Fal—
va vy E— ]\\\%Eﬁﬁé Li‘j‘o

show class-map I IR =y FERERTLET,

show qos QoS fEdaR T LET,

| oL-22251-01-J
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W show policy-map interface vian

show policy-map interface vian

AV H—T A4 ATHED VLAN IZEHA &b QoS RV v —~ v 7FE#REFRT 5121, show
policy-map interface vlan =~ > K& H L £,

show policy-map interface vlan interface-id vlan vian-id

XD EREA interface interfuce-id ~ (fE%) ®HEDA X —T7 A AD QoS KV v —~ v FEREFFLET,
vlan vian-id () #ED VLAN @ QoS RV v —~ v FEREFFLET,
a2 F E—F 5 EXEC ®—F

av Yy FERE yy—2x EFEARR
12.1(13)EW Z»=a= KA Catalyst 4500 U — X 2 A v FITIBMENE LTz,
i Supervisor Engine 6-E LIS TORD L 7 4 X2 b—a v &flE LTHERALET,

interface GigabitEthernet3/1

vlan-range 20,400
service-policy input pl

vlan-range 300-301
service-policy output p2

OB T, FHEY M A=Yy 6/l A FZ—T A ZD VLAN20 ORY v—~ v T E R
KRTDHHEERLET,

Switch# show policy-map interface gigabitEthernet 3/1 vlan 20
GigabitEthernet3/1 vlan 20

Service-policy input: pl

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
police: Per-interface
Conform: 0 bytes Exceed: 0 bytes
Switch#

Supervisor Engine 6-E IS TORD a7 4 Fab—a & LTHEALET,

interface fastethernet6/1
vlan-range 100
service-policy in pl

WO TIE, 77 A A= Ry b L Z—=T =4 AD VLAN 100 DRV > —=< v FREHERE FR
T3 hEE R LET,

Switch#show policy-map interface fastEthernet 6/1 vlan 100
FastEthernet6/1 vlan 100

Service-policy input: pl

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show policy-map interface vian W

Class-map: cl (match-all)
0 packets
Match: ip dscp afll (10)
police: Per-interface
Conform: 0 bytes Exceed: 0 bytes

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
Switch#

Supervisor Engine 6-E TORD AL 7 4 Fab— a2l LTHEMALET,

interface gigabitethernet3/1
vlan-range 100
service-policy in pl

WOEITIX, 77 A A=V Ry b A Z—T x4 AD VLAN 100 DRV > —~< v FREHEREZFoR
TAHFEERLET,

Switch#show policy-map interface gigabitethernet 3/1 vlan 100
GigabitEthernet3/1 vlan 100

Service-policy input: pl

Class-map: cl (match-all)
0 packets
Match: ip dscp afll (10)
police:
rate 128000 bps, burst 4000 bytes
conformed 0 packets, 0 bytes; action:
transmit
exceeded 0 packets, 0 bytes; action:
drop
conformed 0 bps, exceeded 0 bps

Class-map: class-default (match-any)
0 packets
Match: any
0 packets
Switch#

BIEaT VR avwy kR T}
service-policy (f v H—T A R a2y AL —TzA AR V—~vTEEALET,
TJ4X2l—g3))
show policy-map interface AU =T oA AHIATT ONTZANBLOHAIRY v —
OFFHERB L Oar 7 Fal—va B RLET,

%“:
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W show port-security

show port-security

AVH =T 2 A RAETNEIAA v TFOR— b X2 )7 4 FHELRRT HITIE. show port-security =
vV REMHLET,

show port-security [address] [interface interface-id]
[interface port-channel port-channel-number] [vlan vian-id]

XD EREA address (BE) TR_RTOR— b3 EDOR—FDOEXF=27 MAC 7 KL A%
RTCERRLET,

interface interface-id ~ (fE7%) BEDA L F—T A ADR—F vX2 U F 4 RELFTLET,
interface port-channel ({£E) BEDOFR—F Fx XN A X —T 2 A ADKR—F X2 VT 1 %
port channel-number FHRLET,
vlan vian-id (L) ¥ED VLAN OFR— b ¥x 2V F R EELFRLET,

avy kFE—F ¥+ EXEC ©— K

av Yy FEE 1y—2 EEARAR
12.1(13)EW ZDav A Catalyst 4500 &V — X 24 v FITBIMENE LT,

EREDHA R34

12.2(18)EW AT 4 vFMAC T RVRZRRTHEIICHR— I IEESE LT,
12.2(25)EWA  VLAN BN CHREZFRT H LIS R— hoMEES L E Lz,
12.2(31)SGA EtherChannel f > % —7 = A4 ADOFEEFIFTH LI R— b EES L E Lz,

F—U—REBELRWVWTZOavr REANTDIE, A4 v TFOTXTOEFXF2T R— FOEFHX
T—HABLOEERAT =% ARHD I ET,

interface-id i ¥ 7213 port-channel-interface % AJ)4 % & . show port-security =2~ > KT, £
AVE=T A ADHR—F X2 VT A REPERINET,

address *— VU — K% A/13 % &, show port-security address =~ > R TiX, ¥ _XCHA ¥ —7 =
A ADEF 2T MACT RLA, BEUOEEFaT 7 RLAOZ =V IERBRE RSN ET,

interface-id fE¥ L. U address ¥ — 7 — F& AJ)9 % &, show port-security address interface ==~ >~
FTIE, Z20A 2 —=T7 =2 ZADFTXTOMACT FLA, BLUOEEF2T T RLADZ—V T
BEPFRENET, A VX =T ALETR—F EFX2 VT4 BA X =TV TRVESS, 20
~V REFEHLT, 2O 4 =724 ADMAC 7 KL AZTRTERTEET,

AT 4 v FMACT RLARLIE, AL v TFOH/EEHCV 7 77 v FBREALTHHMREINLT N
ADZ ETT,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

0L-22251-01-J |



| 2%

Catalyst 4500 > !J—X XA Yy F® Cisco I0S aT >~ F

]

WOBFITIX, A v T EEOKR—KF X2V T ¢

Switch# show port-security
Secure Port MaxSecureAddr
(Count)

CurrentAddr
(Count)

show port-security W

RE&EFRT DHEERLET,

SecurityViolation

(Count)

Security Action

Fa3/10
Fa3/11
Fa3/12
Fa3/13
Fa3/14
Fa3/15
Fa3/16

2
2
2
2
2
2
2
Fa3/8 2
1
1
1
1
1
1
1
Po2 3

Restrict
Restrict
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Restrict
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown

Total Addresses in System (excluding one mac per port)

Max Addresses limit in System

Global SNMP trap control for port-security

Switch#

(excluding one mac per port)

13072

:20

(traps per second)

ROFTIE A F—=T2A A T7 A A=Y Xy b F=hr1OFR—=F ¥Fa )T A BREEZRTTD

HiEERLET,

Switch# show port-security interface fastethernet 5/1

Port Security

Port Status

Violation Mode

Aging Time

Aging Type

SecureStatic Address Aging
Maximum MAC Addresses
Total MAC Addresses
Configured MAC Addresses
Sticky MAC Addresses
Last Source Address
Security Violation Count
Switch#

Enabled
Secure-up
Shutdown
0 mins
Absolute
Disabled
1

1

0

1
0000.0001.001a
0

| oL-22251-01-J
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show port-security

WOFITIE, TRTDAAL v F A F—Tz2A ATREINTVNDITXTOEF2T MACT FL2A
EFRRTHFEERLET,

Switch# show port-security address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)

1 0000.0001.0000 SecureConfigured Fa3/1 15 (1)

1 0000.0001.0001 SecureConfigured Fa3/1 14 (1)

1 0000.0001.0100 SecureConfigured Fa3/2 -

1 0000.0001.0101 SecureConfigured Fa3/2 -

1 0000.0001.0200 SecureConfigured Fa3/3 -

1 0000.0001.0201 SecureConfigured Fa3/3 -

1 0000.0001.0300 SecureConfigured Fa3/4 -

1 0000.0001.0301 SecureConfigured Fa3/4 -

1 0000.0001.1000 SecureDynamic Fa3/5 -

1 0000.0001.1001 SecureDynamic Fa3/5 -

1 0000.0001.1100 SecureDynamic Fa3/6 -

1 0000.0001.1101 SecureDynamic Fa3/6 -

1 0000.0001.1200 SecureSticky Fa3/7 -

1 0000.0001.1201 SecureSticky Fa3/7 -

1 0000.0001.1300 SecureSticky Fa3/8 -

1 0000.0001.1301 SecureSticky Fa3/8 -

1 0000.0001.2000 SecureSticky Po2 -
Total Addresses in System (excluding one mac per port) :8
Max Addresses limit in System (excluding one mac per port) :3072

WORFITIL, A % —7 =4 A Gigabitethernetl/l THRAIENDLEFXa27 MACT RLRAOHRREEB L
VHIEDEF 27 MAC 7 RL A ERRT L HEEZ TR LET,

Switch# show port-security interface gigabitethernetl/1l vlan
Default maximum: 22

VLAN Maximum Current
2 22 3
3 22 3
4 22 3
5 22 1
6 22 2

WORFITIE, A 5% —7 = A X Gigabitethernetl/l E® VLAN2 BL N3 OR—hF ¥F =2 U7 4 #E
ERRTDHEERLET,

Switch# show port-security interface gigabitethernetl/1l vlan 2-3
Default maximum: 22
VLAN Maximum Current

2 22 3

3 22 3

0L-22251-01-J |
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show port-security W

WOFITIX, A % —7 =4 A Gigabitethernetl/l THREINTNDITXTOEF =27 MAC 7 N
A, BIOET FLAOZ -V TIEREFRRT D HEEZRLET,

Switch# show port-security interface gigabitethernetl/l address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age (mins)
2 0001.0001.0001 SecureConfigured Gil/1 -
2 0001.0001.0002 SecureSticky Gil/1 -
3 0001.0001.0001 SecureConfigured Gil/1 -
3 0001.0001.0002 SecureSticky Gil/1 -
3 0001.0001.0003 SecureSticky Gil/1 -
4 0001.0001.0001 SecureConfigured Gil/1 -
4 0001.0001.0003 SecureSticky Gil/1 -
6 0001.0001.0001 SecureConfigured Gil/1 -
6 0001.0001.0002 SecureConfigured Gil/1 -

Total Addresses: 12

WOHITIE, A ¥ —7 = A A Gigabitethernetl/l 1 VLAN2 BL 3 TRESNTNDETRTOE
X227 MACT7 FL R, BEUOET RLADZ =V FIEREFRTT S HEEARLET,

Switch# show port-security interface gigabitethernetl/l address vlan 2-3

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age (mins)
2 0001.0001.0001 SecureConfigured Gil/1 -
2 0001.0001.0002 SecureSticky Gil/1 -
2 0001.0001.0003 SecureSticky Gil/1 -
3 0001.0001.0001 SecureConfigured Gil/1 -
3 0001.0001.0002 SecureSticky Gil/1 -
3 0001.0001.0003 SecureSticky Gil/1 -

Total Addresses: 12
Switch#

KOBFITIE, 77 AR A=y FR—F 1 THASNDIEF 2T MAC T F L ADREKREL LOH
EDEF 27 MAC 7 RV ARAR KT D HEEZRLET,

Switch# show port-security interface fastethernet5/1 vlan
Default maximum: 22

VLAN Maximum Current
2 22 3
3 22 3
5 22 1
6 22 2
Switch#

ROBFITIET. 77 AR A=Y Xy F A=K 1 EOVLAN2 BLO3DOR—F EX a2 )7 REELEKS
THHEERLET,

Switch# show port-security interface fastethernet5/1 vlan 2-3
Default maximum: 22

|

7

aul
X

VLAN Maximum Current
2 22 3
3 22 3
Switch#

| oL-22251-01-J
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show port-security

ROBITIE, 77 AP A—=FRy P R—F 1 TRESNTNDLTXTOEF2T7 MACT FLA B
FO%T FLADT =V THERERTRT 5 k2R LET,

Switch# show port-security interface fastethernet5/1 address

Secure Mac Address Table

Type
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureConfigured
SecureConfigured

Total Addresses:
Switch#

WO TIX, 77 A A=Y %y F " —F1 EOVLAN2 BEXO3 THRESNTWALATRTOEF =

7 MACT FLA, BIOET RLAOZ =V I EREFRT D HEEZRLET,

Switch# show port-security interface fastethernet5/1 address vlan 2-3

Secure Mac Address Table

Type
SecureConfigured
SecureSticky
SecureSticky
SecureConfigured
SecureSticky
SecureSticky

Total Addresses:
Switch#

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show port-security W

WOFITIE, TRTDAAL v F A F =Tz ATREINTVNDITXTOEF2T MACT FLA

EFRRTHFEERLET,

Switch# show port-security address
Secure Mac Address Table

Total Addresses in System
Max Addresses limit in System

Switch#

WOHITIL, A ¥ —7 A A Gigabitethernetl/1 T

SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureConfigured
SecureDynamic
SecureDynamic
SecureDynamic
SecureDynamic
SecureSticky
SecureSticky
SecureSticky
SecureSticky

(excluding one mac per port)
(excluding one mac per port)

(mins)

CHIEOTF 27 MAC 7 KL A$a #5756 Hikaer LET,

Switch# show port-security interface gigabitethernetl/1l vlan
22
Current

Default maximum:
VLAN Maximum
2 22
3 22
4 22
5 22
6 22
Switch#

WROFITIL, A % —7 = A A Gigabitethernetl/1 £® VLAN2 BLO3 DOFR—F X =2U7 13
ERRT D HEERLET,

Switch# show port-security interface gigabitethernetl/l vlan 2-3
22

Default

maximum:

VLAN Maximum

2
3
Switch#

22
22

Current

N H W ww

:3072

FAISNDEF 27 MAC 7 KL ADRKRES &

Re
it
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show port-security

WOFITIX, A % —7 =4 A Gigabitethernetl/l THREINTNITXTOEF =27 MAC 7 NI
A, BIOET FLAOZ -V JIEREFRRT L HEEZRLET,

Switch# show port-security interface gigabitethernetl/l address

Secure Mac Address Table

Vlan Mac Address Type
2 0001.0001.0001 SecureConfigured
2 0001.0001.0002 SecureSticky
3 0001.0001.0001 SecureConfigured
3 0001.0001.0002 SecureSticky
3 0001.0001.0003 SecureSticky
4 0001.0001.0001 SecureConfigured
4 0001.0001.0003 SecureSticky
6 0001.0001.0001 SecureConfigured
6 0001.0001.0002 SecureConfigured

Total Addresses: 12
Switch#

WOBFITIE, A > #—7 = A % Gigabitethernetl/1 £® VLAN2 BL U3 TRESNTVWETXTOE
F2T7 MAC T FL A, BIXUOEKT FLRAODZ—V U TIEREERT D HEEZRLET,

Switch# show port-security interface gigabitethernetl/l address vlan 2-3

Secure Mac Address Table

Vlan Mac Address Type
2 0001.0001.0001 SecureConfigured
2 0001.0001.0002 SecureSticky
2 0001.0001.0003 SecureSticky
3 0001.0001.0001 SecureConfigured
3 0001.0001.0002 SecureSticky
3 0001.0001.0003 SecureSticky

Total Addresses: 12
Switch#

BBEav R

avwyFk H L

switchport port-security

LET,

A H =T 2 A ALTHR—F X2 T 42 FX—TVIZ

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show power W

show power

BHOAT—2 2T HEREFRRT 5121, show power 2~ FEFEHALE T,

show power [available | capabilities | detail | inline {[inferface] detail | consumption
default | module mod detail}} | module | status | supplies]

XD EHEA available (EE) AR 2T LB EFRLET,
capabilities LR RO EREBHKEL RS LET,
detail (LE) BROFEMERE R LET,
inline ({EE) PoE DAT—X A %&FmLET,
interface detail (EE) A v 4 —7 =A AD PoE DAT — & A BT 5 iEMiEHR T,
consumption default (fLE) PoE HEZFK R LET,
module mod default (EE) ELEY 22— D PoE WEEF R LET,
status (LE) BHREEOAT -2 AR RLET,
supplies (EE) VAT A CUEREBEREBEOKE R R LET,
TIAILE Zoawr RITE, T AN PREERHY AL
avy kFE—F ¥+ EXEC ©— K
av > FERE yy—= EERE
12.1(8a)EW ZDax A Catalyst 4500 2V — X A4 v FITIBIMELE Lz,
12.2(25)SG Supervisor Engine II-Plus-TS O > 5 A » NU—iLH A2 FK R L ET,
12.2(52)SG AV E—T 2 A A[EFY 2 —VOFHM PoE HEBFBHROFREZFHR—FLET,

EREDHA R34

SEIEENIMBEBENCL ST, =T oA ATERH I N TV D5, SEEBIIAA v FICL > TR
ik SALEH A, show power inline =~ FOH I Device 11, unknown & £ RENET,
A=K TPoE Y R—FINTWARWVWERIL, ROA v E—UNERENET,

Power over Ethernet not supported on interface Admin

show power inline interface | module =~ > R Ci%, Cisco IP Phone OEMEIZMEH S5 BHENPE TR
ENFET, LERBHEEFTT DHIT1E, show cdp neighbors =~ > REHA L 7,

FPGA & WS-X4548-RJ45V+ 35 £ T8 WS-X4648-RI4SVHE £V 2 —/L EOZ DD N—RY =7 a2
A—=F MEIPoE 2B T 5720, TV a—WIZBEEIERINTORWEGAIZ, 802.3af HEHLE
V2 — /L OBIE PoE B D 0 LIMT R B HAB DY £, B PoEF, ~n—Fy =7 avF—3k
PHE D PoE OEBIZ L > T, K20 W BB 5 ReMEnd v £9,

| oL-22251-01-J
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show power

]

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

GE)

WOFITIE, — A RBRIEEICET DR E R T2 HEE2RLET,

Switch# show power

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1 PWR-C45-2800AC AC 2800w good good good
PS2 PWR-C45-1000AC AC 1000w err-disable good n.a.

**x Power Supplies of different type have been detected***

Power supplies needed by system 01
Power supplies currently available :1

Power Summary Maximum
(in Watts) Used Available
System Power (12V) 328 1360
Inline Power (-50V) 0 1400
Backplane Power (3.3V) 10 40
Total Used 338 (not to exceed Total Maximum Available = 750)
Switch#

OB TIE, ERARERY AT LENRERRT 2 HEEZRLET,

Switch# show power available
Power Summary

(in Watts) Available Used Remaining
System Power 1360 280 1080
Inline Power 1400 0 1400
Maximum Power 2800 280 2520
Switch#

lnline Power Oper] #iZix, FPGA BLVEV 2 — L EOZ OO N—F T =27 a2 R—F > MZ
Ko THESND POE IZMA T, Y a—/WIHEk SN eZEBIEEIC L > THE S D PoE BAFERS
AUE T, TInline Power Admin] FiclE, EYa— il InN-SEEEICL>THY Y THN-
PoE 72 RERENFET,

ROFITIZ, BIOAT —=F AMEREFRT D HEZ R LET,

Switch# show power status

Power Fan Inline
Supply Model No Type Status Sensor Status
PS1l PWR-C45-2800AC AC 2800w good good good
PS2 PWR-C45-2800AC AC 2800w good good good
Power Supply Max Min Max Min Absolute

(Nos 1in Watts) Inline 1Inline System System Maximum

PS1 1400 1400 1360 1360 2800

PS2 1400 1400 1360 1360 2800

Switch#

WOBITIEZ, AA v F O PoE M 2R D HEERLET,

Switch# show power inline consumption default
Default PD consumption : 5000 mW
Switch#

0L-22251-01-J |
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WOBITIE, A TA 2 RU—DAT—FRAERRFTDHEEZRLET,

Switch# show power inline
Available:677 (w) Used:117(w) Remaining:560 (w)

Interface Admin Oper Power (Watts) Device
From PS To Device
Fa3/1 auto on 17.3 15.4 Ieee PD
Fa3/2 auto on 4.5 4. Teee PD
Fa3/3 auto on 7.1 6
Fa3/4 auto on 7.1 6.
Fa3/5 auto on 17.3 15.4 Teee PD
Fa3/6 auto on 17.3 15.4 Ieee PD
Fa3/7 auto on 4.5 4.0 Ieee PD
Fa3/8 auto on 7.9 7.0 Teee PD
Fa3/9 auto on 17.3 15.4 Ieee PD
Fa3/10 auto on 17.3 15.4 Ieee PD
Fa3/11 auto off 0 0 n/a
Fa3/12 auto off 0 0 n/a
Fa3/13 auto off 0 0 n/a
Fa3/14 auto off 0 0 n/a
Fa3/15 auto off 0 0 n/a
Fa3/16 auto off 0 0 n/a
Fa3/17 auto of f 0 0 n/a
Fa3/18 auto off 0 0 n/a
Totals: 10 on 117.5 104.6
Switch#

WROFITIE, Y AT LA THELBERIEEOK LR RTOHELRLET,

Switch# show power supplies
Power supplies needed by system = 2
Switch#

0
.3 Cisco IP Phone 7960
3 Cisco IP Phone 7960

show power

w NP O OB Ok o

AN

n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

WOBTIE, 77 AN A=Yy b A F—=Tx2AR3/1 ®DPoE AT —F A% RRTDHHEEZRLET,

Switch# show power inline fastethernet3/1
Available:677 (w) Used:11(w) Remaining:666 (w)

Interface Admin Oper Power (Watts) Device
From PS To Device
Fa3/1 auto on 11.2 10.0 Teee PD

Interface AdminPowerMax AdminConsumption
(Watts) (Watts)

Fa3/1 15.4 10.0
Switch#

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show power

~

GE)

Supervisor Engine [I+TS 7% 1400 W DC &iiZiE (PWR-C45-1400DC) & & HIZfEH =4, DC &R
FEED 125 A ANN 1 DFEFERAINAGE. A— =AW = P UOBNHEIZ. Anvy 2B
OB WETAI—RFBRHAINTVDENE I D, BIXUOHAINTWEITIA =R A TITL»
TRLRDIGENRHY T, ZOEIE, 155 ~330 W O#HATEDLY £, ZOLEHIA— = A F

TP UOERATRERA T A R =D RBICHEEL, 0~ 175W OfHTEbY £¥, Lz

BoT, Yy —VIIKEFRIFTEEDOT A o I — FBPHBASN TV DEEHE, A= =[P =D

LT, BRSnizA T4y RU—EBO—H~DA T4 NU—BNETINDAHEERH Y

9,

2+ R show power detail 3 £ T show power module O H 77121, A— /=AY =0 2 DA H)
TOENHBELEDA L TA L NT—DF~ ) —BRKRINET,

Switch# show power detail

sh power detail

Power Fan Inline
Supply Model No Type Status Sensor Status
PSl PWR-C45-1400DC DCSP1400W good good n.a.
PS1-1 12.5A good
PS1-2 15.0A off
PS1-3 15.0A off
PS2 none -- -= -= -=
Power supplies needed by system HE
Power supplies currently available : 1
Power Summary Maximum
(in Watts) Used Available
System Power (12V) 360 360
Inline Power (-50V) 0 0
Backplane Power (3.3V) 0 40
Total 360 400

Module Inline Power Summary (Watts)
(12V -> -48V on board conversion)

Maximum
Mod Used Available
1 5 25

Watts Used of System Power (12V)

Mod Model currently out of reset in reset
1 WS-X4013+TS 180 180 180
2 WS-X4506-GB-T 60 60 20
3 WS-X4424-GB-RJ45 90 90 50
-= Fan Tray 30 - -=
Total 360 330 250

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device
2 WS-X4506-GB-T 0 0 0 0
3 WS-X4424-GB-RJ45 - - - -
Total 0 0 0 0

Efficiency

Watts used of Module Inline Power (12V -> -=-50V)

Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device

Switch# show power module
sh power module
Watts Used of System Power (12V)

Mod Model currently out of reset in reset
1 WS-X4013+TS 180 180 180
2 WS-X4506-GB-T 60 60 20
3 WS-X4424-GB-RJ45 90 90 50
-= Fan Tray 30 - -=
Total 360 330 250
Watts used of Chassis Inline Power (-50V)
Inline Power Admin Inline Power Oper
Mod Model PS Device PS Device
2 WS-X4506-GB-T 0 0 0 0

3 WS-X4424-GB-RJ45 - - - -

Efficiency

Efficiency

Watts used of Module Inline Power (12V -> -50V)

Inline Power Admin Inline Power Oper

Mod Model PS Device PS Device
1 WS-X4013+TS 6 5 3 3
Switch#

Efficiency

show power

ROBTIE, FHEY b A —HHy 2/ ®PoE AT —H ZADFMERTZT D HiEER~LET,

Switch# show power inline g2/1 detail
Available:800(w) Used:71(w) Remaining:729 (w)

Interface: Gi2/1

Inline Power Mode: auto

Operational status: on

Device Detected: yes

Device Type: Cisco IP Phone 7970

IEEE Class: 3

Discovery mechanism used/configured: Ieee and Cisco
Police: off

| oL-22251-01-J
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M show power

Power Allocated

Admin Value: 20.0

Power drawn from the source: 11.0
Power available to the device: 10.3

Actual consumption
Measured at the port: 5.0
Maximum Power drawn by the device since powered on: 5.2

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Switch#

WO TIE, E2—LDT_XTDOR— D PoE AT —% 2% Frt b5 HEERLET,

Switch# show module
Chassis Type : WS-C4503-E

Power consumed by backplane : 0 Watts
Mod Ports Card Type Model Serial No.
———t———— B i et o +-——=

1 6 Sup 6-E 10GE (X2), 1000BaseX (SFP) WS-X45-SUP6-E JAE1132SXRP
3 48 10/100/1000BaseT POE E Series WS-X4648-RJ45V-E JAE114740YF
M MAC addresses Hw Fw Sw Status
B et et L L e et et Fom - Fomm +--

1 0017.94c8.£580 to 0017.94c8.£585 0.4 12.2(44r)SG( 12.2(52) Ok

3 00le.7afl.£f5d0 to 00le.7afl.f5ff 1.0 Ok

Switch# show power inline module 3 detail
Available:800(w) Used:0(w) Remaining:800 (w)

Interface: Gi3/1

Inline Power Mode: auto

Operational status: off

Device Detected: no

Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0

Actual consumption

Measured at the port: 0.0

Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Interface: Gi3/2

Inline Power Mode: auto

Operational status: off

Device Detected: no

Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0

Actual consumption

Measured at the port: 0.0

Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/3

Inline Power Mode: auto

Operational status: off

Device Detected: no

Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0

Actual consumption

Measured at the port: 0.0

Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/4

Inline Power Mode: auto

Operational status: off

Device Detected: no

Device Type: n/a

IEEE Class: n/a

Discovery mechanism used/configured: Ieee and Cisco
Police: off

Power Allocated

Admin Value: 20.0

Power drawn from the source: 0.0
Power available to the device: 0.0

show power

| oL-22251-01-J
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M show power

Actual consumption

Measured at the port: 0.0

Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/5
Inline Power Mode:
Operational status:
Device Detected: no
n/a
n/a

auto
off

Device Type:
IEEE Class:

Discovery mechanism used/configured:

Police: off

Allocated

Value: 20.0

drawn from the source: 0

Power
Admin
Power
Power available to the device:
Actual consumption

Measured at the port: 0.0

.0
0.

0

Ieee and Cisco

Maximum Power drawn by the device since powered on: 0.0

Absent Counter: 0

Over Current Counter: 0
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Interface: Gi3/6
Inline Power Mode:
Operational status:
Device Detected: no
n/a
n/a

auto
off

Device Type:
IEEE Class:

Discovery mechanism used/configured:

Police: off

Allocated
Value: 20.0

Power
Admin
Power
Power available to the device:

drawn from the source: 0.

0

0.

0

Ieee and Cisco

BEav> R avw vk

BidA

power dc input

AL FDEIDC ANNTA—2E2RELET,

power inline

A TA Y N —H G, v HA—T =2 ADA T A X
U— A7 —hFEeRELET,

power inline consumption

AL FOFTXTDA T A 2 NI =HIEA o H—T = A
AT, 1 ODA =T = ZTEHD HTHNDT 7 *
N EOBHEBELET,

power redundancy-mode

S =Y OBARERRE LET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show power inline police W

show power inline police

POE RV U T HBIVE=F Y I DAT =% 2% KR T 511X, show power inline police =~ >
ML ET,

show power inline police [interfacename] [module n]

BX DA interfacename (B FEDA L F—T 24 ADPERI LU VBLIONE=X) L /D AT—
HRAERRLET,
n UEE) ZOEFESa—NDTXTDOAL L E—T A ADPoE R v IBLOE

=RV TDAT—H AR RLET,

TI24+ILEK 7L

avykE—F it EXEC &— K

av Yy FERE Jy—=R EEAR
12.2(50)SG D3~ R Catalyst 4500 > ) — X A4 v FITBMENE LTz,

BRLEDAA K542 Oper Power 7 4 —/b RICIE, #fi&NT-T A 2AOEBEOBNHHEENERSNET,
¥ —U— FZ&45E L7\ T show power inline police =~ > N HT L, v —2 DT _RTHOA
=T 2 A ADPE R v T AT —HANKRINET,
Zoavy REru—r UL LYV THETT SH &L Oper Power 7 o —/L RO OO &% OITIZ, A
Ay FIERENTZTRXRTOT AL ADEBEDA T4 0 RNT—HROAHDBRRINET,

£l WOHTIE, A % —7 =A A GigabitEthernet 2/1 @ PoE RV o v 7 AF— % A& FKpi+ 5 Hiki R
LET,

Switch# show power inline police gigabitEthernet 2/1
Available:421 (w) Used:44 (w) Remaining:377 (w)

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power
Gi2/1 auto on errdisable ok 22.6 9.6
BEaITUF avwy kR B
power inline police BEDA LS —T 2 A ADPOER) VU T HFRELET,

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
| oL-22251-01-J .m



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

W show qos

show qos

QoS H#MER T HITIX, showqos =~ FEFEHLET,

show qos
BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK Toawy RITiE, FTIANMRETDHY FHA,

T
H
I
™.

avy ¥#HE EXEC E— K

av Y FERE Jyy—= EEARR
12.1(8a)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,

ERAEDHMA K54y o=~ N, Supervisor Engine 6-E 35 & U8 Catalyst 49900M % — 3 ClE#R— F & E A,

#1 WOBITIE, F—T— REANLABWESICERINLIH AR LET,

Switch# show qgos
QoS 1is enabled globally

Switch#

BEavUF avwoFk St
qos (Zu—rYL av 7 4 X¥alb—Ya AL vFO QoS HiEEZ / a— S MZA F—T VI LET,
v E—F)

qos (M FZ—Tzf R a7 4 ¥ A B =T x4 AT QoS A A R—T7 VLI LET,
V—va v E—F)

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show qos aggregate policer

show qos aggregate policer

QoS £EHIR Y Y —{E & £ R 5I21%. show qos aggregate policer =~ > RA&fHH L £,

show qos aggregate policer [aggregate name]

BX OB aggregate_name  (f£F5) Al X OEAHE Y ¥ —C T,
TI4IE Zoavy R, T74V FREFH Y EHA,

avykE—F it EXEC T— K

avr FEE Jy—= ZERE

12.1(8a)EW Z =z KA Catalyst 4500 ) — X A v FIZBIMESNE LT,

BRAEDHM K542 o=~ R, Supervisor Engine 6-E 35 & OF Catalyst 4900M % — 3 TlI#HR— F & E A,
EHRIR Y B —ZIIRIF LD CFERRER S E TS

1 ROBTIE, F—U—FE2ANLEWESOHhERLET,

Switch# show gos aggregate policer
Policer aggr-1
Rate (bps) : 10000000 Normal-Burst (bytes) :1000000
conform-action:transmit exceed-action:policed-dscp-transmit
Policymaps using this policer:

ipp5S-policy

Switch#
BEEav> R avyvk EY
qos aggregate-policer ZEITEDERIRY —2ERLET,
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W show qos dbl

show qos dbl

7 v —,3L 7 Dynamic Buffer Limiting (DBL; 44 73 v 7 Ny 7 7 #llR) FHERRT HITIE,

show qos dbl =2~ > FEEHA L E 7,

show qos dbl

BEXDA Zoawr RITE, BIBERRF—T—FIEHY EHA,
TI24ILE Zoawy R, T4V PRERHY FE A
avY R E—F ¥t EXEC £— R
oy FERE Jy—=2 EFEARR
12.1(13)EW Zda< > R Catalyst 4500 2 U — 2 AA v FITBIMEE LT,

EREDAHA R34y

Z® a3~ RiX. Supervisor Engine 6-E ¥ L T Catalyst 4900M v — 3 TiI¥R— F SN EH A,

7] WOBITHE, 7 m—s3 7k DBL Wi E 5T % HikE R LET,
Switch# show gos dbl
DBL is enabled globally
DBL flow includes vlan
DBL flow includes l4-ports
DBL does not use ecn to indicate congestion
DBL exceed-action mark probability:15%
DBL max credits:15
DBL aggressive credit 1limit:10
DBL aggressive buffer limit:2 packets
DBL DSCPs with default drop probability:
1-10
Switch#
BEEa<2 avwvk St
qos (ZFm—rL arv 7 4 Fal—va AL vFO QoS HHEE /1 — I X —T M LET,
)
qos dbl A A v F T Dynamic Buffer Limiting (DBL; %A F 3 »

7 Ny 77 HIR) B a— i F—7 s LET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show qos interface Ml

show qos interface

X a—A U IIERERRT DI, show qos interface =~ FEHL £,

show qos interface {fastethernet interface-number | gigabitethernet interface-number} |
[vlan vian_id | port-channel number]

XD EHEA fastethernet interface-number T AR A —H Ry F8023 A LB —T = A AKRFEELET,
gigabitethernet interface-number FAEY b A=V 3y h 8023z A v F—T A AEHEEL
i‘j‘o
vlan vian_id (fE&) VLANID 5 & L £, AMEOFMIT 1 ~ 4094
‘/GTO
port-channel number (fEE) A— b FrRVEHBELET, ARREGHEIT 1 ~ 64
<95,
TIHIE oAU RITHE, T7AVPRERDY EHAL
OV K E—F ¥¢HE EXEC £— K
oy FERE Jy—= EEAR
12.1(8a)EW DA A Catalyst 4500 &V — X 24 v FITBIMENE L,

EREDHA R4

7

12.1(13)EW YEE VLAN 7 FL20#R— kasBEmEhE L,
12.1(19)EW R— MEHHT AL ARERICEEND LI ICEHEIRE LI,

Z oz~ Rix, Supervisor Engine 6-E ¥ X U Catalyst 4900M > v — > T AR — F SN FEH A,

WROPITIE, Fa—oa rITEREFRTDHEEZRLET,

Switch# show gos interface fastethernet 6/1
QoS is enabled globally
Port QoS is enabled
Administrative Port Trust State: ‘dscp’
Operational Port Trust State: ‘untrusted’
Port Trust Device:'cisco-phone'
Default DSCP:0 Default CoS:0

Tx-Queue Bandwidth ShapeRate Priority QueueSize
(bps) (bps) (packets)
1 31250000 disabled N/A 240
2 31250000 disabled N/A 240
3 31250000 disabled normal 240
4 31250000 disabled N/A 240
Switch#
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M show qos interface

BEEavF avwyFk St
qos map cos B TEDA X —T =14 ADAJ) CoS/DSCP = v B
TEEHRLET,
show qos QoS fEHzERRLET,
tx-queue AVH—T 2 A ADEEFX2— RNTA—FEHRELET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show qos maps M

show qos maps

QoS ¥ v FE#HREFK/RT HITIEL, show qos maps 2~ REMHEH L ET,

show qos maps [cos | dscp [policed | tx-queue]]

BX DA cos (&) CoS ~ v FiEMAEF T LET,
dscp (%) DSCP v v i AR 7 LET,
policed EE) RV raht~y FEREFRLET,
tx-queue (fEFE) tx-queue ¥ v FHERAERRLET,
FTIAILE Zoawy RiZiE, T4 MRETH Y FE AL
avY KR E—F HitE EXEC £— 1
avy FER yy—=x EERE

12.1(8a)EW ZDax R Catalyst 4500 &Y — X A4 v FITIBIMELE LTz,

ERLDHM FS4Y o=~ RiE, Supervisor Engine 6-E ¥ & U% Catalyst 4900M v — 3 T ¥ H— L S EH A,

1 OB TIE, QoS ~ v FRELEFTT HHEELTLET,

Switch# show gos maps
DSCP-TxQueue Mapping Table (dscp = dl1d2)
dl :d2 0 1 2 3 4 5 6 7 8 9

Policed DSCP Mapping Table (dscp = dld2)
dl :d2 0 1 2 3 4 5 6 7 8 9

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show qos maps

DSCP-CoS Mapping Table (dscp = dld2)
dli :d2 0 1 2 3 4 5 6 7 8 9

CoS-DSCP Mapping Table
CoS: 0 1 2 3 4 5 6 7

DSCP: O 8 16 24 32 40 48 56

Switch#

BBEav> R

avwyk

g&

B

qos (Fm—r )y a7 4 X2 lb—s
v E—N)

AA v F D QoS HHEZL V a — ST A R—=T I LET,

qos (A FZ—Txzf R a7 4F¥a
L—yay E—N)

{28 =7 = A AT QoS Mt % A F—7 MZ LET,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show redundancy

show redundancy

TEZ 7V )T 4 E#E R KT 511, show redundancy =~ > R&EHEH L ET,

show redundancy {clients | counters | history | states}

340

.'E-EI;

BA

clients () TEZ773 054 2947 v NCHET A efonr LET,
counters (B NEZ 72 U7 4 Ay ZICHT M ERTLET,

history (LE) TRZ7 7V VT A DMEDOAT —F 20n 7B LOMEFREFRLET,
states LB MRZ7 7Y VT ADAT— R (Fa—=7 0, YL, AZ LN T

TATRE) AT AERER T LET,

Zoavy RITE, 774V EREETH T A,

¥riE EXEC £— K

]

Jyy—= EENE
12.1.(13)EW o3~ R Catalyst 4500 & U — 2 AA v FIZEMEFLE L7 (Catalyst
4507R DO #H),

12.2(31)SGA ISSU O R — b3S E Lz,

ROBITIE, TTRZ 7V T 4T HERERTT D HEEZRLET,

Switch# show redundancy
Switch# show redundancy
4507r-demo#show redundancy
Redundant System Information :

Available system uptime = 2 days, 2 hours, 39 minutes

Switchovers system experienced = 0

Standby failures
Last switchover reason

Hardware Mode

Configured Redundancy Mode
Operating Redundancy Mode
Maintenance Mode
Communications

Current Processor Information :
Active Location

Current Software state

Uptime in current state

Image Version =
Catalyst 4000 L3 Switch

IOS (tm)

0
none

Duplex

Stateful Switchover
Stateful Switchover
Disabled

Up

slot 1

ACTIVE

2 days, 2 hours, 39 minutes

Cisco Internetwork Operating System Software
Software (cat4000-I5S-M), Version 12.2(20)EWA (3

.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION

Copyright (c)

1986-2004 by cisco Systems, Inc.

Compiled Wed 14-Jul-04 04:42 by esi

| oL-22251-01-J
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M show redundancy

BOOT = bootflash:cat4000-1i5s-mz.122 20 EWA 392,1
Configuration register = 0x2002

Peer Processor Information
Standby Location = slot 2
Current Software state = STANDBY HOT
Uptime in current state = 2 days, 2 hours, 39 minutes
Image Version = Cisco Internetwork Operating System Software

IOS (tm) Catalyst 4000 L3 Switch Software (cat4000-I5S-M), Version 12.2(20)EWA(3
.92), CISCO INTERNAL USE ONLY ENHANCED PRODUCTION VERSION
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Wed 14-Jul-04 O

BOOT bootflash:cat4000-i5s-mz.122 20 EWA 392,1
Configuration register = 0x2002

Switch#

ROBTIE, TRZ 7V VT4 727472 MERERFRT D HEEZFLET,

Switch# show redundancy clients

clientID = 0 clientSeq = 0 RF INTERNAL MSG
clientID = 30 clientSeq = 135 Redundancy Mode RF
clientID = 28 clientSeg = 330 GALIOS CONFIG_SYNC
clientID = 65000 clientSeq = 65000 RF_LAST CLIENT Switch

HNIEROERP R R ENET,

o clientID (Zi1X, 747 bDIDHFBEBERSNET,

o clientSeq IZIX, 7 74 7 bOBHY —F U AFRENRRINET,
o BUEDIR 77 VT4 AT —h,

WOFITIX, WEZ7 7V VT 4 W 2 EREERRT D HIEERLET,

Switch# show redundancy counters
Redundancy Facility OMs

comm link up =

comm link down down =

o

invalid client tx =
null tx by client =

tx failures =

tx msg length invalid =

o O O o

client not rxing msgs =

rx peer msg routing errors =
null peer msg rx =

errored peer msg rx =

o O O O

buffers tx = 1535

tx buffers unavailable = 0
buffers rx = 1530
buffer release errors = 0

duplicate client registers = 0

failed to register client =

Invalid client syncs = 0
Switch#

o

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show redundancy

ROFITIE, R 7 vV 7 BEG®ERTT 2 HikERLET,

Switch# show redundancy history

00:00:01 client added: RF_INTERNAL MSG(0) seg=0

00:00:01 client added: RF_LAST CLIENT (65000) seg=65000

00:00:01 client added: GALIOS CONFIG SYNC(28) seg=330

00:00:03 client added: Redundancy Mode RF(30) seg=135

00:00:03 *my state = INITIALIZATION(2) *peer state = DISABLED (1)
00:00:03 RF_PROG_INITIALIZATION(100) RF_INTERNAL MSG(0) op=0 rc=11
00:00:03 RF_PROG_INITIALIZATION (100) Redundancy Mode RF (30) op=0 rc=11
00:00:03 RF_PROG_INITIALIZATION (100) GALIOS_ CONFIG_SYNC(28) op=0 rc=11
00:00:03 RF_PROG_INITIALIZATION (100) RF_LAST CLIENT (65000) op=0 rc=11
00:00:03 *my state = NEGOTIATION(3) peer state = DISABLED(1)

00:00:25 RF_EVENT GO _ACTIVE (511) op=0

00:00:25 *my state = ACTIVE-FAST(9) peer state = DISABLED(1)

00:00:25 RF_STATUS MAINTENANCE ENABLE (403) Redundancy Mode RF(30) op=0
00:00:25 RF_STATUS MAINTENANCE ENABLE (403) GALIOS CONFIG_SYNC (28) op=0
00:00:25 RF_PROG_ACTIVE FAST(200) RF_INTERNAL MSG(0) op=0 rc=11
00:00:25 RF_PROG_ACTIVE FAST(200) Redundancy Mode RF (30) op=0 rc=11
00:00:25 RF_PROG_ACTIVE_ FAST (200) GALIOS CONFIG SYNC (28) op=0 rc=11
00:00:25 RF_PROG_ACTIVE FAST(200) RF_LAST CLIENT(65000) op=0 rc=11
00:00:25 *my state = ACTIVE-DRAIN(10) peer state = DISABLED (1)
00:00:25 RF_PROG_ACTIVE DRAIN(201) RF_INTERNAL MSG(0) op=0 rc=11
00:00:25 RF_PROG_ACTIVE DRAIN(201) Redundancy Mode RF (30) op=0 rc=11
00:00:25 RF_PROG_ACTIVE DRAIN(201) GALIOS CONFIG SYNC(28) op=0 rc=11
00:00:25 RF_PROG_ACTIVE DRAIN(201) RF_LAST CLIENT (65000) op=0 rc=11
00:01:34 RF_PROG_PLATFORM SYNC (300) RF_INTERNAL MSG(0) op=0 rc=11
00:01:34 RF_PROG_PLATFORM SYNC(300) Redundancy Mode RF(30) op=0 rc=11
00:01:34 RF_PROG_PLATFORM SYNC (300) GALIOS CONFIG_SYNC(28) op=0 rc=0
00:01:34 RF_EVENT_CLIENT PROGRESSION (503) GALIOS CONFIG_SYNC(28) op=1 rc=0
00:01:36 RF_EVENT PEER PROG DONE (506) GALIOS CONFIG_ SYNC (28) op=300
00:01:36 RF_PROG_PLATFORM SYNC (300) RF_LAST CLIENT (65000) op=0 rc=0
00:01:36 RF_EVENT CLIENT PROGRESSION (503) RF_LAST CLIENT (65000) op=1 rc=0
00:01:36 RF_EVENT PEER PROG DONE (506) RF LAST CLIENT (65000) op=300
00:01:38 *my state = ACTIVE(13) *peer state = STANDBY COLD(4)

Switch#

ROBFITIE, MR 7 VT4 27— MIHETERERTT D HEEZRLET,

Switch# show redundancy states
my state = 13 -ACTIVE
peer state = 8 —-STANDBY HOT
Mode = Duplex
Unit = Primary
Unit ID = 2

Redundancy Mode (Operational) = Stateful Switchover
Redundancy Mode (Configured) = Stateful Switchover
Split Mode = Disabled
Manual Swact = Enabled
Communications = Up

client count = 21
client notification TMR = 240000 milliseconds
keep alive TMR = 9000 milliseconds
keep_alive count = 0
keep alive threshold = 18
RF debug mask = 0x0
Switch#

| oL-22251-01-J
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M show redundancy

BZEa<F avwok e
redundancy NEary74F¥a2b—vary T—FelBLET,
redundancy force-switchover TIF AT A== NAPF T DU MEAZ N, A—

NN 2 D NTRHIRCE Y B R E T

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show redundancy config-sync W

show redundancy config-sync

ISSU 227 ¢ o b—v g VEIEE £ 7213 84 X417 Mismatched Command List (MCL) ({F7£7"
L3%6) HFKRT 512X, show redundancy config-syne =~ > REfEH L E 7,

show redundancy config-sync {failures | ignored} {bem | mcl| prc}

show redundancy config-sync ignored failures mcl

B DA failures MCL > kU £7-1% BEM/PRC [&E % Frk LET,
ignored mALESNZ MCL = b U ZFRLET,
bem (BEILT7E)
mcl TIT 4T A== RNA Y 2V OFERTAL T 4 Fab—a VRIIIHFEET S
W, AL UNA A= R NP 2 DDA A=V TEFR— b Ehnwavr Kz
FRLET,
pre TIT AT AR NP DU L AR N, A= N 2 P Tha~
Y RETORY a— RIZAR—ENH 58412, Parser Return Code (PRC) [EE %KoK
L. YAT L%&HAIZ RPR £— FCEIESEE T,
TIXHILE Zoawy Rk, 7740 PRETH Y EH A,
avy Rk E—F o—4 EXEC £— K
vy FERE y1yy—=x EFENR
12.2(31)SGA ZDav s R Catalyst 4500 U — X ZA » FITEMINE LT,
12.2(44)SG o< 2 FHESCN issu config-syne 7> & redundancy config-sync (IZHEH S AL E
L7,

FREDHLRSAY 25D 8—2 5 0 ® Cisco [0S A A—URNEENTVDEAIE. FRENDA A= Lo THER— -
SNZavr Ry MPRRRLWRERHY ET, ZOLIBRA—HBa~vr FOWTINRT 77 4
T A== AP =D TETINDE, RAZ N ZA=R= AP 2V TEDavy FaR
MTERVWIENRHV ET, ZO/RR, a7 Fa2b—va U R—EFMERBELET, L7 A
HIZAZ N, A== NP 2P Tavy ROMIXTF =y 7 BRRMTHE, 2+ Fid MCL
WKBEIL, AX N, A== AP =P F 0y hERET, TX3COLA—FKa~vr REFRR
95121, show redundancy config-sync failures mel =~ > FZ{EH L E7,

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show redundancy config-sync

ATFvFT1

A7y 2

ATFv7T 1
ATFvFT 2

& D ]

]

MCL % /A& 51213, KOFIHZFITLET

TITA4T ZA=R= AP 2D DEFTaLr T4 X2l —Tarndb, A—Favy FedXTH
&%Li‘é—o

redundancy config-sync validate mismatched-commands =~ > A LT, EIELZE T2
74 F¥al—va ST MCL 2 iR L £,

AP N, A= R= XA P =V Ya—RKLET,

FX, WOFIRZETLTMCL 2B+ 52 b TEET,

redundancy config-sync ignore mismatched-commands =~ > K& AJJLE£7,
AP A== AP 2P m—RRLET, VAT LT SSO E— FIIBITLET,

~

GE) AR —FHa~v REERITIEE. 77747 A== A P 2PV BIVAZ N, A—
R RXAP =P DEHL T iay 7 4 Xab—a IFELEEEE T,

45 L 7= MCL (X show redundancy config-sync ignored mel =~ > KGR CT& £7°,

Fa<w T, TOa<wy REFERETET 7 a UHBEEICBVWTREY a— FRRRESNET, ZOR
Da—RiE, a~ >y FREBICETINENEIDNERLET, 77747 A== A[ P =T
X, 22 FOFEITHRIZPRC ZHiFFLET, AX U, A== A =Pk, a~vr REFEIT
L. PRCETIT 47 A== NA P 2P NRLET, 25 220 PRCB—FLARNE,
PRC BEEMNFEAELET, 27 Rt E~1Z LBL BT A X N 2= R= Y =P T
PRC =5 —WRAETHE. AX AL Z—R—NAF 230ty FENET, +2To PRC
fiE % &K /"7 5121%. show redundancy config-sync failures prc =~ > REFEH L 9,

Best Effort Method (BEM) = J —#%# /<3 %I(21%, show redundancy config-sync failures bem =~
Y REERLET,

wOFITIE, ISSU BEM [EE 2 £rnd 5 itz rm LET,

Switch# show redundancy config-sync failures bem
BEM Failed Command List

The list is Empty
Switch#

WOHITIE, ISSUMCL fEE 2R RS L H5EERLET,

Switch#show redundancy config-sync failures mcl
Mismatched Command List

The list is Empty
Switch#

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show redundancy config-sync W

WOHITIE, ISSU PRC [&E &2 £R-T 5 Hikz R LET,

Switch#show redundancy config-sync failures prc
PRC Failed Command List
interface FastEthernet3/2
! <submode> "interface"
- channel-protocol pagp
| </submode> "interface"

GEREESAS =AY B
redundancy config-sync TIT 4T A== P =P % Mismatched
mismatched-commands Command List (MCL) (ZBE) L, AH /A ZA—s3—=n

AF =V E Uty FLET

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Bl show running-config

show running-config

EV 2= VDRAT—FABRLUOREEZETT HIZIL. show running-config =~ > REfH L £,

show running-config [module s/of]

T DA module slot (EE) TV a— DAy NESEREELET, AMEOHMEIZ1 ~ 6 T,
TI2HIE Zoavr R, F7AARNREEXHY A,
avy kE—F it EXEC T— K

av Yy FERE Jyy—= EERNE
12.1(8a)EW Z® =z KA Catalyst 4500 ) — X A v FIBIMESNE LT,
ERLEDASL F34 Y IZX - Tix, show interfaces =~ > K& show running-config =~ > RZ A L= & ZIZERS

EYL?Z)T:7 Ly 7 XA E— NRERDGERH0 ET, £ 58545, show interfaces =~ R TRR X
NET 27yl AE—KRE, AV F T2 ARETLTVEIEREDOT 27 Ly 7 A E— KT,
show interfaces =~ > NidA ¥ —7 = AOMEE— F&FK R L £7 7. show running-config =
T REAE =T oA R L TERESNTWAE— REHRRLET,

AV H—T x4 AZxT % show running-config =~> ROM AL, T2 v s 2 £— KOFEEIT
FKRINDMN, ‘%V@&“Ei%ﬂ“éﬂfgb\%/\#%‘ﬂi‘f HINCHRERR R SN2 WEGEA L, v

B2 —7 x A AEER auto ICRESNTNDHZ &, BLOHEEN auto LAMIREIND &, FREND
TaZ by AE— FPREMEREICRD AR LTVET, ZORETIHE, L0 F—T=A X

OEMET =7 L v 7 A £— KX show running-config 2~ > R TCERINDIT 27 Ly 7 A E—RE
—H L RWARERH D FT,

i WOFTIE, TRTCOEY 2—MZONWTEY 2—VBLIRRT—H AORELRZF T TILHEZRLET,

Switch# show running-config
03:23:36:%8SYS-5-CONFIG I:Configured from console by consolesh runn
Building configuration...

Current configuration:3268 bytes
|

version 12.1

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname Switch

|

|

power supplies required 1

ip subnet-zero

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show running-config W

|

|

!
interface FastEthernetl
no ip address

shutdown

duplex auto

speed auto

Switch#

WOFITIE, switchport voice vlan =~ > N & A 3 — 7 /L2 L 754 @ show running-config =~ >
FOM %R LET,

Switch# show running-config int fastethernet 6/1
Building configuration...

Current configuration:133 bytes
|

interface FastEthernet6/1
switchport voice vlan 2

no snmp trap link-status
spanning-tree portfast
channel-group 1 mode on

end

Switch#

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show slavebootflash:

show slavebootflash:

ABUNA T—=R T T va 7740 VAT AT DIEREZ R T HI21E. show slavebootflash:
a<wr REHFEALET,

show slavebootflash: [all | chips | filesys]

X DA all (FEE) WHERTRTO7 I v valflfeRrLET,
chips UEE) 79 vva FyuriEResRRFLET,
filesys LB 774V VAT AEREFETLET,
TIAILE Zoavwr RICiE, TV MREZHY THEA,
avY kR E—F ¥HE EXEC £— R
av Y FERE yyy—= FEAR
12.1(8a)EW Z»=a= R Catalyst 4500 ) — X A v FIBIMESNE Lz,
i WOFITIE, 774N VAT EADAT—X AEREFRT D HEE R LET,

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

Switch# show slavebootflash: filesys

———————— FILE SYSTEM STATUS —-———=-——-

Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0)
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES8
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0
Switch>

0L-22251-01-J |
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WROFITIZ, VAT L A A=VIERERTTL2HEERLET,

Switch# show slavebootflash:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------
1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45
2 .. image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49
Switch>

ROFTIE, $XTOT = 7T v v alffEeRTTOHIELRLET,

Switch# show slavebootflash: all

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------
1 .. image 8C5A393A 237E3C 14 2063804 Aug 23 1999 16:18:45
mz

2 .. image D86EEOAD 957CES8 9 7470636 Sep 20 1999 13:48:49

6456088 bytes available (9534696 bytes used)

———————— FILE SYSTEM STATUS —-——————-

Device Number = 0
DEVICE INFO BLOCK: bootflash
Magic Number = 6887635 File System Vers = 10000 (1.0
Length = 1000000 Sector Size = 40000
Programming Algorithm = 39 Erased State = FFFFFFFF
File System Offset = 40000 Length = F40000
MONLIB Offset = 100 Length = C628
Bad Sector Map Offset = 3FFF8 Length = 8
Squeeze Log Offset = F80000 Length = 40000
Squeeze Buffer Offset = FC0000 Length = 40000
Num Spare Sectors =0
Spares:
STATUS INFO:
Writable
NO File Open for Write
Complete Stats
No Unrecovered Errors
No Squeeze in progress
USAGE INFO:
Bytes Used = 917CE8 Bytes Available = 628318
Bad Sectors =0 Spared Sectors = 0
OK Files =2 Bytes = 917BES
Deleted Files = 0 Bytes = 0
Files w/Errors = 0 Bytes = 0

Switch>

show slavebootflash:

name
c4-boot-mz
rp.halley

name
c4-boot-

rp.halley

)

| oL-22251-01-J

Catalyst 4500 ~)—X R4 v F CiscolOS a7?Y K YI7L YR -YY—ZX|0S-XE3.1.0SG



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |

Bl show slaveslot0:

show slaveslot0:

ARV RN F 2D DT 7 AN VAT AT AR A FETRT A2, show
slaveslot0: =~ > R&ZfEHA L £,

show slot0: [all | chips | filesys]

XD EHEA all (f£:3%) show slot0: chips ¥ J U show slot0: filesys =~ > R2xbE DA & & Tt~
TO7 7y valtfeaRrLET,
chips EE) 79via Fu7 LYVRZEREFERLET,
filesys EE) 774N VAT b AT —Z AfEREFFLET,
TIAIE Zoawr RiZiE, T4V MRERH Y EEA,

avY kR E—F ¥HE EXEC £— R

oy FERE yy—=x EFERNE

12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSLE LT,
] ROBITIE, 774N VAT LDV~ Y —%FRKrwT 5 hiEERLET,

Switch# show slaveslotO:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 6375DBB7 A4F144 6 10678468 Nov 09 1999 10:50:42 halley

5705404 bytes available (10678596 bytes used)
Switch>

WOFITIX, 77 vva FyTEREEFRTDHEERLET,

Switch# show slaveslotO: chips

**kxkxkx*k Tntel Series 2+ Status/Register Dump ********

ATTRIBUTE MEMORY REGISTERS:
Config Option Reg (4000):
Config Status Reg (4002):
Card Status Reg (4100):
Write Protect Reg (4104):
Voltage Cntrl Reg (410C):
Rdy/Busy Mode Reg (4140):

N O B 2 ON

COMMON MEMORY REGISTERS: Bank O

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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COMMON MEMORY REGISTERS: Bank 1
Intelligent ID Code 8989A0A0
Compatible Status Reg: 8080
Global Status Reg: BOBO
Block Status Regs:

0 : BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 2
Intelligent ID Code 8989A0A0
Compatible Status Reg: 8080
Global Status Reg: BOBO
Block Status Regs:

0 : BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 3
Intelligent ID Code 8989A0A0
Compatible Status Reg: 8080
Global Status Reg: BOBO
Block Status Regs:

0 : BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 4

Intelligent ID Code FFFFFFFF
IID Not Intel -- assuming bank not

BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
populated

BOBO
BOBO
BOBO
BOBO

BOBO
BOBO
BOBO
BOBO

BOBO
BOBO
BOBO
BOBO

WOFITIE, 77 AN VAT MMEREFRRT D HEEZRLET,

Switch# show slaveslot0O: filesys
SYSTEM

———————— FILE
Device Number
DEVICE INFO BLOC
Magic Number

Length

=0

K: slotO

Programming Algorithm =

File System Of
MONLIB Offset

fset

Bad Sector Map Offset =

Squeeze Log Of

fset

Squeeze Buffer Offset =

Num Spare Sect
Spares:
STATUS INFO:
Writable

ors

NO File Open for Write

Complete Stats

No Unrecovered Errors

No Squeeze in progress

USAGE INFO:
Bytes Used
Bad Sectors
OK Files
Deleted Files
Files w/Errors

Switch>

Catalyst 4500 > J—X AL v F

= 9F365C

=0

1
=0
0

6887635
1000000

4
2
1
1
F
F
0

0000
00
FFFO
C0000
E0000

Bytes Available

File System Vers

Sector Size
Erased State

Length =
Length
Length

Length =
Length =

Spared Sectors =
9F35DC

Bytes
Bytes
Bytes

0

FA0000
F568
10
20000
20000

5AC9A4
0

= 10000
20000
= FFFFFFFF

(1.0)

show slavesloto: W
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W show siot0:

show slot0:

slot0: 7 7 A /v AT KMIET D IEHREF T HI1L, showslotd: =~ > FaFHLET,

show slot0: [all | chips | filesys]

XD EHEA all (f£:3%) show slot0: chips 35 X (f show slot0: filesys =~ > Kb DOH A EETeT X
TDO7 7y valtfReRRLET,
chips LR 77 vva Fy7 LYRIERERRLET,
filesys UEE) 774N VAT h AT —4 AEREFRRLET,
TZHIE Zoavwy RiCiE, 7740 PRETH Y EHA,

avY kR E—F ¥HE EXEC £— R

av Y FERE yy—=x EEAR

12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,
] ROBITIE, 774N VAT LDV~ Y —%HKrwT 5 hiEERLET,

Switch# show slotO:

-# - ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .. image 6375DBB7 A4F144 6 10678468 Nov 09 1999 10:50:42 halley

5705404 bytes available (10678596 bytes used)
Switch>

WOFITIX, 77 vva FyTEREEFRTDHEERLET,

Switch# show slotO: chips
**kxkxkx*k Tntel Series 2+ Status/Register Dump ********
ATTRIBUTE MEMORY REGISTERS:
Config Option Reg (4000):
Config Status Reg (4002):
Card Status Reg (4100):
Write Protect Reg (4104):
Voltage Cntrl Reg (410C):
Rdy/Busy Mode Reg (4140):

N OB = ON

COMMON MEMORY REGISTERS: Bank O

Intelligent ID Code : 8989A0A0

Compatible Status Reg: 8080

Global Status Reg: BOBO

Block Status Regs:
0 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO BOBO BOBO BOBO

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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COMMON MEMORY REGISTERS: Bank 1
Intelligent ID Code 8989A0A0
Compatible Status Reg: 8080
Global Status Reg: BOBO
Block Status Regs:

0 : BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 2
Intelligent ID Code 8989A0A0
Compatible Status Reg: 8080
Global Status Reg: BOBO
Block Status Regs:

0 : BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 3
Intelligent ID Code 8989A0A0
Compatible Status Reg: 8080
Global Status Reg: BOBO
Block Status Regs:

0 : BOBO BOBO BOBO BOBO BOBO
8 : BOBO BOBO BOBO BOBO BOBO
16 : BOBO BOBO BOBO BOBO BOBO
24 : BOBO BOBO BOBO BOBO BOBO

COMMON MEMORY REGISTERS: Bank 4

Intelligent ID Code FFFFFFFF
IID Not Intel -- assuming bank not

Switch>

BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
BOBO BOBO
populated

BOBO
BOBO
BOBO
BOBO

BOBO
BOBO
BOBO
BOBO

BOBO
BOBO
BOBO
BOBO

WOBTIE, 77A4N VAT MMEREERTRT D HEERLET,

Switch# show slot0O: filesys
SYSTEM

———————— FILE
Device Number
DEVICE INFO BLOC
Magic Number

Length

=0

K: slotO

Programming Algorithm =

File System Of
MONLIB Offset

fset

Bad Sector Map Offset =

Squeeze Log Of

fset

Squeeze Buffer Offset =

Num Spare Sect
Spares:
STATUS INFO:
Writable

ors

NO File Open for Write

Complete Stats

No Unrecovered Errors
No Squeeze in progress

USAGE INFO:
Bytes Used
Bad Sectors
OK Files
Deleted Files
Files w/Errors

Switch>

= 9F365C

=0

1
0
0

6887635
1000000
4

20000
100
1FFFO
FCO0000
FE0000
0

Bytes Available

File System Vers

Sector Size
Erased State
Length =
Length =
Length =
Length =
Length =

Spared Sectors =

Bytes
Bytes
Bytes

Catalyst 4500 > J—X AL v F

0
=0

9F35DC

FA0000
F568
10
20000
20000

5ACSA4
0

= 10000
20000
FFFFFFFF

(1.0)

show sloto: W
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M show spanning-tree

show spanning-tree

AR 7Y ) —DAT— MEREFR AT HI21L, show spanning-tree =~ FEHEH L £,

show spanning-tree [bridge group | active | backbonefast | bridge [id] | inconsistentports
| interface zype | root | summary [total] | uplinkfast | vlan vian_id | pathcost method

| detail]

XD EHEA bridge_group LR 7V IN—T7ESEHBELET, AREOHBIL 1 ~ 255 T,
active UEE) TO0T 4T A EZ—T A AT OARN= 7Y ) —fFHREFRLET,
backbonefast (E:7&) A= 27"V U — BackboneFast A5 — % Z&F R LET,
bridge 8 7V v PDATF—2ABLRNar7 s ¥alb—a UFEREFRLET,
id EE) 7V v Yo4HITT,

inconsistentports ((£i%) L— FF/EAT— FEFRLET,

interface type EE) A H—T A A A TBLIOESERELET, A72HEIL,
fastethernet, gigabitethernet, tengigabitethernet, port-channel (1 ~ 64),
BLOvlan (1 ~4094) T,

root EB) K TV v VORT—HABIPar7 X2l —va 2 R LET,
summary (EE) A=t AT—F OV~ —2HEELET,
total (FEE) ANR= V) — AF— B2 a DT _XRTCOFERRLET,
uplinkfast (1) A/8=> 2" ) — UplinkFast 27 —% 2 & FR L E£7,
vlan vian_id (fEE) VLANID #$8E L E4. AAMEOHMIZ 1 ~ 4094 TT,
pathcost method ((£%) A ENTVWATF 74V hDA a X FNEFREFRLET,
detail (R AV —T7=A AMEROF~ ) —&FRLET,
T4 S B —T o f AEROY~ Y —RNERINET,

T
H
I
™.

avy ¥ # EXEC £— K

avr FEE Jy—Z EEAR

12.1(8a)EW Z DA R Catalyst 4500 2V — X A4 v FITIBIMELE LTz,

12.1(12¢c)EW JLET Ry v 7 oHR— FRBEMSE L,

12.2(25EW WFHEY b A—FFy b A2 F—T = AOFH— FEMELF LI

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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show spanning-tree W

Bl WOFITIX, TI7T 4 T RED2a—NAFEIFORA= 7Y ) —EREFRT D HEEZRLET,

Switch# show spanning-tree active
UplinkFast is disabled
BackboneFast is disabled

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0050.3e8d.6401
Configured hello time 2, max age 20, forward delay 15
Current root has priority 16384, address 0060.704c.7000
Root port is 265 (FastEthernet5/9), cost of root path is 38
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 18:13:54 ago
Times: hold 1, topology change 24, notification 2

hello 2, max age 14, forward delay 10
Timers: hello 0, topology change 0, notification 0

Port 265 (FastEthernet5/9) of VLANl is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.9.
Designated root has priority 16384, address 0060.704c.7000
Designated bridge has priority 32768, address 00e0.4fac.b000
Designated port id is 128.2, designated path cost 19
Timers: message age 3, forward delay 0, hold O
Number of transitions to forwarding state: 1
BPDU: sent 3, received 32852

Switch#

WOFTiX, A= 27"Y U — BackboneFast A7 —#% 2 & KR4 25 FiEE R LET,

Switch# show spanning-tree backbonefast
BackboneFast is enabled

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)
Switch#

o O O O O O

WOFITIE, 7V VDOANR= 7Y ) —ERERTT L2 HEE TR LET,

Switch# show spanning-tree bridge

VLAN1
Bridge ID Priority 32768
Address 0050.3e8d.6401
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
VLAN2
Bridge ID Priority 32768
Address 0050.3e8d.6402
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
VLAN3
Bridge ID Priority 32768
Address 0050.3e8d.6403
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Switch#

KOBITIE, A =7 =2 AMFROY~ ) —2Fornd 5 ke rLET,

Switch# show spanning-tree

VLAN1

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show spanning-tree

Spanning tree enabled protocol ieee

Root ID Priority 32768

Address 0030.94fc.0a00

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768

Address 0030.94fc.0a00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Designated
Name Port ID Prio Cost Sts Cost Bridge ID Port ID
FastEthernet6/15 129.79 128 19 FWD 0 32768 0030.94fc.0a00 129.79
VLAN2
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0030.94fc.0a0ll
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0030.94fc.0a01
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Designated
Name Port ID Prio Cost Sts Cost Bridge ID Port ID
FastEthernet6/16 129.80 128 19 FWD 0 32768 0030.94fc.0a01 129.80
Switch#

WOBTIE, 77 AP A=YV FY b AL F—Tx2AR5/9 DANR= TV ) —EREFRT D HELY

R~LET,

Switch# show spanning-tree interface fastethernet5/9

Interface Fa0/10 (port 23) in Spanning tree 1 is ROOT-INCONSISTENT

Port path cost 100, Port priority 128

Designated root has priority 8192, address 0090.0c71.a400
Designated bridge has priority 32768, address 00e0.1e9f.8940
Designated port is 23, path cost 115

Timers: message age 0, forward delay 0, hold 0

BPDU: sent 0, received 0

The port is in the portfast mode

Switch#

WO TIL, FED VLAN DZARN= 7Y ) — 58 AFRRTHHEZRLET,

Switch# show spanning-tree vlan 1

VLAN1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0030.94fc.0a00
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag not set, detected flag not set

Number of topology changes 5 last change occurred 01:50:47 ago

from FastEthernet6/16
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Timers:hello 0, topology change 0, notification 0, aging 300

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show spanning-tree W

Port 335 (FastEthernet6/15) of VLAN1 is forwarding
Port path cost 19, Port priority 128, Port Identifier 129.79.
Designated root has priority 32768, address 0030.94fc.0a00
Designated bridge has priority 32768, address 0030.94fc.0a00
Designated port id is 129.79, designated path cost 0
Timers:message age 0, forward delay 0, hold O
Number of transitions to forwarding state:l
BPDU:sent 6127, received 0

Switch#

WO TIE, BEOTY v FTNA—TDAR= T ) —ER A ERT S FEERLET,

Switch# show spanning-tree vlan 1
UplinkFast is disabled
BackboneFast is disabled

Switch#

WROPITIE, K—F AT —hrDOH~ V) —%2RKRTDLHEERLET,

Switch# show spanning-tree summary

Root bridge for:VLAN1l, VLAN2.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled
UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLAN1 0 0 0 1 1
VLAN2 0 0 0 1 1
2 VLANs 0 0 0 2 2
Switch#

ROPITIR, AR=Y IV Y= AF— |k €7 ¥ 3 v DT STOFEEFT D HiEERLET,
Switch# show spanning-tree summary totals

Root bridge for:VLAN1l, VLANZ2.

PortFast BPDU Guard is disabled

EtherChannel misconfiguration guard is enabled

UplinkFast is disabled

BackboneFast is disabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active

Switch#

WOBITIE, V= b FEAT— DR — "B HL0E I EHNT 5 HiEERLET,
Switch# show spanning-tree inconsistentports

Name Interface Inconsistency

VLAN1 FastEthernet3/1 Root Inconsistent

Number of inconsistent ports (segments) in the system:1
Switch#

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show spanning-tree

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG

avwy kR

SiBA

spanning-tree backbonefast

A= 2" J— VLAN I T BackboneFast % 1 % —7 /L
ZLET,

spanning-tree cost

A2 B —Tx2AA LD STP DA 3 A NEEELET,

spanning-tree guard

Jb— K~ H—RE2A =TI LET,

spanning-tree pathcost method

NZ AR MR ERELET,

spanning-tree portfast default

TRTCTOT 7 A FR— |k ET PortFast #7 7 4 /L h TA
F—T I LET,

spanning-tree portfast (f > % —7 =
LR avI 4 Fal—ay EF—F)

PortFast €— N& A x—7 /W LET,

spanning-tree port-priority

2HROTY v UNRN—F TY vV ELTHELTWDSEE
2. AV AT 2 A ADTITAF VT 4 B ELET,

spanning-tree uplinkfast

UplinkFast #8E% A x—7 MIZ L ET,

spanning-tree vlan

STP Z VLAN HAL TREL £,

0L-22251-01-J |
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show spanning-tree mst W

show spanning-tree mst

MST 7’1 s 2 VEHRZFRT HI21E, show spanning-tree mst =~ > REFHEH L £,
show spanning-tree mst [configuration]
show spanning-tree mst [instance-id] [detail]

show spanning-tree mst [instance-id] interface interface [detail]

SO T configuration (1EE) R EHRE £~ LET,
instance-id (EE) A AX A IDFZTY, AMEOHEIL0 ~ 15 T,
detail (EE) M7 MST 7u Fha VFEHmi2R R LET,

interface interface (BB AV E—Tx2 A A ZATBLIOERSTT, ZA4 F7OFNRMEIL,
fastethernet. gigabitethernet. tengigabitethernet. port-channel. X O
vlan T, FEHICOWTIE, (MEH EOTA FI14 2] 2L TSN,

FI2+IE Toavwy RICE, T7ANNREEHY FH A,

a2 kK E—F H:HE EXEC £ — R

av Yy FEE Jy—=x EERNE
12.1(12¢)EW ZDaw s R Catalyst 4500 > U — X A A v FITBMEINE LT,
12.2(25)EW 0XHEY b A —HFw b A F—T = A ADFFE— FPEIMSE LI,

BRLOAM RS54y o=~ Fi&, Supervisor Engine I ### L TWVWAH L AT AT HR—FShEtA,
show spanning-tree mst configuration =~ > FOHNFRIZ, EHEA v b —VURERINDBENRDH Y
FT, ZORAvE—VIE, EHIF Y VLAN %, BEMTF N TWDE T T4~ Y VLAN &R LA &
BRIy BT Lo G RICERINET, Fridix, BEfiFohTns 7414+
VLAN LRIUA Y AZ ALy B T ENTWARNWED 2 VLAN O Y A EREGEhE§, &E
AyE—VIFRO LB TT,
These secondary vlans are not mapped to the same instance as their primary:
-> 3

H 71D EFIZ DOV TIE show spanning-tree =~ FEZSHR LT Z3 0,

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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M show spanning-tree mst

Bl WOBITIE, SEBERRERTT D HEERLET,

Switch# show spanning-tree mst configuration
Name [leo]

Revision 2702

Instance Vlans mapped

0 1-9,11-19,21-29,31-39,41-4094
1 10,20,30,40
Switch#

WOFITIE, BIMO MST 7'v b aVizRrd 2 5EERLET,

Switch# show spanning-tree mst 3 detail

# # # # # # MSTO3 vlans mapped: 3,3000-3999

Bridge address 0002.172c.f400 priority 32771 (32768 sysid 3)
Root this switch for MSTO03

GigabitEthernetl/1 of MSTO03 is boundary forwarding

Port info port id 128.1 priority 128

cost 20000

Designated root address 0002.172c.f400 priority 32771

cost 0O

Designated bridge address 0002.172c.f400 priority 32771 port

id 128.1

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 4, received 0

FastEthernet4/2 of MST03 is backup blocking

Port info port id 128.194 priority 128 cost

200000

Designated root address 0002.172c.f400 priority 32771

cost 0O

Designated bridge address 0002.172c.f400 priority 32771 port id

128.193

Timers: message expires in 2 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 3, received 252

Switch#

WOFEITIX., BEDA v Z—T 2 A AD MSTFEHREERRT D HEEZRLET,

Switch# show spanning-tree mst 0 interface fastethernet4/l1 detail
Edge port: no (trunk) port guard : none

(default)

Link type: point-to-point (point-to-point) bpdu filter: disable
(default)

Boundary : internal bpdu guard : disable

(default)

FastEthernet4/1 of MST00 is designated forwarding

Vlans mapped to MSTO00 1-2,4-2999,4000-4094

Port info port id 128.193 priority 128 cost

200000

Designated root address 0050.3e66.d000 priority 8193

cost 20004

Designated ist master address 0002.172c.f400 priority 49152
cost 0O

Designated bridge address 0002.172c.f400 priority 49152 port id
128.193

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus sent 492, received 3

Switch#

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
m. 0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

show spanning-tree mst W

avwy kR

SiBA

spanning-tree mst

FEBEDOMST AV AR L ADIRA TR RBLIOER— K 75
AFVT 4 NTA—HEHFRELET,

spanning-tree mst forward-time

FTRTDOA AL ZADEREBIES A ~—ZRELET,

spanning-tree mst hello-time

FTRTCOA L AHX L AD hello ¥ A LIBIEX A ~—%KEL
i‘j_o

spanning-tree mst max-hops

BPDU 73 BE5E S 41 % AN SN T rlaeZeds v 78z FiE L
£,

spanning-tree mst root

oS54~ L— NEEELET,

| oL-22251-01-J
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Hl show storm-control

show storm-control

ZA v FFERIFBELIEA VA —T oA ZADT a0 —RK¥xy A h A M—LHIHORELZERTDHITIL.
show storm-control =~ > R&Z A L £1,

show storm-control [interface-id | broadcast]

Supervisor Engine 6-E & & Uf Catalyst 4900M < v—

show storm-control [interface-id | broadcast | multicast]

X DEREA

interface-id (EE) WHR— DA F—T7 x4 21D ZEELET,
broadcast EE) 7e—RF¥+v¥ A M A P—LDOLXWERESERLET,
multicast (FE) ~LVFXF¥ AN A—LDOLX\VMEREEZERLET,

¥ EXEC £— N

EREDAA FS54>

]

J1)—2 EENE

12.1(19)EW M3~ R Catalyst 4500 & U — X A4 v FITBIMENE LTz,

12.2(25)EW OFHEY b A=V Ry b A F =T oA ZADVPF— FRBEBMENE LT,

12.2(40)SG Supervisor Engine 6-E 33 £ OY Catalyst 4900M v — > O H R — k2381 &
E LT,

A H =T xAAIDEBEANTDELE BELILA L H—T 2 A ADA F—AHIEI L EWVERFTRENET,

A H =T 2 AID EZANLEZWEGE, AL v T EOTRTOR— DT 2 —RKF¥ AN FT7 4w
I BATORENFRINET,

WOFHITIX, F—U— RE2REETIZAT L7 show storm-control =2~ KOHFE2RLET, +T
T4 BATDF—U—RKRANENTRWED, 7a—RFXxy A b A F—2HIHOBRENFRRS
nEI,

Switch# show storm-control

Interface Filter State Upper Lower Current
Gi2/1 Forwarding 30.00% 30.00% N/A
Gi4/1 Forwarding 30.00% 30.00% N/A
Gi4/3 Forwarding 30.00% 30.00% N/A
Switch#

WROBFITIL, Supervisor Engine 6-E FT? show storm-control multicast =~ > ROH I Z R LET,

Switch# show storm-control multicast //Supervisor Engine 6-E
Interface Filter State Broadcast Multicast Level

Fa6/2 Blocking Enabled Enabled 61%
Switch#

[l Catalyst 4500 >)—X X4 vF CiscolOS a?Y K YI7L R -1)I)—R |OS-XE 3.1.0 SG
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show storm-control

WOFITIL, F—TU— K& AT L72WgH @ Supervisor Engine 6-E £ T® show storm-control =~ >
KON ERLET,

Switch# show storm-control
Interface Filter State Broadcast Multicast Level

Fa6/1 Blocking Enabled Disabled 81%
Fa6/2 Blocking Enabled Enabled 61%
Switch#

WoOBTIE, f8E LA ¥ —7 = A AD show storm-control =~ > FOH 1R L £,

Switch# show storm-control fastethernet2/17

Interface Filter State Level Current
Fa2/17 Forwarding 50.00% 0.00%
Switch#

WOHITIL, Supervisor Engine 6-E L COHEE LTz A v ¥ —7 = A AD show storm-control =~ > K
DN ERLET,

Switch# show storm-control interface fastetherneté6/1
Interface Filter State Broadcast Multicast Level

Fa6/1 Blocking Enabled Disabled 81%
Switch#

#F 2-29 12, show storm-control D ICFKRENDHEKE T 4 — /L FOFHHAERLET,

= 2-29 show storm-control ® 7 1+ —)L KO
Z4—ILF BL
Interface A B =T AZADID #FRLET,
Filter State TANEDAT—H ARFRLET,
* blocking : A h—AHIEIFZA X—T L THY, A P—LABHAEL T
i‘j_o
o forwarding : A b —AMl#HIZA X —7 L THY, A b—LFFAELT
WEHA,
e Inactive : A b — AL T 4 E—T LT,
Level Ta—KR¥xY AN b T T4 v IIKHLTA U E—T oA ATHRESINTZL
XUVMEL LV ERRLET,
Current Tua— KXy AN FNF 747 OFBRIBRAEE, ARG EE
DEEGTERRILET, 207 4 —IL Rid, A b—ABNRA R2—T LD
BT AR TT,
(G¥) AN —=ALHl#J N R T =T TITHA  H—T = A ATOWNTIE,
N/A BFERINET,

BEa< K avwUk SiEA
storm-control R—=hrTT7a—R¥yv 2~ 2 b—LHlHE A F—TNIZL,
AR—F TR —ARHAELTZGEOLEERE L ET,
show interfaces counters MBA R —T 2 A A LD NTFT T 4 v 7 R R LUET,
show running-config ZA v FDETILy T4 Fal—arr2zrxLET,
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W show system mtu

show system mtu

7a—sLig MTU BREZFR7T 2121E, show system mtu =~ > &L £,

show system mtu

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK Toawy RITiE, FTIANMRETDHY FHA,

avY kR E—F e EXEC E— KN

ATy FEE Jy—2 EERRE

12.1(12¢)EW Z®=a= KA Catalyst 4500 U — X 2 v FITBMENE LTz,

1 WOHITIZ, Za—r L MTU REEZFRRT D HEEZRLET,

Switch# show system mtu
Global Ethernet MTU is 1550 bytes.

Switch#
BEavUF avwoFk St
system mtu VAY2ERIZVATYIDRRIA B —F A XEFEL

i‘j‘o
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show tech-support W

show tech-support

TAC D s T TNy a—T 4 U 7l ERTRT HIZIL, show tech-support =~ > REfH L ET,

show tech-support [bridging | cef | ipmulticast | isis | password [page] | page]

340

.'E-EI;

BA

T24+IEK

bridging EE) 7V v Yo 7EEEREEELET,

cef ({#) CEF B#ElE@mafaE L £,

ipmulticast (EE) 1P~ FF v 2 MEEE @A EE L £,

isis (f£%E) CLNS B LW ISIS B ER A E L ET,

password (£E) ATV —FBIOZOMOX=2 ) 7 4 EREEACEDET,
page (EE) —EEC 1 =V oERE R CERLET,

T 7 F N hOREITIKRDO EBY TT,
o HNFHR—T R L TERINET,
o NRAT—RFBIVFDMOEF 2V T 4 HFERITEINDEHIRENET,

¥ EXEC £— R

EREDAA FS54>

Jy—2 EEAR
12.1(8a)EW ZDav A Catalyst 4500 &V — X 24 v FITBIMENLE LT,

show tech-support =~ > FOHENIE, Ctrl+Alt+6 F—%2 M L CTRFTKR T TE £, a2~ FHENIX
Ny 77 IRFENDLZDOT, avr KRR TT L0/, Z0avwy RO T TIEITINTWDHBRIEDY
Tawy ROMANET LIREE T,

HADOEDITHFRT 5121, Return F—E L E T, ik, RORX—TYEFRT5HITIE, Space
N—%MLET, page ¥—TU— FE AN LAWES, HAQEFAZe—L LET, WRX—YTEIELE
NEVR

password ¥— U — RZ AN LA, AT — RO ELRA 32 —7 270 £928, HAIITRE S
fbEN BRI T NRERRINET,

password ¥ — U — F& AN LAWVWEE, HAONDOAZT— REBLIOEOMOE X2 F ¢ ICMT 51
WX, Tremoved) LWIHFBICEEHMZ ONET,

show tech-support =~ > i, #H# D show 2~ FARESNZEOTHY , HAEFEFICEL &
L AREMED B D £77, show tech-support =< > RO ORFHNZONWTIEZ, U A I TV D%
® show 2~ REZRLTIIZE0,

51% % Fi5E L 72 T show tech-support =~ > N & A L7286 HFRRITIRO show 2~ > R &[]
CiZZe b £197,

¢ show version

¢ show running-config
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W show tech-support

e show stacks
* show interfaces
¢ show controllers
* show process memory
* show process cpu
e show buffers
e show logging
¢ show module
¢ show power
e show environment
e show interfaces switchport
e show interfaces trunk
e show vlan
ipmulticast ¥ — 7 — F& A7) L7256 HHFRRITRD show 2~ FERITIZRY £,
e show ip pim interface
e show ip pim interface count
e show ip pim neighbor
e show ip pim rp
* show ip igmp groups
* show ip igmp interface
e show ip mroute count
e show ip mroute
¢ show ip mcache

e show ip dvmrp route

£l show tech-support =~ > RO OERRFUZOWT, FEMIIE MEH EOTA RI A4 IV A RS
TWha<wry FaZRLTIZS,

BEa< K MER EOTA FTA4 2] 2ZRLTIES0,

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
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showudid W

show udld

EHEBIOEM LD UDLD 27 —# 2% 3R T 5121%, showudld =~ > FEEH L X,

show udld interface-id

EX DA interface-id N B—T o AL T,

FI2+IE Zoavwy RICE, T7ANLNREEHY FH A,

avykE—F it EXEC T— K

av Yy FERE Jy—= EERE
12.1(8a)EW Z =z KA Catalyst 4500 ) — X A v FIZBIMESNE LT,
12.2(25)EW I0XHEY h A —HF Ry b A F—T A AV FE— FRBMENE LT,

FEREOHLIRSAY A0 2—T A4 X IDEEFATILANGESIE. TRTOAS L Z—T o4 AOEM B LOSER Eo
UDLD AT —H ANEFRINET,

1 KOBTIE, FHEY F A=V Fv h A F—T x4 A2/2DUDLD 27— 2 HE 1T 2 HEERL
ij‘o

Switch# show udld gigabitethernet2/2
Interface Gi2/2

Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement
Message interval: 60
Time out interval: 5
No multiple neighbors detected
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: 0050e2826000
Port ID: 2/1
Neighbor echo 1 device: SAD03160954
Neighbor echo 1 port: Gil/1l
Message interval: 5
CDP Device name: 066527791
Switch#

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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H show udld
EEEavT UK avok EEA
udld (Fe—»L a7 4F¥alb—va UDLD Vv havo7 7Ly v 7 £— RKERIL /) —~<b
v E—NR) F—REA F—T ML, REARERAvE—Y ¥ A ~—
DOEEZHELET,
udld (M v F—T 2R a7 4FXa2 A F—TxA AT LIEBNZ UDLD %A x—7 /L2 L
L—ygv E—K) -0, Z7AN A E—T oA AN udld (Fa—r3L a

V74 FX2l—vary E—FR) av T x—7 &
NEWEHizLizn LEY,
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showvian W

show vilan

VLAN [f# % #Er95121%, showvlan 2~ > REFEHLE T,
show vlan [brief | id vian _id | name name]

show vlan private-vlan [type]

BEX DA brief (f£#E) VLAN HfC VLAN 4, A7 —X A, BLOKE— b & 1 1TORFRLET,
id vilan_id (f£#) VLANID &5 THE L7-H 0 VLAN (BT 2 F#RE2F R LET, H%

EDHPIL 1 ~ 4094 T,

name name (f£Z) VLAN & THE LB —0O VLAN [T A EHREF R LET, G472
L. 1 ~ 32 3D ASCII LFH T,

private-vlan 75 { ~<— h VLAN ffiiz &5 L £ 7,
bpe (LE) 754 ~— |k VLAN % 1 7 CF,

TIAILE Zoavwy RICiE, TV MREZHY EHEA,

avY kR E—F ¥k EXEC E— R

oY FEE Jyy—2 EERE
12.1(8a)EW ZDav s R Catalyst 4500 U — X 2 A » FITEMSE LT,

12.1(12¢)EW YEE VLAN 7 R L 20#R— kasBEmEhE L,

(! HOFITIE, HHR AL NOFTRTO VLAN O VLAN 8T A —5 25T 5 hikE R LET,

Switch# show vlan

VLAN Name Status Ports
1 default active Fa5/9
2 VLANO0002 active Fa5/9
3 VLANOOO3 active Fa5/9
4 VLANO004 active Fa5/9
5 VLANO0O0OS active Fa5/9
6 VLANOOO6 active Fa5/9
10 VLANOO10 active Fa5/9
20 VLAN0020 active Fa5/9

<...Output truncated...>

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
| oL-22251-01-J .m



¥2E Catalyst 4500 +J—X X4 ¥y F®D Cisco 10S av v F |
W show vian
850 VLANO0850 active Fa5/9
917 VLANO0917 active Fa5/9
999 VLAN0999 active Fa5/9
1002 fddi-default active Fa5/9
1003 trcrf-default active Fa5/9
1004 fddinet-default active Fa5/9
1005 trbrf-default active Fa5/9

RingNo BridgeNo Stp

BrdgMode Transl Trans2

VLAN Type SAID MTU Parent
1 enet 100001 1500 -
2 enet 100002 1500 -
3 enet 100003 1500 -
4 enet 100004 1500 -
5 enet 100005 1500 -
6 enet 100006 1500 -
10 enet 100010 1500 -
20 enet 100020 1500 -
50 enet 100050 1500 -

<...Output truncated...>

850 enet 100850 1500 -
917 enet 100917 1500 -
999 enet 100999 1500 -
1002 fddi 101002 1500 -
1003 trcrf 101003 4472 1005
1004 fdnet 101004 1500 -
1005 trbrf 101005 4472 -

VLAN AREHops STEHops Backup CRF

802 O 0 off
1003 7 7 off
Switch#

O O O O O o o

O O O O O o o o o

O O O O O o o

ROFITIE, VLAN 4, AT —F A, BLOBEEMT ONTAR— M2 E2RRTOHIELRLET,

Switch# show vlan brief
VLAN Name

Status

1 default
2 VLANQOOO2
3 VLAN0O0O3
4 VLANO0OO4
5 VLANQ0OOS
10 VLANO0O10

999 VLAN0999

1002 fddi-default
1003 trcrf-default
1004 fddinet-default
1005 trbrf-default
Switch#

active
active
active
active
active
active

active
active
active
active
active

Fa5/9
Fa5/9
Fa5/9
Fa5/9
Fa5/9
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show vilan

OB TIE, VLAN 3 7215 D VLAN T XA —Z 2 KR4 25 kxR LET,

Switch# show vlan id 3

VLAN Name Status Ports

5 viawooos active  Fas/s
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
3 emet 100003 1500 - - - - - 03 0
Switch#

# 2-30 (2, showvlan =~ > RO NICEKREINDE 7 4 — /L FOFBHEZ R LET,

& 2-30 showvlan <> FOHEAT 4+ —IL F

Z4—ILF i

VLAN VLAN %5

Name VLAN O4HT RESNTWVD5E)

Status VLAN O 27 —& 2 (active & 721% suspend)
Ports VLAN i@ d %R — |k

Type VLAN AT 47 # A7

SAID VLAN OtX 2074 7Yz —3 3 1D fHE,
MTU VLAN O RKfpika=> F (MTU) ¥4 %
Parent Bl VLAN (fFET554H)

RingNo VLAN © U v 7&FS 4T 558)

BrdgNo VLAN 07V v &5 £S5 T 5586)

Stp VLAN CEH SN2 AR= 7Y ) — Fu hay (STP) #A4 7

ROBITIX, 7T A4~U VLAN & U 4% U VLAN PMHAICE L B#Ef I 5Tk Y, PVLAN
R—PMIHRELT Y o= a U BFET DI L 2R T2 HEEZ R LET,

Switch# show vlan private-vlan

Primary Secondary Type Ports

10 100 community Fa3/1, Fa3/2

2T, RIEARTLLIE, VLANOTY Vv —rva Y EHIBRLIZE LET,

Switch (config)# wvlan 10

Switch (config-vlan)# private-vlan association remove 100
Switch (config-vlan)# end

Switch# show vlan private

Primary Secondary Type Ports
10 primary
100 community
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H showvian

Woavy REEALT, A2 —T7 x4 A F®OPVLAN REZXHRTXE1,

Switch# show interface £3/2 status
Port Name Status Vlan Duplex Speed Type
Fa3/2 connected pvlan seco a-full a-100 10/100BaseTX

Switch# show interface £3/1 status

Port Name Status Vlan Duplex Speed Type
Fa3/1 connected pvlan prom a-full a-100 10/100BaseTX
Switch#
EEa<TUF avwUFk B
vlan (VLAN ¥ —# ~_X—2 £—|) FeE D VLAN 2 E L ET,
vlan database VLAN =2 7 4 F¥al—v gy £— FEHBLET,
vtp (Fr—~V a7 4F¥alb—va VIPar74¥al—var XbLb—Y 77 A VD4
v E—NR) BEELET,
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show vlan access-map W

show vlan access-map

VLAN 77t 2 v 7ONKFEF LT 5HI21E, show vlan access-map =~ > REZHEALET,

show vlan access-map [map-name]

X DA map-name ({EE) VLAN 77t 2 v ORI TT,

FI2+IE Zoavwy RICE, T7ANLNREEHY FH A,

avykE—F it EXEC T— K

av Yy FERE Jy—= EERE
12.1(12¢)EW Z =z KA Catalyst 4500 ) — X A v FIZBIMESNE LT,

!l KD~ KT, VLAN 72782 ~ v FONEERRT D HEERLET,
Switch# show vlan access-map mordred
Vlan access-map "mordred" 1

match: ip address 13
action: forward capture

Switch#
BEavUF avwvk St
vlan access-map VLAN 7 7 B2 = v 7 &2AFT 572D VLAN 7 7 &£

v~y av s R E-FERBLET,
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Hl show vlan counters

show vian counters

V7 U 2T Xy va By HEEFRRT SHI21E,. show vlan counters =~ > RaFH L £,

show vlan [id vianid] counters

X DA id vianid EE) BEOVLAN DY 7 Ny 27 F ¥ via B AfizedEr LET,
TI2HIE Zoavr R, F7AARNREEXHY A,
avy kE—F it EXEC T— K

av Yy FERE Jy—= EERE
12.1(13)EW Zd =z KA Catalyst 4500 ) — X A v FIBIMSNE LT,

HHLEDHSL K542 VLANID %#$5%E L72\ T show vlan counters =2~ REZ AT 2L, T_XTHOVLAND Y 7 b=
TX¥via HyURERERRINET,

1 KOFITIE, FEDVLAN DY 7 b =T ¥y via By AELEFRT 5 HEEZRLET,

Switch# show vlan counters
* Multicast counters include broadcast packets

Vlan Id

L2 Unicast Packets

L2 Unicast Octets

L3 Input Unicast Packets
L3 Input Unicast Octets

L3 Output Unicast Packets
L3 Output Unicast Octets
L3 Output Multicast Packets
L3 Output Multicast Octets
L3 Input Multicast Packets
L3 Input Multicast Octets
L2 Multicast Packets

L2 Multicast Octets
Switch>

O R OO OO0 O0OO0OOOoOOoO o

BEEav> K avwyvk HL
clear vlan counters FEE L7 VLAN F 72138 FE D9 T? VLAN 122\ T,
HEOPOBBTALIICY 7 Ny 2T Xy a hy
HiEE VT LET,
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show vlan dot1q tag native W

show vilan dot1q tag native

XA T 47 VLAN Z X0 JIZHkE R AA v F EOFTRTOR—FE | TNODOBIEORA T 47
VLAN # X7 27 —# 2% F7-T 5I121%. show vlan dotlq tag native =~ FZH L 7,

show vlan dotlq tag native

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

ARV K E—F =¥ EXECE—F

oy FERE yy—2 EEANR
12.1(18)EW Z D3~ R Catalyst 4500 2 ) — X A4 v FITBMENE LTz,
fl K OFITIL, show vlan dotlq tag native =~ > FOH N EZRLE T,

Switch# show vlan dotlg tag native
dotlg native vlan tagging is disabled globally

Per Port Native Vlan Tagging State

Port Operational Native VLAN
Mode Tagging State
£3/2 trunk enabled
f3/16 PVLAN trunk disabled
£3/16 trunk enabled
BEa<YU R avwy kR i
switchport mode AVE—T oA ABZATEHRELET,

vlan (/m— v a7 4F¥a2b—va Jo— UL VLAN 27 4 Falb— gy £— REHA
V) (Cisco I0OS D~==2T L% %) LET,

vlan (VLAN 27 4 ¥21v—¥3y) VLANaV 744 Falb—vary E—REHBELET,
(Cisco IOS D~=a T /L ZHMH)

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
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Bl show vian internal usage

show vlan internal usage

WS VLAN #I 0 4TI 215 A K< T 5121, show vlan internal usage =~ > N/l L £,

show vlan [id vian-id] internal usage

XD EHEA id vian-id (UEE) $E&E L7z VLAN O VLAN 10 4 TR AR R LET, ARMEOHHE
11~ 4094 CT9,
TI24IE Zoavy R, T74V RREFH Y EFHA,
AT F®E—F  FFHEEXEC E—F
av Yy FERE Jy—=x EERR
12.1(19)EW Zd =z A Catalyst 4500 ) — X A v FIBIMESNE L,
!l WOBITIE, BIEOWNE VLAN E0 Y TIZBT 2 1EME R TT D HEE R LET,
Switch# show vlan internal usage
VLAN Usage
1025 -
1026 -
1027 -
1028 -
1029 Port-channelé6
1030 GigabitEthernetl/2
1032 FastEthernet3/20
1033 FastEthernet3/21
1129 -
WOBITIE, FED VLAN OWNH VLAN FI 0 B T T 2 MERRT 2 HEEZ R LET,
Switch# show vlan id 1030 internal usage
VLAN Usage
1030 GigabitEthernetl/2
BlEa<Y R avwy kR e
vlan internal allocation policy WES VLAN # 0 4 ChHXEHELET,
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showvianmtu W

show vian mtu

% VLAN Ofg/Mrit2 = v b L O Maximum Transmission Unit (MTU; fx Kigikzr=v ) A4 X
ZFaRTHICIE, showvlan mtu =~ > R&AEHA L £,

show vlan mtu

BEXDA Zoawr PR, BIBERRF—T—FIEHY EHA,
TI24ILE Zoawy R, T4V FERERHY EFE A
avY kR E—F ¥ EXEC £— R

oy FERE Jy—=2 EEANR

EREDAHA R34y

12.1(13)EW ==~ A Catalyst 4500 > ) — X A4 v FITBIMENE Lz,

2~ FH7)® MTU_Mismatch 51i%, VLAN O3 _XTOHR— hTMTU BRI LNE S hERLET,
MTU_ Mismatch 5iZ lyes] BNEREINZHA. VLAN IZHR72 5 MTU 2 oK — 3 fFEL, MTU
DRERF— 0D MTU 2N RAR— MCAA v F 7SN’y R Fay P ENDREER H
D2 EEERLET, VLANIZ SVIBRRWEE, N7 (1) %50 SV MTU FICRRENET,
VLAN T, MTU-Mismatch 5iZ lyes] BNERINTWVDHEH. MinMTU ZF2HR— & MaxMTU

EBH R~ NMARER SN E T, VLAN T, SVI MTU 78 MinMTU £ 9 & K& W4, SVI MTU @
& LIz TTooBig) MBERINET,

1 wOFTiX, showvlan mtu =~ > FOHHZRLET,
Switch# show wvlan mtu
VLAN SVI MTU MinMTU (port)  MaxMTU (port) MTU Mismatch
1 1500 1500 1500 No
Switch>
BEav U F avwy kR B
mtu X7y h DRV A XF 721X Maximum Transmission Unit

(MTU; fix Rfgikr=v ) ZRETHZLIZL-T, 4
B—T 2 AA AT %R T —LEAF—T M LET,
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M show vian private-vlan

show vlan private-vian

77 A4 ~— k VLAN {§#i & &< 9 2121%. show vlan private-vlan =~ > REfEH L E 9,

show vlan private-vlan [type]

BXX DA type (fEF) 774 ~<—F VLAN ¥4 7 &#m LET, A2 A 713, isolated,
primary, community, nonoperational, 3 XU normal T,

FI2+IE Toavwy RICE, T7ALNREEHY FH A,

™.

H
I

T

avy ¥5HE EXEC £ — K

avr FEE Jy—= ZERE
12.1(8a)EW Z o3~y K73 Catalyst 4500 ) — X 21 v FITBEMENE LT,
12.2(20)EW 23 2=7 4 VLAN O R— FBBMSE LT,

#RAEDHM K54  show vlan private-vlan type =~ > KT VLAN % A 773 normal & FRENT-HE, 754 X— |
VLAN =227 ¥ a2 b— a3 VY CEHEO VLAN BEHEINTWD Z & %2/R LET, normal BRFERI{
THaE. 2 A THRE INDHENC 2 20 VLAN BREERMT 6N TEBY | 77 A ~<— b VLAN [JEIE
LTWeWnWZ EamRmLEd, ZOHRIE. 7y ZICRIbET,

1 WROBITIEZBIERE SN TNDLTRTHOT T A X— | VLAN ([T HEMEFRRT D HIEEZRLET,
Switch# show vlan private-vlan
Primary Secondary Type Ports
2 301 community Fa5/3, Fa5/25
2 302 community
10 community
100 101 isolated
150 151 non-operational
202 community
303 community
401 402 non-operational
Switch#

GE)  ZZEA® Primary fEIX, 7Y YT —La U BNEELRVWI AR LET,
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show vlan private-vian W

WOFITIE, BIERESNLTWDTRTOT T A _— b VLAN ¥ 1 ST 2R E£RT 2 HEE

F~LET,

Switch# show vlan private-vlan type

Vlan Type

202 primary
303 community
304 community
305 community
306 community
307 community
308 normal
309 community
440 isolated
Switch#

7 2-31 12, show vlan private-vlan =~ > NOHINZERINDE T 4 — /L RO ZRLET,

#* 2-31 show vlan private-vlan A< > FOHEHT7 1+ —IL F
J4—ILF SiEA
Primary 774~V VLAN OFE T,

Secondary

%Y VLAN OF S TT,

Secondary-Type

%Y VLAN % 1 71X isolated ¥ 721X community T,

Ports

VLAN NOFR— &R LET,

Type VLAN O &% A 7T, RARSNDFREMEDH L EIX, primary,
isolated, community, nonoperational, % 721X normal T3,
BZEav2 kR avwo kR SitE

private-vlan

754 _X—k VLAN BL T I A4 _—k VLAN &t h
Y VLAN o7 Vo —i g 0 2R ELET,

private-vlan mapping RMU7Z4~U VLANSVI #¥F3T5 L5112, 7F4~<V

VLAN &t h % U VLAN Mo~ v B 72l L% ¥,
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M show vian remote-span

show vilan remote-span

Remote SPAN (RSPAN) VLAN @V 2 k& &3 21Z1%, show vlan remote-span =~ > RaffiH L
F7

show vlan remote-span

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK Toawy RITiE, FTIANMRETDHY FHA,
avY kR E—F e EXEC E— KN

av Y FERE Jy—=R EEAR
12.1(12)EW ZDoa~r KA, Catalyst4500 U —2 A4 v FIZBMERE LT,
fl WO TIE, RSPAN VLAN @V 2 & #5425 HliEE R LET,

Router# show vlan remote-span
Remote SPAN VLANs

2,20
BEEa<2 =AY Ste

remote-span VLAN % RSPAN VLAN (ZZ5#: L £,

vlan (VLAN 7—4# ~X—2 £—F) FrED VLAN 3% E L 7,
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showvmps H

show vmps

VLAN Query Protocol (VQP) /\— = | HfEaBMIRE, #1714 VLAN Membership Policy
Server (VMPS; VLAN A R—2 w7 RY v— H—) [P 7 RV A, BIEOY—, BIOT T4
<~V b= REFRTHIZIE, show vmps 2~ REHHL £,

show vmps [statistics]

X DEREA

TI2HIE

statistics (EE) 7747 MIDOHEHEREZFR R LET,

Zoawy RIZiE, TNV IRETHY FHA,

¥ #E EXEC £— K

7

Jyy—= EFERA
12.1(13)EW = o® =< FA Catalyst 4500 > U — X 21 v FBMENE Lz,

WoOHITIE, show vmps =2~ > KO HZRLET,

Switch# show vmps

VQP Client Status:

VMPS VQP Version: 1

Reconfirm Interval: 60 min

Server Retry Count: 3

VMPS domain server: 172.20.50.120 (primary, current)

Reconfirmation status
VMPS Action: No Dynamic Port
Switch#

wOFITIE, show vmps statistics =~ > FOHHE2RLET,

Switch# show vmps statistics
VMPS Client Statistics

VQP Queries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shutdowns: 0
VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0
Switch#
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W show vmps

BEEav K avwyvk HL)

vmps reconfirm (%4 EXEC) VLAN Query Protocol (VQP) 7 =V —%%(EL T
VLAN Membership Policy Server (VMPS; VLAN %
N=yy T RY = =) TOTRTDOFAFIvY
VLAN %0 Y4 TR L E7

Catalyst 4500 > J—X R4 vF CiscolOS a?YF JI7L YR -1)J—X 10S-XE 3.1.0 SG
m. 0L-22251-01-J |



| $2% Catalyst 4500 >1)—X R4 v F® Cisco I0S 3TV F

showvtp W

show vtp

VTP #EHE @I LN A A AMEHREFRT H121E, show vtp =~ Raf L £,

show vtp {counters | status}

X DA counters VTP #EHER A E L E T,
status VIP RAA v AT —F AZEEELET,
T2+ EK Zoawr R, TAMRRERHY A,

avy kE—F it EXEC &— K

av Y FERE Jy—=R EEARR
12.1(8a)EW Z o=z~ KA Catalyst 4500 U — X 2 v FITIBMENE LTz,
fl WOFITIE, VTP #HEms £r4 5 HikzrLET,

Switch# show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors

—

Number of config digest errors
Number of V1 summary errors

O O O O+ WO

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Fa5/9 1555 1564 0
Switch#

WOFITIE, VIP RAA » AT —=F AR RTDHEERLET,

Switch# show vtp status

VTP Version HE

Configuration Revision : 250

Maximum VLANs supported locally : 1005

Number of existing VLANs ¢ 33

VTP Operating Mode : Server

VTP Domain Name : Lab_Network

VTP Pruning Mode : Enabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MD5 digest : 0xE6 OxF8 0x3E 0xDD OxA4 OxF5 0xC2 O0xOE

Catalyst 4500 > J—X X4 vF CiscolOS A<V F JI7L YR -1)J—X 10S-XE 3.1.0 SG
| oL-22251-01-J .m



$28 Catalyst 4500 1) —X R4 vy F® Cisco 10S a2 F

W show vtp

Configuration last modified by 172.20.52.18 at 9-22-99 11:18:20
Local updater ID is 172.20.52.18 on interface V11 (lowest numbered VLAN interfac

e found)
Switch#

WOFITiE, show vtp H IO Summary & W5 EEZGL(TET 2R RT D HEEZRLET,

Switch# show vtp counters | include Summary

Summary advertisements received

Summary advertisements transmitted :
Trunk Join Transmitted Join Received

Switch#

1
32
Summary advts received from

# 2-3212, show vtp 2~ FOHNICERRENLDET 4 — /N FOGHZRLET,

#* 2-32 showvtp A< FOHAT74—IL K

Z4—ILF A

Summary advertisements received ZEINEY<U — 7 RRZ A XA FOESE,
Subset advertisements received ZEINEYTEY N T RAXA AL FOAE,
Request advertisements received ZEISNTEERT RAX AL XA oA,
Summary advertisements transmitted |2(E X /=0~ U — 7 RAX A4 XA > NOEEHEL

Subset advertisements transmitted

D

BESNEY T2y 8 7 EAZ A XA FOAEHL

Request advertisements transmitted

FESNTERT RS A XA OB,

Number of config revision errors

a7 4 Fal—vary JEYar =7 -0,

Number of config digest errors

a T4 F¥al—raryr)elar ATV AN T —0H,

Number of V1 summary errors

V1 ¥~V — 77—,

Trunk

VTP 7N —= BN TDH T 7 R—F,

Join Transmitted

P &N VIP 7 L—=2 7 join D¥L,

Join Received

Zig&hi VIP 7 /v—=127 join D3,

Summary advts received from
non-pruning-capable device

HT V==L SHIET A A SRES Y~ ) — T K
B A XA O,

Number of existing VLANSs

KA A ANO VLAN OB

Configuration Revision

VLAN 1§ @& 2T 2701 S D VIP U B Y a 3% 5,

Maximum VLANSs supported locally

T A ZTFFAI S D VLAN O KL,

Number of existing VLANSs

BEAFD VLAN %,

VTP Operating Mode

VTP InA F—TNiT 4 —TNnERLET,

VTP Domain Name

VTP KX A > D4 Hi,

VTP Pruning Mode

VTP N —= T WA Z—T AT 4 =T A hE R LET,

VTP V2 Mode

VIPV2 E— &%=/ 7 I47 b, FiTEZEE L LT
RLET,

VTP Traps Generation

VTP } 7 v 7HERE— FRA R—=TNVinT 4 B —T ViR
LET,

MDS5 digest

F = v 7 W AMHE,
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showvtp W

BEEavF avv kR St

vtp (Fe—rp ar74F¥al—va VIPar74F¥al—yalry AML—Y 77 A NVOA4T]

v ®—FK) EEELET,

vtp client TNAAENTP 7747 b F—RIZLET,

vtp domain TNAADEBRRAAS VB ERELET,

vtp password VTP RAA v RAT— REERLET,

vtp pruning VLAN 7 =4 RXR—RACTN—= T A X—T I LET,

vtp server FNA 2% VTP r— RN E— NIz LET,

vtp transparent TN A% VTP Bi#E— FIiZLET,

vtp v2-mode N=T g 2F—NeA =T NWIZLET,
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W show vtp
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